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Heab ocBOeHUSA TMCUMILUIUHBI:

Cdopmuposats komnereHuun YK OC-2 CriocoOHOCTP TPUMEHSATH MPOEKTHBIN MOJIXOH TMPHU
pemiennn  npodeccuoHanbHBIX 3amad, [IK-1 CrnocoOHOCTH TOATOTaBIMBATH WCXOJHBIC JTaHHBIC,
HeoOXoIuMBIE NS pacueTa HSKOHOMHYECKUX U COIHAIBbHO-DKOHOMHUYECKHX  IOKa3aTeneid,
XapaKTePU3YIOIINUX JCITeILHOCTh XO3SIMCTBYIONINX CYOBEKTOB

Ilinan kypca:

Tema 1. HNudpopmanmmonHoe oO0mecTtBo u mnpaso. Ilpeamer M MeToabl NPaBOBOWM
uHpopmatuku. IlonsiTne nugopmauun, 3auThl HHGopManuu 1 HHGOPMALMOHHOI 0€30I1aCHOCTH.
[Nonsitne nnpopmanuy, 3amuTel HHGOpMauu U HHGopMaMoHHOH Oe3omacHocTu. Hasnayenue u 3amaun B chepe
obecrieyeHus: MH(YOPMAIIMOHHOW O€30MacHOCTH HA YPOBHE TOCYIApCTBa, Ha YPOBHE PErHOHA M HA JIOKAITbHOM
ypoBHe. OCHOBHBIE TTOJIOKEHHS TEOPUH WH(POPMAMOHHOW 0€301acHOCTH MH(POPMAMOHHBIX cucTeM. OCHOBHEIC
COCTaBIISIIOIIME 00ecTieueHNs] THPOPMAIMOHHOM 0€30MaCHOCTH X035 CTBEHHOMN eI TEIbHOCTH.

Tema 2. TocynapcrBenHass MH(OPMAIMOHHAS MNOJUTHKA. 3aKOHOAATEbLHBbIIi YpPOBEHb
nHpopMannoHHoi Oe3omacHocTH. KomnborepHbie mnpecrymieHus. OTBETCTBEHHOCTH 3a
COBepIllIeHUEe KOMIILIOTEPHBIX NMPeCTYIJICHUH.

BaxHOCTB 3aKOHO/ATENBHOTO YPOBHS HH(pOopManmoHHOM Ge3onacHocTH. O030p POCCHICKOTO 3aKOHOATENILCTBA B
obnactu obecrieueHuss nHGpOpMaMOHHOH Oe3omacHocTH. JlokTprHa MHGOpMaOHHOH Oe3omnacHocTH P®, 3aK0oHEI
«O rocyzmapcTBeHHOH TaiiHe», «O0 mH(popMaIy, HHOOPMAIMOHHBIX TEXHOJIOTHAX M O 3aIlUTe WHPOPMALUI».
Jlpyrue 3akoHBl M 3aKOHOJATeNbHbIe akThl. KoHuenius uHpOpMaIMoHHOW Oe3omacHoCcTH. (OCHOBHBIC
HOPMATHUBHBIC DPYKOBOJAIIME JOKYMEHTBI, KaCaroIIUecs TOCYIapCTBEHHONW TalWHbI U KOH(HUICHIIHAILHOM
nH(popManuK, HOpMaTUBHO-CIIPABOYHBIEC JOKYMEHTH. HOpMaTHBHBIE aKkThl aJMUHHCTpanuy Bonrorpasa B obnactu
nH(OPMAITMOHHOHN 0€30MMacHOCTH.

Kommsrorepusie npectyruiennsi. OTBETCTBEHHOCTD 332 COBEPIICHHE KOMIBIOTEPHBIX MPECTYIUICHUNA. YTOJIOBHAS H
aIMHHUCTPATHBHAS OTBETCTBEHHOCTb.

Tema 3. TexnoJsiorusi padoTbl B CIPaBOYHO-NPABOBBIX cucTeMax. Kinaccupukanus arak.
IHousitue yrpossl. Mogess yrpos. Pekomenaanuu no odecneyennro Ub.
[NonsTHe ataku Ha WHPOPMAITMOHHYIO cucTeMy. Knaccudukanus arak. Buipl IpOTHBHUKOB WK “HapylIuTenen”,
ux knaccuukanus. Kanamel yreuku napopManuu: BU3yaabHO-ONTHYECKHN, aKyCTHUECKUM, SIEKTPOMAarHUTHBIN 1
MaTepHalbHO-BelleCTBeHHbIH. [loHsTHe yrposbl. Mcrounuku yrpo3 um ux kinaccudukamnus. [loctpoeHue mMoaenu
yrpo3 opranmzamun. lpumepsr. PykoBoasmme mokymentsl ['octexkomuccuu Poccnn (PepepanbHas ciyxba 1mo
TEXHHUYECKOMY U SKCHOPTHOMY KOHTpPOJIIO) IO 3alUTE OT HECAaHKIMOHUPOBAHHOIO AOCTyHNa K HH(OpMAaLUH.
CnenmanbHele  TpeOoBanus u  pekomeHmammu. Macrpykous CTP-K.  Pexomenmanmmu mo  3amure
KoOHQUIeHInaNbHOH  uHpopMmanuu. Kiacchl  3alllMIIEHHOCTHM  CPEACTB  BBIUMCIUTENBHOM TEXHUKH U
ABTOMATHU3MPOBAHHBIX CHUCTEM MO pPYKOBOIAMMM JoKyMmeHTaM [ocrexkomuccun Poccun. [lokazatenun
3amuineHHocTd. CucTeMa 3aIuThl HHGOPMAUU OT HECAaHKLIMOHHPOBAHHOIO JOCTyNa. PekoMeHayeMble Mephl 110
00ecneyeHnIo 3auThl MHPOPMAIMK B TIPOIECCE IKCIUTyaTalud WHPOPMAIMOHHON cucTeMbl. PaspemurensHas
cucreMa Jomnycka. PexkoMmeH#anuu 1O IUIaHy J0pa0OTKM OOBEKTOB MH(OpMAaTH3allMM Ha COOTBETCTBHE
TpeOOBaHUAM PYKOBOISLIMX JOKyMeHTOB ['ocTexxomuccuu Poccun.



Tema 4. UndopmaunmonHass Oe3onacHocTb. OcHOBHbIe NOHATHS Kpunrtorpadpum. /IBa
COBpPEeMEHHbIX HanpaBJieHus B Kpunrorpagpuu. Kinaccuyeckue KpUunTocucreMbl.
Uctopuyeckass cmpaBka. Bo3Mo)kHbIe HampaBJICHUS peIICHHS 3aaddl OOECTeUeHHUs] Mepeaaydl CeKpeTHOM
nngpopmaruu. Creranorpadus u kpunrorpadus. BakHOCTh Kpunrorpaguu Npu pelIeHUH 3ajad 00eCIeUCHUs
nH(POPMAITHOHHON 0€30ITaCHOCTH XO3IHCTBEHHOMN JCATEIBPHOCTH U COXpaHEHHUS KOH(DHUICHITNATFHOW HHPOPMAITHH.
OcHoBHbIe TIOHATHS Kpunrorpadgun. [loHATHE KPUNTOCUCTEMBI, KiTfo4a. BO3MOXKHBIE aTaku Ha KPUITOCHUCTEMEI,
MOHSATHE KpUNTOaHAM3a. HaleKHOCTh KPHUNTOCHCTEMBL. J[Ba OCHOBHBIX HAmNpaBJCHHs B COBPEMCHHOM
kpuntorpadpun. Kiaccuyeckue kpunrtocuctembl. OnHoanpaBUTHBIE W MHOTOAI()aBUTHBIC KPUITOCUCTEMEI.
Cucremsl Lle3apss m Bmwkenepa. Bo3M0OXKHOCTH KpHITTOaHAIH3a MHOTOAI(aBUTHRIX CHCTEM. PacKphITHE CHCTEMBI
Bmwxkenepa. HanmexHOCTh MHOTOQI(ABUTHBIX CUCTEM. OJICKTPOMEXaHUYECKHE IIU(PPOBAIBLHBIC MAIIHHEL
AOCONIOTHO HazexHasi Kpuntocucrema: “OgHopa3oBblii OJOKHOT”. BO3MOXKHOCTH MCIIONB30BAHUSI TAKUX CHCTEM
Ha mpaktuke. CtaHmaptel mudpoBanus maHHbBX. Kpunrtocucrema DES. Poccmiickuit ctanmapt mudpoBaHHS
I'OCT 28147-89. IlpoGmema BBIOOpa HANEKHOW KPHUITOCHCTEMBI IS 3aIIMTHl CBOMX IAHHBIX. IlepCcrIeKTHBBI
pa3BuTHs KpunroaHanusa. [Ipobiema mosHoro nepedopa BCex KIrOUSH.

Tema 5. DJIeKTPOHHBIH JTOKYMEHTO000POT M 3JeKTPpOHHas mnoanuck. Kpunrorpadus c
OTKPBITHIM KJIK04Y0OM. CHcTeMbI IIU(PPOBaAHNS. IJIEKTPOHHAS MOANNUCH.
Cucremsl mmdpoBanus, He TpeOyromue nepeaadn kiaoda. [IpobieMsl rcmonb30BaHus Takux cucteM. [IpoTokomn
WCTIONB30BaHuA cUCTeMbl «OTHOPa30BbId OJIOKHOT», HE TPeOYIOIMiA MepBOHAYAILHOTO OOMEHa CEKPEeTHBIMU
kmoyamMu. Kpunrorpadusi ¢ OTKPBITEIM KIT04oM. [IOHSITHE OTKPBITOrO M CEKpeTHOro kimoua. [IpaBunma wux
HNCIIOJBb30BaHU. HpPIHI_II/IHI:vI HOCTpOQHI/ISI KpI/IHTOCI/ICTeM C OTKpLITBIM Kiroyom. M3BecTHBIE KpI/IHTOCI/ICTeMBI C
OTKPBITBIM KJIIOYOM W uX anroputmbl. Cucrema RSA. [nuna kimoua B Kpuntorpaduu ¢ OTKPBITHIM KIHOYOM.
O}IHOCTOpOHHﬂH (I)yHKHI/Iﬂ, BO3MOXHOCTB €€ UCITIOJIb30BaHHA. 9HCKTpOHHa§I IIOAIINCH U HpI/IHHI/IHbI cc HpI/IMCHCHI/Iﬂ.

Tema 6. UHTepHeT B H0pHANYECKOl AeATeabHOCTH. OCHOBHBbIE TEXHOJOTHHM MOCTPOEHMS
3amumeHHbIx UC. MexceTeBble SKPaHbI.
OcHoBHbIe TexHOJIOTHH TTocTpoeHust 3amuiieHHbx VC. Tlonstue mexcereBoro skpana. [IpaBuia GunbTpanun u
NPUHIMIE WX TpuMeHeHus. [laketHwble QuiubTpel. [lonmTrka cereBoit OezomacHocTH. [lonwmThka peanuzanuu
MCIKCETCBBIX JKPAaHOB. (DYHKI_II/IOHaIII)HLIG Tpe60BaHI/I${ K MCIKCCTCBbBIM 3KpaHAM MW HX KOMIIOHCHTBI. Iro361
CEaHCOBOTO W NMpUKIagHOro YpoBHs. HoBbie (hyHKIMHU OpanamayspoB. CXeMbl OpraHH3allii MEKCETEBBIX IKPAHOB.
OCOOeHHOCTH pa3NUYHBIX CXEM peanu3alMyd, HUX MNpeuMyllecTBa W HemoctaTku. [IpoGieMbl, cBsi3aHHBIE C
MCIKCETCBbIMU DKpaHaMU. Tp66OBaHI/I$I K MCXKCCETCBBIM 5KpaHaAM

Tema 7. Texnosnorus VPN-cereit.
TexHonorusa oObeAMHEHUS JIOKAJIBHBIX CETEH M OTAENbHBIX KOMIIBIOTEPOB Y€pe3 OTKPBITYIO BHELIHIOID CpELy
nepeaaydl JIAaHHBIX B €IWHYIO0 BUPTYalIbHYIO CETh, OOCCIEUUBAMOIIYIO0 3alIUTy WH(POPMAIMOHHBIX MOTOKOB HIIH
texHosorus VPN-cereil. Ocobennoctn VPN. Tynnens VPN. TynnenupoBanue u ero ocodeHHocTH. OCHOBHBIE
pazHoBunHOCTH VPN-ycTpoiicTB mo TexHuyeckod peanuzauuu. Ponu VPN-ycTpolict. Bapuantsl mocTpoeHus
3amuineHHsIx kaHamoB VPN. Yrpossr ams VPN. Bapuantsl 3amuiineHHsix coeaunenuit. Knaccudukamus VPN-
ceteit. Comenienne VPN-TexHoMIOTHI 11 MeKceTeBOTO dKpaHa. Hemoctatku VPN.

Tema 8. 3amura nugopmanun B Uurepuer. MHpopmManmonHas 0e301aCHOCTb B YCJIOBHAX
(pynkuuonuposanus B Poccuu riiodanbHbIX ceTeil.
[Mpobnema obGecnieueHuss WHGOPMAIMOHHOW Oe30macHOCTH Tpu pabore ¢ robanbHOW ceThio WHTEpHeT.
Wudopmanmonnas 6e30macHOCTh B yCIOBHAX QyHKIMOHUPOBaHUS B Poccuu rimobanbHbIX ceTeil. YKa3 mpesuieHTa
P® «O wmepax mo obecrneuenuto wnHpoOpMaUMOHHOH Oe3omacHocTn Poccuiickoit ®enpepaumn B cdepe
MEXIyHAPOJIHOTO HWH(OPMAIIMOHHOTO OOMEHa». YTpo3sl HH(pOpMAIMOHHON Oe30macHOCTH TIpu pabore ¢
HNHrepreTr. Bupycel, ucnoyiHseMble MOIYJIH, BCIUIBIBAIOIIME OKHAa M pekyama. Vcnosib30BaHUE aHTHBHPYCHBIX
NporpaMM M MEXCETEeBBIX JKpaHOB mpu pabore ¢ Wurepner. [IporpammHble cpeacTBa HpoBepkH Tpaduka u
60pBOBI ¢ HECAHKITNOHWPOBAHHBIM UCTIOIB30BAHUEM PECYpPCOB HH()OPMAIIMOHHOMN CHCTEMBI.

Tema 9. Tunosas crpykrypa samutsl oT HCJI. Ynpasienune nocrynom.
ApXUTEKTypa THUIOBOM CHCTEMBl 3aIIUTHl OT HECAHKUIMOHWUPOBAHHOTO JOCTyma. HMaeHTupuxauus u
ayrearudukanus. [laponbHas ayrentudukamnus. Ilpasmia npumenenus mapoiei. OxHopaszoBeie mapoiu. Cepsep
ayreHtudukarnmu. [loacrcrema ynpaBieHUs TOCTYIIOM, MOJICHCTEMa PETHCTPAMK U ydeTa. [IpUHIMITB KOHTPOJIS



noctyma. MaTpuiia JocTynma W CIHCKH JAocTyma. lIpom3BonbHOE M HPUHYIWUTENBHOE YIPABICHHE OCTYIIOM.
OrpannunBatonuid naTepdeiic. PoieBoe ympaenenne aoctynoMm. CTaTuveckoe W JTUHAMUYECKOE pacipelielieHIe
pomeii. [logcucrema obecneuenus nenoctHocT. Kpunrorpadudeckas noacucrema.

[IporpamMmmHuo-anmapatHbie cpenctBa 3amuThl uHpopMmaruu or HCJl. YcrpoiictBa BBOAA HISHTH(PHUKAITMOHHBIX
npu3HakoB. Kiaccuukanus ycTpoilcTB BBOJa WASHTH()UKAIIMOHHBIX MPU3HAKOB. briomMeTpudeckne ycTpoicTBa
BBOJIa WACHTH(UKAIMOHHBIX MPU3HAKOB U UX Kiaccudukamnus. [[penMyiiecTBa 1 HEJOCTATKN UX UCIOIB30BAHISL.
KoMOuHHpOBaHHEIE YCTPOUCTBA. DJIEKTPOHHBIC 3aMKH.

®opMbI TEKYLIEr0 KOHTPOJIS U MIPOMEKYTOYHOM ATTeCTALNH:

IIpomexxyTounast arrectanuss no aucuuiuinHe «IIpaBoBass mHpopMaTHKa» NPOBOAUTCS B
COOTBETCTBHUH C YU4EOHBIM IIJIAHOM: 8 4 cemecmpe — 6 gude 3auema. POPMBI TEKYIIETO KOHTPOJIS: YCTHBIN
OIIPOC, TECTUPOBAHUE.

Huctunnuua b1.B.JIB.3.2 «[IpaBoBas unpopmaTuka» obOecredrBaeT OBIaJACHUE CIEIYIOIUMU

KOMIICTCHIIUSMMU
Kon
Kon HanmenoBanue Hanmenoanue 3tamna
KOMITETEHIIUH KOMITETeHIIUH STama OCBOCHIA OCBOEHHSI KOMITETCHITHH
KOMITIETEHIIUH
CrocoOHOCTh IPUMEHSTH TPOCKTHBIH CriocoOHOCTh UCIIOIB30BaTh MPOTPAMMHbBIE
MOJXOM NPH PEeLIeHHN MIPOIYKTHI TSl JOPMHUPOBAHMUS M aHAITU3A
YK OC-2 npodeccuoHaIbHBIX 33134 YK OC-2.4.2 6a3 JaHHBIX U IPABOBOM HH(pOPMAIUU C
LeNbIo obecreueHus: HHHOPMAaIMOHHON
0€e30MacHOCTH
CriocoOHOCTh MOATOTABIMBATH UCXOIHBIE CrocoOHOCTh OPHEHTHUPOBATHCS B JAHHBIX
JTaHHbIE, HEOOXOAUMBIE JIJIS pacyeTa (huHAHCOBOIl OTYETHOCTH SKOHOMHYECKOTO
K-1 9KOHOMHYECKUX M COLHAITBHO- [IK-1.4.4 CyOBEKTa JUIS IPOBEISHUS IKCIIPECcC-
SKOHOMHYECKUX TTOKa3aTenei, aHanu3a ero GUHAHCOBOM NEATEILHOCTH
XapaKTepU3YIOIIHX IeITeTbHOCT
XO3SHCTBYIOINX CYObEKTOB

B pPE3yJIbTaTe OCBOCHUA AUCHUILINHBL Y CTYACHTOB NOJIKHBI OBITh C(l)OpMI/IpOBaHBIZ

Kox srana
OCBOEHHUS PesynbTarer o0ydeHmst
KOMIICTCHIIUU

OTO/TD

Ha ypoBHe 3HaHMiA:

CoopmynupoBaTs 0a30BbIE TEOpETHUECKHE IIPEACTABICHHS O IIPaBOBOH
uHpopmanuu, mnpoueccax oOopora uHbopmauu U HHGOPMATHU3ALUU B
IpaBOBOH cdepe; ONPENeNUTh CpPEeICTBA, METOABl M TEXHOJIOTHH PEIICHUS
npoQeCcCHOHANBHO-OPUEHTHPOBAHHBIX ~ 33a7ad C MPUMEHEHHEM HOBEUIIMX
KOMIBIOTEPHBIX M KOMMYHHKaIHOHHBIX TEXHOJOTHH; Ha3BaTh OCHOBHBIC
MeTonsl obecrieyeHns] MHGOPMAIMOHHOH 0€30MacHOCTH; JaTh OIpeleieHHe
OCHOBHBIX TOJIOXKEHHTT TEOpHH MH(OPMAOHHOI 0e30acHOCTH
NH(OPMALMOHHBIX CHUCTEM; XapaKTepH30BaTh MOJENN OE30IaCHOCTH M HX
IpIMEHCHHUE; Ha3BaTh CII0COObI HApYIIeHHH HH(OPMAIIOHHOH 0€30II1aCHOCTH.
Ha ypoBHe ymenmii:

OrmpenenyTh OMACHOCTH M yrpo3bl HHYOPMAIMOHHOH 0€301IaCHOCTH; IPUMEHATD
OCHOBHBIE METOJIBI M IIPOTPaMMEI 3aIIUTEl HH()OPMAIUH; HCTIOTB30BaTh METOMBI
u crnocoObl  obecrieueHuss MH(POPMAIIMOHHOW  OE30MACHOCTH € LEIBIO
HPETOTBPAICHAS ~ HECAaHKIHMOHMPOBAaHHOTO  JOCTYMa,  3JOYMBIIIICHHOMH
MoOIUGUKALMK WM YTpaThl CIykeOHOH HH(pOpPMAaIlMu; MPUMEHITH HOBEIE
MH)OPMALIOHHBIE W TEJICKOMMYHHKAlMOHHBIE  TEXHOJOTHH  IIPaBOBOI
nH(OPMATHKH.

Ha ypoBHe HaBBIKOB:

JleMOHCTpHUPOBaTh HABBIKM KPHUIITOrPApUUECKON U CTEHOTpapUYecKOi 3aliuThl
nHopManuy; IMPUMEHATb OCHOBHbIE METOAbl U  CPEACTBAMM  3alLlUThI
nHGOpPMALNK; IEMOHCTPHPOBATh HABBIKAMH pPabOTBl C HOPMATHBHBIMHU
JOKYMEHTaMU MO 3amuTe MHGOpPMAalUU M OpraHu3alueldl COOTBETCTBYIOIIUX
OTZENOB B OPTaHU3AIMAX; OCYMIECTBIATH CAMOCTOSTENBHOE pEIIeHHe 3amad
IIPeAMETHOM 00JacTH Ha MHEPCOHAIBHOM KOMIIBIOTEPE C IOMOIIBIO HOBBIX
MH(OPMAIOHHBIX TEXHOJOTHI U COBPEMEHHBIX HH()OPMAIIMOHHBIX CHCTEM

YK OC-2.4.2




CocraBienue u
Mpe/ICTaBICHHE
(hMHAHCOBOM OTYETHOCTH
9KOHOMHYECKOTO
cyObekral mpoBeeHue
(hMHAHCOBOTO aHAIIN3a,
O0/PKETUPOBAHUE U
yIpaBJeHHe IeHEeKHBIMH
norokamu (IIpod.
crauaapt «byxranrepy,
y1B. IIpukazom Muntpyna
Poccun ot 22 nexabps
2014 . N 1061n)

IK-1.4.4

Ha ypoBHe 3HaHMA:

JleMoHCTpanysi 3HAHWH OCHOBHBIX HPEICTABICHHHA O MPaBOBOW HMH(OpMAaLuH,
nporeccax obopora mHpopmanuu U uHGOpPMATHU3AIMKM B TIPaBOBOM cdepe, a
Taloke OCHOBHBIX MOJIOKEHHII Teopun WH(MOPMALOHHO 0e30IacHOCTH
HH()OPMALMOHHBIX CHCTEM

Ha ypoBHe ymenmii:

Ymenue MPUMEHSTH 3HAHUSA HOBBIX UH()OPMATMOHHBIX u
TEJICKOMMYHHUKAI[MOHHBIX TEXHOJIOTWH IpaBoBoil wmH(opMaTtuku. Omnpenensats
OTMACHOCTH ¥ YTPO3bl HHPOPMAIIMOHHOI 6€301MacHOCTH

Ha ypoBHE HaBBIKOB:

CBobofHOe BIaJeHHE HABBIKAMH PaOOTHI C HOPMATHBHBIMH JOKYMEHTaMH IO
3amuTe MHGOpPMAlUMU U OpraHu3alliel COOTBETCTBYIOLIMX OTJENOB Ha
HPeINPUATHIX U HaBBIKAMH KPUNTOrpadIIecKoil U CTeHOrpadhHIeCKOH 3aITHThI
nH(opMaIHH.

OcHoBHas iMTeparypa:
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