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1. Ilepeyenr 1uIaHMpyeMBIX pe3yJbTATOB O00y4YeHMsT 10 JUCHHUILINHE,
COOTHECEHHBIX C IUIAHUPYEMBbIMH Pe3YJIbTATAMH 0CBOEHHS 00pa30BaTeJbLHOMH MPOrpaMMbl

1.1, Jducuummua  B1.B.JIB.3.1  OcHoBbl  uHGOPMaNUOHHOW  0e30mMaCHOCTH
X0351iiCTBEHHOI1 1esiTeIbHOCTH 00EeCIIeYnBaeT OBJIAJICHUE CIEIYIOIIMMH KOMITETECHIUSIMHU:

Kon
Kon HaumenoBanue HaumenoBanwue 3tana
JTarna OCBOECHHUS

KOMIICTCHIIMN KOMIICTCHIIMH OCBOCHHA KOMIICTCHIIUA
KOMIICTCHIIMHU

CriocoGHOCTh UCTIONB30BaTh MIPOTPAMMHBIE ITPO-
JIYKTBI U151 pOPMHUPOBAHUS U aHAIM3a 0a3 JaHHbBIX U
VK OC-2.4.1 MpaBoBOH MH(GOPMAIINH C LENBI0 00ecTieueH st HHPOp-
MAaIMOHHOH 0e30MacHOCTH

Crioco6HOCTb IPUMEHSTh
VYK OC-2  |IpOoeKTHBIH MOAXOJ P PEIICHUH
po¢eCCHOHAIBHBIX 3324

CrocoOHOCTE ITOArOTaBIMBATh CrocoOHOCTh OPHEHTHPOBATHCS B TAHHBIX (PMHAHCOBOM
HCXOJHBIE TaHHbIE, HEOOXOAUMEBIE OTYETHOCTH SKOHOMHYECKOTO CYOhEKTa IS TPOBEICHHS
JUTS pacdeTa SKOHOMHIECKUX U JKCIpecc-aHanu3a ero GUHaHCOBOM NeATETbHOCTH
TIK-1 COLIMAIbHO-DKOHOMHUYECKUX T1IK-1.4.3

IoKasarenei, XapaKTepu3yIoLUHIX
JeATENbHOCTD XO3HCTBYIOIINX
CyOBEKTOB

1.2. B PE3YIbTAaTC OCBOCHUA NTUCHUIUIMHBL Y CTYACHTOB NOJIKHBI OBITE C(I)OpMI/IPOBaHLIZ

OT®/TD/ TpynoBble UK Kopa srana
npodecCHOHaNbHBIC OCBOEHUS PesynbTarer o0ydeHmst
JEeHCTBUS KOMIICTEHLIUH

Ha yposne 3nannii:

HasBate MexIyHapoJHbIE CTAaHAAPTHl HH(OPMAIIMOHHOIO OOMEHa; JaTh
OIIpe/eIeHNe TOHATHS YIrpPO3bl, 3allUTHl, BUIOB NPOTHUBHUKOB MM
“HapylIuTeNel”; MepeunciuTh MoAenu Oe30MaCHOCTH M UX NPUMEHEHHE;
Ha3BaTh METOABI KPHNTOTpaduH; Ha3BaTh METOIBI M CHOCOOBI obecredeHus
UHQOpPMaMOHHOH 0e30macHOCTH B TPO(ECCHOHATBHON  eATENLHOCTH;
AASHTUGHUIUPOBATh MH(GOPMAIIMOHHBIE TEXHOJIOTHH B CHCTEME Mep 3allHThI
nH(opManK; Ha3BaTh HOPMATHBHBIE JOKYMEHTHI MO 3aIUTe HHPOPMAIUU U
OpraHu3alliyl  COOTBETCTBYIOIIMX OTAENOB B OpPraHU3allUsIX; Ha3BaTb
PYKOBOJISIIIINE JOKYMEHTBI, KACAIOIINECs] TOCYIapCTBEHHOHN TaiHBI

Ha ypoBHe ymenmii:

JleMOHCTpHUPOBAaTh  CHOCOOHOCTH ~ caMOOOy4eHHs B COBPEMEHHBIX
KOMIIBIOTEPHBIX CpellaX; BBLACIUTh OMACHOCTU M Yrpo3bl MH(GOPMAIIMOHHOMN
0€30MacHOCTH; TIPHUMEHATh OCHOBHBIE METOABI M TPOTPaMMBI  3aIlIUTHI
UHGOPMAIUK;  UCIOAb30BaTb  METOABI M CIOCOOBI  oOecHedyeHus
“H()OPMAMOHHOH 0e3omacHOCTH c LEIBIO MIPEAOTBPALICHHS
HECaHKIMOHUPOBAHHOTO JOCTYIA, 3JIOYMBIIUICHHOH MOAWGHUKALMKN WU
yTpaThl Ciy:xeOHoM HHpopMaIu

Ha ypoBHe HaBbIKOB:

JleMOHCTpHUPOBaTh HABBIKM KPHUITOTrpaguueckoil M  cTeraHorpauIecKor
3aMUThl MHGOPMAIMY; MPUMEHSITh OCHOBHBIE METOIBI U CPEACTBA 3aLIHUTHI
“HpOpPMALUHI

YK OC-2.4.1

CocraBiieHue 1 Ha ypoBHe 3HaHuii:
IpEeCTaBICHUE JleMoHCTpanyss 3HAHUH OCHOBHBIX METOIOB KpHUNTOrpaduu, MojeseH
(hMHAHCOBOM OTYETHOCTH 0€30IaCHOCTH, WOHATHSA YIPO3BI, 3allUTHl U CIOCOOOB OOECIICUCHUS
SKOHOMHYECKOro CyobekTa/ MHPOPMAIMOHHOHN 0€30MacHOCTH B TPO(EeCCHOHATBHOI NEeSITEIBHOCTH
npoBeaeHHue GUHAHCOBOTO IK-1.4.3 Ha ypoBHe ymeHwmii:
aHaIM3a, OI0KETHPOBAHUE VMeHHEe NPUMEHATh 3HAHWS B COBPEMCHHBIX KOMIIBIOTEPHBIX Cpelax H
U yIIpaBJIeHHE 1CHEKHBIMH BBIICJIATH ONMACHOCTH Yrpo3 HH(OPMAIMOHHOH Oe3omacHOcTH. [IpuMeHSTH
notoxamu (IIpod. crarmapr| OCHOBHBIC METO/IBI M TPOrPaMMBI 3aLUTHI HH(OPMALIHH
«byxrantep», yTB.




[Ipuxazom Muntpyzna Ha ypoBHe HaBBIKOB:
Poccun ot 22 nexabpst CBoOoHOE BIaJcHUE HaBbIKAMH KpUITOrpapuueckod U cTeHOrpapuyecKon
2014 . N 1061H) 3ammThl  MHQOpMAIMK, OCHOBHBIMH METOJaMH U CPEICTBAMH 3allHUThI
nHdopmanuu

2. O6bemM H MeCcTO IUCHUILINHBI B cTpykType OIT BO

VYuebnas gucnmmimHa b1.B.JIB.3.1 «OcHOBbl uH(pOpMAnMoHHON  0Oe30MmacHOCTH
XO3SUCTBEHHON J1€ATENbHOCTHY» OTHOCHUTCS K AUCHUUIUIMHAM IO BbIOOpY BapHaTHBHOW 4YacTU
yuebHoro 1iana. Jucuuminaa odumm o0beMoM 72 yaca U3y4aeTcsl B TEUCHHUE OJTHOTO CEMECTpa.
Ha ounoii ¢opme oOydyeHus aucnuiimHa u3ydaercss B 4 cemecTpe, Ha 3a04HOUM (opme
JTUCITUIIMHA U3ydaeTcs Ha 2 kypce. OOmmas Tpy10eMKOCTh JUCHUIUIMHBI B 3aU€THBIX SAMHUIIAX
coctaBiser 2 3E (72 yaca).

JIJIs yCTIeTHOTO OBJAJCHHS TUCIUTUTHHON CTYACHTY HEOOXO0IUMO HCIIOJIb30BATh 3HAHMSI
HABbIKM, TMOJYYEHHbIE MM TMPU H3yYEHUH TaKUX AUCLUUIUIMH, KaK MaTeMaTuka, (Gu3uka,
b1.B.JIB.1.2 Jloruka, bl1.b.6.1 Maremaruka, bl1.B.9 DOxonommueckas teopus, bl1.b.36
HarmonanpHast 6€301acHOCTb.

3HaHMs, TOJIYYCHHBIE B XOAC W3yUCHUS TUCHUIUIMHBI «OCHOBBI HH(POPMAITMOHHOMN
0€30MacHOCTH XO3SIMCTBEHHOUN JEesTeNbHOCTH» MOTYT OBITh IOJIE3HBI NMPU H3YYEHHH TaKHX
npodeccnoHambHbIX AucHuIuing, kak b1.5.15 «byxranrepckuit yuer», b1.5.23 «OxoHomuueckas
0€30MacHOCTh.

[To ouHno#l ¢dopMe O0O0ydeHHS KOJIMYECTBO aKaJEMHUYECKHUX YacOB, BBIICICHHBIX Ha
KOHTakTHYIO paboTy c mpenojaBateneM (MO BuAaM Yy4eOHBIX 3aHsATH) — 54 dYaca u Ha
CaMOCTOSITEIIbHYIO paboTy oOydaronuxcst — 18 4acos.

[To 3aouHoit (opme 0OydeHHsS] KOIMUYECTBO AaKaJEMHUUYECKUX YacOB, BBIICTICHHBIX Ha
KOHTAaKTHYIO paboTy c mpemomaBareneM (mo BuaaM yd4eOHbIX 3aHstuil) — 10 dwacoB, Ha
CaMOCTOSITENIbHYIO padoTy oOyuatomuxcst — 58 yac Ha KoHTposnb — 4 yaca. B cooTBercTBUU C
y4eOHBIM TTAHOM (POPMO MPOMEKYTOTHON aTTECTAIINHN SBIISIETCS 3a4eT.

3. Conepikanue ¥ CTPYKTYpa THCHUIIJIHMHBI

O0beM TUCIHILIHHBI, YaC.
KonrakTHast padora
o0y4arommxcsi ¢ Popma
TeKyIero
Ne HauMmeHoBaHHE TeM NpenofagaTeiem 1o Buiam KOHTpPOIsI
n/n (pa3ne/ioB) Bceero yqeﬁm’lf CP | ycnmeBaemocth,
3aHATHH MPOMEKYTOUHOIH
J/30, JIP/ I3/ aTTrecTAlMN
J0T* | D0, | 20, | KCP
JIOT* | IOT*
Ounasn ¢hopma ooyuenusn
4 cemecmp
IMousitue uHpopmaruu,
3amuThl  UHPOpPMAIMK U
Tema 1 nHPOPMATMOHHOM 8 2 - 4 2 o
6e3omacHOCTH. OCHOBHBIE
COCTABIISIFOIIIHE.
3aKOHOJATENbHBI  YPOBEHB
nHGOPMATMOHHOM
6e3omacHOCTH.
Tema 2 KommprotepHbie 8 2 - 4 2 (0]

MPECTYILICHUSL.
OTBETCTBEHHOCTh 3a
COBEpIIEHUE KOMITBIOTEPHBIX




O0beM AMCHUILIHHBL, Yac.
KonrakTHas padora
ol0yyamommuxcs ¢ Popma
TeKyLIero
Ne HaumeHoBaHHe TeM Hpenofagare/ieM Ho Buaam KOHTPOIsI
n/n (pa3neJioB) Bcero yqeﬁﬂblzx CcP ycneBaemMocTH,
3aHATHH MPOMEKYTOYHOIH
J/30, JIP/ 3/ arrecTanun
J0T* 90, 90, KCP
JIOT* | JOT*
NIPECTYIUICHUN.
Knaccudukanus aTax.
Ilonsatne yrposel. Moguenb
Tema 3 yrpo3. Pexkomenmauuu 1o 8 2 ) 4 2 0
obecrieueHnIo
nHpopMaMOHHON
0€301acHOCTH.
OcHOBHBIE TIOHSITHSI
Kpurrorpaduu. [Ba
Tea 4 COBPEMEHHBIX HAMpPAaBIICHUS B 8 2 ) 4 2 0
Kpunrorpaduu.
Knaccuueckue
KPHIITOCHCTEMBI.
Kpunrorpadust ¢ OTKpHITEIM
KIIFOUOM. CucteMsl
Tema 5 mmpoBaHus, He TpeOyroume 10 4 - 4 2 o
nepenadn KJTIIOYA.
DNEeKTPOHHAs TOJITUCH.
Tema 6 OcHOBHBIE TEXHOJIOTUHI
IIOCTPOCHHUS 3alUIIEHHBIX 8 2 - 4 2 o
HC. MexceTeBbIe SKpaHbl.
Tema 7 Texnonorus VPN-cereil. 8 2 - 4 2 o
Tema 8 3ammra  uHGOpMAaLMM B
Wntepuer. MudopmammonHas
0€30MacHOCTh B YCIIOBHSX 8 2 - 4 2 (0]
¢yHkronnposanus B Poccun
r7100aJIbHBIX CeTEeH.
Tema 9 TunoBast CTpyKTypa 3allUThb
oT HCA. Ympasienne 6 2 - 2 2 oOT
JIOCTYTIOM.
IIpomexxyToUHasl aTTeCTaLMs 3a
Bcero: 72 20 34 18
3aounasn gpopma ooyuenusn
ITonsiTne nHpOpPMaNnHy,
3amTel  WHGOpMAmMH |
Tema 1 nHGOPMATHOHHOM 6,25 0,25 - - 6 0
6e3omacHOCTH. OCHOBHEIE
COCTaBIIIONIHE.
3aKOHOJATENbHBI  YPOBEHB
nHPOPMATMOHHON
0€3011aCHOCTH.
Tema2 | KOMIPHOTEPHEIR 825 | 025 | - | 2 6 0
MIPECTYIJICHUSL.
OTBETCTBEHHOCTh 3a
COBEpIICHHE KOMITBIOTEPHBIX
NIPECTYIICHUH.
Knaccugukanus aTax.
Ilonarue yrpos3sl. Mogens
Tema 3 yrpo3. PexomeHmamuu 10 7,25 0,25 - 1 6 0
obecrieueHnIo
UH)OPMAITMOHHOM




O0beM AMCHUILIHHBL, Yac.
KonrakTHas padora
ol0yyamommuxcs ¢ Popma
TeKyLIero
Ne HauMeHoBaHHe TeM NpenofagaTeiem 1o Buiam KOHTPOIsI
n/n (pa3nenoB) Bcero yqeﬁm’lz‘ CP | ycnmeBaemocrn,
3aHATHH MPOMEKYTOYHOIH
J/30, JIP/ 3/ arrecTanun
J0T* 90, 90, KCP
JIOT* | JOT*
0€3011acHOCTH.
OcHOBHBIE TTOHATHS
Kpunrorpadun. Ba
Tena 4 COBPEMEHHEIX HATIDARNCHUA B | g oc 0,25 i 5 6 0
Kpurtorpaduu.
Knaccruueckue
KPHIITOCHCTEMBI.
Kpunrorpadust ¢ OTKpHITBIM
KIIFOUOM. CucteMsl
Tema 5 mmgposanust, He TpeOyromue | 10,25 0,25 - 2 8 o
nepenadn KITIO4a.
OneKkTpoHHAast MOMNUCH.
Tema 6 OcHoBHbIE TEXHOJIOTUU
TTOCTPOCHHUS 3aIUIIEHHBIX 7,0 - - 1 6 0]
HC. MexceTeBble 3KpaHBbl.
Tema 7 Texuomorus VPN-cereii. 6,25 0,25 - - 6 0]
Tema 8 3amura  wHpOpMAamMH B
Wntepuer. MadopmammonHas
0€30MacHOCTh B YCIIOBHSX 8,5 0,25 - - 8 0]
¢byHkionupoBanus B Poccun
r7100aJIBHBIX CETeH.
Tema 9 Tumnosast CTpyKTypa 3alllUThL
oT HC. Yupasienue 6,25 0,25 - - 6 o,T
JIOCTYTIOM.
ITpomeskyTouHas aTTecTaIus 4 3a
Bcero: 72 2 8 58 4
Ipumeuanue: 4 — popmer mexywezo xommpons ycnegaemocmu: onpoc (0O), mecmuposanue (1),

xkoumponvuas paboma (KP), konnoxeuym (K), scce (3), pegpepam (P), oucnym (/I), 3a0anus (3) u op.

ConepxaHue TMCHUILINHBI

Ne HaumeHoBanue teM

Conep:xanue TeM (pa3aeyioB
n/n (pa3aenoB) aep (pasn )

[lonstne wunpopmaunu, 3amuTel | [lonatue wHQOpPManUK, 3amUTHl WHPOPMAIUH |
uHpopMauu ¥ WHPOPMAMOHHOHN | MHPOpMauMOHHOH Oe3omacHocTH. HasHaueHue w
0e301macHOCTH. OcHoBHbIE | 3ajaun B cdepe obecriedeHus: WHPOPMAIOHHOM
COCTAaBJISIOLINE. 0e30IacHOCTH Ha YPOBHE TOCYAAapCTBa, Ha YypPOBHE
Tema pernoHa M Ha JIOKaIbHOM YypoBHe. (OCHOBHBIE
1 MOJIOKEHUSI Teoprur HWH(POPMAIMOHHON 0e30macHoCTH
WHPOPMAITMOHHBIX crcTeM. OCHOBHBIE COCTaBIISIONIIE
oOecrieyeHus MHPOPMAMOHHON 0e301acHOCTH
XO3SMCTBEHHOH JIEATEIILHOCTH.




n/n

HaunMeHoBaHHe TEM
(pa3neJioB)

Conep:xanue TeM (pa3iesioB)

Tema

3aKoHOAATEIHHBII
WHPOPMALMOHHONW  OE€30MaCHOCTH.
KomrmbroTepHbie NPECTYTUICHHUSI.
OTBETCTBEHHOCTh 3a COBEPILCHHE
KOMITBIOTEPHBIX IPECTYIUICHUH.

YPOBEHb

Baxnocts 3aKOHOAATEJIEHOTO YPOBHSA
WHPOpMaMOHHOK Ge3omacHocTu. O030p POCCHICKOTO
3aKOHOAATENILCTBA B oOmacTu o0ecrieyeHust
nH()OPMAITMOHHOMN 0C30IaCHOCTH. JlokTpuHa
nHpopmarmonHor Oe3zormacHocT P®, 3akonsr «O
rocyJapcTBeHHOH  TaiiHe», «O0  wHpOpManum,
WHQOPMALMOHHBIX ~ TEXHOJIOTHSIX M O  3alluTe
uHpopManum». [lpyrue 3akoHBI M 3aKOHOIATEIIbHbIC
akTel. KoHnenuusi mH(MOpMannoHHOW O0€30MacHOCTH.
OCHOBHBIE HOPMATHBHBIE PYKOBOJSILIUE JOKYMEHTEI,
KacarolIuecs rocyJapCTBEHHOM TalHbI u
KOHQHUICHINAIbHOW  HWHpOpPMalWH,  HOPMATHBHO-
CIpaBOYHBIE  JIOKYMEHTH. ~ HOpMaTHBHBIE  aKThI
aAMUHHUCTPALUU Bosnrorpana B obnactu
WH(POPMAITMOHHON O€301TaCHOCTH.

Komnbiotepusie npectymieHusi. OTBETCTBEHHOCTh 3a
COBepILICHHE KOMIIBIOTEPHBIX MPECTYIUICHHUH.
YronoBHas U aIMUHUCTPATUBHAS OTBETCTBEHHOCTb.

Tema

Knaccudukanus arak. IloHsatue
YTPO3BI. Mogens yIpos.
PexomeHmanuu 10 00€CIEYEHHIO
nH(OPMAITMOHHON O€301TaCHOCTH.

[lonsiTue ataku Ha UWHPOPMAIMOHHYIO CHCTEMY.
Knaccudukanus arak. Buasl TpPOTHBHHKOB WM
“HapymmTenel”’, ux kmaccudukanusa. Kananel yreukn
WHGOPMAITUH: BU3YAIIbHO-ONTHYECKUH, aKyCTHIECKHA,
3JIEKTPOMArHUTHBIA W MaTepUalbHO-BEIIECTBEHHBIMN.
[lonsitue  yrpospl.  HcrouHwkum  yrpo3 W HX
KJIACCU(UKAITHSL. [TocTpoenue MOJICITH yIrpo3
opranuzauuu. I[lpumepsl. PykoBojdine JTOKYMEHTHI
Tlocrexkomuccun Poccun (DenepanbHas ciayx0ba 10
TEXHHYECKOMY M 3KCIIOPTHOMY KOHTPOIIIO) TIO 3aIllUTe
OT HECAHKI[MOHUPOBAHHOI'O JIOCTyIa K WH(pOPMAIIWH.
CrneuuanbHple  TpeOOBaHUS M PEKOMECHJIAIUH.
Nuctpykmus CTP-K. Pexkomenpganuu no 3amure
KOH(UACHINATBHON WH(pOPMAITUH. Kimaccer
3AIIUAIEHHOCTH CPEACTB BBIYUCIUTEIHFHON TEXHUKH U
aBTOMATHU3MPOBAHHBIX CHCTEM TI0 PYKOBOJSIIAM
noxkymentam ['octexkomuccun Poccun. Ilokazartenu
3amuineHHoctd. Cucrema 3amuThl MH(OOpMANUU OT
HECaHKITMOHMPOBAHHOTO JOCTymHa. PekoMeHTyembie
MEpbl 10 O0OECIEYeHUI0 3aluThl WHGOpMAIUK B
MpoIecCce IKCILTyaTalui HH()OPMAIIMOHHON CHCTEMBI.
PazpemmrenpHas cucrema momycka. Pekomenmanuu mo
IIaHy A0paboTKHM O0O0BEKTOB WH(pOpPMATH3alUK Ha
COOTBETCTBUE TpeOOBaHHUIM PYKOBOJSAIIUX
JnokymeHToB I'octexkomuccuu Poccuu.




n/n

HaunMeHoBaHHe TEM
(pa3neJioB)

Conep:xanue TeM (pa3iesioB)

Tema

OCHOBHBIC ITOHATHS KPUTITOTpadHUH.
JlBa COBpEMEHHBIX HANPABICHHUS B
Kpunrorpaduu. Knaccuueckue
KPHUIITOCHUCTEMBI.

Ucropuueckass cnpaBka. Bo3MokHble HampaBiIeHUs
pelieHus 3aJadd oOecredeHHs MepeJadd CEKpeTHOM
uHpopmanun. Creranorpadgus u  Kpunrorpagus.
BaxHocTs kpunrorpadguu IOpud  PELIEHUH  3a1ad
obecrieueHuns nH()OPMAITHOHHOH 0e30macHOCTH
XO3HCTBEHHOW  JAEATENIBHOCTH W COXPaHEHHS
KOH(pUICHIIHATHEHOM nH(OpPMAITHH. OCHOBHBIC
noHATHs Kpunrtorpaduu. IloHATHE KPUNTOCHCTEMBI,
Kiouya. Bo3MOXHBIE aTaku Ha KPUITOCHCTEMBI,
MIOHSATHE KPHUITOAHAIN3A. Hapnexnocts
KPUNTOCUCTEMBL. /IBa OCHOBHBIX HAaIpaBICHUS B
COBpPEMEHHOU Kpunrorpaguu. Knaccuueckue
KPUNTOCUCTEMEIL. OpnHoandaBUTHEIC "
MHoroalnaBuTHbIE KpunrocucTeMbl. Cuctemsl Llezaps
u  Bwmxenepa. Bo3moxxHOCTH ~ KpuUINTOaHAJIH3a
MHOFOEIJ'I(baBI/ITHI)IX CHCTEM. PaCKprTI/IC CHCTEMBI
Bmxenepa. HanexxHocTs MHOTOaN()aBUTHBIX CHCTEM.
DNEeKTpOMEXaHNUECKUE MH(POBANBHBIE  MAaIIUHBI.
A0comoTHO HaJeKHas KpUIITOCUCTEMA:
“OmHOPa30BBIN 0JIOKHOT”. Bo3moxxHOCTE
UCTIONIb30BaHUsA  TAaKUX CHUCTEM HA  IPAKTHKeE.
Cranzaptel mudpoBanusi AaHHbIX. Kpunrocucrema
DES. Poccwuiickuii crangaptr umdpoBanus ['OCT
28147-89. [IpoGmema BEIOOpa HaJCKHOU
KPUITOCUCTEMBbl U 3aIlIUTBl CBOMX  JaHHBIX.
[lepcniekTHBBl pa3BUTUSl KpuUNTOoaHanmu3za. I[Ipobrema
MOJTHOTO Tepedopa BCeX KITOYEH.

Tema

Kpunrorpaguss ¢ OTKpBITBIM
kmouoM. Cucrempl MG POBaHMUS,
He TpeOymoomme Iepeaadyn KIoya.
OneKTpoHHas! MOAIKCH.

Cucrtembl mmM@poBaHus, He TpeOylomue mepeaadn
kmoua. [Ipo0neMbl HCIOIB30BAHUS TAKMX CHUCTEM.
[IpoTokon wucnonb3oBaHuA cuUCTeMbl «OIHOPa30BBIH
OJIOKHOT», HE TPEOYIOIIUH MEepBOHAYAILHOIO OOMEHa
CEeKpeTHBIMH KitouaMu. Kpunrorpadusi ¢ OTKPHITHIM
Kit04oM. [IoOHSTHE OTKPBITOIO M CEKPETHOro KIova.
[IpaBuna ux ucnosib3oBaHus. [IpUHIKIBI OCTPOEHUS
KPHUIITOCUCTEM C OTKpPBITHIM KiIo4oM. H3BecTHbIe
KPUNITOCUCTEMbI C  OTKPBITBIM  KJIIIOUOM H  HUX
anroput™mel. Cuctema RSA. JlnnHa kmoua B
KpUnTorpaduu ¢ OTKPBHITHIM KIIt0YOM. OJTHOCTOPOHHSIS
GyHKIUS,  BO3MOXKHOCTH €€  HCIOJIBb30BaHHS.
DJeKTpOHHAas! MOANKUCH U MPUHIMIIEL €€ TPUMEHEHUSI.

Tema

OcCHOBHEBIE TEXHOJIOTHH
noctpoeHust  3amuiieHHsx  MC.
MexceTeBble 3KpaHBbI.

OCHOBHBIE TEXHOJIIOTHH NOCTpoeHus 3amunieHHsix UC.
[MousiTre MexceTeBoro 3kpaHa. [IpaBuina GuisTpann
W NPUHIUIB MX NpUMeHeHus. I[lakeTHble (QUIBTPBI.
IlonmuTnka  cereBoit 0e30IMacHOCTH. IlonuTuka
peanm3anui MeKCETEeBBIX dKpaHOB. DyHKIMOHATHHBIC
TpeOOBaHMS K  MEXKCETEBBIM DJKpaHaM H  HX
KOMIOHEHThI. 11036l CeaHcoBOrO W MPUKIAAHOTO
ypoBHsi. HoBble ¢yHkuum OpanamayspoB. Cxembl
OpraHM3alMi MEXCETeBBIX dKpaHoB. (OCOOCHHOCTH
Pa3IMYHBIX CXEM pealiv3allii, MX MNpPEeUMYyLIecTBa U
HegocTaTku. [IpoOraeMbl, CBA3aHHBIE C MEXKCETEBBIMU
sKkpaHaMu. TpeOoBaHUS K MEKCETEBBIM dKpaHaM




n/n

HaunMeHoBaHHe TEM
(pa3neJioB)

Conep:xanue TeM (pa3iesioB)

Tema

Texnonorusa VPN-ceTeii.

Texnomorus o0OBeAMHEHWS JIOKANBHBIX CeTed U
OT/IEIBHBIX KOMITBIOTEPOB U€pPE3 OTKPHITYIO BHEIIHIOIO
cpely Imepenayd JaHHBIX B €IUHYI0 BUPTYaIbHYIO
ceTh, 00ECHeunBaIONIyl0 3alIUTy WH(OPMAIMOHHBIX
moTokoB wiu TexHonorus VPN-cereil. OcobeHHocTn
VPN. Tynnens VPN. TyHHenupoBaHue u €ro
ocobenHoctr. OcCHOBHBIE pasHOBHAHOCTH  VPN-
YCTPOMCTB IO TeXHUYECKOH peanuzauuu. Ponmu VPN-
yCTpOHCTB. BapuaHThl TOCTPOCHUS 3aIUIIECHHBIX
kaHaioB  VPN. VYrpo3sr mus  VPN. Bapuants!
3aIMAMIEHHBIX coequHeHnit. Knaccupukamms VPN-
cerei. CoBmernienne VPN-TeXHOTOTUN U MEXCETEBOTO
skpaHa. Hegocratku VPN.

Tema

3amuTa wHGOpManuu B MHTEpHET.
HNudpopmaimonnas 0e301acHOCTh B
yCIOBUSIX (YHKIMOHUPOBAHUS B

Poccun rimo0anpHbIX ceTe.

[IpoGmema obecrniedeHust WH(POPMAITUOHHOM
Oe3omacHOCTH MpU padoTe ¢ TJI00AJIBHON CEThIO
Wntepuer.  Mudopmannonnas  0e30macHOCTh B
ycnoBusax (yHKUMOHUpoBaHUs B Poccuu riioGanbHBIX
cereil. VYka3 mpesuneHta PO «O wmepax 1o
obOecrieueHr0  MH(POPMAMOHHONH  OE30MAaCHOCTH
Poccwmiickoit Denepanmu B cdepe MEKIYHAPOIHOTO

MH(POPMAITHOHHOTO oOMeHay. Yrpossr
WHPOPMAIIMOHHOK Oe30mMmacHoCTH TpH  pabore ¢
WNHrepHer. Bupycsl, HCIIOIHAEMBIE MOJYJIH,

BCIUIBIBAIONIME OKHa U pekiaMa. lcmonp3oBanue
AHTHBUPYCHBIX IPOTPAMM U MEKCETEBBIX IKPAHOB IIPH
pabore ¢ Murepner. IlporpaMmuble cpencTBa
MIPOBEPKHU Tpaduka " 00pBOBI c
HECAHKIIMOHUPOBAHHBIM ~ HCIIOJIb30BAaHHEM PECYPCOB
WHPOPMAITUOHHON CHCTEMBI.

Tema

TumnoBast CTPYKTypa 3allUThI
HCJI. Yopasnenue 10CTyIIoM.

oT

ApXUTEKTypa THUIIOBOM  CHUCTEMBI  3alIUTHl  OT
HECaHKIIMOHUPOBAHHOTO JOCTyMna. MaeHTudukanus u
ayreHtudukanus.  [laponmpHas — ayreHTH(UKAIUS.
IIpaBuna  npumeneHns  maponeil.  OnmHOpaszoBble
naponu. CepBep ayreHtudukamuu. Ilogcucrema
yHOpaBiIeHHs] AOCTYIIOM, MOJCHUCTEMa PErucTpalud H
yueta. [IpuHOUMIBI KOHTpOJS AocTyma. Matpuna
JocTyna W cHucKH jgoctyna. IlpomsBonbHOE H

MIPUHYAUTEITHHOE yHIpaBieHHUe JIOCTYIIOM.
OrpannumBatonuii nHTepdeiic. PoneBoe ymnpasieHue
JIOCTYTIOM. Cratuueckoe u JTUHAMHUYECKOE

pacmpenencuue poseir. Iloacmcrema obecmedeHus
1enoctTHocTd. Kpunrorpaduueckas mnojacucrema.
[IporpamMmmHo-anmapaTHbie CpencTBa 3aIUTHI
nHpOpMaITUU oT HC/I. VYerpoiictBa BBOJIa
uaeHTU(OUKAIIMOHHBIX Mpu3HakoB.  Kiaccudukanus
YCTPOMCTB BBOJAA WJACHTH()UKAIMOHHBIX IPU3HAKOB.
buomerpuueckue yCTpoKcTBa BBOJIA
UACHTU(DUKAIIMOHHBIX MPU3HAKOB u ux
kinaccudukaius. [IpeumyiecTtBa W HEJOCTaTKU HX
ucnonbp3oBaHus. KoMOWHUpOBaHHBIE  YCTpPOWCTBA.
DIIEKTPOHHBIC 3aMKH.
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Ha camocrostensHyro paboty cryaeHToB 1o aguciuiuimde Bb1.B.JIB.3.1 OcHOBBI
HHGpOPMANIMOHHOI 0(€30NMACHOCTH XO03SHCTBEHHOW /JesiTeJIbHOCTH BBIHOCSTCS CIEAYIOIIne

TEMBI:
N Tema Bonpocel, BeiHOcHMBbIe HAa CPC Ounas 3aounas
n/n ¢dopma dopma
1 2 3 4 5
1. | Ilonsitue [Monsitue WHPOPMALIUH, 3aIIUTHI
nH(OpMaITHH, nHpopMaIuu u HH()OPMAITMOHHOMN
3aLIUTHI OesonmacHoctu. Hasnauenme wu 3agauum B
uHpopMaimu u | chepe  obecreueHuss  MHPOPMAIMOHHOM
WHQOpPMaIMOHH | 0€30IMaCHOCTH HAa YPOBHE TOCYJapcTBa, Ha o 0
ol YPOBHE pErMOHAa U HAa JIOKAJIbHOM YPOBHE.
6e3onacHoctu. | OCHOBHEBIE MOJIOKEHUSI TEOpHH
OcHOBHBIE WH(POPMAITUOHHOM 0e30macHOCTH
COCTaBJISIFOIIME. | MH()OPMAIIMOHHBIX CHCTEM.
2. | 3akonomarensH | OO030p pPOCCHICKOTO 3aKOHOAATEIHCTBA B
BIi yYpOBeHb | oOyiacTu  obecrieyeHuss MHGOPMAIUOHHOM
uHpOpMaIMoHH | Oe3omacHOCTH. JlokTprHA WH(pOPMAIMOHHON
oH 0€3011aCHOCTH PO, 3aKOHBI «O
0e30MacHOCTH. | TOCyAapcTBEHHOH TaitHey», «O0 uHhopmanuwy,
KommbtorepHbie | HHOOPMAIIMOHHBIX TEXHOJOTUSAX M O 3aIlIUTeE
npectymieHus. | uHpopmanum». (OCHOBHbIE HOPMAaTHBHBIC
OTBETCTBEHHOC | PyKOBOISIIME  JOKYMEHTBI,  KaCalOIIHUECs
Tb 3a | TOCYIapCTBEHHOMI TalHbI u 0 0
COBEPIIICHHE KOH(UACHIIUATBHON nHGOPMAITUH.
KoMIbloTepHBIX | HopmaTuBHbIE aKTBhI aJIMUHHUCTPALUH
npectymieHuit. | Boarorpaga B o0mact uWHGOPMAIMOHHOM
0e30MmacHOCTH.
3. | Kimaccupukanu | Iloratne araku Ha  WHGOPMAIMOHHYIO
s artak. | cucreMy. Kiaccupukanms arak. Bujsl
ITonsitue MPOTUBHUKOB WM  “‘Hapymureneil’, wux
YIPO3BL. KJaccu(UKaIys. Kanansr YTEUKH
Mogens yrpos. | HHGpOpPMALIH: BU3YaJIbHO-ONTUYECKUH,
PexomeHnpaiuum | akyCTHYECKHH, 3JIEKTPOMAarHUTHBIN "
o MaTepHaJIbHO-BEIIECTBEHHBIN. [onsTHe
o0ecrieyeHuIo yrpo3el.  UcTouHmMkM ~— yrpo3 W HX
uHpopmMaroHH | knaccudukanus. [loctpoeHue Monenu yrpos 0 0
oit opraam3anmu.  [Ipumepsl.  CroernuanbHbie
OesonmacHocTu. | TpeOoBaHus M pekoMeHnanmu. llokazaTenu
3aIIMLICHHOCTH. Cucrema 3aIIHUTHI
HHPOpPMAIIUK OT HECAaHKIMOHUPOBAHHOT'O
Joctyna.  PexoMeHmyemble  Mepbl 1O
00eCreYeHnIo  3aluThl  MHpOpPMaLuK B
nporiecce dKCIUTyaTalud HHGOPMAIMOHHOM
CHCTEMBI. PazpemmrensHas cucrema
JIOITyCKa.
4. | OcHOBHBIE Creranorpadus u xkpunrorpadus. BaxHocTs 0 0
HOHSATHS Kpunrorpaguu  OpU  pelICHMH  3ajad
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Kpunrorpadpuu. | odecredyeHus WHPOPMATHOHHON
JIBa 0€e30MMacHOCTH XO3SMCTBEHHOM JEATEIBHOCTH
COBpEMEHHBIX " COXpaHEeHHUs KOH(HICHINAIEHON
HampaByieHUsT B | HH(popMaIuy. OcHoBHEBIE TOHATHS
kpuntorpaduun. | kpunrorpadpun. I[loHATHE KPUNTOCHCTEMEI,
Knaccuueckue | kmroua. Bo3moxHbIE aTaku Ha
KPHUIITOCUCTEM | KPUIITOCUCTEMBI, MOHSITHE KPHUITOAHAIN3A.
BI. HanexnocTtb KPHUIITOCHUCTEMBI. IBa
OCHOBHBIX HANpaBJICHHI B COBPEMEHHOU
Kpunrorpaduu. OpnHoandaBuTHbIE u
MHOTOaJI()aBUTHBIC KPUIITOCHUCTEMBI.
Cuctemsl Ile3aps u Bwmxenepa.
BosmoxkHoctu KpUINTOAHAIN3a
MHOTOaI(aBUTHBIX ~ CHUCTeM.  PackpbiTHe
CHUCTEMBI Buxenepa. Hanexunocts
MHOTOaN()aBUTHBIX ~ CHCTEM.  AOCOIIOTHO
HaJeKHas KpunrtocucrteMa: “OIHOpPa30BBIN
osoxkHoT”. Kpunrocucrema DES.
Kpunrorpadus | Cucrembl mmdpoBaHus, He TpeOyromme
c OTKPBITHIM | Tepenayn kitoda. [IpoTokon mcnoiap3oBaHUs
KIIFOUOM. cucteMbl «OmHOPa30BBIM  OJIOKHOT», HE
Cucremsl TpeOyrommid  TepBOHAYAIBHOTO  OOMeHa
mpoBaHus, CEKpeTHhIMH KitouamMu. Kpunrtorpadus c
He TpeOyrouye | OTKPBITEIM KitouoM. [ToHSTHE OTKpBITOro M
nepeaavn CEKPEeTHOTO Kito4a. [IpuHIMIBI mocTpoeHus
KJTI0Ya. KPUNITOCUCTEM C  OTKPBITBIM  KJFOUOM.
OneKTpoHHas W3BecTHBIE KPHUITOCUCTEMBI C OTKPBITHIM
HOJIITUCE. KIIOUOM U ux anroputmsl. Cuctema RSA.
JnuHa KITf0Ya B KPUNTOTPaQUH C OTKPBITHIM
KITFOYOM. ORHOCTOPOHHSSA ¢byHKIHSA,
BO3MOXKHOCTH ee WCTIONTE30BAHUSI.
ONeKTpoHHAas TOJNUCh W TPHUHIUIBL €e
PUMEHEHUSI.
OcHoBHbIE OcHOBHEIE TEXHOJIOTUH MOCTPOEHUS
TEXHOJIOTHH samumieHHbix UC. [loHsATHE MEXCEeTeBOro
MTOCTPOCHUS skpana. [IpaBuna ¢unbTpanuy U TPUHIUATHI
3alIMIICHHBIX ux npuMeHeHusi. [lakeTHble  (UIBTPBI
nucC. IHomuTHka cereBoit 6e3omacHocTH. [lonmmTHka
MexcereBble peanuzanuu MEXKCETEBBIX SKPaHOB.
JKpaHHI. OyHKIIMOHALHBIE TpeGoBaHUs K
MEXKCETEBBIM JKpaHaM W WX KOMIIOHCHTBI.
[1r03B1 CEaHCOBOTO M MPHUKIAJHOTO YPOBHSI.
HoBble Qynknum OpanaMayspoB. Cxembl
OpraHu3aIuu MEKCETEBBIX 9KPaHOB.
TpeboBaHHs K MEKCETEBBIM DKpaHaM
TexHonorus TexHonorus 00beTUHEHUS JTOKATBHBIX ceTel
VPN-cereii. Y OTJIEJIbHBIX KOMIIBIOTEPOB YEPE3 OTKPHITYIO

BHEIIHIOK Cpedy Iepefayd JaHHBIX B
€MHYIO BUPTYaJIbHYIO CETb,
o0ecreyrBaroLIyIo 3aLIUTy
I/IH(i)OpMaIII/IOHHBIX IIOTOKOB HJIM TCXHOJIOI'Us
VPN-cereii. OcobenHoctu VPN.
TyHHenupoBaHWE ¥ €ro  OCOOCHHOCTH.
OcHoBHBEIE pa3zHOBHUAHOCTH VPN-ycTpo#icTB
Mo TexHuueckod peanuzanuu. Pomu VPN-
YCTPOMCTB. BapuanTs! IIOCTPOEHUS
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3alUIIeHHBIX KaHanoB VPN. VYrpossl mms
VPN. Kiraccuduxarus VPN-cereii.
CoBMenieHue VPN-texHonaorui "
MexcereBoro 3kpana. Hegocratku VPN,

3amuTa
nHDOpMaITUH B
HNurepuer.
HNudopmarnmon
Hast
0e301macHOCTh B
YCIIOBUSIX
(YHKIIHOHUPOB
anusa B Poccumn
rI00anbHBIX
cereil.

[Ipobnema obecmeuenuss WHOOPMAITMOHHOM
Oe3zomacHOCTH TIpH paboTe ¢ TIIOOATBHOMN
CETBIO WNHuTepHeT. NudopmanmonHast
0e30macHOCTh B YCIIOBUSIX
¢byHKIIOHUpOBaHUS B Poccun rio0aibHBIX
cereii. Yka3 mpesugenta PO «O mepax mo
o0ecrieyeHuo MHPOPMAITMOHHOH
OeszomacHoctn  Poccuiickoit  Denmeparuun B
chepe MEXIyHAPOTHOTO HH(POPMAIIMOHHOTO
oOMeHay. VYrpo3st MHPOPMAITMOHHOH
OesomacHocTH mpu  pabore ¢ MHTepHeT.
Bupycksi, HCTIONTHSIEMBIE MOy JTH,
BCILTBIBAIOLIHE OKHa u peximama.
Hcnonp3oBaHue aHTUBUPYCHBIX IIPOIpPaMM U
MEXCETEeBBIX OJKpaHOB TMpH pabore ¢
WNurepHerT. [Iporpammusie cpencTaa
npoBepkn  Tpapuka W OOpeOBI ¢
HECAaHKIMOHUPOBAHHBIM  HCIIOJIb30BAHUEM
pecypcoB HHGOPMAITMOHHON CUCTEMBI.

Tunosast
CTPYKTYpa
3aIUTHI oT
HCA.
Ynpasnenue
JIOCTYIIOM.

ApXUTEKTypa TUIIOBOW CHCTEMBI 3aI[UTHI OT
HECaHKIIMOHUPOBAHHOIO JIOCTYyTIA.
Unentudukanms u ayTEeHTU(UKAIIHSL.
Ilaponmpras  ayrentudukanus.  [IpaBmma
MIPUMEHEHUS TapoJIei. OpnHOpa3oBbie
napony. llpuHOMOBI  KOHTPOJIS — AOCTYIA.
Marpuua [ocTynma W CIHHCKH  JOCTYIA.
[IpouzBonbHOE u MIPUHYAUTENBHOE
ynpaBsieHne aoctynoM. OrpaHuYHBaroInn
uHTepdeiic. PoneBoe ynpasneHue I0CTYIOM.
Kpunrorpaduueckas MOJICUCTEMA.
IIporpaMmMHo-anmapaTHbIE CPEACTBA 3aIIUTHI
napopmarun or HCJI. VYcrpoiictBa BBOza
uaeHTHd-HbIX npusHakoB. [Ipenmymiectsa u
HEJO0CTaTKH nx WCIIOJIb30BaHMUS.
DJEKTPOHHBIE 3aMKH.

4. MaTtepuaJjbl TeKyLero KOHTpPOJIsi ycnneBaeMocTH o0yqaromuxcst U Gponn

OICHOYHBIX CPEACTB IO TUCHMUIIINHE

4.1. ®opMbI W MeETOABI TEKYWIEro KOHTPOJS YCIHEeBAeMOCTH H IPOMEKYTOYHOH

aTTeCTanmuu.

4.1.1. B xone peanuzanuu mgucuuruimabl B1.B.JIB.3.1 «OcHoBbI HH(OpPMALMOHHOM

0e30MacHOCTH XO3sIHCTBEHHOM /1eATEJBLHOCTH» UCIOIB3YIOTCS cleAyromue GopMbl B METOIbI
TEKYIIEro KOHTPOJIsl YCIEBAEMOCTH 00yJaroIUXCsl:

Ne
n/n

HanMeHoBaHMe TeM
(pa3neJioB)

MeTtoabl TEKYIIEro KOHTPOJIs
YCneBaeMoCTH

OuHnas popma
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[lonsatne  wuHpoOpMauuy, 3alUTEl  HHPOPMALUH |

i VYcrHbli
Temal |uHGOpPMALIMOHHON 0€30IacHOCTH. OcHOBHEIE onpoc
COCTaBJISIIOIINE.
3aKOHOAATENbHBIH YpOBEHBb MHQOPMAIOHHOH Y oTHEL
Tema 2 0e30macHOCTH. KommnerorepHsie HPECTYIUICHHUS. onpoc
OTBETCTBEHHOCTh 33  COBEpIIEHHE  KOMIIBIOTEPHBIX
[IPECTYIIIICHUMN.
Knaccudpukauus arak. [lonsitme yrpossl. Monenb yrpos. VCTHBIH
Tema3 |PekomMeHmamuu 10  oOecCIleUeHUI0  HHPOPMAITMOHHOM ompoc
0e30I1aCHOCTH.
OcHoBHBIE TOHATHS Kpunrtorpaduu. [IBa COBpeMEHHBIX VeTHbli
Tema4 |HanpaBieHUs B Kpunrorpaduu. Knaccuueckue ompoc
KPHUIITOCHUCTEMBI.
Kpunrrorpadguss ¢ OTKpBITBIM ~ KTiouoM.  CHCTEMBI N—
Tema 5 mmdpoBaHus, He  TpeOylomue  mepeiayd KoY. ompoc
DJIEKTPOHHAs! OIHUCH.
Tema 6 OCHOBHBIE TEXHOJIOTUH MOCTPOCHUSA 3allUIIECHHBIX HcC. YcerHbIn
MexCeTeBbIE KPaHbI. ompoc
Tema7 [Texnonorus VPN-cereil. Yerubii
OIpoc
Bamura wHbQOpManmu B MHTeprer. WHopmanmoHHAs S
Tema 8 |0e3omacHOCTh B yCIIOBUSIX (DYHKIIMOHWpOBaHUS B Poccum onpoc
r100aJIbHBIX CETEH.
Tena 9 TunoBas crpykrypa 3ammtel ot HCJH. VYmpasnenue S:)CHTPHOI’:I
AOCTYIIOM. TECTHUPOBAHUE
3aounas ¢popma
[lonstie  wHpOpPMaUMHM, 3alIMTBl  WHPOPMALMM U Vermmt
Temal |mHQOpPMATMOHHON 0e30macHOCTH. OcHOBHBIE ompoc
COCTaBJISIIOIINE.
3aKOHOAATENbHBIIH YpOBEHB UHPOPMAITOHHOH O
Tea 2 0e30macHOCTH. KommnbrorepHsie NPECTYIICHHS. onpoc
OTBETCTBEHHOCTh 32  COBEpIICHHWE  KOMIIBIOTEPHBIX
[TPECTYIJICHUM.
Knaccudukamus artax. [lorstne yrpo3sl. Mopens yrpos. VeTHbIH
Tema3 |PexkoMeHmauuu 1O  oOecnedyeHHI0  WH(POPMALMOHHOH onpoc
0e30I1aCHOCTHU.
OcHOBHBIE TOHSATHA Kpunrorpadguu. J[Ba coBpeMEeHHBIX VYcTHBIH
Tema4 |HampaBieHUS B Kpunrorpaduu. Knaccuueckne onpoc
KPUITOCUCTEMBI.
Kpunrorpadguss ¢ OTKpbITBIM  KitouoM.  CHCTEMBI N—
Tema 5 mudpoBaHus, He  TpeOylomue  mepeiayd  KIOYa. onpoc
DIIEKTPOHHAs! MOATHNCE.
Tema 6 (OCHOBHBIE TEXHOJIOTUH MOCTPOCHUSA 3allHUIIEHHBIX HcC. VYcrHbBIN
MexceTeBble SKpaHBbl. ompoc
Tema7 [TexHonorus VPN-cereil. Yerubli
orpoc
3ammra wuHpopmauuu B Mutepner. WHdopmanmoHHas N—
Tema 8 |0e3omacHOCTH B yclIOBUSX (DyHKIIMOHMpOBaHUS B Poccuu opoc
rno0aTbHBIX CEeTeH.
Tema 9 TumoBass crpykrypa 3amutel or HCJI. VYmpaienue s(/);;};hé'n
AOCTYIIOM. TECTUPOBaHUEC
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4.1.2. IlpoMexxyTouHasi aTTecTalus IPOBOIUTCA B OpME 3a4eTa METOIOM 3JIEKTPOHHOTO
TECTUPOBAHUS.

IIpy 1noAroToBKE K 3a4eTy CTYAEHT BHHUMATEIbHO IIPOCMAaTPUBAET  BOIPOCHI,
IpeIyCMOTpEHHbIe paboueil mporpaMMol, M 3HAKOMHUTBCA C PEKOMEHJIOBAHHOM OCHOBHOM
auteparypoil. OCHOBOH Uil CllauM 3a4eTa CTYACHTOM SBIIACTCS M3yueHHE KOHCIIEKTOB 0030pHBIX
JEeKIUH, NPOCIYLUIAHHBIX B TEYEHHE CeMecTpa, HHQOpMaius, IOJydeHHas B pe3yJbTaTe
CaMOCTOSITENIbHOW pabOThl, M MPAKTUYECKUE HABBIKM, OCBOCHHBIC MPH PEIICHUU 33/1a4 B TCUCHHE
ceMecTpa.

4.2. MarepuaJibl TEKyIIero KOHTPOJISA YCIIeBAeMOCTH.

Tema 1
IlonsaTe uHopmanum, 3ammMTHl HHGOPMALMN U UHPOPMALMOHHON 0e30MaCHOCTH.
OcHoOBHBIE COCTABJISAIOIINE.
Bomnpocsl ycTHOro onpoca:
[NonsTie nHpOpMaIUH, 32T HHGOPMAUU 1 HHPOPMAIIIOHHOM 6€30MacHOCTH.
2. Hasnauenwe u 3amaum B cdepe oOecrnedeHus WHPOPMAIMOHHONW OE30IaCHOCTH Ha YpPOBHE
rOCy/IapcTBa, Ha YPOBHE PETHOHA U Ha JIOKAJHHOM YPOBHE.
3.  OcHOBHBIC TIOJIOKEHHS TEOPUU HHDOPMAIIMOHHOHN 0€30IaCHOCTH HH(OPMAITMOHHBIX CHCTEM.
4. OCHOBHBIC COCTaBJSIIOINNE OOECIeUeHUss HMHPOPMAIMOHHON ©6e30MacHOCTH —XO3AHCTBEHHOM
JIeATeIILHOCTH.

=

Tema 2
3akoHoAaTeJbHBIH YpOBeHb HH(popMannoHHoil Oe3omacHocTH. KommnbrotepHbie
npecrymieHusi. OTBeTCTBEHHOCTH 32 COBEpPLIeHHEe KOMIIbIOTEPHBIX NMPeCTYIJICHU.
Bomnpocs! ycTtHOro onpoca:
1. BaxHOCTb 3aKOHOJATEIHFHOTO YPOBHS HH()OPMAIMOHHOW O€3011aCHOCTH.
O030p POCCHICKOTo 3aKOHOIATENILCTBA B 00JIaCTH 00ecTieueHns] HHPOPMAIMOHHOH 0€30I1acHOCTH.
3. Hoxrtpuna uHpopmanmoHHoit OezomacHocT P®, 3akoHB «O rocynmapcTBeHHOH TaiiHe», «O0
uHpOopMaIuy, HHOOPMAIIMOHHBIX TEXHOJIOTHSX | O 3alUTe HHHOpMAILIUNY.
Jlpyrue 3aKoHBI ¥ 3aKOHOIaTeNNbHbIe akThl. KoHnenys nHGopMamoHHOH 0€3011aCHOCTH.
OcHOBHBIE HOPMATHUBHBIC PYKOBOJAIIHNE OOKYMCHTBI, KaCaromueCsa FOCYZIapCTBeHHOﬁ TaHBI U
KOHQHICHIMAILHOW MH(OpMANK, HOPMATHBHO-CIIPABOYHBIE JOKYMEHTHl. HOopMaTHBHBIE aKThI
aaMuHUCTpanu Bonrorpaaa B o6maacti MHGOPMAMOHHON 0€3011aCHOCTH.
6. Kommeiotepuble  mpectymieHus.  OTBETCTBEHHOCTb 32  COBEpIICHHE  KOMIIBIOTEPHBIX
MIPECTYIJICHUH.

n
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7. VYronoBHas u AIMUHUCTpPATUBHAA OTBETCTBCHHOCTD.

Tema 3

Knaccupukauua arak. IlonsaTue yrpo3bl. Mopgeab yrpo3. Pexkomenmaauuu 1o
o0ecrneyeHUI0 HHPOPMALMOHHOH 0€30IACHOCTH.
Bomnpocsl ycTHOro onpoca:
[NonsiTHe aTaku HAa HHPOPMALTUOHHYIO CHCTEMY.
Knaccudukanus atak. Buabl IpOTUBHUKOB WM “HapyIIMTENE”, MX Kiaccu(puraius.
3. Kanamel yredkn wH(MOpMaIMU: BH3YAIbHO-ONTHYECKHHA, aKyCTHYECKHU, JJIEKTPOMATHUTHBIA H
MaTepUalibHO-BEII€CTBEHHBIH.
[lonsiTie yrpo3sl. McTouyHMKH yrpo3 U uX KilaccUpHUKamus.
[Toctpoenne moaenu yrpo3 oprannsanuu. [Ipumepsr.
PykoBoasmme moxymenTsl ['octexkomuccun Poccun (Denepanpaas cioyx06a M0 TEXHUIECKOMY H
9KCHOPTHOMY KOHTPOJIIO) MO 3allUTe OT HECaHKUMOHHMPOBAHHOI'O MOCTyNMa K HH(GOpMAaluu.
CrennaibHble TpeboBanus 1 pekomeHnanuu. Muctpykuus CTP-K.
7. Pexomenmanmu 1o 3ammre KoHpuAEeHIMaNbHOH nHopMmanuu. Kimaccsl 3amumeHHOCTH cpencTB

BBIUMCIIMTEIBHON TEXHUKHM W aBTOMAaTU3UPOBAHHBIX CHCTEM II0 PYKOBOASIIUM JTOKyMEHTaM
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10.

T'ocrexxkomuccun Poccum.

[Tokazarenmn 3ammmeHHocTr. Cuctema 3amuThl HWHQOpPMAIMH OT HECAHKITMOHHPOBAHHOTO
JIOCTYTIA.

PekoMenayemble Mephl IO OOCCIICUCHHIO 3alUThl WH(OPMAIMU B TPOIECCE IKCILTyaTaluu
MH()OPMAITMOHHON CUCTEMEL.

PaspemmmrenpHas cucrema gomycka. PexomeHmammn 10 TUIaHy  A0paOOTKH  OOBEKTOB
WH(pOpPMATH3AIMK Ha COOTBETCTBHUE TPEOOBAHMSIM PYKOBOJISAIIMX JOKYMEHTOB | OCTEXKOMHCCHUU
Poccun.

Tema 4
OcHoBHble mnNOHATHA Kpunrorpagum. JBa CcOBpeMEHHBIX HAaINpaBJieHUs B

kpunrorpaguu. Kiaccuyeckue KpunTocucreMbl.

1.

o o

~

10.

Bonpocs! ycTHOro onpoca:

Hctopuueckas crpaBka. Bo3MokHble HampaBieHUsl pelleHHs 3ajadyd oOeclieueHHs Iepenadu
CeKpeTHOH nH(popmanuu.

Creranorpadust u kpuntorpadusa. BaxkHocTs Kpunrorpaduu mpu pemieHnd 3a1a4 0O0ecTiedeHus
WHPOPMAITUOHHON 0e3omacHOCTH XO351MCTBEHHOMN JEATEIBHOCTU u COXpaHeHUs
KOH(UACHINATBHON HH(pOpMaIny.

OcHoBHble NoHATHS Kpunrtorpaduu. lloHsTne KpunrocucTemsl, Kmoda. Bo3Mo)kHbBIE aTaku Ha
KPUITOCUCTEMBI, TOHATHE KPUITOAHAIIN3A.

Hapexnocts kpunrocucteMmbl. J[Ba OCHOBHBIX HAIpaBICHUs B COBPEMEHHOH KpuIITOrpaduH.
Knaccuueckne KpUITOCHCTEMBI.

OnHoandaBuTHBIE B MHOTOANI(aBUTHBIE KPUIITOCHCTEMBI.

Cuctrembr llesaps um Bmxkenepa. B03MOXHOCTH KpUNTOAaHaIM3a MHOTOQI(ABUTHBIX CHCTEM.
PackpriTue cuctemsl Bukenepa.

HanexHocTh MHOTOAI(aBUTHBIX CUCTEM. DICKTPOMEXaHNUECKHE MU(POBAIBLHBIC MAIIIHHBI.
AOCOIOTHO HaJIe)KHAs KpunTocucTema: “OHOPa30BbIi 0JIOKHOT”. BO3MOXXHOCTh UCIIOIB30BaHUS
TaKUX CHUCTEM Ha npakTuke. CTaHAapThl IU(PPOBAHUS JaHHBIX.

Kpunrocucrema DES. Poccuiickuii crannapt mmdposanus ['OCT 28147-89. IIpobiema BeIOOpa
HaJEKHOW KPUITOCUCTEMBI JUIS 3alIUTH CBOUX JTAHHBIX.

[lepcnexTuBbl pasButus Kpunrtoananusa. [Ipodnema nonHoro nepedopa Beex Kirouei.

Tema §
Kpunrorpadpusa c¢ orkpeiTbiMm kiaw04oM. Cucremnl mudpoBaHusi, He Tpedyromue

nepeaavu Kjiar4da. BHeKTPOHﬂaH MNOoAINMUCH.

A
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Bonpocs! yeTHOro onpoca:

Cucrems! mmdpoBanus, He TpeOyrOIIre epeaady KIroya.

[IpoGsieMbl KCIOJIB30BaHUS TaKUX cHCTEM. [IpOTOKOJI MCIOJBb30BaHUSI CUCTEMbI «OIHOPAa30BbBIH
0JIOKHOT», HE TPeOYOIIUi epBOHAYAIBHOIO O0OMEHa CEeKpPeTHBhIMH Kirouamu. Kpunrorpadus c
OTKPBITHIM KJIFOYOM.

IToHsATHE OTKPBITOrO U CEKPETHOTO Kiroua. [IpaBuita nx UCOIb30BaHuUs.

[TpuHIUTIBEI TOCTPOEHUS KPUTITOCUCTEM C OTKPBITHIM KITFOUOM.

W3BecTHBIE KPUNITOCUCTEMBI C OTKPBITHIM KIIOYOM U UX anropuTmbl. Cuctema RSA.

JlinHa Kiro4a B KpUNTOTPaQUu ¢ OTKPHITHIM KITFOUOM.

OnHoCcTOpOHHSS PYHKITHS, BO3SMOKHOCTE €€ MCIIOIh30BAHUS.

DJeKTpOHHAs MOAMUCH U NPUHLHUIIBI €€ PUMEHEHUS.

Tema 6

OcHOBHBIE TEXHOJIO0THH NOCTPoeHus 3amuieHHbIXx MC. MexkceTeBble 3KpaHbI.
Bomnpocel ycTHOro onpoca:

OCHOBHBIEC TEXHOJIOTHH MOCTPOCHHUA 3alTUIIICHHBIX HcC.

[TonsTne MexcereBoro 3kpana. IlpaBwia GuiIbTpanuyd ¥ MPUHIMIBI UX MpUMEHEHUS. [lakeTHbIe
¢uneTpeL. [lonuTHKa ceTeBoi Oe30MacHOCTH.

ITonuTuka pcaim3allin MCKCCTCBBIX 3KPAaHOB. (I)YHKL[I/IOHS.J'ILHLIG Tp€60BaHI/ISI K MCEKCCTCBBIM
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9KpaHaM U X KOMIIOHEHTHI.

10361 ceaHCOBOTO U MPUKIAAHOTO YpoBHS. HoBBIe (yHKINH OpaHIMayd pOB.

Cxembl OpraHu3alii MEXKCETEeBBIX 3KpaHOB. OCOOCHHOCTHM Pa3IHYHBIX CXEM pealn3allid, UX
MPEUMYIIECTBA U HEJOCTATKH.

[Ipo6GiieMbl, CBS3aHHBIE C MEKCETEBBIMU IKPaHAMHU.

TpeOoBanus K MEKCETEBBIM SKpaHaM

Tema 7

Texnouoruss VPN-cereii.

Bomnpocsl ycTHOro onpoca:

Texnonorus oObEOUHEHUS JIOKAJIBHBIX CETed M OTHENbHBIX KOMIIBIOTEPOB 4Yepe3 OTKPBITYIO
BHEILHIOIO Cpeay Nepelaud JaHHbIX B €IUMHYI0 BUPTYAIbHYIO CETh, 0OCCIIEUMBAIOLIYIO 3aIINUTY
WH()OPMAITHOHHBIX ITOTOKOB MIIA TeXHOJoTHs VPN-cereii.

Oco6ennocti VPN. Tynnens VPN. TyHHenupoBaHue v €ro 0COOCHHOCTH.

OcHoBHBIE pazHOBUAHOCTH VPN-yCTpoilcTB o TexHu4Yeckod peanuzauuu. Ponmu VPN-ycTpoiicTs.
BapuanTtsl nocTpoeHus 3alIUILICHHBIX KaHaioB VPN.

VYrpo3s! asis VPN. BapuaHThl 3alIMIIEHHBIX COEIUHEHUH.

Knaccupukamms VPN-ceteir. Cosmemenne VPN-TexHonoruitT W MEXKCETEBOTO  JKpaHa.
Henocratku VPN.

Tema 8
3amura nHpopmauuu B UHTepHer. UHpopmannonHasi 0e30MacHOCTh B YCJOBHAX

¢pynkuuonnposanus B Poccuu riio6ajbHbIX ceTe.

1.

2.

no

oA

Bonpocs! yeTHOro onpoca:

[Ipobmema obecneueHust WHGOPMAITMOHHON 0€30mMacHOCTH TpU paboTe C TI0OAaTbHOW CETHIO
HNurepuer.

HNudopmarimonHast 6e30MacHOCTh B YCIOBHAX (PYHKIIMOHUPOBaHMS B Poccun riioGanpHbIX ceTel.
Vxka3 npesupenta PO «O mepax no obecneueHuo nHpopManuonHol 6e3onmacHocTH Poccuiickoit
Denepanuu B chepe MEKIYHAPOIHOTO MHPOPMALMOHHOIO OOMEHa». YTPO3bl MH(OPMAIMOHHOM
6e3omacHoctH mpu pabdote ¢ MHTEpHET.

Bupychl, ucnonHsiemMble MOy U, BCIUIBIBAIOIINE OKHA U pekyiama. Mcrnonbp3oBaHne aHTUBUPYCHBIX
IPOrpaMM M MEXCETEBBIX 3KpaHOB Ipu padorte ¢ VHTepHeT.

[IporpamMHuble  cpencTBa TpoBepkd Tpaduka u  OOppOBI  C  HECAHKIIMOHUPOBAHHBIM
UCIIOJIb30BaHUEM PECYPCOB HHPOPMAITUOHHON CHCTEMBI.

Tema 9

Tunosas crpykrypa 3ammtsl o HC/I. YnpaBiaenue gocrynom.

Bomnpocsl ycTHOro onpoca:

ApXHUTEKTypa TUIIOBOI CHCTEMBI 3alIUThl OT HECAHKLMOHUPOBAHHOTO A0cTymna. Mnentndukanus u
ayTeHTHU(UKAIHUS.

[MaponpHast ayreHTuuKams. [IpaBuna npuMeHeHUs Tapoiei.

OnnopazoBeie  maponu. CepBep ayreHTH(ukanmuu. [lomcucrema ympaBieHHS JOCTYIIOM,
MOJICUCTEMA PETUCTPALIH U yUETA.

[IpuHuMIBEl KOHTPOJIA JOoCTyna. MaTpuiua JocTyna U CIIUCKYU JIOCTYTIA.

[IpousBoabHOE U IPUHYAUTENBFHOE YIpaBiIeHUe JoCcTynoM. OrpaHUYUBAIOLINI HHTEP]ETiC.
Ponesoe ympasnenue poctynoM. CraTHdeckoe M IMHAMHYECKOE pACIpPENEICHUE POJEH.
Iloncucrema obecnieuenus neiaoctHoctu. Kpunrorpagdudeckas noacucrema.
[IporpammMHuo-anmapatHeie cpenactBa 3amuthl wHGopMammu ot HCJ. VYcrpoiictBa BBOnA
WACHTH(QUKALMOHHBIX TpU3HaKkoB. Kiaccudukamust ycTpoWCTB BBOJA HACHTH(PHKALMOHHBIX
NpU3HAKOB. buoMeTpuyeckue ycTpoicTBa BBOJA WICHTH(PHUKAIMOHHBIX TPU3HAKOB U WX
KJIacCU(UKAITHS.

[IpenmymiecTBa 1 HEAOCTATKU UX UCHOJIB30BaHMsI. KoMOMHMpOBaHHBIE yCTpOCTBa. DIEKTPOHHBIC
3aMKH.

UTOI'OBBIN TECT IIO KYPCY
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«OcHOBBI HH(POPMALMOHHOH 0€30IIACHOCTH X0351/iCTBEHHOM /1eATeJTbHOCTI

DJEeKTPOHHBIN TECT MPEACTABISIET COOO0M 3aJaHus C BEIOOPOM TOJIBKO OJHOTO MPABHIBHOTO
OTBETAa U3 MPEUIOKEHHbIX. Pe3ynbpTaT nporpamMma Unitest BEIBOAUT B MPOIICHTAX.

1. Kpunrorpadus 310

A) Hayka 0 MeToZax mpeoOpa30BaHus JaHHBIX, HAIPABICHHBIX HA TO, YTOOBI C/AETATh ITH JTAHHBIE
0ecIoNIe3HBIMU JIJISI HECAaHKITMOHUPOBAHHBIX JIUI]

B) Hayka o MeTofax u croco6ax pacKkpbeITHs mu(pPoB

C) COBOKYITHOCTh METOIOB, CKPBHIBAIOIIUX (haKT Mepeadyu CEKPETHOW MHPOPMAIIUHU 32 OTKPHITOU
uHpopmanuei

D) COBOKYIHOCTh METOJIOB, OOECIEYMBAIONIMX aOCONIOTHYIO HAJCKHOCTh KaHalla Tepeaadyu
JAHHBIX OT TIepexBaTa

E) Hayka o MeTogax cozmanus uppoBO MOIHCH

2. Kakasi u3 cjieyl0IUX KPUNTOAHATUTHYECKUX ATAK CUMTaeTcsl HauboJiee onacHoii?

A) Ipu HAJIMYKU TOJIBKO OJHOTO 3au(pOBaHHOTO parMeHTa

B) npu Hanmuuum 6osbmroro Habopa 3amu@poBaHHBIX PparMEeHTOB

C) npu Hammuuu parMeHTa OTKPBITOTO TEKCTA U COOTBETCTBYIOIIETO MY KPHIITOTEKCTa

D) npu u3zBecTHOM MeTo/1e HU(PPOBaAHUSL

E) npu Bo3MoOHOCTH BbIOOpa JIF0OOI0 OTKPHITOIO TEKCTA U MOJYYEHUU COOTBETCTBYIOILIEIO EMY
KPUNITOTEKCTa

3. CkoJIbKO pa3Iu4HbIX KiI04Yel B cucreme Lle3apsi npu McnoJib30BaHUM MOJHOIO0 PYCCKOTO

andasura?

A) 16 D) 256
B) 33 E) 1024
C) 66

4. YTo ABJAsIETCHA KIHOY0M B Kpunrocucreme Bu:kenepa?

A) mo0oe pobdHOEe YHCITOo

B) BenumunHa cBura ucxonHoro andasura

C) nepectaBieHHBIN andaBuT

D) ciydaiinas mocieaoBaTebHOCTh OyKB, paBHast JUIMHE COOOIIEHUS
E) moboe cioBo

5. Kakasi u3 nepe4McJIeHHbIX KPUIITOCHCTEM SIBJISIETCS CHCTEMOI ¢ OTKPBITHIM KJIH0Y0M?
A) DES D) 'OCT 28147

B) RSA E) Ile3aps

C) Duurma

6. MoxHo ju B mporpamme PGP Bocno/ib30BaThbesi Yy:KMM OTKPBITBIM KJIKOYOM I
pacum¢poBaHus HH(POPMALMH.

A) na

B) et

C) na, eciu U3BECTEH TOT NapOJIb

D) nma, ecnu mosb30BaTeNb JAcT IMpaBa Ha paciu@poBKY e€ro WHQPOpPMAlUM U COOOIIUT CBOM
napoib

E) na, ecnmu mepebparh Bce KI0Un

7. Kak pacKkpbIBalOTCs KPUNITOCUCTEMbI OHOAI(PABUTHOM 3aMeHbI?
A) Takue cUCTEMBbl PaCKPBITh HEJIb35I
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B) nmonusii nepebop kitoueit

C) aHanmu3 4acTOT BCTpEUAEMbIX OYKB
D) nepebop coobuienuit

E) nepecTaHoBKM OYKB KPHIITOTEKCTA

8. Kpunroanauus 31o

A) Hayka 0 MeToZax mpeoOpa30BaHus JaHHBIX, HAIPABICHHBIX HA TO, YTOOBI C/AETATh ITH JTAHHBIE
0ecIoNIe3HBIMU JIJISI HECAaHKITMOHUPOBAHHBIX JIUI]

B) Hayka o MeTogax u croco6ax pacKpbIThs uppoB

C) COBOKYITHOCTh METOJIOB, CKPBIBAIOIIUX (DaKT Mepeaun CEKPETHON MHPOPMAIIUU 32 OTKPBITOM
uHpopmanuei

D) COBOKYIHOCTh METOJIOB, OOECIEYMBAIONIMX aOCONIOTHYIO HAJCKHOCTh KaHalla Tepeaadyu
JAHHBIX OT TIepexBaTa

E) Hayka o MeTogax cozmanus uppoBO MOIHCH

9. Yto siBJsieTCA KJIWOY0M B Kpunrtocucreme Llezaps?
A) moboe coBo

B) mr060e uncio

C) BenmuuMHA CIBUTA UCXOIHOTO andaBura

D) nepecraBneHHbll andaBUT

E) cnyuaiinas mocieoBaTelIbHOCTh CHMBOJIOB

10. KakoBa nimna kiawo4a B cranaapre mmdposanusa 'OCT 28147?

A) 256 out D) 1024 6ut
B) 64 6ut E) 2048 Gur
C) 56 6ur

11. Ha cj10:kHOCTH pelIeHHs1 KaKoil MaTeMaTH4YeCKOM 3a1a4i OCHOBaHa cuctemMa RSA?
A) KO/IbI HCTIPABJISIOUINE OIMIMOKH

B) nuckpetHslii norapudm

C) 3amaua “o prok3ake”

D) pa3noxeHue 00JbIINX YKCET HA MPOCThIE MHOXKHUTEIN

E) cinoxenue no Moy 18a

12. Kpunrorpadguueckuii mpoToKoJI 3T0

A) meton muppoBaHUs JTaHHBIX

B) MeTo xpunToaHaim3a TaHHBIX

C) MeToq mepexBaTa JaHHBIX

D) anroput™m oOMeHa HHpOpPMAIHEH MKy pa3TMIHBIME YIaCTHUKAMHM IPU CEKPTCHOH Tiepeave
TAHHBIX

E) ocobas kpuntocucrema

13. Kpunrocucrema «OaHopa3oBblii 0JIOKHOT» 3TO:
A) nepecTaHOBOYHAs CUCTEMA

B) onHoandaBuTHasS cucTEMa IPOCTOM 3aMEHBI

C) MHOTOAN(aBUTHASA CUCTEMA

D) cucrema ¢ OTKPBITHIM KIIOYOM

E) Takoli cucTeMbl He CyIIECTBYET

14. Kakoii napoab HanGo/1ee HaJesKeH?
A) ®amumus moJIb30BaTENS
B) ®paza u3 kauru
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C) cnyyaiiHast IOCIE€0BATENBHOCTD IIU(P
D) cnyudaiinas nmociieoBaTeIbHOCTh OYKB
E) cinyuaiiHas mocieoBaTeIbHOCTb IPOU3BOJIBHBIX CUMBOJIOB

15. KakoBa niuHa kiaw4a B cucreMe mmdposanusa DES?

A) 256 out D) 1024 6ur
B) 64 6ut E) 512 6ur
C) 2048 our

16. Kpunrorekcr 310

A) TEKCT HCXOJHOTO COOOIICHHUS

B) Tekct 3ammdpoBaHHOTO COOOIICHUS

C) mapoiib

D) TeKcT, MoTy4eHHBIH PH KPUITOAHATIN3E
E) xitou

17. Taiinonucsk (cTeranorpadusi) 3To

A) Hayka 0 MeTo/lax MpeoOpa3oBaHusl JaHHbBIX, HAIIPABJICHHBIX HA TO, YTOOBI CJENATh 3TH JaHHbBIE
0ecIoNne3HbIMHU JIJIS1 HECAHKITMOHUPOBAHHBIX JIULL

B) Hayka o Mmetogax u cnoco0ax pacKpbITUs IH(PPOB

C) COBOKYITHOCTh METOIOB, CKPBHIBAIONIUX (haKT Mepeadd CeKPeTHOM MHPOPMALIUHU 32 OTKPHITON
uHpopmanuen

D) CcoBOKYIHOCTH METOAOB, O0ECIEYMBAIOIIMX AOCONIOTHYIO HAJEKHOCTh KaHala Mepeaadd
JTAHHBIX OT IepexBaTa

E) Hayka 0 MeToziax co3aHus HMPPOBOM noanucu

18. Uto no3BoJisieT onpeaeauts Metoa Kazucku npu kpunroanaause cucrembl Buzkenepa?
A) naposib

B) oTKpbITHI TEKCT

C) meron muppoBaHUs

D) nnuny naposns

E) anuHy OTKpBITOrO TEKCTA

19. Kakas kpunrocucrema o0ecneyuBaeT a0CONIOTHYI0 HAJAEKHOCTh 3alMTBI INPH
NPABUWIBHOM €€ MCI0JIb30BAHNH?

A) DES D) OnHopa3oBblit 6JI0KHOT
B) RSA E) Bmxenepa
C)T'OCT 28147

20. O0ecnneunBaeT JiM NapoJb Ha BxoA B Windows HageKHYI0 3alIMTY KOMIIbIOTepa?
A) na

B) et

C) npu nyune naposst 6onee 10 cuMBOIIOB

D) npu cnydaiitHom napoiie

E) npu perymnsipHoii cMeHe naposst
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Ikana oueHNBaHUA

YcrHblii onpoc

YpoBeHb 3HAHWN, YMEHHMH W HaBBIKOB OOYYalOIIErocst MPH YCTHOM OTBETE€ BO BpeMs
TEKYIIEro KOHTPOJI onpezaensercss oneHKaMu «OTindHoy»/ «Xopoiioy/ «Y JOBIETBOPUTEITHLHOY/
«HeynoBneTBOpUTEIIBHOY.

B Boarorpaackom uHcTuTyTe ynpasienus — pumane PAHXul'C npunsara ciemyromas
IIKaJla COOTBETCTBUS PEUTHHTOBBIX OIICHOK MSTHOAJUIBHBIM OLIEHKAM:

- 90 — 100% — «oTamanrO» (5);

-75 —89% — «xopomo» (4);

- 60 — 74 — «ynoBieTBOpUTEILHO (3);

- meHee 60% — «HEeYIOBJIETBOPUTETHHO» (2).

YpoBeHb 3HaHMI, YMEHHH M HAaBBIKOB OOYYaroIIErocs MPU YCTHOM OTBETE BO BpeMs
MPOBEICHUS TEKYIIETO KOHTpOJIst ompenensercs Ooawiamu B auanazone 0-100 %. Kpurepusimu

OLICHHUBAaHUA

Inpun  HOpoBCACHUHU  YCTHOIO  OIIpocCa ABJACTCA  ACMOHCTpAllUsd  OCHOBHBIX

TCOPCTUICCKUX HOJIO)KGHI/II\/JI, B paMKax OCBanBacMOM KOMIICTCHIOMHK, YMCHHC IIPUMCHATH
IMNOJIYYCHHBIC 3HAHHA Ha IMPAKTHKE, OBJAJCHHUC HABBIKAMHW aHAJIW3a U CUCTEMaTU3alun

uH(pOopMaLIUH.

HpI/I OLCHUMBAHWU PC3YJIbTATOB YCTHOI'O OIPOCA MCIIOJIB3YCTCA CIICAYIOIIAas NIKaJIa OLCHOK:

100% — 95%

CTYIEHT TJyOOKO NOHMMAeT TMPOMJIEHHBIM Marepuall, OTBEYAaeT YETKO U
BCECTOPOHHE, YMEET OLICHUBATh (DAaKThl, CAMOCTOSTENILHO PACCYKAAET, OTINYAETCS
CIIOCOOHOCTBIO  OOOCHOBBIBAaTh  BBIBOJBI, Ppa3bICHATb HUX B  JIOTMYECKOH
[10CJIEI0OBATEIbHOCTH;

94% — 90%

CTYACHT FHY6OKO IIOHUMACT HpOﬁHCHHBIﬁ Marcepuall, OTBCYACT UYCTKO H
BCECTOPOHHE, YMECT OLICHUBATDH (paKTI)I, CaMOCTOATCIIBHO pacCyKaacT, OTINYacTCA
CIIOCOOHOCTBIO 000CHOBBIBATH BBIBOJbI, Pa3bBACHATDH nux B JIOTUYECKOH
MOCJICAOBATCIIBHOCTHU, HO JOMMYCKACT OTACIBbHBIC HCTOYHOCTH,

89% — 85%

CTYIEHT TNyOOKO TIOHMMAaeT TMPOWJIEHHBIM MaTepuan, OTBEYaeT YeTKO U
BCECTOPOHHE, YMEET OLIEHUBATh (PAaKThl, CAMOCTOSATENBHO PAacCykJaeT, OTIMYAETCS
CIIOCOOHOCTBIO  OOOCHOBBIBATh  BBIBOJABI, Pa3bICHATH WX B  JIOTHYECKOH
MOCJIEI0BATENBHOCTH, HO IONYCKAeT HEKOTOPhIE OMMOKH OOIIEro XapakTepa;

84% — 80%

CTYJEHT XOpOIIO MOHUMAET MPOUJCHHBIM MaTepuan, HO HE MOXET TEOPETUUYECKU
000CHOBATh HEKOTOPHIEC BHIBOJIBI;

79% — 75%

CTYACHT OTB€YAaCT B OCHOBHOM IIPABUJIBHO, HO YYBCTBYCTCA MCXAHUUCCKOC
3ayUYMBAaHUC MaTCpuaa,

74% — 70%

B OTBETE CTYyJIEHTa HMEIOTCS CYUIECTBEHHbIE HEAOCTATKH, MaTepuajl OXBadeH
HEIOJTHO, B PACCYXKIEHUAX JOMYCKAOTCS OMUOKH;

69% — 65%

OTBET CTYyJEHTa TMpaBWIECH JIMIIb YacTUYHO, IPU Pa3bsiCHEHUH Marepuasa
JIOTTYCKAIOTCS CEPhE3HBIC OIINOKY;

64% — 60%

CTYACHT UMECT 06]1_[66 MpEaACTaBJICHHUEC O TEMC, HO HC YMCCT JIOTUYCCKU 000CHOBATH
CBOHM MBICJIH,

Menee 60%

CTYACHT UMCCT JIMIIb YaCTUYHOC MPCACTABJICHUC O TEMC.

TecrupoBanue

ypOBCHL 3HaHPII>i, YMCHI/Iﬁ 1 HaBBIKOB 06yqa10mer0051 IIpru YCTHOM OTBETC BO BpPCM:

MIPOBEICHUS TEKYIIETO KOHTPOJISI ompenensercss Oamramu B nuanasone 0-100 %. Kpurepuem
OIICHUBAHUSI MPU MPOBEICHUHM TECTUPOBAHUS, SIBISETCS KOJUYECTBO BEPHBIX OTBETOB, KOTOPHIE
Jlal CTY/ICHT Ha Borpockl Tecta. [Ipu pacuere konuuecTBa OAIOB, MOITYYEHHBIX CTYACHTOM IO
UTOTaM TECTUPOBAHMUS, UCTIONB3YETCs clieayromas hopMyna:
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5=2x100%.
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b — konmnuecTBO 0aIOB, MOTYYEHHBIX CTYIEHTOM IO UTOr'aM TECTUPOBAHMUS;

B — xonndgecTBO BEPHBIX OTBETOB, JaHHBIX CTYACHTOM Ha BOIIPOCHI TECTA,

O — ofu1ee KOINYECTBO BOIIPOCOB B TECTE.

4.3. OueHo4HbIe CpeacTBA I MIPOMEKYTOYHOM aTTecTalliH.

4.3.1. IlepeyeHb KOMIETEHIUIi C YKa3aHUEM 3TaNoOB UX (OPMUPOBaHUS B Mpolecce OCBOCHHSA
o0pa3oBaTeabHoii mporpammbl. [loka3zaTesin M KPUTEPUH OUEHUBAHUSA KOMIETEHIIMA C y4eTOM
JTana ux GopMHpoOBaHUsA

Ko
Kon Haumenosanue A Haumenosanue stana
JTana OCBOCHHUS
KOMITCTCHIIUH KOMITETEHIIUH OCBOCHHSI KOMIIETCHITUH
KOMITETEHIIUH
CrocoOHOCTB HCIOJIB30BATh IPOrPAMMHBIE TIPO-
TBI JUT ()OPMHUPOBAHUS U aHAIN3a 0a3 JaHHBIX U
CrocoOHOCTh TPUMEHSTh AyK Zv[ cg) pMHp 6 A o
. MPaBOBOY MH(POPMAIINH C LENbI0 00ecTieueHust HHPOP-
YKOC-2 |mpoektHbiii monxon npu pemennn| YK OC-2.4.1 P PMALIHH € I p
MAaIMOHHOM 0€30MaCHOCTH
npodeccuoHaIbHBIX 3a1a4
CrocoOHOCTh MOATOTABINBATh CrocoOHOCTh OPUEHTHPOBATHCS B IAHHBIX (PUHAHCOBO#
HCXOJIHBIE JAHHBIE, HEOOXOIHUMBbIC OTYETHOCTH SKOHOMHYECKOTO CYOhEKTa IS TPOBECHHSI
JUIS pacdyeTa SKOHOMHIECKUX H 9KCIIpecc-aHaIn3a ero GUHaHCOBOH NeATeTbHOCTH
TIK-1 COIMAJIBHO-9KOHOMHUYECKHX T1IK-1.4.3
ToKazarteei, XapaKTepH3YIOLIIHX
JIeATeIbHOCTD XO3IHCTBYIOIINX
CcyOBEKTOB

OmnucaHne nMoka3areseil 1 KpUTEPHEB OLIEHMBAHUS KOMIIeTEHIIMH HA Pa3JIMYHBIX 3Tanax ee JOpMHUPOBaAHMS

JTan 0CBOCHHA IHoxa3zarean Kpurepnii
KOMIIETeHIHH OLICHUBAHMUS OLICHHBAHMS
VKOC-24.1 HasBaTp MeXIyHapoAHBIE CTaHAAPTH HH(POPMAIMOHHOTO OOMeHa; AaTh JleMOHCTpanus 3HaHHUH
CnocoOHOCTh HCIIOJIb- | ONIPCACIICHUE TMIOHATHSA YIPO3bl, 3alluTbl, BHUAOB MNPOTUBHUKOB HWJIK (OCHOBHBIX
30BaTh  HPOTPAMMHBIE | “HapYyIIHTENEl”; IePEeUNCIUTh MOJIeTH O€30IIaCHOCTH B UX IPUMEHEHHE; [TeOPETHIECKHUX

HOPOAYKTH 1 (hopMHU-
poBaHHA W aHanm3a 0a3
JAHHBIX W  IIPaBOBOHU
HHGOPMAIIUN C LENbI0
obecrieuenust MHpopMa-
LIMOHHOHU 0€30IaCHOCTH

Ha3BaThb METOAbI Kpunrorpaguu; Ha3BaTb METOAbl MU  CIIOCOOBI
obecnieyeHust WHGOPMALMOHHOW 0€30MacHOCTH B TPO(hecCHOHATBHON
NeATeNIbHOCTH; WACHTUGHUIUPOBATh HHGOPMAIUOHHbIE TEXHOJOTHH B
cHCTeMe Mep 3aIlUThl HH()OPMAaIMK; Ha3BaThb HOPMATHUBHbBIE JOKYMEHTHI
10 3amuTe HH(GOpMALUKU U OPraHU3aIlMU COOTBETCTBYIOIIUX OTAENOB B

[MOJIOKEHUM B IIOJIHOM
00BbeMe

nH(OpMaMOHHOW 0€30MacHOCTH; NPHMEHATb OCHOBHBIE METOIBI U
IPOTPaMMBI 3alUTH MH()OPMAINK; HCIONB30BaTh METOIBI M CIIOCOOEI
obecrieyeHus UHPOPMAITTOHHON 0e30macHoOCTH c LIEJBIO
TPEeTOTBPAIICHUS HECAaHKIIMOHHPOBAHHOTO JIOCTYMA, 3JI0YMBIIUICHHOM
MOIU(UKALNH WIH YTPATh cIy>keOHOH nHdopmaru

OpraHu3alusaX; Ha3BaThb PYKOBOAAINUE JOKYMEHTBI, KacarolUecs
TrOCY/IapCTBEHHOM TalHBI

JleMOHCTpUpPOBaTh  CMOCOOHOCTH  CaMOOOYYEHHSI B COBPEMCHHBIX |YMEHHE HPUMEHSATH)
KOMIIBIOTEPHBIX ~ CpelaX;  BBLAENUTb  ONAaCHOCTH M Yrpo3bl BHaHHA Ha IIPAKTUKE B

MOJIHOM Mepe

JleMOHCTpHpPOBaTh HaBBIKM KpHOTOrpadudecKkoil u creraHorpadudeckoil (CBoOOIHOE — BIaJCHHE
3alUThl MHGOPMAIMK; IPUMEHITh OCHOBHBIE METOABI M CPEACTBA [HABBIKAMM aHalIW3a M
3aIUTH HHOOPMALUH CHCTEeMAaTH3aIIH B
BLIOpaHHOH cdepe
IK-1.4.3 JleMoHCTpaysl 3HAaHUH OCHOBHBIX METOMOB Kpunrorpaduu, moxenei JleMoHCTpauus 3HaHUH
CrnocoGHOCTh OpHEHTH- | O€30ITACHOCTH, MOHATHA YTPO3bl, 3alUTHl U CHOCOOOB oOecredeHHs |OCHOBHBIX
poBaThCs B JAHHBIX | HH(OPMAIIMOHHOW 0€301MaCHOCTH B IPO(ECCHOHANBHON NEATENPHOCTH.  [TEOPETHYECKUX
(uHaHCOBOI  OTUETHO- MOJOXKEHUH B IOJHOM
CTH  PKOHOMHYECKOTO obBpeMe

cyOBeKTa I IpoBeje-
HHMA  OKCHPECC-aHaJIUu3a

VYMeHHe NPUMEHATh 3HaHUS B COBPEMEHHBIX KOMIIBIOTEPHBIX Cpelax U
BBLIEISATh  ONACHOCTU  YIrpo3  MHGOPMALMOHHOH  ©€30MacHOCTH.

|Ymenne TIPUMEHSITH|

BHAHHSA Ha IPAKTUKC B|
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ero ¢QuHaHcOBOW ges- | [IpuMeHATH OCHOBHBIE METOMBI M IPOTPAaMMBI 3aIIUTHI HHGOPMAIHH. MOJIHOM Mepe

TCIBHOCTHU

CpECTBaMH 3aIUThI HH)OPMAIHH. CHCTeMaTU3aluU
BbIOpaHHOH cepe

CBoboxnHoe BIIaJICHHE HaBBbIKAMU KpHUITOrpadhuuecKoi u [CBoOogHOE — BIAJCHUE
creHorpadudeckoil 3amuTel WHGOOPMALNM, OCHOBHBIMH METOJaMH M |[HAaBBIKAMH aHaIW3a |

B

BOoo~NoOR~WNE

12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.
24.
25.
26.
27.
28.
29.
30.
31.
32.
33.
34.
35.

0.

4.3.2 TunoBble OLIEHOYHBIE CPE/ICTBA

BomnpocsI k 3a4eTy mo AMCUHUILIHHE
«OcHOBBI HH(POPMALMOHHOMH 0€30I1ACHOCTH X0351/iCTBEHHOM /1eATeJTbHOCTH

[TonsaTue 3amuTsl HHPOPMAITUN U UHPOPMALIMOHHON OE30MaCHOCTH.
OcCHOBHBIE COCTABIIAIOLINE HHPOPMALMOHHON O€3011aCHOCTH.
3aKoHOAATENbHBIN YPOBEHb HH(POPMAIITMOHHOM 0€30MMaCHOCTH.
KoMIbroTepHbie IpecTyIIeHus.

[TonsaTne ataku Ha HHPOPMALMOHHYIO CUCTEMY.

Knaccudukanus arak.

Bupl IpOTUBHUKOB WM “HapyIIUTeNei”, X Kiaccupukarus.

Kanans! yreuku uadopmanuu.

[TonsiTuE yrpo3sl.

VIcTOYHMKH yrpo3 U UX KJIacCU(pUKaLIUAL.

Mogenp yrpos.

AHanu3 BO3MOXHBIX CIIOCOOOB HapyIIeHUH HH()OPMAIIMOHHONW CUCTEMBI.
[TonnTrka 6€30MaCHOCTH U €€ peanu3anusl.

OCHOBHbIE OHATHS KpUITOrpapuH.

JIBa OCHOBHBIX HalpaBJICHUsS B COBPEMEHHON KpUNTOrpaduu.

Knaccrnyeckue kpunrocucTeMsl U UX kiaccudukanus. [Ipumepsi.
Kpunroananu3 MHOroan(paBUTHBIX CUCTEM.

Kpunrocucrema: “OaHopa3oBblii 6J10KHOT .

Crangaptel UGpPOBaHUS JaHHbIX.

Cuctemsl muQpoBaHus, He TpeOYIOIIME NIepeadn KItoya.

Kpunrorpadus ¢ OTKpBITEIM KIIFOUOM.

OneKTpOHHAs NOAIUCH U IPUHLIMIIBI €€ TPUMEHEHHUS.

PykoBogsanme nokyments ['ocrexkomuccnu Pocenn.

Wuctpykuus CTP-K. Pekomennauu o 3anmre KOHQHISHIHAILHON HH()OPMALIHH.
PaspemmnrensHas cucrema q1omycka.

MexceTreBble SKpaHbl.

Texnonorus VPN-certeil.

VYrpo3sl nHpopMaoHHOK 6e30nacHoCTH Ipu padoTe ¢ MHTepHeT.
ApXUTEKTypa TUHIIOBOM CUCTEMBI 3aIIIUTHI OT HECAHKIIMOHUPOBAHHOT'O JOCTYIIA.
Wnentudukanus u ayreHtudukanus. [laponasHas ayreHTH)UKALINS.
[Toacucrema ynpasieHus 10CTyrnoM. MaTpuia 10cTyna 1 ClIMCKU JOCTYyIa.
ITporpammHo-annapaTHbIe cpesicTBa 3amuTsl HHpopmaruu ot HC/I.
VYcerpoiicTBa BBOAA HACHTH(UKAIIMOHHBIX PU3HAKOB.

KommiekcHbIi Toaxo/1 K o0ecredeHn o HHPOPMALMOHHOM 6€3011acCHOCTH OpraHU3allly.
[lepcriekTHBBI pa3BUTHUS TEXHOJIOTUN oOecriedeHns HHDOPMAIIMOHHONW O€30MacCHOCTH.

Ikana oueHNBaHUA

YpoBeHb 3HaHWHN, YMEHHH W HaBBIKOB OOYYalOIIETOCs MPH YCTHOM OTBETE BO BpeMs

HpOMe)KyTO‘IHOﬁ arrectaliuu  onpeaAcsi€TCd  OLNCHKAMH  «3a4YTCHO» WM «HC3AUYTCHO».
KpI/ITepI/IHMI/I OIICHUMBAHHA Ha 3a4cTeC MABIACTCA ACMOHCTpAllMsd OCHOBHBIX TCOPETUYCCKUX
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MOJIOKEHUH, B paMKaX OCBaMBaeMOW KOMIETCHIIMH, YMEHHUE MTPUMEHSTH MMOJYYCHHbIC 3HAHUS HA
npakTuke. IS JTUCHUIUIMH, (OPMOM HMTOTOBOIO OTYETAa KOTOPBIX SBJISCTCS 3a4eT, MPUHSTHI
CJIETYIOIIINE COOTBETCTBUS:

60% - 100% - «3auTeHOX;

menee 60% - «He 3aU4TEHOY.

ITpu onieHMBaHUM PE3YJIBTATOB YCTHOI'O OIpOCa UCIIOJIb3YETCs CIIEAYIOIas IIKala OLEHOK:

100% — 90%

OOyyaromuicss JIEMOHCTPUPYET COBEPIICHHOE 3HAHUE OCHOBHBIX TEOPETUYCCKHX
MOJIO)KEHWH B paMKaxX OCBaWBAa€MOIl KOMIIETEHITMH, YMEET IMPUMEHSTH IOJyYeHHBIS
3HAaHUS Ha TMPAKTUKE, BJIAJCCT HABBIKAMHU pelieHUs NPOQECCHOHANBHBIX 3a1ad C
MCIOJb30BaHNEM MH(OPMAITMOHHO-KOMMYHHUKAIIMOHHBIX TEXHOJIOTUH

89% — 75%

OOyuaromuiicss JeMOHCTPUPYET 3HaHHE OOJIbIIed YacTH OCHOBHBIX TEOPETHUECKUX
MOJIOXKEHUH B paMKax OCBAaMBAEMOM KOMIIETCHLMH, YMEET IPUMEHATh I10JIyYCHHBIE
3HAHWS Ha MPAaKTHKE B OTACIBHBIX cdepax mpodhecCHOHATBHON NeATeTbHOCTH, BIaJecT
OCHOBHBIMH HABBIKAMH pelICHUS TNpOo(ecCHOHATbHBIX 3afady C HCIOJIb30BaHUEM
MH()OPMAMOHHO-KOMMYHHUKAIIHOHHBIX TEXHOJIOTHIl.

74% — 60%

OOyJaromuiicss JEeMOHCTPUPYET JOCTATOYHOE 3HAHHE OCHOBHBIX TEOPETUYECKUX
MOJIO)KEHUH B paMKax OCBAaMBAa€MOW KOMIIETEHIMH, YMEET HCIOJIb30BaTh MOIYy4YEHHBIE
3HAaHUS JUIA PCEIICHWS OCHOBHBIX IPAKTUYECKMX 3aJad B OTACIBHBIX cepax
po(hecCHOHANBHON AESITeThHOCTH, YaCTUIHO BJIaJIEET OCHOBHBIMH HABBIKAMH DEIICHHS
npo(h)eCCHOHANBHBIX 33Jlad C HCIOJIb30BaHHEM HWH(POPMAIIMOHHO-KOMMYHHUKAIIMOHHBIX
TEXHOJIOTUI

menee 60%

OOyyaroIuicss JIEMOHCTPUPYET OTCYTCTBHE 3HAHUS OCHOBHBIX TCOPETUYCCKUX
MOJIOKEHUH B paMKax OCBaMBaeMOW KOMIIETEHIINH, HE YMEEeT MPUMEHSTH IMOydeHHBIC
3HAaHUS Ha IPAKTHKE, HE BIIAJCCT HABBIKAMU peEIICHUS MPO(ECCHOHAIBHBIX 3a1ay C
MCIOJIb30BaHIEM NH(POPMAITHOHHO-KOMMYHHUKAIIMOHHBIX TEXHOJIOTUI

4.4. Meronnueckue MaTepuasibl

IIpouenypa oneHUBaHWS 3HaHWM, YMEHUMN, HAaBBIKOB M (WIM) OIBITa JAEATEIbHOCTH,
XapaKTepU3YIOMIUX 3Tanbl (POPMUPOBAHUS KOMIIETEHLUN, OCYLIECTBIISIFOTCS B COOTBETCTBUU C
PernamMeHTOM O TEKyIIEM KOHTPOJIE YCIIEBAEMOCTH U IPOMEXKYTOYHOU ATTECTALMMU CTYJEHTOB B
Bonrorpaackom ¢dunuane ®I'bOY BO PAHXul'C u Permamentom o OamibHO-pEHTHHTOBOU
cucreMe B Bonrorpajackom unctutyte ynpasienus - punnane PAHXul'C).

5. Meroanueckue yKazaHus JJIs1 00y4aroIMXCsl 0 OCBOCHUIO M CIUTIIUHbI

PCKOMCHI[aIII/II/l Mo IMJIAHUPOBAHUIO 1 OPraHU3allMi BPpEMEHH, HCOﬁXOI[l/IMOFO Ha U3Yy4Y€CHHE

JUCIHHUILITHHBI

CTpykKTypa BpeMeHH, He0OX0AUMOI0 HA U3YUYeHHUe JUCIIUIIMHBI

dopma u3ydeHus Bpewms, 3aTpaunBaemoe
JCHUTITUHBI Ha U3y4eHue AUCHUIIINHBL, Yo
N3yuyenue nureparypsl, pEeKOMEHI0OBAHHON B 40

y4eOHOM TTporpamme

Pewienue 3aa4, IpaKTUYECKUX YIIPAXKHEHUN U 40
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CUTYaIIMOHHBIX IPIMEPOB

W3ydeHue TeM, BBIHOCUMBIX Ha 20
CaMOCTOSATEIIFHOE PACCMOTPEHHE

HToro 100

MeToauyeckue peKOMeHIAMU 10 MOAT0TOBKE K MPAKTHYECKOMY
(ceMUHApPCKOMY) 3aHSATHIO

[IpakTuueckoe (ceMUHApPCKOE) 3aHSATHE — OJHA U3 OCHOBHBIX (OpPM OpraHu3aluu
yuyeOHOTO Tpolecca, TMpeaCcTaBisAomas co00l KOJUIEKTMBHOE OOCYKICHHE CTyICHTaMHU
TEOPETUYECKUX M MPAKTHUYECKUX BOIPOCOB, PEUICHHE MPAKTUYECKUX 3a/1ad IO PYKOBOJCTBOM
npenogasaress. OCHOBHON LIEIbIO MPAKTUUYECKOIO (CEMUHAPCKOI0) 3aHATHUS SIBISIETCS NPOBEPKA
[IyOMHBI TOHUMaHUs CTYZCHTOM U3y4aeMOil TeMbl, y4eOHOT0 MaTepHralia i yMEHUs U3JI0KUTh €ro
COJIEpKaHUE SICHBIM U YETKUM S3bIKOM, Pa3BUTHE CAMOCTOSITEIIBHOTO MBIILUICHUS U TBOPYECKOM
aKTUBHOCTH y cTyzaeHTa. Ha mnpakTuueckux (CEeMUHApCKHUX) 3aHATHSAX Mpeanoiaraercs
paccmaTpuBaTh HaumOojiee BaKHbIE, CYLIECTBEHHBIE, CJIOKHBIE BOIPOCHI KOTOpblE, Hauboiiee
TPYAHO YCBaWBAIOTCS CTyldeHTamH. IIpu 3TOM roToBUTHCA K MPAKTUYECKOMY (CEMHUHAPCKOMY)
3aHATHIO BCerja HY)XHO 3apaHee. IloaroroBka K HpakTUYECKOMY (CEMUHAPCKOMY) 3aHATHIO
BKIIIOUAET B ce0sl CleqyIOIIee:

o 00s13aTeIbHOE O3HAKOMJICHHE C IUIAHOM 3aHITHS, B KOTOPOM COJIEPKATCS OCHOBHBIC
BOIIPOCHI, BBIHOCUMBIE Ha 00CYXKICHHE;

o M3YYEHHE KOHCIIEKTOB JICKI[UI, COOTBETCTBYIOLIUX Pa3/ieloB YueOHUKA, yaeOHOTo mocoous,
CoJIepKaHusl PEKOMEHIOBAaHHBIX HOPMATHUBHBIX IIPABOBBIX AKTOB;

° paboTa ¢ OCHOBHBIMU TEPMUHAMU (PEKOMEHAYETCSI X BBIyUUTh);

o HN3YUCHUC I[OHOJ'IHI/ITCJ'ILHOfI JIATCPATYPBI 110 TEMC 3aHATHA, ACTIasA IIPHU 3TOM HGO6XOHI/IMI>IG
BBITIMCKH, KOTOPBIE MMOHAA00STCS MPU 00CYKICHUH Ha CEMHUHAPE;

. dbopMynupoBaHHE CBOETO MHEHHSA MO KaKIOMY BOIPOCY M apryMEHTHPOBAaHHOE €ro
000CHOBaHHE;

. 3aMich BO3HUKIIUX BO BPEMsS CaMOCTOSITENIbHON paboThl ¢ y4eOHMKaMH W HayqHOU
JUTEpPaTyphl BOIPOCOB, YTOOBI 3aT€M HA CEMHHAPE MOJIYYUTh HA HUX OTBETHI;

o oOparieHue 3a KOHCYJIbTaIlMel K MpernoaBaTelio.

[IpakTnueckue (CeMUHAPCKKE) 3aHATHS BKJIIOYAIOT B €05l U CHIEI[MAJIbHO MOAT OTOBJIEHHBIE
pedepatbl, BEICTYIICHHS 110 KAaKOW-THOO0 CIIOKHON MM 0c000 aKkTyalIbHOU npoliemMe, pereHue
3aa4. Ha nmpakTrueckom (CeMUHApCKOM) 3aHATHUN CTYJEHT MPOSIBIISIET CBOE 3HAHKE MPEIMETA,
KOppEeKTHpYeT UH(OpMAIIHIO, TOJYYEHHYIO B IPOLIECCEe JIEKIIMOHHBIX U BHEAYIUTOPHBIX 3aHSTUH,
dbopMupyeT ornpeneraeHHbI 00pa3 B Iia3ax MpenoaBaTelis, NoJy4yaeT HaBbIKK YCTHON peuu 1
KYJIBTYpPbI IUCKYCCUH, HABBIKH ITPAKTUYECKOIO PELLIEHUS 3a/au.

PeKOMeHZIaIIHH MO0 U3YYCHHUIO METOAUYECCKUX MATEPHUAJIOB

MeTtoauyeckue MaTepuabl 0 AUCHUIIIMHE MO3BOJSIOT CTYIEHTY ONTUMAaIbHBIM 00pa3oM
OpraHM30BaTh IPOLIECC M3YYEHUs JaHHOW JAMCLUMIUIMHBL MeToauueckue MaTepuansl 110
JTUCIUIUIMHE TPU3BaHbl MOMOYb CTYJEHTY MOHATH clelu(UKy H3ydaeMoro marepuaia, a B
KOHEYHOM UTOI€ — MAaKCUMAaJILHO ITOJTHO U KAYECTBEHHO €r0 OCBOUTH. B IepByr0 o4epeb CTyACHT
JOJDKEH OCO3HATH IIPEIHA3HAYCHUE METOJUYECKMX MATEPUANIOB: CTPYKTYpY, Lenu U 3axadu. [
ATOr0 OH 3HAKOMHUTCS C MpeaMOyIIOi, OrjaBJIeHUEM METOAWYECKHX MaTepHalloB, TOBOPsS MHAue,
OCYILIECTBIISIET MEPBUYHOE 3HAKOMCTBO C HUM. B paszene, NHOCBAIEHHOM METOAMYECKUM
PEKOMEHJALUAM [0 M3YYEHHIO AMCLMIUIMHBL, IPUBOJATCS COBETHl MO IUIAHUPOBAHHUIO U
OpraHu3allii  HEoOXOIMMOro  JAJs  W3Y4EHUs  JUCUMIUIMHBI ~ BPEMEHH,  ONHCaHHE
MOCJIE0BATENBHOCTH NEUCTBUN CTYAEHTA («CLIEHAPUM M3y4EHMs TUCLUIUIMHBD)), pEKOMEHAALNN
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1o paboTe ¢ IUTEepaTypoid, COBETHI IO MOATOTOBKE K 9K3aMEHY U Pa3bsICHEHUS IO MOBOY PaOOTHI
C TECTOBOH cHUCTEMOH Kypca W HaJl JAOMAIlHUMM 3aJaHUsIMU. B 11eI0M JaHHBIE METOAMYECKHE
PEKOMEH/IAlMU CIIOCOOHBI OOJIETYUTh M3YyYEHHE CTYIACHTAMH JIUCIMILIMHBI U MOMOYb YCIEIIHO
clate 9K3aMeH. B pasgene, cozepxkaiem y4deOHO-METOJUYECKHE MaTepualibl JUCLUILIUHBI,
COJIEp)KaHUE TPAKTHMUECKUX 3aHATHH 10 JAWCLUUIUIMHE, CJIOBapb OCHOBHBIX TEPMHHOB
JUCLUTUIMHBL

PexomeHaannm no caMoCToOSITEIbHOM PadoTe CTYIEeHTOB

HeorbemieMbIM 351eMEHTOM y4eOHOIo IIpolecca SIBJISETCS CaMOCTOATeNbHas paboTa
cryaenta. llpum camocrosiTenbHON paboTe OOCTHUraeTcs KOHKPETHOE YCBOEHHE Y4eOHOTro
MaTepuaga, pa3BUBAIOTCS TEOPETUYECKHE CIOCOOHOCTH, CTOJIb BaXKHbIE JJIsI COBPEMEHHOM
HOJArOTOBKU CIIEHUANUCTOB. DOpMBI CaMOCTOSATENbHOW pabOThl CTYIEHTOB IO JAUCLUIUIMHE:
HalMCcaHUe KOHCIEKTOB, IOJrOTOBKa OTBETOB K BOIIpOCaM, HamucaHue pedeparoB, pelieHue
3a/1a4, UccieloBaTeNIbecKasi paboTa, BHIITOJIHEHNE KOHTPOJIBHOM paObOThI.

3aaHus JUId CaMOCTOATENBbHOM paboThl BKJIIOYAIOT B ce0s KOMIUIEKC aHAJTUTHUYECKUX
3a/laHuil BBINIOJIHEHUE, KOTOPBIX, MpEANojaraeT TUIAaTeJIbHOE H3Y4Y€HHE HaydHOM U y4yeOHOH
JUTEPATYyphl, IEPUOJANYECKUX U3/IaHUH, 4 TAK)KE 3aKOHONATENIbHBIX U HOPMATHUBHBIX JOKYMEHTOB
npeiaraeMeix B 1.6.4  «YyeOHas  smaTepaTypa M pecypchl  MH(OpMaIMOHHO-
TEJIEKOMMYHUKalMOHHON CEeTH «MHTEpHETY, y4eOHO-METOINYECKOe o0ecrieueHue
CaMOCTOSITENIbHOM paboThl OOyyaroumMxcsd IO AUCLHUIUIMHE». 3aJaHusd NPEJOCTaBISIOTCA Ha
IIPOBEPKY B [1€YaTHOM BH/JE.

Pexomenmanuu no paéore c JiuTepaTypoii

[Mpu m3yyeHnn Kypca ydeOHOW AMCIUIUIMHBI 0CO00€ BHMMAaHHUE CIEyeT OOpaTuTh Ha
PEKOMEH1YeMYIO0 OCHOBHYIO M JJOTIOJIHUTEIbHYIO JIUTEPATYPY.

BaXHBIM 3J1€MEHTOM TOJTOTOBKH K CEMHHApY SIBIISIETCS TIIyOOKOE M3ydeHHEe OCHOBHOW H
JIOTIOJTHUTEIBHON JTUTEepaTyphl, PEKOMEHIOBAHHOM MO TeMe 3aHATHs, a TaKXKe MEePBOMCTOYHUKOB.
[Tpu 5TOM TOJIE3HO MPOUYUTAHHYIO JTUTEPATYPY 3aKOHCTIEKTHPOBaTh. KOHCIIEKT HODKEH OTBEYaTh
TpeM TpeOoBaHUSIM: OBITh COAEP)KATENbHBIM, [0 BO3MOXXHOCTU KpPaTKUM M IPAaBUIBHO
0(hOpMJIICHHBIM.

ConepkaTenbHBIM €ro CIelyeT CUMTaTh B TOM Cllydyae, €Clii OH INepeJaeT Bce OCHOBHBIE
MBICJIH aBTOPOB B IIEJIOCTHOM BHJIE. V3JI0KUTH TEKCT KPAaTKO — 3TO 3HAYUT MEpeNaTh COAep KaHue
KHUTH, CTaTbU B 3HAYMTEIbHON Mepe cBOMMHM cioBaMu. IIpu 3ToM cieayeT mpuaepkKuBaThCs
NpaBUiIa - 3aIHCHIBATH MBICIb aBTOpa padOTHI JUIIB IOCIE TOrO, KaKk OHA XOpOIIO ToHsATa. B
TaKOM Clly4yae TMOCTaBJIeHHas 11eNb OyaeT TocTuruyra. L{luTupoBars aBTOpOB M3ydaeMbIX padoT (c
00s3aTeNbHOM CCHUIKOW HAa MCTOYHMK) CIEAyeT B TeX ClIydasx, €CJId HaJ0 3alUChIBaTh OYEHb
Ba)XXHOE ONpeieTIeHNEe WK MOJ0XKEeHne, 00001aroIuii BBIBOI.

Baxxno u BHemHee odopmileHHE KOHCIEKTa. B ero Hawaie Hano yka3zaTh TeMy
CeMMHapa, JaTy HalucaHUs, Ha3BaHUA JUTEPATYpHBIX HCTOYHHUKOB, KOTOpble OyayT
3aKOHCIEKTHpoBaHbl. [yOokas camocrosiTesnibHas paOoTa Haj HUMU OOECHEYMT YCIEUIHOE
YCBOEHHE N3Yy4aeMOH JUCIUTIIUHBL.

OmHMM W3 BaXHEWIIUX CPEICTB  CEPhE3HOrO  OBJAACHUS TEOpUEH  SBIAETCS
KOHCREeKmupoeanue nepeoucmouHuKos.

Jlnist cocTaBiieHUs] KOHCIIEKTa PEKOMEH/IyeTCsl CHavalla MpoYuTaTh paboTy LETUKOM, YTOObI
YACHUTD €€ OO CMBICH U cosiepxkaHue. [Ipi 3ToM MOXXKHO clienaTh IOMETKU O €€ CTPYKTYpe, 00
OCHOBHBIX TIIOJIOKEHMSIX, BBIBOJIAX, HAJ0 CTapaTbCsi OTIMYaTh B TEKCTE OCHOBHOE OT
BTOPOCTEIIEHHOT0, BHIBOJIbI OT apI'yMEHTOB M JJOKA3aTeNbCTB. ECM eCTh HEMOHATHBIE CIIOBA, HA0 B
SHITUKJIOTICIMYECKOM CJIOBape HAWTH, YTO 3TO CIOBO O00O3HA4aeT. 3aKOHYHMB uTeHHE (maparpada,
IJIaBBl, CTAaThM) HAJIO 33aTh cebe BOIPOCH! TAaKoro poja: B uem rimasHas Mpicinb? KakoBbl OCHOBHBIE
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3BEHbs J0Ka3aTelbecTBa ee? UTo BhITEKaeT U3 yrBepxAeHHi aBTopa? Kak 3To cormacyercs ¢ Tem,
YTO YK€ 3HaeTe O MPOYUTAHHOM U3 IPYTHX UCTOUHUKOB?

SICHOCTB M OTYETJIMBOCTh BOCTIPUATHS TEKCTA 3aBUCUT OT MHOTOT'0: OT COCPEIOTOYEHHOCTH
CTYJEHTa, OT TEXHHUKH YTEHHS, OT HACTONYMBOCTH, OT SPKOCTH BOOOpaKEHHUS, OT TEXHUKHU
(GUKCUpPOBaHHUS TPOYUTAHHOTO, HAKOHEI, OT OJpyIUIMd — OOmed U B KOHKPETHO
paccMaTpuBaeMoii mpooeme.

Pe3ynprarom mepBOHAYaIBLHOTO UTEHHUS JOJIKEH OBITh MPOCTON niaH mekcma u uemkoe
npeocmasiieHue O HeACHbIX Mecmax, OTMEYeHHbIX B KHure. Ilocrme mpeaBapUTEIbLHOTO
O03HAKOMJICHHUSI, TIPU TMOBTOPHOM UTEHUHU CIEAYET GblOeIUMb OCHOBHblE MBICAU aA8Mopa W UX
pa3BUTHE B MPOMU3BEJICHUH, OOpPATUTh BHMMAaHHE HAa OOOCHOBaHHE OTIENbHBIX MOJOXKEHHUI, Ha
METOJBI W (OPMBI JIOKA3aTEeNbCTBA, Hawboyiee spkue MNpuMepbl. B xome 3Toil paboThI
OKOHYATEJIbHO OTOMpaeTcss MaTepuan Jjs 3alliCh U OINpeAeNsieTcs] €€ BUJI: MIaH, Me3Uchl,
KOHCHeKm.

[Inan 5T0 KpaTKWii, MOcieAOBaTeNbHBIA MEpPEeYeHb OCHOBHBIX MBICICH aBTOpa. 3amuch
MPOYMTAHHOTO B BHUJIE TE3UCOB — ATO BBIABICHHME W 3alMCh OMOPHBIX MBICIEH TekcTa. PasHuia
MEXy IUIAHOM U TE3UCaMM 3aKJIOYaeTcsl B CIEAYIONIEM: B IUIAaHE MBICIb Ha3bIBaeTcs (CTaBb
BCEr/la BOMPOC: O YeM TOBOpHUTCS?), B Te3ucax — QGopmynaupyercss — (4TO UMEHHO 00 3TOM
roBopuTcs?). 3amuch OMOPHBIX MBICIEH TEKCTa BakKHA, HO TMOJHOTO TMPEACTaBICHUS O
MPOYMTAHHOM HA OCHOBAHMH IMOJOOHOM 3allMCH HE COCTABUIIb. BaXKHO OCMBICIUTH, KaK aBTOP
JIOKa3bIBaeT CBOIO MbIC/b, KaK yOexJaeT B HMCTUHHOCTH CBOHMX BBIBOJOB. Tak BO3HHKAaET
KOHCIIeKT. DopMa 3amucu, Kak Mbl YK€ OTMETHJIM, YCJIOXKHSAETCS B 3aBHCHMOCTH OT IIeJIeH
paboTHI: TUTaH — O YeM?; TE3UChI — 0 YeM? YTO UMEHHO?; KOHCIIEKT — O YeM? 4TO UMEHHO? Kak?

Koncnekt — 3TO KpaTkoe mocieoBaTelIbHOE H3JIOKEeHHE coaepkaHus. OCHOBY €ro
COCTaBIsieT IUIaH, TE3UChl M BBHIMHCKU. HemocTaTKu KOHCIEKTUPOBAHMS: MHOTOCIIOBHE,
[UTAPOBAHUE HE OCHOBHBIX, a CBA3YIOIIMX MBICIEH, CTPEMIICHUE COXPAHUTh CTHIIMCTHUYECKYIO
CBSI3aHHOCTh TEKCTa B yIIepO ero jorudeckoil cTpoitHocTu. [IpucTynarh K KOHCHEKTHPOBAHUIO
HEOOXOIMMO TOT/a, KOTJa CJIOXKWJIUCh HAaBBIKM COCTABJICHMSI 3allUCH B BHUJE Pa3BEPHYTOTO
MOJIPOOHOTO IJIaHa.

dopMa 3amuCH TPU KOHCIIEKTUPOBAHUHU TpeOyeT 0coO0ro BHUMAHUS: Ba)KHO, UYTOOBI
COOCTBEHHBIE YTBEP)KIEHUS, PAa3MBILUICHUS HAJl MPOYUTAHHBIM, YETKO OTICISIIUCH MPH 3aMUCH.
Pa3zymHee BBIHOCHTH CBOM NMOMETKHM Ha IIUPOKHE TOJISI, 3alMCHIBATh HA HUX JOIMOJHHUTEIIbHBIC
CIIPaBOYHBIC JaHHBIE, TOMOTAIOIINE YCBOCHHIO TEKCTa (JaTa COOBITHS, YIIOMSHYTOTO aBTOPAMU;
CBEJICHUS O JIUIE, Ha3BaHHOM B KHUTE; TOYHOE COJIepKaHUE TepMHHA). ECu KOHCHEKTUpYeTCs
TEKCT BHYIIUTEIHHOTO 00beMa, HEOOXOAUMO YKa3bIBaTh CTPAHMIIBI KHUTH, KOTOPHIE OXBATHIBAET
Ta WM UHAs 9acTh KOHCIIEKTA.

s ynoOcTBa MONMB30BaHUS CBOMMHU 3allMCSMU Ba)XKHO O03arJIaBUTh KPYIHBIE YacTH
KOHCIIEKTa, TOAYEpKHUBas 3azos106ku. ClenyeT TMOMHUTH O HA3HAUYEHHWU KPacHOM CTPOKH,
CTPEMUTBHCS K YETKOH rpaduke 3amucedl — ycTymamH, KOJIOHKaMu. M3narath TJaBHBIE MBICTH
aBTOpa M HX CHCTEMY apryMEHTOB  HEOOXOAMMO MPEUMYIIECTBEHHO CBOMUMH CJIOBaMH,
nepepabarbiBasi TakUM 00pa3oM HHQPOPMAIUIO,— TaK MPOXOAUT YSICHEHHE €€ CYTH. MBICb,
¢dpasbl, MOHATHIE B KOHTEKCTE, MOTYT NMpHUoOpecTr Oojiee MpOoCTpaHHOE M3NIoKeHHe B 3anmucu. Ho
TEKCT OpHWTMHANAa CBEpPTHIBACTCSA, U CTYACHT, OTpadaThiBas JOTUYECKOE MBIIUICHUE, YYUTCS
BBIJICNIATH TJIABHOE M 0000IIaTh OJHOTHUITHBIE CYXACHUS, OTHOpOoIHbIE (hakThl. Kpome Toro, nenas
3amrcu CBOMMHU CIIOBaMH, 0000111asi, CTYJACHT YYUTCS MTUCBMEHHOW peuHu.

3HaHue oOIIel CTpaTeruy YTCHHS, TEXHUKH COCTaBJICHUE TUTAaHA U TE3WCOB OMpEAeIseT 1
TEXHOJIOTHIO KOHCIIEKTUPOBAHMUSL:

. BHUMATEJIbHO YUTAaTh TEKCT, IOIIYTHO OTMEYasi HENOHATHBIE MECTA, HE3HAKOMBIE TEPMHUHBI U
NOHATHA. Boinucams na nons 3Ha4eHNE OTMEYEHHBIX TOHATHH.

. Opd TEpBOM UYTEHHM TEKCTa HEOOXOAMMO COCTaBUTb €r0  MPOCHMONl  NIaH,
IIOCJIEIOBATEIIbHBIN IIEPEYEHb OCHOBHBIX MBICJIEH aBTOpA.

. OpY IOBTOPHOM 4YTEHHHM TEKCTa BBIACIATh CUCHIEMY OOKA3amenbCmeé OCHOBHBIX

MOJIOXKEHUH pabOTHI aBTOPA.
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° 3aKJIIOYNTENIBHBIN ATall paGOTbI C TCKCTOM COCTOUT B OCMBICJIICHUH PAHCC OTMCUYCHHLBIX MCCT
Hn ux KpaTKOﬁ HOCHCHOB&TCHBHOﬁ 3aI1nucCu.

o IIPY KOHCIIEKTUPOBAHUU HYKHO CTPEMUTHCS 8bIPA3UML MbICTb AGMOPA CEOUMU CLOCAMU,
3TO moMoraet 6osee TIy00KOMY YCBOCHHIO TEKCTA.
. B pamMKax paOoTbl HaJ] NEPBOMCTOYHUKOM BaXKEH yMENbli omoop yumam. Heobxonumo

YUUTHIBaTh, HACKOJIBKO SIPKO, OPHUTHHAIBHO, CKAaTO W3JI0XKEHa MbICHb. lluTupoBarh
HEOOXOJUMO TE CYKICHHUS, Ha KOTOPbIC BIIOCJICICTBUM BO3MOXKHA CChUIKA KaK Ha
ABTOPUTETHOE U3JI0’KEHUE MHECHHUS, BEIBOJIA TIO TOMY WJIM HHOMY BOTIPOCY.
KoncnektupoBath 11e51eco00pa3HO He Ha OTJEIBHOM JIMCTE, a B OOIIel TeTpaju Ha OJHOM
cTpanune Jucra. OOOpoTHAs CTOpPOHA JIMCTA MOXKET OBITh HWCHOJB30BaHA [UIS JIOTIOJHEHUH,
HEOOXOJUMOCTh KOTOPBIX BBIICHHTCS B JajbHeWIeM. [IpM KOHCIIEKTHPOBAHUHU JIMTEPATYPhI
CIIEyeT OCTaBUTh IUPOKHE TOJISA, YTOOBI 3aIMCaTh Ha HUX IUIAH KOHCHEkTa. [loist Moryt OBITH
WCIIOJIb30BaHbI TAKXKE JIJIS 3alIUCH CBOMX 3aMEYaHHM, JONOJHEHUH, BOIPOCOB. [IpH BBICTYIUIEHUU
HAa CEMHHApE CTYICHT MOXET TIOJb30BAThCS CBOMM  KOHCIIEKTOM JUIS  ITUTHPOBAaHUS
NIEPBOMCTOYHUKA. Bce oOydarommecss BHUMATEIbHO CIIYIIAKOT BBICTYILICHUS OJHOTPYIITHHUKOB,
OTMEYAIOT CIIOPHBIC WJIU OIIMOOYHBIC TOJOKECHUS B HUX, BHOCSAT IMOMNPABKH, MPEICTABISIOT CBOH
peleHust 1 000CHOBAaHUS 00CYK/IaeMBbIX MTPOOIIEM.
B konIe cemmuHapa, Korja mpernogaBaTelb MOBOJUT UTOTH 3aHITHS, CTYJACHTHI C YI€TOM
PEKOMEH 1Al TIPeroIaBaTelsl U BBICTYIUICHHI COKYPCHHKOB JIOTIOJHSIOT HITU UCTIPABJISIOT CBOM
KOHCIIEKTEI.

PexomeHnaanum no noAroToBKe K NpOMe:KyTOYHOH aTTeCTAlMH

K cpaue 3adera 1o OUCHUIUIMHE JOMYCKAIOTCS CTYACHTHI, MOJYyYUBIINE HE MEHbIe 60
OasioB mpu  Tekyuiedl arrectanuu. [Ipy moAroToBke K 3a4yeTy CTYAEHT BHHMMATEIbHO
IpOCMaTpPUBAET BOMPOCHI, IPEyCMOTPEHHbIE B paboueil mporpaMmme, U MpoJI0JIKAeT 3HAKOMHUTHCS
C PEKOMEH/I0BaHHOU nuTeparypoid. OCHOBOU ISl cauu 3adeTa CTYJEHTOM SIBIIACTCS WM3y4deHUE
KOHCIIEKTOB 0030pHBIX JIEKIIUN, MPOCTYIIAHHBIX B TEYEHHUE ceMecTpa, MH(OOpPMALIUK TOTy4YeHHOU
B pe3y/lbTaTe€ CaMOCTOSITEIbHOM PabOThl U MOJYYEHHE MPAKTHUECKUX HABBIKOB IPU PEIICHUU
3a/1a4 B TEYEHHE CEMECTPA.

OyHaaMeHT JI000ro y4eOHOro Kypca 3aKiaJblBaeTcs Ha JIGKIMOHHBIX U IMPAaKTHYECKUX
3aHATUAX, @ TAKXKe MPU NOAroToBKEe K HUM. HeoOxoaumo BbIpaboTaTh cepbe3HOE OTHOIIEHHE K
KOHCIEKTY JIEKIMI1, KOTOPBIA JOKEH B MOJHOM 00bEME OTpa)kaTh COJEpKaHUE JEKIUH. 3anucu
TOJKHBI OBITh aKKypaTHbIMU. JKenarenbHO 0c000 BBIIEIUTH BCE ONPEJCICHUS U KITHOYEBHIE
MOMEHTHI JeKIuu. Ocobo cieayer OTMETUTh, YTO, HECMOTPSI Ha MPAKTUYECKYIO0 HAIpPaBJIE€HHOCTh
CeMMHAapOB U BBIMOJIHEHHE BCEX 3aJaHUH Ha KOMIBIOTEpE, CTYyJeHTaM Heo0X0AUMO
CaMOCTOSITENIbHO 3aIlMCBIBATH KIIFOUEBbIE MOMEHTHI 3a/laHUi B KOHCIEKT, JOMOJHSSA JeKIuu. B
cllyuae HEJONMOHHMMAHMsI HEKOTOPbIX MOMEHTOB HEOOXOJMMO 00s3aTelbHO 00pamaThest K
IIPENOAABATENIO 32 KOHCYJIbTAIIUEH.

Jlnst  OGosiee  yCHENIHOTO  OCBOEHHUS ~ MaTepuajia  HEOOXOJUMO  HCIIOJIb30BaTh
JOTIONTHUTETIFHYI0 JUTEepaTypy. YYeOHHK HYKHO HE TPOCTO YHUTaTh, a H3ydaTh; OCHOBOM
3alIOMUHaHMS ABJISETCS TOJIBKO TTOHMMaHue npouynTaHHoro. Heo6xonauMo BbIpaboTaTh MPUBBIUKY
CUCTEMAaTUYECKOW CaMOCTOSTENbHON pPabOThI, «HATACKUBAHME» K JK3aMEHy WM 3a4eTy JaeT
CJ1a0blif 1 TOBEPXHOCTHBIN pe3ysbTar.

Jlns ycnenrHoM cjauu 3a4eTa CTYACHT JOJDKEH 3HAaTh U MOHUMATh JIOCTATOYHO COJIMIHBIN
o0vem Marepuana. He oTkiazgpiBaiiTe mpoliecc 3aydyuBaHUsl Ha MOCIEAHHUE JHU TEPE]] 3aU€TOM.
[ToaroroBka J0JI’)KHA BECTUCH C MEPBbIX JIEKIIHIA.
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6. YueOHasi iuTepaTtypa u pecypchbl HH(POPMANNOHHO-TEJIEKOMMYHUKANIMOHHOM CeTH
"UHTepHer', BKJIKOYAS  NepedyeHb  Y4eOHO-MeTOAMYECKOro  olecmeyeHMsl  JJIs
CaMOCTOSITE/IbHOI PadoThl 00y4aAIOIIMXCH MO IUCHUILIHHE

6.1. OcHoBHas TUTEpaTypa.

1. OcHoBbl HHGOPMAITMOHHOMN 0€30MaCHOCTH XO35HCTBEHHON AESITETbHOCTH:
yuebHoe mocooue / N.IT. Muxues; BdO ®I'BOY BIIO «Poccuiickas akanemusi HapOJIHOTO
XO34MCTBA W TOCYNApCTBEHHOW CiykObl». — Bomrorpaa: M3a-eo B® OI'BOY BIIO
PAHXuI'C, 2013. — 144 c.

2. I[lmaronoB B. B. [IlporpammHo-anmapaTHble CpeACTBa  3alllUThI
uHpopmanuu: yueOHuk. / M.: M3n. uentp "Axkanemus". 2014.

3. Mamok, A.A. BBenenne B MHGOPMAIMOHHYIO 0€30MaCHOCTh: yueOHOe
nocobue. I'opsiuas muHus-Tenexom.2011. Pexnm JOCTYTIA:

http://www.iprbookshop.ru/11979.- 3bC «IPRbooks»
6.2. JlonostHMTEIbHAS JIUTEPATypa.

1. KysueunoB M.H. busnec-6e3onmacHocTs [DNEeKTpOHHBIN pecypc]: yueOHoe mocobue. M.:

Hamkos u K. 2012. Pexxum noctyna: http://www.iprbookshop.ru/10906.— 3BC «IPRbooks»

OBC Jlans http://lib.ranepa.ru/base/abs-izdatelstva--lan-.html#

3BC IPRbooks http://lib.ranepa.ru/base/abs-iprbooks.html

DIIEKTPOHHOE U3aTEIIHCTBO «OPAMT» http://www.biblio-online.ru

JokTpuna napopmarmonHoi 6ezonacHoctu PO (yrB. [Ipesunerrom PD 09.09.2000).

3akoH P® “O rocynapcreenHoil Taiine” Ne 5485-1 ot 21.07.1993 .

3akoH PO “O06 undopmariu, THPOPMAIIMOHHBIX TEXHOJIOTHIX U O 3amuTe nHpopmanun” Ne

149-@3 ot 27.07.2006

3akoH P® “O xommepueckoii Taitne” Ne 98-03 ot 29.07.2004 1.

bk V. UHTepHeT: mpoTokoinsl 6e3onacHocTu: YuebHsii kype. CII6.: [Tutep-mpece, 2012.

10. B3uma B.M., Momnossa A.A., Momnnossa H.A. bBe3omacHOCTH TJIOOANBHBIX CETEBBIX
texnosoruil. CI16: BXB-IlerepOypr, 2014.

11. KommbroTepHas mpecTynHOCTb W HH(opmanmoHHas OezonmacHocTh /Ilog obmi. pex. A. IL
Jleonosa. Mu.: APWUJI, 2014.

12. MonmossiH A.A., Momnossa H.A., CoseroB b.f. Kpunrorpadus. CII6.: M3mgarenscTBO
«Jlauby, 2013.

Noakown

© ®

6.3. Y4eOHO-MeTOoqUYeCKOE 0O0ecTIeYeHHe CAMOCTOATEIbLHOH padoThI.

CamocrosTenbHas paboTa sBISETCS HEOTHEMIIEMBIM 3JIEMEHTOM ydeOHoro mporecca. lpu
CaMOCTOSITENIbHON paboTe TOCTUraeTCsl KOHKPETHOE YCBOEHUE Y4eOHOr0 MaTepHaa, pa3BUBalOTCs
TEOPETUYECKHE CIIOCOOHOCTH, CTOJIb Ba)KHBIE JJISI COBPEMEHHOM IOATOTOBKH CIEIHAIHCTOB.
@opMBI  CAaMOCTOSITETFHOM pPa0OTHl CTYIEHTOB MO AMCHMIUIMHE: HamucaHHe KOHCIEKTOB,
MOJrOTOBKAa OTBETOB K BOIPOCAaM, HamucaHue pedeparoB, pelieHHe 3ajad, MCCIe0BaTeNIbCKas
paboTa, BEIIOJTHEHHE KOHTPOJIBHOU PaboThlI.

CamocrosTenbHas paboTa CTyJIeHTOB MO jauciumuiuHe «OCHOBBI  MH(OPMALMOHHON
0€30I1aCHOCTH XO3SIHCTBEHHOH JIETEIbHOCTIY BKJIFOUAET CIEYIOIUE BUIbI PAOOT:

6.3.1. CamocTosiTesibHAst pad0oTa M0 U3YYEHUIO TeM TUCHUTIIHHbI

3a,I[aHI/ISI JIIA CaMOCTOSATEIbHOU pa6OTBI BKJIIOYAIOT B Ce0d KOMIIJIEKC aHAIUTHYECKHX
3aﬂaHHﬁ N 3JICKTPOHHBLIX TECTOB BBIMIOJIHCHUC, KOTOPLIX, MPCAINOIAaracT TIIATCIBHOC U3Y4YCHHC
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Hay4YHOM M yueOHOH nuTepaTypbl, NMEPUOAWYECKHX H3IaHUN, a TaKXKe 3aKOHOJNATENbHBIX WU
HOPMATUBHBIX JOKYMEHTOB IpeJUlaraéMbiX B 1.9 «YueOHO-MeToquueckoe U MH(POpMallMOHHOE
oOecnieueHne AUCUUILIUHBDY. 3alaHus [IPEIOCTABIIAIOTCS HA MPOBEPKY B JIEKTPOHHOM BUJE WU
Ha OyMa)XHOM HOCHTEJIE.

3agaHus 1J151 CAaMOCTOATEIbLHOM padoThI:

Tema 1. 3ammTa 0pHCHBIX JOKYMEHTOB.

PaccmaTpuBaemble BOIpOCHI:

3amura fokymeHToB Microsoft Word oT HecCaHKIIMOHUPOBAaHHOT'O JIOCTYIIA.

3ammra 1okymenToB Microsoft Word oT HeCaHKITHOHUPOBAHHOTO U3MEHEHHS.

3amura fokymMeHToB Microsoft Excel oT HecaHKIIMOHUPOBAaHHOTO U3MEHEHHUS.

3ammra fokymenToB Microsoft Excel oT HecCaHKIIMOHUPOBAHHOTO JIOCTYTIA.

3agaHus U1 CaMOCTOSITENIbHOTO BBITTOJIHEHMSL:

3amura qokymenToB Word.

1. Coznaiite Ha qucke D: B mamnke Baiieil Tpymnbl manky 3amuTa oduca.

2. HaGepure B pemaktope Word HpOM3BONBHBIN TEKCT M COXPAaHUTE €ro B Tamke 3amura
odwuca moa umerem documentl.

3. Beibepute mento CepBuC — Y CTaHOBUTD 3aIIUTY.

4. 3anperuTte n00bIe U3MEHEHUS KPOME 3alKCH UCIIPAaBIICHUH U 3a/1aiiTe maposb 12345,

5. TlonpoOyiiTe OTpEeAaKTUPOBATH CBOH TEKCT. YHAUTE HEKOTOPBIC CIIOBA W JOMHUIIUTE
HoBble. [lonpoOyiiTe npunsaTh Bece ucnpasieHus (Cepsuc — Mcnpasnenust — [IpuHATE/OTKIIOHUTH
ucnpasienusi). OOpaTUTe BHHMaHHE, YTO BCE HW3MEHEHHS B JIOKYMEHTE (UKCHUPYIOTCS, HO
HPUHATH/OTKJIOHUTH UX HEBO3MOXKHO.

6. 3aKpoiiTe TOKYMEHT, COXPAaHUB €rO.

7. OTKpoiiTe JOKYMEHT U MONPOOYHTE MPUHATH UCIIPABICHHUS.

8. CHumute 3amury nokymeHTa. Boioepute meHio CepBuc — CHATH 3alllUTy U BBEIUTE
aposb.

9. IlonpoOyiiTe MpUHATH BCEe UCIPaBIIEHUsS. Y O€IUTECH, YTO UCTIPABICHUS PUHSTHI.

10. 3aHOBO 3aIUTUTE TOKYMEHT, KPOME 3aIllUCH UCIPABIEHUI U 3aKPONTE €ro, COXPAHUB.

11. Habepute HOBBIM JOKYMEHT (OTJIMYHBIM OT MEPBOT0) M COXpaHUTE €ro (ImoJ MMEHEM
document?2) B nmamnke 3amura oduca.

12. YcraHoBuTE 3alIMTY 3TOrO JOKYMEHTa, BbIOpaB MeHi0 CepBUC — YCTaHOBUTH 3aLUTY U
3aIrpeTuB JII00ble M3MEHEHNs KpOMe BCTaBKH MpUMedaHuil. 3anaiite napoiss 12345.

13. TlonpoOyiiTe OTpEeTaKTUPOBAThH TOKYMEHT.

14. BeraBbTe 1Ba mpuMeuaHus K J00bIM pparmMeHTaM. MeHto Beraska — [Ipumeuanue.

15. TlonmpoOyiiTe N3MEHUTH OJJHO MIPUMEUAHUE U YAAIUTH IPYroe.

16. 3akpoiiTe JOKYMEHT, COXpPAHUB €TO.

17. Co3paiite Tpetnii nokyMeHT B Word, coxpaHuTe ero B mamnke 3amura oduca 1mojJ iMeHEeM
document3. YcranoBuTe Ha HErO 3alIUTY, 3APETUB JIOObIE U3MEHEHHS, KPOME BBOJA JaHHBIX B
nosist popm. 3anaiite napons 12345.

18. TlompoOyiite oTpeaakTHpoBaTh JOKyMeHT. IIpocMOTpuUTE NYHKTBI MEHIO, YTOOBI
BBISICHUTH Baiii BO3MOKHOCTH 110 peJaKTUPOBAHUIO JOKYMEHTA.

19. CHumMuTE 3aIIUTY C JOKYMEHTA.

20. Pasbeiite Bam JOKYMEHT Ha JBa pasnena. (YCTaHOBUTE Kypcop B MECTO pa3pblBa U
BbIOepuTe MeHto BeraBka — Pa3pbiB — HoBBII pa3zien Ha TeKylel cTpaHuLe).

21. YcraHoBHTE 3alIUTY HA TOKYMEHT, 3alPETHUB JIO0bIC U3MEHEHHS, KpOME BBOJIA JITAHHBIX B
nois ¢popm. Mcnonb3ys kHONKy Paszzensl, ycTaHOBUTE 3allpeT TOJIBKO Ha BTOpOH pasaedn. [lapoib
12345.

22. [lonpoOyiTe OTpeAaKTHPOBATH MEPBBINA U BTOPOI pa3aesbl JOKYMEHTA.

23. 3aKpoiTe TOKYMEHT, COXPAHUB €TO0.
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24. Co3paiite yeTBepTHI TOKyMEHT B peaakrope Word M coxpaHure ero B nake 3aimiura
oduca moa umerem document4.

25. Beibepure mento Cepsuc — Ilapamerpsl, 3aTeM Bkiaaky CoxpaHneHue.

(Ecmu Bwr pabotacte B Word2t3 minm XP, 1o Hamo BbIOpaTh BKIAAKy be3omacHOCTb.
[TocMoTpHTE BO3MOXKHOCTH 3TOW BKIaAKu. OOparure BHUMaHHE HA (QUIaXOK «Y IalATh JIMYHbIC
cBeZieHMsI U3 (ailsia mpU ero COXpaHEeHUn»).

26. 3anaiite napoib 7777 Ha OTKpBITUE (aiina.

27. 3akpouiTe (aily, cOXpaHHWB €ro, 3areM NOompoOyHTe OTKpbITh. IlompoOyiite BBecTH
HENPAaBWIbHBIN 11apOJIb, a 3aT€M OTKPONTE TOKYMEHT C IIPABUJIbHBIM [1apOJIEM.

28. Co3paiiTe mATHIM TOKYyMEHT B penaktope Word ¥ coxpaHuTe ero B make 3ammra oduca
noj uMeHeM documents.

29. Beibepute mento Cepsuc — [lapametpsl, 3atem Bkiaaky bezonacHocts (CoxpaHeHue 1is
Word2000) u 3agaiite mapons pasperienus 3amucu 9999.

30. 3akpoiiTe TOKYMEHT, COXpPaHHUB €ro M MONpPOOYHTE CHOBa OTKPHITh. BriOepute pexum
TOJIbKO uTeHHus. OTpenakTupyiTe JOKYMEHT U MonpoOyiTe ero coxpaHuTh. CoxpaHUTE Kak
document5_1.

31. IlonpoOyiiTe oTKpbITH (haiin documentS 1.
32. 3akpoiite Bce ¢ailiibl U MOKAKUTE PE3yNIbTaT MPEroaaBaTesio.
3amuTa nokymeHToB Excel.
1. 3anyctute Excel u co3paiite cnenyromyto Tadbauiy
jol71e) Oknapg, Mpemuna Utoro

2. 3anonaHUTE €€ AJs IPOU3BOJIBHBIX TPEX YEJIOBEK, BBOJS IPOM3BOJIbHBIC YUCIIA U CYMMUPYSI
ux B rpade Uroro.

3. [TocTpotite kpyroByto nuarpammy 1o ctonodiry Mroro.

4. Coxpanure ¢aiin B manke 3amura opuca noj umeHeM probal.

5. CoxpanuTe 3TOT ke ¢aitn B manke 3ammura oduca emie pa3 1moj UMeHeM proba?2.

6. 3akpoiite (aiin proba2 u otkpoiite Qaiin probal.

7. Boibepute mento CepBuc — 3ammuTa — 3alllUTUTH JTUCT U 3ajaiTe napoisb 1111.

8. ITompoOyiite oTpenakTupoBaTh JucT. [lepeiiaute Ha JIuct2 u monpoOyiiTe BBECTH JaHHBIE.

9. YcraHoBuTe 3alIUTy BTOPOTO JIUCTA C maposiem 2222,

10. Cuumure 3amury c Jlucral. HMcnonssyiite meHro CepBuc — 3amura — CHATH 3alIUTY
JHCTA.

11. Ycranosure 3aunmry Jlucral, oTMeTHB TOJbKO (Iakok 3amiura jUcTa B OTHOLICHUH
00BEKTOB M 33aB napois 1111.

12. [TonpoOyiiTe N3MEHUTH 1aHHbIE B Aueiikax. [lonpoOyiiTe U3MEHUTH UarpaMMy.

13. 3akpoiite (aiisr, COXpaHUB €rO0.

14. Otkpoiite ¢aitn probal u momnpoOyiiTe BHECTH M3MEHEHHUs Ha MEpBBIN JIUCT, 3aTE€M Ha
BTOPOU.

15. 3akpoiite ¢aiin probal u oTkpoiite aiin proba2.

16. Beibepute mento CepBuc — 3amura — 3amUdTUTh KHUTY. OCTaBbTE OTMEUEHHBIM TOJIBKO
¢naxoxk CTpykTypy M 3aaaiiTe maponb kniga (mpoBepbTe, 4ToOBI ObLIa BKIIIOYEHA aHTJIMKACKas
packiaaka)..

17. IlonpoOyiiTe U3MEHUTH TaHHBIE HA JIUCTE. Y OeUTECh, YTO U3MEHEHUS BO3MOKHHBI.

18. TlompoOyiiTe ynaauTh NepBbI JUCT (Mp. KHOMKAa MBIIIM Ha SIpJibIKe JIUCTa BHU3Y
CTpaHHIIbI).

19. 3akpoiite (aiin, coxpaHUB U3MEHEHHS, U 3aHOBO OTKpOWTe ero (probal).

20. Caumurte 3amury ¢ kHuru. Mento Cepsuc — 3amura — CHATh 3aIIUTY KHUTH.

21. YcTaHoBUTE 3alIUTY KHUTH, OTMETHUB 00a (hjIakKa U yCTAaHOBHB MapoJib kniga2.

22. [lonpoOyiiTe U3MEHUTH JTaHHBIE HA JIUCTE.

23. Beibepute merro OkHO — CKPBITh U BBEIUTE MApPOJIb.
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24. 3akpoiite (aiin, COXpaHUB U3MEHEHHUSL.

25. Otkpoiite ¢aiin proba2. Yoenurech, 4T0 OKHO HE OTOOpaKaeTCs U JaHHBIC HE BUTHBI.
26. Beibepure meHt0 OkHO — OTOOpa3UTh U BBEIUTE MAPOJIh.

27. CKpoiiTe OKHO U 3aKpoiTe (haiij, COXpaHUB U3MECHCHHS.

28. Ilokaxkute pe3yibTar MPEnoJaBaTelo.

29. CHUMUTE 3alTUTy CO BCeX BaIuX (ailios.

Jlureparypa:

www.microfoft.com

JleKunMoHHBI MaTepuail.

Tema 2. [TocTpoenue Moienu yrpos.

PaccmaTpuBaemMble BOIIPOCHI:

Knaccudukanus atax.

Kananb! yreuku nundopmanuu.

[ToHsiTHE YTrpO3BI.

HicTouyHUKH yrpo3 U UX KiacCupuKaIus.

ITocTpoeHnne Mozaenn yrpos.

3amanus A CaMOCTOSITENIbHOTO BBIOJHEHUS:

[Toctpoiite Momenb yrpo3 s HEKOTOPOH OpraHu3alliH, 3allOJHUB MPUIATAEMYI0 TaOIUILY
TakK, 4YTOObl B sueiike cTosa «l», ecnu yrposa, yKasaHHas B JAHHOW CTPOKE MPUMEHHMA IS
00BbEKTa, YKa3aHHOT'O B JAHHOM CTOJIOIIE.

mar,
HUT Cpeac
Konup peA
Hbl [CeT TBa
osanb el|ob noap
mo |Cucl|kna|Mp| Ho- Ten o
Hocl|ane HOM n
HUT| T |BMA|MHT|MHOX ed
MNepeyeHb UCTOYHUKOB uTe|KTp oXxpaH
MyTn peanusauum op |6no|Typ| ep | utens OH .
yrpos m lonn HOM
bl | KM | @ | bl | Hble bl
WH [TaH CUrHan
annap
¢- [una n3aum
aTbl
um "

AHTPONOreHHble UCTOYHUKU Yrpo3

VIHTepec nlyTeuKka 3a cyeT areHToB

npegHamepeHHble BusyanbHasa u poTo pa3BesKa

neiicTBuA  KPUMUHANBHBIXE 10k poBaHmMe MHbOpMaLMK
CTPYKTYP M NPEecTynHbiX

1 _ Moaudurkauma nHdopmauum
rpynnvpoBok; YHUuTOXKEHNE NHPOPMaL K
MpumeHeHWe 3aKNagoK
Perncrpauuna HaBogoK
MpegHamepeHHble YTeuka nHdbopmauum
neiictemns BusyanbHana 1 $oTo passesKa
BCNOMOraTeNbHoro BaokuposaHue nHdopmaLmm
2 |nepconana (ybopuimkwy, MoaundurKaumsa nHdopmaumnm
oxpaHa)
YHUuTOXKEHNE NHPOPMaL K
MpumeHeHWe 3aKNagoK
OwnbKM nonb3osatener  |bnokMpoBaHMe MHPopMaLUm
3 MoaunduKauma nHdopmamm
YHMuTOKEHWE MHPOpMaL UK
4 OwwnbKM nporpammnctoB  [BaokupoBaHMe MHbOpPMaLMK

MoaundurKkaumsa nHdopmaumnm
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|VH nuyToXKeHue nHbopmaunm

[TeXHOreHHble UCTOYHUKUN Y

rpos

C6boM B KaHanax nepeaauu

BAoKMpoBaHMe MHGopMaLmm

5 v cpeacTtBax cBssy;
PEA ! YHWYTOXKEHME nHGOopMaLmn
C6ou B cpeacTBax|baokuposaHue nHbopmaumm
6
S/IEKTPONMUTAHNA YHUuTOXEHMe nHGopMaLmm
Bo3moXKHOCTb aBapuit  B[BaoKMpoBaHWe MHbopmaLmMm
NHMKEeHepPHbIX
7 |(BomocHabxeHuns, 5
HUYTOXKEHNE MHbOPMALLMM
KaHanM3aumm) 7 bopmav,
KOMMYHMKALMOHHbIX CETAX
BHellHWe CTUXUITHbIE UCTOYHUKU
g Bo3MOXKHOCTb yparaHoB YHUuYTOKEHUE MHPOopMauun
BAoKupoBaHue nHpopmaLmm
Bo3morKHOCTb aBapuU|YHMUTOXKEHNE MHDOPMaLUK
9 [6aun3nexawmx =
KM HUWe UH Mauuu
NpoMmblLeHHbIX 06bekTos |*/1OKNPOBAHNE bopmat,
10 [Bo3moxHocTb noxapos YHUuTOXKEHNE MHPOpMaL MK

Jluteparypa:

1. JIeKuMOHHBIN MaTepHall.

2. OcHOBBI HHPOPMALIMOHHOM 0€301MaCHOCTH X03SIICTBEHHOH IEATEILHOCTH: YaeOHOe
nocobue / N.I1. Muxues; BO ®I'bOY BIIO «Poccuiickas akaaemMus HApOIHOTO
XO03sICTBa U rocy1apcTBEHHOM Cityk0b1». — Bonrorpaz: M3a-so BO ®I'EOY BIIO
PAHXuI'C, 2013. - 144 c.

3. [Inaronos B. B. IIporpammHo-anmnapaTHble CpeICTBA 3aLIUThl HHPOPMAIUH:

yueOHuk. / M.: 3. uentp "Axanemus". 2014.

Tema 3. Knnaccuueckne KpMnToOCHCTEMBI.
Paccmampusaemvle gonpocwi:

Knaccnueckas kpunrorpadus.

Kpunrocucrema Lle3aps.

Kpunrocucrema Buxenepa.

[IpaxkTnueckas peanusanus cucteMsl Buxkenepa.

ITonaTne MHOrOaN(aBUTHON KPUITOCHCTEMBI.

Kpunroananu3 MHOroan(paBUTHON KPUIITOCUCTEMBI.

Kpunroananus cucrems! Buxenepa.

Kpunroananus cucrems! «OqHOPa30BbINA OJIOKHOTY.
3aoanus 0na camocmosmenbHO20 GbINOIHEHUA!

1. Otkpoiite ¢aitn CRYPTOL.XLS u nocmoTpuTe Kak peann3oBaHa cucteMa Brkenepa.
2. Coznaiite B Excel cienyrontyro tabnuiry

OTKpBITBIA TEKCT

[Tapons

Kop OykB Tekcra

Kon 6ykB maposst

CymMa K0/10B OyKB

CymMma 1o MozyJio

Kpunrorekcr

3. BeeauTe B EpBYIO CTPOKY MPOU3BOJILHBINA TEKCT IO OJJHON OYKBE B KOXKIYIO STUCHKY.
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4. BBeauTe BO BTOPYIO CTPOKY TaOIMIIBI MTPOU3BOJIBHBIN MAPOJb MO OJHOW OYKBE B KaXKIYIO
aueiiky. Ecnu juiHa mapoisis MeHbIIe JUIMHBI OTKPBITOTO TEKCTa, TO HAa4HUTE HAOOp maposist
JaIbliie, IOKa HE 3aKOHYUTCS OTKPBITBINA TEKCT.

5. Ucnonb3ys ¢pyaknuro KOJACHMB, 3amonHuTe 4€TBEPTYIO M MATYIO CTPOKH TAOJMIIBI IS
OTIpeIeNIeHUs KOJIOB KaXKI0i OyKBBI OTKPBITOTO TEKCTA U APOJISL.

6. B nATOM CTPOKE CIIOKUTE TPETHIO U YETBEPTYIO CTPOKH.

7. Ecnu B msATOM CTpOKEe CyMMa MpEBBIIAET 255, TO B MIECTOM CTPOKE HEOOXOIUMO OTHSTH
255 ot uucna B nsaTou crpoke. Mcnonp3yiite Gpynkiuto ECJIN.

8. B cenpMoil cTpoke mosryduTe OyKBBI 3alIM(POBAHHOTO TEKCTA, UCIONB3Ys (HYHKIIHIO
CUMBOJL

9. CaMOCTOSITENbHO, MCHOJB3YsS OINMCAHHbIC BhIIIE (YHKIHMH, paclIu(pyldTe MOJIydeHHBINH
KpunToTeKcT. J{Jist 3TOro co3maite HUXKE MEPBOM TaOIUIBI BTOPYIO TaOIHILY.

10. Pacuupyiite TeKCT:

KCArz sl YHIKO6XDbr UbAbrprxUIIA'

UCTIONB3YS Mapoiib «mudp». [Ipu Habope TeKCcTa MPOITYCTUTE MPOOLITBI MEKTYy OyKBaMHU.

11. Pacuiudpyiite TeKcT:

EblAxI[Co bBoYOa Hlx VYbBI3IIO®dDd HlIlax dun 3363 PmMH
ak3

HE 3Has [apoJis, HO 3Hasl, YTO B 3alIM(PPOBAHHOM TEKCTE E€CTh CJIOBO UCTUHY.

Jlumepamypa:
1. JleKMOHHBIN MaTepHall.
2. OcHoBbl HHGOPMAITMOHHOI 0€30MaCHOCTH XO03SMCTBEHHO 1eATeIbHOCTH:

yuebHoe ocooue / U.I1. Muxues; BO ®I'BOY BIIO «Poccuiickas akajgeMusi HApOTHOTO
X035IHCTBA M TOCYAapCTBEHHOMU CiIyk0b1». — Bonrorpazn: M3a-so BO ®I'EOY BIIO PAHXul'C,
2013. - 144 c.

3. IInatonos B. B. IIporpammHo-anmnapaTHbsle CpeICTBa 3alUThI
uHpopmanuu: yueonuk. / M.: U3n. uentp "Axanemus". 2014.

Tema 4. Kpunrorpagusi ¢ OTKPBITHIM KJIIOYOM.
Paccmampueaemvie 6onpochwi:

Kpunrorpadus ¢ OTKPBITHIM KIFOUOM.

I'eneparnus kinroueBoii napel B mporpamme PGP.

Opranuzanus ooOMeHa KII0YaMHu.

HIudposanue nanubix B PGP.

[TonsiTHE 2EKTPOHHON MOAIKCH.

3ammTa JOKYMEHTOB JIEKTPOHHOM MONKCHIO B Tporpamme PGP.

[HudpoBanue u >MEKTPOHHAS TOAMHUCH JOKyMeHTOB B PGP.
3a0anus Ons camocmosamenbHo20 8bINOIHEHUS:

1. Bamyctute PGPtools (ITyck — [Tporpammer — PGP — PGPtools)

ITosiBUTCS MaHenb

NookrwnpE

25 PGPtools

FMEEEEIEE

2. BriOepuTe JIeByI0 KHOIKY C ABYMs Kitodamu. 3amyctutcs Moaynb PGPKeys co crimckom
BCex Kirouedl Ha Bamrem kommbiorepe. B mome Description ykazaHo, Kakoi 3TO KITFOY: TOJIBKO
oTkpbITHIH (public Key) mim kimoveBas mapa, T.€. OTKPBITHIN M CEKPETHBIN Kito4 B KomruiekTe (key

pair).

B
(v} o
3. Co3paiiTe HOBYIO KIIFOUEBYIO Mapy, HAXaB HA KHOIKY \2 Y BBIIIOJIHMB BCE IIAr'M MacTepa
CO3/1aHUS KIIFOYEH.
4. Coznaiite Ha aucke D: manky ¢ Ha3BaHueM Barmeii rpymisbl.
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5. DKCnopTUpyiTe CBOM OTKPBITHIM KJII0Y B 3Ty MAaIKy, HaXaB HA KHOIIKY —— U yKa3aB MyTb
1o Bameit manku. B kauecTBe Ha3BaHus (aiiyia ¢ KI0UOM yKakuTe Bamry ¢pamumuio.

6. Cxonmpyiite Bam daiin va cepsep (Server606) B nanky PublicKey.

7. UMmopTupyiTe U3 3TOH MaNKd YbH-IU00 JAPYTHE OTKPHIThIC KIHOYH. [[J1s1 3TOr0 HaXKMHTE

~a

Ha KHOIIKY = BBIOEpUTE MyTh U Ha3BaHUE (aiina.

8. Bakpoiite okHo PGPkeys.

9. 3amycture Word u HabepuTe NHCbMO KOMY-THOO, Y€l KIIOY BBl HUMIIOPTHPOBAIIH.
CoxpaHHUTe 3TOT TEKCT B BallIEH MaIlKe.

10. 3ammudpyiite 3TOT (Pailyl OTKPBHITHIM KIFOYOM ATOTO MOJb30BaTelNs. st 3Toro HaxmuTe
KHOITIKY Ha manenu PGPtools, ykaxkurte myTh U Ha3Banue Bamiero ¢aiina, a 3aTemM Kito4 B
nosiBuBmieMcsi okHe. Coxpanute 3amudpoBaHHbIl ¢aiin B Bamelr manke moa damMuiuend Toro,
KoMy BbI iucanu.

11. Cxonupyiite sToT (haiin Ha cepsep (Server600) B manky TextPGP.

12. Cxonupyiite U3 31oil nanku B Bamy nanky Ha aucke D: ¢aitn, anpecoBansbiii Bam.

13. Pacmudpyiite sT0oT (aiin, HaxkaB KHOIKY WU JBaXbl WICJIKHYB [0 HEMY
MBIIIKOM, a 3aTeM BHIOpaB Balr Kiro4 B CIIMCKE KITIOYEH.

14. Co3naiite emie oauH JOKyMeHT B pemaktope Word, coxpanuB ero B Bamieii manke Ha
nmucke D:

15. Iognummure 3TOT ¢aiin Bamieil MEKTPOHHON MOAMKCHIO. {151 3TOr0 HaXKMUTE KHOMKY

;
B
Ha nmanenu PGPtools, ykaxkute nyth u Ha3Banue Bamiero (aiina, a 3atem Barr kirod B

MOSIBUBILIEMCS OKHE.

16. OOparutre BHHUMaHue Ha ain moanucd B Bamied manke. OTKpOWTE €ro JABOMHBIM
LICITYKOM.

17. OtkpoiiTe noanucanublii Bamu ¢aiin u u3MeHUTe €ro, COXpaHUB U3MEHEHUS Ha JIMCKE.

18. Otkpoiite (aitn MOAMUCH IBOMHBIM ILEITYKOM ele pa3. YOeauTech, 4TO MOINHUCH HE
JNIEUCTBUTENLHA.

19. Co3naiire HOBbIIT mokymeHT B Word. Habepute HeOOIbIIOE MPEITIOKEHHE U CKOMUPYHTE
ero B Oydep oOMeHa.

20. {eaxHUTE MBIIIKOW IO KHOTIKE E Ha ITaHeNH! 33ja4d B PAaBOM HIDKHEM YTITy.

21. B nosiBuBmemcst MeHto Beioepute Encrypt Clipboard u ykaxwure Bamn kimrou.

22. Ha yncrom Mecte Bamero noxymeHTa BcTaBbTe TeKCT U3 Oydepa obmena (IIpaBka —
BceraButs). [losiBuics 3amm@poBaHHbIN TEKCT.

23. Cxommpyiite ero B Oydep oOMeHa U Mo aHAIOTUU ¢ ImudpoBaHueM pacmudpynTe ero,
BeIOpaB myHkT Decrypt&Verify Clipboard.

24. BeraBbTe pacmmgpoBaHHbIi TekeT u3 Oydepa oOMeHa.

Jlumepamypa:
1. JleknuoHHBIN MaTepural.

2. OcHOBBI WH(MOPMAIIMOHHON O€30MacHOCTH XO3SIMCTBEHHOM NIESTENBFHOCTH: yUeOHOe
nocobue / W.II. MuxueB, BO ®OI'BOY BIIO «Poccuiickas akaneMus HapOIHOTO
X03s5IiCTBa M TrocylapCTBEHHON ciyxOb». — Bonrorpan: Mza-so BO OI'BOY BIIO
PAHXuI'C, 2013. - 144 c.

3. IInmaronoB B. B. IIporpamMMHo-anmapaTHbIe CpellCcTBa 3aIIUTHl HHPOpMANUU: y4eOHUK. /
M.: U3n. uentp "Axkanemus". 2014.

4. Bgeaenue B kpunrorpaduro/ [Tog o6m. pea. B.B. Smenko. — M.: MITHMO “YePo”,
2013.

5. http://pgp2all.org.ru
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Tema 5. 3amura 6a3 nanabix Microsoft Access.
Paccmampueaemvie sonpocoi:
IToctpoenue 6a3bl nanubix B Microsoft Access.
3amuTa 6a3bl JAHHBIX OT OTKPBITHSL.
[Tonp30BaTeny u rpymnimbl.
[TaposibHas 3amuTa.
Pasrpanunuenue npas gocryma.
3aoanus ona camocmoamenbHo20 6bINONTHEHUSA:
1. Co3paiite Ha nucke D: B mamke Bamiei rpymmbl 6a3y naHHbIXx Cekper
2. Co3pnaiite TabnuIy B pe:KUME KOHCTPYKTOpa (II0JIe TIOMEUCHHOE * SIBIISIETCS KIIFOUEBBIM) U
COXpaHUTE ee M0 UMEHEM AHKETa.

orwbpPE

HNms noas Tun naHHbIX
Kon CuyeTunk

OO TekcToBbIN
Anpec TekcToBbIN
Tenedon TekcToBbIN

3. Beeaute B TaOIUILY TPH 3aIIHCH.

4. YcraHOBHTE MapoJIbHYIO 3aIIUTY Ha 3Ty 06a3y JaHHbBIX (Mapoib 1234)

5. Coznaiite Ha qucke D: B manke Bamelt rpynmnsl 0a3y ganHbIx Jloctym.

6. Coznaiite [yis1 3T0i 0a3bl JaHHBIX TPYIIIEI oJab30BaTenek Student u Others

7. Co3naiite B rpymie Student mosbs3oBaress 1Mo cBoei Gpamuireii u mosp3oBaTens Studentl.

8. B rpymmie Others cosnaiite nonb3oBarens Friends u monb3oBatens Guest.

9. YcraHoBuTe Maposib aaMUHUCTpaTopy (2dmin) 6a3sl JaHHBIX (00s13aTeAbHO 7777).

10. YcTraHnoBuTe mapoiu Ajs CO3AaHHBIX BaMH MOJIb30BaTeNel (apoiu COBMAAal0T C MMEHEM
MOJIH30BATENS).

11. YcranoBuTe mpaBa A0CTyna K 6a3e JaHHBIX A7t rpymmsl Student Ha Bce meiicTBus, Kpome
aJIMHUHHCTPUPOBAHUSI.

12. YcranoBuTe mpaBa AocTyma K Oa3e maHHbIX aias rpymmsl Others Toiabpko dTeHHe U
no0aBJIeHNE JaHHBIX.

13. YcranoBuTte 1 rpymmbsl USErs nmpaBa TOJIbKO Ha YTEHHE JaHHBIX U MaKeTa.

14. TlokaxxuTe pe3ynbTar MpernoaaBaTesio.

15. CHumMuTE Mapoiab aIMUHUCTPATOPA

Jlumepamypa:
1. JlekunoHHBINH MaTepuan.
2. www.microsoft.com

Tema 6. [lpakTHYecKoe IPUMeHEHHE MeKCEeTEeBbIX IKPAHOB.
Paccmampueaemvie 6onpocoi:

1. [ToHsiTHE ME)KCETEBOTO PKpaHa.
2. [MpuHImne! padotsl ¢ mporpammoii Firewall Outpost.
3. Hacrpoiika mporpaMMHBIX MOJYJIEH.

3adanus ons camocmosmenbHo2o 6bINOJIHEHUSL:

Outpost Firewall

1. 3arpy3ure nporpammy Outpost Firewall.

2. Bribepure nyHkt Cemesas axmueénocms. OKHO CIpaBa COJEPXHUT HH(OpPMAIUIO O
TEeKYIIMX COSAMHEHUSIX MPUIOKEHU ¢ ceThio. [TompoOyiiTe momyunTs HHPOPMAIIHIO 110 KAKOMY-
HUOYIb TYHKTY.

3. Bwibepure nmyHkT Omkpsimovle nopmei. OKHO COAEPXHUT UHPOPMAIUIO O TOM, KaKUMHU
nporeccaMy Ha KOMITBIOTEPE OTKPBITHI OTIPE/ICIICHHBIC TTOPTHI.
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4. TlpocmoTtpute NyHKTHl Paspewennvie U 3abiokupoeanHvle, KOTOPBIE COAEpKAT OOILIYIO
CTaTUCTUKY IO COETUHEHHUSIM.

5. Beibepute nmyakt DNS. KsmmpoBanue 3anpocos (T.e. cOXpaHeHHe 0TBETOB B 6aze Outpost)
Kk DNS no3BossieT COKpaTuTh BpeMsi OTKPBITHSI CTPaHUI], KOTOpbIe ObUIH MOCEIIEHBI paHee 3a CUET
TOTO, YTO KOMIIBIOTEPY HE HYXHO OyAeT mepea oTKpbiTHeM oOpamarbess K DNS ceprepy s
onpexaenenus [P anpeca oTKpbIBAEMOM CTpaHUIIBI.

6. [Ipocmotpute Kypnai.

7. lllenkHute npaBoil KHOMKOW MBIIIM MO Ha3BaHUIO Moayss DNS B ieBoM OkHe mporpamMmbl
u BeiOepute [lapamempul.

8. Orpannubte k311 DNS Ha 50 3anuceii u yctaHOBUTE CpoK xpaHeHus 10 gHEl.

9. BeiOepure nyHKT /lemexkmop amak, KOTOPbIA XpaHUT OOIIyI0 MH(POPMALUIO O 3aIIUTEe
KOMITIbIOTEPA OT aTaK, CKAHUPOBAHMS U IPYTUX TUIIOB 3aIIPEIICHHBIX COCIMHEHUM.

10. IIpocmotpute xypuan. lllenkHuTe mNpaBo KHONKOW MBIIIM O Ha3BaHUIO MOJIYJIsS
Jlemexmop amax B I€BOM OKHE MpOrpaMMbl U BbiOepute [lapamempwi. B OkHEe HAcTpoek mpu
MIOMOIIH MOJI3YHKAa MO>KHO BbIOpaTh OJMH U3 TPEX YPOBHEH TPEBOTHU:

MaxcumanvHouii — paiipBos OyAeT mpeaynpekaaTh O MOMBITKE MOAKIIOUEHUS JaKe Ha OJNH
HOPT.

Obviynvitl — TipenynpexaeHue OyneT BbIIAHO TOJBKO MPH CKAHWPOBAHMU C OJHOTO aapeca
HECKOJIbKUX TOPTOB MJIM OIPEJENIECHHBIX IOPTOB, KOTOpPbIE MPEICTABISIIOT OMNPEEIICHHbIi
UHTEpeC.

bespaznuunviii —aiipBoi OyaeT CUrHaTU3MpOBaTh JIMIIL O PEaJbHON aTake Ha KOMITBIOTED,
a HE O MOIBITKE UCIIOJIHUTh TAKYIO aTaKy WIH POCKaHUPOBATh MOPTHI.

11. Haxkmute kHOTIKY Boiopams gunvmp. IIpocMoTpuTe €€ BO3MOKHOCTH.

12. BrwiGeputre nyHKT HumepaxkmusHvle 21emenmsl. 311€Ch MOXKHO 3a0JOKHPOBATh
BCIUIBIBAIOIIIME OKHA, IEPEXO0/IbI 0 PEKJIIAMHBIM caiitaM B IHTepHeT.

13. IlpocmoTpuTe mapamMeTpbl HACTPOWUKH ISl TaHHOTO MyHKTa (TpaBas KHOIKa MbImu). Ha
TpeX BKJAJKaX pa3MEUIeHbl HACTPOMKM OJOKUPOBKM BCEX DJIEMEHTOB, KOTOpPBIE MOTYT
HaXOJIUThCSI Ha MOCEIIAeMbIX BEO—CTpaHMIIaX MM B MOYTE. BOJBIIMHCTBO HACTPOEK UMEIOT TPH
HacTpoiiku: Paspeweno, 3anpoc n 3anpeweno. IIpu HacTpoiike HY>)KHO yYUTBIBATh TOT (PAKT, 4TO
Ha MHOTUX CTPaHUIAX CKPUIITHI WK (I3 MOTYT UCIOIB30BATHCS IS CO3JJaHUSI MEHIO M €CIIH X
MOJIHOCTBIO OTKJIIOYMTH, TO HaBUTaLlMs MO cailTy Oyaer HeBo3Mo)kHA. [loaTOMy, ONTHMaIbHBIM
CTaHEeT UCMOJIb30BaHUE HACTPOUKHU 3anpoc. J{ns 0coOoi HaCTPOWKH HEKOTOPBIX CATOB B MOJYJIe
«HMumepakmusnvle 21emenmuly CIYKUT BKIaaka «HMckmouenus». C ee MOMOLIBIO MOXXHO
chopMHpOBaTh CIHMCOK CAaTOB W HACTPOUTH Ul KaXJIOTO M3 HUX OJOKMPOBKY OIpEeeHHBIX
AJIEMEHTOB. JTOT CIMCOK UMEET O0jiee BBICOKUN MPUOPUTET, UeM 00IHME HACTPOHKH OJIOKUPOBKU
JJ1 BCEX CalTOB.

14. IIpocMoTpuTe BKJIAJKM NapaMeTPOB, 3alpETUTE BCIUIBIBAIOIIME OKHA U HACTPOMTE
OCTaJIbHOE 10 CBOEMY YCMOTPEHMIO.

15. Bwibepute myHkT Pexnama. Outpost ymeeT OTceKaTh peKjiaMy II0 pa3Mepy H IO
COJICPKMMOMY CCBUIKH, YTO SKOHOMUT Tpa(UK U yBEITHMUUBAET CKOPOCTh 3arpy3KH CTPAHHII.

16. Bpi3oBuTe mapameTpbl A7 AAHHOTO MYyHKTa (MpaBas KHONKA MBIIIK). YCTaHOBUTE
dnaxok [loxazams xop3uny ons pexnamel. ECi B CTaHAAPTHOM CIIHUCKE OTCYTCTBYET OIMCAHHE
JUIsL OIpeNesieHHOro OaHHEepa, W OH 3arpy)kaeTrcs IMpU MOCEUEHUH CTPaHUIbl, TO, OTKPHIB
KOpP3HHY, JIOCTaTOYHO MBIIIBIO MEPeTalluTh B Hee OaHHEp, U OH Ooyblle HUKOTAa He Oyaer
3arpykatbces. Brxmanka Obwue 1o3BoJsieT BHIOpaTh TO, YeM OYIyT 3aMEHSTHCS BBIPE3aHHBIE CO
CTpaHMIl peKjaMHble OaHHEpHl. 3/1eCh ke MOXHO CO3/1aTh CHHMCOK CAaHTOB, C KOTOPBIX HE OyJer
BbIpe3aTbcs rpaduka v pexiama.

17. IIpocmoTpuTE BCE BKIAIAKU TapaMETPOB.

18. Bridepute nyHkT Cooeporcumoe. B HacTpoikax 3TOTO MOIYJS MOXHO 3a/1aTh CIHCOK
CJIOB, KOTOpbIE MOTYT BCTpPEUaThCsl Ha CTPAaHUIIC WJIM B aJpece CTPAHHUIBI U KOTOphle OymyT
ciykuTh Outpost—y CUTHAJIOM TOTO, UTO CTPAHUILYy 0TOOpakaTh 3amperieHo.

19. ITpocMoTpuTE BO3MOKHOCTH JTAHHOTO MTYHKTA.
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20. Beibepute myHKT Quiabmpayus noumosvix 610JiceHuli. B HacTpoiKax 3TOr0 MOy
MOYKHO 33JaTh CIIUCOK TUIIOB (pailjIoB, KOTOPbIE MOAJIEKAT IEPEUMEHOBAHMIO, A TaK K€ BKJIIOYUTH
BBIBOJ] MH(POPMALIMOHHOTO COOOILICHUS O MOJlydeHUH (ailyioB ompeneneHHoro Tuma. Daiin, T
KOTOPOIrO yKa3aH B HAacTpPOMKax 3TOr0 MOAYJS, HNPH MHOJYYEHHWU €ro IMOYTOBBIM KIHEHTOM,
HOJYYUT BTOPOE pacHIMpeHue «.safe». ITO Mo3BONUT M30eKaTh aBTOMATHUYECKOTO BBITOTHEHHS
HOYTOBBIM KJIMEHTOM KOZa, YTO MOKET SBJIATHCS IPUUMHON 3apa)KeHUsl KOMIIbIOTEpPA BUPYCaMHU.

21. IlpocmoTpuTe napameTpsl JaHHOTO ITYHKTa U €0 BO3MO>KHOCTH.

22. Jloctyn K 00IIMM HacTpoiKaM IPOrpaMMbl MOXHO HOJYYHUTh IIPU OMOIIM ITYHKTAa MEHIO
Ilapamempor — Obwue U3 TIABHOTO MEHIO IIPOTPaMMbl UJIM Ha)KaTUEM COOTBETCTBYIOLEH KHOIIKU
Ha raHesu. BeI30BUTE OKHO HACTPOMKHU ITapaMeTPOB U MPOCMOTpUTE BKIaAKy Oowue.

23. Bxnagka «/Ipunodswcenusy TO3BOJIAET YIPABIATH MpaBUIAMH MOBeACHUS (aiipBoiuia mpu
HOMBITKE JOCTYNA B CETh OIpPEJEeJIEHHBIX NpuioxkeHud. Ha 3Toll BKiIaake nepeducieHbl Bce
MIPHUIIOKEHUsI, KOTOPhIE OOHApYKEHBI Ha KoMIlbloTepe Outpost—om mpu ycranoBke. Cpasy mocie
MHCTAUIALIUKM 3TH NPUIOKEHUS Haxonxarcss B rpymnne «llonv3osamenvckuil yposenvy». J{nsg HUX
CO37aHO OJIHO WJIM HECKOJIBKO IpaBWJI, YKa3bIBAIOLIUX, KaKUM 0Opa3oM IPUIOKEHUE MOXKET
0OMEHMBATHCS TAHHBIMH C CeThl0. IIpaBUIO MOXKHO MPOCMOTPETh MM M3MEHUTh IPU MOMOIIU
JIBOWHOTO KJIMKA I10 IMEHU €T0 UCTIOIHAEMOro (haiina.

24. IIpocMoTpuTe NpaBuiIa A1l HEKOTOPBIX MPHIIOKEHUH.

25. IlpunoxxeHuss U3 Ipynnsl 3anpeujenHvle NPUNONCEHUs HUKOI/Ia HE IOJy4yaT JoCTyna B
CeTh, BCA MX CeTeBas aKTMBHOCTb OyneT mpecedeHa ¢aiipBosioM. HekoTopbM NpHiiokeHUsIM
MOKHO IIOJJHOCTBIO OTKpBITH JIOCTYIl B CE€Th, NEPEMECTUB HX B Trpynny «/Josepennvle
npunodcenus». VX noctynm B ceTb HE OrpaHUYMBAETCS HUYEM, HHUKAKUMHU IPaBUIAMHU.
[lepemenieHre MPUIOKEHHUIA U3 TPYI B TPYIILY, paBHO KaK M M3MEHEHHE MPABUJI, CO3/IaHHBIX IS
NPUIOKEHUH, BBIOJIHACTCS IPU MOMOIIM KHONKU M3menums. Ilpu nomomu kHonku /Jobasums
MOYKHO BHECTH B CIIHCOK HOBOE NPUJIOKEHHE M 3aTe€M CO3aTh JJIsi HErOo MpPaBUJIO OOIIEHHS C
CETBIO.

26. [lepemectute npunoxenue Excel B rpynny 3anpewennvie npunosicenus.

27. IIpocMOTpUTE OCTABIIUECS BKJIAJKH HACTPOEK MPOTPAMMBI.

28. IlompoOyiiTe yepe3 ceTeBOoe OKPYKEHUE BHINTH Ha KOMIIBIOTEP COCEa.

29. IIpoBepbTe peakiuio ¢aiipBoia Ha MOMBITKY cOce/la OOPaTUTHCS K BallleMy KOMIIBIOTEPY.

30. Ilepeiinute B HaCTPOIKK OOLIMX MAapaMETPOB MIPOTrPAMMBI.

31. Beibepute Bknanky Cucmemnwvie. YOepute ¢naxok NetBIOS. Tenepr Bam koMmbroTep
HEOCTYIIEH IO CETH.

32. JloxauTech, KOrja Ball COCEJ BBIIOJHUT MpenblIylee 3aJaHue U MonpoOyiTe uepes
CETEBOE OKPYKEHHE 0OPAaTUTHCS K €r0 KOMIIbIOTEDY.

33. Bxutounre ¢naxox NetBIOS na cBoem kommbroTepe.

34. Bri3oBuTE KypHaJl, HA’KaB COOTBETCTBYIOIIYIO KHOIIKY Ha IMaHEIN UHCTPYMEHTOB.

35. IlpocMmoTpuTe XKypHAIL.

Jlumepamypa:

1. JlekumoHHBIN MaTepuail.

2.  JloxymenTtanus o pabore ¢ mporpammoii Firewall Outpost.

3. OcHoOBBI HHPOPMALMOHHOIN 0€301aCHOCTH XO03SIMCTBEHHOH JEATEIbHOCTH: yuyeOHoe
noco6ue / N.I1. Muxues; BO ®I'BOY BIIO «Poccuiickas akajgemusi HApOJAHOTO X034HCTBa U
rocyIapcTBEeHHOH ciyx0b1». — Bonrorpan: Uzn-so BO ®I'bBOY BIIO PAHXuI'C, 2013. —
144 c.

4.  IlnatonoB B. B. IlporpaMmHo-ammapaTHble CpeICTBa 3aIIUTHl WHGOPMAIUU:
yaeOnuk. / M.: U3a. nentp "Axanemus". 2014.

Tema 7. 3ammTa ungopmanuu B UnTepHer.
Paccmampueaemvie sonpocui:
1. [TpuHIUIIBI PaOOTHI MEKCETEBBIX SKPAaHOB Mpu padbote ¢ HTepHeT.
2. Hacrpoiika nporpaMMHBIX MOAYyJIel ipu padote ¢ MHTEpHET.
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3. bnokupoBanue HEHYKHOTO TpaduKa U pEeKIaMBbl.
3adanus ona camocmoamenbHo20 8bINOIHEHUS:

1. Barpysure nporpammy Outpost Firewall.

2. Otkpoiite B Internet Explorer ctpanuiryy www.yandex.ru

3. Beibepute nyHkr Cemesass axkmuenocms. IlpocMoTpuTe HHPOPMALUIO O TEKYIIHX
COETMHEHUSIX C CEThIO.

4. Boibepure nyHKT Omkpeimsie nopmol. llonyuure wuHDOpPMAIMIO O TOM, KaKUMHU
MpoLecCaMH Ha KOMITBIOTEPE OTKPBITHI OMPEICICHHBIE TOPTHI.

5. IlpocMmoTpuTe MyHKTHl Paspeuienuvie n 3abi0Kuposantslie, KOTOPBIE COAEPKAT OOIIYIO
CTaTHCTUKY IO COEIMHEHUSIM.

6. Bribepute mynkr DNS u B mapamerpax orpanmuste k3m DNS wa 50 3amuceit u
YCTAHOBUTE CPOK XpaHeHus 10 qHen.

7. Beibepute nyHKT JJemexmop amak v B IapaMeTpax 3anaiite OoviuHblll ypOBEHb TPEBOTH.

8. Bribepure nyHkT MHmepaxmuseHnvie 21emenmsl. IIpocMoTpUTEe MapaMeTpbl HACTPOUKH IS
JAaHHOTO TyHKTa. Ha Tpex BKJIaakax pa3MeIIeHbl HACTPOHKH OJIOKUPOBKM BCEX DIIEMEHTOB,
KOTOpbIE MOTYT HaXOAMTHCS Ha IIOCEIIaeMbIX BeO—CTpaHMIIaX WM B mouTe. Hactpoiite
napaMeTpsbl 10 CBOEMY YCMOTPEHHUIO (PEKOMEHIYeTCs Yallle HCI0Ib30BaTh HACTPOIKY 3anpoc).

9. Otkpoiite B Internet Explorer crpanumy www.mail.ru, nepeiiaure mo kakod-HHUOYIb
CCBUIKE HOBOCTEH.

10. TIpocmotpure B Outpost Firewall craTicTHKy MO COCIMHEHHSM, a TAK)KE CTATUCTHKY
JIETEKTOpa aTak.

11. Breibepute nyHKT Pexnama. Bb13oBuTe mapaMeTpbl Ui JaHHOTO IMYHKTA. YCTaHOBUTE
bnaxok [loxazams Kop3umHy OJ1s1 peKiamol.

12. OTkpoiiTe CTApTOBYIO CTpaHUIly WWW.Mail.ru u Mblimbio neperamuTts B Kopsuny ons
peKkaambsl peKIaMHble OaHHEPbI C 3TOM CTPaHUIIBI.

13. 3akpoiiTe cTpaHuily ¥ NonpoOyiiTe 3aHOBO €€ OTKphITh. [IpoBepbTe, UTO MPOUCXOAUT C
peKJIaMHBIMU OaHHEpaMH.

14. [IpocMoTpuTe BCEe OCTABIIMECS BKIAJKH [TapaMETPOB.

15. Beibepute nyHkt Cooepowcumoe. B HacTpolikax 3TOro MOIyJs MOKHO 3a/laTh CIHCOK
CJIOB, KOTOpbIE MOTYT BCTpEYaThCsl Ha CTPaHUIE WJIM B aJpece CTPAaHUIBI U KOTOpble OyayT
ciykuTh Outpost—y CUTHAJIOM TOTO, UTO CTPAHUILYy 0TOOpaxaTh 3alperieHo.

16. Hacrtpoiite nporpammy Tak, 4to0bl Outpost OJOKHMpOBad Bce CTpaHMIBI, B ajpece
KOTOPBIX MPUCYTCTBYET coBoO Chat. [Tonpolyiite OTKpbITH cTpanuily Www.chat.ru.

17. Boibepute NyHKT Quivmpayus noumoswvix enoxcenuil. B HacTpoikax 3TOro MoIyns
MOYKHO 33J1aTh CITUCOK TUTIOB ()aifjIoB, KOTOPHIE MOJIEKAT IEPEMMEHOBAHHIO, a TaK K€ BKIIOYUTH
BBIBOJ] HH(OPMAIIMOHHOTO COOOIIEHUS O MOIY4EeHUH (PaiiIoB ONpeIelIeHHOrO THIIA.

18. Banaiite BbIBOA MH(YOPMAIIMOHHOTO COOOIICHUS sl BCeX (DailyIoB ¢ paciipeHuem .ZIip u
nepeuMeHoBaHue (ailyIoB ¢ paCIIMPEHUEM .EXE.

19. ITokaxuTe pe3yabTaT NPeno1aBaTemto.

20. OT™MeHHTE BCe CBOM HACTPOMKH U 3aKPOHTE BCE OTKPHITHIE MPUIIOKEHHSL.

Jlumepamypa:

1. JlekumoHHBIN MaTepuail.

2. OcHoBbI HHGOPMAITMOHHOMN 0€3011aCHOCTH X03SIICTBEHHOM eATEIbHOCTH: YydeOHOe
nocobue / N.I1. Muxues; BO ®I'BOY BIIO «Poccwuiickas akagemMusi HApOTHOTO
XO03sICTBa U rocy1apcTBEHHOMU Cityk0b1». — Bonrorpaz: M3a-so BO ®I'EOY BIIO
PAHXuI'C, 2013. - 144 c.

3. [Tnaronos B. B. IIporpammHo-annapaTHbie CpeICTBA 3alIUThHl HHPOPMAIUH:
yueOHuk. / M.: U3xa. nentp "Axanemus". 2014.

Tema 8. TunoBasi crpykrypa 3amuthl oT HCJI. YnpaBieHue 1ocTtynom.
Paccmampusaemvie sonpocoi:
4. Tumnosas crpykTypa 3aumtsl nHGopmaru or HCJI.
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http://www.yandex.ru/
http://www.mail.ru/
http://www.mail.ru/
http://www.chat.ru/
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[Toacucrema ynpaBieHuUs TOCTYTIOM.
[TocTpoeHnne MaTpuIibl 1OCTyHA.
JlokymeHTanus otaena odecnedeHus nH(HOPMAMOHHONW OE30ITaCHOCTH.
3adanus ona camocmoamenbHo20 8bINOIHEHUSA:
1. PaccMoTpuTe TUIOBYIO CTPYKTYpY 3amuThl nHpopmanuu ot HCJI.
2. Ilpomymaiite crpykTypy 3amutbl uHpopmanmuu ot HCJI mis mpou3BONIBHOM
(BBIMBILIUICHHOM ) OpraHU3aI1H.
3. PaccmoTtpuTte noacucreMy ynpaBlieHUs JOCTYIIOM JJisl TOM OpraHU3alHH.
4. CocTaBbTe MepeueHb 3alUIIaeMbIX HH)OPMAIIMOHHBIX PECYPCOB OPraHU3alNH.

5. IloctpoiiTe MaTpuIly 1OCTyIA JUIsl JAHHOW OpraHu3aluy.

6. CocTtaBbTe TOKYMEHT, ONPEACIAIOUI MpaBuia JOCTyNa M0JIb30BaTelel K pecypcaM Ipu
MOMOUIN JINYHBIX UACHTU(PUKATOPOB M Mapoiied, MpaBHJia COCTABJICHUS, CMEHbI M XpaHEHUS
rapoJiei.

7. CoxpaHuTe Bce JOKYMEHTHI B CBOEH IMYHOU Manke (1 Ha CBOEH TUCKETE).

Jlumepamypa:

~No

1. JleknuoHHBIM MaTepua.

2. OcHOBBI HH(OPMAITMOHHOH 0€30MaCHOCTH XO035HCTBEHHON AEATEIBHOCTH: Y4eOHOe
nocobue / N.I1. Muxunes; BdO ®I'bOY BIIO «Poccuiickas akaaemMus HapoIHOTO
XO03sICTBA M TOCYJApCTBEHHOM c1yk0b1». — Bonrorpan: M3a-s0 BO ®I'BOY BIIO
PAHXuI'C, 2013. — 144 c.

6.4. HopmaTuBHbBIE IPABOBBIE JOKYMEHTHI.

=

3akoH P® «O rocynapctBenHoi taitHe» Ne 5485-1 o1 21.07.1993 r.

2. 3axoH P® «O6 unpopmanum, "HPOPMALMOHHBIX TEXHOJOTHSIX M O 3aIUTE
uHpopmanum» Ne 149-03 ot 27.07.2006

3. 3axoH PO «O xommepueckoii TaiiHe» Ne 98-D3 ot 29.07.2004 r.

6.5. UnTepHeT-pecypchl, CIPaBOYHbIE CHCTEMBI.

1. http://base.garant.ru/ - cnpaBouHO-moucKoBast cucteMa «I'apaHT»
2. http://www.consultant.ru/ - cnpaBouno-niouckoBas cucrema «Koncymnbrant ITrocy

7. MaTepuajbHO-TeXHHYecKasi 6a3a, HH(POPMALMOHHBIE TEXHOJIOTMH, IPOTPAMMHOE
olecrieyeHue U HH(POPMaAILIMOHHBIE CIIPABOYHbIE CHCTEMbI

MatepuanbHO-TeXHUYECKOEe o0ecredyeHrne IUCHUIUIMHBL «OCHOBBI MHGOPMAIMOHHON
0€30MaCHOCTH X03CTBEHHOH e TEIbHOCTH BKIIIOYAET B CeOsL:

- JIEKIIIOHHBIE ayAUTOPHH, 00OpPYIOBaHHbIE BUJICONPOEKIIMOHHBIM 000pYJIOBaHUEM IS
IIPE3EHTALNN, CPEICTBAMH 3BYKOBOCIIPOU3BEACHHUSI, SKPAHOM;

- KOMIIBIOTEPHBIE KJIACCHI, OCHAIICHHbIE COBPEMEHHBIMU KOMIIBIOTEpAMHU C BBIXOJIOM B
WHTEepHET U YCTaHOBJIEHHBIMU B CETH CIELUANbHBIMU MaKeTaMU IPOTrpaMM, 00ecTIeUrBaAIOIIIMHU
yueOHbIH mportecc, Bkiodast kpunrocuctremy PGP, CIIC «KoucynsranT [Imoc» u CIIC «I"apaHT-
a’pom.

JucuuminuHa J0KHA  ObITh  MOJJEpKaHa  COOTBETCTBYIOIIMMHU  JIMIIEH3MOHHBIMU
IIPOrPaMMHBIMH ITPOTyKTaMH.

IIporpammMHBIe cpeacTBa oOecrieueH s yueOHOTo MpoLecca JOIKHbI BKIIOYATh!

- onepanMoHHyto cuctemy Windows;
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- kpuntocucremy PGP;

- IPOrPaMMBbI-apXHBATOPBI;

- aHTUBHPYCHBIC IPOTPAMMBI;

- IPOTPaMMBI MPE3CHTAIMOHHON TpaduKH;
- TEKCTOBBIC PEIAKTOPBL;

- rpaduvecKre peaaKTophI;

- DJICKTPOHHAs OUOIHOTEKA;

- QJIIGKTPOHHAS Ta0JIUIIA,

- 0a3a JaHHBIX;

- IporpamMma JIEKTPOHHOT'O TECTUPOBAHHSL.

By3 oGecneunBaer kaxoro oodydaroiierocs pabounM MECTOM B KOMIIBIOTEPHOM KJIacce B
COOTBETCTBUHM C OOBEMOM M3Yy4aeMBIX TUCIMIUIMH, 00ECIEUYMBAET BHIXOJ B ceThb MHTepHET U
nocryn k CIIC «Koncynbrant [Tntoc» u CIIC «I"apanT-aspo».

By3 o0ecneunBaer kaxaoro ooyvaroiierocs pabounM MECTOM B KOMIIBIOTEPHOM KJlacce B
COOTBETCTBUU C 00bEMOM M3y4YaeMbIX JUCLUUIUIMH, 0O0ecrieunBaeT BbIX0o B ceTh IHTepHeT.

MartepuanbHO-TEXHUYECKOE  OOecrieueHue  JUCIHUIUIMHBI  Jis  OOydYaloIiuxcs ¢
OrpaHMYEHHBIMU BO3MOXKHOCTSIMU 37J0POBbS U HHBAJIM/I0B BKIIIOUAET B Ce€0s ClleqyIolIee:

. yueOHbIe ayIUTOPUU OCHAIIEHBI CIEHUATbHBIM O0OpPYIOBAaHUEM M YYEOHBIMH MECTaMH C
TEXHUYECKUMHU CpPEJICTBAaMU OOy4YeHHs [ OO0y4aroumMxcs C pas3Id4HbIMU  BUAAMHU
OTpaHUYEHUH 3]10POBbS;

. ydeOHasl ayAUTOpHsi, B KOTOPOH 00yJarOTCs CTYACHTHI C HApYIICHHEM CyXa, 000pyaoBaHa
KOMIIBIOTEPHON TEXHUKOM, ayJUOTEXHUKOW (aKyCTUYECKUN YCHIUTENb U KOJOHKH),
BUJICOTEXHUKOM (MyIbTUMEAMMHBIA TPOEKTOp), MYJIbTUMEIUNHONW cuctemon. Jlns
00y4eHHs JIUI] C HApYIIEHUSAMHU CIIyXa UCIOJB3YIOTCS MYJIbTUMEINITHBIE CPEJICTBA U JPyTHE
TEXHUYECKHE CPEICTB JJIs MpUueMa-nepeaayn yueoOHoi nHdopMaruu B JOCTYIHBIX (popmax;

. JUIsL CTa0OBUIAIIMX OOYYaIOIMXCS B JIEKIIMOHHBIX U YYEOHBIX ayAUTOPUSIX MPETyCMOTPEH
MPOCMOTP YJAJICHHBIX OOBEKTOB (HAaNpUMep, TEKCTa Ha JOCKE WIH Cllaiijila Ha dKpaHe) Mpu
IIOMOILY BUICOYBEIUYUTEIEH I YAAIEHHOTO IIPOCMOTPA;

o JJIsA 06yanOHIHXC$I C HApYUWCHUAMU OIOPHO-ABUIATCIIBHOI'O arrapara B JICKIMOHHBIX H
y4eOHBIX ayJUTOPHSIX MPETyCMOTPEHBI CIIEIUATILHO 000PYAOBaHHbBIE pabOUNe MECTa;

. JUIS. KOHTAaKTHOM M CaMOCTOSITENIbHOW pabOThl UCTIONB3YEeTCsl MYIbTUMEINHHBIE KOMIUIEKCHI,
AJIEKTPOHHBIE YUEOHUKH M ydeOHbIE MOCOOMs, aJalTUPOBAHHBIE K OTPAHUYECHUSAM 3/10POBbS
o0ydJaronuxcs.

OOyuaromyecs: ¢ OrpaHH4eHHBIMU BO3MOXKHOCTSMU 370POBbSl U MHBAJIUBI, B OTJIIMYHE OT
OCTJIbHBIX, UMEIOT CBOU CIeNM(PUIECKHEe OCOOCHHOCTH BOCIIPHUATHSA, MepepaboOTKU Marepuana,
BBITTOJIHEHUS] TPOMEXYTOUYHBIX M HTOrOBBIX (opM KOHTpoJds 3HaHMA. OHHM obOecredeHsbl
MEYAaTHBIMU U AJIEKTPOHHBIMU 00pa30BaTeIbHBIMU pecypcaMu (MporpamMmbl, y4eOHUKH, yueOHbIE
nocoOusi, MaTepuasbl Il CaMOCTOSITEIbHOM paboThl M T. 1.) B (opMax, aJanTHPOBAHHBIX K
OTpaHUYEHUSM UX 3/I0pPOBbS U BOCTIPUATHUS HHPOPMAIIH:

JUia nu1 ¢ HapyIIEHUSIMH 3pEHUS:

. B [I€YATHOI (popMe YBETUUEHHBIM HIPUPTOM,
o B (hOpMeE NEKTPOHHOTO JOKYMEHTA,
Jljig U1 ¢ HapyLIEHUSIMU Ci1yXa, ¢ HapyIIEHUSMU OMIOPHO-BUTAaTEIBLHOTO amapara:
o B IIeYaTHOH (opme,
o B ()OpMeE IIEKTPOHHOIO JOKYMEHTA.
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