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Ilesb ocBOeHMSI ANCHUIINHBI:
ChopmupoBars  kommetenmuio  OIIK-1  cmocoOHOCTH — pemiaTh  CTaHAApTHBIE — 3a7adu

npoQeCcCHOHANBHON IEITETPHOCTH HA OCHOBE MH(OPMAIIMOHHOW 1 OuOnmorpadudeckoil KyabTypbl
C IpPUMEHEHHEM HH(POPMAIIMOHHO-KOMMYHHKAIIMOHHBIX TEXHOJOTUH W C Y4YeTOM OCHOBHBIX
TpeboBaHuii HHPOPMAIIMOHHON 0E30MMACHOCTH

Ilnan kypca:

Tema 1. [lonsiTHe nHpOpManuM, 3aUTHl HHGOPpManuu U HHGOPMAMOHHOI 0€30MaCHOCTH.
OcHOBHBIC COCTaBJISIOIIHE.
IMonsiTre nHGOpManUY, 3aMUTH HHpOpMannHu 1 nHopMaroHHOH 6e3omacHocTi. HasHauenne u 3agaqn B cepe
obecnieueHnsl MH(POPMAMOHHOM 0Ge30MacHOCTH Ha ypOBHE TOCYJApCTBa, HAa YPOBHE PErHoHa M Ha JIOKAITEHOM
ypoBHEe. OCHOBHBIE TOJOKEHUS TEOPHUH WHPOPMAIMOHHON 0e30macHOCTH WHPOPMAMOHHBIX ciucTeM. OCHOBHBIE
COCTaBIAIOIINE 0oOecnieueHrs MHPOPMAIIMOHHOMH 0€30MaCHOCTH XO3IHCTBEHHON AEATETBHOCTH.

Tema 2. 3akoHonaTeJbHbIH ypoBeHb HH(pOpManMoHHOH Oe3omacHocTH. KommnbloTepHbie
npectymieHusa. OTBeTCTBEHHOCTDh 32 COBepIIeHHe KOMIIbIOTEPHBIX NMPeCTYIIeHN .
BaxHOCTB 3aKOHOIATENFHOTO YPOBHS HH()OPMAIIMOHHOH Oe3omacHoCcTH. O030p POCCHHCKOTO 3aKOHOAATETHCTBA B
obactu obecnieuerns: HHGOPMAMOHHOH 6e3omacHocTH. JlokTprHa nHpopMannoHHOU Oe3onacHocTH PD, 3akoHBI
«O rocymapcTBeHHOH TaitHe», «O0 nHpopManuy, HHPOPMAINOHHEIX TEXHOJOTHAX M O 3aIluTe WH()OpMAaIIUI».
Jpyrue 3akoHBl M 3aKOHOJATelbHbIE aKThl. KoHuoemmus uHQOpManuoHHOH Oe3omacHOCTH. (OCHOBHBIE
HOpPMaTHUBHBIE PYKOBOAAIIME JOKYMEHTHI, KacaloIlHecs TOCYJAapCTBEHHOW TaliHBI ¥ KOHQHICHIHMAIEHON
uH(pOpMaIK, HOPMAaTUBHO-CIIPAaBOYHbIE JOKyMEHTEL. HopMaTHBHBIE akThl aqMUHHUCTpanuu Bonarorpana B o6nactu
WH(POPMAITMOHHOH 0€30MaCHOCTH.
Komnerorepubie npectymieHusi. OTBETCTBEHHOCTh 332 COBEPIICHNE KOMIIBIOTEPHBIX NPECTYIIIEHUNA. YTOJIIOBHAS U
aJMUHHCTPAaTUBHAs OTBETCTBEHHOCTb.

Tema 3. Kaaccupukaumsa arax. Ilonarue yrpossl. Mogear yrpo3. Pexomengamum mo
o0ecrnedyeHNI0 HHPOPMAIHOHHON 0€30MACHOCTH.
[NonsTne araky Ha HHGOpMANMOHHYIO cucTeMy. Kitaccndukarms atak. Buas IpOTHBHUKOB WM “HapyIINTENCH”,
ux knaccudukanusa. Kananel yreukn nHGOpMaKU: BU3yadbHO-ONTUYECKUH, aKyCTHIECKUHN, 3JIEKTPOMArHUTHBINA 1
MaTepHaIbHO-BeNICCTBEHHBIH. [loHsaTHe yrpo3pl. Mcrounnkn yrpo3 u ux kiaccupukanus. IloctpoeHne Momenn
yrpo3 opranuzanuu. [Ipumepsl. PykoBogsmue nokymenTsl ['ocrexxomuccun Poccun (DegepanbHast ciryxba 1o
TEXHUYECKOMY U SKCIOPTHOMY KOHTPOJIO) IO 3allUTe OT HECAHKIIMOHHPOBAHHOTO IOCTyIa K HWH(OPMAIUH.
CrnenuanbHele  TpeboBanus ©  pekomeHgauuu. Mucrpykumss CTP-K.  Pekomengaumm 1o 3ammuTe
KoH(uaeHnnanpHOH  mH(opMarm. Kitacchl  3aIIMIIEHHOCTH  CPEICTB  BBHIUUCIHMTEIBHOW  TEXHHKH U
aBTOMAaTU3UPOBAHHBIX CHCTEM 10 PYKOBOAALIMM JOKyMeHTaM [octrexxomuccun Poccuu. Ilokazatenu
3amumenHocTd. CrucremMa 3anuThl HHPOPMAUH OT HECAHKIIMOHUPOBAHHOTO JOCTYIIa. PeKOMEHIyeMbIe MEpHI 10
00eCneUeHNIO 3alTHl HHPOPMAIMK B IIpOIecce JKCIUTyaTalnu HHQOPMAIIMOHHOW CHCTeMBI. PaspemmTenbHast



cucteMa Jomycka. PexkoMeHJamuM 0O IIaHy JOpaboOTKM OOBEKTOB MHGOPMATU3alMUd HA COOTBETCTBUE
TpeOOBaHUSIM PYKOBOIAIINX TOKyMeHTOB ['ocTexkomucenu Poccrmn.

Tema 4. OcHoBHbIe MNOHATHA Kpunrorpadguu. /[Ba coBpeMEeHHBIX HANpPAaBJEHUS B
kpunrorpaguu. Knaccmueckne KpunrocucTeMsbl.
Ucropuueckas cmpaBka. Bo3MoxHble HampaBiieHHsl pelIeHusl 3aJadd  oOecleueHHs Iepeladyd CeKpeTHOU
uHpopmaruu. CreraHorpadus u kpuntorpadusa. BaxHocTs kpunrorpaduu mpu pelieHHH 3ajad 00ecTIedeHus
WHPOPMAITMOHHOI 0€30MacHOCTH X03HCTBEHHOH IEATEIILHOCTH U COXPaHEHHs KOH(QUICHIIMATEHONW HHPOPMAITHH.
OcHoBHble TOHATHA KpunTorpaduu. [loHsATHE KpUNTOCHCTEMBI, KiItoYa. BO3MOXKHBIE aTaky Ha KPUNTOCHCTEMBI,
MOHATHE KpUNTOaHann3a. HameXHOCTh KpHUNTOCHCTEMBL. J[Ba OCHOBHBIX HampaBiieHHs] B COBPEMEHHOM
kpunrorpadun. Kiaccumueckue kpuntocucteMbl. OpgHoan(paBUTHbIE M MHOTOAN(aBUTHBIE KPHUIITOCHCTEMBI.
Cucremsr Lesapst n Bikenepa. Bo3M0oKHOCTH KpHUNITOaHAIM3a MHOTOAI(AaBUTHBIX CHCTEM. PacKphITHE CHCTEMBI
Buxenepa. HazmexHocTp MHOToan(paBUTHBIX CUCTEM. OJEKTpPOMEXaHHMYeCKHe MH(pOoBanbHbIE MAIIMHBL
AOcComoTHO HaiexHas KpunrocucreMa: “OgHOpa3oBbIi OJ0KHOT”. BO3MOXKHOCTH MCIOJIB30BAHUS TaKUX CHUCTEM
Ha mpakTtuke. Crangaptsl mmdpoBanus maHHbIX. Kpunrocucrema DES. Poccuiickuil cranmapt mumdpoBaHus
I'OCT 28147-89. Ilpobnema BBHIOOpa HAJSKHOW KPUITOCHCTEMBI JUIS 3alllUTHl CBOUX JaHHBIX. [lepcrieKTHBBI
pasBuTHs KpunroaHanusa. [IpobieMa momHoOro mepedopa Bcex KITHOUCH.

Tema 5. Kpunrtorpagusi ¢ oTKpbIThIM KIH0O4OM. CHucTeMbl mugpoBaHus, He Tpeldyroume
nepeAavy KJI04Ya. JJIeKTPOHHAS MOANUC.
Cucremsl nmgpoBanus, He TpeOyromue nepenadn kimoda. [IpoGmemMbl HCHomB30BaHus TakuX cHcTeM. [IpoToxon
UCIIONB30BaHUSL cUCTeMBbl «OIHOPa30BBI OJIOKHOTY», HE TPEOYIOIIMH MEpBOHAUAIBHOTO OOMEHA CEKPEeTHBIMU
kimrogamu. Kpunrorpadguss ¢ OTKPHITBIM KIo4oM. IIOHATHE OTKPBITOTO M CeKpeTHoro kimoda. IlpaBmima mx
ucnoisb3oBaHus. IIpUHIMIBEL OCTPOEHH KPUNTOCHCTEM C OTKPBITBIM KIHOUOM. VI3BECTHBIE KPUNTOCHCTEMBI C
OTKPBITBIM KITIOYOM W uX anroputmbl. Crucrema RSA. [lnmHa Kmo4a B KpUOTOTPAGHH C OTKPBITHIM KITFOUOM.
OmHOCTOPOHHSS (PYHKINS, BO3MOXHOCTH €€ UCTIOJIb30BaHMs. DIEKTPOHHAs TIOAIHCEH U IIPHHIIHAIIEI €€ TIPAMEHEHHS.

Tema 6. OcHOBHBIE TEXHOJIOTHH NMOCTpoenns 3amumeHHbIXx UC. MekceTeBble IKPaHbL.
OcHoBHbIe TexHOJOTHU TocTpoeHus 3amumeHabx VMC. [lonarue MexcereBoro skpana. I[lpasuna gunbTpauuu u
OpUHOMIB WX npuMeHeHus. [lakerHele QuibTpsl. [lomuTuka cereBoil Oe3omacHocTu. [lonuTHka peanu3anuu
MEXCETEBbIX HIKpaHOB. (DYHKIMOHAJIbHbIE TPEOOBAaHMS K MEXKCETEBBIM JKpaHaM W MX KOMIOHEHTHI. LIImo3b1
CEaHCOBOTO U MPHKIaTHOTo ypoBHs. HoBble (yHKINM OpanaMayspoB. CXeMBI OpraHH3alil MEKCETEBBIX SKPAHOB.
OCoOeHHOCTH pa3NUYHBIX CXEeM pealM3alud, HX NPeUMYyILecTBa M HeAOocTaTku. [IpoOnemsbl, CBSA3aHHBIE C
MEXCETEBbIMU dKpaHaMu. TpeOoBaHMs K MEXCETEBbIM IKpaHaM

Tema 7. Texnosnoruss VPN-cereid.
TexHonoruss 00bEIUHEHHS JIOKATBHBIX CETEH M OTJENBHBIX KOMIIBIOTEPOB Y€pe3 OTKPBITYI) BHEIIHIOI Cpely
nepe/iau JAHHBIX B €IMHYI0 BUPTYaJbHYIO CETh, 00ECHEUMBAIOINIYI0 3aIIUTy HMH(MOPMAIMOHHBIX MMOTOKOB WIIH
texHonoruss VPN-cereil. Ocobennoctu VPN. Tynuens VPN. TynnenupoBanue u ero ocodeHHOCTH. OCHOBHBIC
paszHoBunHocTH VPN-yctpoiicTB mo TexHumdeckod peanuzaunu. Pomu VPN-yctpoiicts. Bapuantsl nmoctpoenus
3amuieHHbIx kanaaoB VPN. Yrposser ams VPN. Bapuantser 3ammmenHsix coenuuennit. Kinaccndukanmns VPN-
cereit. CoBmemenne VPN-TexHonornii u MexkcereBoro skpana. Hemocratkun VPN.

Tema 8. 3amura undopmannu B UntepHer. UnpopmannonHas 0e30MacHOCTh B YCJIOBHAX
(pynkuuonupoBanus B Poccuu riodanbHbIX ceTel.
[MpoGema obecmeueHnss MHOOPMAIMOHHON Oe30macHOCTH TIpu paboTe ¢ mrobambHOW ceTbio VHTepHer.
HNudopmanmonnas 6e30macHOCT B YCIOBUAX (yHKIMOHUpPOBaHUs B Poccun ro0ansHbIX ceTell. YKa3 nmpe3ueHTa
PO «O wmepax mo obecredeHnro uHPOpMaHOHHON Oe3onmacHocTH Poccuiickoii ®Denepannmu B chepe
MEXIYHapOJHOTO HWH(POPMAIMOHHOTO OOMeHa». YTrpo3sl HH(OpManMOHHOW Oe30macHOCTH mpH padoTe ¢
WnrepHer. Bupycrl, MCIOIHAEMBIE MOIYNH, BCIDIBIBAIOIINEC OKHA M pekiama. VCronp30BaHHE aHTHBHPYCHBIX
IporpaMM M MEXKCETEBBIX DKpaHOB IpH padore ¢ MuTepHer. [Iporpammubie cpemcTBa HpoOBepkH Tpaduka U
00pBEOBI C HECAHKIIMOHNPOBAHHBIM HCIIONB30BAaHUEM PECYPCOB HMH()OPMAIIMOHHOH CHCTEMBL.

Tema 9. TunoBas crpykrypa 3amuTsl oT HCJI. YnpasiieHue goctynom.
ApXUTEKTypa THIIOBOH CHCTEMBI 3alIUTHl OT HECAHKI[MOHWPOBAHHOTO JOCTyHa. MueHTnoukamus U
ayrentudukauus. [laponbHas aytentudukanus. [Ipasuna npuMeHenus naponeid. OgHopasoBslie maponu. Cepsep
ayteHTHduKanuy. [loncucrema ympaBieHUsI JOCTYIIOM, TIOACHCTEMA PETUCTPALK M yueTa. [IprHINIE KOHTPOIS



Joctyna. Marpuma qoctyna U CHUCKA AocTyna. [Ipou3BONBHOE M NPUHYIUTEIBHOE YIPABICHUE IJOCTYIIOM.
OrpannunBatomuii uarepdeiic. PoeBoe ynpasienne mocrymom. CtaTHdeckoe W JHMHAMHYECKOE PaCTIpe/IeieHUE
pouneii. [Toxcucrema obecnieuenus renoctHoct. Kpunrorpaduueckas moacucrema.

[MporpammHo-anmapatHeie cpencTBa 3ammthl nHpopMaruu ot HCJl. YcrpoiictBa BBO#a HIEHTH(PHUKAIIMOHHBIX
npu3HakoB. Knaccuukanus ycTpoicTB BBOAA HISHTHU(PHUKAIIMOHHBIX TPU3HAKOB. bromMeTpuieckue ycTpoiicTBa
BBOJIa UJCHTU(UKAIMOHHBIX NMPU3HAKOB U MX Kiaccudukanus. [IpenMyIecTBa U HEJOCTATKU UX MUCIIOIB30BAHUSL.
KomOnHMpOBaHHBIE YCTPONUCTBA. DIEKTPOHHBIE 3aMKH.

®opMBbI TEKYIIEro KOHTPOJIS ¥ MPOMEKYTOYHOI aTTecTaluu:

IIpomexxyTouHast arrecTanus MO AUCHUIUIMHE «OCHOBBI HH(OPMANMOHHOH 0€30MaCHOCTH
X0351/iCTBEHHOIl /1eiTeJIbHOCTH) MPOBOAUTCS B COOTBETCTBUHU C y4eOHBIM IJIaHOM: 6 4 cemecmpe —
8uOde 3a4uema ¢ OYeHKOIl.

1.1. Jucuunnuna 51.5.31 OcHOBbI HHGOPMALUOHHOM 0€30IACHOCTH X0351iiCTBEHHOI
AeATeJIbHOCTH 00ECIIEYMBAECT OBJIAICHUE CICAYIOIUMHI KOMIIETEHIUSIMU:

Ko,
Koxn HaumenoBanue A HaumenoBanmue sTamna
JTama OCBOCHUS
KOMIICTCHIIUH KOMIICTCHII MU OCBOCHHS KOMIICTCHIIMH
KOMIICTCHIIHU
CIOCOOHOCTB peartpb
CTaHJIapTHBIE 3aJa4u
npodeccoHaNbHOMN
JIEATENBHOCTH Ha OCHOBE
UH()OPMaIIMOHHOH u
o Peanuzamusi OCHOBHBIX MPUHIUIIOB U
Oubamorpaguieckoii KysLTypL! MOJIOKECHU I HHPOPMAITUOHHOK
OIIK-1 c IIPUMEHEHUEM OIIK-1.3. PV .
Oe3omacHOCTH XO3AWCTBEHHOM
H“H(POPMAIIIOHHO-
JIEATEIbHOCTH.
KOMMYHUKAIIMOHHBIX
TEXHOJIOTMH W C  y4eToM
OCHOBHBIX TpeOoBaHMHA
“H(POPMALTUOHHOH
0e30MmacHOCTH
1.2. B pesynbrare 0CBOCHUS JAUCIUILINHBI Y CTYJCHTOB JOJDKHBI OBITH CHOPMUPOBAHBI:
OT®/TD"
npu Haauduu
(np Kog srana
npogpcmanoapma)/
OCBOEHUS PesynbraThl 00yueHus
TPYAOBBIC UIU
KOMIICTCHIIUH
npodeccroHanbHbIC
necTus
B coorBercTBHHM (] Ha ypoBHe 3HaHwuif:
TPYLOBBIMH (QYHKIHSAMHY| Meroasl U cocoObl obecnieyeHuss MHGOPMALMOHHON 0e30MacHOCTH
00001IEHHO TPYI0BOH B mpodeccnoHansHON nestensHOCTH. UT B crucremMe Mep 3almThl
byHKIH uHpopmanuu. HopMaTuBHBIE TOKYMEHTHI MO 3alUTe WHGOPMAIMU U
«KOHCyﬂbTI/IpOBaHI/Ie opranuszanus COOTBETCTBYIOLIUX OTACJIOB B OopraHmsanusx.
KJIMEHTOB 1o CoBpeMeHHBIE METO/IBI 3IHTHI uHbOpMALH oT
COCTaBJICHHUIO HECaHKLIHOHUPOBAHHOT'O JIOCTYIIA.
¢unancosoro mmana u| OIIK-1.3. HoBble MH(OpMAIMOHHBIE W TEJICKOMMYHHKAIMOHHBIC TEXHOJOTHH,
(bopmupoBaHHIO OCHOBHBIE METOZOB KpUNTOrpaduu; MporpaMMHbIE CPEICTBA 3AIUTHI
IIeJIEBOTO HH()OPMALMI; IIPOTOKOJIBI 32LIUTHI HH(OPMAIHH.
MHBECTHIHOHHOTO Ha ypoBHe ymeHuit:
noptderns» Camo00y4eHre B COBPEMEHHBIX KOMIIBIOTEPHBIX CPE/iax; BBISIBICHHE
IpodeccronaapHOro OIIACHOCTH W yrpo3bl HH(POPMAILIMOHHON 0€30MacHOCTH; IIPUMEHEHHUE
CTaHIapTa OCHOBHBIX  METOZOB M  [pOrpaMM  3amuThl  uH(opmanmy,
«Crenpanucr 10| HCIIOJIb30BaHHE METOJI0B u crocoboB obecneyeHns

1 o
[na o6pasoBaTeNibHbIX NPorpamm, peannsyembix no ®rocC, u ana yHMBepCaNbHbIX KOMMNETEHLMI NepBan KOJIOHKa
MOMKET He 3aMn0HATLCA



¢dbunancoBomy

KOHCYJIBTHPOBAHUIO»
(YtBepxaen Ilpukazom
Muntpyna Poccun o7
09.03.2015 N 167n)

uHGopManMOHHOH  O€30IacCHOCTH €  LENbI0  HpEeJOTBpAlLICHUs
HECaHKI[HOHUPOBAHHOTO JOCTYINA, 3JIOYMBIIIIEHHOH MoAuduKanum
W YTpaTel ciryxeOHOH wHMOpManmu; paboTa C COBPEMEHHBIMH
METOJaMHU 3alIUThI I/IH(bOpMaI_[I/II/I oT HCCAaHKIUOHUPOBAHHOI'O
JOCTYTIA.

CaMOCTOsITENIBHO ~ pellaTh 3afJaud INpeAMETHOH obmactu Ha
MNEPCOHATIBHOM KOMITBIOTEPE C IIOMOMIBIO HOBBIX I/IH(I)OpMaL[I/IOHHI)IX
TEXHOJIOTUH U COBPEMEHHBIX MH(OPMAIIMOHHBIX CUCTEM; PaboTaTh C
IPOrPaMMHBIMU CPEJCTBAMU 3aIUThI HH(OPMAIHH.

Ha ypoBHe HaBBIKOB:

Brnanenue xpunrorpaduueckoil M creraHorpaguyeckoil 3amuToi
uH(OpMalUY; OCHOBHBIMH METOJAMH M CPEIACTBAMHU  3all[UThI
unpopmaunu. Pabora ¢ COBpEMEHHBIMH METOJAMU  3aIlIUTHI
uadopmanuu oT HECaHKI[OHUPOBAHHOT O JOCTyHa.
CamMocTosITeNIbHOE — pellleHHe 3aJady IpeJMeTHOH obiacTH Ha
MIEPCOHAILHOM KOMIIBIOTEPE € IOMOIIBIO HOBBIX MH()OPMALMOHHBIX
TEXHOJIOTUH U COBPEMEHHBIX MH()OPMALMOHHBIX CHUCTEM; OCHOBHBIX
MeTon0B KpunTorpapuu. Pabora ¢ mporpaMMHBIMU CPEACTBAMH
3auThl MHGopManuu. Pabora ¢ mpoTokosaMu 3auThl HHGOPMaLUH.

OcHoBHasi TUTepaTypa:

1. OcHoBbl HH()OPMAIMOHHON 0E30MACHOCTH XO3SIMCTBEHHOU JIeATENbHOCTH: yueOHoe mocodue / M.IL.
Muxue; BO ®I'bOY BIIO «Poccuiickas akagemMusi HApOAHOTO XO3SAMUCTBA U TOCYAAPCTBEHHOMN

ciyx0b1». — Bonrorpan: MUza-so BO ®I'6OY BIIO PAHXul'C, 2013. — 144 c.

2. IlnaronoB B. B. IIporpamMmMHo-anmapatHbele cpeicTBa 3amuThl nHGOpManuu: yueOHuk. / M.: U3z,
ueHtp "Axagemus". 2014.
3. Mamok, A.A. Breaenrne B MHPOpPMAIMOHHYIO 0€30MacHOCTh: yueOHOe mocobue. [opsyast muHwMs-

Tenexom.2011. Pexum noctyna: http://www.iprbookshop.ru/11979.- OBC «IPRbooks»
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