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WMHpOopMaLMOHHBIX CHCTEM U MaTeMaTH4eCKOro MoaenupoBanust Muxues M.I1.
Ko u HauMeHOBaHUe HANIPaBJICHHUS NTOAT0TOBKH,

npo¢puis: 38.03.01 DxoHomuka (OakanaBpHar)

KBamudukamnus (cTenenb) BIMYCKHUKA: OakagaBp

®opma 00yyeHMs: OUHAsl, 3a0YHAas

ey ocBOeHMS THCHMIIHHBI:
ChopmupoBats  kommereHiuio  OIIK-1  cmocoOHOCTh  pemiaTe  CTaHIApTHBIE — 33/a4u
npoeCCHOHATFHON AEATEIBHOCTH HAa OCHOBE HH(OPMAIIMOHHON 1 OnOImorpadudeckoil KyabTypbl
C TpPUMEHEHHEM HH(OPMAIMOHHO-KOMMYHHKAIIMOHHBIX TEXHOJOTHH W C YYETOM OCHOBHBIX
TpeboBaHU MH(OPMAITMOHHONW OE301TaCHOCTH

Iliian kypca:

Tema 1. llonssTie nHpOpManum, 3a1UTHI HHPOPMAUY U HH(POPMALIMOHHOH 0€30MACHOCTH.
OcHoBHBIE cOCTaBISIOIINE.
[Nonsitre nabopMaruy, 3amuTe HHGOpPMaK 1 HHGOPMAITMOHHOW Oe3onacHocTH. HazHaduenne u 3amaqn B cdepe
obecrieueHnst HHGOPMAIIMOHHON OE30IIaCHOCTH Ha YPOBHE IOCYJIApCTBA, HAa YPOBHE PErMOHA U HA JIOKAIBHOM
ypoBHe. OCHOBHBIE TOJIOKEHHSI TEOPUN MH(OPMAIMOHHON 0e30macHOCTH MHPOPMAMOHHbBIX cucTeM. OCHOBHBIE
COCTaBJIAIOIINUEC obecrieueHus HH(I)OpMaLIHOHHOﬁ 0€30IMaCHOCTH XO3SICTBEHHOM ACATCIIBHOCTH.

Tema 2. 3akoHoaaTeibHblil ypoBeHb HHGopManuoHHOH Oe3onmacHocTu. KomnbroTepHblie
npecrymiienns. OTBeTCTBEHHOCTD 32 COBePIICHHE KOMIIbIOTEPHBIX NMPECTYIJICHU .
BaxHOCTB 3aKOHO/ATENBHOTO YPOBHS HH(POpMaMoHHOM Ge3omacHoCTH. O030p POCCHICKOTO 3aKOHOAATEIbCTBA B
obnactu obecrieueHuss nHGpOpMaMOHHON Oe3omacHocTH. JlokTprHa HDOpMaOHHON Oe3omacHocTH P®, 3aK0oHBI
«O rocynapcTBeHHOH TaitHe», «O0 mHpopMalyy, HHPOPMAIIMOHHBIX TEXHOJOTHUSIX W O 3alluTe HHOOPMAIHUN.
Jlpyrue 3akoHBI W 3aKOHOAATeNbHBIE akThl. KoHuemuus wuHpOpMaMOHHON Oe3omacHocTH. OCHOBHBIE
HOPMAaTUBHBIE PYKOBOJSIIME JOKYMEHTBI, KacalollyMecsl TOCYJapCTBEHHOW TaWHBI M KOH(UACHUIMATBLHON
WHPOPMAITUH, HOPMAaTHBHO-CIIPABOYHbBIE IOKYMEHThI. HopMaTHBHBIE aKThl aIMUHHCTpalu Bonrorpana B obmactu
WHPOPMAITUOHHON O€30MaCHOCTH.
Kommnerorepusie npectymienus. OTBETCTBEHHOCTh 38 COBEPIIECHHE KOMIBIOTEPHBIX MPECTYIUICHUH. YTOJIOBHAS U
aJIMUHHUCTPAaTHUBHASI OTBETCTBEHHOCTb.

Tema 3. Kuaccupukauus arak. IlonsTue yrpospl. Mogeab yrpo3. PexkomeHmxanuu 1o
ol0ecrnieyeHNI0 NH(POPMALMOHHOM 0€30I1ACHOCTH.
[lonsTne ataku Ha nHGOpPMaMOHHYIO cucteMy. Knaccudukanus arak. Buasl mpoTHBHUKOB WIN “HapyLIUTeNen”,
nx knaccuukanys. Kanamel yreuku nHGOpMaH: BU3yallbHO-ONTHYSCKHN, aKYCTHUECKHUM, JIEKTPOMATrHUTHBIN
MaTepHalbHO-BelleCTBeHHbIH. [loHsTHe yrpo3el. Mcrounnku yrpo3 W mx kinaccudukanms. [loctpoeHrne mopenn
yrpo3 opranuzanuu. [Ipumepsl. PykoBonsmue nokymentsl ['octexkomuccuu Poccun (®Penepanbhas ciayxba mo
TEXHUYECKOMY M SKCIHOPTHOMY KOHTPOJIO) MO 3allUTe OT HECAHKIMOHWPOBAHHOTO IOCTyNa K HH(OpMamuu.
CrnenmanbHble  TpeOoBammss u  pexkomeHmamumu. HMucTpykmmss CTP-K.  PekoMmeHmanmu 10 3amiuTe
KOHpHUICHIUANbHOW  nHpopMauuu. Kiaccel  3alIMIIEHHOCTH  CPEACTB  BBIYUCIUTENBHOM TEXHUKH H
aBTOMATU3MPOBAHHBIX CHUCTEM MO PYKOBOAAMMM JoKyMmeHTaM [ocrexkomuccun Poccun. [lokazatenn
3amuieHHocTH. CrucTemMa 3aIuThl HHGOPMAIMK OT HECAaHKIIMOHUPOBAHHOTO JI0CTyIa. PeKoMeHIyeMbIe MEpHI 110
00ecneyeHnIo 3auMThl MHPOPMAIMK B TIPOIECCEe HKCIUTyaTalnd MHPOPMAIMOHHOHN cucTeMbl. PaspemmrensHas



CHUCTEMa JOmycKa. PekoMeHmanmud 1o TUTaHy JOpaOOTKH OOBEKTOB WH(pOpMATH3allMkM Ha COOTBETCTBHE
TpeOOBaHUAM PYKOBOASAIINX JOKYMEHTOB ['ocTexkomuccuu Poccun.

Tema 4. OcHoBHble NOHATUS Kpunrtorpaguu. J[Ba coBpeMeHHBIX HAINpPaBJIEHUS B
kpunrorpaguu. Kinaccuyeckue KpUunTocucreMbl.
Hcropudeckass crpaBka. Bo3Mo)xHble HampaBiIeHUS peIICHHA 3aJadd OOecledeHHUs Iepefadd CEKPEeTHOU
nHpopmaruu. Creranorpadus u kpunrorpadus. BakHocTh KpunTorpauu MpH pemIeHUH 3agad OO0eCIeYCHHS
WHPOPMALMOHHON 0€30IaCHOCTH XO3IHCTBEHHON JAEATEIHHOCTH M COXpaHeHHs KOH(pUICHIMATFHON HH)OpMAaLKH.
OcHoBHble TOHATHA KpunTorpaduu. [loHsATHE KpUNTOCHCTEMBI, Kitoua. Bo3MOXKHbBIE aTaku Ha KPUITOCHCTEMEL,
NOHATHE KpunroaHaiusa. HanexHocTs KpumTocucTeMmbl. JIBa OCHOBHBIX HAampaBiCHHS B COBPEMEHHOU
kpunrorpadpuu. Knaccuueckue kpunrocuctembl. OpHoad(aBUTHBIE M MHOTOal(aBUTHBIE KPUINTOCHCTEMBI.
Cuctemsr Le3aps u Bukenepa. Bo3aMOXHOCTH KpuNTOaHain3a MHOTOAN()aBUTHBIX CHUCTEM. PackpbiTHe cHCTEMBI
Buxenepa. HanexxHocTs MHOroan(aBUTHBIX CHCTEM. OJIEKTPOMEXAHWYECKHE MIH(PPOBAIbHBIE MAIUHBIL.
AOCOITIOTHO HazexkHass KpunrocucTema: “OxHopa3oBEIi OJIOKHOT . BO3MOXKHOCTH MCIOIB30BAHHUS TAKUX CHCTEM
Ha mpakTtuke. CraHmaptel mmppoBanus AanHeix. Kpunrocuctema DES. Poccuiickuii cranmapt mmdpoBaHUS
I'OCT 28147-89. Ilpobmema BBIOOpa HANEKHON KPUITOCHCTEMBI IS 3aIMUTHl CBOMX HaHHBIX. llepcrekTuBbI
pas3BuTHs KpunroaHanusa. [Ipobiaema nonHoro nepedopa Beex KIIHOUeH.

Tema 5. Kpunrorpagus ¢ oTkpbeITbiM KJIW04Y0OM. CucTtembl mmdppoBaHus, He Tpeldyrouue
nepeaayvy KJIKW0Ya. JJIeKTPOHHASA NMOANKUCH.
Cuctemsl mudpoBanus, He TpeOyromue nepeaad kimoda. [IpobdieMsl CHONb30BaHMsT TaKUX cUcTeM. [IpoTokomn
UCTIONIb30BaHMsl CHCTEMBI «OHOPA30BBIA OJIOKHOT», HE TPeOYIOmMH MepBOHAYAIHHOTO OOMEHa CEKPEeTHBIMHU
kmoyamMu. Kpunrorpadusi ¢ OTKpBITBIM KITIO4OM. [IOHSITHE OTKPBITOrO M CEKpeTHOro kimoua. [IpaBuna wux
WCTONB30BaHuA. [IpUHIUITBI TOCTPOCGHUSI KPHUIITOCUCTEM C OTKPBITBIM KIIIOYOM. M3BeCTHBIE KPHUNTOCHCTEMBI C
OTKPBITBIM KIIOYOM W UX anroputmbl. Cuctema RSA. [nmHa kimroya B KpunTorpaduu ¢ OTKPBITBIM KITIOYOM.
OmHOCTOPOHHSIS (PYHKIIHS, BOSMOKHOCTB €€ HCIOIb30BaHMs. DICKTPOHHAS ITOIIHCH U TIPHHIIHITHI €€ TIPUMEHEHHS.

Tema 6. OcHOBHBIE TEXHOJIOTHH MOCTPOCHUSA 3aTUIIECHHBIX HUC. Me:xkcereBble 9KPpaHbI.
OcHoBHbIe TexHONIOTHH TTocTpoenust 3amuiieHHbx VC. Tlonstue mexcereBoro skpana. [IpaBuia punbTpanun u
OpUHOMIIEL UX npuMeHeHus. [lakerHsle ¢unbTpel. IlonuTHka cereBoit OezomacHocTH. IlonmTuka peanuzanun
MEXCETEeBbIX HKpaHOB. DYHKIMOHAJIbHBIE TPEOOBAHUS K MEKCETEBBIM SKpaHaM M HMX KOMIOHEHTHI. LlImro3sl
CEaHCOBOTO W NMPUKIATHOTO YpoBHs. HoBbie (yHKIIMHU OpanaMayspoB. CXxeMbl OpraHU3allui MEKCETEBBIX IKPAHOB.
OCOOEHHOCTH pAa3NUYHBIX CXEM pealn3allid, WX TPEeMMYIIecTBa W HeAocTaTKu. [Ipobiembl, cBs3aHHBIE C
MEXXCETEeBBIMH KpaHaMH. TpeGoBaHuUs K MEKCETEBBIM SKpaHaM

Tema 7. Texnosnoruss VPN-cereid.
TexHonorus oOBEIWHEHUSI JIOKAJIBHBIX CETEW M OTAENBHBIX KOMIIBIOTEPOB Yepe3 OTKPBITYIO BHEIIHIOI CpEIy
nepeaayn JAHHBIX B €IWHYI0 BUPTYalIbHYIO CETh, 00ECICUMBAOINIYIO 3alIUTy WH(POPMAIMOHHBIX MMOTOKOB WIIN
texHonorust VPN-cereit. Ocobennoctu VPN. Tynnens VPN. TyHuenupoBanue u ero ocoO0eHHOCTH. OCHOBHBIE
paszHoBUnHOCTH VPN-ycTpoiicTB no TexHmueckoi peanusanuu. Pomn VPN-ycrpolictB. Bapuantel noctpoeHus
3anuineHHbIx kaHaioB VPN. Yrpossr ams VPN. Bapuantsl 3amuineHHbix coenuHenuit. Kimaccupukanus VPN-
ceteit. CoBmenienue VPN-texHonoruil u mexcereBoro 3xpana. Henocratku VPN.

Tema 8. 3amura nugopmanun B Uurepuer. UHpopmMannmonHas 0e301aCHOCTb B YCJIOBHAX
(pynkuuonuposanus B Poccuu riiodanbHbIX ceTeil.
[Mpobnema obecneueHunss wHMOPMAIMOHHOW Oe30macHOCTH TpU pabore ¢ TiobankHOW ceThio HHTEpHeT.
Hudopmanmonnas 6e301macHOCTb B yCIOBHAX QyHKIMOHUPOBaHUS B Poccuu riobanbHbIX ceTeil. YKa3 mpesuieHTa
P® «O wmepax mo obecreueHuto wuHPOpMaUMOHHOH Oe3omacHocTu Poccuiickoit ®enmepauun B chepe
MEXIyHAPOJTHOTO HWH(OPMAIIMOHHOTO OOMeHa». YTpo3sl HWH(OpMAIMOHHON Oe30macHOCTH TIpu  pabore ¢
WurepHer. Bupycel, UCIOIHAEMbIE MOJYJIH, BCIUIBIBAIOIIME OKHA M pekiama. lcrmoibp3oBaHHWE aHTUBHPYCHBIX
NporpaMM M MEXCETEBBIX JKpaHoOB mpu paborte ¢ WurepHer. [IporpammHBIe CpeicTBa MPOBEpKU Tpaduka U
00pBOBI C HECAHKIIMOHUPOBAHHBIM HCIIOIb30BAHUEM PECYPCOB HH(POPMAIIMOHHON CHCTEMBI.

Tema 9. Tunosas crpykrypa 3amutsl or HCJI. YnpasJ/ienue 1ocrynom.
ApXUTEKTypa THIIOBOM CHCTEMBI 3alllMThl OT HECAHKIMOHHUPOBAHHOIO JocTyna. WaeHtudukanms u
ayrentudukanms. [laponsnas ayrentudukanus. [IpaBuna npumenenus napoineil. Oxnopasossie naposu. Cepsep
ayrenTudukauu. [ToacucreMa ympaBieHUs JOCTYIIOM, [TOJACUCTEMAa PErUCTpalK U yueTa. [IpUHIMITBI KOHTPOJISA



noctyma. MaTpuila JoCTynma W CIHCKH JocTyna. lIpom3BoimbHOE M NPUHYIUTENBHOE YIIPAaBIEHUE IOCTYIIOM.
OrpannunBaromuii nHTEepdeiic. PoneBoe ynpasienue poctynom. CTaTHUeckoe W JTUHAMUYECKOE pacrpelielieHIe
poxeii. [logcucrema obecneuenus nenoctHocT. Kpunrorpaduyeckas noacucrema.

[IporpammHuo-anmapatHbie cpenctBa 3amuThl nHpopMmanuu ot HCJl. YcrpoiictBa BBOIA MIACHTH()HUKAIIMOHHBIX
npu3HakoB. Kiaccudukanus ycTpoilcTB BBOJa WASHTH(DHKAIIMOHHBIX MPU3HAKOB. bromeTprudeckue ycTpoiicTBa
BBOJIa WICHTU(UKAIIMOHHBIX MPU3HAKOB U UX Kiaccudukamus. [IpenMyiiecTBa 1 HEJOCTATKN WX WCIOIB30BAHMSL.
KoMOuHMpOBaHHBIE YCTPOUCTBA. DJIEKTPOHHBIC 3aMKH.

@opMbI TEKYIIEro KOHTPOJIS M MPOMEKYTOUHOM aTTeCTALMM:

[TpomexxyrouHasi arrectamusi 1mo guciuiuimHe «OcHOBBI HWH(OPMANMOHHON 0€30MacHOCTH
X035I/iCTBEHHOM 1eATeJIbHOCTH» IPOBOJIUTCS B COOTBETCTBUU C YYCOHBIM ILUTAHOM: 6 4 cemecmpe — 8
suoe 3auema ¢ OYeHKOll.

1.1. ucuunnuna 51.5.31 OcHOBBI HH(POPMALMOHHOM 0€30I1ACHOCTH X035 CTBEHH O
AeATeTbHOCTH 00ECIIEYNBACT OBJIAICHHUE CICAYIONMMH KOMITETECHIHSIMH:

Ko
Kon HaumenoBanue A HaumeHnoBaHue 3Tana
JTarna 0CBOCHUS
KOMIIETEHIIUN KOMIICTCHIIUH OCBOCHUSI KOMIICTCHIIMI
KOMIETCHIIHI
CIIOCOOHOCTH pemaTh
CTaHJIapTHBIE 3a7a4u1
npodeccuoHaIbHON
JIESITEIIbHOCTH Ha OCHOBE
MH(OPMAITMOHHOM "
. Peanu3zanysi OCHOBHBIX MNPUHLMIOB M
Ooubnmorpaduueckoll KyJabTyphl - HH(OPMAIHOHHO
OIlK-1 c MIpUMEHEHHEM OIIK-1.3. PM: .
0e30macHOCTH XO3HCTBEHHON
nH(OPMAITMOHHO-
JIESITEIIbHOCTH.
KOMMYHUKAIIMOHHBIX
TEXHOJOTMM H C  Yy4ETOM
OCHOBHBIX TpeOoBaHMIA
MH(OPMAITMOHHOM
0e301acHOCTH
1.2. B pe3ynbraTe 0CBOGHUS TUCIMITIIMHBI Y CTYIEHTOB JOJKHBI ObITh C(HOPMUPOBAHBI:
OT®/TD’
npu nanuyuu
(np Kop srama
npogecmanoapma)l
OCBOCHUS PesynbraThl 00yueHUs
TPYAOBBIE WU
KOMIICTCHIIUH
npodeccnoHanbHbIC
JIeUCTBUS
B coorBerctBHM ¢ Ha ypoBHe 3HanwMii:
TPYZLOBBIMU (PYHKIUSIMH Mertoas! U criocoObl odecriedeHnss HHPOPMAIIMOHHON 0€301MacHOCTH
0000IIeHHON TPYIOBOH B mpodeccroHanbHO nestensHocTH. T B cucreme mep 3aIiuTh
GbyHKIHH uHpopMauuu. HopMaTHBHBIE JOKYMEHTSI 110 3al[UTe HHPOPMALUH H
«KoHcynpTHpOBaHHE OpraHM3alys  COOTBETCTBYIOIIMX  OTAEJIOB B  OpraHW3alMsX.
KJIMEHTOB 1o, CoBpeMeHHbIE METO/IBI 3aIIUTHI uHpopmarmu oT
COCTaBJICHUIO HECAHKLHOHUPOBAHHOTO JIOCTYIIA.
¢unancoporo mmana u| OITK-1.3. Hoeele nHGOpPMAILMOHHBIE W TEICKOMMYHHUKAIMOHHBIC TEXHOJOTHH;
(hopMHpOBaHUIO OCHOBHbIE METOJIOB KPHNTOrpaduu; NpOrpaMMHBIE CPEICTBA 3aIUTHI
LEJIEBOTO nH(popMannK; TPOTOKOJBI 3aIUThI HHPOPMAIIHH.
HMHBECTULIMOHHOTO Ha ypoBHe ymeHnuii:
opTdens» Camo00yueHe B COBPEMEHHBIX KOMITBIOTEPHBIX CpPe/ax; BBISIBICHHUE
[IpodeccronanmpHOTO OTIACHOCTH M yTPO3bl HHPOPMAITMOHHON 0€30MacCHOCTH; MPUMEHEHHE
cTaHIaprTa OCHOBHBIX ~ METOJOB M  IIporpaMM  3alllUThl  MH(OpPMAIHY;
«Crrermmanuct 110 HCTIOb30BaHNE METOZIOB u croco0oB obecrieueHus

1 v
[na obpasoBaTesibHbIX Nporpamm, peanmsyembix no ProC, n ans yHMBepcasbHbIX KOMMNETEHUNA NepBan KOJOHKa

MOXEeT He 3aNO0/IHATbCA




(rHAHCOBOMY
KOHCYJIbTUPOBAHHUIO»
(YtBepxkuen IIpukazom
Muntpyna Poccun o
09.03.2015 N 1671)

nHpopManMOHHON 0Ee30MacHOCTH €  LENbI0  IPEeNOTBPALICHHS
HECaHKIIMOHUPOBAHHOTO JOCTYIA, 3JI0YMBIIUIEHHOH MOAN(pHUKALUH
WIA yTpaThl CIyXeOHOH wuH(opMarmu; padoTa ¢ COBPEMEHHBIMH
METOJaMH  3aIlUThl HHGOPMAUUH OT HECAHKIMOHHPOBAHHOTO
JOCTYyTIA.

CamocTOATeNbHO  pemaTh 3aJadd  IMPEIMETHOM obiacth  Ha
MIEPCOHAILBHOM KOMITBIOTEPE C MOMOIIBI0 HOBBIX MH(OPMAIMOHHBIX
TEXHOJIOTUIl U COBPEMEHHBIX HH()OPMAIIMOHHBIX CHCTEM; paboTaTh C
MIPOrPaMMHBIMH CPEICTBAMU 3alUThl HH)OPMALIUH.

Ha ypoBHE HaBBIKOB:

Bnanenne kpunrorpaduueckoil M creraHorpaduueckon 3ammTON
nHpopManny; OCHOBHBIMH METOJAaMH W CPEICTBAMH  3allUTHI
nHdopmanuu. Pabora ¢ COBpeMEHHBIMH METOJAMM  3aIIUTHI
nHdopmanuu oT HECaHKLIUOHUPOBAHHOI'O JocTyna.
CamocTosiTelbHOE  pelleHHe 3ajady  NpeiMEeTHOH o0jacTh Ha
NIEPCOHAJIBHOM KOMIIBIOTEPE C MOMOIIBIO0 HOBBIX MH(OPMAIIMOHHBIX
TEXHOJIOTHH ¥ COBPEMEHHBIX MH()OPMALMOHHBIX CHCTEM; OCHOBHBIX
MeTonoB Kkpunrorpaduu. Pabora c mporpaMMHBIMH CpEICTBAMH
3amuThl HHpopMarmu. PaboTta ¢ mpoToKoIaMu 3aIUTHl HHpOpManu.

OcHoBHas1 JIUTepaTypa:

1. OcuoBBI HH(pOPMAIIMOHHON 0€30MacCHOCTH XO3SHUCTBEHHOW JesTeIbHOCTH: yueObHoe mocoodue / M.IL.
Muxue; BO ®I'bOY BIIO «Poccuiickas akaaeMus HapOJHOIO XO3SMCTBA UM TOCYAapCTBEHHOU

ciyx0b1». — Bonrorpaa: U3a-8o BO ®I'bOY BITO PAHXul'C, 2013. — 144 c.

2. IlnatonoB B. B. I[IporpammHo-anmapaTHble CpeacTBa 3amiuThl MHGopManuu: ydyeOnuk. / M.: Uzn.
uentp "Axanemus". 2014.
3. Maimok, A.A. Beenenue B MHQOpMaIMOHHYIO 0€30MaCHOCTh: yueOHoe mocobue. ['opsuas auHMA-

Tenexom.2011. Pexxum nocryna: http://www.iprbookshop.ru/11979.- 9bC «IPRbooks»
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