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1. Ilepeyenr 1uIaHMpyeMBIX pe3yJbTATOB O0y4eHMsT 10 JAUCHHUILINHE,
COOTHECEHHBIX C IUIAHUPYEMBbIMH Pe3yJIbTATAMH OCBOEHHS 00pa30BaTe/JbLHOMH MPOrpaMMbl

1.1, Jucuummua  B1.B.JIB.3.1  OcHoBbl  MHGOPMAaNUOHHOW  0e30MaCHOCTH
X0351iiCTBEHHOI1 1esiTeIbHOCTH 00EeCIIeYnBaeT OBJIAJICHUE CIEIYIOIIMMH KOMITETECHIUSIMHU:

Kon
Kon HaumenoBanue HaumenoBanwue 3tana
JTarna OCBOECHHUS

KOMIICTCHIIMN KOMIICTCHIIMN OCBOCHH KOMIICTCHIIUH
KOMIICTCHIIMHU

CniocoOGHOCTh UCTIONB30BATh IPOTPAMMHBIE ITPO-
JIYKTBI U151 pOPMHUPOBAHUS U aHAIM3a 6a3 JaHHbIX U
MpaBoBOH MH(GOPMAIINH C LEIbI0 00ecTieueH st HHPOp-
MAaIMOHHOM 0€30MacHOCTH

Crioco6HOCTh IPUMEHSTh
VYK OC-2 |npoektHslii mogxon npu pemennn| YK OC-2.4.1
po¢eCCHOHAIBHBIX 3324

CriocoGHOCTH MOArOTABIINBATH CrocoOHOCTh OPHEHTUPOBATHCS B JAHHBIX (PUHAHCOBOMN
HCXOJHBIE TaHHbIE, HEOOXOAUMEIE OTYETHOCTH SKOHOMHYECKOTO CyOhEKTa IS TPOBEICHHSI
JUTSL pacdeTa SKOHOMHIESCKUX H JKCIpecc-aHann3a ero GUHaHCOBOM NEeITeTbHOCTH
IK-1 COIHMATBHO-2KOHOMHUYECKHUX TIK-1.4.3

IoKasarenei, XapaKTepu3yIoLUHIX
JeATENbHOCTD XO3HCTBYIOIINX
CyOBEKTOB

1.2. B PE3YIbTAaTC OCBOCHUA NTUCHUIUIMHBL Y CTYACHTOB NOJIKHBI OBITE C(I)OpMPIpOBaHLII

OT®/TD/ TpynoBble UK Kopn srana
npodeCCHOHANbHBIC OCBOCHUS PesynbTarer o0ydeHmst
JEeHCTBUS KOMIIETEHLIUH

Ha yposne 3nannii:

HasBaTb MeXIyHapOIHBIC CTaHAApTHl WH(OPMALMOHHOTO OOMEHa; JaaTh
OlIpe/eNIeHne TOHATHS YIPO3bl, 3allUTHl, BUIOB NPOTHUBHUKOB MM
“HapyluTeNeil”; MepedynuciuTh MOoAenu Oe30IaCHOCTH M UX NPUMECHEHHE;
Ha3BaTh METOJbI KpHUNTOrpaduu;, Ha3BaTh METOJBI U CIIOCOOBI OOecreucHHs
nHopMaoHHOH 0Oe30macHOCTH B IPO(ECCHOHATIBHON  JIeSITeNIbHOCTY;
HASHTUGHUIUPOBATh MH(GOPMAIIMOHHBIE TEXHOJOTHH B CHCTEME Mep 3allHThI
nH(opManK; Ha3BaTh HOPMATHBHBIE JOKYMEHTHI MO 3aluTe HHPOPMAIUN U
OopraHmusaluu COOTBETCTBYIOIIIUX OTACII0B B OpraHu3anusx; Ha3BaThb
PYKOBOJISIIIINE JOKYMEHTBI, KACAIOIINECs] TOCYIapCTBEHHOHN TaiHBI

Ha ypoBHe ymenmii:

JleMOHCTpHUPOBaTh  CIIOCOOHOCTH ~ CaMOOOY4YEeHHs B COBPEMEHHBIX
KOMITBIOTEPHBIX CpPelax; BBHIACINTH OMACHOCTH M Yrpo3bl MH(OPMALHOHHOM
0€30IacCHOCTH; TPHMEHATh OCHOBHBIE METOABI M IIPOTPAMMBI  3aIIUTHI
UHGOPMAIUK;  UCIOAb30BaTb  METOABI M CIHOCOOBI  oOecHedyeHus
MHMOPMAIOHHOH 6e30macHOCTH c EeTbI0 IpeIOTBPAIICHUSL
HECaHKIIMOHMPOBAHHOIO JOCTYNA, 3JOYMBIIUICHHOH MOAM(HKALNM I
yTpaThl CIIy:KeOHOM HHPOpMAIHH

YK OC-2.4.1

Ha ypoBHe HaBbIKOB:
JleMOHCTpHPOBaTh HABBIKM KPHITOTpauueckoil M cTeraHorpauIecKon
3alUThl MHGOPMAIUY; MPUMEHSITh OCHOBHBIE METOJBI U CPEACTBA 3aIIUTHI
“HPOPMAITUH
Cocrasienue u Ha ypoBHe 3HaHuii:
TpeJICTaBJICHIE JleMOHCTpalys 3HAHMH OCHOBHBIX METOJOB KpuNTOrpaduu, Mojenei
(hMHAHCOBOM OTYETHOCTH 0€30I1aCHOCTH, IIOHATHSA YIPO3bl, 3alUTBl U CIOCOOOB oOecHeueHuUs
DKOHOMHUYECKOIO CyOheKTa/ “HPOPMATMOHHOHN 0€30MacHOCTH B TPO(EeCCHOHAIBHO NESITEBHOCTH
npoBeaeHHue GUHAHCOBOTO IK-1.4.3 Ha ypoBHe ymeHwmii:
aHanu3a, 00 PKETUPOBaHUE YMeHHe NpPUMEHSATh 3HAHUS B COBPEMEHHBIX KOMIBIOTEPHBIX Cpelax H
U yIIpaBJIeHHE 1CHEKHBIMH BBIIEIATh ONACHOCTH YIpo3 HMH(pOpMalLUOHHOH Oe3omacHocTH. IIpumeHsTH
notoxamu (IIpod. cranmapr| OCHOBHbIE METOIbI U TPOTPAMMBI 3aIUTHI HH)OPMALN
«byxrantep», yTB.




[Ipuxazom Muntpyzna Ha ypoBHe HaBBIKOB:
Poccun ot 22 nexabpst CBoOoHOE BIaJcHUE HaBbIKAMH KpUITOrpapuueckod U cTeHOrpapuyecKon
2014 . N 1061H) 3amMThl  MH(pOpMAIMK, OCHOBHBIMH METOJaMH U CPEICTBAMH 3allHThI
nHdopmanuu

2. O6bemM U MeCcTO IUCHUILINHBI B cTpyKkType OII BO

VYuebnas gucnmmimHa b1.B.JIB.3.1 «OcHOBBl uH(pOpManMoHHOH 0e30macHOCTH
XO3SUCTBEHHON J1€ATEIbHOCTHY» OTHOCHUTCS K AUCHUIUIMHAM IO BbIOOpY BapHaTHUBHOW 4YacTH
yuebHoro 1iana. Jucuuminaa odumm oo0beMoM 72 yaca U3y4aeTcsi B TEUCHHUE OJTHOTO CeMeECTpa.
Ha ounoii ¢opme oOydyeHus aucnuiiiHa u3lydaercss B 4 cemecTpe, Ha 3a04HOi (opme
JTUCITUIIMHA M3ydaeTcs Ha 2 kypce. OOImas Tpy10eMKOCTh JUCHUIUIMHBI B 3aUETHBIX SAMHUIIAX
coctaBiser 2 3E (72 yaca).

JJis yCTIenHOTO OBNAJCHHS JUCIUIUITHHON CTYICHTY HE0OXOIUMMO HCIIOb30BaTh 3HAHUS 1
HABbIKM, MOJYYEHHbIE MM TMPU M3YyYEHUH TaKUX AUCLUUIUIMH, KaK MaTeMaTuka, (¢u3uka,
b1.B.JIB.1.2 Jloruka, bl.b.6.1 Maremaruka, bl1.b.9 DOkonommueckas Tteopus, bl1.b.36
HarmonanpHast 6€301acHOCTb.

3HaHMs, TOJIYYCHHBIE B XOAC W3yUCHUS TUCHUIUIMHBI «OCHOBBI HH(POPMAITMOHHOMN
0€30MacCHOCTH XO3SIMCTBEHHOHN JEsTeNbHOCTU» MOTYT OBbITh IOJIE3HBI MPU H3YYEHHUU TaKHX
npodeccnoHanbHbIX Aucuiuing, kak b1.5.15 «byxranrepckuit yuer», b1.5.23 «OxoHommuueckas
0€30MacHOCTh.

[To ouHno#l ¢dopMe O0O0ydeHHS KOJIMYECTBO aKaJEMUYECKHMX YacOB, BBIICICHHBIX Ha
KOHTakTHYIO paboTy c mpenojaBatesneM (MO BUAaM Yy4eOHBIX 3aHsATHI) — 54 dYaca W Ha
CaMOCTOSITEIIbHYIO paboTy oOydaronuxcst — 18 4acos.

[To 3aounoit (opme 0Oy4deHHsS] KOJIMUYECTBO AaKaJIEMHUYECKHUX 4YacOB, BBIICIECHHBIX Ha
KOHTAaKTHYIO paboTy c mpemomaBareneM (mo BuaaM y4eOHbIx 3aHstuil) — 10 dwacos, Ha
CaMOCTOSITENIbHYIO padoTy oOyuaromuxcst — 58 yac Ha KOHTposib — 4 yaca. B cooTBercTBUU C
y4eOHBIM TITAHOM (POPMO MPOMEKYTOTHON aTTECTAIINH SBIISIETCS 3a4eT.

3. Conepikanue ¥ CTPYKTYpa THCHUIIJIHMHBI

O0beM TUCIHILIHHDI, YaC.
KonrakrHas padora
o0y4arommxcsi ¢ Popma
TeKyLIero
Ne HauMmeHoBaHHE TeM lpenofagaTeiem 1o BUiaM KOHTPOIsI
n/n (pa3ne/ioB) Bceero yqeﬁm’lf CP | ycmeBaemocth,
3aHATHH MPOMEeKYTOUHOIH
J/30, JIP/ 3/ aTTecTAMN
AO0T* 20, 20, KCP
A0T* | 10T*
Ounasn ¢hopma ooyuenusn
4 cemecmp
IMousitue uHpopmaruu,
3amuThl  UHPOpMAIMK U
Tema 1 nHPOPMATMOHHOM 8 2 - 4 2 o
6e3omacHOCTH. OCHOBHBIE
COCTaBJISIFOLIHE.
3aKOHOJATENbHBI  YPOBEHB
nHGOPMATMOHHOM
6e3omacHOCTH.
Tema 2 Kommnerorepasie 8 2 - 4 2 o

MPECTYILICHUSL.
OTBETCTBEHHOCTh 3a
COBEpIIEHUE KOMITBIOTEPHBIX




O0beM AMCHUIINHBI, Yac.
KonrakTHas padora
o0yuarommxcsi ¢ DPopma
TeKyLIero
Ne HaumeHoBaHHe TeM Tpenofagare/ieM o Buaam KOHTPOIsI
n/n (pa3nesioB) Bcero yqeﬁﬂblzx CcP ycneBaemMocTH,
3aHATHH MPOMEKYTOYHOIH
J/30, JIP/ 3/ aTrecTanun
J0T* 90, 90, KCP
JIOT* | 1OT*
NIPECTYIUICHUN.
Knaccudukarus aTax.
Ilonsatne yrposel. Moguenb
Tema 3 yrpo3. Pexkomenmauuu 1o 8 2 ) 4 2 0
obecrieueHnIo
nHpopMaMOHHON
0€301acHOCTH.
OcHOBHBIE TIOHSATHS
Kpunrorpadun. Ba
Tea 4 COBPEMEHHBIX HAMpPAaBIICHUS B 8 2 ) 4 2 0
Kpunrorpaduu.
Knaccuueckue
KPHIITOCHCTEMBI.
Kpunrorpadust ¢ OTKpBITBIM
KIIIOYOM. CucteMsl
Tema 5 mmpoBaHus, He TpeOyroume 10 4 - 4 2 o
nepenadn KJIIoYa.
DNEeKTPOHHAs TOJITUCH.
Tema 6 OcHOBHBIE TEXHOJIOTUHI
IIOCTPOCHHUS 3alUIIEHHBIX 8 2 - 4 2 o
HC. MexceTeBble IKpaHbl.
Tema 7 Texnonorus VPN-cereil. 8 2 - 4 2 o
Tema 8 3amura  uHGOpMaUMM B
Wntepuer. MadopmammonHas
0€30MacHOCTh B YCIIOBHSX 8 2 - 4 2 (0]
¢ynkornposanus B Poccnn
r7100aJIbHBIX CeTEeH.
Tema 9 TunoBast CTpyKTypa 3allUThb
oT HCA. Ympasienne 6 2 - 2 2 o T
JIOCTYTIOM.
IIpomexxyToUHasl aTTeCTaLMs 3a
Bcero: 72 20 34 18
3aounasn ¢popma odyuenus
[Tonsarue uHpopmanuy,
3amuThl  MHpOpMAUMU WU
Tema 1 HHPOPMAITHOHHOM 6,25 0,25 - - 6 0
0€30IaCHOCTH. OcHOBHBbIE
COCTaBJISIFOLIHE.
3aKOHOJATENbHBI  YPOBEHB
nHpopMaMOHHOH
0e30macHOCTH.
Tema2 | KOMIPHOTEPHEIR 825 | 025 | - | 2 6 0
MIPECTYIJICHUSL.
OTBETCTBEHHOCTh 3a
COBEpIICHUE KOMIIBIOTEPHBIX
NIPECTYIICHUH.
Knaccngukarms aTax.
Ilonsatne yrposel. Moguenb
Tema 3 yrpo3. PexomeHmanuu 10 7,25 0,25 - 1 6 0}
obecreueHHIo
nHPOPMAITMOHHOM




O0beM AMCHUIINHBI, Yac.
KonrakTHas padora
o0yuarommxcsi ¢ DPopma
TeKyLIero
Ne HauMeHoBaHHe TeM lpenoagaTeiem 1o Buiam KOHTPOIsI
n/n (pa3nenoB) Bcero yqeﬁm’lz‘ CP | ycnesaemocrn,
3aHATHH MPOMEKYTOYHOIH
J/30, JIP/ 3/ aTrecTanun
J0T* 90, 90, KCP
JIOT* | 1OT*
0€3011acHOCTH.
OcHOBHBIE TTOHATHS
Kpunrorpadun. Ba
Tena 4 COBPEMEHHEIX HATIDARNCHUA B | g oc 0.25 i 5 6 0
KpuIrorpaduu.
Knaccuueckue
KPHIITOCHCTEMBI.
Kpunrorpadust ¢ OTKpHITBIM
KIIFOUOM. CucteMsl
Tema 5 mmgposanust, He TpeOyromue | 10,25 0,25 - 2 8 o
nepenadn KITFO4a.
OneKkTpoHHAast MOMNUCH.
Tema 6 OcHoBHbIE TEXHOJIOTUU
TTOCTPOCHHUS 3aIUIIEHHBIX 7,0 - - 1 6 0]
HC. MexceTeBble 3KpaHBbl.
Tema 7 Texuomorus VPN-cereii. 6,25 0,25 - - 6 0]
Tema 8 3amura  wHpOpMAamMH B
Wntepuer. MadopmammonHas
0€30MacHOCTh B YCIIOBHSX 8,5 0,25 - - 8 0]
¢yHkimonupoBanus B Poccun
r7100aJIBHBIX CeTeH.
Tema 9 Tunosast CTpyKTypa 3alllUThL
oT HCI. Ympagienue 6,25 0,25 - - 6 o,T
JIOCTYTIOM.
ITpomeskyTouHas aTTecTaIus 4 3a
Bcero: 72 2 8 58 4
Ipumeuanue: 4 — popmer mexywezo xommpons ycnegaemocmu: onpoc (0O), mecmuposanue (1),

koumponvuas paboma (KP), konnoxeuym (K), scce (3), pegpepam (P), oucnym (/I), 3a0anus (3) u op.

ConepxaHue TMCHUILINHBI

Ne HaumeHoBaHue TeM

oJep:kaHue TeM (pa3/iesioB
n/n (pa3aeJioB) Conep (pasn )

[lonstne wHpopmanuu, 3amuTtel | [lonstue wHboOpManuu, 3amuTel WHQOpPMAUK W
nHpoOpMaul U MHPOPMANMOHHON | MHPOpMAnMOHHOW Oe3omacHocTH. HasHaueHwe u
0e30macHOCTH. OcHoBHbIE | 3a7aun B cdepe obecriedeHus WHPOPMAIOHHOM
COCTaBJISIOIINE. 0e30macHOCTH Ha YpOBHE TIOCYJapcTBa, Ha YpPOBHE
Tema pernoHa M Ha JIOKAIbHOM YypoBHE. (OCHOBHBIE
1 MOJIOXKEHHUSI TeOpUH HH(POPMAIMOHHON 0Ee30MacHOCTH
WHPOpPMAIMOHHBIX crcTeM. OCHOBHBIE COCTaBIISIONINE
o0ecrieyeHust UHPOPMAOHHON 0e30macHOCTH
XO3STUCTBEHHOM JESITEITbHOCTH.




n/n

HanmeHnoBanue Tem
(pa3nesioB)

Conep:xanue TeM (pa3iesioB)

Tema

3aKoHOAATEIHHBII
WHPOPMALMOHHONW  OE€30MaCHOCTH.
KomrmbroTepHbie NPECTYTUICHHUSI.
OTBETCTBEHHOCTh 3a COBEPILCHHE
KOMITBIOTEPHBIX IPECTYIUICHUH.

YPOBEHb

BaxHocTs 3aKOHOAATEJIEHOT'O YPOBHS
nHPOpMaMOHHOK Ge3omacHocTu. O030p POCCHICKOTO
3aKOHOJATeIbCTBA B oOmacTtu o0ecrieueHusl
WH()OPMAITMOHHOH 0E30IaCHOCTH. JlokTpuHa
nHpopmarmornHol ©Oe3zomacHocT P®, 3akonsr «O
rocyJapcTBeHHOH  TaiiHe», «O0  uHpOpManum,
MHQOPMALMOHHBIX ~ TEXHOJIOTHSIX M O  3alluTe
uHpopmarum». [pyrue 3akoHbl M 3aKOHOJATEIbHbIC
akTel. KoHnenuusi mH(MOpMannoHHONW O0€30MacHOCTH.
OCHOBHBIE HOPMATHBHBIC PYKOBOJSIIUE JOKYMEHTEI,
KacaroLIuecs rocyJapCTBEHHOM TalHbI u
KOHQUICHINAILHOW  MH(pOpPMalWH,  HOPMATHBHO-
CIpaBOYHBIE  JTOKYMEHTH. ~ HOpMaTHBHBIE  aKThI
aAMUHHUCTPALUU Bosnrorpana B o0iactu
HH()OPMAITMOHHON 0€30TTaCHOCTH.

Komnbrotepubie npectymieHusi. OTBETCTBEHHOCTh 3a
COBepILCHHE KOMITBIOTEPHBIX MPECTYTUICHUA.
YTron0BHAA U aIMUHUCTPATUBHASI OTBETCTBEHHOCTb.

Tema

Knaccudukanus arak. IloHsatue
YTPO3BI. Mogens yIpos.
PexomeHmanuu 10 00€CIEYEHHIO
nH(OPMAITMOHHON O€301TaCHOCTH.

[lonsiTe atak Ha WHOOPMAIMOHHYIO CHCTEMY.
Knaccudukanus arak. Buagsl TpOTHBHHKOB —WIH
“HapymmTenel”’, ux kmaccudukanusa. Kananer yreukn
WHGOPMAITUH: BU3YAITbHO-ONTHYECKUH, aKyCTUIECKHIA,
3JIEKTPOMArHUTHBIA W MaTepUalbHO-BEIIECTBEHHBIMN.
[lonsitue  yrpospl. HcrouHwkum  yrpo3 W HX
knaccudukarnus.  [loctpoenne  momenmn  yrpo3
opranuzauuu. I[Ipumepsl. PykoBondiine TOKYMEHTBI
Ioctexkomuccun Poccun (DenepanbHas ciayx0a 1o
TEXHHYECKOMY M SKCIIOPTHOMY KOHTPOIIIO) TIO 3allUTe
0T HECAHKIIMOHMPOBAHHOTO JOCTyNa K HH(pOpMAaIuH.
CrenuanbHple  TpeOOBaHMS M PEKOMEHIAIIUH.
WNuctpykmuss CTP-K. Pexomenganuu mno 3amure
KOH(UACHIINATBHON WHGPOpMAITUHL. Kiaccrr
3aIUIIEHHOCTH CPEACTB BBIUMCIUTEIHHON TEXHHUKHU U
aBTOMATHU3UPOBAHHBIX CHCTEM 10 PYKOBOMSIINAM
noxkymentam ['octexkomuccuu Poccun. Ilokazartenu
3amuineHHoctd. Cucrema 3amuThl MHOOpMAIUU OT
HECaHKIIMOHHPOBAHHOTO JocTyrna. PexoMeHayembie
Mephl 10 O0O0eCleYeHnIo 3aluThl WHpOpMAIK B
MpoIIecCce IKCILTyaTauy HH()OPMAIMOHHON CHCTEMBI.
PaspemmrensHas cucrema gomycka. Pekomenaanuu mno
TIaHy AopaboTKu 00BeKTOB WH(pOpMATH3aUK Ha
COOTBETCTBHUE TpeOOBaHHUSIM PYKOBOIALIUX
JokymeHToB ['octexkomuccun Poceun.




n/n

HanmeHnoBanue Tem
(pa3nesioB)

Conep:xanue TeM (pa3iesioB)

Tema

OCHOBHBIC ITOHATHS KPUTITOTpadHUH.
JlBa COBpEMEHHBIX HANPABICHHUS B
Kpunrorpaduu. Knaccuueckue
KPHUIITOCHUCTEMBI.

Uctopuueckass cnpaBka. Bo3MoxkHbIe HaIpaBieHUS
pelieHns 3agadd o0ecredeHHs MepeJadyd CeKpeTHOM
uHpopmanun. Creranorpadgus u  Kpunrorpagus.
BaxHocTh Kpunrorpadum TpW  pelIeHuH  3ajgad
obecrieueHus nH()OPMAITMOHHOH 0e30macHOCTH
XO3HCTBEHHOW  JEATENBHOCTH W COXpaHEHHS
KOH(UICHIIHATHEHOM nHGOPMAITHH. OCHOBHEIC
nmoHATHsA Kpunrorpadun. [loHATHE KPHUNTOCHCTEMBI,
Kiouya. Bo3MOXHBIE aTrakd Ha KPUITOCHCTEMBI,
TIOHSTHE KPHUITOAHAIN3A. Hapexnoctb
KpUOTOCHUCTEMBI. JIBa OCHOBHBIX HAampaBiICHHUS B
COBpPEMEHHOU Kpunrorpaguu. Knaccuueckue
KPHUIITOCHUCTEMBI. OnHoandaBuTHbIE u
MHOTOaJI(aBUTHBIC KpUNTOCHCTEMBI. CructeMsl 1le3aps
u Buxenepa. Bo3MoxHocTH KpUITOaHAIN3a
MHOFOEIJ'I(baBI/ITHI)IX CHCTEM. PaCKpBITI/IC CHUCTEMBbI
Buxenepa. HanexxHocTs MHOTOaN(aBUTHBIX CHCTEM.
DNeKTpoMeXaHu4YeCKre MU POBATBHBIE  MAIIWHBL
A0ComoTHO Ha/IeKHAs KPHUIITOCHUCTEMA!
“OmHOpa30BBIN 0JIOKHOT”. Bo3moxxHOCTE
WCTIONB30BaHMSI ~ TaKMX CHCTEM Ha  TPaKTHKe.
Crangaptel mmdpoBaHus AaHHBIX. Kpunrocucrema
DES. Poccwmiickuii crangaptr umdpoBanus ['OCT
28147-89. [IpoGmema BEIOOpa HaJCKHOU
KPUOTOCUCTEMBI Uil 3allUThl CBOMX  JaHHBIX.
[lepcnekTHBBl pa3BUTHSl KpunToaHanusa. I[Ipobiema
MIOJTHOTO Tiepebopa BCeX KITIOYEH.

Tema

Kpunrorpaguss ¢ OTKPBITHIM
kmouoM. Cucrembl MHppPOBaHUS,
He TpeOymoomme Iepeaadyn KIoya.
OneKTpoHHas! MOAIKCH.

Cuctembl mmgpoBaHus, He Tpedyrolmue mepeaadn
kmoua. [IpobneMbl HCMONIB30BAHUS TAKUX CHCTEM.
IIpoTokon wucmonb3oBaHus cUCTeMBI «OIHOPa30BBIH
0JIOKHOT», He TPeOYyIOIIUN MEePBOHAYAIBLHOIO OOMEHa
CEKpeTHBIMH KitouaMu. Kpunrorpadusi ¢ OTKPHITHIM
KIt0o4oM. [IoHSTHE OTKPBITOIO M CEKPETHOro KIoYa.
[IpaBuna ux wucnosib3oBaHUs. lIpUHIMIBI TOCTPOCHUS
KPHUIITOCUCTEM C OTKpPBITHIM KiIo4oM. H3BecTHbIC
KPUIITOCUCTEMbI C  OTKPBITBIM  KJIIOUOM H  HUX
anroputmel. Cuctema RSA. JlnnHa kmoda B
KpUnTorpaduu ¢ OTKPBITBIM KIF0YOM. OJTHOCTOPOHHSS
GyHKIUS,  BO3MOXXHOCTH €€  HCIOJIBb30BaHMS.
OJeKTpOHHAas! MOJIKCH U MPUHIMIIEL €€ TPUMEHEHUSI.

Tema

OcCHOBHEBIE TEXHOJIOTHH
noctpoenus 3amuiieHHsix  WC.
MexkceTeBble KpaHBbI.

OCHOBHBIE TEXHOJIOTMH MOCTpOeHus 3amunieHHsx NC.
[MonsiTre MexceTeBoro 3kpana. [IpaBuina GuibTpann
W TPUHIMIB UX TpuMeHeHus. [lakeTHbie (QUIBTPEL.
Ilonutuka  ceteBoii  OezomacHoctH.  [lonmuTHKa
pealn3anny MeXCETEBBIX 3KpaHOB. DYHKIMOHAIBHBIC
TpeOOBaHMSI K  MEXKCETeBBIM DJKpaHaM U  HX
KOMIOHEHTHI. 11036l c€aHCOBOrO M MPHUKIATHOIO
ypoBHsa. HoBble ¢yHkuun OpanamayspoB. CxeMsl
OpraHM3alfi MEXCeTeBBIX JKpaHoB. (OcobeHHOCTH
pa3IMYHBIX CXEM peaJH3alHH, WX MPEHMYIIeCTBa H
HenocTaTki. [Ipobnembl, CBA3aHHBIE C MEXKCETEBBIMU
skpanamu. TpebGoBaHUS K MEKCETEBBIM dKpaHaM




n/n

HanmeHnoBanue Tem
(pa3nesioB)

Conep:xanue TeM (pa3iesioB)

Tema

Texnonorusa VPN-ceTeii.

Texnomoruss oOBeAMHEHWS JIOKATBHBIX CeTed u
OTJIENbHBIX KOMIBIOTEPOB Yepe3 OTKPHITYIO BHELIHIOIO
cpely mepelaud JAaHHBIX B €IUHYIO BHPTYaJIbHYIO
ceTh, 00ECHeunBaloNIy0 3alIuTy HWH()OPMAaIMOHHBIX
moTokoB wiu TexHonorus VPN-cereit. OcobeHHoCTH
VPN. Tynnens VPN. TyHHenupoBaHue u €ro
ocobenHoctH. OCHOBHBIE pa3HOBHAHOCTH  VPN-
YCTPOMCTB IO TEXHUYECKON peanu3auuu. Pomu VPN-
ycTpoiicTB. BapuaHTsl MOCTpOeHMS 3aIMIIEHHBIX
kaHaioB  VPN. Vrpo3sr mms  VPN. Bapuants!
3aMINCHHBIX coenuHeHuil. Kimaccmupukamus VPN-
cereit. CoBmernienue VPN-TeXHOIOTUN U MEXCETEBOTO
skpaHa. Hegocratku VPN.

Tema

3ammra wHQOpMaImu B MHTEpHET.
HNudopmarmonnass 0€30MacHOCTh B
yCIOBUSIX (YHKIMOHUPOBAHUS B

Poccun rimo0anpHbIX ceTe.

[IpoGnema obecriedeHus HH()OPMAITHOHHON
Oe3omacHOCTH TIpU paboTe ¢ TI00ATBHON CEThIO
Wnrepuer.  MudopmanmonHas  0e30macHOCTh B
ycnoBusaX (YHKIMOHUpOBaHUs B Poccnu riiobabHBIX
cereil. Yka3 mpesuneHta PO «O wmepax 1o
obOecrieueHn0  MH(POPMAMOHHONH  0E30MaCHOCTH
Poccwmiickoit @enepanmu B cdepe MeEXKITYHAPOIHOTO

WH(GOPMAITUOHHOTO oOMeHay. Yrposs
WHPOPMAIMOHHON  Oe30MacHoCTH TpH  pabore ¢
WNHrepHeT. Bupycsl, HCIIOJIHAEMBIE MOJYyJIH,

BCIUIGIBAIONIME OKHa U pekiaama. lcronp3oBanue
AHTHBUPYCHBIX IPOTPaMM U MEKCETEBBIX IKPAHOB MPH
pabore ¢ Hurepuer. IlporpaMmubele cpencTBa
MIPOBEPKHU Tpaduka " 00pBOBI c
HECAHKIIMOHUPOBAHHBIM ~ HCIIOJIb30BAaHHEM PECYPCOB
WHPOPMAITUOHHON CHCTEMBI.

Tema

TumnoBast CTPyKTypa 3allUThl
HCJI. Yopasnenue 10CTyIIoM.

oT

ApXUTEeKTypa THUIIOBOM  CHUCTEMBI  3alIUTHl  OT
HECAaHKIIMOHUPOBAHHOTO JOCTymna. MaeHTudukanus u
ayreHtudukanus.  [laponbHas — ayreHTHUKAIUS.
IIpaBuna  npumeneHuss maponeil.  OmHOpa3zoBbIe
naponu. CepBep ayreHtudukanuu. Ilogcucrema
yHpaBiIeHHUsT AOCTYIIOM, TOJCHUCTEMa PETHCTpaluu U
yueta. IIpuHIUIBI KOHTpOJdS JAocTyma. MaTpuna
JocTyna W chnucku jpoctyna. IlpouwsBosnbHOE |

MIPUHYAUTEIHHOE yIpaBieHHe JOCTYIIOM.
OrpannumBatonuii nHTepdeiic. PoneBoe ympasieHue
JIOCTYTIOM. Cratnueckoe u JUHAMHUYECKOE

pacnpenencHue posei. [loacucrema obOecriedeHus
nenoctHocTH. Kpunrorpadguueckast nmojcucrema.
[IporpammHo-anmapaTHbie cpencTBa 3aITUTHI
uapopmamn ot HCJZ.  VYcrpoiictBa  BBOAa
WICHTU(QHUKAMOHHBIX Tpu3HaKoB. Knaccudukanms
YCTPOMCTB BBOJIa HICHTU(HKAIMOHHBIX IPHU3HAKOB.
buomerpuueckue yCTpoOHCTBa BBOJIA
UICHTH(QHUKATUOHHBIX MPU3HAKOB u 174
knaccupukanms. [lpenMyiecTBa W HEJOCTaTKH WX
ucrnonb3oBanusa.  KoMOMHHMpOBaHHBIE — YCTpOWCTBa.
DIIEeKTPOHHBIC 3aMKH.
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Ha camocrositensuyro paboty cryaeHToB mo auciuiuimde b1.B.JB.3.1 OcHOBBbI
HHGpOPMALIMOHHOI 0(€30NMACHOCTH XO3SHCTBEHHOW /IesiTeJIbHOCTH BBIHOCSTCS CIEAYIOIIUe

TEMBI:
N Tema Bonpocel, BeiHOcHMBbIe HAa CPC Ornast 3aounasn
n/n ¢popma ¢dopma
1 2 3 4 5
1. | Ilonsitue [Mousitue UHPOPMALNH, 3aIIUTHI
nH(OpMaITHH, nHDOpMaIuu u nHPOPMAITHOHHON
3aLIUTHI OesonmacHoctu. Hasnauenme wu 3agauum B
uHpopmaruu u | chepe  oOecreueHuss  MHPOPMAIMOHHOM
MHQOpPMaIMOHH | 6€30MaCHOCTH Ha YPOBHE TOCyJapcTBa, Ha o 0
oM YPOBHE PETHOHA U HA JIOKAIHHOM YPOBHE.
6e3onacHoctu. | OCHOBHEBIC TIOJIOKEHUSI TEOpHH
OcHOBHBIE UHGOPMAITUOHHOM 0e30MmacHOCTH
COCTaBJISIFOIIME. | HTH)OPMAIIMOHHBIX CUCTEM.
2. | 3akonomarensH | OO030p pPOCCHICKOTO 3aKOHOAATEIHCTBA B
1317} YpOBEHb | o0JlacTH  oOecreueHus HHGOPMAIUOHHOM
nHpOpMaIMOHH | Oe3omacHOCTH. JloKTpuHA WH(POPMAIMOHHON
oH 0€e3011aCHOCTH PO, 3aKOHBI «0
0e30MacHOCTH. | TOCyAapcTBEHHOM TaiiHey», «O0 uHhopmanuwy,
KommbtorepHbie | HTHOOPMAIIMOHHBIX TEXHOJIOTUSAX M O 3aIlIUTE
npectymieHus. | uHGopmanun». (OCHOBHBIE HOPMAaTHBHBIC
OTBETCTBEHHOC | PyKOBOISIIME  JOKYMEHTHI,  KaCalOIIUECs
Tb 3a | TOCYyIapCTBEHHOMN TalHbI u 0 0
COBEPIIICHHE KOH(UACHIINATBHON nH(POPMAITUH.
KoMIbloTepHbIX | HopMaTuBHbIE aKThI aJMUHHUCTPALUH
npectymicHuit. | Boarorpaga B obOmact WHGOPMAIMOHHOM
Oe3omacHoOCTH.
3. | Kimaccupukanu | llorsatne araku Ha  WHGOPMAIMOHHYIO
a arak. | cucremy. Kiaccudukamms arak. Bugsl
ITonsitue MPOTUBHUKOB WM  “‘Hapymurenei”’, ux
YIPO3BL. KJIaccu(UKaIys. Kanansr YTEUKH
Mogens yrpos. | uaopmanuu: BU3YaJIbHO-ONTUYECKUH,
PexoMeHamm | akyCTHUECKHUH, 3JIEKTPOMAarHUTHBIN "u
o MaTepHaIbHO-BEIIECTBEHHBIN. [onsTHe
o0ecrieyeHuo yrpo3el.  McTouHmkm — yrpo3 M HX
uHpopMaIoHH | kinaccudukanus. [loctpoeHne mMoxenu yrpos 0 0
ol opraum3armu.  [Ipumepsl.  CroernuanbHble
Oe3onmacHocTu. | TpeOoBaHus M pekoMeHnanuu. llokazaTenu
3aLIUILIEHHOCTH. Cucrema 3aIIUTHI
UHPOpPMAIUK OT HECAaHKIMOHUPOBAHHOT'O
Joctyna.  PexomeHmyemble  Mepbl 1O
o0ecreyeHnIo  3amuThl  MHQOpPMamuu B
nporiecce dKCIUTyaTalud HHGOPMAIMOHHON
CHCTEMBI. Paspemrensnas cucrema
JIOIyCKa.
4. | OcHOBHBIE Creranorpadust u xpunrorpadus. Baxnocts 0 0
TIOHSITHSI kpunrorpahud  TpU  pElIeHHH  3aj]ad
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Kpunrorpaguu. | odecredeHus MHQOPMAITIOHHON
JIBa 0Ee30IMaCHOCTH XO3SIMCTBEHHOM JEATEIIbHOCTH
COBpPEMEHHBIX u COXpaHEeHUs KOH(HUICHINAIBEHON
HampaByieHUsT B | HH(popMaIuy. OcHoBHEBIC TOHSATHS
kpunrorpadun. | kpunrtorpapuu. IloHATHE KpUOTOCHCTEMBI,
Kitaccuueckne | ximroda. Bosmoxnsle aTaku Ha
KPHUIITOCUCTEM | KPUIITOCUCTEMBI, MOHSITHE KPHUITOAHAIN3A.
BI. Hapexnocts KPHUIITOCUCTEMBI. lBa
OCHOBHBIX HAIIPaBICHHUS B COBPEMEHHOH
Kpunrorpaduu. OnHoandaButHbIE u
MHOTOalI()aBUTHBIC KPHUIITOCHUCTEMBI.
Cucremsl Ie3aps u Bwmxenepa.
BosmokHocTH KpUNTOAHAIN3a
MHOTOQI()aBUTHBIX ~ CHUCTeM.  PackpbiThe
CHUCTEMBI Buxenepa. HanexHocth
MHOTOaJI(aBUTHBIX  CHCTEM. AOCOIIOTHO
HaJeKHas KpunrtocucreMa: “OIHOpPa30BBIN
omoxunot”. Kpuntocucrema DES.
Kpunrorpadus | Cucrembl mmdpoBaHus, He TpeOyromme
c OTKPBITHIM | Tepenayn kitoda. [IpoTokon ucnosiap3oBaHUs
KIIFOUOM. cucteMbl «OmHOpPa30BBI  OJIOKHOT», HE
Cucremsl TpeOyrommuid  TepBOHAYANBHOTO  OOMEHa
mpoBaHus, CeKpeTHbIMH Kitouamu. Kpunrtorpapus c
He TpeOyromye | OTKPBITEIM KitouoM. [loHsTHE OTKpBITOro U
nepeaayn CeKpeTHOro Kiroda. lIpuHuumel moctpoeHus
KJTI0Ya. KPUIITOCUCTEM C  OTKPBITBIM  KJIFOUOM.
OneKTpoHHas W3BecTHBIE KPUINTOCUCTEMBI C OTKPBITHIM
MOAIHKCH. KIIO4OM M ux anroputmsl. Cuctema RSA.
JnuHa kmo4a B KpUOTOrpaduu ¢ OTKPBITBIM
KITIOYOM. OmHOCTOPOHHSA ¢byHKIWA,
BO3MOXXHOCTh ee HCTIOJIb30BaHMS.
OJNeKTpoHHasl TMOANMCh M IPHUHLMIBI €e
NPUMEHEHHUSI.
OcHoBHbIE OcHoBHbIE TEXHOJIOTHU MOCTPOEHUS
TEXHOJIOTHH sammmenHbix MC. Tlonartue MexcereBoro
MOCTPOCHUS skpana. [IpaBuia (unbTpauu W NPUHLUIBL
3alIMIICHHBIX uxX npuMeHeHus. [lakeTHble  (QUIBTPBI
nucC. IMomuTHka cereBoit 6e3omacHocTH. [lonmTHKa
MexceTeBble peanuzauuu MEKCETEBBIX 9KPaHOB.
9KpaHHI. OyHKIIMOHATEHBIE TpeGoBaHUsI K
MEXKCETEBBIM JKpaHaM W HUX KOMIIOHEHTHI.
[1r03B1 CEAaHCOBOTO M MPHUKIATHOTO YPOBHSI.
HoBble ¢ynkuun OpanamayspoB. Cxembl
OpraHu3anuu MEKCETEBBIX 9KpaHOB.
TpeboBaHMs K MEKCETEBBIM DKpaHaM
TexHonorus TexHonorus 00beJUHEHUS JTOKATBHBIX CeTel
VPN-cereii. U OTJIEJIbHBIX KOMIIBIOTEPOB YEPE3 OTKPHITYIO

BHEIIIHIOID Cpely Tepeiayd JaHHBIX B
€IMHYIO BUPTYaJbHYIO CETb,
o0ecreYrBaroLIyIo 3aLIATY
WHQOPMAITMOHHBIX MMOTOKOB WJIM TEXHOJOTHUS
VPN-cereii. OcobenHoctu VPN.
TyHHenupoBaHWe W €ro  OCOOEHHOCTH.
OcHoBHbBIE pa3HOBUAHOCTH VPN-ycTpoiicTB
1o TexHuueckoi peanuzanuu. Ponu VPN-
YCTPOMCTB. BapuanTst MOCTPOCHUS
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3alllMIIEHHBIX KaHanoB VPN. VYrpossl ans
VPN. Kiraccudukarms VPN-cereid.
CoBmMmerieHne VPN-texHonoruit u
MexceTeBoro 3kpana. Hegocrarku VPN.

3ammra
nHDOpMaITUH B
HNurepuer.
HNudopmarnmon
Hast
0e30macHOCTh B
YCIIOBUSIX
(YHKIIHOHUPOB
anus B Poccun
rI00anbHBIX
ceTeil.

IIpobrmema obOecniedeHnss WHOOPMATMOHHOMN
OeszomacHOCTH TIpu paboTe ¢ TIIOOAIBHOM
CETBIO HNureprer. NudopmanmonHast
0e30MacHOCTh B YCIIOBUSIX
¢yaxmoHupoBanus B Poccrun rio0ambHBIX
cerefl. Yka3 mpesuneata PO «O mepax mo
o0ecrie4eHuto MHQOPMAaITMOHHON
OeszomacHoctn  Poccuiickoit  Denmeparuu B
chepe MEXIyHApOTHOTO HH(POPMAIIMOHHOTO
oOMeHay. VYrpo3sl MHQOPMAITIOHHON
OcsomacHocti mpu  pabore ¢ MHTepHer.
Bupycsr, WCTIONTHSIEMBIE MOy JIH,
BCIUTBIBAIOLIHE OKHa u pexnama.
Hcnonb3oBaHue aHTUBHPYCHBIX MPOTpaMM U
MEXCETEeBBIX OJKpaHOB TMpH  pabore ¢
WurepHeT. [Iporpammusie cpencTaa
npoBepkd  Tpapuka W OOpeOBI ¢
HECaHKIMOHUPOBAHHBIM  HCIIOJIH30BAHHEM
pecypcoB HHGOPMAITMOHHON CHCTEMBI.

Tunosast
CTPYKTypa
3aIUTHI oT
HCA.
Yupasnenue
JIOCTYIIOM.

ApXUTEKTypa TUIIOBOW CHCTEMBI 3alllUTHI OT
HECaHKIIMOHUPOBAHHOIO JIoCTyTa.
Unentudukanus u ayTEeHTH(UKAIIHSL.
Ilaponmpras  ayrentudukanusa.  [IpaBmma
MIPUMEHEHUS MapoJen. OpnHopa3oBbie
naponu. IlpyHOMOBI KOHTPOJIS AOCTYMA.
Matpuma poctyna M COHUCKM — JOCTYIA.
IIpouzBonbHOE u MIPUHYIUTENBHOE
yrnpaBieHue JoctynoM. OrpaHuYuBaroIui
uHTepdeiic. PoneBoe ynpasieHne H0CTYIOM.
Kpunrorpaduieckas MOJICUCTEMA.
IIporpamMmmMHoO-anmapaTHbIEe CPEACTBA 3allUTHI
unpopmarmun ot HCJIl. VYcrpoiictBa BBOza
uaeHTHd-HbIX npusHakoB. [Ipenmymiectsa u
HEJIOCTaTKH 1704 WCIIOJIb30BaHMUS.
OJEeKTPOHHBIE 3aMKH.

4. MaTtepuaJbl TeKyLero KOHTpPOJIsl ycneBaeMocTu o0ydaromuxcs U Gponna

OICHOYHBIX CPEACTB MO0 TUCHMIIINHE

4.1. ®opMbI W MeETOABI TEKYWIEro KOHTPOJS YCIHEeBAeMOCTH H IPOMEKYTOYHOH

aTTeCTanmuu.

4.1.1. B xone peanuzamuu mgucuuruimabl B1.B.JIB.3.1 «OcHOBbI HH(OPMALMOHHOM

0e30MacHOCTH XO3sIHCTBEHHOM /1eATEJBLHOCTH» UCIONIB3YIOTCS cleAyromue GopMbl B METOIbI
TEKYIIEro KOHTPOJIsl YCIEeBAeMOCTH 00yJaroIUXCsl:

Ne
n/n

HaumeHoBaHHe TeM
(pa3aeJioB)

MeTtoabl TEKYIIEro KOHTPOJIs
YcneBaeMoCTH

Ounas ¢popma
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[lonsatne  wuHpoOpMauuy, 3alUTEl  HHPOPMALUH |

i VYcrHbli
Temal |uHGOpPMALIMOHHON 0€30IacHOCTH. OcHOBHEIE onpoc
COCTaBJISIIOIINE.
3aKOHOAATENbHBIH YpOBEHBb MHQOPMAIOHHOH Y oTHEL
Tema 2 0e30macHOCTH. KommnerorepHsie HPECTYIUICHHUS. onpoc
OTBETCTBEHHOCTh 33  COBEpIIEHHE  KOMIIBIOTEPHBIX
[IPECTYIIIICHUMN.
Knaccudpukauus arak. [lonsitme yrpossl. Monenb yrpos. VCTHBIH
Tema3 |PekomMeHmamuu 10  oOecCIleUeHUI0  HHPOPMAITMOHHOM ompoc
0e30I1aCHOCTH.
OcHoBHBIE TOHATHS Kpunrtorpadpuu. [IBa COBpeMEHHBIX VCTHBIR
Tema4 |HanpaBieHUs B Kpunrorpaduu. Knaccuueckue ompoc
KPHUIITOCHUCTEMBI.
Kpunrrorpadguss ¢ OTKpBITBIM ~ KTiouoM.  CHCTEMBI N—
Tema 5 mmdpoBaHus, He  TpeOylomue  mepeiayn  KIOYa. ompoc
DIIeKTPOHHAS TIOIITHCE.
Tema 6 OCHOBHBIE TEXHOJIOTUH MOCTPOCHUSA 3allUIIECHHBIX HcC. YcerHbIn
MexCeTeBbIE KPaHbI. ompoc
Tema7 [Texnonorus VPN-cereil. Yerubii
onpoc
Bamura wHbQOpManmu B MHTeprer. UWuHopmanmoHHAs S
Tema 8 |0e3omacHOCTh B yCIIOBUSIX (DYHKIIMOHWpOBaHUS B Poccum onpoc
r100aJIbHBIX CETEH.
Tena 9 TunoBas crpykrypa 3ammtel ot HCJH. VYmpasnenue S:)CHTPHOI’:I
AOCTYIIOM. TECTUPOBAHUE
3aounas ¢opma
[lonstne  wHMOpManWu, 3amMTEl  WHPOPMAIMA | S
Temal |mHQOpPMATMOHHON 0€e301acHOCTH. OcHOBHEBIE onpoc
COCTaBJISIIOIINE.
3aKOHOAATENbHBIH YpOBEHBb MHQOPMAIOHHOH v eTHEL
Tea 2 0e30macHOCTH. KommnbrorepHsie HPECTYIICHUS. onpoc
OTBETCTBEHHOCTh 32  COBEpIICHHWE  KOMITBIOTEPHBIX|
[TPECTYIJICHUM.
Knaccudukamus artax. [lorstne yrpo3sl. Mopens yrpos. VeTHbIH
Tema3 |PexkoMeHmamuu 1O  oOecreuyeHHI0  WH(POPMALMOHHOMH onpoc
0e30I1aCHOCTH.
OcHOBHBIE TOHSATHA Kpunrorpadguu. J[Ba coBpeMEeHHBIX VYcTHBIH
Tema4 |HampaBieHUS B Kpunrorpaduu. Knaccuueckue onpoc
KPUIITOCHUCTEMBI.
Kpuntorpagust ¢ OTKpBITBIM ~ KimouoM.  CuCTeMBI N—
Tena 5 mmdpoBaHus, He  TpeOylomue  mepeiadyd  KIoYa. ompoc
DJIeKTPOHHAs ITOIIHCh.
Tema 6 OCHOBHBIE TEXHOJIOTUH MOCTPOCHUSA 3allUIIECHHBIX HcC. YcerHbIn
MesxceTeBble SKpaHBl. onpoc
Tema7 [Texnosorus VPN-cereil. Yerubli
orpoc
3ammra wuHpopmauuu B Mutepner. WHdopmanmoHHas N—
Tema 8 |0e3omacHOCTh B yclIOBUSX (DyHKIIMOHMpOBaHUS B Poccum opoc
rno0aTbHBIX CEeTeH.
Tema 9 TunoBas crpykrypa 3ammtel ot HCJH. VYmpasnenue S;cHTp}g’gI
AOCTYTIOM. TCCTUPOBAHUEC
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4.1.2. IlpoMexxyTouHasi aTTecTalys IPOBOIUTCA B OpME 3adeTa METOIOM 3JIEKTPOHHOTO
TECTUPOBAHUS.

IIpy 1noAroToBKE K 3a4eTy CTYAEHT BHHUMATEIbHO IIPOCMAaTPUBAET  BOIPOCHI,
IpeIyCMOTpEHHbIe paboueil mporpaMMol, M 3HAKOMHUTBCA C PEKOMEHJIOBAHHOM OCHOBHOM
auteparypoil. OCHOBOH Uil ClTauM 3a4eTa CTYACHTOM SBIJISACTCS M3yUeHHE KOHCIIEKTOB 0030PHBIX
JEeKIUH, NPOCIYLUIAHHBIX B TEYEHHE CeMecTpa, HHQOpMaius, IOJydeHHas B pe3yJbTaTe
CaMOCTOSITENIbHOW pabOThl, M MPAKTUYECKUE HABBIKM, OCBOCHHBIC MPH PEIICHUU 33/1a4 B TCUCHHE
ceMecTpa.

4.2. MatepuaJibl TEKyLIero KOHTPOJISA YCIIeBA€MOCTH.

Tema 1
IlonsiTe MHpopmManum, 3amMTHl HHGOPMALMN U WHPOPMALMOHHON 0e30MacHOCTH.
OcHOBHBIE COCTABJIAIOLIHE.
Bomnpocsl ycTHOro onpoca:
[NonsTie nHpOpMaIUH, 32T HHGOPMAUU 1 HHPOPMAIIIOHHOM 6€30MacHOCTH.
2. Hasnauenwe u 3amaum B cdepe oOecrnedeHHs WHPOPMAIMOHHOW OE30IaCHOCTH Ha YpPOBHE
rOCy/IapcTBa, Ha YPOBHE PETHOHA U Ha JIOKAJHHOM YPOBHE.
3.  OcHOBHBIC TIOJIOKEHHS TEOPUU HHDOPMAIIMOHHOHN 0€30IaCHOCTH HH(OPMAITMOHHBIX CHCTEM.
4. OCHOBHBIC COCTaBJSIIOIINE OOECIeUeHUss HHPOPMAIMOHHON 6e30MacHOCTH —XO3HCTBEHHOM
JIeATeIILHOCTH.

=

Tema 2
3akoHoAaTeJbHBIH YpOBeHb HH(popMannoHHoil Oe3omacHocTH. KommnbrotepHbie
npecrymieHusi. OTBeTCTBEHHOCTD 32 COBepLIeHHe KOMIIbIOTEPHBIX NPeCcTYIJICHU.
Bonpocs! ycTHOro onpoca:
1. BaxHOCTbH 3aKOHOJATEIHFHOTO YPOBHS HH()OPMAIMOHHOW O€30TTaCHOCTH.
00630p poccHiicKOro 3aKOHOJATENHCTBA B 001acTH oOecriedeHnst HHPOPMAIIMOHHOH 0€30MacHOCTH.
3. Hoxrtpuna uHpopmanuoHHoii OezomacHoct P®, 3akoHBl «O rocynmapcTBeHHOH TaiiHe», «O0
uHpOopMaIuy, HHOOPMAIIMOHHBIX TEXHOJIOTHSX | O 3alUTe HHHOpMAILIUNY.
Jlpyrue 3aKoHBI ¥ 3aKOHOIaTeNNbHbIe akThl. KoHenys nH)OopMaoHHOW 0€3011aCHOCTH.
OCHOBHBIE HOPMATHUBHBIE PYKOBOJSIINE JOKYMEHTBI, KacalOUIMecs TOCyJapCTBEHHOW TalHBI M
KOHQHICHIMAILHOW MH(OpMANK, HOPMATHBHO-CIIPABOYHBIE JOKYMEHTHl. HOopMaTHBHBIE aKThI
aaMuHUCTpanu Bonrorpana B o6macti MHGOPMAMOHHON 0€301aCHOCTH.
6. KommeioTrepHble  mpecTyruieHus.  OTBETCTBEHHOCTb 32 COBEPLICHHE  KOMIBIOTEPHBIX
MIPECTYIJICHUH.

n
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7. VYronoBHas u AIMUHUCTpPATUBHAA OTBETCTBCHHOCTD.

Tema 3

Kanacenpuxkanus arak. IlonsaTrue yrpo3el. Mopeas yrpo3. Pexkomenmanum 1o
ob0ecrieyeHn 10 HHGPOPMALMOHHOM 0€3011aCHOCTH.
Bonpocs! ycTHoro onpoca:
[onsiTHe aTaku Ha HHPOPMALTUOHHYIO CHCTEMY.
Knaccudukanus atak. Buabl IpOTUBHUKOB WM “HapyIIMTENE”, MX Kiaccu(puraius.
3. Kanamel yredkn wHGOpMAIMW: BH3YAIbHO-ONTHYECKHHA, aKyCTHYECKHH, JJIEKTPOMATHUTHBIA H
MaTepUalibHO-BEII€CTBEHHBIH.
[lonsiTie yrpo3sl. McTOYHMKH yrpo3 U UX KiIaccUpHUKaLus.
[Toctpoenne moaenu yrpo3 oprannsanuu. [Ipumepsr.
PykoBoasmme moxymenTsl ['octexkomuccun Poccun (Denepanpaas cioyx06a M0 TEXHUIECKOMY H
OKCIIOPTHOMY KOHTPOJIIO) TO 3allUTe OT HECAHKIHMOHMPOBAHHOIO JOCTyHa K WH(OpPMAaLUH.
CriennanbHble TpeboBanus 1 pekomennanuu. Muctpykuus CTP-K.
7. PexoMenmanuu 1o 3anure KoHGUACHIUANbHON uH(pOopManuu. Kiaccel 3aluineHHOCTH CPEICTB

BBIUMCIIUTEIHHON TEXHUKH W aBTOMAaTH3WPOBAHHBIX CHCTEM 10 PYKOBOISIINM JIOKyMEHTaM
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10.

T'ocrexxkomuccun Poccum.

[Tokazarenn 3ammmeHHocTH. CucTemMa 3amuTBl WH(QOpPMAIMM OT HECAHKITMOHHPOBAHHOTO
JIOCTYIIA.

PekoMenayemble Mephl IO OOCCIICUCHHIO 3alUThl WH(OPMAIMU B TPOIECCE IKCILTyaTaluu
MH()OPMAITMOHHON CUCTEMEL.

PaspemmmrenpHas cucrema gomycka. PexomeHmammn 10 TUIaHy  A0paOOTKH  OOBEKTOB
WH(pOpPMATH3AIMK HA COOTBETCTBHUE TPEOOBAHUSIM PYKOBOJISIIMX JOKYMEHTOB | OCTEXKOMHCCHUU
Poccun.

Tema 4
OcHoBHble mnNOHATHA Kpunrorpagum. JBa CcOBpeMEHHBIX HAaINpaBJieHUs B

kpunrorpaguu. Kiaccuyeckue KpunTocucreMbl.

1.

o o

~

10.

Bomnpocsl ycTHOro0 onpoca:

Hctopudeckas crpaBka. Bo3MokHble HampaBieHUsl peLleHHs 3a7adyd oOecrieueHus Iepenaqu
CeKpeTHOH MH(POPMAITHH.

Creranorpadust u kpuntorpadus. BaxkHocTs Kpunrorpaduu mpu pemieHnd 3a1ad 00ecTiedeHus
MHPOPMAITMOHHOH 0e3onmacHOCTH X031 ICTBEHHOM JIeATEIbHOCTH u COXpaHEHUs
KOH(UACHINATBHON HH(pOpMaIny.

OcHoBHble noHATHS Kpunrtorpaduu. lloHsTne kpunrocuctemsl, Kimoda. Bo3MokHbBIE aTaku Ha
KpHUIOTOCUCTEMBI, ITIOHATHUEC KPUIITOAHAIN3A.

Hapexnocts kpunrocucteMmbl. J[Ba OCHOBHBIX HAIpaBICHUs B COBPEMEHHOH KpuIITOrpaduH.
Knaccuueckne KpUITOCHCTEMBI.

OnHoandaBuTHBIE B MHOTOANI(aBUTHBIE KPUIITOCHCTEMBI.

Cuctrembr llesapss u Bmxkenepa. B03MOXXHOCTH KpUNTOAaHaIM3a MHOTOAI(ABUTHBIX CHCTEM.
PackpriTue cuctemsl Bukenepa.

HanexHocTh MHOTOAI(aBUTHBIX CUCTEM. DICKTPOMEXaHNUECKHE MU(POBAIBLHBIC MAIIIHHBI.
AOCOIOTHO HaJie)KHAs KpunTocucTema: “OHOPa30BbIi 0JIOKHOT”. BO3MOXXHOCTh UCIIOJIB30BAHUS
TaKUX CHUCTEM Ha npakTuke. CTaHAapThl U(PPOBAHUS JaHHBIX.

Kpunrocucrema DES. Poccuiickuii cranmapt mmdpoarus ['OCT 28147-89. IIpobrema BeiOOpa
HaI[e)KHOfI KPpHUOTOCUCTEMBI JJI 3alllUThl CBOMX JaHHBIX.

[lepcriextuBsl pazpuths KpunroaHanusa. [[podiema momHoro mepedopa BcexX KIFOUeH.

Tema §
Kpunrorpadpusa c¢ orkpeiTbiMm kiaw04oM. Cucremnl mudpoBaHusi, He Tpedyromue

nepeaavu Kjiar4da. BHeKTPOHﬂaH MNOoAINMUCH.

A
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Bonpocs! yeTHOro onpoca:

Cucrems! mmdpoBanus, He TpeOyrOIIre epeaady KIroya.

[IpoGyieMbl KCIOJIB30BaHUS TaKUX cHCTEM. [IpOTOKOJI MCIOJBb30BaHUsI CUCTEMbI «OIHOPA30BbBIN
OJIOKHOT», HE TpeOyIIUi MepBOHAYAILHOTO 0OMEHa CeKpeTHhIMH Kitodamu. Kpunrorpadus c
OTKPBITHIM KITFOYOM.

[ToHsATHE OTKPBITOTO M CEKPETHOTO KiTtoua. [IpaBmiia ux UCIOIh30BaHUS.

[TpuHIUTIBEI TOCTPOEHUS KPUTITOCUCTEM C OTKPBITHIM KITFOYOM.

N3BecTHBIE KPUNITOCUCTEMBI C OTKPBITHIM KJIFOUOM U UX anropuTmbl. Cucrema RSA.

JinHa Kiro4a B KpUNTOTPaQUu ¢ OTKPHITHIM KITFOUOM.

OnHOCTOPOHHSS (YHKIVSI, BO3MOXKHOCTD €€ MCII0JIb30BaHUS.

DJeKTpOHHAs MOAMUCH U NPUHLHUIIBI €€ PUMEHEHUS.

Tema 6

OcHOBHBIE TEXHOJIO0THH NOCTPoeHus 3amuieHHbIX MC. MexkceTeBble JKpaHBbI.
Bomnpocel ycTHOro onpoca:

OCHOBHBIEC TEXHOJIOTHH MOCTPOCHHUA 3alIUIIICHHBIX HC.

[TonsiTne mexcereBoro 3kpana. llpaBuia ¢unpTpanuy U NPUHOUNG WX TpuMeHeHus. [lakeTHbie
¢uneTpeL. [lonuTka ceTeBoit Ge30macHOCTH.

IlonuTuka peaim3aliu MCKCCTCBBIX JKPAHOB. qDYHKL[I/IOHaHLHLIG Tpe60BaHI/I$I K MCEKCECTCBBIM
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9KpaHaM U X KOMIIOHEHTHI.

10361 ceaHCOBOTO U MPUKIAAHOTO YpoBHS. HoBBIe (yHKINH OpaHIMayd pOB.

Cxembl OpraHuW3alil MEXKCETEeBBIX 3KpaHOB. OCOOCHHOCTH pa3IHYHBIX CXEM pealn3allid, WX
MPEUMYIIECTBA U HEJOCTATKH.

[Ipo6GiieMbl1, CBS3aHHBIE C MEKCETEBBIMU IKPaHAMHU.

TpeOoBanus K MEKCETEBBIM SKpaHaM

Tema 7

Texnouoruss VPN-cereii.

Bomnpocsl ycTHOro onpoca:

Texnonorus oObEOUHEHUS JIOKAJIBHBIX CETed M OTHENbHBIX KOMIIBIOTEPOB 4Yepe3 OTKPBITYIO
BHEIIHIOIO Cpely Tepeaavyd JaHHBIX B €JUHYI0 BHPTYAIbHYIO CETh, 00ECIIEUMBAIONIYIO 3alIUTY
WH()OPMAITHOHHBIX ITOTOKOB MIIA TeXHOJoTHs VPN-cereii.

Oco6ennocti VPN. Tynnens VPN. TyHHenupoBaHue v €ro 0COOCHHOCTH.

OcHoBHbIe pazHOBHIHOCTH VPN-ycTpoicTB 1o TexHndeckon peanmmsanun. Poxn VPN-ycTpoiicTs.
BapwuanTtsl mocTpoeHwms 3amuIIeHHbIX kaHamoB VPN.

VYrpo3b! asig VPN. BapuaHThl 3alIMIIEHHBIX COEIMHEHUH.

Knaccupukamms VPN-ceteir. Cosmemenne VPN-TexHonoruitT W MEXKCETEBOTO  JKpaHa.
Henocratku VPN.

Tema 8
3amura nHpopmauuu B UHTepHer. UHpopmannonHasi 0e30MacHOCTh B YCJOBHAX

¢pynkuuonnposanus B Poccuu riio6ajbHbIX ceTe.

1.

2.

N

o oA

Bomnpocs! ycTHOro onpoca:

[Ipobmema obecneueHust WHGOPMAITMOHHON 0€30mMacHOCTH TpU paboTe C TI0OAaTbHOW CETHIO
HNurepuer.

HNudopmarnmonHast 6e30MacHOCTh B YCIOBHAX (PYHKIIMOHUPOBaHMS B Poccun rioGanbHbIX ceTel.
VYka3 npesuaenta PO «O mepax no obecrieueHur0 HHPOpPMAIMOHHON Oe3omacHoCcTH Poccuiickoit
Oenepannu B cepe MEXKIYHAPOIHOTO MHPOPMAIMOHHOTO 00MEHa». YTPo3sl HH(POPMAIMOHHOMN
Oe3omacHocTy nipu padore ¢ MHTepHET.

Bupycel, ucnionHseMble MOAYJIH, BCILIBIBAIOLIME OKHA U pekiama. Mcronb30BaHe aHTUBUPYCHBIX
IpOrpaMM M MEKCETEBBIX SKpaHOB IpH padote ¢ HTEepHET.

[IporpamMHuble  cpencTBa TpoBepkd Tpaduka u  OOppOBI  C  HECAHKIIMOHUPOBAHHBIM
UCIIOJIb30BaHUEM PECYPCOB HHPOPMAITUOHHON CHCTEMBI.

Tema 9

Tunosas crpykrypa 3amutbl oT HCJI. YnpaBienue gocrynom.

Bomnpocsl ycTHOro onpoca:

ApXHUTEKTypa TUIIOBOI CHCTEMBI 3alIUTHI OT HECAHKLMOHUPOBAHHOTO A0CTymna. Mnentndukanus u
ayTeHTUDUKAITHS.

[MaponsHast ayreHTHdUKanms. [IpaBuna npuMeHeHNs MapoieH.

OnnopaszoBbie maponu. Cepep ayreHTH(ukanmuu. [lomcucrema yrpaBieHHS JOCTYIIOM,
MOJICUCTEMA PETUCTPALIUH U yUETA.

ITpuHumnel KOHTpOIIA JocTyna. MaTtpuna JocTyna U CIIUCKY JTOCTYTIA.

[IpousBoabHOE U IPUHYANUTENFHOE YIpaBiIeHue JocTynoM. OrpaHUYUBAIOLINI HHTEP]ETiC.
PoneBoe ympasnenne pgoctynmoMm. CraThdeckoe W JUHAMHYECKOE paclperesicHHE poJieH.
IToncucrema obecneuenus nenoctHoctu. Kpunrorpaguueckas noacucrema.
[IporpammHuo-anmapaTtHsle cpencrBa 3amuTel uHbopMmamun ot HCJ. VYcrpoiictBa BBOAa
WACHTH(QUKALMOHHBIX TpU3HaKkoB. Kiaccudukamust ycTpoWCTB BBOJA HACHTH(PHKALMOHHBIX
NpU3HAKOB. buoMeTpuyeckue ycTpoicTBa BBOJA WICHTH(PHUKAIMOHHBIX TPU3HAKOB U WX
KJIacCU(UKAITHS.

[IpenmymiecTBa 1 HEAOCTATKU UX UCHOJIBb30BaHMs. KoMOMHMpOBaHHBIE yCTpOiicTBa. DIEKTPOHHBIE
3aMKH.

UTOI'OBBIN TECT IO KYPCY
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«OcHOBBI HH(POPMALMOHHOH 0€30IACHOCTH X0351/iCTBEHHOM /1eATeJTbHOCTH

DJEKTPOHHBIN TECT MPEACTABISIET COOO0M 3aJaHuUs C BEIOOPOM TOJIBKO OJHOTO MPABHIBLHOTO
OTBETAa U3 MPEUIOKEHHbIX. Pe3ynbpTaT nporpamMma Unitest BEIBOAUT B MPOIIEHTAX.

1. Kpunrorpadus 310

A) Hayka 0 MeToZax mpeoOpa30BaHus JaHHBIX, HAIPABICHHBIX HA TO, YTOOBI C/AETATh ITH JTAHHBIE
0ecIoNIe3HBIMU JIJISI HECAaHKITMOHUPOBAHHBIX JIUI]

B) nayka o MeTogax u croco6ax pacKkpheITHs mu(POB

C) COBOKYITHOCTh METOIOB, CKPBHIBAIOIIUX (haKT Mepeadyu CEKPETHOW MHPOPMAIIUHU 32 OTKPHITOU
uHpopmanuei

D) COBOKYIHOCTh METOJIOB, OOECIEYMBAIONIMX aOCONIOTHYIO HAJCKHOCTh KaHalla Tepeaadyu
JAHHBIX OT TIepexBaTa

E) Hayka o MeTogax cozmanus uppoBOi MOIHCH

2. Kakasi u3 ciielyl0IIMX KPUNTOAHAJTUTHYECKUX aTaK CYUTAETCS HanboJiee OMACHOM?

A) Ipu HAJIMYKU TOJIBKO OJHOTO 3au(pOBaHHOTO parMeHTa

B) npu Hanmuuum 6osbmroro Habopa 3amu@poBaHHBIX PparMEeHTOB

C) npu HammuuM GpparMeHTa OTKPHITOTO TEKCTa U COOTBETCTBYIOLIETO €My KPUIITOTEKCTa

D) npu u3zBecTHOM MeTo/1e HU(PPOBaAHUSL

E) npu Bo3MoOHOCTH BbIOOpa JIF0OOI0 OTKPHITOIO TEKCTA U MOJYYEHUU COOTBETCTBYIOILIEIO EMY
KPUNITOTEKCTa

3. CkoJIbKO pa3Iu4HbIX KiI04Yel B cucreme Lle3apsi npu McnoJib30BaHUM MOJHOIO0 PYCCKOTO

andasura?

A) 16 D) 256
B) 33 E) 1024
C) 66

4. Yto siBJIsIETCA KJIHOYOM B Kpunrocucreme Bu:kenepa?

A) mo0oe pobdHOEe YHCITOo

B) BennuunHa ciBura HCXOAHOTO andaBuTa

C) nepectaBieHHBIN andaBuT

D) cnyuaiiHas mocae10BaTeIbHOCTh OYKB, paBHAsI UTHHE COOOIICHUS
E) moboe cioBo

5. Kakasi u3 nepe4HcJIeHHbIX KPUINITOCHCTEM SIBJISIETCS CHCTEMOI ¢ OTKPBITHIM KJIH0Y0M?
A) DES D) I'OCT 28147

B) RSA E) Lle3aps

C) Duurma

6. MoxHo au B mporpamme PGP Bocmo/ib30BaTbecsi Yy:KMM OTKPBITBIM KJIKYOM I
pacum¢poBanus HH(POPMALKH.

A) na

B) et

C) na, eciu U3BECTEH TOT NapOJIb

D) nma, ecnu mosb30BaTeNb JAcT IMpaBa Ha pacimupoBKY ero WHQPOpPMalUM U COOOIIUT CBOM
napoib

E) na, ecnmu mepebparh Bce KIt0Un

7. Kak pacKkpbIBalOTCsl KPUNITOCHUCTEMbI 0/1HOAI(ABUTHOMH 3aMeHbI?
A) Takue CUCTEMbI PaCKPBITh HEJIb3s
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B) nmonusii nepebop kitoueit

C) aHanu3 4acTOT BCTpEUAEMbIX OYKB
D) nepebop coobuienuit

E) nepecTaHoBKM OYKB KPHIITOTEKCTA

8. Kpunroanauus 31o

A) Hayka 0 MeToZax mpeoOpa30BaHus JaHHBIX, HAIPABICHHBIX HA TO, YTOOBI C/AETATh ITH JTAHHBIE
0ecIoNIe3HBIMU JIJISI HECAaHKITMOHUPOBAHHBIX JIUI]

B) Hayka o MeTogax u croco6ax pacKpbIThs uppoB

C) COBOKYITHOCTh METOJIOB, CKPBHIBAIOIIUX (DaKT Mepeaun CEKPETHON WHPOPMAIIUU 32 OTKPBITOM
uHpopmanuei

D) COBOKYIHOCTh METOJIOB, OOECIEYMBAIONIMX aOCONIOTHYIO HAJCKHOCTh KaHalla Tepeaadyu
JAHHBIX OT TIepexBaTa

E) Hayka o MeTogax cozmanus uppoBOi MOIHCH

9. Yto siBJIsIeTCA KJIHOY0OM B Kpunrocucreme Llezaps?
A) moboe coBo

B) mr060e uncio

C) BenmuuMHA CIBUTA UCXOIHOTO andaBura

D) nepecraBneHHbll andaBUT

E) cnyuaiinas mocieoBaTelIbHOCTh CHMBOJIOB

10. KakoBa nimna kiawo4a B cranaapre mmdposanusa 'OCT 28147?

A) 256 out D) 1024 6ut
B) 64 6ut E) 2048 Gur
C) 56 6ur

11. Ha c10kHOCTH pelieHUus1 KaKoii MaTeMaTH4ecKoil 3aa4ym ocHoBaHa cuctema RSA?
A) KO/1bI HCTIPABJISIOUINE OIIMOKU

B) nuckpetHsiit torapudm

C) 3amaua “o prok3ake”

D) paznosxeHue OONBIINX YUCEN HA TMPOCTHIE MHOXKHUTEIU

E) cinoxenue no Moy 18a

12. Kpunrorpaduyeckuii npoToKoJI 310

A) meton muppoBaHUs JTaHHBIX

B) MeTo xpunToaHaim3a TaHHBIX

C) meTon nmepexBaTa JaHHBIX

D) anroputm oOMeHa MHGOpMAITUEH MEXTy pa3TUIHBIMU YIYaCTHHKAMU TIPU CEKPTEHOU TMepeiade
TAHHBIX

E) ocobas kpuntocucrema

13. Kpunrocucrema «OnHopa3oBblii 0J10KHOT» 3TO:
A) nepecTaHOBOYHAs CUCTEMA

B) onHoandaBuTHasS cucTEMa IPOCTOM 3aMEHBI

C) MHOTOAN(aBUTHASA CUCTEMA

D) cucrema ¢ OTKPBITHIM KIIOYOM

E) Takoli cucTeMbl He CyIIECTBYET

14. Kakoii napoab HanGoJ/1ee HalesKeH?
A) ®amunus noab30BaTeN
B) ®pa3a u3 kauru
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C) cnyyaifHast HOCI€10BATEIBHOCTD ITU(D
D) ciygaitHast mociie10BaTeIbHOCTh OYKB
E) cinyuaiiHas mocieoBaTeIbHOCTb IPOU3BOJIBHBIX CUMBOJIOB

15. KakoBa niuHa kiaw4a B cucreMe mmdposanusa DES?

A) 256 out D) 1024 6ur
B) 64 6ur E) 512 6ur
C) 2048 our

16. Kpunrorekcr 310

A) TEKCT HCXOTHOTO COOOIIECHUS

B) Tekct 3ammdpoBaHHOTO COOOIICHUS

C) mapoiib

D) TeKcT, MoTy4eHHBIH TPH KPUIITOAHATIN3E
E) xnrou

17. Taiinonucsk (cTeranorpadusi) 3To

A) Hayka 0 MeTo/lax MpeoOpa3oBaHusl JaHHbBIX, HAIIPABJICHHBIX HA TO, YTOOBI CJENATh 3TH JaHHbBIE
0ecIoNe3HbIMU JIJIS1 HECAHKIIMOHUPOBAHHBIX JIALL

B) Hayka o Mmetogax u cnoco0ax pacKpbITUs IH(PPOB

C) COBOKYITHOCTh METOIOB, CKPBHIBAIONIUX (haKT Mepeadd CeKPeTHOM MHPOPMALIUHU 32 OTKPHITON
uHpopmanuen

D) coBokymHOCTH METOAOB, OO€CIEUMBAIOUIMX aOCOJIOTHYIO HAJEKHOCTh KaHajla Iepenayu
JTAHHBIX OT IepexBaTa

E) Hayka o MeTogax co3aanusi tuppoBOI MOIIHCH

18. Uto no3BoJisieT onpeaeauts Metoa Kazucku npu kpunroanaiause cucrembl Buikenepa?
A) mapoJib

B) oTKpbITHIN TEKCT

C) meton mudpoBanus

D) nnuny naposns

E) anuHy OTKpBITOrO TEKCTA

19. Kakas kpunrocucrema o0ecneyuBaeT a0COJIOTHYI0 HAJAEKHOCTh 3alMTBI INPH
NPABUWIBHOM €€ MCI0JIb30BAHNH?

A) DES D) OnHopa3oBblit 6JI0KHOT
B) RSA E) Buxenepa
C) I'OCT 28147

20. O0ecnneunBaeT JiM NapoJb Ha BxoA B Windows HageKHYI0 3alIMTY KOMIIbIOTepa?
A) na

B) mer

C) npu nyune naposst 6onee 10 cuMBOJIOB

D) npu cnydaiitHom napoiie

E) npu perymnsipHoii cMeHe naposst
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Ikana oneHNBaHUA

YcrHblii onpoc

YpoBeHb 3HAHWN, YMEHHMH W HaBBIKOB OOYYalOIIErocst MPH YCTHOM OTBETE€ BO BpeMs
TEKYIIEro KOHTPOJIS onpeaensercss oneHKaMu «OTiandHoy»/ «Xopooy/ «Y JOBIETBOPUTEITHHOY/
«HeynoBneTBOPUTEIBHOY.

B Boarorpaackom uHcTuTyTe ynpasienus — pumane PAHXul'C npunsara ciemyromas
IIKaJla COOTBETCTBUS PEUTHHTOBBIX OIICHOK MSTHOAJUIBHBIM OLIEHKAM:

- 90 — 100% — «oTamanrO» (5);

-75 —89% — «xopomo» (4);

- 60 — 74 — «ynoBieTBOpUTEILHO (3);

- me"ee 60% — «HEeYIOBIETBOPUTETHHO» (2).

YpoBeHb 3HaHMI, YMEHHI M HAaBBIKOB OOYYaroIIerocs NMpPU YCTHOM OTBETE€ BO BpeMs
MPOBEJICHUS TEKYIETO KOHTPOJs ompeaensieTcss 6amwramu B nuamnazoHe 0-100 %. Kpurepusimu

OLICHUBaHUA

npu IHOpOBCACHUHN  YCTHOI'O OIIpoca ABJIACTCA  JACMOHCTpalusa  OCHOBHBIX

TCOPCTUICCKHUX HOJIO)I(CHI/Ifl, B paMKax OCBaMBacMOM KOMIICTCHIWHK, YMCHHC IIPHUMCHATH
IMNOJIYYCHHBIC 3HAHHA Ha IMPAKTHKE, OBJAJCHHUC HABBIKAMHW aHAJIW3a U CUCTEMaTU3alun

uH(pOopMaLIUH.

HpI/I OLCHUMBAHWU PC3YJIbTATOB YCTHOI'O OIPOCA MCIIOJIB3YCTCA CIICAYIOIIAas NIKaJIa OLCHOK:

100% — 95%

CTYIEHT TJyOOKO NOHMMAeT TMpPOWJIEHHBIM Marepual, OTBEYAaeT YETKO U
BCECTOPOHHE, YMEET OLICHUBATh (DAaKThl, CAMOCTOSTENILHO PACCYKAAET, OTINYAETCS
CIIOCOOHOCTBIO  OOOCHOBBIBAaTh  BBIBOJBI, Ppa3bICHATb HUX B  JIOTMYECKOH
[10CJIEI0OBATEIbHOCTH;

94% — 90%

CTYACHT FHY6OKO IIOHUMACT HpOﬁﬂCHHBIﬁ mMarcpuall, OTBCYACT UYCTKO H
BCCCTOPOHHE, YMECT OLICHUBATDH (1)3.KTI)I, CaMOCTOATCIIBHO pacCyKaacT, OTINYaCTCA
CIIOCOOHOCTBIO 000CHOBBIBATH BBIBOJbI, Pa3bACHATDb Hnux B JIOTUYECKOM
MOCJICAOBATCIIbHOCTHU, HO JOMYCKACT OTACIIbHBIC HCTOYHOCTH,

89% — 85%

CTYIEHT TNyOOKO TOHMMAaeT TMPOWJIEHHBIM MaTrepual, OTBEYaeT YETKO U
BCECTOPOHHE, YMEET OICHUBATH (DAaKThI, CAMOCTOSITENIFHO PACcCyKAAET, OTINYACTCS
CIIOCOOHOCTBIO  OOOCHOBBIBATh  BBIBOJABI, Pa3bICHATH WX B  JIOTHYECKOH
MOCJIEI0BATENBHOCTH, HO IONYCKAeT HEKOTOPhIE OMMOKH OOIIEro XapakTepa;

84% — 80%

CTYJEHT XOpOIIO MOHUMAET MPOUJICHHBIM MaTepuan, HO HE MOXET TEOPETUUYECKU
000CHOBATh HEKOTOPHIEC BHIBOJIBI;

79% — 75%

CTYACHT OTB€YAaCT B OCHOBHOM IIPABUJIBHO, HO YYBCTBYCTCA MCXAHUUCCKOC
3ayUYMBAaHUC MaTCpuaa,

74% — 70%

B OTBETE CTYJEHTAa HMEIOTCS CYUIECTBEHHbIE HEAOCTATKH, MaTepuall OXBadeH
HETOJIHO, B PACCYXKJIEHUAX JOMYCKAOTCS OMUOKH;

69% — 65%

OTBET CTYyJIEHTa TMpaBWIECH JIMIIb YaCTUYHO, IpPU Pa3zbsiCHEHUH Marepuasa
JIOTTYCKAIOTCS CEPhE3HBIC OIINOKU;

64% — 60%

CTYACHT UMECT 06]1_[66 MpEeaACTaBJICHHUEC O TEMC, HO HC YMCCT JIOTUYCCKU 000CHOBATH
CBOU MBICJIH,

Menee 60%

CTYACHT UMCCT JIMIIb YaCTUYHOC MPCACTABJICHUC O TEMC.

TecTupoBanue

ypOBCHL 3HaHPII>i, YMCHI/Iﬁ 1 HaBBIKOB 06yqa10mer0051 IIpru YCTHOM OTBETC BO BpPCM:

MIPOBEICHUS TEKYIIETO KOHTPOJISI ompenensercss Oamramu B nuamasone 0-100 %. Kpurepuem
OIICHUBAHUSI MPU MPOBEICHUHM TECTUPOBAHUS, SIBISETCS KOJIUYECTBO BEPHBIX OTBETOB, KOTOPHIE
Jlall CTY/IEHT Ha Borpockl Tecta. [Ipu pacuere konuuecTBa OaIOB, MOITYYEHHBIX CTYACHTOM IO
UTOTaM TECTUPOBAHMUSI, UCTIONB3YETCs cleayromas hopMmyna:
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b — konmnuecTBO 0aIOB, MOTYYEHHBIX CTYIEHTOM IO UTOr'aM TECTUPOBAHMS;

B — xonndgecTBO BEPHBIX OTBETOB, JaHHBIX CTYACHTOM Ha BOIIPOCHI TECTA,

O — ofu1ee KOINYECTBO BOIIPOCOB B TECTE.

4.3. OueHo4HbIe CpeacTBA I IPOMEKYTOYHOM aTTecTaliH.

4.3.1. llepeyeHb KOMIETEHIUIi C YKa3aHUEM 3TanoB UX (OpMUPOBaHUS B Mpolecce OCBOCHHSA
o0pa3oBaTeabHoii mporpammbl. [loka3zaTesin M KPUTEPUH OUEHUBAHUSA KOMIETEHIIMA C y4eTOM
JTana ux GopMHpoOBaHUsA

Kon
Kon Haumenosanue Haumenosanue stana
JTana OCBOCHHS
KOMITCTCHITUH KOMITCTEHITUH OCBOCHHSI KOMIICTCHITUH
KOMITETEHIIUH
CrocoOGHOCTh UCTIONB30BATh MPOrPAMMHBIE MPO-
TBI JUT ()OPMHUPOBAHUS U aHAIN3a 0a3 JaHHBIX U
CrocoOHOCTh TPUMEHSTh AyK Zv[ cg) pMHp 6 A o
. MpaBoBO MH(OPMALIMH C LENbI0 o0ectieueH st HHPOop-
YK OC-2 |mpoektHbiii monxon npu pemeHnn| YK OC-2.4.1 P PMALIHH € 11 P
MAaIMOHHOH 0€30MacHOCTH
npodeccuoHaIbHBIX 3a1a4
CrocoOHOCTh MOATOTABINBATh CrocoOHOCTh OPUEHTHPOBATHLCS B IaHHBIX (PUHAHCOBO#
HCXOJIHBIE JAHHBIE, HEOOXOIHUMBbIC OTYETHOCTH SKOHOMHUYECKOTO CYOBEKTa ISl IPOBEICHUS
JUIS pacdyeTa SKOHOMHIECKUX H 9KCIIpecc-aHaIn3a ero GUHaHCOBOH NeTeTbHOCTH
TIK-1 COIMAJIBHO-9KOHOMHUYECKHX T1K-1.4.3
ToKazarteei, XapaKTepH3YIOLIIHX
JIeATeIbHOCTD XO3IHCTBYIOIINX
CcyOBEKTOB

OmnucaHne nMoka3areieil 1 KpUTePHeB OLICHMBAHUS KOMIIeTEHIIHMHM HA Pa3JIMYHBIX 3Tanax ee OpMHPOBaHUS

JTan ocBOeHUSs IToxa3zartean Kpurepnii
KOMIIETeHIHH OLICHUBAHMUS OLICHHBAHMS
VKOC-24.1 HazBaTh MexIyHapoAHBIE CTaHAAPTH HH()OPMAIMOHHOTO OOMeHa; #AaTh JleMOHCTpanus 3HaHHUH
CnocoOGHOCTb  HCIOJIb- | ONPEAETICHUE IOHATUS YIPO3bl, 3alIUTHI, BUAOB INPOTHBHUKOB WM [OCHOBHBIX
30BaTh  HPOTPAMMHBIE | “HAPYIIHTENE; IePEUNCINTh MOJIeTH O€30IIaCHOCTH 1 UX IPHUMEHEHHE; [TeOPETHIESCKHX

HOPOAYKTH 1 (hopMHU-
poBaHHA W aHanm3a 0a3
JAHHBIX W  IIPaBOBOHU
HHGOPMAIIUN C LENbI0
obecnieuenust MHpopMa-
LIMOHHOHU 0€30IaCHOCTH

Ha3BaTh METOABl Kpunrorpaduu; Ha3BaTh METOAbl U CIOCOOBI
obecrieyeHns: MHPOPMANMOHHOK Oe3omacHOCTH B mpodeccrnoHaTbHON
NeATeNIbHOCTH; WAEHTUGHLIUPOBATh MHGOPMALMOHHbIE TEXHOJOTHU B
cUcTeMe Mep 3allUThl HHpOpMalH; Ha3BaTh HOPMaTHBHBIE JOKYMEHTHI
[0 3amuTe MHGOPMALUN U OPraHU3alUd COOTBETCTBYIOIIUX OTIEIOB B

[MOJIOKECHUM B IIOJIHOM
00BeMe

nH(opMaOHHONW 0€30aCHOCTH; NPUMEHATb OCHOBHBIE METOIBI U
IPOTPaMMBI 3alIUTH MH(QOPMAINH; HCIONB30BaTh METOIBI M CIIOCOOBI
obecrnieueHus UHPOPMAITOHHOH 0e301acHoOCTH c LIEJIBIO
HPEeIOTBPAIICHNS HECAHKIIMOHHPOBAHHOTO JIOCTYMA, 3JI0YMBIILICHHOH
MoJU(UKALUY WM YTPAThI ciIy>keOHOI nHdopmaru

OpraHu3alMiX; Ha3BaThb pYKOBOJAIIME JOKYMEHTHI, Kacarolluecs
roCy/IapCTBEHHOM TalHBI

JleMOHCTpHUPOBaTh  CHOCOOHOCTH  CaMOOOYYEeHUS B  COBPEMEHHBIX [YMeEHUe MPUMEHSATH
KOMIIBIOTEPHBIX ~ CpelaX;  BBIACIUTb  OMNAaCHOCTH M Yrpo3bl (3HAHWA Ha IIPAKTUKE B

MOJIHOM Mepe

JleMOHCTpHpPOBaTh HaBBIKM KpHOTOrpadudecKkoil i creraHorpadudeckoil (CBoOOgHOE — BIaJcCHHE
3alIUThl MHGOPMAIMH; IPUMEHSTh OCHOBHBIE METOABI M CPEACTBA [HABBIKAMM aHalIW3a M
3aIUTH HHOOPMALUH CHCTEeMAaTH3aIIH B
BLIOpaHHOH cdepe
IK-1.4.3 JleMOHCTpanysl 3HAHMH OCHOBHBIX METONOB Kpunrorpaduu, moxenei JleMoHCTpauus 3HaHUH
CrnocoGHOCTh OpHEHTH- | OE30ITACHOCTH, MOHATHSA YTPO3bI, 3alUTEl U CHOCOOOB oOOecHedeHHs |0CHOBHBIX
poBaThCsl B JAHHBIX | HHGOPMALMOHHON 0€30MaCHOCTH B MPO(YECCHOHAIBHON ACATEIBHOCTH.  [TEOPETHUECKUX
(MHAHCOBOH  OTYETHO- TOJIOXKEHWIT B IIOJHOM|
CTH  9KOHOMHYECKOTO o0beMe

cyObeKTa Ui INpoBeje-
HHUS OKCIpecc-aHan3a

Vmenue NPUMCHATH 3HAHWUA B COBPEMCHHBIX KOMIIBIOTEPHBIX Cpeaax H
BBIICIIATH OIIaCHOCTH yrpos I/IH(I)OpMaHI/IOHHOI‘/‘I 0C30IIaCHOCTH.

|YMenue HPUMEHSATH)

BHaHHs] Ha IIPAKTUKE B
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ero ¢QuHaHcOBOH pesi- | [IpuMeHATH OCHOBHBIE METOMBI ¥ IPOTPaMMBI 3aIIUTHI HH(POPMAIHH. MOJIHOM Mepe

TCIBHOCTHU

CPeICTBaMH 3aIUTHI HH)OPMAIHH. CHCTeMaTU3aluU
BbIOpaHHOH cepe

CoboaHoe BJIaJIEHHE HaBBbIKAMU KpunTorpahuueckoi n [CBoOogHOE  BiaACHUE
creHorpaduyueckoil 3ammuTel WHQOPMAIWH, OCHOBHBIMHM METOJAMH W [HABBIKAMH aHAlIW3a N

B

Boo~NoOh~wWNE

12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.
24.
25.
26.
27.
28.
29.
30.
31.
32.
33.
34.
35.

0.

4.3.2 TunoBble OLIEHOYHBIE CPE/ICTBA

BomnpochI k 3a4eTy 1m0 JMCUHUILIHHE
«OcHOBBI HH(POPMALMOHHOMH 0€30I1ACHOCTH X0351/iCTBEHHOM /1eATeJIbHOCTH)

[TonsaTue 3amuTsl HHPOPMAITUN U UHPOPMALIMOHHON OE30MaCHOCTH.
OcCHOBHBIE COCTABIIAIOLINE HHPOPMALMOHHON O€3011aCHOCTH.
3aKoHOIaTENbHBIN YPOBEHb HH(OPMAIIMOHHON 0€301acHOCTH.
KoMmbproTepHble IpecTyIIEHUS.

[TonaTue ataku Ha HHPOPMALIMOHHYIO CUCTEMY.

Knaccudukanus arak.

Bupl IpOTUBHUKOB WM “HapyIIUTeNei”, X Kiaccupukarus.

Kanans! yreuku uadopmanuu.

[TonsiTuE yrpo3sl.

VIcTOYHMKH yrpo3 U UX KJIacCU(pUKaLIUAL.

Mogenp yrpos.

AHanu3 BO3MOXHBIX CIIOCOOOB HapyIIeHUH MH()OPMAIIMOHHONW CUCTEMBI.
[TonnTrka 6€30MaCHOCTH U €€ peanu3anusl.

OCHOBHbIE OHATHS KpUITOrpapuH.

JIBa OCHOBHBIX HAIlPaBJICHHUS B COBPEMEHHOW KPUITOTPa(HH.

Knaccuyeckue kpunrocuctemsl U UxX kiaccudukanus. [Ipumepsi.
Kpunroananu3 MHOroan(paBUTHBIX CUCTEM.

Kpunrocucrema: “OnHopa3oBblii OJIOKHOT.

Crannaptel mU(pPOBAHUS TaHHBIX.

Cuctemsl muQpoBaHus, He TpeOYIOIIME NIepeadn KItoya.

Kpunrorpadus ¢ OTKpBITEIM KIIFOUOM.

OneKTpOHHAs NOAIUCH U IPUHLIMIIBI €€ TPUMEHEHHUS.

PykoBogsanme nokyments ['ocrexkomuccnu Pocenn.

Wuctpykuus CTP-K. Pekomennauu o 3anmre KOHQHISHINATLHON HH()OPMALIHH.
PaspemmnrensHas cucrema q1omycka.

MexceTreBble SKpaHbl.

Texnonorus VPN-ceteil.

VYrpo3sl nHpopMaIMOHHON O6e30nacHOCTH Ipu padoTe ¢ MHTepHeT.
ApXUTEKTypa TUIIOBOM CUCTEMBI 3AIIMUTHI OT HECAHKIIMOHUPOBAHHOTO JIOCTYIIA.
Wnentudukanus u ayreHtudukanus. [laponabHas ayreHTHGUKALNSA.
ITogcucrema ynpasieHus 10CTynoM. MaTpuia 10cTyna 1 CIIMCKU JOCTyIa.
ITporpamMHo-annapaTHbIe cpesicTBa 3amuTsl HHGopmaruu ot HC/I.
VYcTpoiicTBa BBOIa HACHTU(DUKAIIMOHHBIX PU3HAKOB.

KommniekcHbIi Toaxo/1 K 00ecrnedeHn o HHPOPMALMOHHOM 0€3011aCHOCTH OpraHU3allly.
[lepcriekTHBBI pa3BUTHUS TEXHOJIOTUN oOecriedeHns HHDOPMAIIMOHHONW O€30MacCHOCTH.

Ikana oueHNBaHUA

YpoBeHb 3HaHMI, YMEHMI M HaBBIKOB OOY4YalolIerocs MpH YCTHOM OTBETE BO BpEMs

HpOMe)KyTOqHOﬁ arrecTaliuu  onpeaAcssi€TCd  OLHCHKAMH  «3a4YTCHO» WM «HC3AaYTCHO».
KpI/ITepI/ISIMH OIICHMBAHHA Ha 3a4cTeC MABIACTCA ACMOHCTpAllMd OCHOBHBIX TCOPETUYCCKUX
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MOJIOKEHUH, B paMKaX OCBaMBaeMOW KOMIETCHIIMH, YMEHHUE MTPUMEHSTH MMOJYYCHHbIC 3HAHUS HA
npakTuke. JIJIs TUCHUTUTHH, (OPMOM HMTOTOBOTO OTYETa KOTOPBIX SBJISCTCS 3a4eT, MPUHSTHI
CJIETYIOIINE COOTBETCTBUS:

60% - 100% - «3auTeHOY;

menee 60% - «He 3aU4TEHOY.

ITpu oleHUBaHUK PE3YNIBTATOB YCTHOIO ONIPOCA UCHOJB3YETCs CIEAYIOIIAs MIKala OLECHOK:

100% — 90%

OOyyaromuicss JIEMOHCTPUPYET COBEPIICHHOE 3HAHUE OCHOBHBIX TEOPETUYCCKHX
MOJIO)KEHWH B paMKaxX OCBaWBAa€MOIl KOMIIETEHIIMH, YMEET IMPUMEHSTH IOJy4YeHHBIS
3HAaHUS Ha TMPAKTUKE, BJIAJCCT HABBIKAMHU pelieHUs NPOQECCHOHANBHBIX 3a1ad C
WCIOJIb30BaHNEM MH(OPMAITMOHHO-KOMMYHHUKAIIMOHHBIX TEXHOJIOTUH

89% — 75%

OOyyaromuicss JEMOHCTPUPYET 3HAaHWE OOJBIIEH YacTH OCHOBHBIX TEOPETUYCCKHUX
MOJIO)KEHUH B paMKaxX OCBAaWBAa€MOIl KOMIIETEHIH, yYMEET MPUMEHATh MOydYeHHbBIE
3HaHUS Ha MPAKTUKE B OTICIBHBIX cepax mpodeccHoHATBLHONW NeATEIBHOCTH, BIAJCET
OCHOBHBIMH HAaBBIKAMHU pEIICHUS NPOPECCHOHAIBHBIX 33a/lad C HCIOJIb30BAHUEM
WH(GOPMAITMOHHO-KOMMYHHKAIIMOHHBIX TEXHOJIOTHH.

74% — 60%

OOyJaromuiicss JEeMOHCTPUPYET JOCTATOYHOE 3HAHHE OCHOBHBIX TEOPETUYECKUX
MOJIO)KEHUH B paMKax OCBAaMBAa€MOW KOMIIETEHIMH, YMEET HCIOJIb30BaTh MOIYy4YEHHBIE
3HAaHUS JUIA PCEIICHWS OCHOBHBIX IPAKTUYECKMX 3aJad B OTACIBHBIX cepax
po(hecCHOHANBHON AESITeThHOCTH, YaCTUIHO BIIaJIe€T OCHOBHBIMH HABBIKAMH pPEIICHUS
npo(h)eCCHOHANBHBIX 33Jlad C HCIOJIb30BaHUEM HWH(POPMAIIMOHHO-KOMMYHHUKAIMOHHBIX
TEXHOJIOTUH

menee 60%

OOyyaroIuicss JIEMOHCTPUPYET OTCYTCTBHE 3HAHUS OCHOBHBIX TCOPETUYCCKUX
MOJIOKEHUH B paMKaxX OCBaMBaeMOW KOMIIETEHIINH, HE YMEET NMPUMEHSTH IMOIyIeHHBIC
3HAaHUS Ha IPAKTHKE, HE BIIAJCCT HABBIKAMU peEIICHUS MPO(ECCHOHAIBHBIX 3a1ay C
MCIOJIb30BaHHEM HH(POPMAIIMOHHO-KOMMYHHKAIIMOHHBIX TEXHOJIOTHH

4.4. MeToan4yeckne MaTepuabl

IIpouenypa oneHUBaHWS 3HaHWM, YMEHUMN, HAaBBIKOB M (WIM) OIBITa JAEATEIbHOCTH,
XapaKTepU3YIOMIUX 3Tanbl (POPMUPOBAHUS KOMIIETEHLUN, OCYLIECTBIISIFOTCS B COOTBETCTBUU C
PernamMeHTOM O TEKyIIEM KOHTPOJIE YCIIEBAEMOCTH U IPOMEXKYTOYHOU ATTECTALMMU CTYJEHTOB B
Bonrorpaackom ¢dunuane ®I'bOY BO PAHXul'C u Permamentom o OamsibHO-pEHTHHTOBOU
cucreMe B Bonrorpajackom unctutyte ynpasienus - punnane PAHXul'C).

5. Meroanueckue yKazaHus JJIs1 00y4ar0UIMXCs M0 OCBOCHUIO M CIUTIIUHBI

PexomMenganuu mo INJIAHUPOBAHUIO M OpPraHU3allMi BPEMECHH, H606X0)11/IM01"0 Ha U3Yy4Y€HHE

AUCHHUIIJIMHBI

CTpykKTypa BpeMeHH, He0OX0AUMOI0 HA U3YUYeHHUe JUCIIUIIMHBI

®dopma u3yueHus Bpewms, 3aTpaunBaemoe
JCIIATUTHHBI Ha U3y4eHue AUCHUIIINHBL, Yo
N3ydeHne nurepaTypsl, pPEKOMEHJOBAaHHOH B 40

y4aeOHOM TTporpamme

Penienue 3a1a4, NpakTHYECKUX YIPAKHEHUH U 40
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CUTYaIIMOHHBIX IPIMEPOB

N3ydeHne TeM, BBIHOCUMBIX Ha 20
CaMOCTOSATEIIFHOE PACCMOTPEHHE

HToro 100

MeToauyeckue peKOMeHIAMU 10 MOAT0TOBKE K NPAKTHYECKOMY
(ceMUHApPCKOMY) 3aHSATHIO

[IpakTuueckoe (ceMUHApPCKOE) 3aHSATHE — OJHA U3 OCHOBHBIX (OpPM OpraHu3aluu
yuyeOHOTO Tpolecca, TMpeaCcTaBisAomas co00l KOJUIEKTMBHOE OOCYKICHHE CTyICHTaMHU
TEOPETUYECKUX M MPAKTHUYECKUX BOIPOCOB, PEUICHHE MPAKTUYECKUX 3a/1ad IO PYKOBOJCTBOM
npenogasaress. OCHOBHON LIEIbIO MPAKTUUYECKOIO (CEMUHAPCKOI0) 3aHATHUS SIBISIETCS NPOBEPKA
[IyOMHBI TOHUMaHUS CTYZACHTOM U3y4aeMOil TeMbl, yueOHOro MaTepHralia U yMEHUs U3JI0KUTh €ro
COJIEpKaHUE SICHBIM U YETKUM S3bIKOM, Pa3BUTHE CAMOCTOSITEIIBHOTO MBIILICHUS U TBOPYECKOM
aKTUBHOCTH Yy cTyzaeHTa. Ha mnpakTuueckux (CeMUHApCKHUX) 3aHATHSAX MpeanoJiaraercs
paccmaTpuBaTh HaumOojiee BaKHbIE, CYLIECTBEHHBIE, CJIOKHBIE BOIPOCHI KOTOpblE, Hauboiiee
TPYAHO YCBaWBAIOTCS CTyldeHTamH. IIpu 3TOM roToBUTHCA K MPAKTUYECKOMY (CEMHUHAPCKOMY)
3aHATHIO BCerja HY)XHO 3apaHee. IloaroroBka K HpakTUYECKOMY (CEMUHAPCKOMY) 3aHATHIO
BKIIIOUAET B ce0sl CleqyIOIIee:

° 00s13aTeNIbHOC O3HAKOMJICHHE C IUIAHOM 3aHSATHS, B KOTOPOM COJIEP’KATCS OCHOBHBIC
BOTIPOCHI, BBIHOCUMBIC Ha O0CYKICHHCE,

. U3y4eHHE KOHCIICKTOB JICKIIHIA, COOTBETCTBYIOIIUX pa3/ieiioB YUeOHHKA, yUeOHOTO TOco0us,
COJICP)KaHUsI PEKOMEH/IOBAaHHBIX HOPMATHBHBIX ITPABOBBIX aKTOB;

. paboTa ¢ OCHOBHBIMU TEPMUHAMU (PEKOMEHAYETCSI X BBIyUUTh);

® I/I3y‘~IeHI/IC I[OHOJIHI/ITGHI)HOﬁ J'II/ITepaTypBI I1I0 TEMC 3aHATHUA, ACJIasd HpI/I 3TOM HGO6XO[[I/IMBIG
BBITIMCKH, KOTOPBIE MTOHAT00STCS PU OOCYKICHUH Ha CEMUHAPE;

. (GopMyIHpOBaHUE CBOETO MHEHHS II0 KaXKIOMYy BOIPOCY U apryMEHTHPOBAaHHOE €ro
o0ocHOBaHHE;

° 3aMich BO3HUKIIUX BO BPEMsS CaMOCTOSITENIbHON paboThl ¢ y4eOHMKaMH W HayqHOU
JUTEpPaTyphl BOIPOCOB, YTOOBI 3aT€M HA CEMHHAPE MOJIYYUTh HA HUX OTBETHI;

° oOparreHre 3a KOHCYJIbTAIMEH K MPETIOIaBaATEITIO.

[IpakTnueckue (CeMUHAPCKKE) 3aHATHS BKJIIOYAIOT B €05l U CHIEI[MAJILHO MOAT OTOBJIEHHBIE
pedepatbl, BEICTYIICHHS 110 KAaKOW-THOO0 CIIOKHON MM 0c000 aKkTyalIbHOU npoliemMe, pereHue
3aa4. Ha nmpakTrueckom (CeMUHApCKOM) 3aHATHUN CTYJEHT MPOSIBIISIET CBOE 3HAHKE MPEIMETA,
KOppEeKTHpYeT UH(OpMAIIHIO, TOJYYEHHYIO B IIPOLIECCEe JIEKIIMOHHBIX U BHEAYIUTOPHBIX 3aHSTUH,
dbopMupyeT orpeneraeHHbI 00pa3 B ria3ax MpenojaBaTelis, H0oJy4yaeT HaBbIKM YCTHOM peUuu U
KYJIBTYPbI IUCKYCCUH, HABBIKH ITPAKTUYECKOIO PELIEHUS 3a1au.

PexoMenganuu mo H3YYCHUI0O METOAUYECCKUX MaTEPHUAJIOB

MeTtoauyeckue Matepuabl 0 AUCHUIIIMHE MO3BOJSIOT CTYIEHTY ONTUMAaJIbHBIM 00pa3oM
OpraHM30BaTh IPOLIECC M3YYEHUs JaHHOW JAMCLUMIUIMHBL MeToauueckue MaTepuansl 110
JTUCIUIUIMHE TPU3BaHbl MOMOYb CTYJEHTY MOHATH clelu(UKy H3ydaeMoro marepuaia, a B
KOHEYHOM UTOT€ — MAKCUMAJIbHO ITOJIHO ¥ KAYECTBEHHO €r0 OCBOUTH. B mepByro ouepenb CTyAEHT
JIOJDKEH OCO3HATh Npe/IHa3HAuYe€HUEe METOAMUYECKHX MATEPUaOB: CTPYKTYpY, LeIH U 3a1a4u. [l
ATOr0 OH 3HAKOMHUTCS C MpeaMOyIIOi, OrjaBJIeHUEM METOAWYECKHX MaTepHalloB, TOBOPsS MHAue,
OCYIIECTBIISIET TEPBUYHOE 3HAKOMCTBO C HUM. B pasnene, NOCBAIIEHHOM METOAMYECKUM
PEKOMEHALUAM [0 M3YYEHUIO AWCLMIUIMHBL, IPUBOJATCS COBETHl MO IUIAHUPOBAHHUIO U
OpraHM3alil  HEOOXOJMMOTO  JJs  U3YyYeHUs  JUCHMIUIMHBI ~ BpPEMEHH,  OIMCaHHe
MOCJIEI0BATEIbHOCTH JAEUCTBUM CTyIEeHTa («CLIeHApUi M3y4eHUs AMCLUUIUIMHBI»), PEKOMEHJAlUN
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1o paboTe ¢ JIUTEePaTypOid, COBETHI IO MOJATOTOBKE K 3K3aMEHY M Pa3bsSICHEHUS M0 OBOTY PaOOTHI
C TECTOBOW CHCTEMOM Kypca W HaJl JOMAIIHHUMH 3aJaHUSIMH. B 11€710M aHHBIE METOIMYECKHE
PEKOMEHIAIMK CIIOCOOHBI OOJIETYUTh M3YYCHHE CTYIEHTAMHU JUCUUIUIMHBI M TIOMOYb YCIICITHO
caaTh 9K3aMeH. B pasmene, coaepikamieM y4eOHO-METOIUYECKUE MaTepHalbl JUCIUILUIMHBI,
COJIepKaHUE TMPAKTUYECKUX 3aHATUW 1O JAUCHUIUIMHE, CJIOBapb OCHOBHBIX TEPMHHOB
JIUCIHTIIIHHEL

PexomeHaanuu mo caMocTOSITE/IbHOM padoTe CTYI€HTOB

HeorbemieMbIM 351eMEHTOM y4eOHOIo IIpolecca SIBJISETCS CaMOCTOATeNbHas paboTa
cryaenta. llpum camocrosiTenbHON paboTe OOCTHUraeTcs KOHKPETHOE YCBOEHHE Y4eOHOTro
MaTepuaga, pa3BUBAIOTCS TEOPETUYECKHE CIOCOOHOCTH, CTOJIb BaXKHbIE JJIsI COBPEMEHHOM
HOJArOTOBKU CIIEHUANUCTOB. DOpMBI CaMOCTOSATENbHOW pabOThl CTYIEHTOB IO JAUCLUIUIMHE:
HalMCaHUEe KOHCIEKTOB, IOJrOTOBKa OTBETOB K BOIIpOCaM, HamucaHue pedeparoB, pelieHue
3aja4, HCCIe0BaTeNbCcKas padoTa, BHIIIOTHEHNE KOHTPOIBHOM PaboTHI.

3amaHus JUIsL CaMOCTOSITEIbHOM pabOThl BKIIIOYAIOT B €e0sl KOMIUIEKC aHAJIUTHYECKUX
3a/laHuil BBINIOJIHEHUE, KOTOPBIX, MpEANojaraeT TUIAaTeJIbHOE H3Y4Y€HHE HaydHOM U y4yeOHOH
JUTEPATYyphl, IEPUOJANYECKUX U3/IaHUH, 4 TAK)KE 3aKOHONATENIbHBIX U HOPMATHUBHBIX JOKYMEHTOB
npeiaraeMeix B 1.6.4  «YyeOHas  smaTepaTypa M pecypchl  MH(OpMAIMOHHO-
TEJIEKOMMYHUKalMOHHON CEeTH «MHTEpHETY, y4eOHO-METOINYECKOe o0ecrieueHue
CaMOCTOSITENIbHOM paboThl OOywarouMxcsd IO AUCLHUIUIMHE». 3alaHusd NPEJOCTaBISIOTCA Ha
IIPOBEPKY B [1€YaTHOM BH/JE.

Pexomenmanuu no paéore c JiuTepaTypoii

[Ipu m3yyeHnn Kypca ydeOHOW AMCHUIUIMHBI 0CO0O€ BHMMAaHHUE CIEyeT OOpaTuTh Ha
PEKOMEH1YEMYIO0 OCHOBHYIO M JJOTIOJIHUTEIIbHYIO JIUTEPATYpYy.

BaXHBIM 3J1€MEHTOM TNOJTOTOBKH K CEMHUHApY SBIISETCS TIIyOOKOE M3ydyeHHEe OCHOBHOW H
JIOTIOJIHUTEIBHOM JIUTEpaTyphl, PEKOMEHIOBAHHOM MO TEeMe 3aHATHs, a TaKXKe [ePBOUCTOYHUKOB.
[Tpu 5TOM TOJIE3HO MPOUYUTAHHYIO JTUTEPATYPY 3aKOHCTIEKTHPOBaTh. KOHCIIEKT HODKEH OTBEYaTh
TpeM TpeOoBaHUSIM: OBITh COAEP)KATENbHBIM, [0 BO3MOXXHOCTU KpPaTKUM M IPAaBUIBHO
0(hOpMJIICHHBIM.

ConepkaTenbHBIM €ro CIelyeT CUMTaTh B TOM Cllydyae, €Clii OH INepeJaeT Bce OCHOBHBIE
MBICJTH aBTOPOB B IIEJIOCTHOM BHJIE. V3JI0KUTH TEKCT KPATKO — 3TO 3HAYUT MEpeaTh COACPIKaHUEe
KHUTH, CTaTbU B 3HAYMTEIbHON Mepe cBOMMHM cioBaMu. IIpu 3ToM cieayeT mpuaepkKuBaThCs
NpaBUiIa - 3aIHCHIBATH MBICIb aBTOpa padOTHI JUIIB IOCIE TOrO, KaKk OHA XOpOIIO ToHsATa. B
TaKOM Clly4yae TMOCTaBJIeHHas 1iefb OyaeT 1ocTuruyra. L{lutupoBars aBTOpOB M3ydaeMbIX paboT (c
00513aTEIbHONM CCBIJIKOW Ha MCTOYHHK) CIEAyeT B TEX CIIydasx, €CIM HaJ0 3alMChIBaTh OYCHb
Ba)XXHOE ONpesieJIeHHEe WK MOJ0XKEeHne, 00001aroIuil BBIBOI.

Baxno u BHemHee odopmieHHE KOHCHEKTa. B ero Hawane Hamo yka3aTb TeMy
CeMMHapa, JaTy HalMcaHUs, Ha3BaHMUA JIUTEPaTypHBIX HCTOYHHUKOB, KOTOpble OyIyT
3aKOHCIIEKTHPOBaHbl. [ 1yOoKast camocTosATenbHass paboTa HaJl HUMH OOECIEUUT YCHEIIHOE
YCBOEHHE N3Yy4aeMOH JUCIUTIIUHBL.

OmHuM U3 BAXKHEWIIMX  CPEACTB  CEPbE3HOIO  OBJIAJCHHUS TEOPUEH  SIBISAETCS
KOHCREeKmupoeanue nepeoucmouHuKos.

JInist cocTaBiieHUs] KOHCIIEKTa PEKOMEHIyeTCsl CHavalla MpoYuTaTh padoTy LEIUKOM, YTOObI
YACHUTD €€ OO CMBICH U cosiepxkaHue. [Ipi 3ToM MOXXKHO clienaTh IOMETKU O €€ CTPYKTYpe, 00
OCHOBHBIX TIOJIOXKCHUSX, BBIBOAAX, HAIO CTAapaThCs OTIMYaTh B TEKCT€ OCHOBHOE OT
BTOPOCTENIEHHOT0, BHIBOJIbI OT apI'yMEHTOB U JIOKa3aTeNIbCTB. ECIM €CTh HEMOHATHBIE CIIOBA, HAJO B
SHITUKJIONICIUIECKOM CIIOBape HAWTH, YTO 3TO CIOBO 00O3HaudaeT. 3aKOHYMB 4TeHHE (maparpada,
IJIaBBbl, CTAaThM) HAJIO 331aTh cebe BOIPOCHI TAaKOro poja: B uem rimaBHas Mbicinb? KakoBbl OCHOBHBIE
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3BEHbs J0Ka3aTelbecTBa ee? UTo BhITEKaeT U3 yrBepxAeHHi aBTopa? Kak 3To cormacyercs ¢ Tem,
YTO YK€ 3HAaeTe O MPOYNTAHHOM U3 APYTUX HCTOYHUKOB?

SICHOCTB M OTYETJIMBOCTh BOCTIPUATHS TEKCTA 3aBUCUT OT MHOTOT'0: OT COCPEIOTOYEHHOCTH
CTYJICHTa, OT TEXHUKH YTEHHUS, OT HACTOHYMBOCTH, OT SIPKOCTH BOOOpPa)KEHHUS, OT TEXHUKH
(GUKCUpPOBaHHUS TPOYUTAHHOTO, HAKOHEI, OT OJPyIUIMd — OOmEeldl U B KOHKPETHO
paccMaTpuBaeMoi mpooieme.

Pe3ynbraroM mepBOHAYAIBLHOTO YTEHUS JOJDKEH OBITh MPOCTON niaH mexkcma u 4emkoe
npedcmasiieHue O HeSACHbIX Mecmax, OTMEUYEHHbIX B KHure. Ilocie mnpenBapuTeaIbHOTO
03HAKOMJICHHUSI, TIPU TMOBTOPHOM UTEHUHU CIEAYET GblOeIUMb OCHOBHblE MBICAU A8Mopa W UX
pa3BUTHE B IPOU3BEIACHUH, OOpAaTUTh BHHMaHHE Ha OOOCHOBAHHME OTIICIBHBIX TOJOXKCHHH, Ha
METOJBI W (OPMBI JIOKA3aTEeNbCTBA, Hawboyiee spkue MNpuMepbl. B xome 3Toil paboThI
OKOHYATEJIbHO OTOMpaeTcs Marepuan Uil 3allUCH W OINpENCISIeTCS €€ BUI: NIAH, Me3UCHl,
KOHCHEKM.

[Inan 51O KpaTKuii, MOCIEAOBATEIbHBIA MEPEUYCHb OCHOBHBIX MBICICH aBTOpaA. 3aMuCh
MIPOYMTAHHOTO B BUJIE TE3UCOB — ATO BBIABICHHME W 3alUCh OMOPHBIX MbICIEH TekcTa. Pasnuia
MEXIy TUIAHOM M TE3MCaMH 3aKII0YaeTCs B CIICAYIONIEM: B IJIaHE MBICIb Ha3bIBAeTCs (CTaBb
BCEr/la BOMPOC: O YeM TOBOpHUTCS?), B Te3ucax — (Gopmyaupyercss — (4TO UMEHHO 00 3TOM
roBoputrcs?). 3amMch OMOPHBIX MBICICH TEKCTa BakKHA, HO IIOJHOTO MPEACTABICHHUS O
MPOYMTAHHOM HA OCHOBAaHMH IMOJOOHOM 3allMCH HE COCTAaBUIIb. BaXKHO OCMBICIUTH, KaK aBTOP
JIOKa3bIBaeT CBOIO MbIC/b, KaK yOexJaeT B HMCTUHHOCTH CBOHMX BBIBOJOB. Tak BO3HHKAaET
KOHCIIeKT. DopMa 3amucu, Kak Mbl YK€ OTMETHJIM, YCJIOXKHSAETCS B 3aBHCHMOCTH OT IIeJIeH
paboTHI: TUTAaH — O YeM?; Te3UChI — O YeM? YTO UMEHHO?; KOHCIIEKT — O YeM? 4TO UMEHHO? Kak?

KoncnekT — 3TO KpaTkoe mMocieAoBaTelibHOEe H3JI0KEeHHE cojaepxkaHusi. OCHOBY ero
COCTABJISICT IUIaH, TE3WChl M BHINUCKH. HemocTaTku KOHCIEKTHPOBAHUSA: MHOTOCIOBHE,
[UTAPOBAHUE HE OCHOBHBIX, a CBA3YIOIIMX MBICIEH, CTPEMIICHUE COXPAHUTh CTHIIMCTHUYECKYIO
CBSI3aHHOCTh TEKCTa B yIIepO ero jorumdeckoil cTpoitHoctu. [IpucTynath K KOHCHEKTHPOBAHUIO
HEOOXOIMMO TOT/a, KOTJa CJIOXKWJIMCh HAaBBIKM COCTABJICHMSI 3allUCH B BHUJE Pa3BEPHYTOrO
MOAPOOHOTO IJIaHa.

dopma 3amuch MPU KOHCIEKTUPOBAHWM TPeOyeT 0coO0ro BHUMAHUS: Ba)XKHO, UYTOOBI
COOCTBEHHBIE YTBEP)KICHUS, PAa3MBILUICHUS HAJl MPOYUTAHHBIM, YETKO OTICIISIIUCH MPH 3aMUCH.
Pa3zymHee BBIHOCHTH CBOM NMOMETKHM Ha IIUPOKHE TOJISI, 3alMCHIBATh HA HUX JOIMOJHHUTEIIbHBIC
CIIPaBOYHBIC JaHHBIE, TOMOTAIOIINE YCBOCHHIO TEKCTa (JaTa COOBITHS, YIIOMSHYTOTO aBTOPAMU;
CBEJICHUS O JIUIE, Ha3BaHHOM B KHUTE; TOYHOE COJIepKaHUE TepMHHA). ECu KOHCIEKTUpYETCs
TEKCT BHYIIUTEIHHOTO 00beMa, HEOOXOAUMO YKa3bIBaTh CTPAHMIIBI KHUTH, KOTOPHIE OXBATHIBAET
Ta WIU WHASA 9acTh KOHCIIEKTA.

s ynoOcTBa MONMB30BaHUS CBOMMHU 3allMCSMU Ba)XKHO O03arJIaBUTh KPYIHBIE YacTH
KOHCIIEKTa, TOAYEpKHUBas 3azo/106ku. ClenyeT TOMHUTh O HA3HAUYEHWHU KPacHOM CTPOKH,
CTPEMUTHCSA K YETKOHM rpaduke 3amuceil — ycTymaMmu, KOJMOHKaMu. M3nmararth TiaBHBIE MBICITH
aBTOpa M HX CHCTEMY apryMEHTOB  HEOOXOAMMO MPEUMYIIECTBEHHO CBOUMH CJIOBaMH,
nepepabarbiBasi TakMM 00pa3oM HHQPOpPMAIUIO,— TaK MPOXOAUT YSICHEHHE €€ CYTH. MBICb,
¢dpasbl, MOHATHIE B KOHTEKCTE, MOTYT NMPpUoOpecTr Oojiee MpoCcTpaHHOE M3NIokKeHUe B 3anmucu. Ho
TEKCT OpWTMHANa CBEPTHIBACTCA, U CTYACHT, OTpadaThiBas JOTUYECKOE MBIIUICHUE, YYUTCS
BBIJICJIATH TJIABHOE U 0000IIaTh OJHOTUITHBIE CYXACHUS, OTHOpOIHbIE (hakThl. Kpome Toro, nenas
3amrcu CBOMMHU CIIOBaMH, 0000111asi, CTYJACHT YYUTCS MTUCBMEHHOW peuHu.

3HaHue oOIIel CTpaTeruy YTCHHS, TEXHUKH COCTaBJICHUE TUTAaHA U TE3WCOB OMpEAeIseT 1
TEXHOJIOTHIO KOHCIIEKTUPOBAHMUSL:

® BHUMATCIIBHO YNTATh TCKCT, IMIOITYTHO OTMCYas HECIIOHATHBIC MECTA, HE3HAKOMBIC TCPMHUHBI U
MOHATHS. Boinucame na nona 31aueHne OTMEUCHHBIX TTOHSITHIA.

° npu IEpBOM YTCHHUU TCKCTa HeO6XOI[I/IMO COCTaBUThb €ro npocmoﬁ njian,
HOCHCHOB&TCHBHBIﬁ NEpCUYCHL OCHOBHBIX MBICTIEH aBTOpa.

L IIpru IMOBTOPHOM 4YTCHHH TCKCTAa BBIACIATL cucmemy 00Ka3zamejibCme OCHOBHBIX

MMOJIOKEHUH pa6OTBI aBTOpa.
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® 3aK.]HO‘-II/ITCJII>Hblf/'I aTaIll paGOTbI C TCKCTOM COCTOUT B OCMBICIICHUU paHee OTMCUCHHBLIX MCCT
Y UX KpAaTKOH MOCJIEeA0BATEIbHON 3aIIUCH.

o IIPU KOHCIIEKTUPOBAHUU HYKHO CTPEMUTHCS 8bIPA3UMIL MbICTb AGMOPA CEOUMU CLOCAMU,
3TO moMoraet 6osee TIy00KOMY YCBOCHHIO TEKCTA.
. B pamMKax paOoTbl HaJ] NEPBOMCTOYHUKOM BaXKEH yMENbli omoop uumam. Heobxonumo

YUUTHIBaTh, HACKOJIBKO SIPKO, OPHUTHHAIBHO, CKAaTO W3JI0XKEHa MbICHb. lluTupoBarh
HEOOXOJUMO TE CYKICHHUS, Ha KOTOPbIC BIIOCJICICTBUM BO3MOXKHA CChUIKA KaK Ha
ABTOPUTETHOE U3JI0’KEHUE MHECHHUS, BEIBOJIA TIO TOMY WJIM HHOMY BOTIPOCY.
KoncnektupoBath 11e51eco00pa3HO He Ha OTJEIBHOM JIMCTE, a B OOIIel TeTpaju Ha OJHOM
cTpanune Jucra. OOOpoTHAs CTOpPOHA JIMCTA MOXKET OBITh HWCHOJB30BaHA [UIS JIOTIOJHEHUH,
HEOOXOJUMOCTh KOTOPBIX BBIICHHTCS B JajbHeWIeM. [IpM KOHCIIEKTHPOBAHUHU JIMTEPATYPhI
CIIEyeT OCTaBUTh IUPOKHE TOJISA, YTOOBI 3aIMCaTh Ha HUX IUIAH KOHCHEkTa. [loist Moryt OBITH
WCIIOJIb30BaHbI TAKXKE JIJIS 3alIUCH CBOMX 3aMEYaHHM, JONOJHEHUH, BOIPOCOB. [IpH BBICTYIUIEHUU
HA CEMHHApe CTYICHT MOXET TIOJb30BAThCS CBOMM  KOHCIIEKTOM JUIS  ITUTHUPOBaHUS
MIEPBOMCTOYHNKA. Bce oOydJaromuecss BHUMATEIbHO CIYIIAIOT BBICTYILICHHS OJHOIPYIIITHUKOB,
OTMEYAIOT CIIOPHBIC WJIU OMIMOOYHBIC TOJOXEHUS B HUX, BHOCAT MOMPABKH, MPEICTABISIOT CBOH
peleHust 1 000CHOBAaHUS 00CYK/IaeMBbIX MTPOOIIEM.
B konIe cemmuHapa, Korja mpernogaBaTelb MOBOJUT UTOTH 3aHITHS, CTYJACHTHI C YI€TOM
PEKOMEH 1Al TIPeroIaBaTelsl U BBICTYIUICHHI COKYPCHHKOB JIOTIOJHSIOT HITU UCTIPABJISIOT CBOM
KOHCIIEKTEI.

PexomeHnaanum no noAroToBKe K NpOMe:KyTOYHOH aTTeCTAlMH

K cpaue 3adera Mo OUCHUIUIMHE JOMYCKAIOTCS CTYAEHTHI, MONYyYUBIINE HE MeHbIe 60
OasioB mpu  Tekyuiedl arrectanuu. [Ipy moAroToBke K 3a4yeTy CTYAEHT BHHMMATEIbHO
IpOCMaTpPUBAET BOMPOCHI, IPEyCMOTPEHHbIE B paboueil mporpaMmme, U MpoJI0JIKAeT 3HAKOMHUTHCS
C PEKOMEH/I0BaHHOU nuTeparypord. OCHOBOM ISl ClauM 3ayeTa CTYJEHTOM SIBIISETCA WM3y4deHUE
KOHCIIEKTOB 0030pHBIX JIEKLIUN, MPOCTYIIAHHBIX B TEUEHHUE ceMecTpa, MH(OpPMALUK TOTy4YeHHOU
B pe3yJbTaTe CaMOCTOSITEIbHON pabOThl M TMOJYYEHHE MPAKTUYECKHX HABBIKOB TPU PEIICHUU
3aJa4 B TEYCHHE CEMECTpa.

OyHaaMeHT J000ro y4eOHOro Kypca 3aKiaJblBaeTcs Ha JIEKIMOHHBIX U IPAaKTHYECKUX
3aHATUAX, @ TAKXKe MPU NOAroToBKEe K HUM. HeoOxoaumo BbIpaboTaTh cepbe3HOE OTHOIIEHHE K
KOHCIEKTY JIEKIMI1, KOTOPBIA JOKEH B MOJHOM 00bEME OTpa)kaTh COJEpKaHUE JEKIUH. 3anucu
JOJKHBI OBITh aKKypaTHbIMU. JKenarenbHO 0c000 BBIIEIUTH BCE ONPEJCNICHUS U KIHOYEBHIE
MOMEHTHI JeKIuu. Ocobo cieayer OTMETUTh, YTO, HECMOTPSI Ha MPAKTUYECKYIO0 HAIpPaBJIE€HHOCTh
CeMMHAapOB U BBIMOJIHEHHE BCEX 3aJaHUH Ha KOMIBIOTEpE, CTYyJeHTaM Heo0X0AUMO
CaMOCTOSITENIbHO 3aIlMCBIBATH KIIFOUEBbIE MOMEHTHI 3a/laHUi B KOHCIEKT, JOMOJHSSA JeKIuu. B
cllyuae HEJONMOHHMMAHMsI HEKOTOPbIX MOMEHTOB HEOOXOJMMO 00s3aTelbHO 00pamaThest K
MIPENO/IaBaTelto 32 KOHCYJIbTAlUEH.

Jnst Oosiee  yCHENIHOTO  OCBOEHHUS ~ MaTepuasia  HEOOXOIUMO  HCIOJIb30BaTh
JOTIONTHUTEIBHYI0 JUTEepaTypy. YYeOHHK HYKHO HE TPOCTO YHTaTh, a H3ydaTh; OCHOBOM
3allOMUHAHUS SBIJISETCS TOJIBKO MOHMMaHKE MpounTaHHoro. Heo6xoaumo BeipaboTaTh NPUBBIUKY
CUCTEeMAaTUYECKON CaMOCTOSTENbHON pPaldOThI, «HATAaCKUBAaHME» K JK3aMEHy WM 3a4eTy MJaeT
C1a0blil ¥ TOBEPXHOCTHBIN pe3ysbTar.

Jlns ycnenrHoM cjauu 3a4eTa CTYACHT JOJDKEH 3HAaTh U MOHUMATh JIOCTATOYHO COJIMIHBIN
o0vem Marepuana. He oTkiazgpiBaiiTe mpoliecc 3aydyuBaHUsl Ha MOCIEAHHUE JHU TEPE]] 3aU€TOM.
[ToaroroBka J0JI’)KHA BECTUCH C MEPBbIX JIEKIIHIA.
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6. YueOHasi iuTepaTtypa u pecypchbl HH(POPMALMOHHO-TEJIEKOMMYHUKAIMOHHOM CeTH
"UHTepHer', BKJIKOYAS  NepedyeHb  Y4eOHO-MeTOAMYECKOro  olecmeyeHMsl  JJIs
CaMOCTOSITE/IbHOI PadoThl 00y4aAIOIIMXCH MO IUCHUILIHHE

6.1. OcHoBHas TUTEpaTypa.

1. OcHoBbl HHGOPMAITMOHHOMN 0€30MaCHOCTH XO35HCTBEHHON AESITETbHOCTH:
yuebHoe mocooue / N.IT. Muxues; BdO ®I'BOY BIIO «Poccuiickas akanemusi HapOJIHOTO
XO34MCTBA W TOCYIApCTBEHHOW CiIykObl». — Bomrorpaa: M3a-eo B® OI'BOY BIIO
PAHXuI'C, 2013. — 144 c.

2. IlmaronoB B. B. [IlporpammHo-anmapaTHble CpeACTBa  3allUThI
uHpopmanuu: yueOHuk. / M.: M3n. uentp "Axkanemus". 2014.

3. Mamiok, A.A. BBenenne B MHGOPMAIMOHHYIO O€30MAaCHOCTh: y4eOHOE
nocobue. I'opsiuas muHus-Tenexom.2011. Pexum JOCTYIIA:

http://www.iprbookshop.ru/11979.- 3b6C «IPRbooks»
6.2. JlonostHMTEIbHAS JIUTEPATypa.

1. KysueunoB M.H. busnec-6e3onmacHocTs [DNEeKTpOHHBIN pecypc]: yueOHoe mocobue. M.:

Hamkos u K. 2012. Pexum noctyna: http://www.iprbookshop.ru/10906.— 3BC «IPRbooks»

OBC Jlans http://lib.ranepa.ru/base/abs-izdatelstva--lan-.html#

3BC IPRbooks http://lib.ranepa.ru/base/abs-iprbooks.html

DIIEKTPOHHOE U3aTEIIHCTBO «OPAMT» http://www.biblio-online.ru

JokTpuna napopmarmonHoi 6ezonacHoctu PO (yrB. [Ipesunerrom PD 09.09.2000).

3akoH P® “O rocynapcrennoii taiine” Ne 5485-1 ot 21.07.1993 r.

3akoH PO “O06 nnpopmanmu, THPOPMALMOHHBIX TEXHOJOTHIX U O 3amuTe HHPopmauu” No

149-@3 ot 27.07.2006

3akoH P® “O xommepueckoii Taiine” Ne 98-@3 ot 29.07.2004 1.

bk V. UnTepHet: nmpotokoibl 6e3onacHocTu: YuebHsiid kype. CII6.: ITurep-mpece, 2012.

10. 3uma B.M., Momnossa A.A., Momnnossa H.A. bBe3omacHOCTH TII00AIbHBIX CETEBBIX
texnosoruil. CI16: BXB-IlerepOypr, 2014.

11. KommbroTepHas mpecTynHOCTb W HH(opmanmoHHas OezonmacHocTh /Ilog obmi. pex. A. IL
Jleonosa. Mu.: APWUJI, 2014.

12. MonmoesH A.A., Momnossa H.A., CoseroB b.f. Kpunrorpadus. CII6.: M3marenscTBO
«Jlauby, 2013.
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6.3. Y4eOHO-MeTOoqHYEeCKOE 00ecTedeHHe CAMOCTOATEIbLHOH padoThI.

CamocrosTenbHas padoTa sBISETCS HEOTHEMJIEMBIM 3JIEMEHTOM ydeOHoro mporecca. Ilpu
CaMOCTOSITENIbHON paboTe TOCTUrAETCsl KOHKPETHOE YCBOGHUE Y4eOHOrO MaTepHaa, pa3BUBalOTCS
TEOPETUYECKHE CIIOCOOHOCTH, CTOJIb Ba)KHBIE JJISI COBPEMEHHOM IOATOTOBKH CIHEIMATIMCTOB.
@opMBI  CAaMOCTOSITETLHOM pabOTHl CTYIEHTOB MO JAMCHMIUIMHE: HalmUCaHUEe KOHCIEKTOB,
MOJrOTOBKAa OTBETOB K BOIPOCAaM, HamucaHue pedeparoB, pelieHHe 3ajad, MCCIe0BaTeNIbCKas
paboTa, BEIIOJTHEHHE KOHTPOJIBHOU PaboThlI.

CamocrosTenbHas paboTa CTyJIeHTOB MO jauciumuiuHe «OCHOBBI  MH(OPMALMOHHON
0€30I1aCHOCTH XO3SIHCTBEHHOH JIETEIbHOCTIY BKJIFOUAET CIEYIOIUE BUIbI PAOOT:

6.3.1. CamocTrosiTesibHAsA padoTa M0 U3YYEeHUIO TeM IHCIUTIIHHBI

3amaHus I CaMOCTOSITENIPHOM pPadOTHl BKIIOUAIOT B CEOSI KOMIUIEKC aHAIMTHYECKUX
3aIaHUI M DJIEKTPOHHBIX TECTOB BBINOJIHEHUE, KOTOPBIX, MPEANOJIaraeT TIIATEIbHOE M3y4YeHUE
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Hay4YHOM M yueOHOH nuTepaTypbl, NMEPUOAWYECKHX H3IaHUN, a TaKXKe 3aKOHOJNATENbHBIX WU
HOPMATUBHBIX JOKYMEHTOB Ipe/ylaraéMbiX B M.9 «YueOHO-MeToquuecKkoe U MH(POPMALMOHHOE
oOecnieueHne AUCUUILIUHBDY. 3alaHus [IPEIOCTABIIAIOTCS HA MPOBEPKY B JIEKTPOHHOM BUJE WU
Ha OyMa)XHOM HOCHTEJIE.

3agaHus 1J151 CAaMOCTOATEIbLHOM padoThI:

Tema 1. 3ammTa 0pHCHBIX JOKYMEHTOB.

PaccmaTpuBaemble BOIpOCHI:

3amura fokymeHToB Microsoft Word oT HeCaHKIIMOHUPOBAHHOT'O JOCTYIIA.

3ammra 1okymenToB Microsoft Word oT HeCaHKITHOHUPOBAHHOTO U3MEHEHHS.

3amura fokymMeHToB Microsoft Excel oT HecaHKIIMOHUPOBAaHHOTO U3MEHEHHUS.

3ammra 1okymenToB Microsoft Excel oT HecCaHKIIMOHUPOBAHHOTO JIOCTYTIA.

3agaHus Ui CAaMOCTOSITENIBHOTO BBIITOJIHEHMSL:

3amuTa nokymenToB Word.

1. Co3paiiTe Ha nucke D: B mamnke Bamiei rpymnmbl nanky 3ammura opuca.

2. Habepure B pemaktope Word nmpou3BOJBHBIN TEKCT M COXpPAHHUTE €ro B IMAamKe 3amimra
odwuca moa umerem documentl.

3. Beibepute mento CepBuC — Y CTaHOBUTD 3aIIIUTY.

4. 3anperuTte n00bIe U3MEHEHUS KPOME 3alKCH UCIIPAaBIICHUH U 3a/1aiiTe maposb 12345,

5. TlonpoOyiiTe OTpEeAaKTUPOBATH CBOH TEKCT. YHAUTE HEKOTOPBIC CIIOBA W JOMHUIIUTE
HoBble. [lonpoOyiiTe npunsaTh Bece ucnpasieHus (Cepsuc — Mcnpasnenust — [IpuHATE/OTKIIOHUTH
ucnpasienusi). OOpaTUTe BHHMaHHE, YTO BCE HW3MEHEHHS B JIOKYMEHTE (UKCHUPYIOTCS, HO
HPUHATH/OTKJIOHUTH UX HEBO3MOXKHO.

6. 3aKpoiiTe TOKYMEHT, COXPAaHUB €rO.

7. OTKpoiiTe JOKYMEHT U NONPOOYHTE NPUHATH HUCIIPABICHHUS.

8. CHumute 3amury nokymeHta. Boioepute meHio CepBuc — CHATH 3alUTy U BBEIUTE
apoJib.

9. [TonpoOyiiTe MPUHSTH BCE UCTIPABJICHHS. Y O€IUTECh, YTO UCIIPABICHUS IPUHSTHI.

10. 3aHOBO 3aLIUTUTE TOKYMEHT, KpOME 3aIMCH UCTIPABIEHUHN U 3aKpOWTE €ro, COXpaHMB.

11. Habepute HOBBIM JOKYMEHT (OTJIMYHBIM OT MEPBOr0) M COXpaHHUTE €ro (1MojJ HMEHEM
document?2) B nmamnke 3amura oduca.

12. YcraHoBuTE 3alIMTY 3TOrO JOKYMEHTa, BbIOpaB MeHio CepBUC — YCTaHOBUTH 3aLIUTY U
3aIrpeTuB JII00ble M3MEHEHNs KpOMe BCTaBKH MpUMedaHuil. 3anaiite napoiss 12345.

13. TlonpoOyiiTe OTpEeTaKTUPOBAThH TOKYMEHT.

14. BeraBbTe nBa MpuMeuaHus K J00bIM pparmMeHTaM. MeHto Beraska — [Ipumeuanue.

15. TlonmpoOyiiTe N3MEHUTH OJJHO MIPUMEUAHUE U YAAIUTH IPYroe.

16. 3akpoiiTe JOKYMEHT, COXpPAHUB €TO.

17. Co3paitte Tpetuii nokyMeHT B Word, coxpaHuTe ero B nmamnke 3amura oduca 1mojJ iMeHeM
document3. YcTaHOBUTE Ha HETO 3aIKUTY, 3alPETUB JFOObIC U3MEHEHHUS, KPOME BBOJA JaHHBIX B
nosist popm. 3anaiite napoan 12345.

18. TlompoOyiite oTpeaakTupoBaTh JOKyMEHT. IIpocMOTpuUTE NYHKTBI MEHIO, YTOOBI
BBISICHUTH Bailii BO3MOKHOCTH 110 peJaKTUPOBAHUIO JOKYMEHTA.

19. CHumMuTE 3aIIUTY C JOKYMEHTA.

20. Pasbeiite Bam JOKYMEHT Ha JBa pasnena. (YCTaHOBUTE Kypcop B MECTO pa3pblBa U
BbIOepuTe MeHto BeraBka — Pa3pbiB — HoBBIN pa3zien Ha TeKylel cTpaHuLe).

21. YcraHoBHTE 3alIUTY HA TOKYMEHT, 3alPETHUB JIO0bIC U3MEHEHHS, KpOME BBOJIA JITAHHBIX B
noist ¢popm. Mcnonb3ys kHONKY Paszensl, ycTaHOBUTE 3ampeT TOJIbKO Ha BTOpo# pasnen. [laponb
12345.

22. [lonpoOyiiTe OTpeaaKTUPOBATh MEPBBIA U BTOPOl pa3aesbl JOKYMEHTA.

23. 3akpoiiTe TOKyMEHT, COXPaHHUB €rO.
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24. Co3paiite yeTBepTHI TOKyMEHT B peaakrope Word M coxpaHure ero B nake 3amiura
odwuca moa umernem document4.

25. Beibepure mento Cepsuc — Ilapamerpsl, 3aTeM Bkiaaky CoxpaHneHue.

(Ecmu Bwr pabortacte B Word2t3 miam XP, To Hamo BbIOpaTh BKIAAKy be3omacHOCTb.
[TocMoTpuTe BO3MOXKHOCTH 3TOM BKianku. OOpatute BHUMaHUE Ha (PIakok «YIalsTh JTHYHBIC
cBeZieHMsI U3 (ailsia mpU ero COXpaHEeHUn»).

26. 3anaiite napoib 7777 Ha OTKpBITUE (aiina.

27. 3akpouiTe (aily, cOXpaHHWB €ro, 3areM NOompoOyHTe OTKpbITh. IlompoOyiite BBecTH
HEIPaBUJIbHBIN NapoJb, a 3aTEM OTKPOUTE JOKYMEHT C MPABHIIbHBIM MAPOJIEM.

28. Co3paiiTe mATHIM TOKYMEHT B penakrope Word ¥ coxpaHuTe €ro B make 3ammra oduca
noj uMeHeM documents.

29. Beibepute mento Cepsuc — [lapametpsl, 3atem Bkiaaky bezonacHocts (CoxpaHeHue 1is
Word2000) u 3agaiite mapons pasperienus 3amucu 9999.

30. 3akpoiiTe JOKYMEHT, COXpPaHHUB €r0 W IMONpPOOYWTE CHOBa OTKPHITHb. BhIOEpUTE pexum
ToNbKO uTeHHs. OTpemakTHUpylTe TOKYMEHT M MompoOyiTe ero coxpaHutb. CoxpaHHTE Kak
document5_1.

31. IlonpoOyiiTe oTKpbITH (haiin documentS 1.
32. 3akpoiite Bce ¢ailiibl U MOKAKUTE PE3yNIbTaT MPEroaaBaTesio.
3amuTa nokymeHToB Excel.
1. 3anyctute Excel u co3paiite cnenyromyto Tabauiy
jol71e) Oknapg, Mpemuna Utoro

2. 3anonaHUTE €€ AJs IPOU3BOJIBHBIX TPEX YEJIOBEK, BBOJS IPOM3BOJIbHBIC YUCIIA U CYMMUPYSI
ux B rpade Uroro.

3. IlocTpoiite KpyroByro auarpaMmmy mo croioiy Uroro.

4. Coxpanurte ¢aiin B namnke 3amura oduca mnoa umeHem probal.

5. CoxpanuTe 3TOT ke (aits B manke 3anmTa ouca eie pa3 1moj iMeHeM proba2.

6. 3akpoiite daiin proba2 u otkpoiiTe Qaiin probal.

7. Boibepute mento CepBuc — 3ammura — 3allUTUTh JTUCT U 3a1aiTe napoiapb 1111.

8. ITonpoOyiite oTpenakTupoBath JucT. [lepeliaute Ha JIncT2 u nonpoOyiiTe BBECTH JaHHBIE.

9. YcraHoBuTe 3alIUTy BTOPOTO JIUCTA C maposiem 2222,

10. Caumure 3amury c Jlucral. HMcnonssyiite meHro CepBuc — 3amura — CHATH 3alIUTy
JHCTA.

11. Ycranosure 3aunmry Jlucral, oTMeTHB TOJbKO (Iakok 3amiura jUcTa B OTHOLICHUH
00BEKTOB M 33aB napois 1111.

12. [TonpoOyiiTe N3MEHUTH 1aHHbIE B Aueiikax. [lonpoOyiiTe U3MEHUTH UarpaMMy.

13. 3akpoiire (aiin, coxpaHuB €ro.

14. Otkpoiite ¢aitn probal u nmomnpoOyiiTe BHECTH M3MEHEHHUs HA MEpBBIN JIUCT, 3aTE€M Ha
BTOPOM.

15. 3akpoiite ¢aitn probal u oTkpoiite aiin proba2.

16. Beibepute mento CepBuc — 3amura — 3aUTUTh KHUTY. OCTaBbT€ OTMEUEHHBIM TOJIBKO
¢naxoxk CTpykTypy W 3aaaiiTe maponb kniga (mpoBepbTe, 4ToOBI ObLIa BKIIIOYEHA aHTIIMHCKas
packiaaka)..

17. IlonpoOyiiTe U3MEHUTH TaHHBIE HA JIUCTE. Y OeUTECh, YTO U3MEHEHUS BO3MOKHHBI.

18. TlompoOyiiTe ynaauTh NepBbI JUCT (Mp. KHOMKAa MBIIIM Ha SIpJibIKe JIUCTa BHU3Y
CTpPaHHUIIBI).

19. 3akpoiite (aiin, coxpaHUB U3MEHEHHS, U 3aHOBO OTKpOWTe ero (probal).

20. Caumute 3amuty ¢ KHUru. Mento Cepsuc — 3amura — CHATH 3aIIUTY KHUTH.

21. YcraHoBuUTE 3alIUTY KHUTH, OTMETUB 00a (h1a’kka U yCTaHOBUB Naposib kniga2.

22. [lonpoOyiiTe U3MEHUTH JTaHHBIE Ha JIUCTE.

23. BeiOepute MeHI0 OkHO — CKPBITh U BBEJUTE MAPOJIb.
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24. 3akpoiite (aiin, COXpaHUB U3MEHEHHUSL.

25. Otkpoiite ¢aiin proba2. Yoenurech, 4To OKHO HE OTOOpaKaeTCs U JaHHBIC HE BUIHBI.
26. Beibepure meHt0 OkHO — OTOOpa3UTh U BBEIUTE MAPOJIh.

27. CKpoiiTe OKHO U 3aKpoiTe (haiij, COXpaHUB U3MECHCHHS.

28. Ilokaxkute pe3yibTar MPEnoJaBaTelo.

29. CHUMUTE 3alTUTy CO BCeX BaIuX (ailios.

Jlureparypa:

www.microfoft.com

JleKunMoHHBI MaTepuail.

Tema 2. [TocTpoenue Moienu yrpos.

PaccmaTpuBaemMble BOIIPOCHI:

Knaccudukanus atax.

Kananb! yreuku nundpopmanuu.

IToHsiTHE YTPO3BL.

HcTouyHUKH yrpo3 U uX KiaccupuKaius.

ITocTpoeHnne Mozaenn yrpos.

3amanus A CaMOCTOSITEIbHOTO BBIITOJIHEHUS:

[Toctpoiite Momenb yrpo3 s HEKOTOPOH OpraHu3alliH, 3allOJHUB MPUIATAEMYI0 TaOIUILY
TakK, 4YTOObl B sueiike cTosa «l», ecnu yrposa, yKasaHHas B JAHHOW CTPOKE MPUMEHHMA IS
00BbEKTa, YKa3aHHOT'O B JAHHOM CTOJIOIIE.

mar,
HUT Cpeac
Konup PeA
Hbl [CeT TBa
osanb el|b noap
mo |Cuc|kna|Mp| Ho- Ten .
Hocl|ane HOM n
HUT| T |BMA|MHT|MHOX ed
MNepeyeHb UCTOYHUKOB ute|KTp OoXpaH
NyTn peanusauum op |6no|Typ| ep | uteno OH .
yrpos v lonn HOM
bl | KM | @ | bl | Hble bl
WH [TaH CUTHan
annap
¢- | ma M3aum
aTbl
um "

AHTPONOreHHble UCTOYHUKU Yrpo3

VIHTepec nlyTeuKka 3a cyeT areHToB

npegHamepeHHble BusyanbHasa u poTo pa3BesKa

neiicTBuA  KPUMUHANBHBIXE 10k poBaHmMe MHbOpMaLMK
CTPYKTYP M NPEecTynHbiX

1 Moaudunkauma nHdopmauum
rPYNnnpoBoK; YHMuTOKEHNE MHPOPMaL UK
MpumeHeHWe 3aKNagoK
Perncrpauus HaBoLOK
MpeaHamepeHHble YTeuka nHdbopmauun
neiictams BusyanbHana n ¢oTo passesKa
BCNOMOraTenbHoro BaokuposaHme MHdGopmaLmm
2 |nepconana (ybopuimkwy, MoaundurKaumsa nHdopmaumnm
oxpaHa)

YHUUTOXKEeHWe MHPopMaLmm

MprMMmeHeHne 3aKNagokK

OwnbKM nonb3osatener  |bnokMpoBaHMe MHPopMaLUm
3 MoaunduKkauma nHdopmaumm
YHUUTOKEHME nHPopMaumm

OWwmnb6KM NporpammncToB  [BaoKkuposaHue nHbopmaLmum
MoaundurKkaumsa nHdopmaumnm
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|VH nuyToXKeHue nHbopmaunm

[TeXHOreHHble UCTOYHUKUN Y

rpos

C6boM B KaHanax nepeaauu

BAoKMpoBaHMe MHGopMaLmm

5 v cpeacTtBax cBssy;
PEA ! YHWYTOXKEHME nHGOopMaLmn
C6ou B cpeacTBax|baokuposaHue nHbopmaumm
6
S/IEKTPONMUTAHNA YHUuTOXEHMe nHGopMaLmm
Bo3moXKHOCTb aBapuit  B[BaoKMpoBaHWe MHbopmaLmMm
MHXEHEPHbIX
7 |(BomocHabxeHuns, 5
KaHaNM3aLLMN) Y HMHTOKEHNe UHbopmaumm
KOMMYHWKALMOHHbIX CETAX
BHellHWe CTUXUITHbIE UCTOYHUKU
8 Bo3moXKHOCTb yparaHoB YHUUTOXKEHUE MHPOpMaLuK
BnoknpoBaHue nHdopmauuu
Bo3moxHOCTb aBapuu|YHuuTOoxKeHne nHbopmaunm
9 [6aun3nexawmx =
NPOMbILNEHHbBIX 06bEKTOB /IOKUPOBAHYE UHpOPMALK
10 [Bo3moxHOCTb NOXapos YHWuTOKEHUE nHPOopMmaLun

Jluteparypa:

1. JIeKuMOHHBIN MaTepHall.

2. OcHOBBI HHPOPMALIMOHHOM 0€301MaCHOCTH X03SIICTBEHHOH IEATEILHOCTH: YaeOHOe
nocobue / N.I1. Muxues; BO ®I'bOY BIIO «Poccuiickas akaaemMus HApOIHOTO
XO03sHICTBa U rocy1apcTBEHHOM cityk0b1». — Bonrorpaz: M3a-so BO ®I'EOY BIIO
PAHXuI'C, 2013. - 144 c.

3. [Inaronos B. B. IIporpammHo-annapaTHble CpeICTBA 3aLIUThl HHPOPMALUH:

yuebHuk. / M.: U3n. nentp "Axkanemus". 2014.

Tema 3. Knnaccuueckne KpMnToOCHCTEMBI.
Paccmampusaemvle gonpocwi:

Knaccnueckas kpunrorpadus.

Kpunrocucrema Lle3aps.

Kpunrocucrema Buxenepa.

[IpaxkTnueckas peanusanus cucteMsl Buxkenepa.

ITonaTne MHOrOaN(aBUTHON KPUITOCHCTEMBI.

Kpunroananu3 MHOroan(paBUTHON KPUIITOCUCTEMBI.

Kpunroananus cucrems! Buxenepa.

Kpunroananus cucrems! «OqHOPa30BbINA OJIOKHOTY.
3a0anus ona camocmosamenbHo20 8bINOIHEHUSL:

1. Otkpoiite ¢aitn CRYPTOL.XLS u nocmoTpuTe Kak peann3oBaHa cucteMa Brxenepa.
2. Cospaiite B Excel cnenyronryro tabnuiy

OTKpBITBIA TEKCT

[Tapons

Kop OykB Tekcra

Kon 6ykB maposst

CymMa K0/10B OyKB

CymMma 1o MozyJio

Kpunrorekcr

3. BBeauTe B epBYIO CTPOKY MPOU3BOJILHBINA TEKCT IO OJJTHON OYKBE B KOXKIYIO SUCHKY.
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4. BBeauTe BO BTOPYIO CTPOKY TaOIMIIBI MTPOU3BOJIBHBIN MAPOJb MO OJHOW OYKBE B KaXKIYIO
aueiiky. Ecnu juivHa maposis MeHbIe JUIMHBI OTKPBITOTO TEKCTa, TO HAa4HUTE HAOOp maposis
JaIbliie, IOKa HE 3aKOHYUTCS OTKPBITBINA TEKCT.

5. Ucnonb3ys ¢pyaknuro KOJACHMB, 3amonHuTe 4€TBEPTYIO M MATYIO CTPOKH TAOJMIIBI IS
OTIpeIeNIeHUs KOJIOB KaXKI0i OyKBBI OTKPBITOTO TEKCTA U APOJISL.

6. B nATOM CTPOKE CIIOKUTE TPETHIO U YETBEPTYIO CTPOKH.

7. Ecnu B msATOM CTpOKEe CyMMa MpeBBIMIAeT 255, TO B MIECTONH CTPOKE HEOOXOIUMO OTHSTH
255 ot uucna B nsaTou crpoke. Mcnonp3yiite Gpynkiuto ECJIN.

8. B cenpMoil cTpoke mosryduTe OyKBBI 3alIM(POBAHHOTO TEKCTA, UCIONB3Ys (HYHKIIHIO
CUMBOJL

9. CaMOCTOSITENbHO, MCHOJB3YsS OINMCAHHbIC BhIIIE (YHKIHH, paclIupyldTe MOJIydeHHBINH
KpunToTeKcT. J{Jist 3TOro co3maite HUXKE MEPBOM TaOIUIBI BTOPYIO TaOIHILY.

10. Pacuupyiite TeKCT:

KCArz sl YHKOO6Xbr UbAbrdrxYUlIA'

UCTIONB3YS mapoiib «mudp». [Ipu Habope TeKcTa MPOIMYCTUTE MPOOEITBI MEKTYy OyKBaMHU.

11. Pactmudpyiite TeKcCT:

EblAxI[Co bBoYOa Hlx VYbBI3IIO®dDd HlIlax dun 3363 PmMH
ak3

HE 3Has [apoJis, HO 3Hasl, YTO B 3alIM(PPOBAHHOM TEKCTE E€CTh CJIOBO UCTUHY.

Jlumepamypa:
1. JleKMOHHBIN MaTepHall.
2. OcHoBbl HHGOPMAITMOHHOM 0€30MaCHOCTH XO03SMCTBEHHOM 1eATEIbHOCTH:

yuebHoe ocooue / U.I1. Muxues; BO ®I'BOY BIIO «Poccuiickas akajgeMusi HApOTHOTO
XO035ICTBA M TOCYAapCTBEHHOMU CiTyk0b1». — Bonrorpaza: M3a-so BO ®I'EOY BITO PAHXul'C,
2013. - 144 c.

3. IInatonos B. B. [IporpamMmmHo-annapaTHbie CPEACTBA 3aIIUTHI
uHpopmanuu: yaeOHuk. / M.: U3n. nentp "Axkanemus". 2014.

Tema 4. Kpunrorpagusi ¢ OTKPBITHIM KJIIOYOM.
Paccmampueaemvie 6onpochwi:

Kpunrorpadus ¢ OTKPBITHIM KIFOUOM.

I'eneparus kinroueBoii napel B mporpamme PGP.

Opranuzanus ooOMeHa KII0YaMHu.

HIudposanue nanubix B PGP.

[TonsiTHE 2EKTPOHHON MOAIKCH.

3amyTa JOKYMEHTOB JIEKTPOHHOM MONKCHIO B Tporpamme PGP.

HIndpoBanue u 37eKTPOHHAS MOANUCH T0KyMeHTOB B PGP.
3a0anus 01 camocmoamenbHo20 8bINOIHEHUS:

1. 3amyctute PGPtools (ITyck — ITporpammsr — PGP — PGPtools)

[TosiBuTCS Nanens

NookrwnpE

25 PGPtools

Al

EEEEE
2. BriOepurTe JIeByI0 KHOIKY C ABYMs Kito4amu. 3amyctutcs Moayinb PGPKeys co crimckom

BCex Kirouedl Ha Bamrem kommbiorepe. B mome Description ykasaHo, Kakoi 3TO KITFOY: TOJBKO
otkpsIThiii (public key) win kiroueBas mapa, T.€. OTKPBITBIA U CEKPETHBIN KIIt0U B KoMILIeKTe (Key

pair).

e
(v} o
3. CoznaiiTe HOBYIO KIIFOUEBYIO Mapy, HA’KaB Ha KHOTIKY \= Y BBITIOJTHUB BCE IIard MacTepa
CO3J1aHUs KIIFOUEH.
4. Co3paiite Ha nucke D: manky ¢ Ha3BaHueM Barueil rpymnbl.
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5. DKCnopTUpyiTe CBOW OTKPBITHIM KJII0Y B 3Ty MAaIKy, HaXaB HA KHOIIKY —— U yKa3aB MyTb
1o Bameit manku. B kauecTBe Ha3BaHus (aiiya ¢ KI0UoM yKakuTe Bamry ¢pamumuio.

6. Cxonmpyiite Bam daiin va cepsep (Server606) B nanky PublicKey.

7. UMmopTupyiTe U3 3TOM MaNKd YbH-IUO00 JAPYTUe OTKPBIThIC KIOYH. [[J1s1 3TOro HaXKMHTE

o
Ha KHOIIKY = i BHIOEpUTE MyTh U Ha3BaHHE (aiina.

8. Bakpoiite okHo PGPkeys.

9. 3amycrure Word u HabepuTe NHCbMO KOMY-THOO, Y€l KIIOY BBl HUMIIOPTHPOBAIIH.
CoxpaHHUTe 3TOT TEKCT B BallIEH MaIlKe.

10. 3ammudpyiite 3TOT (Pailyl OTKPBHITHIM KIFOYOM ATOTO MOJb30BaTelNs. st 3Toro HaxmuTe
KHOITIKY Ha manenu PGPtools, ykaxkurte myTh U Ha3Banue Bamiero ¢aiina, a 3aTemM Kito4 B
nosiBuBmieMcsi okHe. Coxpanute 3amudpoBaHHbIl ¢aiin B Bamelr manke moa damMuiuend Toro,
KoMy BbI nucanu.

11. Cronmpyiite 3TOT (haiin Ha ceppep (Server600) B manky TextPGP.

12. Cxomnupyiite u3 3T0i nanku B Bamry nanky Ha nucke D: ¢aiin, agpecoBanubiii Bam.

13. Pacmudpyiite sT0oT (aiin, HakaB KHOIKY WU JBaXJbl IIECJIKHYB 10 HEMY
MBIIIKOM, a 3aTeM BHIOpaB Balr Kiro4 B CIIMCKE KITIOYEH.

14. Co3naiite emie oauH JOKyMeHT B pemaktope Word, coxpanuB ero B Barieii manke Ha
nmucke D:

15. Iognummure 3TOT ¢aiin Bamieil MEKTPOHHON MOAMKCHIO. {151 3TOr0 HaXKMUTE KHOMKY

3
4
Ha nmanenu PGPtools, ykaxkute nyth u Ha3Banue Bamiero (aiina, a 3atem Barr kirod B

MOSIBUBLIEMCSI OKHE.

16. OOparure BHUMaHue Ha ¢ain moamucu B Bamed mamnke. OTKPOWTE €ro JBOWHBIM
HIETTYKOM.

17. OtkpoiiTe noanucanHblii Bamu ¢aiin u usMeHUTe €ro, COXpaHUB U3MEHEHHUS Ha IUCKE.

18. Otkpoiite (aiin MOANUCH JBOMHBIM MIEIYKOM elle pa3. YOeauTech, YyTO MOAMKCH HE
JNIEUCTBUTENLHA.

19. Co3naiire HOBbIIT mokymeHT B Word. Habepute HeOOIbIIOE MPEITOKEHHE U CKOMUPYHTE
ero B Oydep oOMeHa.

20. {eaxHUTE MBIIIKOW IO KHOTIKE E Ha MTaHeNH! 33ja4y B IPAaBOM HIDKHEM YTITy.

21. B nosBuBmemcs: MeHto Beioepute Encrypt Clipboard u ykaxure Bamn kimrou.

22. Ha yncrom Mecte Bamero noxymeHTa BcTaBbTe TeKCT U3 Oydepa obmena (IIpaBka —
Bcrasuts). [losBuics 3ammppoBaHHbIN TEKCT.

23. Cxomupyiite ero B Oydep oOMeHa U Mo aHaAIOTUU ¢ mudpoBaHuemM pacmudpynTte ero,
BeIOpaB myHkT Decrypt&Verify Clipboard.

24. BeraBbTe pacmugpoBaHHbIi TekcT U3 Oydepa oOMeHa.

Jlumepamypa:
1. JlexuuoHHBIN MaTepural.

2. OcHOBBI WH(MOPMAIIMOHHON O€30MacHOCTH XO3SIMCTBEHHOM NIESTENBFHOCTH: yUeOHOe
nocobue / W.II. MuxueB, BO ®OI'BOY BIIO «Poccuiickas akaieMus HapOIHOTO
X03s5IiCTBa M TrocylapCTBEHHON ciyxObl». — Bonrorpan: Mza-so BO OI'BOY BIIO
PAHXuI'C, 2013. - 144 c.

3. IImaronor B. B. IIporpamMMHo-anmapaTHbIe CpelCTBa 3alIUTHl HHPOPMALUU: YICOHUK. /
M.: U3n. uentp "Axkanemus". 2014.

4. Bgepnenwue B kpunrorpaduro/ [Tog o6m1. pea. B.B. SAmenko. — M.: MITHMO “YePo”,
2013.

5. http://pgp2all.org.ru
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Tema 5. 3ammura 6a3 nanubix Microsoft Access.
Paccmampueaemvie sonpocoi:
IToctpoenue 6a3bl nanubix B Microsoft Access.
3amuTa 6a3bl JAHHBIX OT OTKPBITHSL.
[Tonp30BaTeny u rpymnimbl.
[TaposibHas 3amuTa.
Pasrpanunuenue npas gocryma.
3aoanus ona camocmoamenbHo20 6bINONTHEHUSA:
1. Co3paiite Ha nucke D: B mamke Bamiei rpymmbl 6a3y naHHbIXx Cekper
2. Co3pnaiite TabnuIy B pe:KUME KOHCTPYKTOpa (II0JIe TIOMEUCHHOE * SIBIISIETCS KIIFOUEBBIM) U
COXpaHUTE ee M0 UMEHEM AHKETa.

orwbpPE

HNms noas Tun naHHbIX
Kon CyeTunk

OO TexcToBBII
Anpec TexkcToBBIN
Tenedon TekcToBbIN

3. Beeaute B TaOIUILY TPH 3aIIHCH.

4. YcraHOBHTE MapoJIbHYIO 3aIIUTY Ha 3Ty 06a3y JaHHbBIX (Mapoib 1234)

5. Coznaiite Ha qucke D: B manke Bamelt rpynmnsl 0a3y ganHbIx Jloctym.

6. Coznaiite [yis1 3Toi 0a3bl JaHHBIX TPYIIIbI oJab30BaTenek Student u Others

7. Co3naiite B rpymie Student mosb3oBaress Mo cBoei Gpamuireis u moib3oBaTens Studentl.

8. B rpymmie Others cosnaiite nonb3oBarens Friends u monb3oBatens Guest.

9. YcraHoBuTe Maposib aaMUHUCTpaTopy (admin) 6a3sl JaHHBIX (003aTeAbHO 7777).

10. YcTraHnoBuTe mapoiu Ajs CO3AaHHBIX BaMH MOJIb30BaTeNel (apoiu COBMAAal0T C MMEHEM
MOJI30BATENS).

11. YcranoBuTe mpaBa A0CTyna K 6a3e JaHHBIX A/t rpymmsl Student Ha Bce meiicTBusI, KpoMe
AJIMHUHHCTPUPOBAHUSI.

12. YcranoBuTe mpaBa AocTyma K 0Oa3e maHHbIX miast rpymmsl Others Toiabpko dTeHHe U
no0aBiieHUE JaHHBIX.

13. YcranoBuTe 11 rpynmbsl USErs nmpaBa TOJIbKO HAa YTEHHE JAaHHBIX U MakKeTa.

14. TlokaxxuTe pe3ynbTar MpernoaaBaTesio.

15. CHumMuTE Mapoiab aIMUHUCTPATOPA

Jlumepamypa:
1. JlekunoHHBINH MaTepuan.
2. www.microsoft.com

Tema 6. HpaKTuquKoe NMPUMEHECHHUE MEKCETEBLIX JKPAaHOB.
PaCCMampMGCIEMble 60npocel.

1. [ToHsiTHE MEKCETEBOTO PKpaHa.
2. [MpuHiuner padotsl ¢ nporpammoit Firewall Outpost.
3. Hacrpoiika mporpaMMHBIX MOZYJIEH.

3adanusn 013 camocmoamenbHo20 6bINOJIHEHU.!

Outpost Firewall

1. 3arpy3ure nporpammy Outpost Firewall.

2. Bribepure nyHkt Cemesas axmueénocms. OKHO CIpaBa COJEPXHUT HH(OpPMAIUIO O
TEKYIUX COEAMHEHHSIX MPHUIIOKEHUH ¢ ceThio. [lonpolyiiTe momyyuTs HHPOPMAIUIO MO KaKOMY-
HUOYAb ITYHKTY.

3. Beibepure nmyHkT Omkpsimvle nopmei. OKHO COAEPXHUT MHPOPMAIUIO O TOM, KaKUMHU
IpoLeccaMy Ha KOMITBIOTEPE OTKPBITHI ONPEIEICHHbIE TOPTHI.
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4. TlpocmoTtpute NMyHKTHl Paspewennvie U 3abrokupoeanHvle, KOTOPBIE COAEPKAT OOIIYIO
CTaTUCTUKY IO COETUHEHHUSIM.

5. Beibepute nyakt DNS. KsmmpoBanue 3anpocos (T.e. coxpaHeHne 0TBeToB B 6aze Outpost)
Kk DNS no3BossieT COKpaTuTh BpeMsi OTKPBITHSI CTPaHUI], KOTOpbIe ObUIH MOCEIIEHBI paHee 3a CUET
TOTO, YTO KOMIIBIOTEPY HE HYXHO OyAeT mepea oTKpbiTHeM oOpamarbess K DNS ceprepy s
onpexaenenus [P anpeca oTKpbIBAEMOM CTpaHUIIBI.

6. [Ipocmotpute Kypnai.

7. lllenkHute npaBoil KHOMKOW MBIIIM MO Ha3BaHUIO Moayss DNS B ieBoM OkHe mporpamMmbl
u BeiOepute [lapamempul.

8. Orpannubte k311 DNS Ha 50 3anuceii u yctaHOBUTE CpoK xpaHeHus 10 gHEl.

9. BeiOepure nyHKT [lemexkmop amak, KOTOPbIA XpaHUT OOIIyI0 MH(POPMALMIO O 3aIIUTe
KOMITIbIOTEPA OT aTaK, CKAHUPOBAHMS U IPYTUX TUIIOB 3aIIPEIICHHBIX COCIMHEHUM.

10. IIpocmotpute xypuan. lllenkHuTe mNpaBo KHONKOW MBIIIM O Ha3BaHUIO MOJIYJIsS
Jlemexmop amax B €BOM OKHE IMpOrpaMMbl U BbiOepute I[lapamempwi. B okHe HAcTpoek mnpu
MOMOIIY TTOJI3YHKA MOKHO BBIOpATh OJMH U3 TPEX YPOBHEH TPEBOTH:

MaxcumanvHoui — paiipBo OyAeT npeaynpekaaTh O MOMbITKE MOAKIIOUEHUS Jake Ha OJUH
HOPT.

Obviynolill — TipenynpexaeHue OyneT BbIIAHO TOJBKO MPH CKAHWPOBAHMU C OJIHOTO aapeca
HECKOJIbKUX TOPTOB WM ONPEJEICHHBIX IMOPTOB, KOTOPbHIE IPEICTABISIOT ONpPEIEICHHbBIN
UHTEpeC.

bespaznuunviii —paiipBoi OyaeT CUrHaTU3UPOBaTh JIMIIL O PEaJbHON aTake Ha KOMIBIOTED,
a HE O MOIBITKE UCIIOJIHUTh TAKYIO aTaKy WIH POCKaHUPOBATh MOPTHI.

11. Haxkxmute kHOTIKY Boiopams gunvmp. IIpocMoTpuTe €€ BO3MOKHOCTH.

12. BrwiGeputre nyHKT HumepaxkmusHvle 21emenmsl. 31eCh MOXKHO 3a0JOKHPOBATh
BCIUIBIBAIOIIIME OKHA, IEPEXO0/IbI 0 PEKJIIAMHBIM caiitaM B IHTepHeT.

13. IlpocmoTpuTe mapamMeTpbl HACTPOUKH ISl IaHHOTO MyHKTa (TpaBas KHOIKa MbImu). Ha
TpeX BKJIAJKaX pa3MEUICHbl HACTPOMKM OJOKUPOBKM BCEX D3JIEMEHTOB, KOTOpPBIE MOTYT
HAXOJHUTHCSI Ha MOCEIIaeMbIX BeO—CTpaHUIAX UM B MOYTE. BONBIIMHCTBO HACTPOEK UMEIOT TPH
HacTpouku: Paspewero, 3anpoc u 3anpeweno. Ilpu HacTpoiike HY)KHO YYUTHIBATh TOT (HAKT, 4TO
HA MHOTHX CTPaHMIIAX CKPHUIITHI WK (DI MOTYT UCIIOJIB30BATHCS ISl CO3JIaHUSI MEHIO U €CITH UX
MOJIHOCTBIO OTKJIIOYMTH, TO HaBUTaLlMs MO cailTy Oyaer HeBo3Mo)kHA. [loaTOMy, ONTHMaIbHBIM
CTaHEeT UCMOJIb30BaHUE HACTPOUKHU 3anpoc. J{ns 0co6oit HaCTPOWKH HEKOTOPBIX CATOB B MOJyJIe
«HMumepakmusnvle 21emenmsly CIYKUT BKIaaka «HMckmouenus». C ee NMOMOUIBIO MOXHO
chopMHpOBaTh CIHMCOK CAaTOB W HACTPOUTH Ul KaXJIOTO M3 HUX OJOKMPOBKY OIpEeeHHBIX
AJIEMEHTOB. JTOT CIMCOK UMEET O0jiee BBICOKUN MPUOPUTET, UeM 00IHME HACTPOHKH OJIOKUPOBKU
JJ1 BCEX CalTOB.

14. IIpocMoTpuTe BKJIAJKM NapaMeTPOB, 3alpETUTE BCIUIBIBAIOIIME OKHA U HACTPOMTE
OCTaJIbHOE 10 CBOEMY YCMOTPEHHUIO.

15. BwiOepute nyHkT Pexnama. Outpost ymeeT oOTcekaThb peKjaMy IO pa3Mepy U TIo
COJICPKUMOMY CCBUIKH, YTO SKOHOMUT Tpa(UK U yBETHMUUBAET CKOPOCTh 3arpy3KU CTPAHHILL.

16. Bei3oBuTe mapameTpbl A AAHHOTO IyHKTa (MpaBas KHONKA MBIIIK). YCTaHOBUTE
¢dnaxok Iloxazams xop3uny ons pexnamel. ECu B CTaHAAPTHOM CIIUCKE OTCYTCTBYET OINMCAHHE
JUIsL OIpeNeseHHOro OaHHEpa, W OH 3arpy)kaeTrcs INpU MOCEUEHUH CTPaHUIbl, TO, OTKPHIB
KOpP3HHY, JIOCTaTOYHO MBIIIBIO MEPeTalluTh B Hee OaHHEp, U OH Ooyblle HUKOTAa He Oyaer
3arpykatbces. Brxmanka Obwue 1o3BoJsieT BHIOpaTh TO, YeM OYIyT 3aMEHSTHCS BBIPE3aHHBIE CO
CTpaHMIl peKjaMHble OaHHEpHl. 3/1eCh ke MOXHO CO3/1aTh CHHMCOK CAaHTOB, C KOTOPBIX HE OyJer
BbIpe3aTbcs rpaduka v pexiama.

17. IIpocmoTpuTE BCE BKIAIAKU TapaMETPOB.

18. Beibepute nyHkt Cooeporcumoe. B HacTpolikax 3TOT0 MOy MOXKHO 3a/laTh CIIUCOK
CJIOB, KOTOpbIE MOTYT BCTpEYaThCsl Ha CTPaHUIE WJIM B ajpece CTPAaHHUIBI U KOTOpble OymyT
ciykuTh Outpost—y CUTHAJIOM TOTO, YTO CTPAHUILYy 0TOOpakaTh 3alperieHo.

19. IIpocMoTpHUTE BO3MOKHOCTH IaHHOTO ITYHKTA.
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20. Beibepute myHKT Quiabmpayus noumosvix e10JiceHuli. B HacTpoWKax 3TOT0 MOy
MOYKHO 33JaTh CIIUCOK TUIOB (aiiJIoB, KOTOPBIE MOAJIEKAT NEPEUMEHOBAHMIO, A TaK K€ BKJIIOUUTH
BBIBOJ] MH(POPMALIMOHHOTO COOOILICHUS O MOJlydeHUH (ailyioB ompeneneHHoro Tuma. Daiin, T
KOTOPOIrO yKa3aH B HAacTpPOMKax 3TOr0 MOAYJS, HNPH MHOJYYEHHWU €ro IMOYTOBBIM KIHEHTOM,
HOJYYUT BTOPOE pacHIMpeHue «.safe». ITO Mo3BONUT M30eKaTh aBTOMATHUYECKOTO BBITOTHEHHS
HOYTOBBIM KJIMEHTOM KOZa, YTO MOKET SBJIATHCS IPUUMHON 3apa)KeHUsl KOMIIbIOTEpPA BUPYCaMHU.

21. IlpocmoTpuTe napameTpsl JaHHOTO ITYHKTa U €0 BO3MO>KHOCTH.

22. Jloctyn K 00IIMM HacTpoiKaM IPOrpaMMbl MOXHO HOJYYHUTh IIPU OMOIIM ITYHKTAa MEHIO
Ilapamempor — Obwue U3 TIABHOTO MEHIO IIPOTPaMMbl UJIM Ha’KaTUEM COOTBETCTBYIOLIEH KHOIIKU
Ha raHesu. BeI30BUTE OKHO HACTPOMKHU ITapaMeTPOB U MMPOCMOTpUTE BKIaAKy Oowue.

23. Bxnagka «/Ipunoswcenusy TO3BOJAET YIPABIATH MpaBUIAMU MOBEACHUS (aiipBoiuia mpu
HOMBITKE JOCTYNA B CETh OIpPEJEeJIEHHBIX NpuioxkeHud. Ha 3Toll BKiIaake nepeducieHbl Bce
MIPHUIIOKEHUs, KOTOpPhIe 0OHAPYKEHBI Ha KoMIbloTepe Outpost—om mpu ycranoBke. Cpa3y mocie
MHCTAUIALUKN 3TU NPUIOKEHUS Haxonaarcs B rpymne «llonvzosamenvekuti ypogenvy. Jins HUX
CO3/1aHO OJIHO WJIM HECKOJIbKO TPaBWJI, YKa3bIBAIOIIMX, KAaKUM 00pa3oM MPHUIIOKEHHE MOXKET
0OMEHMBATHCS TAaHHBIMH C CeThl0. IIpaBUIO MOXKHO MPOCMOTPETh MM M3MEHUTH IPU IOMOIIU
JIBOWHOTO KJIMKA I10 IMEHU €T0 UCTIOIHAEMOro (haiina.

24. IIpocMoTpuTe NpaBuiIa A1l HEKOTOPBIX MPHIIOKEHUH.

25. IlpunoxxeHuss U3 Ipynnsl 3anpeujernHvle NPUNONCEHUs HUKOT/Ia HE TOJy4yaT JocTyna B
CeTh, BCA MX CeTeBas aKTMBHOCTb OyneT mpecedeHa ¢aiipBosioM. HekoTopbM NpHiiokeHUsIM
MOKHO IIOJJHOCTBIO OTKpBITH JIOCTYIl B CE€Th, NEPEMECTUB HX B Trpynny «/Josepennvie
npunodcenus». VX noctynm B ceTb HE OrpaHUYMBAETCS HUYEM, HHUKAKUMHU IPaBUIAMHU.
[TepemerieHre NpUIOKEHUHM U3 TPYII B IPYIILY, paBHO KaK U U3MEHEHUE MTPABUJI, CO3/IaHHBIX IS
NPUIOKEHUH, BBIIOJIHAETCS IPU MOMOIIM KHONKU HM3menums. Ilpu nomomu KHOnku /Jobasums
MOYKHO BHECTH B CIIHCOK HOBOE NPUJIOKEHHE M 3aTe€M CO3aTh JJIsi HErOo MpPaBUJIO OOIIEHHS C
CEThIO.

26. [lepemecture npunoxenue Excel B rpynny 3anpewennvie npunosicenus.

27. IIpocMOTpUTE OCTABILUECS BKJIAKH HACTPOEK MPOTrPaMMBI.

28. IlonpoOyiiTe yepe3 ceTeBOe OKPYKEHUE BHINTU Ha KOMIIBIOTEP COCEa.

29. IIpoBepbTe peakuio ¢aiipBoiia Ha HOMBITKY cOCe/la OOPAaTUTHCA K BallleMy KOMIIBIOTEPY.

30. Ilepeiinute B HaCTPOIKK OOLIMX MAapaMETPOB MIPOTrPAMMBI.

31. Beibepute Bknanky Cucmemnwvie. Y0epute ¢naxok NetBIOS. Tenepr Bam koMmnbrorep
HEOCTYIIEH IO CETH.

32. JloxauTech, KOrja Ball COCEJ BBIIOJHUT MpenblIylee 3aJaHue U MonpoOyiTe uepes
CETEBOE OKPYKEHHE 0OPAaTUTHCS K €r0 KOMIIbIOTEDY.

33. Bxutounre ¢naxox NetBIOS na cBoem kommbroTepe.

34. Bri3oBuTE KypHaJl, HAKaB COOTBETCTBYIOIIYIO KHOIIKY Ha IMaHEIN UHCTPYMEHTOB.

35. IIpocMmoTpuTe KypHAIL.

Jlumepamypa:

1. JleknmoHHBIN MaTepuail.

2. JloxymenTtanus o pabore ¢ mporpammoii Firewall Outpost.

3. OcHoOBBI HH}OPMALMOHHOHN 0€30IaCHOCTH XO03SICTBEHHOH AEATEIbHOCTH: yuyeOHoe
noco6ue / N.I1. Muxues; BO ®I'BOY BIIO «Poccuiickas akajgemusi HApOJAHOTO X034HCTBa U
rocyIapcTBEeHHOH ciyx0b1». — Bonrorpan: Uzn-so BO ®I'bOY BIIO PAHXuI'C, 2013. —
144 c.

4.  IlnatonoB B. B. IlporpaMmHo-ammapaTHble CpeICTBa 3aIlUThl WHGOPMAIUU:
yaeOnuk. / M.: U3a. nentp "Axanemus". 2014.

Tema 7. 3ammura nngopmauuu B UnTepHer.
Paccmampueaemvie 6onpocei:
1. [TpuHIMIIBI pabOTHI MEKCETEBBIX SKPAHOB IpH padote ¢ HTEpHET.
2. Hacrpolika nporpaMMHBIX MOAyJel ipu padote ¢ MHTEpHeT.
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3. bnokupoBanue HEHYKHOTO TpaduKa U pEeKIaMBbl.
3adanus ona camocmoamenvbHo20 8bINOIHEHUS:

1. Barpysure nporpammy Outpost Firewall.

2. Otkpoiite B Internet Explorer ctpanuiryy www.yandex.ru

3. Beibepute nyHkr Cemesass axkmuenocms. IlpocMoTpuTe HHPOPMALUIO O TEKYIIHX
COETMHEHUSIX C CEThIO.

4. Boibepure nyHKT Omkpeimsie nopmol. llonydure uHDOPMAIMIO O TOM, KaKUMH
MpoLecCaMH Ha KOMITBIOTEPE OTKPBITHI OMPEICICHHBIE TOPTHI.

5. IlpocMmoTpuTe MyHKTHl Paspeuienuvie n 3abioKuposantslie, KOTOPbIE COAEPKAT OOIIYIO
CTaTHCTUKY IO COEIMHEHUSIM.

6. Bribepute mynkr DNS u B mapamerpax orpanmuste kdm DNS wa 50 3amuceit u
YCTAHOBUTE CPOK XpaHeHus 10 qHen.

7. Beibepute nyHKT Jemexmop amak v B IapaMeTpax 3anaiire Ooviunblil ypOBEHb TPEBOTH.

8. Beibepure nyHKT MHmepakmushbvie snemernmol. [IpocMOTpUTe TapaMeTpbl HACTPONKH IS
JAHHOTO TyHKTa. Ha Tpex BKJIaakax pa3MelleHbl HACTPOHKU OJIOKUPOBKM BCEX AIIEMEHTOB,
KOTOphIE MOTYT HaXOAMTHbCS Ha IMOCEIIaeMbIX BeO—cTpaHMIIax uiau B moure. Hactpoiite
napaMeTpsbl 10 CBOEMY YCMOTPEHHUIO (PEKOMEHIYEeTCs Yallle HCI0Ib30BaTh HACTPOIKY 3anpoc).

9. Otkpoiite B Internet Explorer crpanuimyy www.mail.ru, nepeiiaure mo kaxkoi-HHOYIb
CCBUIKE HOBOCTEH.

10. TIpocmotpure B Outpost Firewall craTrcTHKy MO COCAMHEHHSM, a TAKXKE CTATUCTHKY
JIETEKTOpa aTak.

11. Breibepute nyHKT Pexnama. Bb13oBuTe mapaMeTpbl Ui JaHHOTO IMYHKTA. YCTaHOBUTE
bnaxok [loxazams Kop3uHy OJ1s1 peKiamol.

12. OTkpoiiTe CTApTOBYIO CTpaHUIly WWW.Mail.ru u Mblmbio neperamuTs B Kopsuny ons
peKkaambsl peKIaMHble OaHHEPbI C 3TOM CTPaHUIIBI.

13. 3akpoiiTe cTpaHuily U TOnpoOyiiTe 3aHOBO €€ OTKPHITh. [IpoBephTe, 4TO MPOUCXOIUT C
pEKIIaMHBIMU OaHHEPaMHU.

14. TIpocMoTpHTE BCE OCTABILIKECS BKIAIKU TapaMeTPOB.

15. Beibepute nyHkr Cooepowcumoe. B HacTpolikax 3TOro MOIyJas MOKHO 3a/laTh CIHCOK
CJIOB, KOTOPbIE MOTYT BCTpEYaThCs Ha CTPAHUIC WM B aJpece CTPaHUIbl U KOTOpble OyayT
ciykuTh Outpost—y CUTHAJIOM TOTO, UTO CTPaHUILy 0TOOpakaTh 3alperieHo.

16. Hacrtpoiite nporpammy Tak, 4to0bl Outpost OJOKHMpOBad Bce CTpaHMIBI, B ajpece
KOTOPBIX MPUCYTCTBYET cIoBo Chat. [TonpoOyiite OTKpbITH cTpanuily WWw.chat.ru.

17. Boibeputre NyHKT Quivmpayus noumoswvix 6enoxdcenuil. B HacTpoikax 3TOro MoIyns
MOYKHO 33J1aTh CITUCOK TUTIOB ()aifjIoB, KOTOPHIE MOJIEKAT IEPEMMEHOBAHHIO, a TaK K€ BKIIOYUTH
BBIBOJ] HH(OPMAIIMOHHOTO COOOIIEHUS O MOIY4EeHUH (PaiiIoB ONpeIelIeHHOrO THIIA.

18. Banaiite BbIBOA MH(YOPMAIIMOHHOTO COOOIICHUS sl BCeX (DailyioB ¢ paciipeHuem .Zip u
nepeuMeHoBaHue (ailyioB ¢ pacIIMPEHUEM .EXE.

19. TlokaxkuTe pe3ynbTar NpenoaaBaTesio.

20. OTMeHHTE BCE CBOM HACTPOMKH U 3aKPOHTE BCE OTKPBITHIE MPUIIOKEHUS.

Jlumepamypa:

1. JleknmoHHBIN MaTepuail.

2. OcHoBbI HTHPOPMAITMOHHOHN 0€3011aCHOCTH X03SIICTBEHHOM 1€ATEIbHOCTH: YydeOHOe
nocobue / N.I1. Muxues; BO ®I'BOY BIIO «Poccwuiickas akagemMusi HApOTHOTO
XO03sICTBa U rocy1apcTBEHHOMU Cityk0b1». — Bonrorpaza: M3a-so BO ®I'EOY BIIO
PAHXuI'C, 2013. - 144 c.

3. [Tnaronos B. B. IIporpammHo-anmnapaTHble CpeICTBA 3aLIUThl HHPOPMAIUH:
yueOHuk. / M.: U3xa. nentp "Axanemus". 2014.

Tema 8. TunoBasi crpykrypa 3amuthl oT HCJI. YnpasieHue gocrynom.
Paccmampusaemvie sonpochwi:
4. Tumnosas ctpykTypa 3aumtsl nHGopmaruu or HCJI.
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http://www.yandex.ru/
http://www.mail.ru/
http://www.mail.ru/
http://www.chat.ru/

o

[Toacucrema ynpaBieHuUs TOCTYTIOM.
[TocTpoenue MaTpuIbl 1OCTYyIIA.
JlokymeHTanus otaena odecnedeHus nH(HOPMAMOHHONW OE30ITaCHOCTH.
3adanus ona camocmoamenbHo20 8bINOIHEHUSA:
1. PaccMoTpuTe TUIOBYIO CTPYKTYpY 3amuThl nHpopmanuu ot HCJI.
2. Ilpomymaiite crpykTypy 3amutbl uHpopmanmuu ot HCJI mis mpou3BONIBHOM
(BBIMBILIUICHHOM ) OpraHU3aI1H.
3. PaccmotpuTe noacucreMy ynpaBlieHUs JOCTYIIOM JJisl TOM OpraHU3alkH.
4. CocTaBbTe MepeueHb 3alUIIaeMbIX HH)OPMAIIMOHHBIX PECYPCOB OPraHU3alNH.

5. IloctpoiiTe MaTpuIly 1OCTyIA JUIsl JAHHOW OpraHu3aluy.

6. CocTtaBbTe TOKYMEHT, ONPEACIAIOUI MpaBuia JOCTyNa M0JIb30BaTelel K pecypcaM Ipu
MOMOUIN JINYHBIX UACHTU(PUKATOPOB M Mapoiied, MpaBHJia COCTABJICHUS, CMEHbI M XpaHEHUS
rapoJiei.

7. CoxpaHUTE BCE JOKYMEHTHI B CBOCH JTMYHOM IMaIKe (M Ha CBOCH JUCKETE).

Jlumepamypa:

~No

1. JleknuoHHBIM MaTepua.

2. OcHOBBI HH(OPMAITMOHHOH 0€30MaCHOCTH XO035HCTBEHHON AEATEIBHOCTH: Y4eOHOe
nocobue / N.I1. Muxunes; BdO ®I'bOY BIIO «Poccuiickas akaaeMus HApOIHOTO
XO03SICTBA M TOCYJAPCTBEHHOM c1yk0b1». — Bonrorpan: M3a-so BO ®I'EOY BIIO
PAHXuI'C, 2013. — 144 c.

6.4. HopmaTuBHbBIE IPABOBBIE JOKYMEHTHI.

=

3akoH P® «O rocynapctBenHoi taitHe» Ne 5485-1 o1 21.07.1993 r.

2. 3axoH P® «O6 unpopmanum, "HPOPMALMOHHBIX TEXHOJOTHSIX M O 3aIUTE
uHpopmanun» Ne 149-03 ot 27.07.2006

3. 3axoH PO «O kommepueckoii Taiine» Ne 98-d3 ot 29.07.2004 r.

6.5. UuTepHeT-pecypchl, CIPaBOYHbIE CHCTEMBI.

1. http://base.garant.ru/ - cnpaBouHO-moucKOBast cucteMa «I'apaHT»
2. http://www.consultant.ru/ - cnpaBouno-niouckoBas cucrema «Koncymnprant [Lrocy

7. MaTepnajJbHO-TeXHHYecKasi 6a3a, HH(POPMALMOHHBIE TEXHOJIOTMH, IPOTPAMMHOE
olecnieyeHne U HH(POPMaALIMOHHBbIE CIPABOYHbIE CHCTEMBbI

MatepuranbHO-TEXHUYECKOE o0ecredyeHrne IUCHUIUIMHBL «OCHOBBI HMH(POPMAIMOHHON
0€30I1aCHOCTH X03sICTBEHHOH 1€ TEIbHOCTH BKJIIOYAET B ceOsL:

- JIEKIIIOHHBIE ayAUTOPHH, 00OpPYIOBaHHBIE BUJICONPOEKIIMOHHBIM 00OpYJIOBaHUEM IS
IIPE3EHTALNN, CPEACTBAMU 3BYKOBOCIIPOU3BEACHHUSI, JKPAHOM;

- KOMIIBIOTEPHBIE KJIACCHI, OCHAIICHHbIE COBPEMEHHBIMU KOMIIBIOTEpAMHU C BBIXOJIOM B
WHTEepHET U YCTaHOBJIEHHBIMU B CETH CIELUANbHBIMU MaKeTaMU IPOTrpaMM, 00ecTIeUrBaAIOIIIMHU
yueOHbII mporecc, Bkirodast kpunrocuctremy PGP, CIIC «KoncynsranT [Lmoc» u CIIC «I"apaHT-
a’pom.

JucuuminuHa J0KHA ObITh  MOJJIepKaHa  COOTBETCTBYIOIIMMHU  JIMIICH3MOHHBIMU
IIPOrPaMMHBIMH ITPOyKTaMH.

B kauecTBe nporpamMmmHOro obecreyeHus: yueOHOTo nporecca UCHOoIb3YIOTCS:
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— Omnepanuonnsie cucteMsl cemeiictea Windows (10):Microsoft WINHOME 10 RUS OLP
NL AcdmcLegalizationGetGenuine,MicrosoftWinPro 10 RUSUpgrdOLPNLAcdmc.

— [Taker oucnoro I1O - MicrosoftOfficeStd 2019 RUS OLP NL Acdmc.

- kpunrtocucremy PGP;

- POTPAMMBI-apXUBATOPBL;

- aHTUBHPYCHBIC TIPOTPAMMBI,

- IPOTPaMMBI MPE3CHTAIMOHHON TpapuKu;

- TEKCTOBBIC PEIAKTOPHI;

- rpaduueckue peakTophl;

- 3JIEKTPOHHAs1 OMOJINOTEKA;

- DJICKTPOHHAs Ta0IHIIa;

- 0a3a JaHHBIX;

- MPOrpaMMa IEKTPOHHOTO TECTUPOBAHUSI.

By3 obecneunBaeT kaxaoro o0y4aromerocsi pabouyuM MECTOM B KOMITBIOTEPHOM KJlacce B
COOTBETCTBUM C OOBEMOM M3Y4aeMbIX TUCLMIUIMH, 00ECHEeuMBaeT BBIXOJ B ceThb VHTepHET U
nocryn k CIIC «Koncynbrant [Tntoc» u CIIC «l"apant-aspo».

By3 obecnieunBaer Kaxa0ro o0ydaromerocs pabouuM MECTOM B KOMIIBIOTEPHOM KJlacce B
COOTBETCTBUM € 00BEMOM U3Y4aeMbIX JTUCLMILINH, 00ECIIeYMBAET BbIXOJ] B C€Th MIHTEpHET.

MatepraibHO-TEXHUYECKOE ~ OOecrieueHue  JUCHMIUIMHBL Il OOydaroluxcs  C
OrpaHUYEHHBIMU BO3MOXKHOCTSIMU 3/I0POBbsl M1 MHBAJIMJIOB BKIIIOYAET B ce0s ClieAyoIee:

o yueOHbIE ayIUTOPUN OCHAILIEHBI CIIEHUAIbHBIM O0OpY/IOBAaHUEM M YYEOHBIMHU MECTAMU C
TEXHUYECKUMHU CpeicTBaMM OOydyeHMs JJIi OOYy4YarolIMXCs C Pa3JIMuHBIMU BHUJAMHU
OTpaHUYEHUH 310POBbS;

o yueOHasi ayAUTOpusi, B KOTOPO 00y4aroTcs CTYAEHThI C HApyLIEHUEM CilyXxa, 000py/l0oBaHa
KOMITbIOTEPHOM TEXHUKOW, ayJUOTEXHUKOH (aKyCTMUYECKHH YCWINTENIb M KOJOHKH),
BUJICOTEXHUKOM (MyJbTUMEAUMHBIA MPOEKTOp), MYJIbTUMEIUNHOW cuctemon. Jlus
00y4YeHHMs JIUI] C HapYLIEHUSIMH CITyXa MCIIOJIb3YIOTCS MYJIbTUMEIUIHBIE CPE/ICTBA U IpYTHe
TEXHUUYECKHE CPEJCTB AJIs IpUueMa-nepesaun yueOHoi nHdopmanuy B JOCTYNHbIX (popmax;

o JUIs CIa0OBUAIIMX OOYYAIOUIMXCS B JIGKLMOHHBIX M YYE€OHBIX ayIUTOPUAX MPEAyCMOTpEH
IPOCMOTpP yJaJIeHHBIX OOBEKTOB (HANpUMep, TEKCTa Ha JIOCKE WIIM ClIaiiia Ha SKpaHe) MpHu
MOMOILY BUICOYBEJINYUTENEH AT YAAJICHHOTO IPOCMOTPa;

o JUIE OOYYAaIONIMXCS C HApYIICHUSMHU OIOPHO-IIBUTATEIILHOTO ariapara B JICKIIMOHHBIX U
y4eOHBIX ayJUTOPHUSAX MPEYCMOTPEHBI CIIEIHAILHO 000PYI0BaHHBIC pab0UYHe MECTA;

L JJIS KOHTAKTHOHN U CaMOCTOSITEIILHOU pa6OTBI HCIIOJIB3YCTCA M}U’IBTHMC}II/IﬁHBIG KOMIIJIEKCHI,
SJICKTPOHHBIC y‘I€6HI/IKI/I n yqe6HI)IC HOCO6I/I$I, AIAlITUPOBAHHBIC K OIrPaHUYCHUAM 310POBbA
o0yJaromuxcs.

OOyuaromuecs ¢ OrpaHUYEHHBIMU BO3MOYKHOCTSMHU 3/I0POBbSl M WHBAJIUbI, B OTJIMYHE OT
OCTaJIbHBIX, UMEIOT CBOU clelu(puieckue 0cOOEHHOCTH BOCHPUSATH, NepepadOTKU MaTepHaa,
BBIMIOJTHEHUSI TPOMEXKYTOUHBIX W HWTOTOBBIX (opMm KoHTposss 3HaHMM. OHM oOecreueHsbl
NEYaTHBIMHU U 3JIEKTPOHHBIMH 00pa30BaTEIbHBIMU pecypcaMu (IIporpaMmbl, Y4eOHUKH, yueOHbIe
nocoOusi, MaTepuasbl A CaMOCTOSITENIbHOM paboTel M T. A.) B (QopMmax, aJanTHPOBAHHBIX K
OTPaHUYEHUSAM X 370POBbS U BOCIPUATHS HH(POPMALIUU:

JIjig U1 ¢ HapyIIEHUSIMU 3PEHUS:

. B IIeYaTHOH (popMe yBETUUEHHBIM IIPUPTOM,
. B (hopMe NIEKTPOHHOTO JOKYMEHTA,

JUia U1 ¢ HapyIIEHUMH Ci1yXa, ¢ HapyIIEHUSMH ONIOPHO-BUTATEIbHOTO alapara:

° B Ie4aTHOU Gopme,
. B (hopMe IIEKTPOHHOTO JJOKYMEHTA.
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