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Kon n HaumeHoBaHue HANIPaBJIeHUs MOATOTOBKY, Npoduis:
38.03.01 Dxonomuka (bakagaBpuar)

KBamudukanus (cTenenb) BLIMTYCKHUKA: OaKagaBp

®opma 00yueHHsI: OUHAs, 3a0UHAs

Leab ocBoeHUs I CUMIIIMHBI:
ChopmupoBate  kommereHnuto  OIIK-1  cmocoOHOCTH — pemiath  CTaHIAPTHBIE — 3a7a4d
npodeccnoHaNbHOM AeATeIbHOCTH HA OCHOBE MH()OPMALIMOHHON U OMOIHMOrpaduyeckoi KyabTyphl
C TpuUMeHeHHEeM HWH(POPMAIMOHHO-KOMMYHUKAIIMOHHBIX TEXHOJOTUA U C YyYE€TOM OCHOBHBIX
TpeboBaHUi MHPOPMAITMOHHOHN 0€3011acHOCTH

Ilinan kypca:

Tema 1. [lonsiTne nunopmannu, 3amuTHI HHGOPMANUM M HHPOPMAITMOHHOI 0€30MMACHOCTH.
OcHOBHBIE COCTABJIAAIOIIHE.
[Nonsite nnpopmanuy, 3amuTel HHGOpMauu U HHGOopMaoHHO# Oe3omacHocT. Ha3zHnauenue u 3amaun B chepe
obecnieyeHust HHPOPMAIMOHHOM 0E30MacHOCTH Ha ypOBHE I'OCYAapcTBa, Ha YPOBHE PETHOHA U HA JIOKAJIBHOM
ypoBHe. OCHOBHBIE TIOJIOKEHHS TEOpUU WH(POPMAITMOHHONW 0€30MacHOCTH MH(OPMAITMOHHBIX cUCTeM. OCHOBHEBIC
cocTasJstoIme odecnedeHus HHOOPMAIMOHHON 0€30IaCHOCTH X03SMCTBEHHOM JESTEILHOCTH.

Tema 2. 3akoHoaaTenbHbIH YpOBeHb HH(pOPMANMOHHON Oe3omacHocTH. KommblorepHsbie
npecrymieHns. OTBeTCTBEHHOCTH 32 COBEepPIICHUE KOMIIBIOTEPHBIX NMPECTYIVICHU .
BaxHOCTH 3aKOHO/ATENBHOTO YPOBHS MH(pOpMaMOHHOM Ge3omacHocTH. O630p POCCUIHCKOTO 3aKOHOAATEIbCTBA B
obnactu obecnieueHnst ”HPoOpMaIMoHHOH 6e3omacHocTH. JlokTprHa HHGOpMaMoHHON Ge3omacHocTH PD, 3akoHBI
«O rocynapcTBeHHO# TaiiHe», «O0 mHpOpMaImu, THOOPMAMOHHBIX TEXHOJIOTHAX M O 3alluTe WHPOpMALUI».
Jlpyrue 3akoHBI M 3aKoHOAaTenbHble akThl. Konuemuuss wuHpopManuoHHON Oe3omacHocTH. OCHOBHBIE
HOPMATHUBHBIE PYKOBOJSIINE JOKYMEHTBI, KacalollMecsl TOCYJapCTBEHHOW TalHBI W KOH(WACHIHAIbHOM
nH(popManuK, HOpMaTUBHO-CIIPABOYHBIEC JOKYMEHTH. HOpMaTHBHBIE akThl aqMUHHCTpau Bonrorpaaa B obnactu
nH(OPMAITMOHHON 0€301TaCHOCTH.
Komnerorepusie npectyruienus. OTBETCTBEHHOCTh 332 COBEPIICHHE KOMIBIOTEPHBIX MPECTYIUICHUNA. YTOJIOBHAS U
AIMUHUCTpAaTUBHAA OTBETCTBCHHOCTD.

Tema 3. Kuaccupukanusi arak. Ilonsitue yrpossl. Mogeas yrpo3. Pexkomenpanuum mno
o0ecrieyeHNI0 NH(POPMALMOHHOMH 0€30MACHOCTH.
[NonsTHe ataku Ha WHPOPMAITMOHHYIO cucTeMy. Knaccudukanus arak. Bujipl IpOTHBHUKOB WK “HapylIuTenen”,
ux knaccuukanys. Kananel yreuku nadpopManum: BU3yaabHO-ONTHYECKHNA, aKyCTHUECKUH, SIEKTPOMAarHUTHBINA U
MaTepHajJbHO-BellecTBeHHBINH. [loHsTne yrposel. Mcrounuku yrpo3 um ux kinaccudukanus. I[locrpoenne moxpenu
yrpo3 opranmszamun. Ilpumepsr. PykoBogsmme mokymentsl ['octexkomuccuu Poccun (PepepanbHas ciyxba 1mo
TEXHUYECKOMY M OSKCIOPTHOMY KOHTPOJIO) TO 3allliTe OT HECAHKIIMOHWPOBAHHOTO JIOCTyNa K HHQOpMAaIuu.
CrneumanbHele  TpeOoBanus u  pekomeHpammu. Mucrpyknua CTP-K.  Pexomenmammu mo  3amure
KOHQUJICHIIMAIbHOW — WHpopManuu. Kilacchl  3alIMIIEHHOCTH  CPEJICTB  BBIYUCIUTEIBHOW TEXHUKA H
ABTOMAaTU3UPOBAHHBIX CHUCTEM [0 pYyKOBOASIIMM JOKyMeHTaMm I'ocrexxkomuccum Poccum. Ilokazarenu
3amuuieHHocTd. CucreMa 3auThl HHGOpMAIMK OT HECAHKIMOHUPOBAHHOTO A0CTyNa. PekoMeHyeMble MEphI 10
o0ecreyeHuIo 3aIuThl MHQOpMaMy B Ipolecce dKCIUTyaTaluu WHPOPMALMOHHON cucTeMbl. PaspemuTenbHas
cucreMa Jiomycka. PexkoMeHaaluu 1Mo TUlaHy J0pa0OTKH OOBEeKTOB HH(OpMATH3allMM Ha COOTBETCTBHE



TpeOOBaHUAM PYKOBOISIINX JoKyMeHTOB [ ocTexkomuccuu Poccum.

Tema 4. OcHoBHbIe NOHATHUS Kpunrtorpadpumu. J[Ba coBpeMEHHBIX HANpaBJieHUS B
kpunrorpadguu. Kinaccuyeckue KpunrocucreMsl.
Hcropudeckas crmpaBka. Bo3MOXHBIC HampaBleHHS peEIICHUS 3a7add O0CCICUCHUs Tepellayd CEKPETHOM
nHpopmaruu. Creranorpadus u kpunrorpadus. BakHocTh KpunTorpauu MpH pemIeHUH 3agad OO0eCIeYCHIHS
nH(pOPMAITMOHHON 0€30ITaCHOCTH XO03HCTBEHHOHN JACATEIBHOCTH U COXpaHeHUsT KOH(MHUIESHITHATHHOW HH(pOpMAaITHH.
OcHoBHBIe TIOHATUS Kpunrorpaduu. [[oHATHE KPUNTOCUCTEMBI, KIt04a. BOo3MOXHBIE aTaku Ha KPUINTOCHUCTEMBI,
MOHATHE KpUNTOaHAM3a. HaleKHOCTh KPHUNTOCHCTEMBI. J[Ba OCHOBHBIX HANpaBICHHS B COBPEMCHHOM
kpunrorpadun. Kiraccnmueckne kpunrocucteMbl. OmHoaaBUTHBIE W MHOTOAI(aBUTHBIE KPHUIITOCHCTCMEL.
Cucremsl le3zaps u Buxkenepa. Bo3M0OXHOCTH KpUNTOaHaTIN3a MHOTOAN(aBUTHBIX CUCTEM. PacKpBITHE CHCTEMBI
Bwxkenepa. HanexHOCTh MHOTOQI(ABUTHBIX CHUCTEM. OJCKTPOMEXAaHUYECKHE NIM(PPOBAIBLHBIC MAIIIHHEIL.
AOCOIIIOTHO HazexKHasi KpunrocucTeMma: “OxHopa3oBbIi OJIOKHOT . BO3MOXXHOCT MCTHIOIB30BAHMS TaKHX CHCTEM
Ha mpaktuke. CraHmaptel mmdpoBanus maHHBIX. Kpunrocucrema DES. Poccuiickuit ctanmapt mmdpoBaHHS
I'OCT 28147-89. Ilpobnema BBIOOpa HAISHKHON KPUIITOCHCTEMBI JUJIS 3aIIMThI CBOMX JaHHBIX. llepCrEeKTUBBI
pasBuTHs KpuntoaHanusa. [Ipobdiema nomHoro nepedopa Beex KITtoueH.

Tema 5. Kpunrorpagusi ¢ oTKpboIThIM KJIW0O4YOM. CucTtembl mmdppoBaHus, He Tpeldyouue
nepeaayy KJIKW0Ya. JJIeKTPOHHASA MOANKUCH.
Cucremsl mudpoBanus, He TpeOyromue nepeaadn kiova. [IpobiaeMsl ncnonp30BaHuS TakuX cucteM. [IpoTokon
WCTIONB30BaHusA cUCTeMbl «OTHOPa30BbIA OJIOKHOTY», HE TpeOYIIMiA MepBOHAYAILHOTO OOMEHa CEKPEeTHBIMH
karogamu. Kpunrorpagust ¢ OTKpbITEIM KiTt04oM. [IOHSTHE OTKPBITOrO M CeKpeTHOro kimoda. IlpaBmima mx
UCTONB30BaHuA. [IpUHIUITBI TOCTPOCGHUSI KPHUIITOCUCTEM C OTKPBITBIM KIHOUOM. 3BECTHBIE KPHITOCHCTEMBI C
OTKPBITHIM KJIIOUOM W uX anroputMel. Cuctema RSA. JlnuHa kiiroua B KpUNTOrpaduu C OTKPBITBIM KITFOUOM.
OmHOCTOPOHHSIS (PYHKIIHS, BOSMOKHOCTB €€ HCIOIb30BaHMs. DIICKTPOHHAS ITOIIHCH U TIPHHIIHITHI €€ TIPUMEHEHHS.

Tema 6. OcHOBHBIE TeXHOJIOTUH NOcTPoeHus 3ammieHHbIX UC. MeskceTeBble 3KpaHbI.
OcHoBHBIe TexHONOorHH mocTpoerns 3amuiieHHsx UC. Tlonsatue mexcereBoro skpana. [IpaBuna ¢unprpanum u
NPUHIMIB WX TpuMeHeHus. [lakerHwsle QuiubTpel. [lonmmTrka cereBoit OezomacHocTH. [lonmThka peanuzanuu
MEXCETEeBbIX JKpaHOB. (DYyHKIHOHaJIbHbIE TPEOOBAHUS K MEKCETEBBIM SKpPaHaM M HMX KOMIIOHEHTHI. I1Imro3b1
CEaHCOBOT0 U NpuKiIagHoro yposus. HoBele ¢pyHkunu OpanamayspoB. CxeMbl OpraHu3aLui MEXKCETEBBIX SKPAHOB.
OcoOEHHOCTH pa3IMYHBIX CXEM peaqu3alid, WX IpeuMylIecTBa W HeJocTaTKh. [IpoOnembl, CBS3aHHBIE C
MeEXXCETEBbIMH dKpaHaMH. TpeOoBaHus K MEKCETEBBIM IKpPaHaM

Tema 7. Texnosnorus VPN-cereit.
TexHonorus oObEIWHEHUS JIOKAJIBHBIX CETEH M OTAENbHBIX KOMIIBIOTEPOB Y€pe3 OTKPBITYIO BHELIHIOIO CpELy
nepeaayn JAHHBIX B €IWHYI0 BUPTYalIbHYIO CETh, 00ECICUMBAOIIYIO 3alIUTy WH(POPMAIMOHHBIX MMOTOKOB WIIH
texHosiorust VPN-cereit. Ocobennoctu VPN. Tynuens VPN. TynnenupoBanue u ero ocodeHHoctd. OCHOBHBIE
pazHoBunHOCTH VPN-ycTpoiicTB mo TexHuyeckod peanuzauuu. Ponu VPN-ycTpolicTB. Bapuantsl mocTpoeHus
3amuiieHHbx kaHanoB VPN. Yrposwer ams VPN. Bapuantsl 3anmieHHbIX coenuHeHnid. Kimaccnpukanus VPN-
ceteit. CoBmenienne VPN-texHomoruii u MexxcereBoro 3xpana. Hemoctatku VPN.

Tema 8. 3amura nadopmanun B Uarepuer. UHpopmManmonHas 0e301aCHOCTh B YCJIOBHAX
(¢pynxkuuonuposanus B Poccuu riiod0anbHbIX ceTeil.
[Mpobnema obGecneueHnss wHGOPMANMOHHOW Oe30macHOCTH TpU pabore ¢ TriobankHOW ceThio HHTEpHeT.
HNudopmarimonHast 6€30MacHOCTb B yCcIOBUsAX QyHKIIMOHUpOBaHMS B Poccuu ri06aibHbIX ceTeil. Yka3 mpe3ueHTa
P® «O wmepax mo obecreueHuto uHPOpMaUMOHHOH Oe3omacHocTn Poccuiickoit ®enmepauun B cepe
MEKAYHApPOJHOTO HMH(MOPMAILMOHHOTO OOMeHa». YTrpo3bl HMHGOPMAIMOHHOH Oe30macHOCTH IpH paboTe ¢
WNHTrepreT. Bupycel, ucnoyiHgeMble MOIYJIH, BCIUIBIBAIOIIME OKHAa M pekyama. VICnosib30BaHUE aHTHBHUPYCHBIX
OporpaMM M MEXCETEeBBIX 3KpaHOB Ipu pabore ¢ HHrepHer. IIporpammHuble cpeacTBa HpoBepku Tpaduka U
00pbOBI C HECAHKIIMOHUPOBAHHBIM HCIOIb30BAHUEM PECYPCOB MH(POPMAIIMOHHON CUCTEMBI.

Tema 9. Tunosas crpykrypa 3amutsl or HCJI. YnpasJiienue 1ocrynom.
ApXHUTEKTypa THUIIOBOW CHCTEMBI 3allUThl OT HECAaHKIMOHHUPOBAHHOTO JocTymna. MaeHTudukanus u
ayreHtuukanms. [laponpHas ayreHtudukanus. [IpaBuna npumenenus napoineit. Omxnopazopbie naposu. Cepsep
ayreHTH(uKanuy. [loncucrema ynpasieHus TOCTYIIOM, ITOJCHCTEMa PErUCTPaliK U y4eTa. [IpuHINIBI KOHTPOJIS
jJocryna. Marpuna noctyna M CHMCKM JOCTymna. [Ipou3BOiIBHOE M NPUHYIWUTEIBHOE YIPABIECHUE JIOCTYIIOM.



OrpannunBaromuii naTEpdeiic. PoneBoe ynpasienue poctynom. CTaTHUecKoe U JUHAMUYECKOE pacrpelielieHHe
poueii. [Togcuctema odecrieueHus 1eocTHOCTH. Kpunrorpadguueckas moacucTeMa.

[Mporpammuo-anmapaTtHble cpenctBa 3anmuThl nHpopMmanuu ot HCJl. YcrpoiicTBa BBOMA MIACHTH(DHUKAIIMOHHBIX
npu3HakoB. Kiaccudukanus ycTpoicTB BBOJA MIACHTU(DUKAIIMOHHBIX MPU3HAKOB. bromMeTpuyeckue ycTpoiicTBa
BBOJIa WICHTU(UKAIIMOHHBIX MPU3HAKOB U UX Kiaccudukamus. [I[penMyiecTBa 1 HEJOCTATKN WX WCIOIB30BAHMSL.
KoMOuHMpOBaHHBIE yCTPOUCTBA. DIEKTPOHHBIE 3aMKH.

®opMbI TEKYLIEr0 KOHTPOJIS U MIPOMEKYTOYHOM aTTeCTALNH:

[IpomexxyTounast arrecrauus Mo aucuuIUiiHE «OCHOBBI HHG(pOPMANMOHHON 0e30IMaCHOCTH
X0351/iCTBEHHOM J1eATeJIbHOCTH» MIPOBOJUTCS B COOTBETCTBUU C YUeOHBIM IUIaHOM: 8 4 cemecmpe — 8
suoe 3auema ¢ OYeHKOll.

1.1. ucuunnuna 51.5.31 OcHOBBI HH(POPMALMOHHOM 0€30I1ACHOCTH X035 CTBEHH O
AesATeIbHOCTH 00eCcIIeYnBaET OBJIAICHUE CIEAYIOUMMH KOMIIETEHIMSIMU:

Ko
Kon HaumeHnoBanue A HaumeHoBanue 3tana
JTara OCBOCHHS
KOMIIETEHLIUN KOMIICTCHIIUH OCBOCHHSI KOMIIETCHIIMH
KOMIICTCHIIUU
CIIOCOOHOCTH pemaTh
CTaHJIapTHBIE 3a7a4u1
npoeccnoHaIbHON
JIeATEeIIbHOCTH Ha OCHOBE
WHPOPMATUOHHON u
. Peanu3zanysi OCHOBHBIX MNPUHLIMIOB M
Ooubrorpadu4eckoil KyIbTypPHI OO CH HH(OPMALHOHHOM
OIlK-1 c MIpUMEHEHHEM OIIK-1.3. PV .
0e3omacHOCTH XO3AHCTBEHHON
HHPOPMALTUOHHO-
JIEATEIIbHOCTH.
KOMMYHUKAIIUOHHBIX
TEXHOJIOTMM M C  y4eToM
OCHOBHBIX TpeOOBaHU
WH(OPMAITMOHHOM
0e3omacHOCTH
1.2. B PE3YIbTATC OCBOCHUA JUCHUIIIIMHBL Y CTYACHTOB JOJIKHBI OBITE Cq)OpMI/IpOBaHBIZ
OT®/TD’
npu Hanuyuu
(np Kopx srama
npogcmandapma)l
OCBOCHHUS Pesynpratsl 06ydeHus
TPYIOBbBIC WIH
KOMIICTCHIIU
npodeccnoHanbHbIC
JIEUCTBUS
B coorBerctBHM ¢ Ha ypoBHe 3HanwMii:
TPYIOBBIMU QYHKIHSIMH Mertopl U criocoObl odecrieueHrss HHPOPMAIIMOHHON 0e301acHOCTH
0000IIeHHON TPYIOBOH B npodeccuoHanbHoi aestenbHocTH. UT B cucreme Mep 3amuThl
byHKIMN undopmanuu. HopmatuBHble TOKYMEHTHI 110 3amuTe HHPOPMAIUU U
«KoHCymbTHpOBaHHE OpraHu3alys  COOTBETCTBYIOIIMX  OTACJIOB B  OPTaHH3AIHSX.
KIIMEHTOB o CoBpeMeHHbIE METO/IBI 3aIUTHI uHpopManuu oT
COCTaBJICHHUIO HECaHKLHOHUPOBAHHOTO JIOCTYIIA.
(UHAHCOBOTO IUIAHA U] OITK-1.3 HoBele nHGOpPMAILMOHHBIE W TEIEKOMMYHUKAIMOHHBIE TEXHOJOTHHU;
(bopMHUPOBaHHIO "~ OCHOBHBIE METO/IOB KPHIITOTpa(uu; MPOrpaMMHbBIC CPEACTBA 3aIIUThI
IEJIEBOTO HHGOPMALUK; TPOTOKOJIBI 3aLIUTHI HH)OPMAIIHH.
MHBECTULIUOHHOTO Ha ypoBHe ymeHwmii:
nopTdens» CaMo00y4eHHe B COBPEMEHHBIX KOMIBIOTEPHBIX CPElaX; BhISBICHUE
[podeccronanbHOro OMACHOCTH U yrpo3bl HHPOPMALKOHHOH 0€30MacHOCTH; MPUMEHEHHE
CTaHzgapra OCHOBHBIX ~ METONOB M  INpOrpaMM  3allUThl  HH(pOpPMALHH;
«Crienmasnuct (Y HCIOJIb30BaHNE METO/I0B u croco6oB obecrieyeHus
(ruHAHCOBOMY WHOOPMAIMOHHONW  0€30MacHOCTH € MENbI0  MPEeIOTBPAIISHUs

1 v
[ns obpasosaTesibHbIX Nporpamm, peanmsyemblix no ®rocC, n gna yHMBepcanbHbIX KOMMNETEHLUMI NepBas KOAOHKa

MOXeT He 3aNO0/IHATbCA




KOHCYJIETUPOBAHUIOY
(YrBepxkaen Ilpukazom
Muntpyna Poccum ofj
09.03.2015 N 1671)

HECAHKIIMOHMPOBAHHOTO JIOCTYMA, 3JIOYMBIIUICHHONH MOIU(pUKAIIMA
WIH yTpaThl CIyXeOHOU wuH(opMaimu; padoTa ¢ COBPEMCHHBIMHU
METOJaMK  3aIIUThl HWHGOpPMAIMA OT HECAHKIIMOHHPOBAHHOI'O
JIOCTYyTIa.

CamocTOATeNNbHO  pemaTh 3aJadd  IMPEIMETHOH oblacth  Ha
MePCOHATBLHOM KOMIIbIOTEPE C MOMOIIBI0 HOBBIX HMH(POPMAIMOHHBIX
TEXHOJIOTHII U COBPEMEHHBIX WH()OPMALMOHHBIX CUCTEM; paboTaTh C
MIPOTrPaMMHBIMHU CPEICTBAMU 3alMThl HH)OPMAIIUH.

Ha ypoBHE HaBBIKOB:

Brnagenue kpunrorpadgudeckoii W creraHorpauveckoil 3ammToi
nHpopManny; OCHOBHBIMH METOJAaMH W CPEICTBAMH  3allUTHI
nHopmanuu. Pabora ¢ COBpeMEHHBIMH METOJAMM  3aIIUTHI
nHdopmannu oT HECaHKIIMOHUPOBAHHOTO JIOCTYyIA.
CamocTosiTeIbHOE ~ pelIeHHe 3ahady  NpeiIMEeTHOH o0jacTh Ha
MIEPCOHAJILHOM KOMIIBIOTEPE C MOMOIIBI0 HOBBIX MH(OPMAIIMOHHBIX
TEXHOJIOTHH ¥ COBPEMEHHBIX MH()OPMALMOHHBIX CHCTEM; OCHOBHBIX
MeTonoB Kkpumnrtorpaduu. Pabora ¢ mporpaMMHBIMH CpEICTBAMH
3amuThl nHpopManuu. PaboTta ¢ mpoToKoIaM# 3aITiThl HH(OPMAIHH.

OcHoBHas1 JIUTepaTypa:

1. OcuoBBI HH(pOpPMAIIMOHHON 0€30MacCHOCTH XO3SHUCTBEHHOW JesTeIbHOCTH: yueObHnoe mocoodue / M.IL.
Muxue; BO ®I'bOY BIIO «Poccuiickas akaaeMus HapOJHOIO XO35MCTBA U TOCYAapCTBEHHOU

ciyx0b1». — Bonrorpaa: M3a-so BO ®I'bOY BITO PAHXul'C, 2013. — 144 c.

2. IlnatonoB B. B. [Iporpammuo-anmapaTHble CpeacTBa 3amiuThl nHpopManuu: yuyeObnuk. / M.: Uzn.
uentp "Axanemus". 2014.
3. Mamiok, A.A. Beeaenne B nHpopmannoHHyro 0e30macHOCTh: ydeOHoe mocobue. ['opsiuas nunHwMs-

Temexkom.2011. Pesxxum nocryma: http://www.iprbookshop.ru/11979.- 3bC «IPRbooks»




		2020-12-11T13:39:15+0400
	ВИУ - филиал РАНХиГС
	Алмосов Александр Павлович
	я подтверждаю этот документ




