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Lesb ocBOEHNS TUCHUIJIUHBI:

Copmuposams Komnemenyuio 8 001acmu 0CHO8 UHGOPMAYUOHHOU 6e30NACHOCMU.

Kommnerennus HampaBieHa Ha (GOpMHUpOBaHHE TIyOOKHX 3HAHWUW B 00sacTh WHGOPMAIIMOHHON
0€30IaCHOCTH, HEOOXOIUMBIX [UI CAMOCTOATENBbHOM pabOThl Ha MNEPCOHAJBHBIX KOMIBIOTEpPAX C
HUCITOJIB30BAHUECM COBPEMECHHBIX IMpOorpaMMHBIX CpeacTB, HABBIKOB HUCIIOJIB30BAHUA MOIITHOT' O
MHCTPYMEHTa MOMCKAa U TBOPYECKOH pabOThl ¢ MH(GOPMAIMOHHBIMH PECypCcaMH MEXIyHApOJHON CeTH
Internet, BO3MOXXHOCTEH WCIOJIB30BaHUSI HMMEIONIUXCS B POCCHM MOIIHBIX KOMIBIOTEPHBIX OaHKOB
MpaBoBOM WHGOPMALUK; O3HAKOMJICHHE C WH()OPMAIMOHHBIM O0ECTIEUeHUEM HKOHOMUYECKUX H
(bMHAHCOBBIX PacUyeTOB, TEOPUEN U MPAKTUKON CO3AAHUS U yIpaBiIeHUs 0a3aMu JaHHbBIX.

Ilian kypca:

Tema 1. llonssTe nuHpopmManuu, 321U THI HHPOPMaNH U HHPOPMALMOHHON 0€30NACHOCTH.
OCHOBHBIE COCTABJIAIONINE.
[onsitie nHpOpManny, 3amuTsl HHGOpMauu U HHGOpMaIIMOHHON Oe3omacHocTH. HazHauenue u 3agaqn B cdepe
obecnieyeHuss MHGOPMALMOHHOH O€30IMaCHOCTU Ha ypOBHE IOCYJapcTBa, HA YPOBHE PErHOHA U HA JOKAJIbHOM
ypoBHe. OCHOBHBIE MOJIOKEHHSI TEOPHH MH(OOPMAIIMOHHOW 0e30macHOCTH WH(POPMAIMOHHBIX cucteM. OCHOBHBIE
COCTAaBJISIONIHE 00ecTieueHNsT NH(DOPMAIIMOHHON 0€30TTaCHOCTH XO3SIHCTBEHHOM JIEATEITHFHOCTH.

Tema 2. 3akoHoaarejbHbIH ypoBeHb HHGpopMamuoHHo Oe3omacHocTu. KommnbloTepHblie
npecrymienus. OTBeTCTBEHHOCTH 32 COBEpPIIeHNE KOMIbIOTEPHBIX NMPeCTYIIeHU .
BakxHOCTH 3aKOHOZATENEHOTO YPOBHS HHpOpMannoHHOH Ge3onacHocTH. OG30p pOCCHICKOTO 3aKOHOIATENHCTBA B
oOactu obecniedenust nH(poOpMaIMoHHON Oe3omacHoCTH. [lokTpuHa MHPOpPMaOHHOH O6e3omacHocTH P, 3aK0HBI
«O rocymapcTBeHHOH TaitHe», «O0 MHpopManuu, HHOOPMAIMOHHBIX TEXHOJOTHAX U O 3aIIUTe UHQOPMAIHM.
Jlpyrue 3akoHBI ¥ 3aKOHOAATelbHbIe akThl. KoHuemuus wuHpOpManMOHHOH Oe3omacHocTH. OCHOBHBIE
HOPMAaTHBHBIE DPYKOBOJSIIME JOKYMEHTBI, KAacalolIMecss TOCYJapCTBEHHOW TaiHBI M KOH(HICHIMATEHON
WHpOPMAIK, HOPMaTHBHO-CIIPaBOYHbIE TOKYMEHTHL. HopMaTHBHBIE akThl aiIMUHHCTpaK Bonrorpaga B o0mactu
nHPOPMAITMOHHOH 6€30MIaCHOCTH.
Kommbrorepusie npectymienus. OTBETCTBEHHOCTh 32 COBEPIICHHE KOMITBIOTEPHBIX MPECTYIUICHHH. YTOJIOBHAS U
AIMUHUCTpaTUBHAA OTBETCTBCHHOCTD.

Tema 3. Kuaccupukanusi arak. Ilonsitue yrpossl. Mopeasb yrpo3. Pexkomenpauuu mo
o0ecrneyeHNI0 NH(POPMALMOHHOMH 0€30IIACHOCTH.
ITonsTre araku Ha WHGOpPMANMOHHYIO crucTeMy. Kitaccudukaris atak. Buapl MpOTUBHUKOB WIIH ““HApYIITUTEICH,
ux knaccudukaius. Kanaibl yredku HHGOpMAIMK: BU3yaTbHO-ONTUYECKHIA, aKyCTHUECKUH, JICKTPOMArHUTHBINA U
MaTepHajbHO-BelecTBeHHBINA. [loHsTHe yrposel. Mcrounuku yrpo3 u ux kinaccupukanus. [loctpoeHne mMopenu
yrpo3 oprarm3anud. [Ipumepsl. PyxoBomsmue moxymeHntsl ['octexkomuccnn Poccun (DenpepanpHas cimyxba 1mo
TCXHUYECKOMY U ISKCIIOPTHOMY KOHTpOJHO) Mo 3amuTe OT HECAHKIUMOHHMPOBAHHOIO AOCTyIa K I/IH(bOpMaHI/II/I.
CrnenmanbHele  TpeOoBaHus u  pekomenmammu. Macrpykous CTP-K.  Pexomenpmanum mo  3amure
KoH(pUAeHIMANpHONH wuH(opManuu. Kiaccel  3alIMIIEHHOCTH  CPEICTB  BBIYMCIUTENBHOW TEXHUKH H
ABTOMAaTU3UPOBAHHBIX CHCTEM IO pyKOBOASIIMM JAoKyMeHTaM I'ocrexxomuccun Poccuu. Ilokazarenu
3amuuieHHocTH. CucteMa 3aiuThl HHPOPMAIMKM OT HECAHKIMOHUPOBAHHOTO AOCTyNa. PeKoMeHyeMble Mephl 1o



o0eCreueHUI0 3alUThl WHGOPMAIMKH B TPOIECcCe AKCIUTyaTanud WH()OPMAIMOHHOW CHCTeMbl. PaspemmrenbHas
cucreMa Jomycka. PexkomeHmanmuu 10 TUIaHy JO0pa0OTKA OO0BEeKTOB HWH(MOpMATH3aIMK Ha COOTBETCTBHE
TpeOOBaHHUAM PYKOBOIAIINX JOKYMEHTOB | ocTexxomuccuu Poccum.

Tema 4. OcHoBHble NOHATHS Kpunrorpagum. J[Ba CcoOBpeMEHHBIX HANpPaBJeHUS B
kpunrtorpadun. Kinaccuyeckne KpunrocucreMsl.
Ucropudeckas cnpaBka. Bo3Mo)kHbIE HampaBieHHs pEIICHUS 3aadd OOecledeHHus TMepenadd CEeKPEeTHOM
unpopmaruu. Creranorpadus u xkpunrorpadus. BaxHocTs kpunrorpaduu Opu peIIeHUU 3a1ad 00eCleyeHHs
“H(OPMAITMOHHOM 0€30MaCHOCTH XO3SHCTBEHHOU NEATSIILHOCTHA U COXPAHCHUS KOH(PHUICHIIUAILHOW HH(OpMAaIuy.
OcHoBHbIe TIOHATHS Kpunrorpaduu. [[oHATHE KPUNTOCHUCTEMBI, Kifo4a. Bo3MOXKHBIE aTaku Ha KPUITOCHUCTEMEI,
MOHATHE KpUNTOaHamm3a. HameXHOCTh KpHUNTOCHCTEMBL. JlBa OCHOBHBIX HANpPaBICHHS B COBPEMEHHOM
kpuntorpapuu. Kiaccuueckue kpuntocuctembl. OnHoanpaBUTHBIE W MHOTOQI()ABUTHBIC KPUITOCHUCTEMEI.
Cucremsl Lle3zaps u Buxkenepa. Bo3MoXHOCTH KpunToaHan3a MHOT0aN(aBUTHBIX CHCTEM. PacKphITHE CHCTEMBI
Bmxenepa. HanmexHOCTh MHOTOAN(ABUTHBIX CHUCTEM. OJEKTPOMEXaHHYECKHe IMH(PPOBAIGHBIE MAIINHBI.
AOCOIIIOTHO HaJexHas Kpunrocuctema: “OgHopa3oBbIil OJIOKHOT . BO3MOXHOCTh MCIOIB30BAHUS TaKUX CHUCTEM
Ha mpakrtuke. Cranmaptel mudpoBanus aaHHbiX. Kpunrocucrema DES. Poccuiickuii cranpmapt mmdpoBaHus
I'OCT 28147-89. Ilpobmema BBIOOpa HAAEKHON KPUIITOCHCTEMBI JJISI 3alllUTHl CBOMX NaHHBIX. llepcrieKTHBBI
pa3BuTHs KpunToaHanusa. [Ipobiema momHOTO ITepedopa BcexX KITOUeH.

Tema 5. Kpunrorpagusi ¢ oTKpbIThIM KJIW0O4Y0OM. Cucrembl mudpoBanus, He Tpedyrolmue
nepeaaym KJIw04a. JJIeKTPOHHAS MOANKCH.
Cucremsl mudpoBaHusi, He TpeOyromue nepeaadn kimoda. [IpoOieMsl ucmonbp30BaHust Takux cucteM. [IpoTtokon
WCIIONIB30BaHUS CHCTEMBI «OIHOPA30BEIN OJOKHOT», HE TPeOYIOMNI IepBOHAYAILHOTO OOMEHA CEKPETHBIMH
kirouamu. Kpunrtorpagus ¢ OTKPBITBIM KII04oM. [IOHSTHE OTKPHITOrO M CEKpeTHOro kiroda. [IpaBuia ux
UCTONb30BaHuA. [IpUHIUIBI TOCTPOCHUSI KPHUIITOCUCTEM C OTKPBITBIM KIIOYOM. V3BECTHBIE KPHUITOCHCTEMBI C
OTKPBITHIM KITFOUOM W X anroputMmbl. Cuctema RSA. JlnnHa kimroda B KpuNTOrpaduy C OTKPBITHIM KITFOUOM.
O}lHOCTOpOHHS[S[ ®YHKHHH, BO3MOKHOCTB €€ UCIIOJIb30BAHUS. aﬂeKTpOHHaH MOAIMUCH U MPUHIHUIIBI €€ IPUMCHCHU .

Tema 6. OcHOBHBIE TeXHOJI0THH NOcTpoeHus 3amumeHHbIX UC. MexceTeBble IKpaHbI.
OCHOBHBIE TE€XHOJIOTHHU MOCTPOCHUA 3alUIICHHBIX HC. IloHaTue MEXKCETEBOI0 9KpaHa. HpaBI/IJ'Ia (I)I/IJ'IBTpaLII/II/I u
NPpUHIOUIIBI UX TIPUMCHCHUS. ITakeTHBIC q)I/IJ'IBTpLI. ITonmutuka cereBoi Oe3omacHocTH. [lonuTHKa peam3anuu
MEKCETEBBIX JOKpPaHOB. (DyHKHI/IOHaJ'IBHI)Ie Tpe60BaHI/I$[ K MCEXKCCTCBBIM JKpaHaM W HMX KOMIIOHCHTHI. Imro361
CEaHCOBOTO U NpuKiIagHoro ypoBHs. HoBele dyHkunn 6panamayspoB. CxeMbl OpraHH3aluy MEKCETEBBIX IKPAHOB.
OcobenHocT Pa3INYHbIX CXEM pCalIn3alliv, HUX MNPCUMYHICCTBA W HCAOCTATKH. HpO6H6MBI, CBA3aHHBIC C
MEKCETEBEIMH dKpaHaMu. TpeOoBaHUS K MEKCETEBBIM dKpaHaM

Tema 7. Texnosoruss VPN-ceTeid.
TexHosorusi 00ObEAMHECHUS JIOKAIBHBIX CETEH M OTHCIBHBIX KOMIIBIOTEPOB UYEPe3 OTKPBITYIO BHEIIHIOW CPEIy
nepeay JTAaHHBIX B CIMHYH BUPTYaIbHYHO CETh, 00ECICUMBAIONIYI0 3aIUTy WH(QOPMAIMOHHBIX MOTOKOB WM
texHonorus VPN-cereit. Ocobennoctrt VPN. Tynnens VPN. TyrHenupoBanue u ero ocodeHHOCTH. OCHOBHEIE
pazHoBuIHOCTH VPN-ycTpolicTB mo texHuyeckoil peanmusanuu. Ponu VPN-ycrpoiicTB. BapuaHTel noctpoenus
3anuineHHbpIx kaHanoB VPN. Yrposwer ams VPN. Bapuanter 3ammimeHHbix coenuHenuit. Knaccugukanus VPN-
ceteil. CoBmemienne VPN-texHomoruii u MexcereBoro 3kpana. Hegocratku VPN.

Tema 8. 3amura nndopmanun B Unrepner. UHpopmannonHas 0e30macHOCTh B YCIOBHSAX
(pynkuuonuposanus B Poccuu riiodaabHbIX ceTeil.
[Ipobnema obecneuennss uHGOpMAUMOHHOW Oe30macHOCTH TpU paboTe ¢ rnobanmpHOW ceThio VHTEpHeT.
Hudopmarmonnas 6e30macHOCTh B yCIOBHAX (QyHKIMOHUPOBaHUS B Poccuy rio0anbHBIX ceTei. YKa3 mpe3uaeHTa
P® «O wmepax mo obOecneuennto wHPOpMaMoHHOW Oe3zomacHocTu Poccuiickoit @Demepamuu B cdepe
MEXKAyHApOJHOTO HMH(MOPMAIMOHHOTO oOOMeHa». YTrpo3bl HHGOPMAIMOHHOM Oe30macHOCTH Ipu pabore ¢
WurepHer. Bupycel, ucronHseMble MOJIYJIH, BCIUIBIBAIOIINE OKHA M pekiama. Vcrmonb3oBaHWE aHTUBHPYCHBIX
IpOrpaMM M MEXCETEBBIX JKpaHoB mpu pabore ¢ Hutepner. [IporpammHuBIe cpeacTBa HpOBEpKH Tpaduka U
00pBOBI ¢ HECAHKITMOHUPOBAHHBIM HCIIOIB30BaHUEM PECYPCOB HH()OPMAIIMOHHOW CHCTEMBI.

Tema 9. TunoBas crpykrypa 3amurtel or HC/I. Ynpasienue gocrynom.
ApXUTEKTypa THIIOBOM CHCTEMBl 3allUThl OT HECAHKIMOHHPOBAHHOTO JAOCTymHa. VneHTHQHUKAusI W



ayreHTu¢ukanus. [laponpHas ayrentudukanus. [IpaBuna npumenenus napoineil. Oxnopasopsie naposu. Cepsep
ayreHTu¢ukannu. [loacucrema ynpaBiaeHus: JOCTYIIOM, MOJCUCTEMA PErUCTpaluy U y4erta. [IpuHIMIB KOHTpOIIS
Joctyma. MaTpuna JocTyna M CHHCKM AOCTyna. IIpou3BONIBHOE M IPHHYAWUTENBHOE YIIPABICHUE JOCTYIIOM.
OrpannunBatomuii uHTEepdeiic. PoneBoe ympasiaenue gocrynoMm. CTaTudeckoe U TUHAMUYECKOE pacrpeesicHHe
poneii. [loncucrema obecneuenus uenoctHoctu. Kpunrorpaduueckas moacucrema.

[Iporpammuo-ammapaTasie cpeactBa 3ammuThl mHGopMaruu oT HCJI. YcTpoiicTBa BBOJAa HACHTH(DHKAITHOHHBIX
npuzHakoB. Kiaccudukanus ycTpoicTB BBOJIa MACHTH(PHUKAUOHHBIX MPU3HAKOB. bruoMeTpuueckue ycTpoiicTBa
BBO/Ia HICHTU(PHUKAIMOHHBIX MPU3HAKOB M UX Kiaccudukanus. [IpenMyiecTBa 1 HEAOCTATKU WX UCIIOIB30BAHUSI.
KomOunupoBaHHbIe yCTpOHCTBA. DIEKTPOHHBIC 3aMKH.

@®opMBbI TEKYLIEro KOHTPOJISI U MPOMEKYTOYHON aTTecTAlNN:

[IpomexyTouHas arrecranusi no aucuuiuinHe «OcHOBbI MHGOPMALMOHHON 0e30MacHOCTH
XO0351iiCTBEHHOI1 /1esITeJIbHOCTH» MIPOBOJUTCS B COOTBETCTBUHU C yUEOHBIM IIAHOM: 6 4 cemecmpe — 6
guoe 3auema.

1.1. Jucuumiuea B1.B.JIB.3.1 OcHoBbI MHGpOPMALHOHHOI 0€30IMACHOCTH XO3SIHCTBEHHOM

ACATECIbHOCTH obecrieunBacT OBJIAZICHUC CIICAYIOIHUMU KOMIICTCHIUAMMU:

Ko,
Kon HanmenoBanue A HanmenoBanue 3Tana
3Tala OCBOECHHUS
KOMIICTCHIINHT KOMIIETCHIIHU OCBOCHHS KOMITETCHIIHU
KOMIIETEHIIHH
Croco6HOCTE CriocoOHOCTB UCTIONIE30BaTh IPOTPAMMHEIC

TPOAYKTHI JI1 POPMHUPOBAHHS M aHAIM3a 0a3 JTaHHBIX U
MIPaBOBOW MH(OPMAITHH C TIETBI0 00eCIIeYeHUS
WH(POPMAIMOHHON 0€301IaCHOCTH

MPUMEHATH TPOEKTHBIN

YK OC-2 TOAXO/ MIPU PELICHUN VK OC-2.4.1

poheCCHOHATBHBIX
3a1a4

1.2. B pesynbrare 0CBOECHUS AUCUUIUIMHBI Y CTYJIEHTOB JIOJIKHBI OBITH COPMUPOBAHBI:

OTD/TP?
Kop srama
(npu namwuu npopemandapma)/ OCBOCHHUS PesynbraTel 00y4ueHUs
TPYZOBBIEC WIIH l;lpO(beCCI/IOHaJIBHBIe PN—
JICHCTBUS

HaspiBaeT MexxIyHapOAHBIE CTAaHAAPTH HHPOPMAITHOHHOTO

oOMeHa; 1aTh ONpEICICHHE IMOHSATHS YTPO3bI, 3allUTHI,

BUZIOB IPOTHBHUKOB WIM ‘‘HapylIMTeNeil”; MepeduciuThb
VK 0C-2 HATpaBIICHA Hal Mo/Jie)i 0€30IaCHOCTH M UX NMPUMEHECHHUE; Ha3BaTh METOJIbI
bopMupoBaHHe TIyOOKMX 3HAHMH B Kpunrorpaduu; Ha3BaTh METOJBI M CIIOCOOBI 0OECICUCHUS
061acTH MH(OPMALHOHHBIX WHQPOPMALMOHHOW 0E€30MacHOCTH B MPOQPECCHOHATBHOM
rexHOIOTHiA, HEOOXOIUMBIX 1] NESATENbHOCTH,  WACHTH()HUIUPOBATh  WH(POPMAIMOHHBIC
NpHOOPETeHNs HABBIKOB W YMCHHI] TEXHOJIOTUH B CUCTEME Mep 3aIIUTHl HH(OPMAIINU; HAa3BaTh
yIIpaBieHus nHpOpManmeii, KaKl HOpPMATHBHEIC JIOKYMEHTHI II0 3alluTe WHPOPMAIUU U
B3aMOCBSI3aHHOM H COOTBETCTBYIOIINM, OpraHU3aIlH COOTBETCTBYIOIIUX OTACIOB B OPTraHU3AIHAX;
06pazom cOpMHPOBAHHOI] Ha3BaTh  PYKOBOAIIME  JOKYMEHTHI, Kacaromrecs
COBOKYITHOCTH: OpPTaHU3alUOHHBIX | rOCYIapCTBCHHOM TaiHbI
yIIpaBJIEHYECKUX, skoHomuueckux,| YK OC-2.4.1 Hemoncrpupyer CIIOCOOHOCTD caMo00yUeHNUS B
MH(POPMAIUOHHBIX, METOJNYECKHUX,) COBPEMEHHBIX  KOMIBIOTEPHBIX  Cpelax;  BBIICITUTHh
[IPOTrpPaMMHO-TEXHOJIOTHYECCKUX OIMMaCHOCTU MW YT'PO3BI I/IH(bOpMaHI/IOHHOﬁ 6630HaCHOCTI/I;
acIieKToB NESTeTPHOCTH 0 MPUMEHITh OCHOBHBIC METOJAbI M TMPOrPaMMbl 3aI[UThI
[V IOBJIETBOPEHHUIO UH(pOPMAIMOHHBIX UHGOpPMAaLUK;  HCIONL30BaTh  METOABl U CIIOCOOBI
OTpeOHOCTE ¢ LENbI0  NPUHATHS] obecrieucHrss WHGOPMAIMOHHON OE30MacCHOCTH C IEJIBI0
bp(PEeKTHBHOrO  pelleHus, W IO MPEOTBPALICHHUS HECAHKIIMOHUPOBAHHOTO JIOCTYTIA,
HAPAIIUBAHUIO UHTEJIIEKTYalIbHOTO 3IIOYMBIIUICHHONH MOAUGUKAIMA WIH yTPaThl CIyKeOHOU
[IOTeHIMATa B BHUIAE WH()OPMAIMOHHBIX] HHPOPMALIUU

! IIiist 06pasoBaTeNbHBIX porpamM, peamuzyeMbix mo GI'OC, u Uit yHHBEPCATBHBIX KOMITETEHITHI MepBasi KOJOHKA
MOXET HE 3aIOIHITHCS



Jemonctpupyer HaBBIKU Kkpunrorpaduueckoi u
cTeraHorpauyeckoi 3ammTel MHOOPMALMH; NPHUMEHSThH
OCHOBHBIE METO/IbI ¥ CPEJICTBA 3alNUTHl HH(POPMAaIN

OcHoOBHas1 JIUTEpaTypa:
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3.  Mamok, A.A. BBenenue B HHPOPMAIMOHHYIO O€30MaCHOCTh: y4eOHOE MOCOOueE.
lopsiuass  muaMsA-Tenekom.2011.  Pexum  pocryma:  http://www.iprbookshop.ru/11979.-  3BC
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