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Lesb ocBOEHNS TUCHUIJIUHBI:

Copmuposams Komnemenyuio 8 001acmu npago8oll UHGOPMAMUKU.

Komnerennus HampaBieHa Ha GopMHUpOBaHHE TIyOOKMX 3HAaHHUH B 00JIaCTU TPaBOBOM
UHPOPMATUKH, HEOOXOMUMBIX Ul CaMOCTOSATENBHOW pPa0OThl Ha IEPCOHAIBHBIX KOMIIBIOTEpax C
HUCITOJIB30BAHUECM COBPEMECHHBIX IMpOorpaMMHBIX CpeacTB, HABBIKOB HUCIIOJIB30BAHUA MOIITHOT' O
MHCTPYMEHTa MOMCKAa U TBOPYECKOH pabOThl ¢ MH(GOPMAIMOHHBIMH PECypCcaMH MEXIyHApOJHON CeTH
Internet, BO3MOXXHOCTEH WCIOJIB30BaHUSI HMMEIONIUXCS B POCCHM MOIIHBIX KOMIBIOTEPHBIX OaHKOB
MpaBoBOM WHGOPMALUK; O3HAKOMJICHHE C WH()OPMAIMOHHBIM O0ECTIEUeHUEM HKOHOMUYECKUX H
(bMHAHCOBBIX PacUyeTOB, TEOPUEN U MPAKTUKON CO3AAHUS U yIpaBiIeHUs 0a3aMu JaHHbBIX.

Ilian kypca:

Tema 1. HudopmanuonHoe odb6mectBo u mnpaso. Ilpenmer u Meroasl NPaBoOBOi
uHpopmaTuxku. [lonsaTue nupopmanuu, 3amMTH HHPOPMAITMUA U UHPOPMAMOHHOH 0€30MMACHOCTH.
[onsitie nHpOpManny, 3amuTsl HHGOpMauu U HHGOpMaIIMOHHON Oe3omacHocTH. HazHauenue u 3agaqn B cdepe
obecrieueHus: MH(YOPMAIIMOHHOW O€30MaCHOCTH Ha YPOBHE TOCYAapcTBa, Ha YPOBHE PETrHOHA M Ha JIOKAIBHOM
ypoBHe. OCHOBHBIE MOJIOKEHHSI TEOPHH MH(OOPMAIIMOHHOW 0e30macHOCTH WH(POPMAIMOHHBIX cucteM. OCHOBHBIE
COCTAaBJISIONIHE 00ecTieueHNsT NH(DOPMAIIMOHHON 0€30TTaCHOCTH XO3SIHCTBEHHOM JIEATEITHFHOCTH.

Tema 2. T'ocynapcrBeHHasi MH(OPMAIMOHHAS MOJUTHKA. 3aKOHOAATEJbHbLIH YPOBEHb
uHpopmannonHoii  G6ezomacHocTu. KomnbloTepHble mnpectymjieHusi. OTBeTCTBEHHOCTH 34
CcOBeplIeHHe KOMIIbIOTEPHBIX NMPeCTyIIeHU.

BaxxHOCTB 3aKOHOJATENBHOTO YPOBHs HHGQOpMaMoHHOH Oe3omacHocTH. O030p pOCCHIICKOTO 3aKOHOATENBCTBA B
obxactu obecniedeHus: nH(GOpMaIMOHHOM Oe3onacHOCTH. JlokTpruHa MHPOpMaMOHHOH Oe3omacHocT PD, 3aK0HBI
«O rocymapcTBeHHOU TaiiHe», «O0 mHPopMannuu, WHHOPMAIMOHHBIX TEXHOJOTHAX M O 3alTuTe HWH(POPMAITAM.
Jlpyrue 3akoHBl M 3aKOHOJATENbHBIC akThl. KoHienmus uHpopMalMoHHOW Oe3omacHOCTH. (OCHOBHBIC
HOPMAaTHBHBIC PYKOBOJSIIME JOKYMEHTBI, KacaloIIUecs TOCYAapCTBEHHONW TalWHBI Y KOH(HUIACHIUAIBLHOM
nH(pOpMAaIH, HOPMATHBHO-CIIPABOYHBIE JOKYMEHTH. HopMaTHBHBIE akThl aqMUHHECTpanny Bonrorpana B oomactu
WHPOPMAITMOHHOHN 0€30MaCHOCTH.

Komnerotepubie npectyruieHus. OTBETCTBEHHOCTh 332 COBEPIIEHHE KOMIIBIOTEPHBIX MPECTYIUIEHUHA. YTOJIOBHAS U
aJIMUHUCTPATUBHAS OTBETCTBEHHOCTD.

Tema 3. TexnoJsiorusi padoThl B CIIPaBOYHO-NPABOBBIX cucTemax. Kuaccupukanusi arak.
IHousitue yrpossl. Moaesb yrpo3. Pekomenaanuu no ooecneyenuro Ub.
[lonsTHe ataku Ha HHPOPMAMOHHYIO cucteMy. Knaccudukanus arak. Buasl mpOTHBHUKOB WK “HapyLIUTeENei”,
nx xinaccuukanyst. Kananel yreuku uHGOpManyy: BU3yaabHO-ONTHYECKUH, aKyCTHUECKHH, JIEKTPOMAarHUTHBIN 1
MaTepuanbHO-BemecTBeHHBIN. [loHsTHe yrpospl. McTtounuku yrpo3 n ux kiaccuuxanuda. Iloctpoenne monmenn
yrpo3 opranuzauuu. [Ipumepsl. PykoBonsmue nokymentsl ['ocrexkomuccuu Poccun (Pepepanbhas ciayxba mo
TEXHHYECKOMY W HKCIIOPTHOMY KOHTPOJIO) IO 3aIlllUTe OT HECAHKIHOHHWPOBAHHOIO MOCTyNa K HH(OpMAauuu.
CrnenmaneHble  TpeOoBammst wu  pexkomeHmammu. HWucrpykmus CTP-K.  PekoMmeHmamuum 1o 3amuTe
KoHGuIeHIManbHOH — uH(opmaruu. Kiacchl  3alIMINEHHOCTH  CPEACTB  BBIYMCIUTENBHONW  TEXHUKH U
aBTOMATU3MPOBAaHHBIX CHUCTEM IO pPYKOBOIAAMMM JokymeHTaM [octexkomuccun Poccun. Ilokxazarenn



3anuineHHocTd. CucteMa 3aiuThl HHGOPMAIMK OT HECAHKIIMOHUPOBAHHOTO JOCTyMa. PekoMeHyeMbie MephI 10
o0ecrieueHuIo 3aluThl WHGOPMAIMH B TpoIlecce SKCIUTyaTannd WH()OPMAIMOHHOW cHCTeMbl. PaspemmTenbHas
CHUCTEMa JOomycka. PekoMeHmanmud 10 IUTaHy JIO0pabOTKH OOBEKTOB WH(POpPMATHU3allMd Ha COOTBETCTBHE
TpeOOBaHUSIM PYKOBOAAIINX TOKyMeHTOB ['ocTexkomuccuu Poccum.

Tema 4. Undopmanuonnasi Oe3omacHocTb. OCHOBHbIe NOHATUS Kpunrorpaguu. /IBa
COBpPEeMEeHHBIX HanpaBJjeHus: B kpunrorpaguu. Kitaccumueckne KpunrocucTreMsl.
Ucropudeckasi crpaBka. Bo3MokHbIe HampaBieHUs peIICHHs 3ajJa4d OOecIlieueHHsl Tepeadd CEKPETHOM
nHpopmaruu. Creranorpadust u Kpuntorpadus. BaxHocTs kpunrorpaduu mpu pemieHud 3aaad odecreueHHs
nHGOPMAIMOHHON 0€30IIaCHOCTH XO3IHCTBEHHON JEATEIbHOCTH U COXpaHEeHUs1 KOH(UACHINaTbHON HHQOpMaLny.
OcHoBHble noHATHA Kpuntorpaguu. [lonatne xpunrocucremsl, Kiroda. Bo3MoXHbBIE aTaky Ha KPUITOCUCTEMBI,
MOHSATHE KpHUNToaHann3a. HameKXHOCTh KPHUIITOCHUCTEMBI. JIBa OCHOBHBIX HAampaBleHHS B COBPEMEHHOM
kpunrorpagpun. Krnaccuueckue xkpunrocuctembl. OnpHoandaBUTHBIE W MHOTOaN(aBUTHBIE KPUINTOCHCTEMBI.
Cucrems! Lle3aps n Bmkenepa. Bo3aM0OXHOCTH KpHIITOAaHAIH3a MHOTOAI(aBUTHRIX CHCTEM. PacKphITHE CHCTEMBI
Bmxenepa. HanexxHocTh MHOTOQI(ABUTHBIX CHCTEM. OJIEKTPOMEXaHWYECKHE IMU(PPOBaIbHBIC MAaIlUHbI.
AOCOIIIOTHO HazexHas Kpurnrtocucrema: “OgHOpa3oBbIi OJ0KHOT”. BO3MOXXHOCTH MCIIONB30BAHUS TAKHX CHCTEM
Ha mpaktuke. CraHmaptel mudpoBanus mAaHHbIX. Kpunrocucrema DES. Poccuiickuii cranmapt mmdpoBaHus
I'OCT 28147-89. Ilpobnema BBIOOpa HANEKHOW KPUIITOCHUCTEMBI JUISL 3aIUTHl CBOMX MaHHBIX. [lepcrieKTHUBEI
pasBuTHs KpuntoaHanusa. [Ipobiema monHoro nepebopa Beex KIrouei.

Tema S. DJeKTPOHHBIH JTOKYMEHTO00OPOT M 3JIeKTPOHHAsA mnoanuch. Kpunrtorpadus c
OTKPBITHIM KJIIO4Y0M. CucTeMbl MIU(PPOBAHNS. JIEKTPOHHAS MOINHUCH.
Cucremsl mudpoBanus, He TpeOyromne nepenadn kiroda. [IpoOnemMsl uCmmonbp30BaHus Takux cucrteM. [IpoTokomn
UCIIONIb30BaHUsl cUcTeMbl «OTHOPa30BBIH OJNOKHOT», HE TPEOYIONIMH MEepBOHAYAIHHOTO OOMEHA CEKPETHBIMU
kmouamu. Kpuntorpaduss ¢ OTKPBITBIM KITFOYOM. [IOHSATHE OTKPBITOTO U CEKpeTHOro kimroua. [IpaBmma wmx
WCTONB30BaHus. [IpHHIUIBI TOCTPOCHUSI KPHIITOCUCTEM C OTKPBITBIM KIHOYOM. M3BeCTHBIE KPHUITOCHCTEMBI C
OTKPBITBIM KJIHOYOM W uX anroputMbl. Cuctrema RSA. JlnuHa kimroua B KpUNTOTpauu ¢ OTKPBITBIM KITFOUOM.
OnHOCTOPOHHSS (DYHKIIHS, BO3MOXKHOCTh €€ HCIOJIb30BaHUs. DIIEKTPOHHAS IMOANKCH U MPUHIIMITEI €€ TPUMEHCHUS.

Tema 6. UnTepHeTr B 10pMIAMYecKoil JAeATeJbHOCTH. OCHOBHbIE TE€XHOJOTHM TOCTPOEHUSA
3amumeHHbIX UC. MexceTeBble 3KpaHbI.
OcHoBHBIE TexHONOTHH MocTpoeHus 3amuiieHHbX VC. Tlonstue mexcereBoro skpana. [IpaBuia dunbrpanuu u
NOPUHIUIIBI UX TPUMCHCHUS. HaKeTHBIe (I)I/IJ'IBTpLI. HOJ’II/ITI/IKa CCTGBOP'I 6C3OHaCHOCTI/I. HOJ’II/ITI/IKa pcam3anuu
MECKCETEBBIX DOKpPaHOB. (DYHKI_II/IOHaJ'IBHLIG Tpe60BaHI/I$I K MCEXKCCTEBBIM JKpaHaM MW HMX KOMIIOHCHTHI. 110361
CEaHCOBOTO U NMpHUKiIagHoro ypoBHs. HoBble hyHkmu OpanamayspoB. CXeMbl OpraHU3alui MEKCETEBBIX IKPAHOB.
OCO6CHHOCTI/I pa3IMYHbIX CXEM plajn3alliv, HUX MNPEUMYHICCTBA W HCAOCTATKU. HpO6HCMLI, CBsA3aHHBIC C
MCIKCETCBBIMU 3KpaHaAMU. Tp660BaHI/I$I K MCXKCETCBbIM 3KpaHaM

Tema 7. Texnouorus VPN-cereii.
TexHomorusi oObEAMHEHNS JIOKANBHBIX CET€H W OTHENBHBIX KOMITBIOTEPOB HYepe3 OTKPBHITYIO BHEIIHIOI CPEny
nepeaayd JaHHBIX B €IWHYIO BUPTYaJbHYIO CETh, 00ECHEUMBAIOIIYIO0 3aIUTy HH()OPMALMOHHBIX MMOTOKOB HIIH
texHojorus VPN-cereil. Ocobennoctu VPN. Tynnens VPN. TynnenupoBanue u ero ocodeHHocTH. OCHOBHBIE
pasHoBUHOCTH VPN-ycTpoiicTB 1o TexHuueckol peanuzaruu. Pomu VPN-ycrpoiictB. BapuaHThl mocTpoeHus
sanuineHHbpIx kaHamoB VPN. Yrposser ams VPN. Bapuante 3ammineHHbix coenuuenuit. Knaccugpukanus VPN-
cereil. CoBmemenne VPN-TexHomoruit u MexcereBoro 3kpana. Hegocratku VPN.

Tema 8. 3amura nndopmanun B UnrepHer. UHpopmanmonHas 0e30macHOCTb B YCJIOBHSAX
¢ynkunonuposanus B Poccuu rinodajibHbIX ceTe.
[Mpobnema obecneuenuss WHGOpMALMOHHOW Oe30macHOCTH Tpu pabore ¢ riobanbHOW ceThio HHTEpHeT.
Hudopmanmonnas 6e30macHOCTh B yCIOBHAX (YHKIMOHUPOBaHUs B Poccuu rio0anbHbIX ceTeil. YKa3 mpe3uieHTa
P® «O wmepax mo obOecrneueHnto wHPOpMAIMoHHOW Oe3zomacHocTn Poccuiickoit @Demeparuun B cdepe
MEXKIYHAPOJHOTO HH(POPMAIIMOHHOIO OOMeHa». YTrpo3bl HHGOPMAIMOHHOW O€30MacHOCTH Mpu paboTe ¢
WurepHer. Bupycel, ucrnonHseMble MOIYJH, BCIUIBIBAIOIIME OKHA M pekiama. Vcrmonb3oBaHHE aHTUBHPYCHBIX
IporpaMM M MEXCETEBBIX SKpaHoB mpu pabore ¢ HHrepner. [IporpammHBIe cpeacTBa HpOBEpKH Tpaduka U
60pBOBI ¢ HECAHKITMOHUPOBAHHBIM HCIIOJIb30BAHUEM PECYPCOB MH(OPMAIIIOHHONW CHCTEMBI.



Tema 9. TunoBas crpykrypa 3amutsl oTr HC/I. Ynpasienue gocrynom.

ApXHUTEKTypa THUIIOBOW CHCTEMbl 3allUTbl OT HECAaHKIHMOHMPOBAHHOIO JocTyna. MaeHtuduxauus wu
ayreHtuukanus. [laponpHas ayrentudukanus. [IpaBuna npumenenus napoineit. OmpHopazopeie naposu. Cepep
ayreHTu¢ukanuu. [loacucrema ynpaBieHus: JOCTYIIOM, MOJCUCTEMA PErUCTpaluy U ydera. [IpuHIMIB KOHTPOIIS
noctyna. MaTpuma noctynma M CHMCKH AocTtyna. [Ipou3BoibHOE M NPUHYAWUTENBHOE YINPABICHHE IOCTYIIOM.
OrpannunBaromuii uaTEepdeiic. Poieoe ympasienue aoctynoM. CTaTudeckoe W TUHAMUYECKOE paclpe/elieHHe
poneii. [Toncucrema obecnieuenns nenocTHocTu. Kpunrorpaduueckas noacucrema.

[IporpamMmHo-anmapaTtHble cpeacTBa 3amuTsel nHGopManuu or HCJl. YcrpoiicTBa BBoAa HMACHTH(PHUKALMOHHBIX
npusHakoB. Kiraccudukarms ycTpolCTB BBOAA WACHTH(PUKAMOHHBIX MPU3HAKOB. broMeTpudeckue ycTpoicTBa
BBOJIa WACHTHU(PHUKAUOHHBIX TPU3HAKOB M MX Kiaccuukanus. [IpenmymiecTBa U HEIOCTATKH UX MCIOIb30BaAHMUSL.
KomOunupoBaHHbIe yCTPOHCTBA. DIEKTPOHHBIC 3aMKH.

@DopMBbI TEKYIIEr0 KOHTPOJIA U IPOMEKYTOYHOM aTTEeCTALMU:
[Ipomexyrounass arrectanuss no aucuuiuinHe «IIpaBoBast mHopMaTHKa» NpPOBOAMTCS B
COOTBETCTBUH C YUEOHBIM ITUIAHOM: 6 4 cemecmpe — 6 guoe 3ayema.

1.1. Aucuummza b1.B.JIB.3.2 IIpaBoBas nunpopmarruka o0ecrieyuBaeT OBJIAJCHNE CIEAYIOIUMHU

KOMIICTCHLIUAMMU
Kon
Kon HaumeHnoBaHue HaumenoBanue >Tamna
9Tara OCBOCHUS
KOMIETEHLHH KOMITETEHIINU OCBOCHUS KOMITETCHINN
KOMITETEHINH
CriocoOHOCTh IPUMEHSATH CriocoOHOCTh MCIOJIB30BATH TPOTPAMMHEIE
MIPOEKTHBIH MOJX0] ITPH MIPOYKTHI 715l GOPMHUPOBAHUS U aHaNn3a 0a3 TaHHBIX
YK OC-2 peleHnu YK OC-2.4.2 Y TIPaBOBO HH(OpPMALINH C IENbI0 00eCTICYeHUS
npo(heCcCHOHANBHBIX 3a/1a4 HH()OPMAIIMOHHOW O€30IaCHOCTH

1.2. B pe3ynbraTe OCBOSHHS JUCHUIUIMHBI Y CTYIEHTOB JOJDKHBI ObITH C(HOPMUPOBAHBI:

OTD/TP?
Konx srama
(npu Hanuuuu npogpcmandapma)/
OCBOEHUSA PesynbTaThl 00yueHus
TPYJIOBBIE WU ljp()(i)eCCI/IOHaJ'IBHBIG KOMITETEHIIHH
JICUCTBUS

CdopmymupoBath 6a30BbIC TECOPETUICCKHE TPEACTABICHUS O

MpaBOBOW WH(POPMALINH, IPoIeccax 000poTa HHGOPMAIHH U

nHPOPMATH3AIINH B IPaBOBOU chepe; OIpeeTnTb CPENCTBa,
VK 0C-2 HAIpaBICHA Hal METOABl W TEXHOJOTHMH pemIeHHs MpOoQecCHOHATBHO-
(opmupoBaHHe TIyOOKHX 3HAHHIl B OPUEHTUPOBAHHBIX 3a/ad C TMPUMEHEHHEM HOBEHIIHNX
007IaCTH MH(OPMALHOHHBIX KOMITBIOTEPHBIX M KOMMYHHMKAIIMOHHBIX  TEXHOJIOTHH;
rexHOMOTHIA, HEOOXOIUMBIX 1 Ha3BaTh OCHOBHBIC METOJIbI OOeCcIeueHUsT HHPOPMAITMOHHON
IPHOOPETEHNs HABHIKOB M YMEHHI] 0C30MaCHOCTH; JaTh OMNpPEICIICHUE OCHOBHBIX IMOJIOKCHUIN
yTIpaBIIeHUs MH(pOpManmeii, KaK TeOpUH UH(POPMAITHOHHON 0e30MaCHOCTH HH(DOPMAI[OHHBIX
B3aMMOCBSA3aHHOH M COOTBETCTBYIONIHM, CHUCTEM; XapaKTepH30BaTh MOJCIH OC30MaCHOCTH U HX
06pazom chOpMHPOBAHHOIH MIPUMEHEHHUE; Ha3BaTh CITOCOOBI HapyLIeHU
COBOKYITHOCTH: OpraHU3alMOHHBIX, MH(OPMALMOHHOI 6e30IIACHOCTH.
yIIpaBIEHYECKUX, sxoHoMuueckux,| YK OC-2.4.2 | OnpenenuTs OMacHOCTM W YTPO3bl  HH(OPMALHMOHHON
MH(OPMALIMOHHBIX, METOIMUECKHUX, 0e30MaCHOCTH; PUMEHSATh OCHOBHBIC METOJIBI M TIPOTPAMMBI
[POrPaMMHO-TEXHOJIOTHYECKUX 3amMThl WH(GOPMAIUK; HUCIIONB30BaTh METOIBI U CIIOCOOBI
ACIICKTOB JIEATCIBHOCTH 10| obecrieueHHs I/IH(I)OpMaI_II/IOHHOP'I 0C30MacHOCTH C LEJIbI0
Y IOBJICTBOPCHUIO I/IH(i)OpMaIII/IOHHLIX MPpEAOTBPAICHUSA HECAaHKIIMOHUPOBAHHOT'O A0CTyIa,
OTpeOHOCTEl ¢ LENBbI0  NPHHATHS 3JIOYMBIIUICHHON MOAMGMUKAIIMN WM YTPaThl CIy>KeOHOMH
bdekTBHOrO  pelleHUs, W IO nHGOPMALUK; TPUMEHITh HOBBIC HH(POPMAIMOHHBIC U
HapaliuBaHUIO MHTEIICKTYaJIbHOI'O TCJICKOMMYHHUKAIINOHHBIC TEXHOJIOTUHN IIpaBOBOU
[IOTCHIMATa B BUAC HHOOPMAIIMOHHBI HH(OPMATHUKH.

! IIiist 06pasoBaTeNbHBIX porpamM, peamuzyeMbix mo GI'OC, u Uit yHHBEPCATBHBIX KOMITETEHITHI MepBasi KOJOHKA
MOXET HE 3aIOIHITHCS



JleMOHCTpUpOBaTh  HABBIKU Kkpunrtorpaduueckod  u
cTeraHorpauyecko 3amuThl MH(OPMAIMH; HPUMEHSThH
OCHOBHBIE METOJBI M CpEICTBaMH 3aIllUTHl WMH(OpManumy;
JIEMOHCTPUPOBATh HAaBBIKAMH pPAa0OTHl C HOPMAaTHBHBIMHU
JOKyMEHTaMH 110 3aliuTe WH(pOpManuu W OpraHu3almei
COOTBETCTBYIOIIUX OTAEIOB B OPraHU3ALMAX; OCYIIECTBIIATH
CaMOCTOATENILHOE PEIICHHE 3aJad MPEeAMETHOW o0acTH Ha
NEPCOHANBHOM  KOMIIBIOTEPE €  MOMOINBIO  HOBBIX
nH(pOPMAMOHHBIX TEXHOJIOTUI u COBPEMEHHBIX
UH()OPMALMOHHBIX CUCTEM
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