AfIMOCOB Oy “"C“j:flgmp‘aynbnoe rocy1apcTBeHHoe 0K/:KeTHOe 00pa3oBaTe/ibHOe
DN onrorpag,
oo Aty Tasroons yYpe:KIeHue BbICIIero 00pa3oBaHus
AnekcaHpps:

“POCCHUNCKAS AKAJEMUA HAPOJHOI'O XO3AMUCTBA

Me c ioxeHue: BUY - dunuan

MaBnoBuy 3 B oo 12.1 156070000 n FOCYI[APCTBEHHOI/I CJYKBbI
IPU IPE3UJEHTE POCCUVICKON ®EJIEPAIIAN»

Bounrorpaackuii uHCTUTYT yripaBieHus — ¢unuan PAHXul C

DOKOHOMUYECKUH (haKyIbTeT
Kadenpa nHhopManmoHHBIX CHCTEM U MaTEMAaTHYECKOTO MOJICITMPOBAHUS

YTBEPX/IEHA
penieHreM Kadeaps

I/IH(bOpMaLII/IOHHBIX CHUCTEM U
MAaTEMaTUYCCKOTO MOACTIUPOBAHUA

ITpotokom ot «02» centsiops 2019 1. Ne 1

PABOYASA ITPOI'PAMMA TUCHUIITINHBI

b1.B./1B.02.01 OCHOBbBI PIH@OPMAHPIOHHOFI BE3OITACHOCTH
XO34AUCTBEHHOU JEATEJBHOCTHU

(uHOeKc u HaumeHo8anue OUCYUNTUHbL, 8 COOMBEMCMBUU C YYeOHbIM NIAHOM)

110 CIICMAJIBHOCTHU

38.05.01 DxonoMuueckasi 0€30MaCHOCTDL

(KOO U HauMeHO8aHUe HANPABTIeHUs NOO20MOBKU (CReYUATbHOCH))

"IKOHOMMKO-TIPABOBOE o0ecreyeHne IKOHOMUYecKoil Oe3omacHocTH"

HanpagienHocmy (npogunv/cneyuanuzayust)

IKOHOMHUCT

KBaMpUKaus

Ounas, 3a04Has

@opma(vr) obyuenus

200 nabopa 2020 200

Bousrorpan, 2019 .



ABTOp(BI)-cOCTABUTEJIb(H):

K.T.H., TOLIEHT Kadeapbl THHOPMAITMOHHBIX
CUCTEM U MAaTEMaTHYECKOTO MOJEIUPOBAHMS Muxues WN.I1.

3aBenyroumii kadeapoit nHpoOpMaMOHHBIX
CHCTEM M MaTeMaTHYEeCKOTO MOJICITHPOBAHUS,
K.T.H., TOUEHT Acradyposa O.A.



COJEPKAHUE

[TepeueHs MIaHUPYEMBIX Pe3yIbTATOB OOYUCHHS IO JUCIUILINHE, COOTHECEHHBIX
c TJIAHUPYEMBIMU pe3yabTaTaMu OCBOEHUS o0pa3zoBaTebHON
IPOTPAMMBI. ... ....eereeennee.

O6beM W  MeCTO  JUCHUIUIMHBI B CTPYKType  00pa3oBaTelbHOM
TIPOTPAMMBL. . . ¢ ettt eate et et ettt e et et e e et et et et et e et e e e et e e e e e
Conepxanue u CTpPYKTypa
D112 (03012038107051:) SO

Marepuanbsl TEKyIIErO KOHTpPOJIL YCHEBAaEMOCTH OOydalommxcsi u  (QoHA
OLICHOYHBIX CpCaAcCTB 10 JAUCHUITIIIMHE

MCTOI[I/I‘IGCKI/IG YKazaHus JJIA 06yqa}0mnxc51 II0 OCBOCHHMIO JUCHUIIIIMHBI

Y4yeOHast JmTeparypa M pecypchl HH(POPMAIMOHHO-TEICKOMMYHHUKAIMOHHON

cetu "HHTepHer", y4eOHO-METOAMYECKOE OOECIEYCHHE CaMOCTOSATEIbHOM

paboThI 00yYJarOIUXCs 1o JTUCIIUILTAHE
6.1. OcHoBHast
TIATCPATY P v e vt eeeeneeete et et et e et e ae et e aeeae e n e e e e e aneeneanenen s

6.2. JlomonauTenpHas
TITEPATY P e e et entenae et et eee et et et e et e aea e teene e eeneaenaenas

6.3. Y4yeOHO-METOANYECKOE oOecrieueHue CaMOCTOSITCIIbHOM
Jor:170) ¥ 3 S

6.4. HopmaruBHblie MIPaBOBbBIC
b1 00)9% 7 (533 0 SO PN

6.5. WnTepuer-
o0 0101 S TS

MartepuanbHO-TeXHUYeCKask 06a3a, HH(OOPMALMOHHBIE TEXHOJIOTHUH, IPOTPaMMHOE

obecrneucHue n I/IH(I)OpMaI_[I/IOHHLIe CIIPaBOYHLIC CHUCTCMBI

14

25

29

29

29

30

30

30

30




1. Ilepeyenb MIAHMPYeMBIX Ppe3yJbTATOB O00y4YeHMsl 1O JUCHHUILIMHE,
COOTHECEHHBIX € IVIAHUPYEMBIMH pPe3yJbTATAMM 0CBOEHMSI 00Pa30BaTeJIbHOM NMPOrPpaMMBbI
OcHoBBbI 0e3onmacHoCcTH

1.1. Jucuuniouaa  B1.B.JIB.02.01

X03sIiCTBEHHOM eI TeIbHOCTH 00E€CTICUNBACT OBJIAJICHNE CIICAYIOMUMHA KOMIETCHITUSIMU:

HH(OPMALMOHHOM

Kon
JTara OCBOEHUs
KOMIIETEHIUH

HanmenoBanue 3Tana
OCBOEHHS KOMIIETEHIIMHI

HanmenoBanue
KOMITIETEHIINH

Kon
KOMIIETEHIUH

CriocoOHOCTh
IIOATrOTAaBJINBATH UCXOAHBIC
JJaHHBIC, HeO6XOI[I/IMI)Ie JJIS
pacueTa SJKOHOMHYECCKHIX U

CrocoOHOCTh MPUMEHATH HABBIKH aHAIHM3a M CHHTE3a
UCXOIHOU MH(DOPMAIUH [T PEIICHHUS
npodeccroHaNbHBIX 3a/1a4.

COLIMANIbHO-
SKOHOMMYECKUX
ToKas3areseH,
XapaKTepU3YFOIIUX
JIeSITEIFHOCTD
XO3SIUCTBYIOIINX
CcyOBEKTOB

[K-1

IK-1. 3

1.2. B pe3yJibTaTC OCBOCHUA JUCHUILUIMHBI Y CTYACHTOB NOJIKHBI OBITh C(I)OpMPIpOBaHLIZ

OTD/Td!?
(npu Hanuyuu npogcmandapma)/
TPYIOBBIC WM PO(ecCHOHaIbHBIC
IEUCTBUA

Kopx orama
OCBOEHUS
KOMIICTCHIIUN

PesynbraTel 00y4yeHus

CocraBieHue U IPEe/ICTaBICHHE
(DMHAHCOBOI OTYETHOCTH YKOHOMHUYECKOTO|
cyObekTa/  mpoBefeHHUE  (PUHAHCOBOTO
aHanM3a,  NpUMEHEHWe  3HaHUS B
COBPEMEHHBIX KOMIIBIOTEPHBIX Cpemax u
BBIIIEIICHUS ONACHOCTH yIpo3
MH(OPMAIHOHHOH 0€30MaCHOCTH.

(IIpo¢p.  crammapr «byxranrep», yIB.
IIpukazom Muntpyna Poccum ot 22
nexabpst 2014 r. N 10611)

IK-1. 3

CB00OOIHO

HaBBIKAMH  KpUOTOrpaduyeckod  u

cTeHorpauueckoil 3amuTsl HGOPMaUY, OCHOBHBIMU METOJaMH
1 CpeICTBAMH 3aITUTH HH)OPMAIIH

3anoansatomea moavko me pe3ynbmamel 0OyueHus, KOMopvle NIAHUPYEmcs CHOPpMUpOsamv 6 pamKax
oucyunaunsl (Mooyas). OmoenvHvie yposHuU, He opmupyemvie 6 OUCyuniure (Moodyne), Mo2ym He yKa3bl8ambvCsl.

2. O0beM u MecTO AUCHUILIMHBI B cTpyKTYype OII BO

Vuebnas mucnumumaa  b1.B.JIB.02.01 «OcHoBbI wuHGOpPMAIMOHHONW 0€30MaCHOCTH
XO3SIICTBEHHON JAEATETbHOCTHY» OTHOCUTCS K JMCHUIUIMHAM II0JI BHIOOPY BapHAaTHBHON YacTH
y4yeOHoro 1uiana. Jlucuuminaa o0rmmM 00beMoM 72 Jaca u3ydaeTcsl B TEUCHHUE OJTHOTO CEMECTpa.
Ha ounoii ¢opme oOydyeHHs] OUCHUIUIMHA HU3y4aeTcs B 3 ceMecTpe, Ha 3a04HOM Qopme
JTUCIUIIINHA M3y4daeTcs Ha 3 kypce. OOmas TpyI0€MKOCTh JUCIHUIUIMHBI B 3a4€THBIX €IMHUIIAX
cocrapnsieT 2 3E (72 yaca).

JI71s1 yCTIemHOTO OBNIAZICHUS TUCITUTIIIMHOM CTYIEHTY HEOOXOAMMO MCTIOIB30BaTh 3HAHUS 1
HAaBBIKH, MOJy4YeHHBIE UM TIPU M3yYEHUM TaKWX AMCLUUILUINH, Kak MareMmaruka, ¢usuka, Jloruka,
OxoHomuueckas Teopusi, HarronanbHast 6€300acHOCTb.

3HaHMs, TOJY4YEHHBIE B XOAE€ H3yYeHHUs IUCHUIUIMHBI «OCHOBBI WH(MOPMALMOHHON
0€30MaCHOCTH XO3SUCTBEHHOM JCSATEIHHOCTH» MOTYT OBITh TMOJIE3HBI TPU M3YUYCHUHM TaKHUX

! ITnst 06pazoBaTebHbIX Mporpamm, peannsyembix mo @I'OC, u 1 yHHBEPCATBHBIX KOMITCTCHIHI TIepBast
KOJIOHKA MOJKET HE 3alOIHATHCS
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npoeCCUOHANBHBIX AMCUMIUINH, Kak «byxraiarepckuil yuyer», «DHUHAHCOBBIH MEHEKMEHTY,
«YrpaBiieHre opranuzainuet (IpeanpusTueM)y.

IlIo ouHoOM (bopMe O6y‘-IeHI/I$I KOJIMYECTBO AaAKaACMHYCCKHUX YaCOB, BBIACICHHBIX

KOHTakTHYI0 paloTy c mpernojaaBareneM (MO BUgaM Y4yeOHbIX 3aHATHH) — 42 4Yac u
CaMOCTOSATENbHYIO padoTy obyuaronuxcs — 30 yacos.

[To 3aounoit (opme 0O0ydeHHS KOIMYECTBO aKaJEMUYECKHX YacOB, BBIICIECHHBIX

KOHTaKTHYI0 paboTy ¢ mpenojaBateneM (MO BUAaM Y4eOHBIX 3aHATHN) — & Yacos,
CaMOCTOSITENIbHYI0 pa0boTy oOyuaromuxcsi — 60 gac Ha KOHTpoib — 4 4aca. B cooTBeTCTBUU C
y4e0HBIM TTaHOM (OPMOIT MPOMEKYTOUHON aTTeCTALlMU SBISETCS 3a4eT.

3. Coaepkanue M CTPYKTYpPa JMCIHUILTHHBI

Ha
Ha

Ha
Ha

O0beM TMCHUILIMHBI, Yac.

KonTakTHas paGora
o0y4yarommuxcs ¢ Popnia
TeKYLIero
Ne HauMeHoBaHUe TeM NperofasaTeiemM 1o BUiamMm KOHTPOISI
n/n (pa3nesioB) Bcero yae0HbIX CP | ycmesaemocr®,
3aHATHH MPOMEKYTOYHOIM
.JI/30, JIP/ 113/ aTTecTalMu
JOT* | DO, 30, | KCP
JA0T* | 1O0T*
Ounasa gpopma 0b6yuenusn
4 cemecmp
[onsarue nHpOpMaNnHy,
3am|Tel  WHQOpMAIMH U
Tema 1 nHGOPMALIMOHHOM 8 1 - 4 3 0
0e30I1acHOCTH. OcHOBHBIE
COCTaBJISIONINE.
3aKOHOJATENbHBII  YPOBEHB
MH)OPMaIMOHHON
0e3011acHOCTH.
Tema 2 KomnsrotepHsie 8 1 ) 4 3 0
MPECTYIICHUS.
OTBETCTBEHHOCTD 3a
COBEpILICHHE KOMIBIOTEPHBIX
TPECTYTUICHHH.
Krnaccudukarms arax.
Ilonsitue yrposel. Mognenb
Tema 3 yrpo3. Pexomenpauuum 1o ] 1 ) 4 3 0
00ecCIeueHNI0
HHPOPMAIMOHHON
0€30I1acCHOCTH.
OcHoBHbIE TIOHSITHS
Kpunrorpaduu. JBa
Tena 4 COBPEMCHHBIX HAIPABIICHUS B 3 1 ) 4 3 0
Kpunrorpaduu.
Kiaccuueckue
KPHITOCHUCTEMBI.
Kpunrorpadust ¢ OTKpHITBIM
KITFOYOM. Cucremsl
Tema 5 mmdpoBaHus, He TpeOyromme 10 2 - 4 4 0
nepegayn KITI0Ya.
DneKTpOHHAs TOJIITUCH.
Tema 6 OcHoBHBIE TEXHOJIOTUH
MTOCTPOCHUS 3aIUIIEHHBIX 8 1 - 4 3 o
HC. MexceTeBble IKpaHBl.
Tema 7 Texnonorust VPN-cereil. 8 1 - 4 3 0
Tema 8 3ammra  uHpOpManMM B
Wnrepuer. NUudopmanmonnas 8 1 - 2 5 0
0€30I1acCHOCTh B YCJIOBHSIX




Ne
n/n

HaunmeHnoBaHnue TeM
(pa3nesioB)

O0beM TUCIUILUIHHDI, Yac.

Bcero

KounrakTHast padora
o0yyarommxcsi ¢
NpenoaaBaTeyieM M0 BUAAM
Y4eOHBIX
3aHATHI

JP/ | 13/
20, | D0,
JOT* | IOT*

JI/90,
JOT*

KCP

Cp

®opma
TeKyIlnero
KOHTPOJIS
ycneBaemocTu?,
NPOMEKYTOUHOM
aTTecTalMH

¢byHKIHOHUPOBaHUS B Poccuu
r100aJIbHBIX CETEH.

Tema 9

TunoBast cTpykTypa 3allUThL
oT HCI. VYmpasnenue
JIOCTYTIOM.

orT

HpOMC)KyTO‘-IHaH aTTCCTalusg

3a

Bcero:

72

10 32

30

23E

3aounasn

opma 00yuenus

Tewma 1

[Monsitne nH}popManuy,
3alUTEl  WHpOpMALMU |
WH(POPMAITMOHHON
6e3omacHOCTH.
COCTaBIISIOLIHE.

OCHOBHEBIE

6,25

0,25 - -

Tema 2

3aKOHOAATEIBHBIA
nH()OPMAITMOHHOM
0€30I1aCHOCTH.
Kommberotepabie
MPECTYIUIEHUS.
OTBETCTBEHHOCTh 3a
COBEpPIIICHUEC KOMITBIOTEPHBIX
IIPECTYIUICHUH.

YPOBEHb

8,25

0,25 - 2

Tema 3

Knaccudpukarus aTak.
IHonsitue yrpo3el. Mopnenb
yrpo3. PexomeHpmammm 1o
obecrieueHII0
WH(POPMATMOHHON
6e30IacHOCTH.

7,25

0,25 - 1

Tema 4

OCHOBHEBIE TIOHSITHS
Kpunrorpaduu. IBa
COBPEMEHHBIX HAINpPaBIICHHUS B
Kpunrorpaduu.
Knaccuueckne
KPUITOCHCTEMBI.

8,25

0,25 - 1

Tema 5

Kpunrorpadust ¢ OTKpHITHIM
KITFOYOM. Cucremsl
mmppoBaHus, HE TpeOyromHe
nepefayn KITFOYA.
DIeKTPOHHAS TOAIIHCH.

10,25

0,25 - 1

Tema 6

OcHOBHbIE TEXHOJIOTUH
MOCTPOCHHS  3AIUIICHHBIX
HC. MexceTeBble 2KpaHBbI.

7,0

Tema 7

Texuomorus VPN-cereii.

6,25

0,25 - -

Tema 8

3amura nHpOpMaN B
Hutepuer. MHbpopmannonHas
0e30MacHOCTh B YCJIOBHSIX
¢byuknmronupoBanus B Poccuun
ri00aabHEIX CETEH.

8,5

0,25 - -

Tema 9

TunoBast CcTpykTypa 3amiuThl
oT HCI. VYmpasnenue
JIOCTYTIOM.

6,25

0,25 - -

oT

HpOMe)KyTO‘-IHaSI aTTCCTalus

3a

Bcero:

72

60

23E




Tpumeuanue: 4 — popmul mexywezo rkoumpons ycnesaemocmu: onpoc (0O), mecmuposanue (T),
koumpoavras paboma (KP), konnoxeuym (K), scce (3), pegpepam (P), oucnym (/I), 3a0anus (3) u op.

Conepma}me AUCHHUIIINHBI

Ne HaumeHnoBanue teM

Copep:xanne TeM (pa3aeoB
n/n (pa3nesioB) Aep (pasn )

[Tonsitne wuHpopmanuu, 3amuThl | [loHsTne wuHpOpMaNMU, 3amMTBl HMHPOPMALUK |
nHpopMmaruun u wuHPOpMaImoHHOW | MHpOpMaIMoHHOH Oe3omacHocTH. Hasmauenwme wu
0e301acHOCTH. OcHoBHbIE | 33729 B cdepe obecrieueHus WHPOPMAIMOHHOM
COCTAaBIISIIOILUE. 0e30macHOCTH Ha YypPOBHE TOCYJapCcTBa, Ha YpPOBHE
Tema peruoHa W Ha JIOKATbHOM ypoBHe. OCHOBHBIC
1 MOJIOKEHUSI TEOPUH HH(OPMAIIMOHHON 0Ee30MacHOCTH
MHPOPMAMOHHBIX crucTeM. OCHOBHBIE COCTABIISIOLINE
obOecrniedeHus “H(OPMAITMOHHON 0e301macHOCTH
X035 CTBEHHOH JESITEIbHOCTH.

3aKOHO/IaTENbHBIHI ypoBeHb | BaxkHOCTH 3aKOHO/IaTEIIFHOTO YpOBHS
nH(popMaImoHHOH  Oe3omacHoCTH. | HH(pOpMaImoHHoH Oe3omacHoCcTH. O630p POCCUICKOTO
KomnbrotepHbie MPECTYIUICHUS. | 3aKOHOAATEIbCTBA B obnacTu obecriedeHHst
OTBETCTBEHHOCTh 3a COBEpILICHUE | HHPOPMAIIMOHHOMN 0e30IacHOCTH. JloktpuHa
KOMITBIOTEPHBIX MPECTYIJICHUH. nHopMarmoHHol Oe3zomacHocTrn P®, 3akoHBl «O

rocyJapcrBeHHor — TaiiHe», «OO0  mH(popmanuwy,
WHQOPMAIIMOHHBIX ~ TEXHOJNOTHSIX M O  3alluTe
uHpopMmarm». Jlpyrue 3akOHBI M 3aKOHOJATENbHBIC
aktel. Konmenmus wH()OpPMAIIMOHHONH 0e30TacHOCTH.
OcHOBHBIE HOPMATHUBHBIC PYKOBOAANIUEC TOKYMCHTHI,
Kacaromuecs rocyJapCTBEHHON TalHbI "
KoH(HIeHTIHAaTbHOW  WMHGOpMAaNUd,  HOPMATHBHO-
CIIpaBOYHbIC JOKYMCHTHEIL. HOpMaTI/IBHI)Ie AKThI
aJMUHHUCTPALIIH Bourorpana B obyacTn
WH(POPMAITOHHON 0€30TTaCHOCTH.

Kowmmeroreprsie npectyruiennsi. OTBETCTBEHHOCTH 3a
COBEPIIEHUE KOMIIBIOTEPHBIX [IPECTYILICHUMN.
YTroj0BHAs ¥ aIMUHICTPATHBHAS OTBETCTBEHHOCTb.

Tema




n/n

HaumeHnoBaHue TeM
(pa3zaesioB)

Conep:xanue TeM (pa3iaesioB)

Tema

Knaccudukanust arak. Ilonarue
YIpO3BI. Mopnenb yIpos.
PexoMenmanyu 10 00€CIEYEHHUIO
nH(GOPMAITMOHHON 0€30I1aCHOCTH.

[lonstTre artaku Ha WHPOPMANHMOHHYIO CHCTEMY.
Kmaccudukamuss artak. Buasl TPOTHBHHUKOB WA
“HapymmTeneii”’, ux knaccupukanus. Kanamel yredkn
WHGOpMAINH: BU3YaIbHO-ONTHYECKUH, aKyCTUYECKHIA,
3JIEKTPOMArHUTHBIH H  MaTepUalbHO-BEIIECTBEHHBIN.
Ilonsitue  yrpospl.  McTOYHMKM  yrpo3 M HX
KITaCCH(UKAIIHSL. [loctpoenne  mogenu  yrpos
opranuzauuu. IIpumepsl. PykoBogsiiue TOKyMEHTBHI
T'octexxkomuccun Poccum (DenepanpHas cioyxba 1Mo
TEXHUYECKOMY U JKCIIOPTHOMY KOHTPOJIIO) MO 3allluTe
OT HECAHKIIMOHHPOBAHHOTO JOCTyHa K WH(OPMAIIHH.
CnenmanbHble  TpeOOBaHWA HW  PEKOMEHIAIWU.
WNuctpykmuss CTP-K. Pexomenpanmu mo 3amure
KOH(UACHIIUATBHON uHGpOpPMAITIH. Kunaccer
3aIIUIIEHHOCTH CPEACTB BBIYMCIMTEIBHON TEXHUKHU U
aBTOMATHU3UPOBAHHBIX CHCTEM 10 PYKOBOISIIAM
nokymenTtam ['ocrexkomuccun Poccun. Ilokazarenn
3amumieHHocTd. Cuctema 3amuTel WH(QOpMAIUU OT
HECAHKIIMOHUPOBAHHOTO JlocTymna. PexoMeHayembie
MEpbl 10 OOECHEYCHUIO0 3alluThl WHGOpPMAIMK B
MpoIiecce dKCIUTyaTalii WHQOPMAIMOHHON CHCTEMBI.
PazpemurensHas cucrema fonycka. PekomeHaanuu mno
IIaHy J0pabOTKM OOBEKTOB HH(POpPMATHU3ALMU HAa
COOTBETCTBHE TpeOOBaHUSIM PYKOBOIAIIUX
nokymMeHToB ['octexkomuccuu Poccun.

Tema

OCHOBHBIE MTOHSATHS KpUNTOTPpadUH.
JlBa COBpEMEHHBIX HANpaBJICHHUS B
Kpurrrorpadum. Kiraccnaeckue
KpHUIITOCUCTEMBI.

Hcropuueckass crpaBka. Bo3MoxHBIE HampaBICHUS
peleHust 3a7a4u 00ECIICYCHUsT TMepelayd CEKPEeTHOU
nadopmaru.  Creranorpadgus u  Kpunrorpadus.
Baxnocte kpuntorpaguu Tpu  pelIeHWH  3ajad

oOecrieueHust WHPOPMAITIOHHOH 0e30macHOCTH
XO3AHCTBEHHOW  AEATENIBHOCTM W COXPaHEHHS
KOH(UACHIINATBHOI nH(pOpMAITIH. OcHOBHBIE

noHsATHSA Kpunrtorpapuu. I[loHSATHE KPUNTOCHCTEMBI,
Kiro4a. Bo3MoOKHBIE aTakd Ha KPHUNTOCHCTEMBI,

MOHATHE KpUIITOAHAJINA3A. Hapnexxnocts
KpUNTOCUCTEMbI. JIBa OCHOBHBIX HampaBieHHA B
COBPEMEHHOM Kpunrorpaduu. Knaccuueckue
KPUITOCUCTEMBI. OpnHoandaBuTHbIE 51
MHoroasngaBuTHbIe KpunrtocucteMsl. Cuctems! Llesaps
u Buxenepa. BosmoxxHOCTH KPUIITOAHAIN3A

MHOTOa/I()aBUTHBIX CHCTEM. PacKpbITHE CHUCTEMBI
Bwxkenepa. HamexxHOCTP MHOTOQI(ABUTHBIX CHCTEM.
DJnekTpoMexaHudeckne  MHQPOBANBHBIE  MAIIUHEI.
AOCoI0THO HaseXKHas KPHUIITOCUCTEMA!
“OmHOpa30BHIT OJIOKHOT. Bo3moxxHOCTE
UCIIOJIb30BaHMsI ~ TaKUX CHUCTEM Ha  TPaKTHKe.
Cranpmaptel mu@poBaHus OaHHBIX. Kpunrocucrema
DES. Poccwuiickuit cranmapr umdposanus ['OCT
28147-89. [IpobGema BbIOOpa HaJe)KHOM
KPUIITOCUCTEMBI ISl 3alIUTBl  CBOMX  JaHHBIX.
IlepcnekTrBBl pa3BUTUSl KpUNTOaHanu3a. llpobinema
HOJIHOTO Itepedopa BCeX KIIIOYEH.




n/n

HaumeHnoBaHue TeM
(pa3zaesioB)

Conep:xanue TeM (pa3iaesioB)

Tema

Kpunrorpagpuss ¢ OTKpBITHIM
kimodoM. Cucremsl mudpoBaHuUs,
He TpeOyrole mnepeaayn KIroua.
DJeKTPOHHAS TIOIIHCH.

Cuctembl wmudpoBaHus, He Tpedyrolmue nepenadn
kmroda. [IpoOieMbl HCHOJIB30BAHUSI TAKHX CHCTEM.
IIpoTokon wucnonbs3zoBaHus cucTeMbl «OIHOPA30BBIN
OJIOKHOT», HEe TpeOyHIUH MepBOHAYATHLHOTO OOMEHa
CeKpeTHbIMM Kitouamu. Kpunrorpadus ¢ OTKpHITEIM
KITt0o4oM. [IOHATHE OTKPBITOTO M CEKPETHOTO KIIoYa.
[TpaBuna ux KCHONb30BaHMA. [IpUHIMIBI MOCTPOCHHUS
KPUIITOCUCTEM C OTKPBITBIM KiIo4oM. M3BecTHBIE
KPUIITOCUCTEMBI C  OTKPBITBIM ~ KJIFOUOM H©  HX
agroputmbl. Cucrema RSA. [nuna ximoya B
KpUNTOrpaduu C OTKPBITHIM KIt04oM. OTHOCTOPOHHSAS
byHKIuS, BO3MOXHOCTb €€  HCIOJIb30BaHUS.
DJeKTpoHHas MOJNKCH ¥ MIPUHIIMIIEL €€ TPUMEHEHUSI.

Tema

OCHOBHEBIE TEXHOJIOTUU
noctpoeHust  3amumennsix  UC.
MexceTeBble SKPaHBI.

OCHOBHBIE TEXHOJIOTUH MTOCTpoeHus 3amuiieHasx UC.
[lonsitue mexcereBoro 3kpana. [lpaBuna ¢unprpanun
W TPUHLOWINB UX MpuMeHeHus. llakeTHple (GUIBTPHL
ITonuTHka ceTeBoit 0e30MacHOCTH. ITonuTHka
pean3aluu MEeXCETEeBhIX 3KpaHOB. DYHKIIMOHAILHBIC
TpeOOBaHMSI K  MEXKCETEBBIM DJKpaHaM ®  HX
KoMITOHEHTHI. 1LITI03BI  CEaHCOBOTO W IPHKIATHOTO
ypoBHsi. HoBwle ¢ynkuuu OpaHamayspoB. Cxembl
OpTaHU3allMA MEXCETEBBIX JKpaHOB. (OcOOCHHOCTH
paSHI/IT-IHLIX CXEM peanmaunn, nux HpeI/IMYH_[eCTBa 158
HepocTatku. [IpoOiaeMbl, CBA3aHHBIC C MEXKCETEBBIMU
skpaHaMu. TpeOoBaHUS K MEKCETEBBIM DKpPaHaAM

Tema

Texuonorua VPN-cerel.

TexHosorusgs OoObENVHEHUS JOKAIBHBIX CETEH |
OTAETBHBIX KOMIIBIOTEPOB U€PE3 OTKPHITYIO BHEIIHIOIO
cpely Imepenayd NaHHBIX B €IUHYI0 BHUPTYAIbHYIO
CeTh, OOCCIEYMBAIONIYIO 3aIUTy HHGOPMAITMOHHBIX
noTokoB wiu TexHonorus VPN-cereii. OcoOeHHOCTH
VPN. Tynnens VPN. TyHHenupoBaHue # €ro
ocobennoctr. OCHOBHBIE  pPa3HOBHAHOCTH  VPN-
YCTPOMCTB II0 TeXHUYECKOU peanusauuu. Pomn VPN-
yCTpoHCTB. BapuaHThl TNOCTpOEHHS  3aIIMILEHHBIX
kaHamoB  VPN. Vrpo3sr ans  VPN. Bapuantsl
3alUINeHHBIX coenuHennid. Krnaccudukamms VPN-
cereit. CoBmemnienne VPN-TeXHOIOTHI U MEKCETEBOTO
skpaHa. Henoctatku VPN.




Ne HaumeHoBaHue TeM

Coaep:xanue TeM (pa3aeyon
n/n (pa3zaesioB) Aep (pasa )

3amuTa nHDopManmu B MuTepHer. | [Ipobnema obOecrniedeHus MH(OPMAITMOHHOM
Wndopmarmonnas Ge3omacHOCTh B | 0e30macHOCTH Tpu  pabore C TI0OambHONW CEThIo
ycioBusx  (hyHKIMOHUpoBaHUs B | MHTepHer.  MudpopmanuonHas  0e30mMacHOCTh B
Poccun rioGanbHBIX ceTeil. ycioBHAX (YHKIMOHUpOBaHHS B Poccun riio0anbHBIX
cetefi. VYkaz mpesumenta PP «O wmepax 1o
obOecriedyeHn0  MH(POPMALMOHHONH  0E30MacHOCTH
Poccuiickoli ®denepaunu B chepe MeKITyHAPOAHOTO

Tema WH(POPMAITIOHHOTO oOMeHay. Yrpossr
8 WHQOPMAMOHHON  Oe30macHOCTH TpH  pabore ¢
Wntepuer.  Bupychl,  HCHOJHAEMBIE  MOIYJIH,

BCIUIGIBAIONIME OKHa ¥ pekiama. lcmonp3oBanue
AQHTUBHPYCHBIX TIPOTPAMM H MEKCETEBBIX IKPAHOB IIPH
pabore ¢ Murepner. Ilporpammuble cpencTsa
MIPOBEPKHU Tpaduka u 00pBOBI c
HECAaHKIIMOHMPOBAHHBIM ~ HCIIOJIb30BAaHUEM PECYPCOB
WHQOPMAIIIOHHOH CHCTEMBI.

TumoBast CTpyKTypa 3allMTBl OT | APXUTEKTypa THUIOBOM  CHUCTEMBI  3alIMTBl  OT
HC/I. YrpaBnenue 10cTynom. HECAHKIIMOHUPOBAaHHOTO noctyna. Maentudukanus u
ayrentudukanma.  I[lapombHas — ayreHTHUKAIMS.
IlpaBmia npumenenuss mapoineil.  OnxHOpa3oBbIE
mapomu. CepBep ayrentndukanmuu. I[lomcucrema
yOpaBiIeHUs AOCTYIIOM, TOJCHCTEMAa PETUCTPalluU U
yuera. [lpuHIMIBI KOHTposis JocTymna. Marpuna
JocTynma W coucku jpoctyna.  IlpouwsBonbHOoe M
MIPUHYAUTENBHOE yHpaBJeHne JIOCTYTIOM.
OrpannunBatomuii uHTepdeiic. PoieBoe ympasneHue
Tema JOCTYIIOM. Crarudeckoe u JUHAMHYECKOe
9 pactpenenenue poseir. Ilomcmerema obecrieueHus
nenoctHocTH. Kpunrorpaduyeckas noacucrema.
IIporpaMMHo-anmapaTHbIe CpeacTBa 3aIUTHI
uadpopmarmn ot HCJI.  VYctpoiictBa  BBOIa
uIeHTH()UKAMOHHBIX Tpu3HaKoB.  Knaccudukanms
YCTPOMCTB BBOJA MIACHTU(HKALMOHHBIX MPU3HAKOB.
buomerpuyieckue yCTpOMCTBa BBOZIA
UIeHTH()UKATHOHHBIX MIPU3HAKOB u ux
knaccudpukanus. llpenMymiecTBa W HEJOCTaTKU HX
ucrosnp3oBanusi. KoMOMHMpOBaHHBIE — YCTpOWCTBA.
DIIEeKTPOHHBIC 3aMKH.

Ha camocrostenpHyto paboTy cTyaeHToB Mo aucuuiuimae B1.B.J(B.02.01 OcHOBBI
HHpOPMAMOHHOI 0€e30NACHOCTH XO03AHCTBEHHOW /JeATeJbHOCTH BBIHOCSTCS CIEIYIOIIne
TEMBI:

I‘D‘i Tema Bonpocsl, BeiHocuMbIe Ha CPC g::;: 3;?);];?
2 3 4 5
1. | IlonsaTue ITonsTue WHPOPMAIIH, 3aIIUTHI
nHpOPMAIIH, nHpOPMaIH u nHPOPMALTIOHHOMN
3aIUTEI O0esonacHoctu. Hasnauenme wu 3amauum B @) @)
uHpopmanuu u | chepe  obecriedueHUs  UHPOPMAIMOHHOM
nHGOpPMaMOHH | 6€30IacCHOCTH Ha YpPOBHE TrocynapcTBa, Ha
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on

YPOBHE pEervoHa M Ha JIOKaJbHOM YpPOBHE.

6e3onacHoctd. | OcCHOBHBIE MOJIOKEHUS Teopuu
OCHOBHBIC nHPOPMAITMOHHOH Oe3omacHOCTH
COCTaBIISIIOIINE. | MTHOOPMAIIMOHHBIX CUCTEM.
3akoHomatenbH | O030p PpOCCHICKOTO 3aKOHOJATENbCTBA B
13174 YpOBeHb | oOnacTu  obecriedeHuss WHGOPMAITMOHHOM
nHpopmarmonH | 6ezomacHocTH. JlokTpruHA HWHPOPMAITMOHHON
oit 0e30macHOCTH PO, 3aKOHBI «0O
0e30macHOCTH. | TOCyIapCTBEHHOM TaitHe», «O0 unpopmanny,
KommnbrorepHsle | HHYOPMAIMOHHBIX TEXHOIOTUAX M O 3aIIUTE
npecrymieHus. | uHGopmanuny. OCHOBHbIE HOPMATHUBHEIE
OTBETCTBEHHOC | PYKOBOASIIME  JOKYMEHTBI, KacaroIluecs
Tb 3a | rOCyIapCTBEHHOMN TalHbI u
COBEpIIIEHNE KOH(HUIECHIINAITBHOM WHPOPMAITHIH.
KoMIbloTepHbIX | HopmaTuBHBIE AKTBI aJMUHUCTPAILIUN
npectyruieHuid. | Bonrorpaga B ob6nacté  mHQGOpPMAaMOHHOMN
Oe3omacHoOCTH.
Knaccupuxaum | IlonsiTme atakm Ha  MHQOPMAIMOHHYIO
s arak. | cucremy. Kiaccudukauuss arak. Buapl
ITonsTne MPOTHBHUKOB WJIM  “HapymIuTeNeh’, uX
YTPO3bI. KJIaccupUKanus. Kanamnst yTEUKH
Mogens yrpos. | uadopmanmu: BH3YalbHO-ONTHYECKUH,
PekoMenmannm | aKyCTUYECKHH, 3EeKTPOMAarHUTHBIN u
o MaTepUalbHO-BEIIECTBEHHBI. ITonsiTue
o0ecreyeHuo yrpo3sl.  Mcrounmkm  yrpo3 H  HX
nHpopMaoHH | knaccuduranus. [loctpoenne mozmenu yrpos
ol opranmzanuu. [lpumepsr.  CrernuaibHBIE
Oe3onacHocTH. | TpeOoBaHUS W peKOoMeHAanuu. [lokazarenn
3aIUIIEHHOCTH. Cucrema 3aIUTHI
nHGOpPMALMM OT HECAHKLUHMOHUPOBAHHOTO
Jocryna.  PekoMeHayemble  MeEphl 1O
oOecreyeHuIo  3amuThl  MHpOpPManuu B
Ipolecce IKCIUTyaTalud HHGOPMAaLMOHHON
CHUCTEMBI. PaspemnrensHas CHCTEMA
JIOTIyCKa.
OcHOBHbIE Creranorpadus u kpunrorpadus. Baxnocts
MIOHATHS Kpunrorpadu ~ OpuU  PELIEHHH  3ajgad
Kpunrorpapun. | odecreucHus UHQOPMAIIOHHOH
[Ba 0e301acHOCTH XO3AHCTBEHHOU NeSTEIbHOCTU
COBPEMEHHBIX u COXpaHEHUs KOH(pHICHINATBHON
HarpaBjeHus B | nHpOpMaIuu. OCHOBHBIE MOHATUS
kpunrorpadpuu. | kpunrorpapun. I[loHATHE KPHUITOCHUCTEMBI,
Knaccuueckue | xmroua. Bo3zmoxHble aTaKu Ha
KPUNTOCUCTEM | KPUIITOCHUCTEMBI, IIOHSATHE KPHUIITOAHAIN3A.
BI. Hanexnocts KPUIITOCUCTEMBI. [Ba
OCHOBHBIX HAaNpaBJIEHUS B COBPEMEHHOMN
KpHINITOTpaduH. OnmnHoandaBUTHBIE u
MHOTOalI(haBUTHBIC KPUITOCUCTEMBI.
Cucremsl Ie3aps U Buxenepa.
BosmoxnocTu KPHUIITOAHAIIN3a
MHOTOaN(aBUTHBIX  CHUCTeM.  PackpeiThe
CHUCTEMBI Buxenepa. Hanexnocts
MHOTOJI()aBUTHBIX  CHCTEM.  AOCOIIOTHO
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HaJeXHass KpunTtocucteMma: “OgHOpa3OBBIN
6noknot”. Kpunrocucrema DES.

Kpunrorpagust | Cucrembl mudpoBanusi, He TpeOyromue
c OTKPBITEIM | Tepeaayn kiroda. IIpoTokon mcnonbp3zoBaHus
KITIOYOM. cucreMbl «OnHOpa3oBBIA  OJOKHOT», HE
Cucremsl TpeOyromuii  TepBOHAYaIbHOTO  OOMEHa
mmdpoBaHus, CeKpeTHBIMH KJrouamu. Kpumnrtorpapus c
He TpeOyrouye | OTKPBITHIM KiouoM. [IoHATHE OTKpBITOTO U
nepeaayn CEKpeTHOro Kiroua. IIpmHIumsl mocrpoeHus
KITI0Ya. KPUITOCUCTEM C  OTKPBITBIM  KITIOYOM.
OneKTpoHHas W3BecTHBIE KPUNTOCUCTEMBI C OTKPBITHIM
HOIIUCE. KII0o4oM U ux anroputmbel. Cucrtema RSA.
JnrHa kimo4a B KpUNTOrpaQuu ¢ OTKPHITHIM
KITIOYOM. OOHOCTOPOHHSA ¢byHKLMS,
BO3MOXHOCTb ee HCTIOb30BaHMSL.
OJeKTpoHHas MOANMCh W HPUHIMIIBL €€
IPUMEHEHUsI.
OcHOBHbIE OcHOBHbIE TEXHOJIOTHH MOCTPOEHUS
TEXHOJIOTUH samumeHHpix  MC. TloHsiTHe MexceTeBoro
IIOCTPOCHUS skpaHa. [IpaBuia QUIBTpalUM W TPUHIUTIBI
3aLUIIEHHBIX ux mnpuMeHeHus. [lakeTHble  QUIBTPHL
nuc. [TomuTuka cereBoit 6e3omacHocTu. [lTonmutnka
MesxceTeBble peanu3anuu MEXKCETEBbIX 9KPaHOB.
3KpaHsbl. QOyHKIHOHABHBIE TpeOoBaHUA K
MEXCETEBBIM JKpaHaM M HMX KOMIIOHEHTHI.
1110361 CEaHCOBOTO M IPHUKIATHOTO YPOBHS.
HoBele ¢ynkiun OpanamayspoB. CxeMmsl
OpraHHu3aluu MEXKCETEBbIX 9KpaHOB.
TpeboBaHus K MEKCETEBBIM 3KpaHaM
Texnomorus TexHonorus o0beIUMHEHNS JIOKAJIBHBIX CETEH
VPN-cereil. U OTACIBHBIX KOMIIBIOTEPOB Ye€PE3 OTKPHITYIO
BHEIIHIOIO CpeAy Iepefadyd JaHHBIX B
€INHYIO BUPTYaJIbHYIO CeTb,
o0ecrneunBaronyIo 3aIIUTY
WH(POPMALTUOHHBIX MTOTOKOB WJIM TEXHOJIOTHUS
VPN-cereii. OcoGeHHOCTH VPN.
TyHHenupoBaHne © €ro  OCOOEHHOCTH.
OcHoBHbIe pa3zHOBUAHOCTH VPN-ycTpoiicTB
0 TeXHUYeckod peamusanuu. Pomm VPN-
YCTPOUCTB. Bapuantsl MOCTPOEHUS
3alIMIIeHHbIX KaHaioB VPN. VYrpossl mis
VPN. Knaccudpuxaums VPN-cereii.
CoBMelleHue VPN-TexHomorum u
MexceTeBoro 3kpana. Hegocratku VPN.
3ammra [Ipobnema obGecreueHust HHGOPMALMOHHON
nHpopMau B | 6€30IaCHOCTH TpU padoTe ¢ TIo0aIbHON
HaTepHer. CEThIO Hurtepuer. Nudopmarmonnast
Wudopmaiimon | 0e30macHOCTh B YCIIOBUSIX
Hast ¢yHkunonupoBanus B Poccum Ti00anbHBIX
OezomacHOCTh B | cereil. Yka3 mpesumeHta PO «O mepax mo
YCIIOBHSIX o0ecrieueHnIo UHPOPMAITOHHOH
(dyHkuonupoB | OezomacHoctu Poccuiickoit ®Dexeparyu B
anna B Poccuu | cdhepe MexxayHapogHOro MH(POPMALIOHHOTO
TJI00QTBHBIX oOMeHay. Yrpo3sl nH(POPMAITHOHHOH
CeTel. O0esonacHoctd mpu pabore c HMHTepHer.
Bupycsl, UCIOJHsIEMBIE MOJyJIH,
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BCIUTBIBAIOLIIHE OKHa u pexnama.
Hcnonb3oBanue aHTUBUPYCHBIX MPOrpaMM U
MEXCETeBBIX JKpPaHOB Ipu pabore ¢
HNureprer. IIporpammusle CpeacTBa
mpoBepkn  Tpapuka ©U  OOpeOBI ¢
HECAaHKLIMOHUPOBAHHBIM  HCIOJb30BAaHHEM
pecypcoB HHGOOPMAITMOHHON CHCTEMBL.

9 Tunosas ApXUTEKTypa THUIIOBOW CHCTEMBI 3alllUTHI OT
CTPYKTypa HECaHKLIMOHUPOBAHHOTO JIOCTYyTIA.
3aLIUTHI oT | Unentudukanus u ayTeHTU(UKALHSL.
HC/I. [aponeHast  ayreHTHdukanus.  [IpaBuma
VYnpasneHue MIPUMEHEHUS MaposeH. OnHopa3zoBble
JOCTYIIOM. napony. llpuHOMOBI  KOHTpPOJNS  AOCTYIA.

Marpuma JOCTyma © CIHCKH  JIOCTYTIA.
IIpousBonbHOE 3¢ NPUHY IUTEIBHOE
ynpaBsieHne JocTynoM. OrpaHHYHBarOIIAN
uHTepdetic. PoneBoe yrpaBieHue JOCTYIIOM.
Kpunrorpaguueckas MOJICUCTEMA.
[IporpaMmMHo-anmapaTHble CpEACTBA 3alUTHI
napopmarmu ot HCJI. VYcrpoiictBa BBOmA
uneHTrd-HIX pusHakoB. [Ipenmymiectsa u
HEJ0CTaTK! ux WCIIOJIb30BaHMSL.
DNEeKTPOHHBIE 3aMKH.

4. MaTtepuaJbl TeKylIero KOHTPOJIsl ycleBaeMoCTH o0y4Jaromuxcs u pouna

OILCHOYHBIX CPEACTB IO TUCHUIIJINHE

4.1. ®opMbl U MeTOAbI TEKYHIEr0 KOHTPOJS YCNEBAEMOCTH M IPOMEXKYTOYHOM
aTrecTaluu.

4.1.1. B xone peamuzauuu gucuumiinHel B1.B.J1B.02.01 «OcHOBBI MHGOPMALMOHHO
0e30NaCHOCTH XO0351IiICTBEHHOM AeATeTbHOCTH» HCIOJIB3YIOTCS Clelyromue (GOpMbl U METOAbI
TEKYILET0 KOHTPOJISl YCIIEBAEMOCTH 00YUaIOIIMXCSl:

DIIEKTPOHHAS TIOJIITHCH.

Ne HaunmeHnoBaHnue TeM MeToab! TEKyIIero KOHTPOJIs
n/n (pa3neJioB) yCneBaeMoOCTH
Ounas ¢popma

[lonsTne  wHpOpMAIUK,  3aIUTHl  HHGOPMAMA | Vot
Tema 1 |uHDOPMALIMOHHOMN 0e30macHOCTH. OcHOBHbIE onpoc

COCTaBJISIIOIITHE.

3aKOHOJATENbHBIN YPOBEHb MH(MOPMAITMOHHOM o
Tena 2 0€30TTaCHOCTH. KommproTepabie TIPECTYTUICHUS. onpoc

OTBETCTBEHHOCTh 32  COBEPIICHHE  KOMIIBIOTEPHBIX

[pPECTYIJICHUI.

Knaccudukanms atak. [lorstne yrpo3sl. Mopens yrpos. VY CTHBIN
Tema3 |PexkoMeHgamuu 10  OOCCICUCHHIO  MH(POPMALMOHHOH omnpoc

0e30macHOCTH.

OcHOBHBIE TOHATUS KpunTorpaduu. JlBa COBpEMEHHBIX VerHblit
Tema 4 |HampaBiIeHUS B KpunTorpapuu. Kiraccuaeckne onpoc

KPUIITOCHCTEMBL.

Kpunrtorpadgus ¢ OTKpHITBIM  KiIto4oM.  CHCTEMBI Y eTHE
Tema 5 mudpoBaHus, He  TpeOymlmue Iepemadd  KIodYa. onpoc
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Tema 6 OCHOBHBIE TEXHOJOTMU ToCTpoeHus 3amuiieHHsx HC. YcrHbIi
MeskceTeBble SKpaHBbl. ompoc
Tema 7 |Texnonorust VPN-cereil. YerHbI
ompoc
3ammra wHpopMmarmu B UWHTepHer. MuopmarmoHHas Vet
Tema 8 |0e30macHOCTh B yciioBUsIX (DyHKIMOHMpOBaHus B Poccuy onpoc
rI00aTBHBIX CETEH.
Tena 9 TunoBast crpykrypa 3amutel or HCJ. VYmnpasinenue S;;Tp?cm
AOCTYIIOM. TECTUPOBAHUE
3aounas gpopma
[lonsTne  wHpOpMAINUK,  3aIUTHl  HHPOPMAMA || Vot
Tema 1 |uHDOpPMALIMOHHOMN 0e30macHOCTH. OcHOBHbIE onpoc
COCTaBJISIIOIIHE.
3aKOHOJATENbHBIN YPOBEHb MH(OPMAITMOHHOM o
Tevia 2 0€30TTaCHOCTH. KommbproTepabie TIPECTYTUICHUS. onpoc
OTBETCTBEHHOCTh 32  COBEPIICHHE  KOMIIBIOTEPHBIX
[pPECTYIJICHUM.
Knaccudukanms atak. [lorstme yrpo3sl. Mopens yrpos. VY CTHBIN
Tema3 |PexkoMeHgamuMu 10  OOCCICUCHHIO  MH(MOPMALMOHHOH omnpoc
0e30MacHOCTH.
OcHOBHBIE TOHATUS KpunTorpaduu. JlBa COBpEMEHHBIX VerHblit
Tema 4 |HampaBiIeHUS B KpunTorpapuu. Kiraccuaeckne 01poc
KPUIITOCUCTEMBL.
Kpunrtorpadgus ¢ OTKpHITBIM  KiIto4oM.  CHCTEMBI Y eTHE
Tema 5 mudpoBaHus, He  TpeOymlmue  Iepemadd  KIodYa. onpoc
DIIEKTPOHHAS TIOJIITHCH.
Tema 6 OCHOBHBIE TEXHOJOTMU TocTpoeHus 3amumieHHsix HC. VeTHbIi
MesxceTeBble SKpaHbl. orpoc
Tema 7 [Texnonorus VPN-cereil. Yermbili
onpoc
3ammra wuHpopMmanmu B HutepHer. HHpopManuoHHas V CTHEL
Tema 8 |0e3omacHOCTh B ycCiiOBUsIX (DyHKIIMOHMpOBaHUs B Poccuyl onpoc
rI00aTbHBIX CETeH.
Tema 9 TunoBass crpykrypa 3amutel ot HCJ. VYmnpasinenue S;;;HOBCM
AOCTYIIOM. TECTUPOBAHUE

4.1.2. IlpomexxyTouHasi aTTecTalus MPOBOAUTCA B (hopMe 3aueTa METOAOM DIIEKTPOHHOTO
TECTUPOBAHUSI.

4.2. MarepuaJjibl TeKyLIero KOHTPOJIs1 YCIIeBAeMOCTH.

Tema 1

IlonsiTue MHpopmanum, 3amMTHI HHPOPMALMH U UH(POPMALMOHHON 0€30IACHOCTH.
OcCHOBHBIE COCTABJAIOIIHE.

Bonpocsl ycTHOro onpoca:

1. TlousaTHe nHGpOPMAIHH, 3aITUTH HHPOPMALUU 1 UHPOPMAIIMOHHOH 6E30MaCHOCTH.

2. Hasmauenne wm 3amaunm B cdepe obecnedeHus HWHPOPMAITMOHHON O€30IMACHOCTH Ha YPOBHE
rOCyJapcTBa, Ha YPOBHE PETHOHA U Ha JIOKAITEHOM YPOBHE.

3. OcHOBHBIE TIOJIOXEHHS TEOPUH HH(DOPMAITMOHHOHN 0€30IacHOCTH WH(OPMAITMOHHBIX CHCTEM.

4. OCHOBHBIE COCTaBJISIONIHE OOeCHeUeHHs HWH(POPMAIMOHHON Oe30MacHOCTH XO3SHCTBEHHON
JICSITEIILHOCTH.
Tema 2
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3akoHogaTebHBIH YpoBeHb HH(pOpManuoHHOH Oe3onacHocTH. KomnbloTepHble

NnmpecTynjiceHus. OTBeTCTBEHHOCTD 3a COBCPIHICHHEC KOMIILIOTCPHBIX HpeCTyHﬂeHHﬁ.

N —

Bonpocsl ycTHOro onpoca:

BaxxnocTh 3aKk0HOIATENFHOTO YPOBHS HH()OPMAIMOHHOM 0€30ITaCHOCTH.

00630p poCCUICKOT0 3aKOHOIATETHCTBA B 00JacTH obecneueHus HHPOPMAIIMOHHOW 6e30MacHOCTH.
HoxrpuHa uHpOpManuoHHO Oe3omacHocT P®, 3akonpl «O rocyaapcTBeHHOH TaitHey, «O0
rHpopMaIuu, HHHOPMAITMOHHBIX TEXHOJIOTHSX U O 3aIIUTe HHPOPMAIIAN.

Jlpyrue 3akoHbI ¥ 3aKOHOAATEIbHBIC akThl. KoHIenius nHGOpMaIlmoHHOM 0€30MacHOCTH.
OcCHOBHBIE HOPMAaTHUBHBIE PYKOBOJSIIME NOKYMEHTBI, KacaloUIMecs rOCyNapCTBEHHOW TalHBI U
KOH(UICHIIHAIEHOW HH(OpMAaIUH, HOPMATHBHO-CIPAaBOYHbBIE NOKYMEHTHl.. HopMmaTWBHEIE aKThHI
angMuHUCTpanuu Bonrorpana B o61acta nHGOPMAITMOHHON O€30TIaCHOCTH.

KOMHI)IOTCPHLIC MMPECTYMJICHUA. OTBETCTBEHHOCTH 3a COBEpIICHUC KOMIIBIOTCPHBIX
MIPECTYTICHUM.

VYronoBHas 1 aIMUHUCTPATHBHAS OTBETCTBEHHOCTb.

Tema 3
Kunaccnpukanus arak. Ilonarue yrpo3el. Mogeas yrpos. Pexkomenpanum mo

obecreyeHU10 MHGOPMAIIMOHHOM 0€30MACHOCTH.

—

W

10.

Bonpocsl ycTHOro onpoca:

[TonsTHe aTaku Ha HHGOPMALTMOHHYIO CHCTEMY .

Knaccudukanmst atak. Buapl pOTHBHUKOB WK ““HapyIIUTENei”, UX KIACCHU(HUKAIHSL.

Kananel yreukn uH(oOpManuu: BH3YaJIbHO-ONTHYECKHH, aKyCTHYECKHUH, SJIEKTPOMATHUTHBIA WU
MaTepUaIbHO-BEIECTBEHHBIM.

ITonsTe yrpo3sl. IcTOYHMKH yrpo3 U UX KIacCU(pUKaLus.

[Toctpoenune moaenu yrpo3 opranuzanuu. [Ipumepsl.

PyxoBonsmue noxkyments! ['ocrexkomuccun Poccun (DenepanpHas ciayx0a MO TEXHHYECKOMY U
9KCIOPTHOMY KOHTpPOJIIO) IO 3alUTE€ OT HECAaHKLIHMOHHUPOBAHHOIO [OCTyNa K HH(OpMaunuu.
CrenmanbHbie TpeboBanus 1 pekomenganuu. Muactpykuus CTP-K.

Pexomenmanuu mo 3ammre KOH(QUAECHIMATbHOW MHpOpManuu. Kiacchl 3aIlIMIIEHHOCTH CPEACTB
BBIYHCIUTEIBHON TEXHHUKH M aBTOMATHU3HPOBAHHBIX CHCTEM M0 PYKOBOJSAIIMM JOKyMEHTaM
T'ocrexxomuccuu Poccun.

[Mokazarenn 3amumeHHoctd. Cucrema 3amUTBl MHGOPMALMK OT HECAHKIMOHHPOBAHHOTO
JIOCTyTIA.

Pexomennyemble Mepbsl 1O OOECIIEUEHHIO 3allMThl MH(GOPMALUMU B MPOLECCe IKCIUTyaTaluu
UHQOPMAIIMIOHHOHN CUCTEMBI.

PazpemmrensHas cucrema jgomycka. PekoMeHmammM 1o IUlaHy — J0paOOTKH  OOBEKTOB
nHGOpPMaTH3allMd Ha COOTBETCTBHE TPEOOBAaHMSM PYKOBOISIIIMX JTOKYMEHTOB | OCTEXKOMMCCHH
Poccun.

Tema 4
OcHoBHble mnNOHATHA Kpunrtorpagum. JlBa cOBpeMeHHBIX HANpaBJIeHHUS B

Kpﬂl’[TOl"pa(l)I/ll/l. Kaaccuueckne KPHIITOCUCTEMBI.

9]

Bomnpocsl ycTHOro onpoca:

Uctopuueckas cnpaBka. Bo3aMokHbIE HampaBiIeHHWsS pemIeHHs 3anadu Oo0ecnedeHus mepemaydu
CEKPETHOH MHPOPMAITUH.

Creranorpadusa u xpuntorpadus. BaxkHocTs Kpunrorpaduu mpu peuieHnd 3a1ad 00ecTiedeHust
nH(pOPMAITHOHHOH 0e30macHOCTH XO3SMCTBEHHOU JIeSITENIbHOCTH u COXpaHEeHUs
KOH(UICHIIUAIBHOM UH(OPMAIUH.

OcHoBHble TOHATHS Kpuntorpaduu. [loHsTHE KpUNTOCHCTEMBI, Kitoda. BO3MOXXHBIE aTaku Ha
KPUIITOCUCTEMBI, TIOHATHE KPUIITOAHAIIN3A.

HapmexxHocTh KpHIITOCHCTEMBI. J[Ba OCHOBHBIX HANpaBJICHHS B COBPEMEHHOW KPHIITOrpa(uH.
Krnaccuueckne KpunrocucTeMsl.

OnHoandaBuTHBIE 1 MHOTOAI(aBUTHBIE KPUITOCHCTEMBI.

Cucremsl llezaps m Bmkenepa. Bo3MoXHOCTH KpHUNTOaHaTNW3a MHOTOAJI(aBUTHBIX CHCTEM.
PackpsiTue cucrems! Bukenepa.
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10.

HanexxHocTh MHOTOAI(haBUTHBIX CUCTEM. DJICKTPOMEXaHHUYECKUE MUDPOBATbHBIC MAIITHHEI.
AOCONIOTHO HaJeKHasE KpuntocucTeMa: “OaHOPa30BbId OJOKHOT”. BO3MOXHOCTH HCITOTB30BAHUS
TaKUX CUCTEM Ha mpakTtuke. CTaHaapThl MU(PpOBaHUS JaHHBIX.

Kpunrocucrema DES. Poccuiickuii crangapt mudposanus ['OCT 28147-89. TIpobnema BriOOpa
HaJeKHOU KPUIITOCUCTEMBI JJI 3alllUThl CBOUX JAHHBIX.

[TepcniexTrBHI pa3BUTHSA KpuniToananusa. [Ipodaema momHoro nepedopa Beex KITFUCH.

Tema S
Kpunrorpagusi ¢ OTKpbITHIM KJIKWO4YOM. Cucrembl mudpoBaHus, He Tpedyrouue

nmepeaavyu Kjiarva. 3J'leKTp0HHaﬂ MOAIMMUCH.

—_—

N oL e W

N —

Bonpocsl ycTHOro onpoca:

Cucremsl mm¢poBanus, He TpeOyOIIHe Nepeaadn KIrya.

[Ipobnembl ncnoibp30BaHusl Takux cucteM. IpoTokon ucnosnb3oBaHUS cucTeMbl «OIHOPa30BBIN
OJIOKHOT», HEe TpeOyIOUIMH TepPBOHAYAIFHOTO OOMEHa CeKpeTHBIMH Kirodamu. Kpumrorpadwus c
OTKPBITBIM KJIFOYOM.

[ToHsITHE OTKPBITOTO M CEKPETHOTO Kitova. [IpaBuiia UX HCHONb30BaHHUS.

[TpuHIUITBEI TOCTPOSHUS KPUIITOCKHCTEM C OTKPBITHIM KITFOUOM.

HM3BecTHBIE KPUITOCHCTEMBI C OTKPBITHIM KITFOUOM H MX anropuTMbl. Cucrema RSA.

JnuHa Ki1ro4a B KpUITOTPa(UU ¢ OTKPBITHIM KITIOUOM.

OnHocTOpOHHSISI PYHKIHS, BO3MOKHOCTD €€ MCIIOIb30BaHUS.

DJeKTPOHHAS TTOIIHCH W IPHHIHITEI €€ TIPHMEHEHHS.

Tema 6

OcHOBHBIE TeXHOJ10TUM NOcTpoeHus 3amuieHHbIXx UC. MexkceTeBble 3KpaHbI.
Bomnpoce! ycTHOro onpoca:

OcCHOBHBIE TEXHOJIOTUU TIOCTpoeHUsI 3amuiieHHbIx VC.

[lonsTe MexcereBoro skpana. llpaBuna ¢uibTpanuu ¥ NPUHUMIBI UX npuMeHeHus. [lakeTHbie
(unsTpel. [lomuTHKa ceTeBOi 6€30MMacHOCTH.

[TonuTnka peanu3aluid MeXCeTeBbIX 3KpaHOB. (DyHKIMOHANIbHBIE TPEOOBAHHA K MEXKCETEBBIM
9KpaHaM U UX KOMIOHEHTEI.

[ 11r0361 ceaHCcOBOTO U MpUKIagHOTro ypoBHs. HoBble ¢hyHKINHN OpaHAMay3pOB.

CxeMBl OpraHM3allMd MEXCETEBBIX 3KpaHOB. OCOOCHHOCTH pa3MYHBIX CXEM pealn3alnd, WX
MIPEUMYILECTBA U HEAOCTATKH.

[Ipobaemsl, CBsI3aHHBIE C MEKCETEBBIMH SKPaHAMH.

TpebGoBaHns K MEKCETEBBIM dKpaHaM

Tema 7

Texnosorus VPN-cereii.

Bomnpocsl ycTHOro onpoca:

TexHonoruss oObEJUHEHMs JIOKAJIBHBIX CETEd M OTAENBHBIX KOMIIBIOTEPOB 4Yepe3 OTKPBITYIO
BHEILHIOIO Cpely Mepelaydl NaHHbIX B €IMHYI0 BUPTYaIbHYIO CETh, 00ECIIEUMBAIOLIYIO 3aIIUTY
“H()OPMAITMOHHBIX IIOTOKOB WK TexHoJorhus VPN-ceret.

Ocob6ennoctu VPN. Tynuens VPN. TyHHEeTUpoBaHMUE U €r0 OCOOCHHOCTH.

OcHoBHBIE pa3HOBUIHOCTH VPN-ycTpoicTB o TexHudeckor peanusanuu. Pomun VPN-ycTpoiicTs.
BapuaHTbl nocTpoeHus 3aluIeHHbIX KaHaioB VPN,

VYrpo3sl aig VPN. BapuanTsl 3alIUIIIEHHBIX COETMHEHUIA.

Knaccupuxaunss VPN-cereir. CoBmemnenne VPN-TeXHONOTM M MEXCETEBOTO  JKpaHa.
Henocratku VPN.

Tema 8
3amura undpopmaunu B Uutepner. UndopmannonHas 0e30nMacHOCTL B YCJIOBHAX

¢ynkuuonupoBanus B Poccuu rinodajbHbIX ceTel.

1.

Bomnpocs! ycTHOrO onpoca:
[Ipobniema obGecrieuennst WHMHOPMAITMOHHOW 0€30MacHOCTH TpU paboTe C TIOOATBHOW CEeThIO
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Hurepner.
2. HudopmannoHHast 6€30MaCHOCTD B yCIOBHSIX (YHKIIMOHUPOBaHUs B Poccun rimo0aibHBIX CETE.
VYka3 npesuneaTa PO «O mepax mo obecriedeHn0 HHGOPMAITMOHHOW Oe30macHOCTH Poccuiickoit
Odenepanuu B cepe MEKIyHAPOIHOTO UHPOPMAIIMOHHOTO OOMEHay. YTpo3bl HH()OPMAIMOHHON
Oe3omnacHocTH npu padote ¢ HTEpHET.
4. Bupycsl, HCMIOTHSEMbIE MOJIYJIH, BCIUIBIBAIONINE OKHA U pekiaMa. Vcronp30BaHNe aHTHBHPYCHBIX
MPOrpaMM M MEXKCETEBBIX 3KPaHOB MpH padote ¢ MHTepHET.
5. IIporpamMmuble cpeacTBa TpoBepkd Tpaduka u  OOpPbOBI €  HECAHKIIMOHUPOBAHHBIM
HCTIOJIH30BAaHUEM PECYPCOB HH(POPMALIMOHHON CHCTEMBI.

98]

Tema 9
Tunosasi crpykrypa 3ammrtsl or HC/I. YnpaBiaenue gocrynom.
Bomnpocekl ycTHOro onpoca:

1. ApXuTeKTypa TUIOBOH CHCTEMBbI 3aIUThI OT HECAHKIIMOHUPOBAHHOTO nocTyna. UaeHtndukanus u
ayTEeHTU(UKAIIVSL.

2. IlaponwHas ayrenTH(UKaus. [IpaBuna npuMeHeHNs aposei.

3. OpnopazoBeie mapomu. CepBep ayreHtudukamuu. Ilomcucrtema ympaBieHHS JOCTYIIOM,
noacucTeMa peruCTpalum 1 yuera.

4. TlpuHIUIBI KOHTPOIS H0ocTyna. MaTpuiia 1ocTyna U CITUCKH JIOCTyIA.

5. Tlpou3BoabHOE M MPUHYAUTEIHHOE YIPaBIeHHE NocTyToM. OrpaHMYHBarOIIHA HHTEpdEiC.

6. PorneBoe ympaBienue jgoctynoMm. CTaTHMyecKoe M JWHAMHUYECKOE pacHpelesieHHe poJieH.
[oncucrema obecnieuenus nenoctHoctH. Kpunrorpadudueckas moacucrema.

7. IlporpamMMmHO-ammapaTHble cpexcTtBa 3amuTel uHGopMmarmuu ot HC/[. VYcrpoiictBa BBoOma
UIeHTHQUKAMOHHBIX TNpH3HAKoB.  Kiaccuukanms yCTpOWCTB BBOJA HACHTH(PHKAIUOHHBIX
MpU3HAaKoB. buomMeTrpuueckue ycTpoiicTBa BBOJA WACHTH(PHUKAIMOHHBIX NPU3HAKOB U HX
KI1acCH(HKAIIHSL.

8. TlpeumyiiecTBa M HEAOCTATKU UX UCIOIb30BaHUs. KOMOMHHUPOBAHHBIC YCTPOWCTBA. DIEKTPOHHbIC
3aMKH.

UTOI'OBBI TECT MO KYPCY
«OcHOBBI HHPOPMALMOHHO 0€30MIACHOCTH X03SIiICTBEHHOH 1eATETbHOCTH

DNEKTPOHHBIN TECT MPEeACTaBIsAET CO00M 3aJaHus C BBIOOPOM TOJIBKO OJHOTO IPAaBUIBLHOTO
OTBETa M3 MpeUI0KEeHHBIX. Pe3ynbraT nporpamma Unitest BBIBOIUT B MPOLIEHTAX.

1. Kpunrorpadus 3to

A) Hayka o MeToJax mpeoOpa30BaHuUs JaHHBIX, HAIIPABIEHHBIX Ha TO, YTOOBI CAEIATh 3TH JTaHHbIC
0ecIoNIe3HBIMU JIIsI HECAaHKITMOHUPOBAHHBIX JIUI]

B) Hayka o MmeTomax u cnoco6ax pacKpbITHs ITUGPOB

C) cOBOKYIMHOCTh METOJIOB, CKPBIBAIOIIMX (DaKT Mepesadun CEeKpEeTHON HH(pOpMAIMU 32 OTKPHITON
uHdopmarmen

D) COBOKYIHOCTH METOMOB, OOECTEUMBAIONINX A0OCONIOTHYIO HAJEKHOCTh KaHala Mepeaadd
JAHHBIX OT MepexBaTa

E) nayka o Mmetonax co3nanus nuppoBoii MomucH

2. Kakasi u3 cJielylIHX KPUNTOAHAJIUTHYECKUX aTAK CYNTaeTCs HauboJiee ONacHom?

A) TIpy HAIMYUH TOJIBKO OJHOTO 3amuGpoBaHHOTO parMeHTa

B) npu Hanmuuum 0onpIIoro Habopa 3auMpPOBaHHBIX (PParMEHTOB

C) npu Hanuuuu GpparMeHTa OTKPHITOTO TEKCTa U COOTBETCTBYIOIIETO €My KPUIITOTEKCTa

D) npu uzBectHOM MeToe MU POBaAHUS

E) mpu Bo3MoOxkHOCTH BBIOOpa J1F0OOr0 OTKPHITOrO TEKCTa U MOJYYEHUHU COOTBETCTBYIOIIETO eMY
KpHUIITOTEKCTA
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3. CKOJIBKO pa3Iu4HbIX KiI04Yeld B cucreme Lle3aps npu ucnosib30BaHUHU MOJHOIO PYCCKOI0

ajagasura?

A) 16 D) 256
B) 33 E) 1024
C) 66

4. YTo sBJIsIeTCH KJIH0YOM B Kpunrocucreme Bu:kenepa?

A) moboe 1pobdHOe YHCIIO

B) BenmmumHa cBUTa UCXOMHOTO a(aBuTa

C) nepecraBieHHbIN aaBUT

D) cnyuaiinas mocienoBaTeasHOCTh OYKB, paBHAs JJIMHE COOOIIECHUS
E) nmo6oe cioBo

5. Kakasi u3 nepe4yucJeHHbIX KPUNITOCHCTEM SIBJISIETCS] CHCTEMOM ¢ OTKPBITHIM KJII0Y0M?
A) DES D) I'OCT 28147

B) RSA E) LUe3aps

C) DHurma

6. Moxno jgu B mporpamme PGP Bocmo/ib30BaThesi 4y:KHM OTKPBITHIM KJIHOYOM JIA
pacmngpoBanusd HH(POPMALHU.

A) na

B) mer

C) na, eciu U3BECTEH TOT MapOJIb

D) nma, ecnu monb3oBaTenb JacT mpaBa Ha pacliM(poBKy ero MH(opMamuu M COOOLIMT CBOM
apoJib

E) na, eciu mepeOpath Bce KIIOUYH

7. Kak pacKkpbIBalOTCsi KpUIITOCHCTEMBI 0JHOAI(paBUTHOM 3aMeHbI?
A) Takue CHCTEMBI PaCKPBITh HEJIb35

B) nmonusii nepedop kimtoueit

C) ananu3 yacToOT BCTpeyaeMbIX OyKB

D) nepe6op cooOrienHwmii

E) nepecranoBku OyKB KpUNTOTEKCTA

8. Kpunroanaius 3to

A) Hayka o MeToJax mpeoOpa3oBaHus JAHHBIX, HAIIPABJICHHBIX HA TO, YTOOBI CJeNaTh 3TH JaHHbIE
0ecIoNe3HBIMU JIJTsl HECAHKITMOHMPOBAHHBIX JIUI]

B) nayka o meToaax u cnoco0ax packpsITus MU(ppoB

C) COBOKYITHOCTh METOJIOB, CKPBIBAIOIINX (DaKT Mepesadn CEKpEeTHON WH(POpPMAIMK 32 OTKPBITON
uHpopMaruein

D) coBOKYNMHOCTH METOHOB, OOECIEUMBAIOIINX AOCOMIOTHYIO HAAEKHOCTh KaHaja Mepenadyn
JaHHBIX OT TepexBara

E) nayka o MmeTonax co3nanus nuppoBOii MOIMTUCH

9. Uto aBJsieTcs KiaI04YoM B kpunrtocucreme Lesaps?
A) nmroboe coBo

B) nro60e uncino

C) BenMuuHA CIBUTa HCXOIHOTO andaBuTa

D) nepecraBnennsbiii anpaBuT

E) cnyuaiinas mocnenoBaTenbHOCTh CHMBOJIOB
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10. KakoBa nnuna kiawo4a B cranaapre mudposanus 'OCT 28147?

A) 256 6ut D) 1024 out
B) 64 6ur E) 2048 6ut
C) 56 6ut

11. Ha c107HOCTH pelieHHsl KaKoil MaTeMAaTH4YeCKO# 3a1a41 OCHOBaHa cucremMa RSA?
A) KOJIbI HCTIPABJISIIOIINE OMIMOKH

B) nuckpetHslii norapudpm

C) 3agaua “o prok3ake”

D) pasnoxeHne 60bIINX YKCEN HAa IPOCThIE MHOKUTEH

E) cnoxxenue no Mmoayito asa

12. Kpunrorpadguuyeckunii mpoToKoJI 3TO

A) metop muppoBaHUs JaHHBIX

B) meton kpunroaHanusza JaHHBIX

C) MeTon mepexBarta JaHHBIX

D) anroputm o6MeHa nHpopManrei MeXay pa3InuHbIMU YYaCTHUKAMU [IPU CEKPTEHOU mepegayue
JAHHBIX

E) ocob6as kpunrocucrema

13. Kpunrocucrema «OxHopa3oBbiii 0J10KHOT» 3TO:
A) nepecTaHOBOYHas cUCTEMA

B) onnoandasuTHas cuctema npocToi 3aMeHbl

C) mHOroan¢aBuTHas cUCTEMa

D) cucreMa ¢ OTKpBITBIM KIHOYOM

E) Takoii cuctemsl HE CyIIeCTBYyeT

14. Kakoii naposib HanboJ/1ee HaJlesKeH?

A) @amunus noJib30BaTENS

B) ®paza u3 kauru

C) cnyyaiiHas mociae10BaTeIbHOCTD HU(P

D) cnyuaiinas mocienoBaTenbHOCTh OYKB

E) ciyuaiinas nmocneioBaTeabHOCTh IPOU3BOJIBHBIX CHMBOJIOB

15. KakoBa nninna kiaw4a B cucreme mugposanusa DES?

A) 256 6ut D) 1024 our
B) 64 our E) 512 6ur
C) 2048 our

16. Kpunroreker 310

A) TEKCT UCXOHOTO COOOIIECHHUS

B) tekcT 3ammdppoBaHHOTO COOOIIECHMS

C) mapo:b

D) TekcT, nmosy4eHHbI Ipu KpUNTOAHAIIN3E
E) knrou

17. Taitnonuck (creranorpadmusi) 3To

A) Hayka o MeToJax mpeoOpa30BaHus JaHHBIX, HANIPABICHHBIX HA TO, YTOOBI CAETATh STH JTaHHBIE
0ecCIoIe3HBIMU JIJIsl HECAHKITMOHMPOBAHHBIX JIUI]

B) Hayka o MeTogax u crioco6ax pacKpbeITHs MupPOB

C) COBOKYIHOCTh METOJIOB, CKPBIBAIOIIUX (PAKT Mepeaayu CeKpeTHOW MH(GOpMalnu 3a OTKPBITOM
uHpOpManuei
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D) coBOKYIMHOCTH METOAOB, OOECIEUMBAIONIMX AOCONIOTHYIO HAJSKHOCTh KaHala Mepefavd
JAHHBIX OT TIepexBaTa
E) nayka o MmeTonax co3anus nuppoBoii moamucu

18. Yrto no3BoJsier onpeaeautb Mmeroa Kasnckn npu kpunroanaamnse cucrembl Bu:kenepa?
A) mapoinb

B) oTKpBITHIN TEKCT

C) meton muppoBaHus

D) nnuny napons

E) nnuny oTkphITOrO TEKCTA

19. Kakas kpunrocucrema o0ecrneduBaerT aOCOJIOTHYI HAJAEKHOCTH 3alllUThl IpH
NPAaBUWJIBHOM €€ MCII0JIb30BAHUM?

A) DES D) OnHopa3oBblil OJ0KHOT
B) RSA E) Buxenepa
C) I'OCT 28147

20. O6ecnneunBaeT Jiu NApoJib Ha BXxoJ B Windows Haje)KHYI0 3alIUTy KoMInbloTepa?
A) na

B) et

C) npu nnune naposis 6oxee 10 cuMBOIOB

D) npu cnyyaitHom napouie

E) mpu perymsipHoii cMeHe napoJis

HIkajna oneHuBaHuA
YcrHbli onpoc

YpoBeHb 3HaHMI, YMEHHM M HAaBBIKOB 00ydYarollerocs MpuU YCTHOM OTBETE BO BpeMs
TEKYyILLIEro KOHTPOJIs onpenensercss oneHkaMu «OTnudHo»/ «Xopouioy/ «Y A0BIETBOPUTEIBHOY/
«HeynoBneTBopUTEIBbHOY.

B Bousrorpaackom unctutyTe ynpasineHus — ¢unmnane PAHXul'C npunsta criemyromas
IIKaJla COOTBETCTBUSI PEUTUHTOBBIX OIIEHOK MATHOAIIIIbHBIM OLICHKaM:

- 90 — 100% — «oTnuuaHO» (5);

=75 — 89% — «xoporio» (4);

- 60 — 74 — «ynoBneTBOPUTENLHO» (3);

- meHee 60% — «HEeYOBIETBOPUTETHLHO (2).

VYpoBeHb 3HAHUH, YMEHMH W HaBBIKOB OOYYaroIErocsi MpU YCTHOM OTBETE BO BpeMs
MPOBEICHHS TEKYIIETO KOHTpoJia ompexaensercs oawmamu B auama3zoHe 0-100 %. Kpurepusmu
OLICHMBAHMSA IIPU IPOBEJEHUM YCTHOIO ONpOCAa SBISAETCS  JEMOHCTpAlUsi OCHOBHBIX
TEOPETUYECKUX TMOJOXKEHU, B paMKax OCBAaMBAa€MOl KOMIIETEHIIMHM, YMEHHE NPUMEHSATh
IIOJlyYE€HHBIE 3HAHWsS HAa MPAKTUKE, OBJIAJECHUE HaBbIKaMH aHaluW3a M CUCTEMaTH3aLUuu
UH(POpPMALINH.

[Ipu oneHMBaHUM PE3yNIbBTATOB YCTHOIO OIIPOCA UCIOIB3YETCs CIEAYIONIAsl IIKajla OLEHOK:

Orarnsl KOMIIETECHIINH, IIPEAYCMOTPEHHBIE oOpa3oBaTenbHOM
nporpaMMmoii, c@opMupoBaHbl Ha BBICOKOM ypoBHe. CBoOOJHOE
BJIQJICHUE  MaTepuajioM,  BBIBIEHUE  MEXKIPEIMETHBIX  CBS3EH.
VBepeHHOe  BJIaJiIeHUE  MOHATUMHBIM  anmapaToM  AWCLMILIMHBL
IIpakTrnueckue HAaBBIKU npodeccroHanibHOM JEATEIIbHOCTH
c(hOpMHUPOBAHBI Ha BBICOKOM YPOBHE. Cnoco6GHOCTB
CaMOCTOSITEJIbHOMY HECTaHIaPTHOMY PELICHUIO MPAKTUYECKUX 3a/1a4

100% - 90%
(oTIMYHO)

20




89% - 75%
(xoporo)

Oransl KOMIIETCHIINH, IIpEeNyCMOTPEHHBIE o0pa3oBaTenbHON
MPOTPaMMoOi, chopMHUpPOBaHBI JIOCTATOYHO. HeranbHoe
BOCTIpOM3BeJieHNEe y4eOHOro Mmarepuana. lIpakThueckue HaBBIKU
npodecCHOHATbHON JIEATeIIbHOCTH B 3HAYUTEITbHON Mepe
chopmupoBanbl. [IpHCYTCTBYIOT HaBBIKM CaMOCTOSATENBHOTO PEIICHUS
MPAKTHUYECKHX 33124 C OTJCJIbHBIMH 3JIEMEHTAMH TBOPUYECTBA.

74% - 60%
(YIOBIETBOPUTEIIBHO)

Orarsl KOMIIETECHIINH, IIPEAYCMOTPEHHBIE o0pa3oBaTenbHON
nporpaMMoii, cpopMHpoBaHbl Ha MHUHHMMaJbHOM ypoBHe. Hamuune
MUHHMAJIBHO JIOyCTHUMOTO YPOBHS B YCBOCHHUHM Y4eOHOrO Marepuania, B
T.4. B CAMOCTOSITEJIbHOM PELICHWU NpakTUdeckux 3anad. [Ipakrnyeckue
HaBBIKU NMPO(HECCHOHATBHON eSITeIbHOCTH c(hOPMUPOBAHBI HE B TIOTHOM
Mepe.

menee 60%
(HEYTOBIETBOPHUTEIHHO)

Oransl KOMIIETECHIINH, IIPEAYCMOTPEHHBIE o0pa3oBaTeNbHON
nporpaMMmoil, He cpopmupoBanbl. HenoctaTouHbli ypoBEHb YCBOEHUS
NOHATUIHOTO ammapara W Haauuue (parMeHTapHbIX 3HAaHUHM 110
mucuuiuiiHe.  OTCyTCTBHE MHHHMMAIBHO —JIOMYCTMMOTO YPOBHS B
CaMOCTOSITEJIBHOM ~ PELIEHUM NpPAaKTHUECKUX 3ajnad. [Ipakrtuyeckue
HaBBIKH IPOECCHOHATIBHOM 1€ TEIbHOCTU HE CHOPMHUPOBAHBI.

TecrupoBanue

ypOBeHL 3HaHHfI, y'MeHI/Iﬁ N HAaBBbIKOB 06yqa}omeroc;l IIpu YCTHOM OTBETC BO BpEM:A

MPOBEICHUS TEKYIIEro KOHTpoOJsi ompenensiercss Oamtamu B auamazone 0-100 %. Kpurepuem
OILICHUBAHMS TIPU TPOBEICHUH TECTUPOBAHMSI, SBISICTCS KOJMYECTBO BEPHBIX OTBETOB, KOTOPHIE
JaJI CTYJIGHT Ha BOIMPOCHI TecTa. [Ipu pacuere KonwuecTBa OaJIOB, TMOTYYEHHBIX CTYJIECHTOM II0
UTOTaM TECTUPOBAHMSI, UCTIONB3YETCs Cienyromas popmyia:

5=2100%
0

rue
b — xonuyecTBO 6aNI0B, NOMYUYEHHBIX CTYAEHTOM 10 UTOTaM TECTUPOBAHUS;
B — konMuyecTBO BEpHBIX OTBETOB, JaHHBIX CTYACHTOM Ha BOIIPOCHI TECTA;

O — oO1u1ee KOJIUYECTBO BOIPOCOB B TECTE.

4.3. OueHo4YHbIe CpeACTBA ISl IPOMEKYTOYHOM aTTecTaluH.

4.3.1. llepeyenb KOMNETEHIUH ¢ yKa3aHNeM 3TanoB uX ¢GopMUpPOBaHuUs B Npolecce 0CBOCHHA
o0pa3oBaTesibHONH TNporpammbl. Iloka3zaTesim M KpUTEpHM OLEHMBAHMSA KOMIETEHIHH € y4eTOM
JTana ux popmupoBanus

Ko,
Kon HanmeHnoBanue A Hanmenosanue 3tana
3Tara OCBOEHHUS

KOMIICTCHIINH KOMIICTCHIINH OCBOCHHA KOMIICTCHIIMHN
KOMIICTCHII WA
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CrocoOHOCTh CrocoOHOCTh MIPUMEHSITh HABBIKK aHAJIN3a U CHHTE3a
MOJITOTABIINBATH UCXOHBIC HCXOHOM WH(POPMAILIUH JUISI PCIICHHS
JTAaHHBIE, HEOOXOTUMBIC IS mpoheCCHOHATTBHBIX 33/1ay.
pacdeTra SKOHOMHYECKUX U

COILMABEHO-

TIK-1 SKOHOMUYECKHX TIK-1.3
noka3aTejieH,
XapaKTepU3YIOIINX
eI TETBHOCTD
XO3IUCTBYIOIIUX
cyOBEKTOB

Onucanue moxkasarejei u KPUTEPHUEB OUCHUBAHUSA KOMIIETCHIIMU HA PA3JIMYHBIX 3Tanax ee (l)OpMP[pOBaHl/IH

JTan ocBOeHHus IHoka3zarennb Kpurepuii

KOMIleTeHIIH ! OLICHMBAHMA OLICHHBAHMS
IK-1. 3 [Ipumenser 3HAHU B obyacTu [3HAaeT OCHOBHBIE TIOHATHS  KOMITBIOTEPHOH
Pacuer CBOJHBIX | KOMITBIOTEPHBIX TEXHOJIOTHH U [rpauKy, HPOTPAMMHO-TEXHUYECKHE CpPEACTBa|
TIOKa3aTemneH, MPWIOKEHAH U1 TOATOTOBKH | [00paboTKH rpaduiecknx n300paxeHuH.
XapaKTepU3yIOIHNX JEMOHCTpalM  WCXOJHBIX  JAHHBIX, [[I[puMeHsSET 3HaHUS B 0OJIACTH KOMITBIOTEPHBIX
(uHAHCOBO- HEOOXOANMBIX TSt pacdera [TeXHOJOTUI W NPHUIOKEHUH U MOATOTOBKH U
9KOHOMHUYECKYIO 9KOHOMHYECKHX u COLMATIBHO- [TEMOHCTPALUH HCXOJHBIX JAHHBIX,
6e30macHOCTb U | DKOHOMHYECKUX noKasartesie, [HeOOXOMUMBIX Ui pacyeTa SKOHOMHUYECKUX U
(dbopmupoBanue XapaKTepU3yIOIIUX JIESITENIBHOCTD |COITMATIbHO-3KOHOMUYECKUX MoKazaTeseH,
BBIXOJHBIX MAacCCHBOB | XO3SIICTBYIOIINX CyOBEKTOB, [XapaKTepH3YIOIINX JIeSITEITBHOCTD|
uHpopmanuu JUIsl | cofepkaluxX — rpaukd, AWArpaMMBbl, [XO3SHCTBYIOIIMX  CYOBEKTOB,  COJEPIKAIIUX
JUArHOCTHKHI AHMMaNNOHHBIE d(PEKTHI. rpaduKy, TUarpaMMbl, aHUMaI[MOHHBIE () (HEKTHI
Oe3omacHocTU J/leMOHCTpUpYET HCHOIB30BAHUE MPOTrPAMMHBIX
9KOHOMHYECKHUX MPOXYKTOB At  00paboTku  rpaduieckux
CyOBEKTOB M300pasKeHUA.

4.3.2 TunoBble OLIEHOYHbIE CPEICTBA

IlonHBI KOMILIEKT OICHOYHBIX MAaTCpHAJIOB IJIA HpOMG)KyTO‘IHOfI arreCTal NpcACTaBJICH B
[Tpunoxenun 1 PITJI.

IIIxaj1a OneHUBAHUA

YpoBeHb 3HaHMI, YMEHMM M HaBBIKOB 0O0yYarollerocs MpU YCTHOM OTBETE BO BpeMs
IIPOMEXYTOYHOM  aTTeCTAallMU  OINPENEISAETCS OLEHKAMHM  «3a4TCHO» WM  «HE3a4TEHO».
Kpurepussmu oneHuBaHUS Ha 3a4eTe SBISAETCA JEMOHCTpalMsl OCHOBHBIX TEOPETHUECKUX
MIOJIOKEHHH, B PAMKaxX OCBAaMBAa€MOW KOMIIETEHIIMHM, YMEHHUE NPUMEHSATH IOJIYYEHHBIC 3HAHUS Ha
npaktuke. s nucuuroivH, (GOopMoOil MTOTOBOTO OTYETa KOTOPBIX SIBISETCS 3a4eT, MPUHSITHI
CJIEIYIOIIHE COOTBETCTBUS:

60% - 100% - «3auTcHON;

MeHee 60% - «He 3a4TeHO».

[Ipu orileHMBaHUM Pe3yIbTATOB YCTHOTO OMPOCA UCHOJIB3YETCs CAeAyIoLIas MKajia OLEHOK:

Oranbl KOMIETEHIIUH, MPEAYCMOTPEHHbIC 00pa30BaTENbHOW MPOrpamMMoii,
chopMupoBaHEl Ha BBICOKOM ypoBHE. CBOOOIHOE BIIAJICHUE MAaTEPHAIIOM,
100% - 90% BBISIBIICHUE MEXIIPEIMETHBIX CBSI3el. YBEpPEHHOE BIAJCHUE TOHATUHHBIM
(oTnmuHO) anmapaToM  JIUCHUIUTUHBL  [IpakThueckue HaABBIKM  TPOQECCHOHATBLHOM
JesTeTbHOCTH  c(OpMHUpPOBAaHBEI Ha BBICOKOM ypoBHE. CHOCOOHOCTH K
CaMOCTOSITeIbHOMY HECTAHIAPTHOMY PEUICHHIO MPAKTHYECKUX 3a]1a4
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89% - 75%
(xoporto)

Otambel KOMIIETEHIMH, IIpelyCMOTPEHHBIE O0pa30BaTENbHON MpPOrpaMMoii,
chopMUpOBaHBl  JOCTaToyHO. JleranbHOoe  BOCHpOM3BEINCHHE  Yy4eOHOTro
marepuana. lIpakTudyeckne HaBBIKM NPO(PECCHOHAIBHOM NESITEIbHOCTH B
3HAYUTEIBHOU Mepe c(hOopMHUPOBaAHHBI. IIpucyrcrByrot HAaBBbIKU
CaMOCTOSITETIBHOTO PEIIEHUs] MPAaKTUYECKUX 3a/1a4 C OTAEIbHBIMU 3JIEMEHTaMH
TBOPYECTBA.

74% - 60%
(YIOBJICTBOPHUTEIILHO)

Dranbl KOMIIETCHIIUU, TPEAYCMOTPEHHbIE 00pa30BaTeNbHONW MPOrpamMMOoii,
chopMUpOBaHBl HAa  MHUHHMAQJIBHOM  ypoBHE. Hajuuume  MUHUMAaIBHO
JIOMyCTUMOTO YPOBHA B yCBOGHWUM y4eOHOro Marepuana, B T.4. B
CaMOCTOSITEJIPHOM PpEIICHUH MPAKTHYEeCKUX 3anad. [IpakTHYeCKHe HAaBBIKH
poeCCUOHAIBHOM IEATSILHOCTH COPMHUPOBAHBI HE B MTOJHOU MEpE.

menee 60%
(HEeyIOBIETBOPUTENHHO)

Oranbl KOMIIETCHIINH, MPEAyCMOTPEHHBIE 00pa30BaTeNbHOW NMPOrpaMMol, He
chopmupoBanbl. HenoctaTouHbI YpOBEHb YCBOCHHUS MOHITUHHOTO amnmapara u
Hanmn4yre (pparMeHTapHBIX 3HaHUH Mo auciuiuiHe. OTCyTCTBHE MUHHMAIBHO
JIOTTyCTUMOTO YpPOBHSI B CaMOCTOSITEILHOM pEIIeHWH MPAKTHYECKUX 3a/ad.
[IpakTHyeckue HaBBIKH NPOQeCcCHOHATFHON e TeIbHOCTH He CHOPMHUPOBAHEL.

4.4. MeToan4yeckne MaTepuabl

[Ipouenypa  omneHWBaHHS  pe3ylbTaTOB  OOYyYEHHS,  XapaKTEpHU3YIOIIUX  ATarbl
(hopMHUpOBaHUS KOMIIETEHIIMN, OCYUIECTBIISIOTCS B COOTBETCTBHH C [loNOXKeHHMEM O TEKyIeM
KOHTPOJIE YCIIEBAEMOCTH U IIpoMexyTouHou arrectanuu crygeHToB B ®I'bOY BO PAHXul'C u
PernamenTtom o OayuibHO-pEHTHMHIOBOM cucTeMe B BonrorpaickoM HMHCTUTYTE YHpPaBICHUS -

dbummane PAHXul'C.

5. Meroagnueckne yKazaHus JJIs1 00y4al0IMXCsl 10 OCBOCHUIO M CIIUTIIUHbI

PexoMenganuu mo INJTAHUPOBAHUIO X1 OPpraHu3anu BpE€MECHH, H606X0)II/IMOFO Ha H3YyYCHUEC

JUCHHUILINHDBI

CTpyKTypa BpeMeHHU, He0OX0AUMOI0 HA U3yYeHHUe TUCIHUIIIHHbI

®dopma u3yueHus Bpewmsi, 3aTpaunBaemoe
JUCITUTUTUHBI Ha W3y4YeHUe AUCITUIUIHHBI, %o
N3yuenue nuteparypbl, pPEKOMEHOBAaHHOM B 40
y4eOHON Tporpamme
Pemienue 3aiau, npakTHYECKUX YIPAKHEHUN U 40
CUTYaITMOHHBIX TPUMEPOB
N3ydenue Tem, BBIHOCUMBIX Ha 20
CaMOCTOSITENIbHOE PACCMOTPEHHE
Htoro 100
MeToanyeckue peKOMeHAAIMN 10 MOAT0TOBKE K NPAKTHYECKOMY
(ceMHUHApPCKOMY) 3aHATHIO
[IpakTuueckoe (ceMHUHApCKOE) 3aHSATHE — OJHA U3 OCHOBHBIX (OpPM OpraHu3aluu

ydyeOHOro mpoiiecca,

npeacTaBisiomas co0oil  KOJUIEKTUBHOE OOCYXKJEHHE CTYACHTaMH
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TEOPETUYECKUX M NPAKTHUUECKUX BOIIPOCOB, PELIEHHE MPAKTUYECKUX 3a/lad M0J] PyKOBOJICTBOM
npenogaBaTesis. OCHOBHOW 1LI€TBIO MPAKTUYECKOTO (CEMUHAPCKOT0) 3aHATHs SBJSETCS MpPOBEpKa
rITyOMHBI TOHUMaHUS CTYJCHTOM M3y4aeMON TeMbl, yueOHOTO MaTeprana U yMEHHsI U3JI0KUTh €ro
CoJIep’KaHue SICHBIM U YETKUM SI3bIKOM, Pa3BUTHE CAMOCTOSITEIbHOTO MBIIIJIEHHUS] U TBOPUYECKOM
aKTUBHOCTH y CTyAeHTa. Ha mpakTudeckux (CEMHHApPCKHX) 3aHATUSAX TPEAINOJIaraercs
paccMaTpuBaTh HauOoJiee Ba)KHbIE, CYIIECTBEHHBIC, CJIOXHBIE BOIPOCHI KOTOpBIE, HambOoiee
TPYJHO YCBAaMBAIOTCS CTylAeHTaMu. IIpy 3TOM TOTOBHUTBCA K NPAaKTHYECKOMY (CEMHHApPCKOMY)
3aHSATHUIO BCerja HYXHO 3apaHee. [loAroroBka K MpakTUYECKOMY (CEMHUHApPCKOMY) 3aHSTHIO
BKJIIOUAET B ce0sl CleaytolLee:

° 00s13aTeNbHOE O3HAKOMJICHHE C IUIAHOM 3aHSTHS, B KOTOPOM COJIEPIKATCS OCHOBHBIC
BOTIPOCHI, BBIHOCUMBIC Ha O0CYK/ICHHCE;

. W3yYCHHE KOHCIIEKTOB JICKIIUH, COOTBETCTBYIOIINX PA3/IeOB YyueOHHKA, YYCOHOTO 1TOCOOUS,
COI[ep)KaHI/ISI peKOMeHIIOBaHHBIX HOpMaTI/IBHBIX HpaBOBBIX adKTOB,

° paboTa ¢ OCHOBHBIMU TEPMUHAMU (PEKOMEHAYETCS] UX BbLYUHTb);

L] I/13y‘-IeHI/Ie )IOHOJIHI/ITCJIBHOﬁ J'II/ITepaTypBI II0 TEMC 3aHATHUA, ACJ1ast l'[pI/I 3TOM HCO6XOI[I/IMI)IC
BBINKCKU, KOTOPBIC TIOHAI00ATCS TIPU 00CYKICHHUH HA CEMUHApE;

° dbopMynupoBaHHE CBOET0 MHEHHS IO KaXIOMY BOMPOCY U apryMEHTHUPOBAHHOE €ro
00oCcHOBaHHE;

° 3alMch BO3HUKIIUX BO BPEMsI CaMOCTOSATEIbHONW paboThl ¢ ydyeOHMKAMU M Hay4HOU
JUTEpaTyphl BOIIPOCOB, YTOOBI 3aT€M HA CEMHHAPE TOTYYUTh HA HUX OTBETHI,

° oOpaineHue 3a KOHCYJIbTAIMEH K MPENoJaBaTelNO.

[IpakTrdeckue (CeMUHAPCKUE) 3aHATHUS BKIFOUAIOT B C€0s M CIICIIMATIBHO TIOATOTOBICHHBIE
pedepatsl, BRICTYIIICHUS 110 KaKOKH-JIMOO0 CI0XKHOU MIIH 0CO00 aKTyalbHOU MpobiieMe, pelieHne
3amad. Ha mpakTrndeckom (CeMUHApCKOM) 3aHSTHH CTYACHT MPOSIBIISIET CBOE 3HAHUE TPEIMETa,
KOppeKTUpyeT nHPOPMAIIUIO, TOTYyUYEHHYIO B MPOIIECCE JICKIIMOHHBIX U BHEAYTUTOPHBIX 3aHSATHUH,
(dbopmMupyeT orpeeIeHHbII 00pa3 B T1a3ax Mpero1aBaTes, MOJIyJaeT HaBbIKK YCTHOW PeUuu H
KYJBTYpPbI IUCKYCCHU, HABBIKH MTPAKTUYECKOTO PEIICHUS 3a7a4.

PexoMeHnganuu mo H3YYCHUIO METOAUYCCKUX MaTEpHAJIOB

MeTtoauueckue MaTepyabl 0 AUCHUILITHHE TIO3BOJSIOT CTYACHTY ONTUMAIbHBIM 00pa3oM
OpraHW30BaTh TPOIECC W3YYEHUS JIaHHOW JUCHUIUIMHBL MeTOAMYecKue MaTepuaibl 10
JTUCIUIUIMHE TIPU3BaHBl MOMOYh CTYACHTY IMOHATH cHenu(uKy H3ydaemoro marepuana, a B
KOHEYHOM UTOT€ — MAaKCUMAJIHHO MOJTHO ¥ KAYECTBEHHO €ro OCBOMTH. B mepByro ouepean CTyIeHT
JIOJKEH OCO3HaTh MpeJHA3HAYCHUE METOAMYECKUX MATEpUAJIOB: CTPYKTYpPY, LUeNH U 3anayu. Jus
ATOTO OH 3HAKOMHUTCS C MpeaMOyJIol, OTJIABJICHHEM METOAMYECKHUX MaTephajoB, TOBOPS HHAUE,
OCYILECTBIISIET MEPBUYHOE 3HAKOMCTBO C HHUM. B paszzgene, NOCBSIIEHHOM METOAMYECKUM
PEeKOMEHIAUSIM TI0 M3YYCHHUIO TUCHUIUINHBI, TPUBOIATCS COBETHl 110 IJIAHUPOBAHUIO H
OpraHM3allii  HEOOXOAMMOTO IS  HW3YYeHHS  JUCIHUIUIMHBI ~ BPEMEHH,  OIHCaHUE
MOCJIeIOBATEIILHOCTH JACUCTBUHN CTyEHTa («CIICHAPUH M3yYEeHHs] TUCIHUIUINHBD)), PEKOMEHIAIINN
1o paboTe ¢ JUTEepaTypoOid, COBETHI IO MOJITOTOBKE K IK3aMEHY U Pa3bsICHEHUS 110 MTOBOLY pabOThI
C TECTOBOM CHCTEMOM Kypca M HaJ JOMAIIHUMH 3aJaHUSIMH. B 11eJJoM NaHHBIE METOAMYECKHUE
PEKOMEH/IAlMU CIIOCOOHBI OOJIETYUTh W3Y4YEHHE CTYACHTAaMH AWCIMILIUHBI U TOMOYb YCIEIIHO
caaTh 9K3aMeH. B pasmene, copepikamieM ydeOHO-METOIUYECKHE MaTepHasbl JIUCIUILIMHEI,
COJepKaHUE TMPAKTUYECKUX 3aHATUM MO0 AUCIUIUIMHE, CJIOBaph OCHOBHBIX TEPMHUHOB
IUCHHUILINHEL.

PexoMeHIalMu M0 CAMOCTOSATEILHON PafoTe CTY/IEHTOB

HeorbemiuembIM 371eMEHTOM YyueOHOIO Ipolecca SIBISETCS CaMOCTOATEIbHas padoTa
cryneHta. Ilpu camocrosiTenbHOl paboTe [qOCTUraeTcsi KOHKPETHOE YCBOEHHE Y4eOHOTro
MaTepuaia, pa3BUBAIOTCS TEOPETUYECKUE CIOCOOHOCTH, CTOJb Ba)KHbIE JJs COBPEMEHHOM
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IIOATOTOBKHU CIICHIHUAJIMCTOB. (I)OpMBI CaMOCTOHTeHLHOI\/'I pa6OTLI CTy,Z[eHTOB II0 OUCHUIIIINHEC:
HalMCaHWe KOHCIIEKTOB, TOJTOTOBKAa OTBETOB K BOIpPOCAM, HalMCaHHWE pedeparoB, pelieHue
3a/1a4, UCCieIoBaTeNbckast paboTa, BHIOTHEHUE KOHTPOIBHOU PaboTHlI.

3agaHus JUIsi CaMOCTOSITENIbHOW padOThl BKJIIOYAIOT B C€0S KOMIUIEKC aHAJTUTHYECKUX
3a/laHuil BBIMIOJIHEHUE, KOTOPBIX, MpEArojaraeT TIaTelbHOe H3Y4YeHHE HAydyHOW W Yy4eOHOI
JmTepaTprI, Hepnozmqecm/lx I/I3HaHI/II\/II, a TAKXXEC 3aKOHOIATCIBbHBIX U HOpMaTI/IBHI)IX )IOKYMeHTOB
npeqiaraemMeix B .64  «YyeOHas  nuTeparypa M pecypchl  UHGOPMAIMOHHO-
TEJICKOMMYHHUKAITAOHHON CETH «uTepreTy, y4eOHO-METOANIECKOE o0OecreyeHue
CaMOCTOSTENILHON paboThl O0yYarommMxcs MO AUCHUIUIMHE». 3aJaHus MPEJOCTaBISIOTCS Ha
IIPOBEPKY B IIEYaTHOM BHUJIE.

Pexomenganuu no padore ¢ JJuTepaTypoi

[Mpn m3yueHnn Kypca ydeOHOH IMCHMIUIMHBI 0c000€ BHUMAaHWE CIEeIyeT OOpaTHTh Ha
PEKOMEHAYEMYIO OCHOBHYIO U JIOTIOJIHUTENIBHYIO JTUTEPATYPY.

BaxHBIM 3J1€MEHTOM TOJTOTOBKU K CEMHUHApY SIBIISIETCS TIIyOOKOE M3ydeHHE OCHOBHOW H
JIOTIOJTHUTEIBHON JTUTEpaTyphl, PEKOMEHIOBAHHOM MO TEME 3aHATHs, a TaKXKe IEPBOMCTOYHUKOB.
[Ipu 3TOM 1MOJIE3HO TIPOUUTAHHYIO JIUTEPATYPY 3aKOHCIEKTUPOBaTh. KOHCIEKT TOHKEH OTBEYATh
TpeM TpeOOBaHUSIM: OBITh COAEP)KATENbHBIM, I10 BO3MOXKHOCTM KpPaTKUM M IPAaBUIBHO
0(OpPMIICHHBIM.

ConepkaTenbHBIM €ro CIeAyeT CYMTATh B TOM CIIydae, €Cl OH IepelaeT BCE OCHOBHBIC
MBICIIU aBTOPOB B LIEJIOCTHOM BHUJE. M310KUTH TEKCT KPATKO — 3TO 3HAYUT MEpeAaTh CoAepKaHue
KHUTH, CTaTbU B 3HAYMTENBbHOM Mepe cBOMMHM cioBaMu. IIpu 3ToM ciemyeT Hpuaep KuBaThCs
IpaBWja - 3alKChIBaTh MBICIL aBTOpa padOThI JUIIb MOCJIE TOrO, KaK OHa XOpouIo MoHsTa. B
TaKOM Cllyyae MOCTaBJIeHHas 1eNib OyJeT AoCTUrHyTa. LluTupoBaTh aBTOPOB U3ydaeMbIX padoT (c
00s3aTeNIbHON CCBHUIKOW HAa MCTOYHHMK) CIEAyeT B TeX CilydasiX, €CIM HaJl0 3alluChiBaTb OYEHb
Ba)XKHOE ONpeIeTICHUE WU MOJI0KEeHUE, 000011aroIuil BBIBOI.

Baxxno u BHemHee oQopmileHHE KOHCIEKTa. B ero Hauane Hajno ykaszaTh TeMy
CeMMHapa, [JaTy HaluCaHUs, Ha3BaHMWsS JIMTEPaTYpPHbIX MCTOYHHMKOB, KOTOpbIE OyayT
3aKOHCIIEKTUpOBaHbl. [1yOokas camocTosATenbHast paboTa HaJl HUMH OOECIEUUT YCIEIIHOE
YCBOEHHE M3y4aeMOM JAUCIUIIUHBI.

OmHUM W3  B@KHEWIIUX  CPENCTB  CEPbE3HOTO  OBNAJCHUS  TEOPHEU  SBISETCS
KOHCneKmupoeanue nepeoucmoyHuKos.

Jlnis cocTaBiieHUs] KOHCIIEKTa PEKOMEHAYETCs CHayala MpoYnuTaTh padoTy LEIMKOM, YTOOBI
YSICHUTB €€ OO CMBICI U cozepxkaHue. [Ipu 3ToM MOXKHO clienaTh IOMETKH O €€ CTPYKType, 00
OCHOBHBIX TOJIOXKECHUSX, BBIBOAAX, HAIO CTapaThCsl OTIMYaTh B TEKCT€ OCHOBHOE OT
BTOPOCTENIEHHOT0, BBIBO/IbI OT apI'yMEHTOB U JI0Ka3aTesIbCTB. EcM ecTh HEMOHATHBIE CIIOBA, HAZO B
SHIMKJIONETUYECKOM CJIOBape HAWTH, YTO 3TO CIOBO 00O3HAYaeT. 3aKOHYMB uTeHHE (maparpada,
IJIaBbl, CTAaThU) HAJIO 331aTh cebe BOIPOCHI TAaKOro poja: B uem rinaBHas mbicib? KakoBbl OCHOBHBIE
3BEHbs JOKa3aTelbeTBa ee? UTo BhITEKAeT M3 yTBEpXKACHHM aBTopa? Kak 3To cormacyercst ¢ Tem,
YTO y’K€ 3HaeTe O MPOYUTAHHOM U3 APYTMX UCTOUHUKOB?

SICHOCTD M OTYETIIMBOCTH BOCTIPUSITHS TEKCTA 3aBUCUT OT MHOTOTO: OT COCPEIOTOYEHHOCTH
CTYAEHTa, OT TEXHHKH YTEHHUS, OT HACTOMYMBOCTH, OT SIPKOCTH BOOOpPAKEHUS, OT TEXHUKH
(UKCUpOBaHHUS TPOYUTAHHOTO, HAKOHEI, OT OJPYJUIHA — OOmeid W B KOHKPETHO
paccmaTpuBaeMoi npoodieme.

Pe3ynpTaTroM mepBoHauaIbHOIO YTEHHUS JOJKEH OBITh MPOCTOM niaH mekcma u 4emkoe
npeocmasienue O HEACHbIX Mecmax, OTMEUYeHHbIX B kHure. [locime mnpenBapUTenbHOTO
O3HAaKOMJIEHHUS, IIPU IOBTOPHOM UTEHUM CIEAYET 6bl0eNUnmb OCHOBHblE MbICAU aA8Mopa U HX
pa3BUTHE B NPOU3BEIEHHM, OOpaTUTh BHUMaHHME Ha OOOCHOBAaHHME OT/EIbHBIX IOJOKEHHH, Ha
MeToabl M (OpPMBI JIOKa3aTelbCTBA, HauWOoiee spKUe TNpuMepel. B xome 9310l  paboThI
OKOHYATeJIbHO OTOMpaeTcsi Marepuan Uil 3alluch U OINpeNeNsercss €€ BUJ: NIaH, Me3ucwyl,
KOHCHEKM.
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[Inan 3TO0 KpaTKWii, MOCIIEOBATEIbHBIA IEPEUEHb OCHOBHBIX MBICIEH aBTOpa. 3aIuCh
MIPOYUTAHHOTO B BHJI€ TE3UCOB — ATO BBISBJICHHWE M 3allMCh OMOPHBIX MbICHel Tekcra. PazHuna
MEXJy IUIAHOM M TE3UCaMM 3aKJIIOYaeTCsl B CIEAYIOIIEM: B IUIAHE MBICIb Ha3bIBacTCs (CTaBb
BCEr/la BONPOC: O YeM TOBOpHUTCS?), B Te3ucax — (Gopmyiupyercss — (4TO UMEHHO 00 3TOM
roBopurcsa?). 3amuch OMNOPHBIX MBICIEH TEKCTa BakKHA, HO IIOJHOTO MPEACTABICHUS O
MIPOYUTAHHOM Ha OCHOBAHMU MOJOOHOM 3amMCH HE COCTaBUIIb. Ba)kHO OCMBICIUTH, KaKk aBTOP
JIOKa3bIBACT CBOIO MBICHIb, KaK yOeX/JaeT B HMCTUHHOCTH CBOMX BBIBOJOB. Tak BO3HHKAET
KoHcrnekT. dopMma 3amMcH, Kak Mbl YK€ OTMETHIIM, YCIIOKHSAETCS B 3aBHCHUMOCTH OT Liefeit
paboThI: MJIaH — 0 YeM?; Te3UCHl — 0 YeM? YTO UIMEHHO?; KOHCIIEKT — O 4YeM? 4TO UMEHHO? Kak?

Koncnekt — 3T0 KpaTkoe mocieAoBaTelbHOE H3I0KEeHHe cojepkaHusi. OCHOBY e€ro
COCTaBISET IIIaH, TE3UChl M BBIMMCKU. HenocTaTkm KOHCIEKTHPOBAHMS: MHOTOCIOBHE,
LUTUPOBAHUE HE OCHOBHBIX, a CBS3YIOIIMX MBbICIIEH, CTPEMJICHHE COXPAHUTh CTUIMCTUYECKYIO
CBSI3aHHOCTh TEKCTa B ymiepO ero Jiorudeckoil crpoitHoctu. [IpucTynaTe K KOHCIIEKTHPOBAHHIO
HEOOXOIUMO TOrJa, KOTJa CIIOKMJIUCh HaBBIKM COCTaBJIEHMSI 3alUCH B BUJAE Pa3BEPHYTOIO
HOJpOOHOTO IIaHa.

@dopma 3anucH MpU KOHCIEKTUPOBAHUU TpeOyeT 0coOOro BHHUMAHUS: Ba)KHO, 4YTOOBI
COOCTBEHHBIEC YTBEPXKIEHUs, PA3MBIIUICHUS HaJ MPOYUTAHHBIM, YETKO OTICSUIUCH MPH 3alMCH.
Pa3ymMHee BBIHOCHTH CBOM NMOMETKHM Ha IIWPOKHE MO, 3aUChIBATh Ha HUX JOIMOJIHUTEJIbHbBIE
CIPaBOYHbBIC JJAHHBIE, IOMOTAIOLINE YCBOCHUIO TEKCTa (JaTa COOBITHS, YIIOMSIHYTOI'O aBTOpaMH;
CBEJICHMSI O JIMIIe, HA3BAHHOM B KHUTI€; TOYHOE CcoJepkKaHue TepMmHHA). Eciu KoHCHeKTupyeTcs
TEKCT BHYIIUTEIBHOTO 00beMa, HEOOXOIUMO YKa3blBaTh CTPAHUIBI KHUTH, KOTOPbIE OXBAaThIBAET
Ta WJIM UHAs 4aCTh KOHCIIEKTA.

Jlns ynoOcTBa IOJIB30BAaHMSL CBOMMH 3alMCSMU BaXKHO O03arVIaBUTh KPYIIHBIE YacCTH
KOHCIIEKTa, NOJYepKHUBas 3a20.106ku. Crenyer NOMHUTh O Ha3HAYEHUH KpPAcHOW CTpOKH,
CTPEMHUTHCS K YeTKOH rpaduke 3amuceil — ycTynamu, KOJOHKaMmu. M3nmaraTh IJIaBHbIE MBICITH
aBTopa M HX CHCTEMY apryMEHTOB  HEO0OXOJMMO IPEUMYIIECTBEHHO CBOUMH CIIOBaMH,
nepepabarbiBasi TakuM 00pa3oM HH(OpMAIUIO,— TaK MPOXOAUT YSICHEHUE €€ CYyTH. MBICIb,
(bpasbl, MOHATHIE B KOHTEKCTE, MOTYT MpHoOpecTr 0oJiee MpoCTpaHHOE H3JI0KeHHe B 3amucu. Ho
TEeKCT OpHUIMHajla CBEpPTHIBAETCS, U CTYICHT, OTpadaThiBas JIOIMYECKOE MBILIUICHUE, YUUTCS
BBIJIETISITH TJIABHOE M 000011aTh OJJHOTUITHBIE CYXKIEHUs, 0lHOpoAHbIe (akThl. KpoMe Toro, nenas
3aMMCH CBOMMH CJIOBaMH, 0000111as1, CTyI€HT YUUTCS IUCbMEHHOM peun.

3HaHue oOLIell cTpaTeruu YTEHUs, TEXHUKU COCTaBJICHHE IJlaHa U TE3UCOB ONpENeNsieT U
TEXHOJIOTMIO KOHCIIEKTUPOBAHUS:

. BHUMATEJIBHO YUTATh TEKCT, MIOITyTHO OTMEYasi HEMOHATHBIE MECTa, HE3HAKOMbBIE TEPMUHBI U
NOHSTUS. Boinucams na nonsa 3HadeHNe OTMEUEHHBIX OHATHH.

o OpU TEpBOM 4YTEHUM TEKCTa HEOOXOAMMO COCTaBUTb €r0  HPOCHMONl  NAaH,
II0CJIEI0BATENbHBIN IIEPEYEHb OCHOBHBIX MBICIIEH aBTOPA.

J OpU IOBTOPHOM YTEHHU TEKCTa BBIACIATh cuUCHeMYy O00KA3amenbCme OCHOBHBIX
MOJIOXKEHUH pabOThI aBTOpA.

o 3aKJIIOYMUTENBHBIN 3Tan paboThl C TEKCTOM COCTOUT B OCMBICICHUU PaHEE OTMEUYEHHBIX MECT
Y X KPaTKOM 10CJIe10BATEIbHON 3aMHCH.

o IIPU KOHCIIEKTUPOBAHUU HYKHO CTPEMUTHCS 8bIPA3UML MBIC/Ib AGMOPA CEOUMU CLOBAMU,
3TO HloMoraet 6osee riIy00KOMY YCBOSHHIO TEKCTa.

. B paMKax paOOTbl HaJ| NEPBOMCTOYHUKOM BaXX€H yMeEINbl omoop yumam. HeoOxoaumo

YUUTHIBaTh, HACKOJIBKO SIPKO, OPHUTHMHAIBHO, CXKAaTO U3J0XKeHa MbICTb. LluTHpoBaTh
H€O6XOIII/IMO TC CYXIACHHUA, Ha KOTOPLIC BIOCICACTBUHM BO3MOXHA CCBIJIKA KaK Ha
ABTOPUTETHOE U3JI0KEHUE MHEHHUS, BBIBOJIA TI0 TOMY WJIM HHOMY BOMPOCY.
KoncnektupoBats 11e51ecoodpa3Ho He Ha OTACIBHOM JIMCTE, a B OOIIEH TeTpaju Ha OTHOU
cTpanuie Jucta. OOopoTHas CTOpOHA JHMCTa MOXKET OBITh HCIOJB30BaHA ISl JOMOJHEHUH,
HEOOXOAMMOCTh KOTOPBIX BBIICHHTCS B JajbHeIIeM. [IpW KOHCHEKTHPOBAaHWU JUTEPATYPHI
ClIeZlyeT OCTaBUTh IIMPOKHE IOJIA, YTOOBI 3amucaTh Ha HUX IUIaH KoHcrmekTa. [lomst MoryT ObITh
HUCIIOJIB30BAaHbl TAKXKC IJIA 3aIllMCH CBOHUX 3aMe‘-IaHI/II71, HOHOHHGHHﬁ, BOIIPOCOB. HpI/I BBICTYIIJICHUA
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Ha CEMHHAape CTYICHT MOXET TIOJbh30BAThCS CBOMM KOHCIEKTOM [UIS  ITUTUPOBaHUS
MIEPBOUCTOYHMKA. Bce oOywarommecss BHHUMATEILHO CIIYIIAIOT BBICTYIUICHUS OJHOTPYIITHHKOB,
OTMEYAIOT CIIOPHBIC WU OIIMOOYHBIC TIOJOXKEHUS B HUX, BHOCST MOMPABKH, MPEICTABISIOT CBOU
perieHust 1 000CHOBaHUS 00CYKIaeMbIX TTPOOJIEM.

B koHIe cemunapa, Korjaa mpernoaaBaTellb MOBOAUT UTOTH 3aHATHS, CTYIEHTHI C Y4ETOM
PEKOMEH/TallNI TPETNOIaBaTENsI U BBICTYIICHHH COKYPCHUKOB JOTIOHSFOT WIJIH UCTIPABIISIOT CBOU
KOHCTICKTHI.

PexoMeHgaMH MO MOATOTOBKE K l'lpOMG)KyTO‘-lHOfI aTTeCTalluu

K cnaue 3ayeta mno IMCUUILIMHE AOMYCKAIOTCS CTYJEHTHI, MOJTY4YUBIINE HE MeHbIIe 60
OayytoB TpW  Tekymed arrectanmuu. I[Ipw TOArOTOBKE K 3a4eTy CTYIACHT BHUMATEIHHO
POCMATPUBAET BOMPOCHL, IPEIyCMOTPEHHBIE B paboueil mporpaMme, U MpOI0JKAET 3HAKOMUTHCS
C PEKOMEH/IOBaHHOU nuTeparypoil. OCHOBOM NJIsi cAauM 3adeTa CTYICHTOM SIBIISIETCS W3y4YeHHUE
KOHCTIEKTOB 0030pHBIX JIEKIIU, MPOCIYIIAaHHBIX B T€YECHUE CEMECTpa, MHPOPMAIUH MTOTYICHHON
B pe3yjibTaTe€ CaMOCTOSITENIbHOM padOThl M MOJyYEHUE MPAKTUYECKUX HABBIKOB IMPH PELIECHUU
3a/1a4 B TEYEHUE CEMECTPA.

dyHIaMeHT JII000r0 y4eOHOr0o Kypca 3aKJIaJbIBAeTCs Ha JICKIIMOHHBIX W MPAKTHYECKHUX
3aHATHUSAX, & TaKXKe MPHU MOATOTOBKE K HUM. HeoOxonnMo BbIpabOTaTh Cephe3HOE OTHOIICHUE K
KOHCIIEKTY JICKIIUHA, KOTOPBIN JIOJDKEH B TTOJIHOM 00BEME OTpa)kaTh COJIEpKaHUE JICKIMi. 3anucu
JOJKHBI OBITh aKKypaTHbIMH. JKenaTenbHO 0C000 BBIACTUTH BCE OMNPEICICHUS M KIIOYEBBIC
MOMCECHTBHI JICKIIUH. Ocob60 CJICAyCT OTMETUTDH, YTO, HCCMOTPA Ha MPAKTUYCCKYIO HAIIpPpaBJICHHOCTD
CEMHHApOB U BBIIOJIHEHWE BCEX 3a/JlaHU Ha KOMIbBIOTEpE, CTyJAEHTaM He00X0IuMO
CaMOCTOSATCIIBHO 3allMChIBATh KIIFOUEBBIC MOMECHTHI SaI[aHI/IfI B KOHCIICKT, OOIIOJIHSAA JICKIIUH. B
Clly4ae HEJONOHMMAHMsS HEKOTOPhIX MOMEHTOB HEOOXOAMMO 00s3aTenbHO 00pammarbes K
IPETOAABATENIO 32 KOHCYJIbTAI[UEH.

Jlns  Oomee  yCHENIHOTO  OCBOEHHS ~ Marepwala  HEOOXOIMMO  HCIOIB30BaTh
JOTIOTHUTEIBHYIO JIUTEpATypy. YUYEOHUK HYXXHO HE TPOCTO YHUTaTh, a H3y4aTh, OCHOBOM
3alIOMUHAHUS SBIISETCS TOJIBKO MOHMMAaHUE MpounTaHHOro. HeoOxoaumo BeIpaboTaTh MPUBBIYKY
CUCTEMATUYECKOM CaMOCTOSITENIbHOM pPabOThI, «HATAaCKUBAHME» K JK3aMEHY WJIM 3a4eTy JaeT
ca0blif 1 TOBEPXHOCTHBIN Pe3ybTarT.

I[J'IH YCHCHIHOﬁ CIa4M 3a4cTa CTYACHT HOJIKCH 3HATH U IMOHUMATh JOCTATOYHO COJ'II/II[Hl)If/'I
o0bemM Marepuana. He oTkmagpiBaiiTe mpoliecc 3aydyWBaHUs Ha IMOCIETHUE THU TMEpe] 3a4eTOM.
HOI{FOTOBKa J0JIKHa BECTUCH C IICPBBIX J'IGKHI/Iﬁ.

6. YueOHas1 iuTepaTypa U pecypcbl HHPOPMANMOHHO-TEICKOMMYHUKAIIMOHHON CETH
"UHTepHer", BKJIHOYas  nepedyeHb  yuyeOHO-MeTOAMYECKOro  olOecrmedyeHus: s
CaMOCTOSITe/IbHOI Pa00oThI 00y4aIOIMXCH M0 JMCUMUIINHE

6.1. OcHoBHas UTEpaTypa.

l. OcHOBBI HHPOPMALIMOHHOM 6€301MaCHOCTH X035 ICTBEHHON AEATENbHOCTH:
yaebnoe mocobue / N.II. Muxue; BdO ®I'BOY BIIO «Poccuiickas akagemusi HapOIHOTO
XO034HCTBA M TOCYIApCTBEHHOM cimyxOb». — Bomrorpax: Wsn-so B® ®I'BOY BIIO
PAHXuI'C, 2013. - 144 c.

2. Ilmatonoe B. B. IIporpamMHo-anmnapatHele CpeACTBa  3allUThI
nHpopmanuu: yueOHuk. / M.: U3n. nentp "Axanemus". 2014.

3. Mamok, A.A. BBenenne B MH(GOPMAIMOHHYIO O€30MACHOCTh: y4eOHOE
nocoodwue. I'opstuas nuHus-Tenexom.2011. Pexnm JIOCTYyIIa:

http://www.iprbookshop.ru/11979.- 9bC «IPRbooks»
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6.2. lonotHUTEILHAS JIUTEPATYypa.

1. KysunenoB W.H. busnec-0e3onacHocTh [DNeKTpOHHBIN pecypc|: ydeOHoe mocobme. M.:

JamkoB u K. 2012. Pexxum noctymna: http:// www.iprbookshop.ru/10906.— 9bC «IPRbooks»

OBC Jlans http://lib.ranepa.ru/base/abs-izdatelstva--lan-.html#

OBC IPRbooks http://lib.ranepa.ru/base/abs-iprbooks.html

PnextporHOe U3atenseTso «FOPAUT http://www.biblio-online.ru

JoxTpuna uHbopmanronHon 6ezonacHocta PO (yTB. [Ipesunentom PD 09.09.2000).

3akoH P® “O rocynapcrsennoi taiine” Ne 5485-1 ot 21.07.1993 .

3akoH PO “O06 undopmarmu, THPOPMAIIMOHHBIX TEXHOJIOTHAX U O 3amuTe nHopmanun” No

149-@3 ot 27.07.2006

3akoH PO “O kommepueckoit TaitHe” Ne 98-D3 ot 29.07.2004 T.

bk V. UaTepHeT: npotokoibl 6e3onacHocTu: YueOHsiid kype. CII6.: ITutep-npecc, 2012.

10. 3uma B.M., Moagossa A.A., Moanossa H.A. be3omacHOCTh TIJ100adbHBIX CETEBBIX
texnonoruit. CI16: BXB-Ilerepoypr, 2014.

11. KomnbsioTepHas mpecTynHocTh M MH(popMaunoHHas 6e3zomacHocTth /Ilog obmr. pex. A. IL
JleonoBa. Mu.: APUJI, 2014.

12. Monnossa A.A., Monnossa H.A., CoseroB b.f. Kpunrorpadms. CII6.: M3nmarenscTBo
«Jlanp», 2013.

Nownhkwd

o o0

6.3. Y4eOHO-MeTOqUYECKOE 0O0ecIIedeHHe CAaMOCTOATEILHOH padoThI.

CamocrosrenbHas paboTa sIBISETCS HEOTHEMIIEMBIM 3JIEMEHTOM YydeOHoro mponecca. [lpu
CaMOCTOSITENIbHON paboTe JOCTUrAETCsl KOHKPETHOE YCBOCHHE Y4eOHOr0o MaTepuala, pa3BUBaIOTCs
TEOPETUYECKHE CIOCOOHOCTH, CTOJIb BaXKHbIE IJIi COBPEMEHHOW MOATOTOBKU CIIECIUAUCTOB.
@opMBl  CAaMOCTOSITENILHOM pabOThl CTYJIEHTOB IO JUCLUMIUIMHE: HAlUCaHUE KOHCIEKTOB,
IOJrOTOBKAa OTBETOB K BOIPOCAM, HamucaHHe pedepaToB, pelleHHe 3a/ad, UCCIeI0BaTeIbCKas
paboTa, BBIIIOJIHEHUE KOHTPOJIbHOU pabOThlI.

CamocrosarenbHass paboTa CTyJIEHTOB MO jaucuumiinHe «OcHOBBI HMH(OpMAIIMOHHON
0€30I1aCHOCTH X03AHCTBEHHOH JIeATEIbHOCTH BKJIKOYAET CIEAYIOIINE BUIbI padoT:

6.3.1. CamocTosiTeibHasA padoTa 10 U3yYEHUIO TeM TUCHUTIIHHBI

3amaHus AJI1 CaMOCTOSITENIbHOM pabOThl BKIIIOYAIOT B €0l KOMIUIEKC aHATUTHYECKHX
3alaHuil U DJIEKTPOHHBIX TECTOB BBIIIOJIHEHUE, KOTOPBIX, MPEAINOJAracT TIIATEIBHOE M3yYEHUE
HayyHOM M y4eOHOH IJuTepaTypbl, MEPUOAWYECKUX H3TaHMM, a TakKe 3aKOHOAATEIbHBIX U
HOPMATUBHBIX JIOKYMEHTOB Ipe/iaraeMbiX B 1.9 «YueOHO-MeToquuecKkoe U MHGPOPMAIMOHHOE
oOecrnieueHre AUCUUIIMHBIY. 3a/laHus MPEIOCTABIISAIOTCS HA MPOBEPKY B AJIEKTPOHHOM BHUIE WU
Ha OyMa)KHOM HOCHUTEIIE.

6.4. HopmaTuBHbBIEe IPABOBbIE JOKYMEHTBI.

3akoH P® «O rocynapcreenHou taitHe» Ne 5485-1 or 21.07.1993 .

3akoH P® «O06 nadopmaium, "HPOPMAIMOHHBIX TEXHOJOTHSIX M O 3aIIUTe
uHpopmanun» Ne 149-d3 ot 27.07.2006

3. 3akoH PO «O xommepueckoii Taiine» Ne 98-D3 ot 29.07.2004 r.

N —

6.5. UnTepHeT-pecypchbl, CIPABOYHbIE CHCTEMBbI.

1. http://base.garant.ru/ - cnpaBo4HO-TIOMCKOBasi cuctema «["apant»
2. http://www.consultant.ru/ - cipaBouHo-morickoBasi cucrema «Koncynbrant [Lirocy»
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http://lib.ranepa.ru/base/abs-izdatelstva--lan-.html
http://lib.ranepa.ru/base/abs-iprbooks.html
http://www.biblio-online.ru/

7. MaTepuaabHoO-TeXHHYecKas 0a3a, THGOPMALMOHHbIE TEXHOJIOTHH, IPOrPAMMHOE
o0ecrieyeHue 1 UHGOPMALMOHHbIE CIIPABOYHbIE CHCTEMbI

MatepuanbHO-TeXHUYECKOe olecredyeHrne IUCHUIUIMHBL «OCHOBBI  MH(MOPMalMOHHON
0€30MaCHOCTH XO3IHCTBEHHOM NESTETLHOCTH» BKIIOUAET B CEOS:

- JIEKIIHUOHHBIE ayJUTOPHH, 00OpYIOBaHHBIE BHICOMPOCKIIMOHHBIM 00O0PYAOBAHUEM JUIS
Npe3eHTAIN, CPEICTBAMH 3BYKOBOCIIPOU3BEICHHSI, IKPAHOM;

- TIOMEUIeHUsI IJIsl IPOBECHUSI CEMUHAPCKUX W MPAKTUYECKUX 3aHSATUH, 000pyJIOBaHHBIE
yueOHOi1 MebenbIo.

JlucuuniauHa TMOAJep)KaHa COOTBETCTBYIOIIMMH  JIMIEH3UOHHBIMU  MPOTPaAaMMHBIMU
npoxayktamu: Microsoft Windows 7 Prof, Microsoft Office 2010, Kaspersky 8.2, CIIC I'apanr,
CIIC KoHcynbTaHT.

[TporpammHbIe cpeacTBa oOecrieueHus yueOHOro Mpolecca BKIIOYAIOT:

- MporpaMMBbl Tipe3eHTarmoHHou rpaduku (MS PowerPoint — ajis moAroToBkM cinaioB u
MPE3EHTALINI );

- rekcToBbie pegakTopsl (MS WORD), MS ECXEL — ayis Tabiui, nuarpamm.

- kpunrocucreMy PGP;

- IPOTPAMMBbI-apXUBATOPbI;

- aHTUBUPYCHBIE IPOTPAMMBEI;

- rpadUYECKHUE PEIAKTOPHI;

- 0a3a JaHHBIX;

- IPOrpaMMa MEKTPOHHOI'O TECTUPOBAHUSI.

By3 o6ecnieunBaeT kaxaoro odydaronierocs pabo4mmM MECTOM B KOMIIBIOTEPHOM KJlacce B
COOTBETCTBUU C 00bEMOM H3yYaeMBbIX JUCHUIUINH, 00eCIeYrBaeT BHIXO B ceTh VIHTEpHET.

[Tomemienuss uisi CaMOCTOSITENILHOW pabOThl O0YYaIOUIMXCS BKJIIOYAIOT CIIEAYIONLYIO
OCHAIIIEHHOCTb: CTOJIbI ayAUTOPHBIE, CTYJIbs, IOCKUA ayIUTOPHbIE, KOMIIBIOTEPHI C MOAKIIOYEHUEM
K JIOKQJTbHOM CETH MHCTUTYTA (BKJIOYAsl MPABOBBIE CUCTEMBI) 1 IHTEpHET.

Jiis u3yueHus: yueOHON JUCIUILTUHBI UCIIONIB3YIOTCS aBTOMAaTU3UPOBaHHAs OUOIMOTeUHAs
nHpOpMaAIMOHHAs CHUCTEMa M DJICKTPOHHBIE OWOIMOTEYHBIE CHUCTEMBI: «YHHUBEPCHUTETCKAs
oubmmoreka ONLINE», «OnekrponHo-6ubnuoreunas cucrema wu3garensctBa JIAHbDby,
«INEeKTPOHHO-OMOIMOTeYHass cucTteMa uzaarenberBa «lOpaitty, «3neKkTpoHHO-OMOIMOTEeYHAs
cucrema [PRbooks», «Hayunas snexkrponnas 6udanorexa eLIBRARY» u ap.

HPUJIOKEHUE 1
DoHAbI OLICHOYHBIX CPEICTB
MPOMEKYTOYHOM aTTeCTAMHU
no aucuuniauHe 61.B.1B.03.01 «OcHoBbI MHGOPMAIIMOHHO 0€30MACHOCTH
XO03SIHiCTBEHHOM NeATEJLHOCTH»

BOHPOCLI K 3a4€Ty o JMCUUIJIMHE
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«OcHOBBI HHPOPMALMOHHOM 0€30I1ACHOCTH X03M1liCTBEHHOI 1eATEJIbHOCTH

l. [TonsaTue 3amuTh HHPOPMAITUK U UHPOPMALMOHHOM OE30MaCHOCTH.

2. OcCHOBHBIE COCTaBIISAIONINE HHHOPMAITMOHHON O€30MTaCHOCTH.

3. 3aKkoHOaTeIbHBIN YPOBEHb HH(OPMAIIMOHHON 0€30MacHOCTH.

4. KomnberorepHsie npecTyruieHus.

5. [TonsaTHe aTaku Ha HHPOPMALIMOHHYIO CUCTEMY.

6. Knaccudukanus atax.

7. Bupl NpOTHBHUKOB MM “HapyIuTeneil”, ux Kiaccudukarus.

8. Kanans! yreuku nndopmanuu.

9. ITonsiTve yrpo3sl.

10. HcTounuku yrpo3 1 ux kiaccuukamms.

11. Mogens yrpos.

12. AHanu3 BO3MOXKHBIX CLIOCOO0B HapyIIeHUH HH()OPMALIMOHHON CUCTEMBI.

13. [TonuTHka 6€30MACHOCTH U €€ peaTn3alys.

14. OcHOBHbIE OHATHUS KpUNTOrpaduu.

15. JIBa OCHOBHBIX HalpaBJICHUS B COBPEMEHHOW KpUITOrpaduu.

16. Knaccuueckue kpunrocucteMsl U ux knaccudukanus. [Ipumepsr.

17. Kpunroananau3 MHOroan(paBUTHBIX CHCTEM.

18. Kpunrocucrema: “Onnopa3oBslii 0J10KHOT .

19. Crannaptel LM(POBAHUS TaHHBIX.

20. Cucrempl mu@ppoBaHus, He TpeOyIOLINE NepeIayu KIoya.

21. Kpunrorpadus ¢ OTKpPBITHIM KIIOUOM.

22. DJeKTpOHHAs MOJIUCH U MPUHIIUIIBI €€ IPUMEHEHHUS.

23. PykoBonsmme nokymentsl ['ocrexxomuccuu Poccun.

24. Wnctpykuusa CTP-K. Pekomenganuu no 3amure KOHQUACHINATLHOW HHPOPMALIUY.
25. Pa3pemmrenpHas cucrema J0IycCKa.

26. MesxceTeBble SKpaHbI.

27. Texnonorus VPN-cerei.

28. VYrpo3sl nHpOpMaLIMOHHON Oe30macHOCTH NpHU padote ¢ MIHTepHeT.

29. ApXHUTEKTypa TUIIOBOW CUCTEMBI 3aLIUTHI OT HECAHKLIMOHUPOBAHHOIO JOCTYTIA.
30. WUnentuduxanus u ayreHtudukanus. [laponpHas ayreHTUGUKALNS.

31. [Toncucrema yrpasneHus JOCTynoM. Marpuna 10CTyIa ¥ CIIUCKY JOCTyIa.

32. [IporpammHuo-anmaparHsie cpeacTBa 3auuThl uHGpopManuu ot HC/I.

33. YcrpolicTBa BBOJA HACHTU(UKAIIMOHHBIX TPU3HAKOB.

34. KommuiekcHslit moixo/1 k o0ecneueHnto nHHOpMalMOHHONW O€301MacHOCTH OpraHU3aluy.
3S. [TepcnieKTHBBI pa3BUTHUS TEXHOJIOTUN oOecredeHnss HHPOPMALMOHHONW 6e30MMacHOCTH.

3agaHus 1J151 CAaMOCTOSITeIbHON padoThI:

Tema 1. 3ammra 0pUCHBIX TOKyMEHTOB.

PaccmarpuBaeMble BOIPOCHI:

3amura gokymeHToB Microsoft Word oT HecaHKIIMOHUPOBAHHOTO JIOCTYTIA.

3amura 1oKkyMeHToB Microsoft Word oT HeCaHKIITMOHUPOBAHHOTO U3MEHEHHS.

3amura gokymeHToB Microsoft Excel oT HeCaHKITMOHUPOBAHHOTO H3MEHEHHUSI.

3amura 1oKkymMeHToB Microsoft Excel oT HecaHKIIMOHMPOBAHHOTO JOCTYTIA.

3anaHus AJ11 CaMOCTOSITEIbHOTO BBIMIOJTHEHHUS:

3amura 1oKkymeHToB Word.

1. Coznaiite Ha qucke D: B manke Baliel rpynnsl nanky 3amura oguca.

2. HabGepure B penaktope Word mpou3BOJIBHBIH TEKCT U COXPAaHUTE €ro B Mamke 3aiuTa
oduca mox nmenem documentl.
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3. Beibepute menro CepBuc — Y CTaHOBUTH 3aIIHTY .

4. 3anpeTuTe JII0OBIC U3MEHEHUST KPOME 3aIMCH UCTIPABIICHUN 1 3a/1aiiTe mapoiib 12345.

5. IlompoOyiiTe OTpeJakTHpOBaTh CBOM TEKCT. YAaaUTe HEKOTOpble CIIOBa M JIOTHIIUTE
HoBele. [lonpoOyiite mpunsTh Bce ucnpasnenus (Cepsuc — Mcnpasienust — IIpuHATE/OTKIOHUTE
ucnpasienus). OOpaTUTe BHUMaHHE, YTO BCE H3MEHEHHMS B JOKYMEHTE (UKCUPYIOTCS, HO
MPUHSTH/OTKIIOHUTD X HEBO3MOXKHO.

6. 3akpoiiTe TOKYMEHT, COXPaHUB €rO0.

7. OTKpoiiTe JOKYMEHT U MONpOoOyHTEe NPUHATH UCTIPABICHUSI.

8. CHumure 3amuTy JoKyMmMeHTa. Bpibepute MeHio CepBuc — CHATH 3alllUTy U BBEIHTE
apoJb.

9. IlonpoOyiiTe NpUHATH BCEe UCTIPABIECHUS. Y OeIUTECh, YTO UCIPABICHUS IIPUHSTHI.

10. 3aHOBO 3alIUTUTE TOKYMEHT, KDOME 3alUCH UCIIPABIEHUN U 3aKPOUTE €r0, COXPaHUB.

11. HaGepure HOBBII AOKYMEHT (OTIMYHBIA OT NEPBOr0) U COXpAaHUTE €ro (IoJ MMEHEeM
document?) B mamnke 3amntura oduca.

12. YcraHoBUTE 3allUTY ATOTrO JOKYMEHTa, BbIOpaB MeHI0O CepBUC — Y CTaHOBHUTH 3aLIUTy U
3anpeTuB JiIoOble U3MEHEHHsI KpOME BCTaBKU puMeyaHuil. 3agaiite naposp 12345.

13. [onpoOyiiTe OTpeaKTUPOBATH JOKYMEHT.

14. BcraBbTe 1Ba puMeyaHus K J100bIM (pparmMentam. Mento Beraska — [Ipumeuanue.

15. IlonpoOyiiTe U3MEHUTH OJJHO IPUMEUYAHHUE U YIATUTh IPYTOe.

16. 3akpoiiTe TOKYMEHT, COXpaHUB €TO.

17. Co3paiite Tpetuit JokymMeHT B Word, coxpaHuTe ero B namnke 3ammra opuca 1noja uMeHeM
document3. YcTaHoBUTE Ha HETO 3aIIUTY, 3ANPETUB JIFOOBIC U3MEHEHUS, KPOME BBOJA JTAHHBIX B
noist gpopm. 3agaiite mapoib 12345.

18. IlompoOyiiTe oTpenakTupoBath AOKyMEHT. IIpocMoTpuTe myHKTBI MEHIO, 4YTOOBI
BBISICHUTH Baliy BO3MOKHOCTH 10 pEJaKTUPOBAHUIO JOKYMEHTA.

19. CHuMuTE 3a1IUTY C JOKyMEHTA.

20. Pa3Oeiite Bam JOKyMEHT Ha JBa pasjena. (YCTaHOBUTE Kypcop B MECTO pa3pbiBa U
BbIOepuTe Menro BeraBka — Pa3peiB — HoBEIH pa3zen Ha Tekylel CTpaHuIie).

21. YcraHoBHTE 3aLIUTY Ha JOKYMEHT, 3alIPETUB JII0ObIe U3MEHEHUs, KpOME BBOJIA JJAHHBIX B
nosist popm. Mcnonw3ys kHonky Paszaensl, ycTaHOBUTE 3alpeT TOJIbKO Ha BTOpoil paszaen. [lapois
12345.

22. IlonpoOyiiTe oTpeaakTUpOBaTh MEPBHIN U BTOPOM pa3/ieibl JOKYMEHTA.

23. 3akpoiiTe TOKYMEHT, COXPaHHUB €rO.

24. Co3pnaiiTe 4eTBEpTHIA OKYMEHT B penaktope Word u coxpaHuTe ero B Make 3aiiura
oduca nmox umenem document4.

25. Beibepute meHto Cepsuc — [TapameTpsl, 3ateM Bkiiaaky CoxpaHeHHeE.

(Ecniu Bbr paboraere B Word2t3 wnm XP, To Hajgo BbIOpaTh BkIaAKy be3omacHOCTS.
[TocMoTpuTEe BO3MOKHOCTH 3TOW BKJIamku. OOpaThTe BHUMaHHE Ha (IaXXOK «YIalsTh JTHYHBIE
CBe/leHUs U3 (paiiya MpH ero COXpaHEHUn»).

26. 3amaiite maposb 7777 Ha OTKpBITHE (Daiina.

27. 3akpoiiTe (aiin, coXpaHHUB €ro, 3aTeM MomnpoOylTe OTKpbITh. [lompoOyiite BBecTH
HENPaBUJIbHBIN MapOJb, a 3aT€M OTKPOITE JOKYMEHT C IMPaBUIILHBIM MTApPOJIEM.

28. Co3paiiTe maThld JOKyMeHT B penaktope Word u coxpaHuTe ero B make 3amura oguca
noj nMeHeMm documents.

29. Beibepure MeHto CepBuc — Ilapamerpsl, 3aTtem Bkiaaky besonacHocts (CoxpaHeHue Juis
Word2000) u 3anaiite nmaposib pazpemieHus 3anucu 9999.

30. 3akpoiiTe JOKyMEHT, COXpaHHB €ro W HONpOOyHTEe CHOBAa OTKPHITh. BriOepute pexxum
TONbKO uTeHHs. OTpemakTHpyWTe NOKYMEHT M momnpoOyiite ero coxpaHuTb. CoOXpaHUTE Kak
document5 1.

31. [HompoOyiite oTKpHITH (paiin documentS 1.

32. 3akpoiite Bce (ailibl U MOKAKUTE Pe3yibTaT MPernoaaBaTelio.

3amuta nokymeHToB Excel.
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1. 3anyctute Excel u co3naiite ciaenyromnryto Tadauiry
ol71e) Oknag, Mpemna UToro

2. 3anonHuTe ee JUIsd MPOU3BOJIBHBIX TPEX YEJIOBEK, BBOJS IIPOU3BOJIBHBIE YKCIA U CYMMUPYS
ux B rpade HUtoro.

3. [TocTpoiite KpyroByro auarpammy mo crosoiy Mroro.

. Coxpanute (aiin B manke 3amura opuca moJ MMeHem probal.

. CoxpanuTe 3TOT ke (aitn B manke 3amurta oduca emie pa3 moa MMeHeM proba?2.

. 3akpoiite Qaiin proba2 u oTkpoiite ¢aiin probal.

. Bei6epute mento Ceppuc — 3ammra — 3alUTATD JUCT U 3a1aiTe napoisb 1111.

. IlompoOyiiTe oTpenakTupoBaTh aucT. [lepeiinute Ha JIuct2 u monpoOyHTe BBECTH JaHHBIC.

9. YcraHoBuTE 3alIMUTy BTOPOTO JIMCTA C mapojeM 2222,

10. Cuumute 3amury c Jlucral. Ucnonbe3yiite meHto CepBuc — 3amura — CHATh 3alIUTy
JHCTA.

11. Ycranosure 3amuty Jlucral, oTMeTuB TosbKO (hiaskok 3amura JIMCTa B OTHOILCHUH
00BbeKTOB ¥ 3a7aB mapoas 1111.

12. TlonpoOyiiTe M3MEHUTH AaHHbIE B stueiikax. [lonpoOyiite u3MeHUTh AUarpammy.

13. 3akpoiite aiiy, COXpaHUB €TO0.

14. Otkpoiite ¢aitn probal u mompoOyiiTe BHECTH M3MEHEHMs Ha MEPBBIM JHCT, 3aT€M Ha
BTOPOM.

15. 3akpoiite ¢aitn probal u oTkpoiite aiin proba2.

16. Bridepute mento CepBuc — 3amura — 3amUTUTh KHUATY. OCTaBbTE OTMEYECHHBIM TOJIBKO
¢naxok Ctpykrypy M 3ajaiite maponb kniga (mpoBepbTe, yTOOBI OblUIa BKJIIOUEHA AHTIIMHCKAs
packiiaaka)..

17. IlonpoOyiiTe N3MEHUTH JaHHBIE HA JHUCTE. Y OeTUTECh, YTO U3MEHEHUSI BO3MOXKHBI.

18. IlompoOyiite yaamuTh NHepBbIA JUCT (Mp. KHONKAa MBIIIKM Ha SPJBIKE JIUCTA BHU3Y
CTpaHULbI).

19. 3akpoiite aiin, coxpaHUB U3MEHEHUS, U 3aHOBO OTKpoiiTe ero (proba2).

20. Caumute 3amury ¢ kHuru. Mento Cepsuc — 3amura — CHATh 3aIIUTy KHUTH.

21. YcraHoBuUTE 3alIUTy KHUTH, OTMETUB 00a (h1a’kka U yCTaHOBUB MapoJb kniga?2.

22. TlonpoOyiiTe U3MEHUTH ITaHHBIE HA JIUCTE.

23. Beibepute MeHt0o OkHO — CKpBITh U BBEIUTE MapOJIb.

24. 3akpoiiTe (aill, COXpaHUB U3MEHEHHS.

25. Otkpoite ¢aiin proba2. Yoenurech, 4To OKHO HE OTOOpaKaeTCsl ¥ TAaHHBIE HE BUTHBI.

26. Bribepure mento Oxao — OTOOpa3uTh U BBEAUTE MAPOJIb.

27. CkpoiiTe OKHO U 3aKpoiTe (aiisl, COXpaHUB U3MEHEHUSI.

28. Ilokaxkure pe3yabTaT NPENnoJaBaTelo.

29. CHuMHUTE 3alIMTYy CO BCeX Ballux (aiiyos.

JIureparypa:

www.microfoft.com

JlekmoHHBIN MaTepHail.

03N DN K

Tema 2. [TocTpoenue Moaenu yrpos.
PaccmarpuBaemblie BOIPOCHI:

Knaccudukanus arax.

Kanans! yreuku nndopmanuu.

ITonsTHE yrpo3BbIL.

WcTounuku yrpo3 1 ux kinaccudukaus.
ITocTpoenue Monenu yrpos.

3anaHus AJi1 CaMOCTOSITEIbHOTO BBIMIOJTHEHUS:
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http://www.microfoft.com/

[Toctpoiite Momens yrpo3 Ajsi HEKOTOPOW OpraHW3allid, 3alOJHUB MpUaraeMyro TaOIuily
Tak, 4TOOBI B siUeliKe cTosuia «l», eciam yrposa, yka3aHHas B JaHHOW CTPOKE MPUMEHHUMA JIJIst
00BEKTa, YKa3aHHOTO B JAHHOM CTOJIOIIE.

mar
HUT Cpeac
Konup PeA
Hbl [CeT TBa
osanb e|b noap
mo [Cuc|kna|MNp| HoO- Ten .
Hoclane HOM n
HUT| T [BMA|MHT| MHOX ed
MNepeyeHb NCTOYHUKOB uTe|KTp oxpaH
Nyt peanusauum op |6no|Typ| ep | utenn OH .
yrpos v lonn HOM
bl | KW | @ | bl | Hble bl
WH |TaH CUrHan
annap
&- | na M3aum
aTbl
um "
"

AHTPONOreHHble UCTOYHUKMU Yrpo3

NHTepec uyYTeuka 3a cyet areHToB

npefHamepeHHble BusyanbHan u ¢oTo pasBesKa

neicTBuA  KpUMUHANLHBIXE 5o kppoBanme MHbOpMaLMK
4 [crPyrTyp M npectynhbi

Moaudukauma nudopmaumm

rPynnnpoBok; YHMUTOMKEHWE MHPOPMaL MM
MpumeHeHWe 3aKkNafoK
Pernctpaums HaBoAOK
MpeaHamepeHHble YTeuka nHbopmaumn
[neicrams BusyanbHas 1 ¢poTo pa3BesakKa
BCNOMOraTeNbHOro BnokuposaHue nHGopmaLmm
2 [nepcorana (ybopuwmkn, Moaundukaumna nudopmaymm
oxpaHa)

YHUUTOXKEeHWe nHbopMmauum

MprmeHeHme 3aKkNagok

Owwnbkn nonb3osatenein  |bAOKMpPOBaHUE UHPOPMALMM
3 MoauduKkaumna nudopmaymm
YHUUTOXKEHWE MHbOpMauum

OwnbKM nporpammnctos  |bAOKMPOBaHUE UHPOPMALMM
4 MoauduKaumna nudopmaumm
YHUUTOXKEHWE MHbOpMauum

[TexHoreHHble UCTOYHUKU Yrpo3

Cbou B KaHanax nepepgauyn|baokMpoBaHue nHopmaLmn
5 |u cpepcTBax cBA3y;

YHUUTOXKEeHWe nHbopMauum

C6oun B cpeacTBax|bNOKMpPOBaHME MHPOPMaLLMK

6
SNEeKTpONUTaHUA YHUUTOXKEHWE MHPOopMaumm

Bo3amoskHOCTb  aBapuit  BlBioKkMpoBaHue nHpopmamm
MHMKEeHEepPHbIX

7 (BogoCHabKeHUs,
KaHanusaumm)
KOMMYHUKALIMOHHbIX CETAX

[/ HnuTOREHME MHbopmaLmm

BHelwHWe CTUXUITHbIE UCTOYHUKKU

B0O3MOXKHOCTb yparaHos YHUUTOXEHWE nHbopMmaumnm

BnokuposaHue nHpopmaumm

Bo3MOKHOCTb aBapuUYHUUTOXKeHWE MHbOoPMaLUn
9 [6namnsnexawmx
NPOMbIW/IEHHbIX 0BGBLEKTOB

BrokuposaHue nHpopmaunm
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10 [Bo3morKHOCTb noXKapos YHMuTOXKEHNE NHPOPMaL MK

Jlureparypa:
1. JlekmoHHbBINH MaTepuall.
2. OcHOBBI HHPOPMALIMOHHOM 0€30MACHOCTH X03sICTBEHHOM IEATEILHOCTH: y4eOHOe

nocobue / N.I1. Muxnes; BO ®I'bOY BIIO «Poccuiickas akageMus HApOIHOTO
X034HCTBa U TOCYJApCTBEHHOM ci1y)0b1». — Bonrorpan: U3a-s0 BO ®I'BOY BIIO
PAHXwuI'C, 2013. — 144 c.

3. [Tnaronor B. B. [IporpamMHo-anmnapaTHbIE CpEICTBA 3aIUTHl HHPOPMAIUH:
yueOnuk. / M.: U3a. nentp "Axkanemus". 2014.

Tema 3. Kitaccuueckue KpunTocucTeMbl.
Paccmampusaemvie sonpocuwi:

4. Kiaccuueckas kpunrorpadus.
Kpunrocucrema Llesaps.
Kpunrtocucrema Buxenepa.
IIpaxTrueckas peanusanus cucteMsl Buxkenepa.
[Tonsitne MHOTOATI(ABUTHON KPUIITOCUCTEMBI.
. Kpunroananus MHOroanpaBUTHON KPUITOCHCTEMBI.
0. Kpunroananus cuctemsl Buxenepa.
1. Kpunroananus cuctembl «O1HOPa30BbIN OJIOKHOTY.

3adanus ona camocmosamenbHo20 8bINOIHEHUSA!

1. Otkpoiite ¢aitn CRYPTO1.XLS 1 nocMoTpuTe Kak peann3oBaHa cuctema Bikenepa.

2. Coznaiite B Excel cienyromnyro Tabauiry
OTKpBITBINA TEKCT
[Tapons
Kox OykB Tekcra
Kox 6ykB maposis
CyMMa KoJI0B OYKB
CyMMa 1o MOIYJIIO
Kpunrorekcr

3. Beequte B epByI0 CTPOKY MPOU3BOJIBHBIN TEKCT 1O OHOM OYKBE B KAXKIYIO STYCHKY.

4. BBeauTte BO BTOPYIO CTPOKY TaOIMIIBI TPOU3BOJIBHBIN MAPOJb MO OJHONW OYKBE B KaXKIYIO
aueiiky. Ecnu juinHa maposis MeHblIe JUIMHBI OTKPBITOTO TEKCTa, TO HAa4HUTE HAOOp maposis
JaJIbIIE, I0KA HE 3aKOHUYUTCS OTKPBITBIN TEKCT.

5. Ucnons3ys pynkuuo KOJCHMB, 3anonHuTe 4eTBEpTYIO U MATYH0 CTPOKH TaOIMIIBI [T
OTIpeJIeNIEHUs KOJIOB KaXKA0H OyKBBI OTKPBITOTO TEKCTA U MapoJIsl.

6. B 14101 CTpOKE CIOKUTE TPETHIO U YETBEPTYIO CTPOKH.

7. Ecnu B msATON CTpOKE CyMMa MpeBBIMIAeT 255, TO B MIECTON CTPOKE HEOOXOJUMO OTHSTH
255 ot yucna B nsaToi ctpoke. Mcnonp3yitte pynknuto ECJIN.

8. B ceapmoil ctpoke mosyunte OyKBBI 3alIM(POBAHHOTO TEKCTA, WUCHOJB3YS (PYHKIHUIO
CUMBOJL

9. CaMOCTOSTENIbHO, MUCIONB3Ysl ONKCAHHbIE BbIIE (DYHKIMH, paciiupyiiTe MOTyYEHHBINH
KpunToTekcT. [l 3Toro co3paiite HUXKe MepBOM TaOIUIBI BTOPYIO TaOIUILY.

10. Pacimmdpyiite Tekcr:

KCArz sl YHKOO6Xbr UbAbrdrxUIIA'

UCHoNb3ys napoib «umdpy». Ilpu Habope TekcTa npomycTuTe Npodesbl MeXIy OyKBaMu.

11. Pacindpyiite Tekcr:

EblAxIICo bBoYOn Ulx VbIzII®dDd llan 30 D23 63PwmMH
ak3

HE 3Hasl apoJisl, HO 3Hasi, YTO B 3aIIM(POBAHHOM TEKCTE €CTh CIIOBO «UCTHHYY.
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Jlumepamypa:
1. JlexuroOHHBIN MaTepHal.

2. OcHoBbI HHPOPMAITMOHHOI 0€30MaCHOCTH X03iCTBEHHO J1eATEIbHOCTH:
yaebHoe ocooue / N.I1. Muxuen; BO ®I'BOY BIIO «Poccwuiickas akagemMusi HApOIHOTO
X0351CTBA M TOCYIAPCTBEHHOM City)0b». — Bonrorpan: M3a-so BO ®I'6OY BITO PAHXul'C,
2013. - 144 c.

3. [InaronoB B. B. I[IporpamMHo-anmnapatHbie CpeIcTBa 3alIUThI
uHpopmanuu: yueonuk. / M.: Uzn. uentp "Axkagemus". 2014.

Tema 4. Kpunrorpagust ¢ 0OTKPBITBIM KJIHY0M.
Paccmampusaemvie sonpocwi:

Kpunrorpadus ¢ OTKpPBITHIM KIIOUOM.

I'enepanus karoueBoit napsl B mporpamme PGP.

Opranuzanys oOMeHa KITFOYaMH.

[[ndpoBanune nanapix B PGP.

IToHsiTHE DIIEKTPOHHOM IOAIIHCH.

3anmTa JOKYMEHTOB JIEKTPOHHON MOANUCHIO B mporpamme PGP.

[IudpoBanue u MEKTPOHHAS TOAMHUCH T0KyMeHTOB B PGP.
3a0anus 0nsa camocmosamenbHo20 GblNOIHEHUSL:

1. 3ammyctute PGPtools (ITyck — I[Iporpammsr — PGP — PGPtools)

IlosiBuTCS Manens

NN B WD —

25 PGPtools

Al

2|22 7
2. Boibepute j1€ByI0 KHOMNKY € ABYMs Kitodamu. 3amyctutcs moayib PGPkeys co crimckom

Bcex Kkioued Ha Bamem kommbroTepe. B mome Description yka3zaHo, KakOW 3TO KIIFOY: TOJBKO
OTKpHITHIN (public key) mnun kinroueBas mapa, T.€. OTKPBITBIM U CEKPETHBIN KiTtou B KoMIuiekTe (key

pair).

e
(v o
3. Co3paiiTe HOBYIO KIIIOUEBYIO Mapy, Ha)KaB Ha KHOIIKY \Z ¥ BBITIOJHUB BCE IIAard MacTepa
CO3JaHUs KIIOYEH.
4. Cozpaiite Ha qucke D: nanky ¢ Ha3BaHueM Bameil rpymnimsl.

5. DKCIIOPTUPYUTE CBOM OTKPBITHIN KJIKOY B ATY MAIKy, Ha’KaB Ha KHONKY —— U YKa3aB MyTh
no Bameit manku. B kauectBe HazBanwus (aiina ¢ KirouoM ykaxkure Bamry dhamunmro.

6. Cxonmupyiite Bam daitn Ha cepep (Server606) B manky PublicKey.

7. UMmoptupyiiTe U3 3TOH Manku YbH-THO00 APYrue OTKPHITHIE KIIOYH. I 3TOro HaXXMHUTE

]

Ha KHOIIKY = BbIOEpUTE MyTh U Ha3BaHUE (Qailna.

8. 3akpoiite okHO PGPkeys.

9. 3anycture Word u HabepuTe HUCBMO KOMY-IHO0O, 4Yel KIIOY Bbl HMMIIOPTHPOBAJIH.
CoxpaHuTe 3TOT TEKCT B BallI€H MaIlKe.

10. 3ammdpyiite 3TOT ¢aia OTKPBHITHIM KJIFOYOM 3TOTO ToJib3oBaTess. JJig 3Toro HaXXMuTe

=]
KHOTIKY =T Ha nanenu PGPtools, ykaxuTte myTh u Ha3Banue Bamiero aiina, a 3arem K04 B
nosiBuBIIeMcst okHe. Coxpanute 3ammppoBaHHbIN (aiin B Bameil manke mox damunueit Toro,
KoMy BrI nucanm.
11. Cxomnupyiite 10T (aiin Ha cepsep (Server600) B manky TextPGP.

12. Cxonmpyiite u3 3To# nanku B Bamny nanky Ha qucke D: daiin, anpecoBanHbiii Bawm.

35



=]
s
13. Pacmm¢pyiite 3TOT (paiin, HakaB KHOIKY St WIA JBaXAbl LIETKHYB IO HEMY
MBIIIIKOH, a 3aTeM BbIOpaB Bai kito4 B crivcke Kiitouei.
14. Cozpaiite eme oaMH JAOKyMEHT B penakrope Word, coxpanus ero B Bameil manke Ha
mucke D:

15. Hoanummure 3T0T (haily Barield 3IEKTPOHHON MOANHUCKHIO. J[JIs1 3TOro HaKMUTE KHOIKY

E
Ha manenu PGPtools, ykaxkute myTh u Ha3zBanue Bamero ¢aiina, a 3atem Bam kirou B

IMOSIBUBIIIEMCS OKHE.

16. Obparure BHMMaHue Ha (aiin moamwcu B Bamied mamke. OTKpPOWTE €ro JBONHBIM
IIESITIKOM.

17. OtkpoiiTe moanucanHblii Bamu ¢aiin 1 n3MEHUTE ero, COXpaHWB U3MEHEHHS Ha JIUCKE.

18. Otkpolite ¢ain NMOANMKMCH ABOMHBIM IIEIYKOM €Ile pa3. YOeauTech, YTO MOJIUCH HE
JICUCTBUTENILHA.

19. Coznaiite HOBBII HokyMeHT B Word. HaGepure HeOobIIoe MpeiioxKeHne U CKOMUpPyHTe
ero B Oydep oOmeHa.

20. IIenKHUTE MBIIIKON MO KHOTIKE E Ha TIaHeIy 331249 B TPABOM HUKHEM YTITy.

21. B nosBuBmemcs Mmenro Beibepute Encrypt Clipboard u ykaxkute Bam kimrou.

22. Ha uyuctom mecte Bamiero moxymeHTa BcTaBbTe TeKCT U3 Oydepa oOmena (IIpaBka —
BceraButs). [osiBuics 3amm@poBaHHbBIN TEKCT.

23. Cxonmpyiite ero B Oydep oOMeHa U Mo aHAIOTHH C MH(poBaHUEM pacmuppyuTe ero,
BbIOpaB myHKT Decrypt& Verify Clipboard.

24. BeraBbTe pacinppoBaHHBIN TeKCT U3 Oydepa oOMeHa.

Jlumepamypa:
1. JlekuunoHHBIN MaTepual.

2. OcHoBbl HMH(MOPMAIIMOHHONH 0€30MaCHOCTH XO3SHCTBEHHOW JAEATENbHOCTH: YydeOHOe
nocodbue / W.II. MuxuaeB; BD® ®I'BOY BIIO «Poccuiickas akamemusi HapOIHOTO
XO34HCTBAa M TOCYIApCTBEHHOH ciyk0b». — Bonrorpaa: M3n-so BO ®I'BOY BIIO
PAHXwuI'C, 2013. — 144 c.

3. IInaronoB B. B. IlporpamMMHo-anmapaTHble cpencTBa 3alIUTHl HHPOpPMALUU: yuyeOHUK. /
M.: U3na. uentp "Akagemusa". 2014.

4. Bsenenue B kpurnrorpaduto/ [Tox odmr. pea. B.B. SAmenko. — M.: MITHMO “YePo”,
2013.

5. http://pgp2all.org.ru

Tema 5. 3amura 0a3 nanabix Microsoft Access.
Paccmampusaemvle 6onpocwi:
[Toctpoenue 6a3bl nanHbIX B Microsoft Access.
3amuta 6a3bl TaHHBIX OT OTKPBITHSI.
ITonb3oBaTeny U rpymsl.
[TaponpHas 3amura.
Pasrpannuenue npas gocryra.
3a0anus Ons camocmosimenbHO20 GbINOIHEHUSL:
1. Co3paiite Ha aucke D: B mamnke Bamei rpynmnsl 6a3y nanasix Cexper
2. Cozpaiite TabiuIly B peKMUME KOHCTPYKTOpa (T10JIe TOMEUECHHOE * SIBJISICTCS KITFOUEBBIM) U
COXpaHUTE ee N0 UMEHEM AHKETA.

i e

Hma moas Tun gaHHBIX
Kon CueT4uk

OO TexkcToBbIf
Anpec TexcToBbIN
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] Tenehon | TexcToBbIN |

. BBenute B TaOnMIly TpU 3aMuCH.
. YcTaHOBUTE MAPOJIBHYIO 3allIUTY Ha 3Ty 0a3y AaHHBIX (mapoib 1234)
. Co3naiite Ha nmucke D: B mamnke Bareii rpymnmsl 6a3y nanabix Jloctym.
. Co3pmaiite u1st 3TOM 6a3bl TAaHHBIX IPYMIIEI ToJb30BaTenei Student u Others
. Coznaiite B rpynme Student mosib3oBaTesns o1 cBoel amMuiuelt 1 mosib3oBatens Studentl.
. B rpymme Others co3naiite nons3oBatens Friends u monb3oBatens Guest.

9. YcranoBute napoiib agrMuHucTpaTopy (admin) 6a3el JaHHBIX (00s13aTeIbHO 7777).

10. YcranoBute nmapoiu AJis CO3aHHBIX BAMH T0JIb30BaTeNIeH (MApOJIM COBMAAAIOT C UMEHEM
MOJIB30BATEIS ).

11. YcranoBute npasa JocTyma K 0a3e JaHHBIX Ui rpynnbl Student Ha Bce AEHCTBHS, KpOMe
aJIMMHHUCTPUPOBAHUSL.

12. VYcranoBure mpaBa gocTyna K 0Oasze maHHbIX Juig rpynnsl Others TONBKO 4YTEHHE H
no0OaBJIeHHE TaHHBIX.

13. YcranoBute 1 rpynisl Users paBa TOJIbKO Ha YTEHHE JaHHBIX U MAKeTa.

14. Tlokaxute pe3ysbTaT IPEnoaaBaTeto.

15. CaumuTe napoiab aAIMUHUCTpATOpa

Jlumepamypa:

03O\ L W

1. JlekumoHHBIN MaTepua.
2. www.microsoft.com

Tema 6. IlpakTyeckoe NpUMeHEeHHEe MeKCeTeBbIX IKPAHOB.
Paccmampueaemvie sonpocwi:

1. [ToHsiTHE ME)KCETEBOTO IKpaHa.
2. [Tpuniuns! paboTsl ¢ nporpammoit Firewall Outpost.
3. Hactpolika mporpaMMHBIX MOYyJIEH.

3adanus 0ns camocmosmenbHo2o 6bINOJIHEHUS:

Outpost Firewall

1. 3arpy3ure nporpammy Outpost Firewall.

2. Beibepure nyHkr Cemesas axmuenocms. OKHO CclpaBa COACPKHUT HHPOPMAIUIO O
TEKYIUX COCIUHEHMSX MPUIIOkKEHUH ¢ ceThro. [lonmpolyiiTe momyuyuTh HHPOPMALIUIO 110 KAKOMY-
HUOYIb TIYHKTY.

3. Boibepure myHKT Omkpvimosie nopmusi. OKHO COAEPKHUT MH(OPMAIMIO O TOM, KaKMMHU
poleccaMy Ha KOMIIBIOTEPE OTKPBITHI OIIPEIEICHHBIE TOPTHI.

4. TlpocmoTpute NMyHKTHl Paspewennvie U 3abnokuposanHvle, KOTOpbIE cOAepkKaT OOLIYIO
CTaTHCTUKY II0 COEIUHEHUSIM.

5. Beibepute nynkt DNS. KamupoBanue 3anpocos (T.e. cOXpaHeHHe 0TBeToB B 6aze Outpost)
Kk DNS no3BosnsieT cokpaTuTh BpeMsl OTKPBITHUS CTPaHUIL], KOTOPbIE ObUIM MOCEIIEHbI paHee 3a CUET
TOTO, YTO KOMIIBIOTEPY HE HYXKHO OyAeT mepen OTKpbITHeM oOpamatbes k DNS cepepy ans
onpenenenus IP agpeca OTKppIBa€MOM CTPAHMIIBI.

6. [Ipocmotpute XKypnai.

7. lllenkHure npaBoil KHOMKOM MBIIIM 1O Ha3BaHUIO MOoAysst DNS B JieBOM OKHE IpOrpaMMbl
u BeIOepuTe [lapamempul.

8. Orpannuste k311 DNS Ha 50 3anucelt 1 yctaHoBUTE CpOK XpaHeHus 10 nHel.

9. Boibepure nmyHKT /lemexkmop amak, KOTOPbIM XpaHUT OOIIy:0 HHGPOPMALMIO O 3alLIUTe
KOMIIBIOTEPA OT aTaK, CKAHUPOBAHMSI U JPYTUX TUIIOB 3aMPEIIEHHBIX COCTUHEHU.

10. IIpocmorpure >xypHan. IllenkHure npaBoil KHOMKOW MBIIIM [0 HAa3BaHUIO MOJYJIS
Jlemexmop amax B JTEBOM OKHE NpOrpamMMbl M BeiOepute [lapamempei. B OkHE HacTpoek mpu
HIOMOILH TTOJI3YHKA MOXHO BBIOpaTh OIMH U3 TPEX YPOBHEN TPEBOTH:

Maxcumanvuoiii — haipBoiuT OyACT MPEAYNPEKIATH O TOMBITKE TOIKIIOYCHHS JaKe Ha OJMH
HOPT.
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Obviunbiti — IpeaynpexaeHue OyJeT BBIIAHO TOJIBKO HMPU CKAHUPOBAHMM C OJTHOTO ajpeca
HECKOJIbKUX TIOPTOB WJIM OIpPENEICHHbIX IOPTOB, KOTOPbIE MPEACTABISIOT OIpPEEICHHbII
MHTEpEC.

bespaznuuneiii —aiipBosn OyneT cUrHaIu3UpoOBaTh JUIIb O PEaIbHOM aTake Ha KOMIIBIOTED,
a He O MOIBITKE UCIIOJIHUTH TaKyIO aTaKy WJIN MPOCKAHUPOBATh MOPTHI.

11. Haxxmure kHONIKY Boiopams ¢unvmp. IpocMoTpuTe €€ BO3MOKHOCTH.

12. BeiGeputre nyHKT HumepaxmusHvle s1emenmsi. 311€Ch MOXHO 3a0JOKHPOBATH
BCIUTBIBAIOIIME OKHA, IEPEXO/IbI 110 peKJIaMHBIM caiiTaM B MHTepHeT.

13. TIIpocMoTpuTe mapamMeTpbl HACTPOWKHU JJIsi JaHHOTO MYyHKTa (TpaBasi KHOMKa Mbln). Ha
TpeX BKJIAJKaX pa3MeUIeHbl HACTPOMKM OJOKUPOBKH BCEX JJIEMEHTOB, KOTOpPbIE MOTYT
HAXOJUTHCSI Ha MOCEIIAEMBIX BEO—CTpaHMLIAX WJIM B IMOYTE. BOJBIIMHCTBO HACTPOEK MMEIOT TPU
HacTpoiku: Paspeweno, 3anpoc n 3anpeweno. Ilpu HacTpoiike HYy>)KHO YUUTHIBaTh TOT (aKT, YTO
Ha MHOTUX CTPaHHUIAX CKPUIITHI WX (I3 MOTYT UCIIOIB30BATHCSA U1l CO3/IaHHSI MEHIO U €CITH UX
MOJIHOCTBIO OTKJIIOYMTh, TO HaBUTALU MO CalTy OyJeT HeBO3MO)kHA. [loaToMy, onTHMallbHBIM
CTaHEeT UCMOJIb30BaHUE HACTPOUKHU 3anpoc. [y 0co00i HaCTPOWKH HEKOTOPBIX CAWTOB B MOJyJIE
«HMumepaxkmusnvle d1emenmsl» CIYXKUT BKIanka «HMcknouenua». C ee TOMOIIbIO MOKHO
chopMHpOBATH CIHMCOK CAWTOB W HACTPOUTH Ul Ka)XJIOTO U3 HUX OJIOKMPOBKY OIpPEIEICHHBIX
3JIEMEHTOB. DTOT CIIMCOK UMeEET 00Jjiee BHICOKUI MPUOPUTET, YEM OOIIME HACTPOUKH OJIOKHPOBKHU
IJIA BCEX CauTOB.

14. IlpocMmoTpute BKJIaJAKM MapaMeTpoB, 3alPETUTE BCIUIBIBAIOLIME OKHA W HACTPOWTE
OCTaJIbHOE 10 CBOEMY YCMOTPEHHIO.

15. Bwibepute nyHKT Pexnama. Outpost ymeeT OTCEeKaTh peKJIaMy IO pa3Mepy Hu IO
COJICPKMMOMY CCBUIKH, YTO SKOHOMUT Tpa(UK U YBETMUUBAET CKOPOCTb 3arpy3KU CTPAHHMII.

16. BpizoBuTe mnapameTpbl A JAHHOIO IyHKTa (TMpaBas KHOIMKAa MbIIIM). YCTaHOBUTE
¢bnaxok Iloxazame kopsuny onsa pekiamvl. ECi B CTAaHJAPTHOM CHHCKE OTCYTCTBYET OIMCAHUE
JUIsL OIpeNeJeHHOro OaHHEpa, W OH 3arpykaercs MpU IOCEIIEHUU CTPAHULbI, TO, OTKPBIB
KOpP3MHY, JOCTaTOYHO MBIIIbIO IEPeTalluTh B Hee OaHHEp, U OH OOJjblle HUKOTJa He OyneT
3arpykarbcs. Bxinaaka Obwue 1mo3BoJII€T BBIOpATh TO, 4YeM OyayT 3aMEHATHCSI BBIPE3aHHBIE CO
CTpaHMIl peKjIaMHble OaHHEpHl. 3/1eCh KE MOXKHO CO3/1aTh CIHMCOK CAaHTOB, C KOTOPBIX HE OyJeT
BbIpe3aTbcs rpaduka v pexiama.

17. IlpocmoTpuTe BCE BKJIAJKU TaPAMETPOB.

18. Boibepute nyHKT Cooeporcumoe. B HacTpoiikax 3TOro MOJIyJis MOXHO 33/JaTh CIIHCOK
CJIOB, KOTOpbIE MOTYT BCTpEYaThCsl Ha CTPaHUIIE WM B ajpece CTPaHHUIBI U KOTOpble OyayT
ciykuTh Outpost—y CUTHaAJIOM TOTO, UTO CTPAHMILy 0TOOpa)xkaTh 3alperieHo.

19. IlpocmoTpHUTE BO3MOKHOCTH IaHHOTO ITYHKTA.

20. BwiGepute nmyHKT Quibmpayus nOUYmMoswbIX 610JceHuti. B HacTpoilkax 3TOTO MOMYJIsS
MOYKHO 33JaTh CIIUCOK THUIIOB (ailjIoB, KOTOPBIE MOJIEKAT NEPEUMEHOBAHHIO, a TAK K€ BKIIOUUTh
BBIBOJ] MH(POPMALIMOHHOTO COOOIICHHS O TMONydYeHUH (ailioB ompeaeneHHoro tuma. daitn, tun
KOTOPOTO yKa3aH B HACTPOMKAaX ATOrO MOJIYJs, MPU TMOIYYEHHH €ro MOYTOBBIM KIHEHTOM,
MOJIyYUT BTOpOE paciiupeHue «.safe». DTo mo3BoiauT M30eXaTh aBTOMATUYECKOTO BBIOJHEHUS
MOYTOBBIM KIIUEHTOM KO/, YTO MOKET SIBIISIThCS IPUYUHOM 3apaKeHUs] KOMIIBIOTEPA BUPYCAMHU.

21. IlpocmoTpuTe MapamMeTpbl JAHHOTO ITyHKTAa ¥ €r0 BO3MOXHOCTH.

22. NocTyn K 00LIUM HACTPOIKaM MPOrpaMMbl MOKHO TOJTYYUTh PU MOMOIIU MyHKTa MEHIO
Ilapamempor — Obwue U3 TIABHOTO MEHIO IIPOTPaMMBbl UM HA’KaTUEM COOTBETCTBYIOIIEH KHOIKH
Ha MaHenu. BrI30BUTE OKHO HACTPONKU MapaMeTPOB U MPOCMOTPUTE BKIaAKy Obwyue.

23. Bxuanka «lIpunosticenus» TO3BOJSET YIPABIATH MPAaBUIIaMU TOBeACHUs (aiipBoIa mpH
MOTIBITKE JOCTYNMa B CETh OMPENENCHHBIX MpHIOKeHHd. Ha 3Tol BKIagke MEpeyucieHbl Bce
INPUJIOKEHUS, KOTOpble 0OHAapyKeHbl Ha KoMIbioTepe Outpost—om npu ycraHoBke. Cpasy mocie
WHCTAJULSIMKM 3TU MPUWIOKEHHUsS] HaXoAdTca B rpymme «/lonvzoeamenvckuti yposeHvy. Jsg HUX
CO3/IaHO OJIHO WJIM HECKOJIBKO TPaBWJI, YKa3bIBAIOIIMX, KaKUM 0O0pa3oM MPHIOKEHHE MOMKET
00OMEHUBATHCS JaHHBIMH C ceThio. [IpaBUIO MOXXHO MPOCMOTPETh MU M3MEHHUTH MPH MOMOIIU
JIBOWHOTO KJIMKA 110 MIMEHH €T0 UCTIONHsAEeMOro (aiina.
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24. IIpocmoTpuTe npaBuiIa Juisi HEKOTOPBIX IPUIIOKEHUH.

25. IlpunoxeHuss U3 TPYIIbl 3anpeujennsvie NpuroXCeHus HAKOTJa HE MoJiydaT JOCTyna B
CeTh, BCA MX CETEeBas aKTMBHOCTb OyneT mpecedeHa (aiipBossioM. HekoTopbIM NpUIIOKEHUSIM
MOXXHO TIOJIHOCTBIO OTKPBITh JIOCTYI B C€Thb, IEPEMECTUB HX B Trpymnmy «/losepennvle
npunodxcenus». VIX J0ocTynm B CETb HE OrpaHUYMBAETCA HHUYEM, HUKAKMMHM IPaBHJIAMHU.
[lepemenienue NpuIOKEHUH U3 TPYMII B TPYIITY, PAaBHO KaK M U3MEHEHHE MPaBUJI, CO3JJaHHbIX [
NPUIOKEHUH, BBIOJIHIAETCS MPU MOMOIIM KHONKH M3menums. Ilpu nomouu KHONKU Jobagums
MO>XHO BHECTH B CIIMCOK HOBOE€ MPHJIOKEHHWE U 3aTeM CO3/aTh JJI1 HEro MpaBHJIO OOILEHUs ¢
CETBIO.

26. Ilepemectute npunoxenue Excel B rpynny 3anpewennvie npunoscenus.

27. IIpocMOTpHUTE OCTABIIMECS BKJIAJKNA HACTPOEK IPOrPaMMBI.

28. IlonpoOyiite yepe3 ceTeBoe OKPYKEHUE BBINTH HAa KOMIIBIOTEP COCE/a.

29. TIpoBepbTe peakuuio (aiipBoiia Ha MOMBITKY cOcela O0PaTUTHCA K BallleMy KOMIIBIOTEpY.

30. Ilepeiiaute B HACTPOHKK OOLIMX MApaMETPOB MPOTPAMMBI.

31. Beibepute Bkaanky Cucmemnvie. YOepure ¢naxoxk NetBIOS. Tenepp Bain KOMIbIOTED
HEJIOCTYTIEH IO CETH.

32. Jloxxaurech, KOT/la Balll COCEJl BBIMOJHUT MpeAblaAyllee 3aJaHue U HompoOyiiTe uepes
CETEBOE OKPYKEHHE 0OPAaTUTHCS K €r0 KOMITBIOTEPY.

33. Bruntounte ¢axxok NetBIOS Ha cBoem kommbroTepe.

34. Bp130BUTE KypHaJI, HA)KaB COOTBETCTBYIOLIYIO KHOIKY Ha MaHEIu HHCTPYMEHTOB.

35. IlpocmoTpuTe KypHail.

Jlumepamypa:
1. JlekumoHHBIN MaTepuall.
2. Jloxymenrtamus no padore ¢ mporpammoit Firewall Outpost.
3. OcHoBBI HH(}OPMALIMOHHOM 0€301aCHOCTH XO3SICTBEHHOM AEATENbHOCTU: yueOHOe

nocobue / N.I1. Muxues; BO ®I'bOY BIIO «Poccuiickas akajgemMusi HApOJIHOTO XO3SMCTBA U
rocyapcTBEHHOU ciykObl». — Bonrorpan: M3a-so BO ®I'bBOY BIIO PAHXwuI'C, 2013. -
144 c.

4. IImatonoB B. B. IlporpammHo-ammapaTHble CpeACTBa 3alUThl HH(OpPMAIIHU:
yueonuk. / M.: Uzn. nentp "Akanemus". 2014.

Tema 7. 3amuTa ungopmanuu B UntepHer.
Paccmampueaemvie sonpocoi:

1. [TpuHIMIIBI pabOTHI MEKCETEBBIX 3KPAHOB IpH paboTe ¢ HTepHeT.
2. Hacrpolika nporpaMMHbIX MoAayiel npu padote ¢ IHTEpHeT.
3. brnokupoBaHue HEHY)HOTO TpauKa 1 peKIambl.

3adanus ona camocmosamenbHo20 8bINOIHEHUSA!

1. 3arpy3ure nporpammy Outpost Firewall.

2. Otkpoiite B Internet Explorer crpanuiyy www.yandex.ru

3. Beibepute nynkr Cemesas axkmusnocms. llpocMoTpute HHGOPMAIUIO O TEKYIIUX
COEIMHEHHSIX C CEThIO.

4. Boioepute mnyHKT Omkpeimovie nopmul. Ilomydure wHGOpPMANKUIO O TOM, KaKUMHU
IpoleccaMy Ha KOMIBIOTEPE OTKPBITHI OMPEIEICHHbIE TTOPTHI.

5. IlpocMoTpuTe NMyHKTHl Paspewenusvie U 3a010Kupoanuvie, KOTOPbIE COAEPKAT OOLIYIO
CTaTHCTUKY TI0 COEIMHEHUSIM.

6. Breioepute mynkr DNS u B mapamerpax orpanwubTe K3m DNS wa 50 3amumceét u
YCTaHOBUTE CPOK XpaHeHus 10 qHei.

7. BeiOepute MyHKT /[Jemexkmop amak W B mapaMeTpax 3anaiite OObluHblll yPOBEHD TPEBOTH.

8. BriOepure nyHKT HHmepaxmuensie s1emenmsl. IIpocMoTpuTe mapameTpsl HACTPOUKHU IS
JAaHHOTO TyHKTa. Ha Tpex BKJIagKax pa3MelIeHbl HACTPOHKM OJIOKMPOBKH BCEX 3JIEMEHTOB,
KOTOpbIE MOTYT HaXOAWTbCA Ha TMOCEIaeMbIX BeO—CTpaHMIaXx WM B mouTe. Hactpoiite
apaMeTpsl 10 CBOEMY YCMOTPEHHIO (PEKOMEH/IYETCSI Yallle NCII0JIb30BaTh HACTPOIKY 3anpoc).
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http://www.yandex.ru/

9. Orkpoiite B Internet Explorer crpanuiyy www.mail.ru, nepeiiaute mo Kakoi-HUOYIb
CCBUIKE HOBOCTEH.

10. Ilpocmotpute B Outpost Firewall cTaTUCTHKY 1O COEJMHEHHUSM, a TAKKE CTAaTUCTHKY
JIETeKTOpa aTak.

11. BeiGepute nyHKT Pexnama. Bb13oBUTE mapaMeTpbl A AAHHOTO INyHKTA. YCTaHOBUTE
dbnaxok [loxazams KOp3uHy OJisl peKiambl.

12. OtkpoiiTe CTapTOBYIO CTpaHHIly Www.mail.ru ¥ MbIIbI0 nepeTamuTs B Kopsuny o0n4
peKaambl peKIaMHble OaHHEPbI C 3TOW CTPAHULIBI.

13. 3akpoiiTe cTpaHuily ¥ HONpoOyiTe 3aHOBO €€ OTKpPbITh. [IpoBepbTe, YTO MPOUCXOIUT C
peKIaMHBIMU OaHHEpaMH.

14. IIpocmoTpuTe BCe OCTAaBIINECS BKIAIKU IIapaMETPOB.

15. Beibepute nynkr Coldepoiwcumoe. B HacTpoikax ATOTO MOMYJST MOXHO 3aJ1aTh CIHCOK
CJIOB, KOTOpbIE MOTYT BCTpEUaThCsl Ha CTPaHUIIE WM B aJpece CTPaHUIIBI U KOTOpble OyayT
ciykuTh Outpost—y CUTHAJIOM TOTO, YTO CTPaHUILy 0TOOpa)XkaTh 3alperieHo.

16. Hactpoiite mporpammy Tak, yToObl Outpost OJOKMpOBad BCE CTpPaHMIBI, B ajapece
KOTOPBIX MPUCYTCTBYET CIOBO chat. [lonmpoOyiiTe OTKpBITH cTpaHuily www.chat.ru.

17. Bwibepute nyHKT Quivmpayus nOuYmoewvix 6enoxcenuti. B HacTpoikax 3TOro MOMYIs
MO’KHO 3aJ1aTh CIIMCOK TUIIOB (haiiJIOB, KOTOPBIE MOJUIEkKAT EPEUMEHOBAHUIO, a TaK e BKIIOYUTD
BBIBOJ] HH(OPMAIIMOHHOTO COOOIIEHUS O MOTY4YEeHUH (PaiiIoB ONpeIeIeHHOro THIIA.

18. 3apmaiite BpIBOJ MH(OPMALIMOHHOTO COOOIIEHUS IS BceX (ailyioB ¢ pacHIMpEeHUEM .Zip U
nepeuMeHoBaHue (ailyIoB ¢ pacUIMPEHUEM .eXe.

19. Tlokaxute pe3ysbTaT IPEnoaaBaTeo.

20. OTMeHHTE BCE CBOM HACTPOUKH U 3aKPOMTE BCE OTKPBITHIE TPUIIOKEHNUS.

Jlumepamypa:

[a—y

JIeKuMOHHBINA MaTepuall.

2. OcHOBBI HTHPOPMAITMOHHOM 0€3011aCHOCTU X03iCTBEHHOM 1€ TEIbHOCTH: YyueOHOe
nocobue / N.I1. Muxues; BO ®I'BOY BIIO «Poccuiickas akagemusi HApOIHOTO
XO35IICTBA U rOCYAApCTBEHHON Ci1yx0b1». — Bonrorpan: U3a-so BO ®I'BOY BIIO
PAHXul'C, 2013. - 144 c.

3. [Tnaronos B. B. I[IporpammHo-anmnapaTHbie CpeICTBA 3aLUThl HHPOPMAIUH:

yueOHuk. / M.: U3n. nentp "Axkanemus". 2014.

Tema 8. Tunosas crpykrypa 3amutsl or HCJI. Ynpasiienue gocrymnom.
Paccmampueaemvie sonpocwi:
Tunosas cTpykrypa 3amuThl HHGopmanuu ot HCI.
IToacucrema ynpaBiieHHs JOCTYIIOM.
ITocTpoenne MaTpuLbl JOCTyNA.
JlokymeHTaIus otaena odecrnedeHuss nHOOPMAITMOHHONW OE30ITaCHOCTH.
3aoanus ona camocmosamenbHo20 GblNOIHEHUSL:
1. PaccmoTpuTe THIIOBYIO CTPYKTYpY 3amuThl nHbGopmarmu ot HC/I.
2. Ilpomymaiite cTpykTypy 3amutel uHpopmauuu ot HCJ[ 1 npou3BONBHOM
(BBIMBIIIJIEHHOW) OpraHU3aliH.
3. PaccmoTtpuTe noacucTeMy ynpaBJIEHUs AOCTYIIOM ISl 3TOM OpraHU3aLiH.
4. CoctaBbTe MepeueHb 3alUIIaeMbIX HH(POPMAIIMOHHBIX PECYpPCOB OPTaHU3aIUH.
5. IlocTporiTe MaTpuily 1OCTyIa Uil JAHHOM OPraHU3aLUu.

6. CocTtaBpTe OKYMEHT, ONpEAEI IO MpaBUia JI0CTyIa MOJIb30BaTeNIel K pecypcam Mpu
HOMOIIM JINYHBIX WJEHTU(UKATOPOB M Maposied, MpaBuila COCTABJICHUS, CMEHbl M XPaHEHUS
napoJiei.

7. CoxpaHuTe Bce TOKYMEHTHI B CBOEH JIMYHOM Mamnke (1 Ha CBOEH IUCKeTe).

Jlumepamypa:

NN

1. JlekimoHHBIN MaTepuall.
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2. OcHoBbI HH(POPMAITMOHHON 6E€30MaCHOCTH X03IHCTBEHHOM IESATEILHOCTH: yueOHOe
nocobue / N.I1. Muxues; BO ®I'BOY BIIO «Poccuiickas akageMust HApOIHOTO
X034HCTBAa U TOCYJApCTBEHHOM ci1yxOb1». — Bonrorpan: M3a-so BO ®I'EOY BIIO
PAHXuI'C, 2013. — 144 c.
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