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1. Ilepeyenb MIAHMPYeMBIX Ppe3yJbTATOB O00y4YeHMsl 1O JUCHHUILIMHE,
COOTHECEHHBIX € IVIAHUPYEMBIMH pPe3yJbTATAMM 0CBOEHMSI 00Pa30BaTeJIbHOM NMPOrPpaMMBbI

1.1, Hucrummaa  B1.B.J[B.09.02  OcHoBbl  HH(pOPMANUMOHHON  0€30MACHOCTH
X0351iiCTBEHHOI1 1esiTe IbHOCTH 00eCTIeYyBaET OBIIAJICHHUE CIIETYIOIIMMU KOMIETECHIIUSIMHU:

Ko
Kon HaumeHnoBanue A HaumenoBanue stamna
oTara OCBOCHH
KOMIICTCHIIMH KOMIICTCHIIH OCBOCHH KOMIICTCHIIMH
KOMIICTCHIIH
CrniocobHOCTB Crnocoben BBISIBIIATH pHUCKH
OCYILECTBIISATh WHGOPMaMOHHON 0e30MacHOCTH B
CTPAaTErNnYECKOE XO3SIICTBEHHOM JESATEIbHOCTH
[TIKc, OC-2. | ynpaBnenue puckamu | [IKc, OC-2.1
OpraHu3aluu

1.2. B pe3ynbTare 0OCBOCHHUS AUCIUILINHBI Y CTYJCHTOB JTOJDKHBI OBITH CPOPMHUPOBAHBI:

OTO/TD?
(npu Haruwuu npogcmandapma)/
TPYIOBbIE WU MPO(ECCHOHATbHBIE
JIeUCTBUS

Kopg srama
OCBOEHUSI PesynbraTel 00y4ueHus
KOMITIETEHIINH

Hcnons3yer MEXXIyHApOIHBIE CTaH/IapThI
MH(POPMAMOHHOTO OOMEHa; JaeT ONpeneseHHE IOHATHS
YTPO3HL, 3aIUTEI, BHJIOB MIPOTHBHUKOB WA
“HapyIIUTENeH ”; IepEeUnCIsieT MOJS 0e30acHOCTH U HX
MIPUMEHEHHE; Ha3bIBaeT METOIBI KPUNITOrpadui; Ha3bIBACT
METOABl W CHOCOOBl obecnedeHHs HWH(OOPMAIIMOHHOM
0e30macHOCTH B NPOPECCHOHATBHONH  JACSTENHLHOCTH;
uaeHTHUIUpPYeT  WHQOOPMALMOHHBIE  TEXHOJOTHH B
cucteMe  Mep  3aliuThl  MH(pOpMALWHM;  NPUMEHSET
HOpPMaTHBHBIE JOKYMEHTHI IO 3amure HHOOPMALUH U
[PUCKaMK»» (yTB. IIpUKa3oM OpraHU3alldH COOTBETCTBYIOMIUX OTAENOB B OPraHH3aLMsX;
MuHucrepcTBa Tpyza H K¢, OC- NPUMEHSIET  PYKOBOJISINUE  JTOKYMEHTBI, Kacalolluecs

COLIMAIBLHOM 3a1MThl Poccuiickoid 71 LOCYIAPCTBEHHON TAWHBL.

[IpodeccuonanpHblil  cTaHAApT
«CrnenuanucT 1O  YHpPaBIEHUIO

Deneparuu ot 30 aprycrta 2018 JeMoHCTpHpYeT ~ CIOCOOHOCTH ~ CaMOOOydeHus B
rona N 564m) OTD! COBPEMCHHBIX ~ KOMIIBIOTEDHBIX  CPEfaX;  BBUIEIACT

ONAaCHOCTH M Yrpo3bl MH(OpManMOHHON Oe30macHOCTH;
MIPUMEHSET OCHOBHBIE METOJIBl W MPOTPaMMBI 3alUTHI
[PUCKAMU OpraHu3aluu» nHpOpMAIIHH; HCTOIB3YeT METOIBI " CIIOCOOBI
obecnieueHns WHGOPMAIMOHHON O€30IMacCHOCTH C IEJHI0
MIPEAOTBPALICHUS] ~ HECAaHKIMOHHMPOBAHHOTO  JIOCTYIa,
370YMBIIICHHOH MOIU(UKAIUM MM YTPaThl CIIyXKeOHOH
nHpOpMaLUH.

«CTpaTeruueckoe  yIpaBICHHE

JemoHcTpupyeT HAaBBIKU Kpunrorpadugeckoit 51
cTeraHorpapuyeckoi 3aluThl MH(OpPMALUK;, NPUMEHSET
OCHOBHBIE METO/IbI U CPEJCTBA 3aLIUTHl HH)OPMAIIHH.

2. O0beM M MecTO IMCHUILTUHBI B cTpykType OII BO

VYuebnas mucuumimaa b1.B.JIB.09.02 «OcHoBel uHGOPMAIMOHHON 0€30MacHOCTH
XO3HCTBEHHOHN MEATETBHOCTH» OTHOCUTCA K JAWCIMIUIMHAM IO BBIOOPY BapHAaTUBHOI dYacTh
yuyeOHOro Iu1aHa (4yacTb, QopMupyemas ydYacTHHKaMH OOpa30BaTENbHBIX  OTHOILEHHH).

! ITnst 06pazoBaTebHbIX Mporpamm, peannsyembix mo @I'OC, u 1 yHHBEPCATBHBIX KOMITCTCHIHI TIepBast
KOJIOHKA MOJKET HE 3alOIHATHCS
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Juctumnuaa o6mumM oobeMom 108 yac nzydaercs B TedeHHe OAHOTO cemectpa. Ha ounoit popme
oOydeHusl TUCIUIUIMHA u3ydaetcs B 4 cemectpe. O01as TpyJ0EMKOCTh TUCIUIUIMHBI B 3a4€THBIX
enuHuiax cocrapisier 3 3E (108 yac).

JlJ1g yCHenHoro oBJaeHus AUCUUIIMHON CTYIEHTY HE0OX0IMMO UCTOIb30BaTh 3HAHUS U
HaBBIKM, TIOJTyYeHHBbIE UM TpPH M3YYEHUHM TaKUX TUCIUIUINH, Kak MaremaTtuka, MHpopmaTuka,
DKOHOMHYECKas Teopusl, JKOHOMHUYECKast 0€30MacHOCTb.

3HaHUs, TOJYYEeHHbIE B XOJ€ H3yYeHHs JIUCHUILIMHBI «OCHOBBI HH(POPMALMOHHOM
0€30MacCHOCTH XO3SMCTBEHHON JESATeNbHOCTH» MOTYT OBITh MOJE€3Hbl NpU HM3YYEHUH TaKUX
npodecCUOHANbHBIX ~ JUCLMIUINH, Kak byxrantepckuit yuer, IIpaBoBoe obGecnedeHue
KOPHOPaTUBHOTO yIPaBICHHUSI.

ITo ouHoil ¢opme 0oOyyeHHS KOJMYECTBO aKaJEeMHMUYECKHMX 4YacOB, BBIIEIECHHBIX Ha
KOHTakTHYI0 paloTy c mpernojaaBareneM (MO BUJaM Y4YeOHbIX 3aHATHH) — 52 4Yac W Ha
CaMOCTOSATENIbHYIO paboTy oOyyaroumxcsi — 56 yacos.

[To ounoil (opme o0O0ydeHHS KOJUYECTBO aKAJIEMHUYECKUX YacOB, BBIJCICHHBIX Ha
KOHTAaKTHYI0 paboTy ¢ mpemnojaBareneM (MO BuAaM y4yeOHBIX 3aHsATHH) — 10 uyac u Ha
CaMOCTOSITENIbHYIO padoTy oOydaronuxcst — 94 gacos.

B coorBercTBUM ¢ y4yeOHBIM IJIaHOM (OPMON HPOMENKYTOUHOU ATTECTALMM SBISAETCS
3a4eT ¢ OLICHKOM.

3. Coaep:kanue M CTPYKTYpPa JMCHUIIIHHBI

O0beM TUCHHUILIMHDI, Yac.
KounrakTHasi padoTa
o0yyarommxcsi ¢ Popma
TeKyLIero
Ne HaumeHnoBaHnue TeM TpENoaaBaTe1eM 110 Br1aM KOHTPOJIsSI
n/n (pa3zenoB) Bcero yqeﬁmﬂzc CP | ycneBaemocti?,
3aHATHH MPOMEeKYTOYHOI
J/30, JIP/ 3/ aTTecTAIMH
A0T* 20, 20, KCP
JIOT* | JIOT*
Ounasn ¢popma odyuenusn
4 cemecmp
Ionstue uHpOpMaIIUH,
3am|Tel  WHpOpMAMA U
Tema 1 MHPOPMaIMOHHON 12 2 - 4 6 0
0€30MacHOCTH. OcCHOBHBIE
COCTABIISIONIHE.
3aKOHONATETBHBII  YPOBEHB
WHPOPMAITMOHHON
0€30MacHOCTH.
Tema 2 KomnsrotepHbie 12 5 ) 4 6 0
NIPECTYIUICHUS.
OTBETCTBEHHOCTH 3a
COBEPILICHHE KOMITBIOTEPHBIX
MIpeCTYIUICHUH.
Knaccudukarus aTak.
Ilonsitue yrposel. Mognenb
Tema 3 yrpo3. PekomeHpauuu 1o 12 5 ) 4 6 0
00eCIIeYeHHIO
WH(POPMAIMOHHON
0€30MacHOCTH.
OcHOBHBIE TTOHATHS
KpUITOTpadum. Ba
Tena 4 COBPEMEHHBIX HAIPaBIICHUS B 12 ) ) 4 6 0
Kpunrorpaduu.
Knaccuueckue
KPUINITOCUCTEMBI.




n/n

HaunmeHnoBaHnue TeM
(pa3nesioB)

O0beM TUCIUILIHHDI, Yac.

Bcero

KounrakTHast padora
o0yyarommxcsi ¢
npenoaaBaTeyieM M0 BUAAM
Y4eOHBIX
3aHATHI

JP/ | 13/
20, | D0,
JOT* | IOT*

J/30,

JOT* KCP

Cp

®opma
TeKyIlnero
KOHTPOJIS
ycneBaemocTu?,
NPOMEKYTOYHOM
aTTecTAlMH

Tema 5

Kpunrorpadust ¢ OTKpBITHIM
KJIIOUOM. Cucremsl
muppoBaHus, He TpeOyrolHe
nepeaadn KJIFOYa.
DJeKTpOHHAsI OAMHKCH.

16

Tema 6

OcHoBHbIE TEXHOJIOTUU
MIOCTPOCHHUS 3allUIIEHHBIX
NC. MexceTeBble DKpaHbl.

12

Tema 7

Texuomorus VPN-cereii.

12

Tema 8

3ammra  uHGOpPMAUMH B
WnTepuer. MapopmannonHas
0€30MacHOCTb B yCJIOBHSX
¢byHkumonupoBanus B Poccun
rI100aJIbHBIX CeTeH.

10

Tema 9

TunoBast CTpyKTypa 3aIlMUTh
oT HCJI. Ynpasnenue
JIOCTYTIOM.

10

oT

IIpomexyTouHas arrecTauus

3a4. ¢ OLEHKOM

Bcero:

108

20 32

56

33E

3aouHas ¢popma o0yueHHs

Tema 1

WNudopmanmonHoe o0mecTBo
u npaso. [Ipenmer U MeTombI
NpPaBOBO HHOOPMATHKH.
IousTue uHbopMaIu,
3alUTel  MHQOpPMAUUMH  H
HHPOPMATNOHHOM
6e3omacHoOCTH.

11

10

Tema 2

T'ocynapcTBeHHas
nHPOPMALIMOHHAS
3aKoHOaTETHHBII
nH(pOopMaLMOHHOM
6e3omacHoCTH.
Kommerorepasie
MPECTYTIICHUS.
OTBETCTBEHHOCTh 3a
COBEpIIEHHE KOMITBIOTEPHBIX
MPECTYIICHHUM.

TIOJTUTHKA.
YPOBEHb

11

10

Tema 3

TexHOIOrUs paboTsl B
CIPaBOYHO-TIPABOBBIX
CUCTEMAX. Knaccudukarus
aTax. IlonsiTne YIpO3BI.
Mognens yrpo3. Pexomennanuu
o o0ecIeueHun o
nH(pOopMaIMOHHOM
0€30I1aCHOCTH.

11

10

Tema 4

Wundopmanmonnas
0€30IaCHOCTE. OCHOBHEIE
nousTuss kpunrorpapuu. J[Ba
COBPEMEHHBIX HAMpaBICHUS B
kpunrorpaduu. Knaccuueckue
KPHIITOCHCTEMBI.

12

10




Tema 5

ONEeKTPOHHBIN
JIOKyMEHTO000pOT u
JJIEKTPOHHAS TIOJINTUCH.
Kpunrorpadguss ¢ OTKPBITBIM
KIIIOYOM. Cucremsl
mmdpoBaHus, He TpeOyrommue
nepenavn KJII0Ya.
DJIeKTPOHHAS TTOJITHCH.

11

Tema 6

HNutepuer B ropuauveckon
JIESITETTHHOCTH. OcHOBHBIE
TEXHOJIOTUHU MTOCTPOCHHUS 11
3aUIIEHHBIX HcC.
MexceTeBble 3KPaHBbI.

Tema 7

Texnonorust VPN-cerei. 11

Tema 8

3ammra nHpopmanuu B
Wnrepuer. MupopmarnronHas
0e30macHOCTh B YCJIOBHSX 11
¢ynkumonupoBanusi B Poccun
TII00AJTbHBIX CETEH.

Tema 9

TumnoBast CTpyKkTypa 3alllUThHI
oT HCA. VYnpasnenue 15
JIOCTYTIOM.

O, T

TIpomexyTouHas arTecTauus 4

4 3a0

Bcero: 108

4 6 4 94 23E

Ipumeuanue: 4 — ¢popmvl mexyweeo xoumpoas ycnesaemocmu: onpoc (0), mecmuposanue (T),

rkoumpoavras paboma (KP), xoanoksuym (K), acce (3), pepepam (P), oucnym (), 3a0anus (3) u op.

CamocrositensHas padora (CP) mo W3y4eHWIO0 JUCHMILIMHBI OCYIIECTBISICTCS C NPUMEHEHHEM

JOT. Hocryn k JOT ocymiecTBisieTcsl KXXKIbIM 00YYaIOLUIMMCSl CAMOCTOSITEIBHO C JII0O0T0 YCTPOHCTBA Ha
moprane: https://lms.ranepa.ru. Ilaponmp m mormH K IWYHOMY KaOWHETY/poduiio/ydeTHOH 3ammcu
npeaocTaBisieTca o0yJaroneMycst IeKaHaTOM.

ConepxaHue TMCHUILINHBI

Ne HaunmeHoBaHue Tem
Conep:xanue TeM (pa3aesioB)
n/n (pa3zaeJsioB)
[Tonstne wHpopManuu, 3amuTsl | [loHaTHe wWHbOpMaNWMK, 3amKUTHl HHPOPMANUA U
uHpOpMauK ¥ WHPOPMAMOHHOHN | MHPOpPMAMOHHOKW Oe3onmacHocTd. HasHaueHue wu
0e301acHOCTH. OcHoBHbIE | 3a7aud B cdepe oOecredeHus HHPOPMAIMOHHOM
COCTaBJISIONINE. 0e30MmacHOCTH Ha YpPOBHE TOCYJapcTBa, Ha YPOBHE
Tema peruoHa © Ha JIOKAILHOM ypoBHe. OCHOBHEIC
1

MOJIOKEHUSI TEOPUU HMH(DOPMAIMOHHOM 0E€30MacHOCTH
WH(POPMAIMOHHBIX cucTeM. OCHOBHBIE COCTAaBIISIONINE
obecrieueHUs nH(pOPMAITMOHHOH 0e30macHOCTH
XO3SIMCTBEHHOM IEITEILHOCTH.



https://lms.ranepa.ru/

n/n

HaumeHoBaHue TeM
(pa3zaesioB)

Conep:xanue TeM (pa3iaesioB)

Tema

3aKOHOAATEILHBIN
WH(OPMAITMOHHOW  GE30IMacCHOCTH.
KommbroTepusie MPECTYTUICHUSL.
OTBETCTBEHHOCTh 32 COBEpIICHHUE
KOMITBIOTEPHBIX MPECTYIIICHUH.

YPOBEHb

BaxHocTtb 3aKOHOJIATEILHOTO YPOBHS
nH(popMaIonHoi 6e3omacHocTH. O630p POCCHIICKOTO
3aKOHOAATEIILCTBA B obnactu obecriedeHust
UHPOPMAITHOHHOMN 0€30MacHOCTH. JokTpuna
nHopmarmoHHol Oe3omacHocTrn P®, 3akoHBl «O
rocyapcTBeHHON  TaiiHe», «O0  wHpOpMayH,
WHQOPMAIIMOHHBIX  TEXHOJNOTHSIX M O  3alluTe
uHpopmManum». J[pyrue 3aKoHb W 3aKOHOJATEIBHBIC
aktel. Konnenmus wHboOpMannoHHOW 0€301acHOCTH.
OCHOBHBIE HOpPMAaTHBHBIE PYKOBOJSIIUE TOKYMEHTHI,
Kacarouecs roCyapCTBEHHON TaHEI "
KoH(HIeHInaTbHOW  WHGOpMAaNWA,  HOPMATHBHO-
CIIpaBOYHbBIC JOKYMCHTHEIL. HOpMaTI/IBHI)Ie aAKThI
aJIMHHUCTPAITUU Bounrorpana B obsactn
HH()OPMAITMOHHOH 0€30MMacHOCTH.

Komnsrotepusie mnpectymieHus. OTBETCTBEHHOCTh 3a
COBEpILIECHNE KOMITBIOTEPHBIX NPECTYIUICHHH.
YrosioBHAS M 8 IMUHUCTPATUBHAS OTBETCTBEHHOCTb.

Tema

Kiaccuduxarmus arak. Ilonsarue
YIPO3bL. Mogens yIrpo3.
Pekomenmanmu 1o oOecrneueHUIO
nH(pOpMAITMOHHON 0€30TTaCHOCTH.

[lonstre artaku Ha WHPOPMAIHMOHHYIO CHCTEMY.
Knaccudpukauuss arak. Buabl TpPOTUBHHKOB WM
“HapymmTenel”, ux kinaccudukanms. KaHanbl yreuku
nH()OPMAITIH: BH3yalTbHO-ONTHICCKUN, aKyCTHIECKUN,
3JIEKTPOMATrHUTHBIA M MaTepUaIbHO-BELIECTBEHHBIM.
[lonsitue  yrposel.  UcrouHukum  yrpo3 W HX
KITaCCH(HKAIIHSL. IToctpoenue  Mozenu  yrpos
opranuzauuu. Ilpumepsl. PykoBonsiine [10KYMEHTHI
TFoctexkomuccuu Poccun (DenepanbHas ciayxba 10
TEXHHYECKOMY M 3KCIIOPTHOMY KOHTPOIIIO) TIO 3aIlUTe
OT HECAaHKIIMOHMPOBAHHOTO [OCTyHa K WH(POPMAIHH.
CrennaibHbIE TpeboBaHMs u PEKOMEHJALINH.
Wucrpykuus CTP-K. PekoMenmaumm mo 3ammre
KOH(DHIEHITHATHHOU HH(OPMAIIHH. Kiraccer
3alIUIIEHHOCTH CPEACTB BBIUMCIUTENBHON TEXHUKH U
aBTOMATU3UPOBAHHBIX CHUCTEM IO PYKOBOIAAIIUM
noxkymeHnTam ['ocrexkomuccuun Poccun. Ilokaszarenu
3amumeHHocTd. Cuctema 3amuThl WHGOPMAIUH OT
HECaHKI[MOHUPOBAaHHOIO JlocTyna. PexoMenayemble
Mepbl 10 O00eCNevYeHUIo0 3aliuThl WHGOpMAINh B
MIPOIECCe IKCIUTyaTal WH()OPMAIMOHHON CHCTEMBI.
Pa3pemmrensHas cucrema gomycka. Pekomenganuu mo
IUIaHy JOpaOOTKM OOBEKTOB HH(pOpMaTH3aLUM Ha
COOTBETCTBHE TpeOOBaHHSIM PYKOBOIAIIUX
JokymMeHTOB ['octexkomuccuu Poccun.




n/n

HaumeHoBaHue TeM
(pa3zaesioB)

Conep:xanue TeM (pa3iaesioB)

Tema

OcHOBHBIE TOHATHS KpUNITOrpaduu.
,HBa COBPEMCHHBIX HaIllpaBJICHUSA B
Kpunrorpaduu. Knaccuueckue
KPHIITOCUCTEMBI.

Uctopuueckass cmpaBka. Bo3MmoxHBIE HampaBiIeHHUs
peleHnst 3aj1add o0ecrieueHus Mepeadyd CeKpEeTHOM
uHpopmanuu. Creranorpadguss u  Kpunrorpagus.
Baxnocte kpurntorpadum mpu  pemieHHuM  3ajad
obecrieueHUs nH(pOPMAITHOHHOH 0e30macHOCTH
XO3SIICTBEHHOW  JIEATEIBHOCTM M COXpaHEHUd
KOH(UICHIINATBHON WHPOPMALTUH. OcHOBHEBIE
nmoHATHs Kpuntorpadpun. [loHATHE KPHUNTOCHCTEMBI,
Kiroda. Bo3MOKHBIE arakh Ha  KPHUIITOCHUCTEMBI,
TIOHSITHE KPHUIITOAHAIIN3A. Hanexnoctb
KPUNTOCUCTEMEI. JIBa OCHOBHBIX HampaBieHHUS B
COBpPEMEHHOM Kpunrorpadum. Knaccuueckue
KPHUIITOCHCTEMBI. OnHoandaBuTHBIE 17§
MHoOTroan(paBUTHEIE KpuntocucreMsl. Cuctemsl Lle3aps
u Buxenepa. Bo3moxxHocTu KpUINITOAHAIN3a
MHOTOQNI()AaBUTHBIX ~CHCTEM. PacKpbITHE CHCTEMBI
Bmxenepa. HanexxHocts MHOTOan()aBUTHBIX CHCTEM.
DneKTpoMexaHuveckne IMU(POBATBHbIE  MAIlWHBL
AOCOIIIOTHO HaJIe)KHAS KPHUIITOCHUCTEMA!
“OaHOpa30BBIN 0JIOKHOT”. BosmoxHOCTH
UCTIONB30BAHUS  TaKUX CHCTEM Ha  IPaKTHKE.
CranmapTel mm(poBaHUS IaHHBIX. Kpumrocucrema
DES. Poccuiickuii crangapr mudpoanus ['OCT
28147-89. [Tpobnema BBIOOpA HaJEKHOU
KPUNTOCUCTEMBI ISl 3allUTHl CBOWX  JAaHHBIX.
[epcniekTHBBI pa3BUTHSl KpunToaHanusa. [Ipobrema
MIOJTHOTO Mepebopa BCeX KITI0UEH.

Tema

Kpunrorpadus c OTKPBITBIM
kimoyoM. CucreMbl mmppoBaHUs,
He TpeOyrole mnepeaayn KIroua.
DNEeKTPOHHAS TIOITUCE.

Cucrembl 1mudpoBaHus, He TpeOylolmue mepenadn
kiaroda. [IpoOneMbl HCHOJB30BAaHUSI TAKUX CHCTEM.
IIpoTokon wucnonp3oBaHust cucTeMbl «OIHOPA30BBIN
OJIOKHOTY», HE TpeOYIOMMA IepBOHAYAIBHOTO OOMEHA
CEKpETHBIMH KitouaMu. Kpunrorpadusi ¢ OTKPHITHIM
KIt04oM. IIoHSATHE OTKPBITOrO M CEKPETHOro KIroYa.
[IpaBwia ux wucnonab3oBaHud. [I[pUHIMIBI MOCTPOEHUS
KPUITOCUCTEM C OTKpPBITHIM KIIOUOM. V3BecTHBIE
KPUIITOCUCTEMBI C  OTKPBITBIM ~ KJIIOYOM H©  HX
agroputMmbl. Cucrema RSA. [Inuna xmoya B
KpHUNTorpaduu ¢ OTKPBITHIM KIt04OM. OTHOCTOPOHHSIS
byHKLUS, BO3MO>KHOCTb ee WCIIOJIb30BaHMS.
DNeKTpOHHas! MOANMCH ¥ MPUHIIUIEI €€ IPUMEHEHHSL.

Tema

OCHOBHEIE TEXHOIOTHU
nocTpoeHust  3amumieHasx  MC.
MexceTeBbIe SKPaHBI.

OCHOBHBIE TEXHOJOTUM NOCTpOoeHus 3anuieHHbix UC.
[onsTne mexcereBoro 3kpaHa. [IpaBumna dunbTpanum
W TPHUHIUIBI MX MpuMeHeHUs. [lakeTHple (UIBTPHL
[Tomutuka  cereBoit  Oe3zomacHoctw.  [lonmrTHKa
peann3ali MEXCEeTEBBIX 3KpaHOB. DYHKIHOHAIHHBIC
TpeOOBaHMSI K  MEXKCETeBBIM JKpaHaM U  UX
KOMITOHEHThI. 1III036l CeaHCOBOTO W MPUKIAJAHOIO
ypoBHs. HoBeie ¢yukmmm OpanmMay’poB. CXembl
OpraHM3allud MEKCETeBBIX JKpaHOB. (OCOOCHHOCTH
Pa3IUYHBIX CXEM pealu3aliy, UX MPEUMYIIecTBa U
HepocTatku. [Ipobiembl, CBA3aHHBIE C MEKCETEBBIMU
sKkpaHamu. TpeOoBaHUS K MEKCETEBBIM KpaHaM




n/n

HaumeHoBaHue TeM
(pa3zaesioB)

Conep:xanue TeM (pa3iaesioB)

Tema

Texnonorust VPN-ceTel.

TexHnomoruss o00BEAMHEHUS JIOKANBHBIX CeTed U
OTETHHBIX KOMITBIOTEPOB YEPE3 OTKPHITYIO BHEITHIOIO
cpely Tepenayd MaHHBIX B €IUHYI0 BUPTYaIbHYIO
CeTh, OOECIEUMBAIONIYI0 3alIUTy HHMOOPMAIMOHHBIX
nmoTokoB i TexHonorus VPN-cereir. OcobeHHocTH
VPN. Tynnens VPN. TyHHenupoBaHue u €ro
ocobeHnoctd. OcHOBHBIE pa3HOBUAHOCTH  VPN-
YCTPOMCTB MO TeXHUYecKou peanuzaunuu. Pomu VPN-
yCTpOiCcTB. BapuaHThl MOCTpOEHHA 3aUIUIIEHHBIX
kaHamoB  VPN.  Vrposst mms  VPN. Bapuants!
3alUIIeHHBIX coequHeHnid. Knaccuduxamms VPN-
ceteil. CoBmemnienrne VPN-TeXHOIOTHI W MEKCETEBOTO
skpana. Hegocratku VPN.

Tema

3amuTa nHGOpManmu B MHTEpHET.
HNudpopmarmonHas 0e30MacHOCTh B
yCIOBUSIX (YHKUMOHUPOBAHUS B

Poccun riio0anbpHBIX ceTEMN.

[IpobGiema obOecrniedeHus MH(OPMAITMOHHOM
OesomacHOCTH TIpU paboTe ¢ T1I00aNbHON CEThIO
Wntepuer. MudopmanmonHass  0e30MaCHOCTH B
ycioBusX (hyHKIIMOHUpOBaHUS B Poccum rimoOanbHBIX
ceteii. VYkaz mpesumenta PP «O wmepax 1o
obOecrieueHn0  MH(POPMALMOHHON  0E30MacCHOCTH
Poccuiickoii denepanmu B cdepe MEKITyHAPOIHOTO

HH()OPMAITIOHHOTO oOMeHay. Yrpo3sl
WHQOPMAIMOHHON  0e30macHOCTH TpH  pabore ¢
UnTepHer. Bupycel,  ucmonmHseMble ~ MOAYIH,

BCIUIBIBAIONIME OKHa ¥ pekiama. lcmosnp3oBanue
AHTUBUPYCHBIX MPOTPAMM U MEKCETEBBIX JKPAHOB MPH
pabore ¢ UMnurtepuer. Ilporpammuble cpencTBa
MIPOBEPKHU Tpaduka u 00pBOBI c
HECAaHKIIMOHMPOBAHHBIM ~HCIIOJIb30BAaHHEM PECYPCOB
UHQOPMAIIIOHHOH CUCTEMBI.

Tema

TumoBast CTPYKTypa 3allUThI
HCJI. Yopasnenue 10CTyIioMm.

oT

ApXUTEeKTypa THUIOBOM  CHUCTEMBI  3alIUTBl  OT
HECaHKIIMOHUPOBAHHOTO JOCTymna. MneHTndukanus u
ayrentuukanma.  I[laponbHas — ayreHTHUKAIUS.
IlpaBuna  mpumeHeHuss mapoied.  OJIHOpa3oBBIE
nmapomu. CepBep ayrentudukamuu. I[lomcucrema
yIOpaBiIeHHUs AOCTYIIOM, TOJCHCTEMAa PETUCTPallud U
yueta. [IpuHOMOBI KOHTpOJds JAocTtyma. MaTpuna
Joctyna W coucku jpocryna.  IlpouwsBosnbHOe M

MPUHY IUTENBHOE YIIPaBJICHUE JOCTYTIOM.
OrpannumBatomuii uHTepdeiic. PoneBoe ymnpasneHue
JIOCTYTIOM. CraTtnueckoe u JTMHAMHYECKOE

pactipenenenue poseir. Ilomcucrema obecreueHus
uenocTHocTH. Kpunrorpagpudeckas mojacucrema.
[IporpamMmmHo-anmapaTHbie cpencTaa 3aIUTHI
nadopmarmn ot HCJI.  VYctpoiictBa  BBOIa
UACHTU(UKAMOHHBIX Tpu3HakoB.  Kiaccuukanus
YCTPOWMCTB BBOJAAa WJACHTU()UKAIMOHHBIX MPH3HAKOB.
Buomerpuueckue yCTpOKCTBA BBOJIA
I/IZ[eHTI/I(bI/IKaHI/IOHHBIX IIPU3HAKOB )51 Hux
knaccuukanms. [IpenmyriectBa W HETOCTaTKH HX
ucnonp3oBanus. KoMOWHUpOBaHHBIE  YCTpPOWCTBA.
DIIeKTPOHHBIC 3aMKH.
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Ha camocrostenpHyto paboTy cryaeHTtoB 1o auciuumae B1.B.J1B.09.02 OcHOBbI
HHpOPMANMOHHOI 0€e30MACHOCTH XO03AHCTBEHHON JeATeJbHOCTH BBIHOCSTCS CIEIYIOLINe

TEMBI:
Ne Tema Bonpocsl, BeiHocumbie Ha CPC Ornas 3aounan
n/n ¢dopma dhopma
1 2 3 4 5
1. | Ilonsrue [onsTHe nHpOPMAIIH, 3aIINUTHI
nH(popMaIu, nHpOpMaITuu u nH()OPMAITIOHHON
3alIHUTHI O0e3onacHoctd. Hasnauenwme wu 3amauu B
uHpopMaruu u | cpepe  obecredeHUs]  WHPOPMAMOHHOMH
nHpOpPMaLMOHH | 6€30IacCHOCTH Ha YPOBHE TroCynapcTBa, Ha ) )
ol YPOBHE PETMOHA W Ha JIOKAIbHOM YDPOBHE.
6e3onacHoctd. | OCHOBHBIE MOJIOKEHUS TeopHUn
OcHOBHEBIE MHQOPMALIIOHHOMN 0e3onacHoCTH
COCTaBJISIIOIINE. | MHQOPMALMOHHBIX CUCTEM.
2. | 3akonomarenpH | O030p POCCHICKOTO 3aKOHOMATEIHCTBA B
bl ypOBeHb | obnmacth  obecnieueHuss HMH(DOPMAIIMOHHOM
nHpopMaMoHH | 6e3omacHocTH. JloKTprHA WHPOPMAIMOHHOMN
ou 0€e301acHOCTH PO, 3aKOHBI «O
0e30IacHOCTH. | TOCYIapCTBEHHOM TaitHe», «O0 uHpopManuy,
KommnbrorepHsie | H”HPOPMAIIMOHHBIX TEXHOJOTUAX H O 3aIIHUTE
npectyieHust. | uHopmanun». OCHOBHbIE HOPMATHUBHBIE
OTBETCTBEHHOC | PYKOBOJSIIIME  JOKYMEHTBI,  KacarolIuecs
Tb 3a | TOCYIapCTBEHHOMI TalHbI u 0 0
COBEpILIECHHE KOH(pUIeHINATEHON UH(POPMALHIH.
KomnbloTepHbIX | HopmaTuBHble AKThI aJIMUHHCTpPALIH
npectymieHuii. | Bonrorpaga B obOiact MHGOPMAIMOHHOM
0e3omacHOCTH.
3. | Kmaccudukarmu | [lonstme arakm Ha  WHGOPMAIHOHHYIO
1 arak. | cucremy. Kiaccudukanuss arak. Buasl
[TonsTtue NPOTUBHUKOB WM  “‘HapymuTenei”, ux
YIPO3BL. KJIaccupuKanus. Kanaier YTEUKH
Mogens yrpos. | uadopmanmu: BU3YaJIbHO-ONITUYECKUH,
Pexomenmanum | aKyCTHUECKHH, ANEKTPOMAarHUTHBIN u
1o MaTepHaIbHO-BEIIECTBEHHBIH. [onsTe
obecreyeHu o yrpo3el.  UcToduHWMKM — yrpo3 W X
nHpopMaoHH | kinaccudukanus. [loctpoenne mMomenu yrpos 0 0
oit opranuzauuu. Ilpumepsl.  CrnenmanbHble
Oe3omacHocTH. | TpeOoBaHWsA W pekoMeHmaruu. [lokaszarenmu
3aILHUIIEHHOCTH. Cucrema 3aIUATHI
UHQOpPMAMM OT HECAaHKIHOHHUPOBAHHOTO
noctyna.  Pexomenmyemble  Mepbl IO
o0ecniedyeHUI0  3amMTHl  WH(pOpManuu B
npolecce IKCIUTyaTanud HHPOPMAaLMOHHON
CHCTEMBI. PazpemmrensHas cucrema
JIOIyCKa.
4. | OcHOBHBIE Creranorpadus u kpunrorpadus. Baxnocts
MOHATHS kpunrorpagud  OpU  pELIeHHH  3ajad o o
Kpunrorpadgun. | odecreueHus nHGOPMAITMOHHOH
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JlBa 0e30MacCHOCTH XO3SIMCTBEHHOM IEATEIBHOCTH
COBPEMEHHBIX u COXpaHEHUs KOH(UICHIIUATBHOM
HarpaBjcHUS B | HHpOpMAaIUy. OCHOBHBIC TTOHATHUS
kpunrorpapun. | kpunrorpadguu. IloHATHE KPUOTOCHCTEMEI,
Knaccuueckue | kioua. BosmosxHbie aTaku Ha
KPUNITOCUCTEM | KPUIITOCHCTEMBI, IIOHITHE KpPUIITOAHAIH3A.
BL. Hanexnocts KPUITOCUCTEMBI. Ba
OCHOBHBIX HANpaBIICHHUS B COBPEMEHHOH
KpUNTOrpadum. OnnoandaButHbIE u
MHOTO0aJI(haBUTHBIE KPUITOCUCTEMBI.
Cucremsl Lle3aps u Buxenepa.
BosmoxxHocT KpUIITOaHAIN3a
MHOTOaN(paBUTHBIX  CHUCTeM.  PackpeiThe
CHUCTEMBI Buxenepa. Hanexnocts
MHOTOQNI()aBUTHBIX ~ CHCTEM.  AOCOIIOTHO
HaJeXHass KpunrocucreMa: “OaHOpa3OBbIN
omokuaoT”. Kpunrocucrema DES.
Kpunrorpagus | Cucrembl mudpoBaHus, He TpeOyromme
c OTKPHITEIM | Tiepenadn kioda. [IpoTokon mcrnonp3oBaHus
KITFOUOM. cucteMbl  «OIHOPA30BBI  OJIOKHOT», HE
Cucremsl TpeOyroImuii  TEePBOHAYAIBHOTO  OOMEHa
mugpoBaHus, CceKkpeTHbIMH Kitouamu. Kpunrorpadus c
HE TpeOYIOIMHNEe | OTKPHITHIM KITIOYOM. [IOHSTHE OTKPHITOTO H
nepegaqu CEKpEeTHOro Kioua. [IpUHIMIBI MOCTPOEHUS
KIIFOYa. KPUNTOCUCTEM C  OTKPBITBIM  KIFOYOM.
OneKTpoHHAS W3BecTHBIE KPHUNTOCHUCTEMBI C OTKPBITHIM
MOAIUCH. KIouoM u ux anroputmbl. Cuctema RSA.
JlivHa Kito4a B KPUNTOTPaQuH ¢ OTKPBITHIM
KITFOYOM. OnHOCTOPOHHSSA (GyHKIHA,
BO3MOYHOCTB ee HICIIOJIH30BaHUSL.
ONeKTpoHHasl MOANKUCh W TPUHIUIBL €€
MIPUMEHEHUSI.
OcHOBHEBIE OcHOBHEIE TEXHOJIOTHA MOCTPOEHUS
TEXHOJIOTUHU samuieHuslx MC. TloHsTHE MEXCETEBOIO
MOCTPOEHUS skpana. [IpaBuna ¢unbTpanuu U NPUHIUIBI
3aIUIIEHHBIX nx nupuMeHeHus. llakeTHele  QUIBTPHL.
nuc. [TonmTuka cereBoil 6e3omacHoctu. [lonutuka
MexceTeBbie peanuzanuu MEKCETEBBIX SKPaHOB.
JKpaH#bI. OyHKIIHOHATEHBIC TpeOoBaHHS K
MEXCETEBBIM JKpaHaM M WX KOMITOHEHTHI.
[1Imr03B1 CEaHCOBOTO M MPHUKIATHOTO YPOBHS.
HoBeie ¢ynkumu OpanamayspoB. Cxembl
OpTraHHU3aIiN Me)KCETEBhIX JKPaHOB.
TpebOoBaHUs K MEKCETEBBIM KpaHaM
TexHonorus TexHoiorus o0beIUHEHUS JTOKAJIBHBIX CETEM
VPN-ceteli. U OTACIIBHBIX KOMIIBIOTEPOB Ye€PE3 OTKPBITYIO

BHEIIHIOIO CpeAy TNepefadd JaHHBIX B
SINHYIO0 BUPTYaIbHYIO CeTh,
o0ecreunBaroyIo 3aLIUTY
MH()OPMAITMOHHBIX TTOTOKOB HMIIM TEXHOJIOTHUS
VPN-cereii. OcoGenHocTtu VPN.
TyHHenupoBaHWE U €ro  OCOOCHHOCTH.
OcHoBHBIE pa3HOBUAHOCTH VPN-ycTpoiicTB
Mo TeXHUuYeckol peanuzaruu. Pomu VPN-
YCTPOUCTB. BapuaHnTsl IOCTPOCHUS
3anuiieHHbIX KaHaioB VPN, VYrpossl s
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VPN. Knaccudpukaums VPN-cereii.
CoBMelieHue VPN-texHomoruu u
MexceTeBoro skpana. Hegocratku VPN.

8 3amura
nHpOpPMaH B
HNurepner.
Wndopmarmon
Hast
0e30IMacHOCTh B
YCIIOBHSIX
(YHKIMOHUPOB
anusg B Poccum
ria00aabHBIX
CETeH.

[Ipobnema obGecrieueHus: WHOOPMAIMOHHOM
OesonacHoctd mpu pabore ¢ roOaNBHON
CEThIO WurepHer. WNnudopmarmonnas
0e30macHOCTh B YCIIOBUSIX
¢yHKkunoHupoBanuss B Poccuu TI00anmbHBIX
cereil. Yka3 npesugeHra PO «O mepax mo
obecIieueHUIo nH(POPMAITMOHHOH
6esomacHoctu  Poccuiickoit @enepaunu B
chepe MEXIYHApOTHOrO HH(POPMALUOHHOTO
oOMeHay. Yrposst “H()OPMAITMOHHOM
OezonmacHocTH mTpu pabore ¢ MHTEpHET.
Bupycsl, UCTIOJIHSIEMBIC MOJTYJIH,
BCIUIBIBAIOLINE OKHa U peknama.
Vcnonb3oBaHue aHTUBMPYCHBIX IPOrpaMM U
MEKCETEeBBIX JKpaHOB Tpu  paboTe ¢
UnTtepner. [TporpamMmHBIE cpeacTBa
MmpoBepku  Tpaduka W OOppOBI ¢
HECaHKIMOHUPOBAHHBIM  HCIOJIB30BAaHHEM
pecypcoB HHPOPMAILIMOHHOH CUCTEMBI.

9 TumnoBas
CTPYKTypa
3aLIUThI oT
HCII.
YupasieHue
JIOCTYTIOM.

ApXUTEKTypa THUIIOBOW CHUCTEMBI 3aIUTHI OT
HECaHKITMOHUPOBAHHOTO JIOCTyTIA.
Unentnduxanus u ayTeHTU(UKAIHS.
[Maponpras  ayreHtudukanus.  [IpaBuia
TPUMEHEHUS naposiei. OnHOpa3oBbIe
napoiau. IIpuHOMNBL  KOHTpONSL  IOCTYyIIA.
Marpuna 1gocTyma W CIOMCKH  JOCTYIA.
[IpousBonbHOE u MIPUHYAUTENBHOE
yhpasiieHue A0cTynoM. OrpaHnYuBarONIHi
unTepdetic. PoneBoe ynpasieHHe TOCTYIIOM.
Kpunrorpaduueckas MOJICUCTEMA.
[IporpaMMHoO-anmapaTHbIe CPEACTBa 3aIIUTHI
unopmarmu or HCJI. VYcrpoiictBa BBOIA
UACHTU(-HBIX pu3HakoB. [IpenmymiecTBa u
HEJOCTaTKH ux WCTIONTb30BAHMSL.
DIeKTPOHHBIE 3aMKH.

4. MaTtepuaJjibl TEeKylIero KOHTPOJISAA yCIIeBAeMOCTH 00ydarommuxcsi M (poH 1

OICHOYHBIX CPEACTB M0 TUCHUIIJINHE

4.1. q)OprI H METOAbI TEKYIIECro KOHTPOJIA YCIIEBAEMOCTH H HpOMe)l(yTO'{HOﬁ

aTreCcralnun.

4.1.1. B xone peanuzauuu aucuuiuinabl B1.B.JIB.09.02 «OcHOBbI MHGPOPMALMOHHOM
0e30MacHOCTH XO3sIHCTBEHHOM 1eATeJBLHOCTH» UCIOIB3YIOTCS CIEAYIOImUe GOPMBbI U METOJbI
TEKYIIEro KOHTPOJIS YCIEBAEMOCTH 00YYaIOUXCS:

Ne HaunmeHoBaHue TeM MeTOI[])I TEKYIIEro KOHTPOJIst
n/n (pa3neJioB) ycneBaeMoCcTH
Ounas ¢popma
[lonsiTie  WHpOpPMALUK,  3alIUTBl  WHPOPMALUK  H Vot
Tema 1 |mHQOpPMAaIMOHHON 0e30macHOCTH. OcHOBHBIE onpoc
COCTaBJISIOIIHNE.
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3aKOHOIATENIbHBIN YpOBEHB WHPOPMATUOHHOH O
Tema 2 0e30macHOCTH. KomnrerorepHsie MIPECTYIICHMUSL. ompoc
OTBETCTBEHHOCTh 33  COBEpIICHHE  KOMIIBIOTEPHBIX
[IPECTYIIICHUM.
Knaccugpukanmsa arak. [lonstue yrpos3sl. Mopenb yrpos. VCTHBIH
Tema3 |PexoMeHmammu 10  obOecniedyeHHIO  HWHGOPMALUOHHOH onpoc
Oe3omacHOCTH.
OcHoBHbIE TOHATHS Kpunrorpadpuu. JIBa COBpeMeHHBIX VeTHbIi
Tema4 |[HampaBieHUSA B Kpunrorpadum. Knaccuueckue onpoc
KPUITOCUCTEMBI.
Kpuntorpaguss ¢ OTKPHITBIM  KIfo4oM.  CHCTEMBI o
Tema 5 mudpoBaHus, He  TpeOylomue  mepeiavyd  KIO4a. —
DIEKTPOHHASI TOAIUCH.
Tema 6 (OCHOBHBIE TEXHOJIOTUU IOCTPOCHUS 3alIUIICHHBIX HC. YcrHbIN
Me:xceTeBble SKpaHsbl. ompoc
Tema7 |Texnonorus VPN-ceren. Yerubti
onpoc
Bamura wHbopManmuu B MHTeprer. MHpopmanmoHHAs N
Tema 8 |0e3omacHOCTh B ycioBUSX (DyHKIMOHWpOBaHUS B Poccuy onpoc
ro0aJIbHBIX CeTEH.
Tema 9 TunoBas crpykrypa 3ammtel oT HCJI. VYmnpasnenue S;igi)}’;ﬂ
AOCTYIIOM. TECTUPOBAHUE

4.1.2. IlpoMexxyTO4Hasl aTTeCTalus MPOBOIUTCA B (hOpME 3a4eTa METOAOM SJICKTPOHHOTO
TECTUPOBAHMUSL.

K cnmaye 3auera mo MUCHUIUIMHE JOIMYCKAIOTCS CTYJIEHTHI, MOJTYYUBIIHME HE MeHbIIe 60
O6autoB mpu  Tekymiedl arrectauuu. Ilpu moaroroBke K 3adeTy CTYIAEHT BHHUMATENIBHO
IPOCMAaTPUBAET BOMPOCHI, TPEAYCMOTpEHHbIE padouyeil TpOorpaMMoil, M 3HAKOMHUTBCS C
PEKOMEHZ0BAaHHOM OCHOBHOW JnTepaTypoil. OCHOBOM i clauu 3adera CTYJEHTOM SBISETCA
M3yYeHHE KOHCIEKTOB OO30PHBIX JIGKIMH, MPOCIYIIAHHBIX B TEYCHHE ceMecTpa, MH(popmanus,
HOJy4EeHHasl B PE3yJIbTaTe CaMOCTOSITEIbHON pabOThl, U MPAKTUYECKHE HABBIKH, OCBOCHHBIC NPHU
pelIeHNH 3a]]a4 B TEYEHUE CEMECTPA.

4.2. MaTtepuajbl TeKylero KOHTPOJIsl yCIIeBAeMOCTH.

Tema 1

IonsiTe uHpopmManum, 3aUTHI HHPOPMAIUM U MH(POPMAIMOHHON 0€30IACHOCTH.
OcHOBHBIE COCTABJIAIOIIHE.

Bonpocs! ycTHoro onpoca:

1. TlonsTne nHpOpMaNKH, 3aIIUTH HHPOPMALUU U UHPOPMAIIMOHHOH O€30MacHOCTH.

2. Hasnauenwe u 3amaun B cdepe oOecrmeyeHHs HHGOPMAIUMOHHONW OCE30MACHOCTH HA YPOBHE
rOCyJIapCcTBa, HA YPOBHE PETUOHA U HA JIOKATEHOM YPOBHE.

3. OcCHOBHbBIE TIOJIOXKECHHS TEOPUH HH(DOPMAITMOHHOM 0€30MaCHOCTH HH(POPMAIIMOHHBIX CHUCTEM.

4. OcHoBHbBIE COCTaBJIAIOIIUC obecrieucHUs I/IH(l)OpMa]_II/IOHHOﬁ 0Ee30MacCHOCTH  XO3SMCTBEHHOU
JCATCIbHOCTH.

Tema 2
3akoHoAaTe/bHBIN YpOoBeHb HHGQopManuoHHoii 0Oe3omacHocTH. KomnblooTepHble
npecrymienusi. OTBeTCTBEHHOCTD 32 COBepPIlIeHHe KOMINbIOTEPHBIX MPeCTYNJIeHH .
Bonpocsl ycTHOr0 onpoca:
1. BaXHOCTh 3aKOHOJIATEIEHOTO YPOBHS HHPOPMAIIMOHHON 6€30MacHOCTH.
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00630p poccUCKOTro 3aKOHOIATELCTBA B 00JacTH obecneueHuss HHPOPMaAIIMOHHON 6e30MacHOCTH.
Joktpuna wHbpopmanmonHon 6Oe3onmacHocTH P®, 3akoHbl «O TocymapcTBeHHOW TaiiHe», «O0
nHpOpMaIuu, HTHPOPMAITHOHHBIX TEXHOJIOTHSIX U O 3aIUTe HHOOPMAITUN).

Jpyrue 3aKoHbI U 3aKOHOATeNbHbIC akThl. KoHIenus nHpopMamoHHON 06€30MacHOCTH.
OcCHOBHbIE HOPMAaTHUBHBIE PYKOBOISIIME NOKYMEHTHI, KacaloUIMecs rOCyNapCTBEHHOW TalHBI U
KOH(UeHIanbHOH HH(pOpPMaLnU, HOPMATUBHO-CIIPABOYHBIE JAOKYMEHThl. HopMmaTuBHBIC aKThI
aaMuHHCTpanuu Bonrorpana B o6macTi ”HPOPMAOHHOM 6€30MacHOCTH.

Kommblotepusie  mpectymiieHusi.  OTBETCTBEHHOCTh 32 COBEPIICHHE  KOMIBIOTEPHBIX
MPECTYIUICHU.

VYronoBHas ¥ aAIMUHUCTPATHBHASI OTBETCTBEHHOCTb.

Tema 3
Knaccupukamma arak. IlonsTue yrposel. Mopeas yrpo3. Pexkomenpanum 1o

o0ecrneyeHuI0 HHPOPMALMOHHOI 6€30MaACHOCTH.

—

e

10.

Bonpocsl ycTHOro onpoca:

ITonsiTie aTaku Ha HHGOPMALIMOHHYIO CUCTEMY .

Knaccudukanus arak. Bunsl npOTUBHUKOB WK “HapyIIUTeNeH”’, UX Kiaccu(UKaIHS.

Kananel yreukn uHoOpManum: BH3YaJIbHO-ONTHYECKHH, aKyCTHYECKHUH, 3JIEKTPOMArHUTHBIA WU
MaTepUAIbHO-BEIECTBEHHBIMN.

[MonsiTie yrpo3sl. IcTOYHHKH YyIpo3 B UX KIacCUPHUKALIUS.

[Toctpoenne moaenu yrpo3 opranuzanuu. [Ipumepsl.

PyxoBomsmume noxkyments! I'ocrexkomuccun Poccun (DenepanpHas ciayx0a MO TEXHHYECKOMY U
SKCIIOPTHOMY KOHTPOJIIO) TIO 3aIIUTe OT HECAHKIIMOHHPOBAHHOTO JOCTyna K HWH(GOpPMAIIUH.
CrnenmanbHble TpeboBanus 1 pekomenganuu. Muctpykuus CTP-K.

Pexomenmanuu mo 3ammre KOH(QUACHIMATbHOW MHpOpMarmu. Kiaccsl 3alIMIIEHHOCTH CPEACTB
BBIYHMCIUTEIBHON TEXHUKH M aBTOMATHU3HPOBAHHBIX CHCTEM II0 PYKOBOISIIMM JOKyMEHTaM
T'ocrexxkomuccuu Poccun.

Ilokazarenn 3amuimeHHoctd. CucTema 3amUTBl MHGOPMALMK OT HECAaHKIHMOHHPOBAHHOTO
JIOCTyTIA.

Pexomenmyemble Mepbl MO OOecleYeHHIO 3alluThl HH(OPMAlMU B Tpolecce SKCIUTyaTaluu
WHGPOPMALTUOHHON CHCTEMBI.

PazpemmrensHas cucremMa gomycka. PekomMeHmanmmu 1o IUlaHy — JOpaOOTKH  OOBEKTOB
UHQOPMATH3aIMd Ha COOTBETCTBHE TPEOOBAHHSAM PYKOBOJSIIUX JTOKYMEHTOB | OCTEXKOMHCCHH
Poccun.

Tema 4
OcHoBHbIe TOHATUA Kpunrorpagpuu. JIBa coBpeMeHHBIX HamnpaBJieHUsl B

Kpldl'[TOl"pa(bHH. Kiaaccuueckne KPHIITOCUCTEMBI.

93]

Bomnpocsl ycTHOro onpoca:

Uctopuueckas cnpaBka. Bo3aMokHble HampaBieHHMs pelIeHHs 3ajadd OoOecredeHus mepenayvu
CEKpEeTHOH NHPOPMAIUH.

Creranorpadus n kpunrorpadus. BaxxHOCTs kpunTorpaduu IpH perieHHH 3a1ad 00ecTeueHUs
UHQOPMAIIMOHHOH 6e301macHOCTH XO035ICTBEHHOMN JIEATEIBHOCTH 51 COXpaHEHUs
KOHpHIECHINAIbHON HH(pOpMaHy.

OcHoBHble noHATHS Kpuntorpaduu. IloHsTne KpunrocucTemsl, kitoda. Bo3Mo)xHbIe aTaku Ha
KPUNTOCUCTEMBI, TOHATHE KPUIITOAHATIN3A.

HapexxHocTh KpumnTocucTeMbl. J[Ba OCHOBHBIX HaNpaBICHHs B COBPEMEHHOW KPHUIITOrpaguH.
Kiaccuueckne KpunTocucTEMBI.

OnmnHoandaBUTHBIE 1 MHOT0AJI(DaBUTHBIE KPUTITOCHCTEMEL.

Cucrembr llesaps u Bmxkenepa. Bo03MOXHOCTH KpUNTOaHaIH3a MHOTOAN(ABUTHBIX CHCTEM.
PackpsiTue cucrems! Buxkenepa.

HapexxHocTh MHOr0a1(haBUTHBIX CHCTEM. DJIEKTPOMEXaHUYECKHE IN(POBaATbHBIC MAIINHBI.
AOCOIIIOTHO HajeKHasT KpunTocucTeMa: “OmnHopa3oBeiit 0J0KHOT”. BO3MOKHOCTE UCIIOE30BAHIS
TaKUX CHCTeM Ha mpaktuke. CTaHaapThl u(pOBaHUs JaHHBIX.

Kpunrocucrema DES. Poccuiickuii crannapt mudposanus ['OCT 28147-89. IIpobnema Bbibopa
HAJEe)KHOW KPUIITOCUCTEMBI JUISl 3AIUTHI CBOMX JTaHHBIX.
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10. IlepcnekTuBbI pa3BUTHS KpunToanaiusa. [Ipobiema momHoro nepedopa Bcex KITIOUEH.

Tema 5
Kpunrorpagusi ¢ orkpbiThiM KIKW4YOM. CHucTeMbl IM(POBaHUS, He TpedyrolHe

nepegayu KJI04a. JJeKTPOHHAS NMOANUCH.

% N oLk

.

—

Bomnpocsl ycTHOrO onpoca:

Cucremsl mu@ppoBaHus, He TpeOYIONIHe epeaadn KIoya.

[IpobneMbl HCHOIB30BaHMS TAaKUX CHUCTEM. [IpOTOKON HMCHONB30BaHHs cUcTeMbl «OIHOPa30BbIN
OJIOKHOT», He TpeOyIoIIMii MepBOHAYaIBLHOTO 0OMeHa CeKpeTHBIMH KitouamMu. Kpunrorpadus c
OTKPBITHIM KIJIFOYOM.

[ToHsITHE OTKPBITOTO M CEKPETHOTO KiTfoya. [IpaBmiia ux NCIIOIB30BaHHUS.

[TpuHIHITEI TOCTPOCHUS KPUIITOCHCTEM C OTKPHITHIM KIFOUOM.

W3BecTHBIE KPUIITOCUCTEMBI C OTKPHITHIM KITFOUOM U UX anroputmbl. Cucrema RSA.

JInvHa KiIroya B KpUNTOrpauu ¢ OTKPHITHIM KITFOUOM.

OnHocTOpOHHSISI QYHKIINS, BO3MOKHOCTD €€ HCIIOJIb30BaHUS.

DeKTpOHHAs NOANKCH U IPUHIIMIIEL €€ IPUMEHEHUSI.

Tema 6

OcHOBHBIE TeXHOJIOTUM ocTpoeHus 3amuineHHbIx UC. MexceTeBble IKPaHbI.
Bonpocsl ycTHOro onpoca:

OCHOBHBIE TEXHOJIOTUU MTOCTpoeHus 3amuiieHHbix 1MC.

[lonsiTne mexcereBoro skpaHa. IlpaBuia ¢unbTpanny ¥ NpUHOUNGI X TpuMeHeHus. llakeTHbIe
¢unbTpeL. [lonuTHKa ceTeBoil 6e30MacHOCTH.

[lonuTuka peanu3aluy MEKCETEBBIX HKpaHOB. DYHKUMOHAIBHBIC TPEOOBaHMS K MEKCETEBBIM
9KpaHaM U UX KOMIIOHEHTHI.

110361 CeaHCOBOTO M MPHUKIAIHOTO ypoBHS. HOBBIC (yHKIMM OpaHAMay3pOB.

CxeMbl OpraHu3allil MEXKCETEeBBIX 3KpaHOB. OCOOCHHOCTM PAa3MUYHBIX CXEM peajii3alrd, HX
NPEeUMYIIECTBA U HEJOCTATKU.

HpOGJ’IeMBI, CBA3aHHBIC C MCKCECTECBBIMU SKpaHaAMMU.

TpeboBaHMs K MEKCETEBBIM dKpaHaM

Tema 7

Texnonorusa VPN-cereii.

Bonpocsl ycTHOro onpoca:

TexHonoruss 0oObEOUHEHMs JIOKAJIBHBIX CETEH M OTAENbHBIX KOMIIBIOTEPOB 4Yepe3 OTKPBITYIO
BHEIITHIOIO Cpely Mepeladdl NaHHBIX B €IUHYI0 BUPTYaIbHYIO CETh, 00ECIIEUMBAIOUIYIO 3alIUTY
WH(POPMALMOHHBIX TOTOKOB MM TexHoJorusa VPN-cerei.

Oco6ennoctu VPN. Tynnens VPN. TyHHETHMpOBaHNE U €T0 OCOOSHHOCTH.

OcHoBHBIE pa3sHOBUAHOCTH VPN-ycTpoicTB 1o TexHndeckor peanuzanud. Pomm VPN-ycTpoiicTs.
BapuaHTbI nocTpoeHUs 3alIUINEHHBIX KaHanoB VPN.

VYrpossl ans VPN. BapuaHThl 3a1lUIIEHHBIX COETUHEHUN.

Knaccuduxammst VPN-cereit. CoBmemenune VPN-TeXHOJIOTHI ¥ MEXKCETEBOrO 3KpaHa.
Henocratku VPN.

Tema 8
3amura unpopmaunu B UHTepHer. UHpopMannmonHass 06e30MacHOCTb B YCJIOBHSX

¢pynkumnonnpoBanusi B Poccum riiodajbHbIX ceTei.

Bomnpocekl ycTHOro onpoca:

[IpoGiiema obecrneueHuss UHGPOPMAIMOHHOW OE30MaCHOCTH TNpU PabOTE C TIOOATBHOW CEThIO
Hurepner.

HNudopmarmonHas 6€30MacHOCTh B YCIOBUAX GYHKIIMOHUPOBaHUS B Poccuu Ti00anbHBIX ceTei.
VYka3 npesugenra PO «O mepax no obecneueHuto nHbopMaloHHoN 6e3omacHoctd Poccutickoit
Oenepanuu B cepe MEKIAYHAPOIHOTO UHPOPMAIIMOHHOTO OOMEHay. YTpo3bl HH()OPMALMOHHON
6e3onacHocTH pu padote ¢ MHTEpHET.
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4. Bupycsl, HCTIOTHSEMBIE MOIYJIH, BCIUIBIBAIOIINE OKHA U pekiiaMa. Mcronb30Banne aHTUBUPYCHBIX
MIPOrpaMM B MEKCETEBBIX 3KpaHOB MpH padote ¢ HTepHET.

5. TIporpamMmuBle cpeacTBa TpoBepkd Tpaduka #u  OOpPEOBI €  HECAHKIIMOHHPOBAHHBIM
HCIOJIb30BAaHUEM PECYPCOB MH(POPMAIIMOHHON CHCTEMBI.

Tema 9
Tunosas crpykrypa 3amutsl oT HCJI. YnipaBJienune 10CTynom.
Bonpocs! ycTHoro onpoca:

1. ApXHUTEKTypa TUIOBOH CHCTEMBI 3alUTHl OT HECAHKLIMOHUPOBAHHOTO AocTymna. Mnentudukanus u
ayTEeHTU(UKAIIHSL.

2. TlaponbHas ayreHTuduKanus. [IpaBuia npuMeHeHNs TapOJIeH.

3. OpnopazoBble mnapoiu. Cepep ayreHTH(ukanuu. Iloacucrema ympaBieHHS —TOCTYIIOM,
MTOJICUCTEMA PETUCTPALIUH H y4deTa.

4. IlpuHIUIB! KOHTPOJS HocTyna. MaTpuiia 1ocTyna U CIIUCKHU 10CTyIa.

5. Tlpou3BonbHOE U IPUHYIUTEIBHOE yNpaBieHue A0cTynoM. OrpaHnunBalomnii uHTepgeiic.

6. PoneBoe ympaBiaeHne pgoctynoMm. CTaTHYeCcKOe M IWHAMHYECKOE PpAaCHpElENICHHUE pPOJIEH.
IMoxcucrema obecnedenus neaoctHocT. Kpunrorpaduueckas noacucrema.

7. IlporpamMmHo-anmmapaTHble cpeAcTtBa 3amuTel uHGopmanuun ot HC/. VYcrpoiictBa BBoza
UICHTH(UKAIMOHHBIX NpH3HAKOB. Knaccuukanus yCTpOWCTB BBOJA HACHTH(PHKALMOHHBIX
IpU3HaKoB. buomerpuueckue ycTpoiictBa BBOJA HACHTU()UKAIMOHHBIX IPU3HAKOB M HX
KJIaccUpHUKanus.

8. IIpeumyiecTBa U HEAOCTATKH WX UCIONB30BaHUs. KOMOMHUPOBaHHbBIC yCTPOCTBA. DIEKTPOHHbIC
3aMKH.

UTOI'OBBIN TECT IO KYPCY
«OcHOBBI HH(POPMALMOHHOM 0€30I1ACHOCTH X035 CTBEHHOM 1eATeJTbHOCTH

DJEKTPOHHBIN TECT MPEACTaBIsIET COOON 3aaHus C BHIOOPOM TOJIKO OHOTO MPaBUIILHOTO
OTBETa U3 MpeanoKeHHbIX. Pe3ynbraT nporpamma Unitest BHIBOAUT B MPOLIEHTAX.

1. Kpunrorpadus 3to

A) Hayka 0 MeTo/1ax peoOpa3oBaHUs JAHHBIX, HAITPABJICHHBIX HA TO, YTOOBI CJIENATh OTH JaHHbBIE
Oecroe3HbIMU AJ11 HECAaHKIIMOHUPOBAHHBIX JIUI]

B) Hayka o MeTofax 1 crioco6ax pacKpheITHs MUGPOB

C) COBOKYIHOCTh METOJIOB, CKPBIBAIOIIUX (PAKT Mepeayu ceKpeTHOW MH(GOpMalnu 3a OTKPBITOM
uHpOpMauei

D) coBOKYMHOCT, METOJOB, 00€CIEUMBAIOIIMX aOCOIIOTHYIO HAJECKHOCTh KaHala TNepenaydd
JAHHBIX OT TMepexBaTa

E) Hayka o Mmeromax co3manus nudpoBoi moamnucu

2. Kakasi u3 cieyl0muxX KpUNTOAHAJUTHYECKUX aTaK CYUTAETCH HanboJ1ee OnmacHou?

A) IpH HATUYUH TOIBKO OJHOTO 3aIHU(PPOBAHHOTO (pparmeHTa

B) npu Hanumuum Gosbioro Habopa 3amu@poBaHHBIX GParMeHTOB

C) npu Hanmmuuu pparMeHTa OTKPHITOTO TEKCTa U COOTBETCTBYIOIIETO €My KPUIITOTEKCTA

D) mpu u3BecTHOM MeToze mudpoBaHUs

E) npu Bo3MOKHOCTH BBIOOpA JTHOOOTO OTKPHITOTO TEKCTA M MOJTYYSHHH COOTBETCTBYIOIIETO €My
KPUITOTEKCTa

3. CKOJIbKO pa3jiMYHbIX KJI04Yell B cucreme Lle3apsi nmpu UCnoJib30BaHUM MOJIHOTO PYCCKOI0
ajagasura?
A) 16 D) 256
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B) 33 E) 1024
C) 66

4. Yro sABJsieTcs KJIHOYOM B Kpunrocucreme Buxxenepa?

A) moboe TpoOdHOe YHCIIO

B) BenmmumHa ciBUTA UCXOMHOTO aldaBuTa

C) nepecraBieHHbIN aaBUT

D) ciydaiinas nocnenoBaTenbHOCTh OYKB, paBHasi IJIMHE COOOIICHMUS
E) mo6oe cioBo

5. Kakasi u3 nepe4yucJeHHbIX KPUNITOCHCTEM SIBJISIETCS] CHCTEMOM € OTKPBITBIM KJII0Y0M?
A) DES D) I'OCT 28147

B) RSA E) Ue3aps

C) DHurma

6. Moxno jgu B mporpamme PGP Bocmo/ib30BaThesi 4y:KMM OTKPBITHIM KJIHOYOM JIA
pacmngpoBanud HH(POPMALHH.

A) na

B) Her

C) na, eciu U3BECTEH TOT NapOJIb

D) nma, ecnu monb3oBaTens JacT mpaBa Ha pacliM(poBKy ero MH(opManmuu M COOOLIMT CBOM
apoJib

E) na, eciu mepeOpath Bce KIIIOUYH

7. Kak pacKpbIBalOTCsi KpUIITOCHCTEMBI 0JHOAI(paBUTHOM 3aMeHbI?
A) Takue CHCTEMBI PaCKPBITh HEJIb35

B) monusiii nepedop kimtoueit

C) ananu3 4yacToOT BCTpeyaeMbIX OyKB

D) nepe6op cooOrienHwmii

E) nepecranoBku OyKB KpUNTOTEKCTA

8. Kpunroanaius 3to

A) Hayka o MeToJax mpeoOpa3oBaHus JAHHBIX, HAIIPABJICHHBIX HAa TO, YTOOBI CJeNaTh 3TH JaHHbIC
0ecroNe3HbIMU TSI HECAHKITMOHMPOBAHHBIX JIUI]

B) nayka o meTogax u cnoco0ax pacKkpsITus MHU(GPOB

C) COBOKYITHOCTh METOJIOB, CKPBHIBAIOIINX (DaKT Mepesadn CEKpEeTHON MH(GOpPMAIMK 32 OTKPHITON
uHpopMaLuei

D) coBOKYNMHOCTH METOMOB, OOECIEeUMBAIOMINX AOCOMIOTHYIO HAAEKHOCTh KaHaja Mepenadyn
JAHHBIX OT IepexBara

E) nayka o MmeTonax co3nanusi nuppoBOi MOIMTUCH

9. Uto saiBasieTcs Kia04YoM B kpunrtocucreme Lesaps?
A) nroboe coBo

B) nro60e uncno

C) BennuuHA CIBUTa HCXOIHOTO andaBuTa

D) nepecraBnennsbiii anpaBuT

E) cnyuaiinas nmocnenoBaTenbHOCTh CHMBOJIOB

10. KakoBa aiauna kiao4a B cranaapre mmndposanus 'OCT 28147?

A) 256 Gut D) 1024 6ur
B) 64 our E) 2048 6ut
C) 56 6ut

18



11. Ha c107HOCTH pelieHHsl KaKoil MaTeMAaTH4YeCKO# 3a1a41 OCHOBaHa cucreMa RSA?
A) KOJIbI HCTIPABJISIIOIINE OMIMOKH

B) nuckpetHslii norapugm

C) 3agaua “o prok3ake”

D) paznoxeHnne 60bIINX YHCEN HAa TIPOCThIE MHOKUTEH

E) cnoxxenue no Mmoayito asa

12. Kpunrorpaduuyeckunii mpoToKoJI 3T0

A) metop muppoBaHUs JaHHBIX

B) MeTon xpunToaHanusa JaHHBIX

C) MeTox mepexBarta JaHHBIX

D) anroputm o6MeHa uHpopManueil MeXAy pa3lTuUYHbIMUA YYaCTHUKAMU IPU CEKPTEHOU mepenaye
JAHHBIX

E) ocob6as kpunrocucrema

13. Kpunrocucrema «OxHopa3oBbiii 0J1I0KHOT» 3TO:
A) nepecTaHOBOYHasl cUCTEMA

B) onnoandasuTtHas cuctema npocToi 3aMeHbl

C) mHOroan¢aBuTHas cUCTEMa

D) cucrema ¢ OTKpBITBIM KIHOYOM

E) Takoii cuctemsl HE CyIIeCTBYeT

14. Kakoii naposib HanGoJ/1ee HaJlesKeH?

A) @amMunms noJib30BaTENS

B) ®paza u3 kauru

C) cnyyaiiHas mociae0BaTeNbHOCTD HU(P

D) cnyuaiinas mocienoBaTenbHOCTh OYKB

E) ciyuaiinas nocnenoBaTeIbHOCTh IPOU3BOJIBHBIX CUMBOJIOB

15. KakoBa nninna kiaw4a B cucreme mugposanusa DES?

A) 256 6ut D) 1024 out
B) 64 6ur E) 512 6ur
C) 2048 our

16. Kpunroreker 310

A) TEKCT UCXOTHOTO COOOIIECHHUS

B) tekcT 3ammdppoBaHHOTO COOOIIECHHS

C) maposb

D) TekcT, nmosy4eHHbI Ipu KpUNTOAHAIIN3E
E) knrou

17. Taiinonuck (creranorpadust) 3To

A) Hayka o MeToJax mpeoOpa3oBaHus JaHHBIX, HAIIPABICHHBIX HA TO, YTOOBI CAETATh STH TaHHBIE
0eCIoIe3HBIMU JIJISl HECAHKITMOHHUPOBAHHBIX JIUI]

B) Hayka o MeTozax 1 crioco6ax pacKpbeITHs MuppoB

C) COBOKYIHOCTh METOJIOB, CKPBIBAIOIIUX (PAKT Mepeaayu CeKpeTHOW MH(GOpMalUU 332 OTKPBITOM
uHpOpMaLuei

D) COBOKYIHOCTh METO/OB, OOCCIEYMBAIONIMX A0CONIOTHYI) HAJCKHOCTh KaHala Mepeaadn
JAHHBIX OT TIepexBaTa

E) Hayka o MeTogax co3maHus UppOBON OIHCH
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18. YUrto no3BoJsier onpeaeauTb Mmeroa Kasnckn npu kpunroanajanse cucrembl Bu:kenepa?
A) nmapoib

B) oTKpbITHIN TEKCT

C) meton muppoBaHus

D) nnuny napons

E) nnuny oTkphITOrO TEKCTA

19. Kakas kpunrocucrema o0ecrneduBaerT aOCOJIOTHYI0 HAJAEKHOCTH 3allUThl IpH
NPAaBUWJIBHOM €€ MCIO0JIb30BAHUM?

A) DES D) OnHopa3oBblil OJ0KHOT
B) RSA E) Buxenepa
C)I'OCT 28147

20. O6ecnneunBaeT JiM NApoJib Ha BXoJ B Windows HajieKHYI0 3alIUTy KoMInbloTepa?
A) na

B) et

C) npu nnune naposst 6oaee 10 cuMBOIOB

D) npu ciyvaitHom napouie

E) mpu perymsipHoii cMeHe napoJis

Ikana oneHuBaHuA
YcrHblii onpoc

YpoBeHb 3HaHMI, YMEHHH M HAaBBIKOB 0O0YyYaroIIerocs MpuU YCTHOM OTBETE€ BO BpeMs
TEKYyILLIEro KOHTPOJIs omnpenensercss oneHkaMu «OTaudHo»/ «Xopouoy/ «Y A0BIETBOPUTEIBHOY/
«HeynoBneTBOpUTEIbHOY.

B Bousrorpaackom unctutyte ynpasineHus — ¢unuane PAHXul'C npunsta ciemyromas
IIKaJla COOTBETCTBUSI PEUTHHIOBBIX OIIEHOK MATHOAIIIIbHBIM OLICHKaM:

- 90 — 100% — «oTnuuHO» (5);

=75 — 89% — «xoporio» (4);

- 60 — 74 — «ynoBneTBOpUTENBLHO (3);

- meHee 60% — «HEeYTOBIETBOPUTETHLHO» (2).

VYpoBeHb 3HAHUM, YMEHMH W HaBBIKOB OOYYaroIErocsi MpU YCTHOM OTBETE BO BpeMs
MPOBEICHHS TEKYIIETO KOHTpoJia ompezensercs oasmamu B auamna3zoHe 0-100 %. Kpurepusmu
OLICHMBAHMSA IIPU IPOBEJEHUM YCTHOIO ONpOCAa SBIAETCS JIEMOHCTpAlUsi OCHOBHBIX
TEOPETUYECKUX TMOJOXKEHUH, B paMKax OCBAaMBAa€MOl KOMIIETEHIIMHM, YMEHHE NPUMEHSTh
NIOJlyYE€HHBIE 3HAHMsS HAa TMPAKTUKE, OBJIAJECHUE HaBbIKaMH aHalW3a M CHUCTEMaTH3aLUuu
UH(pOpMALINH.

[Ipu oneHMBaHUM PE3yNIBTATOB YCTHOIO OIIPOCA UCIOJIb3YETCs CIEAYIONIAsl IIKaja OLEHOK:

Orarnsl KOMIIETECHIINH, IIPEAYCMOTPEHHBIE o0Opa3oBaTenbHOM
nporpamMMmoii, c@opMupoBaHbl Ha BBICOKOM ypoBHe. CBoOOJHOE
BJIaACHHUC MaTcpualioM, BBISIBJICHHUEC MCKIIPCIMETHBIX CBSI3EH.

100% - 90% .
VBepeHHOE  BJIaJieHUE  IOHATHMHBIM  anmapaToM  AMCLMILIMHBL

(oTIMYHO) .
[TpakTudeckue HaABBIKU npodeccrnoHaTbHOM JeSITeITbHOCTH
c(hopMUPOBaHBI Ha BBICOKOM YpOBHE. CriocobHOCTh K
CaMOCTOSITSIILHOMY HECTaHJIaPTHOMY PEIICHHIO MPAKTHYSCKUX 3a/1a4
Orarnsl KOMIIETEHITHH, PelyCMOTPEHHBIE o0pa3oBaTenbHOM
89% - 75% IPOTrpPamMMON, chopMHUpOBaHBI JIOCTaTOYHO. HetanpHOE
(xoporo) BOCIIpOM3BeJieHNEe y4eOHOro wmarepuana. lIpakThueckue HaBBIKU

npo¢eCcCHOHATBHON JIEATEIbHOCTH B 3HAYMUTEIBHON Mepe
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chopmupoBanbl. [IpHCYTCTBYIOT HAaBBIKM CaMOCTOSITENILHOTO PEIICHUS
IIPAKTUYECKUX 3a1a4 C OTAEJIbHBIMU YIEMEHTAMU TBOPYECTBA.

74% - 60%
(YIOBJIETBOPUTEIIHHO)

Orarsl KOMIIETECHIINH, IIPEAYCMOTPEHHBIE o0pa3oBaTenbHON
OporpaMMoii, cpopMHpoBaHbl Ha MHUHHMMaJbHOM ypoBHe. Hamuune
MUHHMAJIBHO JIOIyCTHUMOTO YPOBHS B YCBOCHHUHU Y4eOHOrO Marepuaia, B
T.4. B CAMOCTOSITEJIbHOM PELICHWU NpakTUdeckux 3anad. [Ipakrnyeckue
HaBBIKU MPO(HECCHOHATBHON NEeSITeIbHOCTH c(hOPMUPOBAHBI HE B IOTHOM
Mmepe.

menee 60%
(HEYTOBJIETBOPHUTEIHHO)

Oransl KOMIIETEHIINH, IIPEAYCMOTPEHHBIE o0pa3zoBaTeNbHON
nporpaMMmoii, He copmupoBanbl. HenoctaTouHblii ypoBEHb YCBOEHUS
NOHATUIHOTO ammapara W Haauuue (parMeHTapHbIX 3HAHUHM 110
qucuuiuiiHe.  OTCyTCTBHE MHHHMMAIBHO —JIOMYCTMMOTO YPOBHS B
CaMOCTOSITEJIBHOM ~ PELIEHUWH NpPaKTHUeCKUX 3ajnad. [Ipakrtuyeckue
HaBBIKH IPOECCUOHATILHOM 1€ TEIbHOCTH HEe COPMHUPOBAHBI.

TecTupoBaHue

ypOBeHL 3HaHHI>i, YMeHI/Iﬁ 1 HAaBBbIKOB 06yqa101ueroc51 IIpu YCTHOM OTBETC BO BpEM:A

MIPOBEICHMS TEKYIIEro KOHTpOJsi ompenensiercs Oamtamu B nuamazone 0-100 %. Kpurepuem
OLICHUBAHMS TIPU TPOBEICHUH TECTUPOBAHMSI, SBISICTCS KOJMYECTBO BEPHBIX OTBETOB, KOTOPHIE
JaJI CTYJICHT Ha BOIPOCHI TecTa. [Ipu pacuere KonwuecTBa OAJUIOB, MOTYYEHHBIX CTYJICHTOM II0
UTOT'aM TECTUPOBAHMSI, UCTIONB3YETCs Cienyromas popmyia:

5= 100%
0

rue
b — xonmyecTBO 6aNI0B, NOMYUYEHHBIX CTYAEHTOM 10 UTOTaM TECTUPOBAHUS;
B — konMyecTBO BEpHBIX OTBETOB, JAaHHBIX CTYACHTOM Ha BOIIPOCHI TECTA;

O — oO1u1ee KOJTUYECTBO BOIIPOCOB B TECTE.

4.3. OneHo4YHbIe CPeACTBA 1Sl IPOMEKYTOYHON aTTeCTalllH.

4.3.1. IlepeyeHp KOMIETEHIUH ¢ YKa3aHHEM I3TANOB UX GOPMUPOBaHNUSA B IIpolecce OCBOCHHA
oOpa3oBareqbHOli nporpammbl. IlokasaTeqnm U KpUTepUH OLEHUBAHMSA KOMIIETCHUHUH C y4eToM
Tana ux opmMupoBanus

Ko
Kon HaumeHnoBanue A HaumenoBanue stamna
oTara OCBOCHHA
KOMIICTCHIIUH KOMIICTCHIINH OCBOCHHA KOMIICTCHIINH
KOMIICTCHIIMH
Crioco6HOCTh Crniocoben BBISIBJISITH pUCKHU
OCYLIECTBIIATh MH(POPMALIMOHHOM 6e30macHOCTH B
CTPATETNYECKOE XO3SIICTBEHHOM €S TEIbHOCTH
[1IKc, OC-2. | ynpasnenue puckamu | [1Kc, OC-2.1
OpraHu3aluu

4.3.2 TunosBble OLlEHOYHBIE CPEACTBA
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[TonHBI KOMIIIEKT OLIEHOYHBIX MATEPUAIIOB Ul MPOMEXKYTOYHOW aTTECTALMMU IIPEACTABIIEH B
[Tpunoxenun 1 PIIT/I.

IIIkana ouneHUBaHUSA
YpoBeHb 3HaHMI, YMEHHH W HAaBBIKOB OOYYArOIIETOCS TMPU YCTHOM OTBETE€ BO BpeMs
HpOMe)KYTOIJHOI)’I aTTecTalnn onpenenﬂeTcs[ OLCHKaMH. KpI/ITepI/IHMI/I OLICHWBAHHUA Ha 3a4YeTeC
SIBJISIETCS. IEMOHCTPALIMSI OCHOBHBIX TEOPETUUYECKHX TMOJOKEHHM, B paMKax OCBaMBaeMoOu
KOMIICTCHIIUU, YMCHI/IG HpI/IMeHSITI) HOHy‘-IeHHBIe 3HAHUS Ha HpaKTI/IKe.
[Ipu onleHMBaHKU PE3yNABTATOB YCTHOTO OMPOCA UCIOJIB3YETCs CIIEAYIOLIas IIKaja OLIEHOK:

Otanbel KOMIETEHLUH, IpelyCMOTPEHHBIE O0Opa30BaTENbHON MPOrpaMMoii,
chopMUpOBaHBl Ha BBICOKOM ypoBHe. CBOOOIHOE BIAJCHHWE MaTEpPHAIIOM,
100% - 90% BBUSIBJICHUE MEXIPEIMETHBIX CBSI3€d. YBEPEHHOE BIAJCHHUE TOHATUNHBIM
(oTnyHO) anmaparoM  JUCHUIUTMHBL.  [IpakThdeckne HaBBIKM  MPO(hecCHOHATBHOM
JESITeNbHOCTH  c(OPMHPOBaHBl Ha BBICOKOM ypoBHE. CmocoOHOCTH K
CaMOCTOSITETHhHOMY HECTAaH/IAPTHOMY PEHICHHUIO MTPAKTHYECKUX 3a/1a4

OTambel KOMIETEHIINH, IPeIyCMOTPEHHBIE O0Opa30BaTENbHON IMPOTPaMMOI,
chopMHpOBaHBl ~ JOCTaToyHO. JleranbHOEe  BOCHpOM3BEJCHHE  YUEOHOTO

89% - 75% marepuana. IIpakTudeckne HaBBIKM NPO(PECCHOHATBLHON JESTENbHOCTH B

(xoporo) 3HAYATEITHLHOM Mepe cthopMupoOBaHEL. [IpucyrcTBytor HaBBIKH
CaMOCTOSITETIFHOTO PeIIeHUs] PAKTUYECKUX 3a/la4 C OTAEIBHBIMU dJIEMEHTaMH
TBOPYECTBA.

Otanbl KOMIIETCHLUH, HNPEAyCMOTPEHHbIE OOpa30BaTENbHOW MPOrpaMMoii,
chopMHUpOBaHBl Ha  MHUHMMAaJIbHOM ypoBHe. Hanmume  MuHMMAaNbHO
JOMYCTUMOTO ypPOBHS B YCBOGHHMM Y4eOHOTO MaTepuaiga, B T.4. B
CaMOCTOSITETIBHOM pEIIEHUH MpPAaKTHYECKUX 3aaad. llpakThdyeckue HaBBIKH
npoQecCHOHAIBHON IeSITeIbHOCTH CQOPMUPOBAHbI HE B ITOJTHOM Mepe.

74% - 60%
(YIOBJIETBOPHUTEIBHO)

Otanbl KOMIIETCHLIIMH, NPEAyCMOTPEHHbIE OOpa30BaTENbHOW NPOrpaMMoil, He
chopmupoBaHbl. HeoctaTouHbIl YpOBEHb YCBOCHHUS TIOHSITUHHOTO armapara u
Hanmuuue (QparMeHTapHBIX 3HaHUH 1Mo aucuuiuinHe. OTCYyTCTBHE MHUHHMMAIBHO
JOIyCTHMOTO YpPOBHSI B CaMOCTOSITEIBHOM pPEIICHWH IPAKTHYECKUX 3a/4ad.
[IpakTHdeckre HaBBIKH POQeCCHOHATFHOMN IS TEIbHOCTH He CHOPMHUPOBAHEIL.

menee 60%
(HEeyIOBIIETBOPHUTEIHHO)

4.4. MeTonnueckne MaTepHuaJIbl

[Iponienypa  oueHUBaHHMS  pe3yNbTaTOB  OOyuYeHHs,  XapaKTEPU3YIOIIMX  ATaIlbl
(dhopMUpOBaHMST KOMIIETEHIMI, OCYLIECTBIAIOTCS B COOTBETCTBUU C [lonoxeHHeM O TeKyliem
KOHTpOJIE yCIIEBAEMOCTH M MIPOMEXYTOUHOH arrectanuu ctyeHToB B ®I'bOY BO PAHXul'C n
PernamenTom 0 OaysIbHO-PEUTHHTOBOM cucTeMe B BoyrorpajckoM HHCTHTYTE YIPaBICHUS -
¢mmane PAHXul'C.

5. MeTtoanueckune YKazaHnusa IJisl 06yqammnxcs1 M0 OCBOCHHMIO JUCIHUITIJIMHBI

PexomeHnaanum no nJaHUPOBAHUIO U OPTaHU3ALMU BpeMeHH, He00X0IMMOI0 HA U3yYeHue
AUCHUTLTHHBI

CTpyKTypa BpeMeHH, He00X0AUMOro Ha U3yYeHue TUCHUIIMHBI

dopma u3ydeHus Bpewms, 3aTpaunBaemoe
JUCLUIUIMHEI Ha U3y4YEHUE TUCLUUIUIMHBI, %
W3ydeHne auTeparypsl, pPEKOMEHI0BAaHHOM B 40
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y4eOHOI porpaMme

Pemenue 3agay, npakTUYECKUX YNPAKHEHUN U 40
CUTYaIIMOHHBIX IPUMEPOB

H3ydenue Tem, BBIHOCUMBIX Ha 20
CaMOCTOSITEJIbHOE PACCMOTPEHHE

Htoro 100

MeToan4yeckue peKOMeHIAIMH 110 MOAT0TOBKE K NPAKTHYECKOMY
(ceMHHApPCKOMY) 3aHATHIO

[IpakTrueckoe (ceMUHApPCKOE) 3aHATHE — OJHA M3 OCHOBHBIX (OPM OpraHU3AINHN
ydeOHOro Tmpoliecca, TMpeAcTaBlsiomas Cco00l KOMIEKTUBHOE OOCYXIEHHE CTyJIeHTaMHu
TEOPETHUUECKUX M MPAKTHUYECKUX BOMPOCOB, PEIICHUE MPAKTHMUECKUX 3a7ad IMOJ] PYKOBOJCTBOM
npenoaaBarens. OCHOBHON LIEbIO MPAKTHYECKOTO (CEMUHAPCKOT0) 3aHATUS SIBISIETCS MPOBEpPKa
IyOWHBI TOHUMAHUS CTYJICHTOM HU3y4aeMOU TeMbl, yueOHOTO MaTepraia U YMEHHUS U3JI0KHUTh €ro
COJIEpKAHUE SICHBIM M YETKUM S3bIKOM, Pa3BUTHE CAMOCTOSITEIbBHOTO MBIIUICHUSI U TBOPUYECKOM
aKTUBHOCTH Yy CTylneHTa. Ha mpakTuueckux (CEMHUHApPCKHMX) 3aHATHSIX TMPENoJiaracTcs
paccMaTpuBaTh HambOosee BaKHBIE, CYIIECTBEHHBIE, CIIOKHBIE BOMPOCHI KOTOphIe, Hambolee
TPYIHO YCBaWBaloTCs cTyAeHTamu. [IpM 3TOM TOTOBUTHCS K MPAKTUUECKOMY (CEMHUHAPCKOMY)
3aHSATUIO BCerJa HYXHO 3apaHee. [loAroTroBka K MPakTUYECKOMY (CEMHUHAPCKOMY) 3aHSITHIO
BKJIFOYAET B ce0s cleayrolee:

o 00s13aTeNTbHOC O3HAKOMJICHHE C IUIAHOM 3aHSTHS, B KOTOPOM COJICPIKATCS OCHOBHBIC
BOMPOCHI, BBIHOCUMBIE Ha O0CYKICHHE;

o U3y4YEeHHE KOHCIIEKTOB JIEKIIUH, COOTBETCTBYIOIIMX Pa3/IeTOB yueOHHKA, Y4EOHOTO TOCOOUs,
COJICP’KaHUsI PEKOMEHIOBAaHHBIX HOPMATHBHBIX ITPABOBBIX AKTOB;

. paboTa ¢ OCHOBHBIMH TEPMHHAMH (PEKOMEHIYETCS UX BBIYUHUTH);

o U3y4YeHHE JOMOHUTEIBHON JIMTEpaTyphl 10 TeMe 3aHATHS, Jejasi IPH STOM HEOOXOIUMbIC
BBITMCKHU, KOTOPBIE MIOHAA00SATCS PU 00CYKJICHUH Ha CEMUHAPE;

o dbopMyIIMpOBaHHE CBOETO MHEHHS 10 KaXJIOMY BOMPOCY U apryMEHTHUPOBAHHOE €ro
000CHOBaHHE;

o 3alMCh BO3HUKIIMX BO BpPEMS CaMOCTOSITEJIBHOH pabOThl ¢ y4YeOHHMKAMH W Hay4yHOU
JUTEPATYPhI BOIIPOCOB, YTOOBI 3aT€M HA CEMHHAPE TIOJTYYUTh HA HUX OTBETHI,

o oOpaineHre 3a KOHCYJIbTAIIEH K MPETI0aBaTeIIIO.

[IpakTudeckue (CEMUHAPCKHE) 3aHATHUS BKIIOYAIOT B ce0s U CHIEIUAIIBHO MOATOTOBICHHBIE
pedepatsl, BRICTYIUICHHS TI0 KAaKOH-JIMOO0 CIIOKHOW MM 0CO00 aKTyaJIbHOU MTpo0JiemMe, pelieHne
3anad. Ha mpakTrueckom (CeMUHAPCKOM) 3aHSITUU CTYJICHT MPOSIBISIET CBOE 3HAHUE MPEAMETA,
KOPPEKTUPYeET HH(POpMAIHIO, TOTYYEHHYIO B MTPOIIECCE JIEKIIMOHHBIX M BHEAYAUTOPHBIX 3aHSITHI,
(dhopMupyet onpeaeneHHbI 00pa3 B Tia3ax MpenoiaBares, MoIy4aeT HaBbIKU YCTHOW pedn u
KYyJIbTYPBI JUCKYCCHUH, HABBIKH IPAKTUYECKOIO PEIICHUS 3a/1a4.

PexoMenaanuu no H3YYCHUIO METOAUIECCKUX MaTEPHAJIOB

MeTtoauueckue MaTepuaibl 0 AUCHUILIIMHE TO3BOJISIOT CTYACHTY ONTUMAaJIbHBIM 00pa3oM
OpraHu30BaTh NpOIECC M3YYEHHS MJaHHOW JMCUUIUIMHBL. MeTOJUuYecKue MaTepuanbl 110
JMCIUIUIMHE TIPU3BaHBl TIOMOYBL CTYJIEHTY TIOHATHh CHenu(uKy H3y4aeMoro Marepuania, a B
KOHEYHOM UTOI€ — MAaKCUMAJIbHO TOJIHO M KaYECTBEHHO €r0 OCBOUTH. B mepByro ouepesb CTyIeHT
JIOJKEH OCO3HATh NpeIHa3HAUYECHUE METOAMUYECKUX MATE€PHUasoB: CTPYKTYpy, Uenu U 3aaauu. s
9TOr0 OH 3HAKOMMTCS C MpeaMOysIoH, OrJIaBJIEHUEM METOJMUYECKUX MaTepuasoB, TOBOPs HMHAUe,
OCYLIECTBJISIET MEPBUYHOE 3HAKOMCTBO C HHUM. B paszene, NOCBSIIEHHOM METOIUYECKUM
pPEKOMEHJALUAM [0 M3YYEHUIO JMCLUIUIMHBI, TPUBOJATCS COBETHl IO IUIAHUPOBAHUIO U
OpraHu3alii  HEOOXOAWMOTO IS ~ M3YYCHUS  JUCHHMIUIMHBI ~ BPEMEHH,  ONHMCAHUE
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HOCJIEI0BATEIbHOCTU JACUCTBUI CTyeHTa («CLEHAPHI M3yYeHUs TUCLMILIMHBD)), PEKOMEHIaluN
1o paboTe ¢ TUTEPaTypOil, COBETHI 1O MOJATOTOBKE K IK3aMEHY U Pa3bsICHEHUS 110 MTOBOLY pabOThI
C TECTOBOM CHCTEMOW Kypca M HaJ JOMAIIHUMH 3aJaHUAMH. B 1eJ0M NaHHBIE METOAUYECKUE
PEKOMEHIALMN CHOCOOHBI OOJETrYUTh M3yYEHHE CTYACHTaMU AUCHMILIUHBI U MOMOYb YCIEIIHO
claTh 9K3aMeH. B pasgene, conepxaiieM y4ueOHO-METOJMUYECKHE MaTepHalibl JUCIHILINHBI,
COJIepXKaHUE IMPAKTHUYECKUX 3aHATUM 10 JAWCHUIUIMHE, CJIOBaph OCHOBHBIX TEPMHUHOB
JUCIUIUINHEL.

PexomMenaanum mo caMocTosITeJIbHON padoTe CTyIeHTOB

HeorbemieMbIM 371€MEHTOM y4eOHOro Ipolecca SBISIETCS CaMOCTOsATeNbHas padboTa
crynenta. Ilpu camocrostenbHOl paboTe [OCTUraeTcsi KOHKPETHOE YCBOEHHE Y4eOHOro
MaTepHuaia, pa3BHUBAIOTCS TEOPETUYECKHE CIOCOOHOCTH, CTOJNb BaXXKHBIE U COBPEMEHHOMN
MOATOTOBKM CIEeNUaInucToB. POpMbl CaMOCTOSITEIbHOW pabOThl CTYAEHTOB M0 AUCLMILIUHE:
HalMCcaHUe KOHCIEKTOB, IMOJrOTOBKa OTBETOB K BOIIpOCaM, HamucaHue pedeparoB, perieHue
3a/1a4, UccieloBaTeNbecKasi paboTa, BHIIIOJIHEHUE KOHTPOJIbHOM paboThI.

3amaHus Ui CaMOCTOSTENbHOM paboThl BKIIOYAIOT B €e0sl KOMIUIEKC aHAIUTHYECKUX
3a/laHuil BBIMIOJIHEHUE, KOTOPBIX, MpeArojaraeT TIATelIbHOE H3Y4YeHHE HayyHOW U y4yeOHOI
JUTEPaATyphl, IEPUOJAUYECKUX U3/IaHUH, @ TAK)KE 3aKOHOAATEIbHBIX U HOPMATUBHBIX JOKYMEHTOB
npeqiaraemMelx B 1.6.4  «YueOHas  nuTepatypa M pecypchl  MH(GOPMAIMOHHO-
TEIEKOMMYHHUKALMOHHON CETH «MHTepHeTY, y4eOHO-MEeTOJMUECKOe obecrieueHue
CaMOCTOSITENIbHOM paboThl O0yyaroumMxcs MO AUCHUIUIMHE». 3aJaHus NPeJOCTaBISIOTCA Ha
IIPOBEPKY B I1€YaTHOM BUJIE.

Pexomenganmnu nmo padore ¢ aureparypoit

[Ipu u3yueHuu Kypca yueOHOM IMCLUMIUIMHBI 0cO00€ BHUMAHHE CIEIyeT OOpaTHTh Ha
PEKOMEHAYEMYIO0 OCHOBHYIO U JIOTIONIHUTEIILHYIO JTUTEPATYPY.

BaxxHbIM 37€MEHTOM HOJTrOTOBKU K CEMUHApY SIBIISETCS INIyOOKOe M3yuyeHHE OCHOBHOHM U
)IOHOJIHI/ITCJIBHOﬁ JIMTCPATYPhI, pCKOMCHI[OBaHHOI\/'I MO0 TEMC 3aHATUA, a TAKIKEC IIEPBOMCTOUYHHUKOB.
[Ipu 3TOM MOJIE3HO MPOYUTAHHYIO JIUTEPATYPy 3aKOHCIEKTUPOBaTh. KOHCIEKT JTOKEH OTBEYaTh
TpEM TpC6OBaHI/I$IMI OLITH COACPIKATCIIbHBIM, II0 BO3MOXHOCTU KpaTKUM U IIPaBUIIBHO
0(OpPMIICHHBIM.

ConeprkaTenbHBIM €T0 CIIEAyeT CYMTATh B TOM CIIydae, e€clii OH IepeaeT BCE OCHOBHEIC
MBICJIM aBTOPOB B LIEIOCTHOM BHJIE. M3JI0KUTh TEKCT KPATKO — 3TO 3HAYMT MEpeaTh COAEpIKaHUEe
KHHUI'M, CTaTbU B 3HAYUTEITLHON MEpE CBOMMHU CIIOBAMH. HpI/I 9TOM CJICAYET NPHUACPKHUBATHCA
NpaBUiIa - 3alMChIBaTh MBICIb aBTOpa paOOThHI JUIE IOCIE TOro, KaK OHA XOpoILIo MoHsATa. B
TaKOM CITydae TIOCTaBJIEHHAs 1eNb OyJeT HOCTUTHYTa. LIuTupoBaTh aBTOPOB M3y4aeMbIX padoT (c
00s13aTeNIbHONM CCBIJIKOM Ha MCTOYHMK) CIEAyeT B TeX Clydasx, €ClId HaJIo 3aluChiBaTh OY€Hb
BaXHOE OTpeiesIEHUE WU MOJI0KEeHUE, 0000IIatoNi BHIBOI.

BaxHo u BHemHee odopmieHMe KOHCHeKTa. B ero Havame Hajo ykasaTb TeMy
ceMHUHapa, [JaTy HalMCaHWs, Ha3BaHUS JIUTEPATypHBIX MCTOYHUKOB, KOTOpbIE OyIyT
3aKOHCIEKTUpOBaHbl. [1yboKkas camocTosiTenbHass paboTa HaJ HUMH OOECIEYUT YCHEIIHOe
YCBOCHHME U3Y4aeMOW TUCIUIIIINHBI.

OnHuUM U3 BaXHEMIIMX CPENCTB  CEPbE3HOTO  OBJAJEHUS  TEOpHEeH  sBIsAETCA
KOHCHeKmupoeanue nepeoucmoyHuKos.

Jlnst cocTaBlieHUs] KOHCIIEKTa PEKOMEH/IyeTCsl CHavyasla MpoYnuTaTh paboTy LETUKOM, YTOOBI
YSICHUTB €€ OOIIMI CMBICI U cozepxanue. [Ipr 3ToM MOXKHO caenaTh IIOMETKH O €€ CTPYKType, 00
OCHOBHBIX IOJIOXKEHUSX, BBIBOAAX, HAIO CTapaTbCsl OTIMYATh B TEKCT€ OCHOBHOE OT
BTOPOCTCIICHHOT'O, BBIBOABI OT apr'yMCHTOB U JOKAa3aTCJIbLCTB. Ecau ecth HEMMOHATHBIE CJIOBA, HAO0 B
SHUMKJIONEUYECKOM CJI0Bape HaiTH, 4TO 3TO CIOBO 00O3HadaeT. 3aKOHYMB yTeHue (maparpada,
TJIaBbl, CTAaTHM) HAJIO 337aTh ceOe BOIPOCHI TAKOro posa: B uem rimaBHas Mpicib? KakoBbl OCHOBHBIE
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3BEHbs Jl0Ka3aTenbCcTBa ee? UTo BhITEKAaeT M3 yTBepKJIeHUM aBTopa? Kak 3TO cornacyercs ¢ TeM,
YTO YK€ 3HaeTe O MPOYUTAHHOM U3 IPYTHX UCTOUHUKOB?

SICHOCTB M OTYETIMBOCTD BOCIIPUATHS TEKCTA 3aBUCUT OT MHOT'OT'0O: OT COCPEAOTOUEHHOCTHU
CTYJ€HTa, OT TEXHHUKH YTEHMs, OT HACTOWYMBOCTH, OT SIPKOCTU BOOOpPaXKEHHs, OT TEXHHKHU
(uKCUpOBaHMA TPOYUTAHHOTO, HAKOHEI, OT DJpyIUIUH — OoOmedl MU B KOHKPETHO
paccmaTpuBaeMoil npoodieme.

Pe3ynbraToM nepBOHAYaIbHOTO YTEHUS JOJDKEH OBITh NMPOCTON miaH mexkcma u 4emkoe
npeocmasieHue O HeACHbIX Mecmax, OTMEYeHHbIX B KHure. Ilocrme mpenBapUTENbHOTO
O3HAKOMJICHUS, NPHU MOBTOPHOM UTEHHM CIEIAYET BblOeNuUmsb OCHOBHblE MbICIU asmopa N HX
pa3BUTHE B NPOU3BENEHUHU, OOpaTUTh BHUMaHHE Ha OOOCHOBAHHE OTAENBHBIX IOJIOKEHUH, Ha
MeToabl M (QOpMBI J0Ka3aTelbCTBA, Hambosee spKue mpumepsl. B xonme 3Toil  paboTh
OKOHYATEJIbHO OTOMpaeTcss MaTepuai Ijs 3alluCU U OIpeAeNsieTcs] €€ BHUI: MIaH, Me3Uchl,
KOHCNeKm.

[Inan 3T0 KpaTKHii, MOCIeNOBATEIbHBIA IEpPEeUEeHb OCHOBHBIX MbICIEH aBTOpa. 3aIluch
IIPOYUTAHHOTO B BHUJE TE€3MCOB — ATO BBIABIECHUE M 3aIllUCh ONOPHBIX MbICIEH Tekcra. PasHuia
MEXAy IJIaHOM M TEe3UCaMH 3aKJII0YaeTCsl B CIEAYIOIIEM: B IJIaHE MBICIb Ha3bIBaeTCs (CTaBb
BCErJa BOIIPOC: O YeM TOBOpPUTCS?), B Te3ucax — (opMyaHpyercss — (4T0 MMEHHO 00 3TOM
roBoputcsa?). 3amMch OMOPHBIX MBICIEH TEKCTa BakKHA, HO TMIOJTHOTO TMPEACTaBICHUS O
IPOYNUTAHHOM HA OCHOBAaHUM IMOJOOHOW 3amMCH HE COCTaBUIb. Ba)kHO OCMBICIUTH, KaK aBTOP
JIOKa3bIBa€T CBOIO MbIC/Ib, KaK yOeXJaeT B HCTUHHOCTH CBOMX BBIBOJOB. Tak BO3HHKaeT
KOHCHEKT. Popma 3amucu, Kak Mbl YK€ OTMETHIIM, YCIOKHSAETCA B 3aBHUCHUMOCTH OT LiENei
paboTHI: TJIaH — O YeM?; TE3UCHI — O YeM? YTO UMEHHO?; KOHCTIEKT — O YeM? 4TO UMEHHO? KaK?

KoHcnekr — 3T0 KpaTKoe IOCIe[O0BaTEIbHOE W3JI0KEHHE colepkaHusa. OCHOBY €ro
COCTaBJIsieT IUIaH, TE3UChl M BbIMMCKU. HexocTaTku KOHCIEKTUPOBAHMS: MHOTOCIIOBHE,
LIUTUPOBAHUE HE OCHOBHBIX, & CBA3YIOIIMX MBICIEH, CTPEMJIEHHE COXPAHUTh CTHIIMCTUYECKYIO
CBSI3aHHOCTbh TEKCTa B yIIepO ero Jioruyeckoil ctpoitHoctu. [IpucTynaTe K KOHCIEKTHPOBAHUIO
HEOOXOJMMO TOI/Ia, KOT/Ia CIIOKWIMCh HaBBIKM COCTaBJICHUS 3alMCH B BUJAE Pa3BEPHYTOTO
1OJIpOOHOrO IJIaHa.

®dopma 3anKMcH NpU KOHCHEKTHMPOBAHWU TpeOyeT 0co0Oro BHUMAHHUSA: Ba)KHO, YTOOBI
COOCTBEHHBIE YTBEP)KJICHUS, Pa3MBILUICHUS HaJl MPOYUTAHHBIM, YETKO OTIEJISUIUCH MPH 3aIlUCH.
Pa3syMHee BBIHOCHTH CBOM IOMETKHM Ha IIMPOKHUE IIOJS, 3alIMChIBATh HA HMX JOIOJIHUTEJIbHbBIE
CIPaBOYHbBIE JaHHBIC, TIOMOTAIOIINE YCBOCHUIO TEKCTa (JaTa COOBITUS, YIIOMSHYTOI'O aBTOPAMH;
CBEJICHMSI O JIMIIE, HA3BAHHOM B KHUTI€; TOYHOE COJEpKaHUE TepMHMHA). EciM KOHCHEKTHUpPYETCs
TEKCT BHYIIUTEIBHOIO 00beMa, HEOOXOAUMO YKa3blBaTh CTPAHMIIBI KHUTH, KOTOPbIE OXBAaThIBAET
Ta WJIN UHAs 4aCTh KOHCIIEKTA.

Jlng ynobcTtBa MONB30BaHUS CBOMMM 3allMCSAMU BaXHO O3arjaBUTh KpPYIHBIE 4YacTU
KOHCIIEKTa, NOMYEpKHUBas 3a207106Ku. ClelyeT TOMHHUTb O HAa3HAYEHUM KPacHOW CTPOKH,
CTPEMHTBCS K YEeTKOH rpaduke 3ammceil — ycTynmamu, KOJOHKaMH. M3maraTh TJIaBHBIE MBICITH
aBTOpa M HX CHUCTEMY AapryMEHTOB  HEOOXOJIUMO NPEUMYIIECTBEHHO CBOUMH CJIOBaMH,
nepepadarbiBasi TakuM 00pa3oM HH(POPMAIUIO,— TaK MPOXOAUT YSICHEHHE €€ CYyTH. MEICTb,
¢bpasbl, MOHATHIE B KOHTEKCTE, MOTYT IpHodpecTu Ooiee MpocTpaHHOE HU3NI0KeHHe B 3anucu. Ho
TEKCT OpHWTMHAjla CBEPTBHIBACTCS, M CTYICHT, OTpadaThiBas JIOTMYECKOE MBIIUICHUE, YYUTCS
BBIJICJIATH TJIaBHOE U 0000IIaTh OJTHOTUIIHBIE CYXKIEHUs, OAHOpoIHbIe (hakThl. Kpome Toro, nenas
3aIMCH CBOMMH CJIOBaMH, 0000111as1, CTyICHT YYUTCS MUCbMEHHOM pedn.

3HaHue oOuIel CTpaTeruy YTEHUs, TEXHUKU COCTaBJIEHUE IUIaHA M TE3UCOB OIpeNeNsieT U
TEXHOJIOTHIO KOHCTIEKTUPOBAHMUS:

° BHUMATEIIbHO YATATh TEKCT, MOMYTHO OTMEYasi HEMOHATHBIE MECTA, HE3HAKOMBIE TEPMUHBI U
NOHATHSA. Boinucame na nona 3HaueHNe OTMEUYCHHBIX TTOHITHI.

° Opu TEepBOM UYTEHHUM TEKCTa HEOOXOIUMO COCTaBUTh €r0  HPOCHOU  HIaH,
MOCJIE0BATEIbHBIN MEPEUYCHb OCHOBHBIX MBICJIEH aBTOpA.

° MpU TOBTOPHOM UTEHUM TEKCTa BBIICTATh CUCMEMYy O00KA3amenbCcme OCHOBHBIX

NOJIOXKEHUH pabOTHI aBTOPA.
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o 3aKJIIOYUTENBHBINA 3Tan paboThl C TEKCTOM COCTOUT B OCMBICIICHUU PAHEE OTMEUYEHHBIX MECT
U UX KPaTKOM MOCIEN0BATEIIbHON 3aIIUCH.

o IpU KOHCTIEKTUPOBAHUM HYXKHO CTPEMUTBCS 6bIPA3UNIL MbIC/Ib A6MOPA CEOUMU C/106AMUL,
3TO MOMOraeT OoJiee rTyOOKOMY YCBOSHHIO TEKCTA.
. B paMKax paOoThl HaJ NEPBOMCTOUYHUKOM BaKEH yMENbI oméop wumam. Heobxoammo

YUUTBIBAaTh, HACKOJIBKO SIPKO, OPHUIHMHAJIBHO, CKaTO U3J0XKEeHa MbIcib. lluTupoBarth
HEOOXOIMMO T€ CYXKIEHHs, Ha KOTOpbhI€ BIIOCIEJACTBHM BO3MOXKHA CChUIKAa Kak Ha
aBTOPUTETHOE M3JI0)KEHUE MHEHMSI, BEIBOJA 10 TOMY WJIM MHOMY BOIIPOCY.
KoncnekTrpoBaTh 11€51ec000pa3HO HE HA OTAEIBHOM JIMCTE, a B OOLIeH TeTpaau Ha OJHOM
crpaHuue Jucra. OOOpOTHas CTOpPOHA JIMCTa MOKET OBITh HCIIOJIB30BAHA IS JOIOJHEHWH,
HEOOXOAMMOCTh KOTOPBIX BBIICHHTCS B JajbHeHIIeM. [IpW KOHCHEKTHPOBAaHWUU JUTEPATYPHI
cllelyeT OCTaBUThb IIMPOKUE MOJIsl, YTOOBI 3alucaTh HA HUX IUIaH KOHcnekTa. [lons MoryTt ObITh
HUCIIOJIB30BaHblI TAKXKC IJIA 3aIllMCH CBOHUX BaMeanHﬁ, HOHOHHGHHﬁ, BOIIPOCOB. HpI/I BBICTYIUICHHUH
Ha CEMHUHAape CTYJIEHT MOXKET TII0JIb30BAThCsl CBOMM  KOHCHEKTOM s IUTUPOBAHUS
NIepBOMCTOYHUKA. Bce oOydarommecss BHUMATEIbHO CIYIIAIOT BBICTYIUICHUS OJHOTPYIITHHKOB,
OTMEUAIOT CIIOPHBIC WM OLIMOOYHBIE MOJIOKEHHUS B HHUX, BHOCAT IOINPABKU, MPEACTABISAIOT CBOU
perieHus: 1 000CHOBaHHS 00CYKIaEMbIX TPOOIEM.
B xoHue cemuHapa, Korja npenojaBareib MOJBOJUT UTOTH 3aHATHUS, CTYJEHTHI C Y4ETOM
peKOMeHILaI_[I/Iﬁ npenoaaBaTeiid U BBICTYHJICHI/IP'I COKYPCHHUKOB JOIMOJHAIOT WJIN UCIIPABIIAOT CBOU
KOHCIIEKTHI.

PexomMeHganmm 1o moAroToBKe K NPpOMeKYTOYHOI aTTecTAlMU

K cpade 3adera o IUCUUIUIMHE JOIYCKAalOTCS CTYACHTHI, IOJyYMBIIME HE MeHbIe 60
O6autoB mpu  Tekymiedl arrectanuu. Ilpw TOArOTOBKE K 3a4eTy CTYIACHT BHHMATEJIHHO
IPOCMAaTPUBAET BONIPOCHI, IPEAYCMOTPEHHBIE B paboyeil mporpamMme, U Mpo10JKaeT 3HAKOMUTHCS
C PEKOMEHI0BaHHOM nuTepaTypoil. OCHOBOM ISl cauM 3ayeTa CTYAEHTOM SIBJISIETCS M3yuEHUE
KOHCIIEKTOB OO30PHBIX JIEKLUH, IPOCIYIIaHHbIX B TEYEHUE ceMecTpa, HHPOPMALUHU MTOJTy4YEeHHON
B pe3yJbTaTe CaMOCTOSITEIbHOH padOThl M MOMYyYCHHE NMPAKTHUECKUX HABBIKOB IMPHU PEIICHUHU
3aJa4 B TCYCHUE CEMECTPA.

@yHmaMeHT T1000ro yyeOHOro Kypca 3aKIaJbIBaeTCs Ha JIGKIMOHHBIX M MPaKTHYECKUX
3aHATHUSAX, @ TAKXKe MPU NOAroToBKe K HUM. HeoOxoaumo BbIpabOTaTh cepbe3HOE OTHOLICHHE K
KOHCIIEKTY JICKIM, KOTOPBIHA JTOJKEH B MOJHOM 00bEME OTpakaTh COJEp)KaHHE JICKUUH. 3anucu
JIOJDKHBI OBITh aKKypaTHbIMU. JKenaTrenabHO 0co00 BBIJEIUTH BCE ONPEIEICHHS M KIIOUYEBBIC
MOMEHTHI JieKuuu. Oco0o cleayeT OTMETHTb, YTO, HECMOTPSI HA MPAKTHYECKYIO HApPaBICHHOCTh
CEMMHAapOB U BBINOJIHEHUE BCEX 3aJaHMH Ha KOMIBIOTEpPE, CTyJIEHTaM HeoO0XOAUMO
CaMOCTOSTENIBHO 3alMChIBaTh KJIIOUEBBICE MOMEHTHI 3aJaHUN B KOHCIIEKT, HOIOJHASA JeKuuu. B
cllyyae HEJONOHHMMAaHMsI HEKOTOPbIX MOMEHTOB HEOOXOJUMO 00s3aTeIbHO OO0paIarses K
MIPENOAABATEIIO 38 KOHCYJIbTALIUCH.

Jus  Oonee  yCcHEHNIHOIO  OCBOGHMsS ~ Marepuana  HEeoOXOAMMO  HMCIIOJIb30BaTh
JIOTIOJTHUTEJIBHYIO JINTepaTypy. Y4YeOHHUK HYXHO HE MpPOCTO YUTaTh, a H3y4aTh; OCHOBOH
3allOMUHAHUS SBIISETCS TOJIBKO MOHMMaHKE MpounTaHHOro. Heo6xoaumo BeipaboTaTh MPUBBIYKY
CHCTEMaTHYECKOW CaMOCTOATENBbHOM paboOThl, «HATACKMBAaHME» K HK3aMEHY MJIM 3a4eTy JaeT
cJ1a0blif 1 TOBEPXHOCTHBIN pe3yJbTaT.

Jlis ycnenmHoM ciayu 3a4eTa CTyACHT JOJDKEH 3HATh U ITOHUMATh JOCTaTOYHO COJIMIHBIN
o0beM Marepuana. He oTknanpiBaiiTe mpouecc 3aydyuBaHMs Ha MOCJIEIHHE JHU IEpe]l 3a4eTOM.
IToaroroBka I0JI’KHA BECTUCH C IIEPBBIX JIEKIU.

6. YueOHas1 tuTepaTypa u pecypcbl HH(POPMAIMOHHO-TEJIEKOMMYHUKAIIMOHHOI ceTH
"WHTepHeTr", BKJIKYAA  NepeYeHb  Y4eOHO-METOAMYECKOro  olecmevyeHust s
CaMOCTOSITe/IbHOI PadoThl 00y4aAIOIIMXCH MO IMCUMIIHHE
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6.1. OcHoBHas JuTEpaTypa.

1. OcHoBBI HTHGOPMAIIMOHHON O€30MACHOCTH XO3SICTBEHHOM JACSITEIBHOCTHU:
yuebHoe mocodue / N.II. Muxues; BdO ®I'BOY BIIO «Poccuiickas akagemMusi HapOJIHOTO
X035MUCTBA W TOCYIapCTBEHHOW CciyxkOb». — Bomrorpax: HW3m-so B® ®I'BOY BIIO
PAHXuI'C, 2013. — 144 c.

2. [InatomoB B. B. IIporpammHo-anmapaTHble CpeacTBa  3aIIUATHI
uHpopmanuu: yueOHuk. / M.: U3n. uentp "Axkanemus". 2014.

3. Mamok, A.A. Beeaenne B mHGOPMAIMOHHYIO 0€30MAaCHOCTh: ydeOHOe
rnmocooue. lNopsuas nmuHug-Tenexkom.2011. Pexum JIOCTyIa:

http://www.iprbookshop.ru/11979.- 9bC «IPRbooks»
6.2. lonoJtHMTEILHAS JIMTEPATYpa.

1. Kysnenor M.H. Bbusnec-6e3omacHOCTh [DIEKTpOHHBIA pecypc]: ydeOHoe mocobme. M.:

Hamkos u K. 2012. Pexxum noctyna: http://www.iprbookshop.ru/10906.— 35C «IPRbooks»

OBC Jlans http:/lib.ranepa.ru/base/abs-izdatelstva--lan-.html#

3BC IPRbooks http://lib.ranepa.ru/base/abs-iprbooks.html

DnekrponHoe u3gatensctBo «IOPAUT» http://www.biblio-online.ru

Jloktpuna nadopmarmonHoi 6e3onacaoctu PO (ytB. [Ipesunertom PO 09.09.2000).

3akon P® “O rocynapcrBennoit taitne” Ne 5485-1 ot 21.07.1993 1.

3akoH PO “O06 unpopmanmu, nHGOPMALMOHHBIX TEXHOJOTUAX U O 3amuTe nHpopmauun” Ne

149-®3 ot 27.07.2006

3akoH PO “O kommepueckoit TaitHe” Ne 98-D3 ot 29.07.2004 r.

bk V. UaTepHeT: mpoTokoisl 6e3onacHocTu: Yueonsiit kypc. CII6.: [Tutep-npecc, 2012.

10. 3uma B.M., MomgoBsa A.A., Momngosa H.A. be3omacHOCTh TJIOOAIbHBIX CETEBBIX
texuosioruit. CI16: BXB-Ilerepoypr, 2014.

11. KomnbroTepHast mpecTynHocTh U MH(popManuoHHas Oe3omacHocTh /Ilox obmy. pen. A. IL
JleonoBa. Mu.: APUJI, 2014.

12. MonnoBsn A.A., Mongossn H.A., CoseroB b.f. Kpuntorpadus. CII6.: M3gatenscTBO
«Jlaub», 2013.

Nk wLDd
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6.3. YueOHO-MeTOqUYECKOE 0OOecTiedeHHe CAaMOCTOATEILHOH padoThl.

CamocTosiTenbHast paboTa sBJISIETCS HEOThEMJIEMBIM 3JEMEHTOM ydeOHoro mporecca. [Ipu
CaMOCTOSITENIbHON paboTe TOCTUTaeTCsl KOHKPETHOE YCBOCHHE Y4eOHOro MaTepuasia, pa3BUBalOTCs
TEOPETUYECKHE CIIOCOOHOCTH, CTOJNb BaXKHBIE Ui COBPEMEHHOW TOATOTOBKH CIICIIUAUCTOB.
@opMbl  CaMOCTOSITENILHOW pabOThl CTYACHTOB 1O JUCHMIUIMHE: HAIHCAHUE KOHCIIEKTOB,
IOATOTOBKA OTBETOB K BOIpOCaM, HamucaHue pedeparoB, pelieHHe 3a1ad, MCCIIEA0BATEIbCKas
paboTa, BHINOJIHEHHE KOHTPOJIBHOI PadOTHI.

CamocrosarenbHass paboTa CTyneHTOB 1o auciumuimHe «OcHOBBI  HH(DOpMAIMOHHON
0€30MacHOCTH XO35ICTBEHHOW AEATEILHOCTI BKIIFOUAET CIIEAYIONINE BUABI PadoT:

6.3.1. CamocTosiTesibHAsA padoTa 10 M3YYECHUIO TeM AU CHUTITHHBI

3ajaHus AN CaMOCTOSITENbHOM padoThl BKIIOYAIOT B ce0S KOMIUIEKC aHATUTHYECKHX
3a)1aH1/1171 N 3JICKTPOHHBIX TECTOB BBIMMOJIHCHUC, KOTOPLIX, MPEAIIOIaracT THIATCIbHOC HM3YUCHUC
Hay4HOH M ydeOHOH JuTepaTypbl, NMEPUOAMYECKUX H3JaHMH, a TaKKe 3aKOHOAATENbHBIX U
HOPMATUBHBIX JIOKyMEHTOB IpeaiaraeMpiX B 1.9 «YueOHO-METOauuecKoe W WH(POPMAIIMOHHOE
o0ecrieyeHne AUCHUILTUHB. 3aaHus IPEAOCTABIAIOTCS Ha MPOBEPKY B AJIEKTPOHHOM BHJIE WU
Ha OyMa)KHOM HOCHUTEJIE.
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http://lib.ranepa.ru/base/abs-izdatelstva--lan-.html
http://lib.ranepa.ru/base/abs-iprbooks.html
http://www.biblio-online.ru/

6.4. HopmaTuBHBIE IPABOBbIE JOKYMEHTBI.

3akoH P® «O rocynapctBennon taitHe» Ne 5485-1 o1 21.07.1993 r.

3akoH P® «O6 nnpopmarnyu, THPOPMALMOHHBIX TEXHOJIOTUAX U O 3aLIUTE
nHpopmanum» Ne 149-®3 ot 27.07.2006

3. 3akoH P® «O xommepueckoii Taiine» Ne 98-D3 ot 29.07.2004 r.

N —

6.5. UuTepHeT-pecypchbl, CIPABOYHbIE CUCTEMBbI.

1. http://base.garant.ru/ - cipaBOYHO-TIOMCKOBas cuctema «['apant
2. http://www.consultant.ru/ - cnpaBouHo-niouckoBas cucrema «Koncynbrant [lnroc»

7. MaTepuajibHO-TeXHUYecKas 0a3a, MH(POPMAIMOHHBbIE TEXHOJOTHH, IPOTPAMMHOE
o0ecrnieyeHne U MHPOPMALMOHHBIE CIIPABOYHbIEC CHCTEMbI

MarepuanbHO-TEXHHYECKOE obOecneueHne AUCHUILIMHBL «OCHOBBI MH(POPMALMOHHOM
0€30MacHOCTH X035 ICTBEHHON AESITETbHOCTIY» BKIIOYAET B ceOsl:

- JIGKUMOHHBIE ayJUTOPHH, 0OOpPYIOBaHHbBIE BHICONPOEKLIMOHHBIM O0OPYAOBAaHHEM JUIS
IPE3eHTALUN, CPECTBAMH 3BYKOBOCIIPOU3BEICHHUS, SKPAHOM;

- TIOMEILEHHS JUIsl IPOBEJCHUS CEMUHAPCKUX U MPAKTUYECKUX 3aHATHH, 000pylIOBaHHbIC
y4eOHOH MeOebIo.

JlucuuiuinHa — TOJ/Iep)KaHa  COOTBETCTBYIOIIUMH  JIMIEH3UOHHBIMU  [TPOrPAaMMHBIMH
npoxykramu: Microsoft Windows 7 Prof, Microsoft Office 2010, Kaspersky 8.2, CIIC I'apanr,
CIIC KoncynbTaHT.

[IporpamMmMHbIe cpeacTBa obecriedeHusi y4eOHOro MpoIecca BKIIOYAOT:

- IporpaMMsbl Mpe3eHTanuonHon rpaduxu (MS PowerPoint — st mOATOTOBKM ClIaiiIoB U
pe3eHTalN);

- TekctoBbie peaakTopsl (MS WORD), MS ECXEL — mist Tabnuil, AuarpaMm.

- kpunrocucremy PGP;

- IPOTPAMMBI-apXHUBATOPBL;

- aHTHUBHPYCHBIC TIPOTPAMMEI,

- rpauUecKre peaaKTopsl;

- 0a3a JaHHBIX;

- IpOrpamMma JIEKTPOHHOT'O TECTUPOBAHMSL.

By3 obecneunBaer kaxaoro ooyyaromnierocst pabo4uM MECTOM B KOMITBIOTEPHOM Kjlacce B
COOTBETCTBUH ¢ 00hEMOM H3ydaeMbIX JUCIUTUINH, 00eCIIeYrBacT BEIXO B CeTh VIHTEpHET.

[TomemieHuss UIsi CaMOCTOSITENTLHOM padOThl OO0YYAIOUIMXCS BKJIIOYAIOT CIEAYIONIYIO
OCHAIIIEHHOCTB: CTOJIBI Ay IMTOPHBIC, CTYJIbS, IOCKU ayIUTOPHBIC, KOMITBIOTEPHI C TTOIKIIIOUYECHUEM
K JIOKQJIbHOM CeTH MHCTUTYTa (BKIIIOUYasi IPaBOBBIE CUCTEMbI) U IHTEpHET.

JIiis u3ydeHus y9eOHOH JUCIMILTUHBI HCITOJIB3YIOTCS aBTOMATU3UPOBAHHAS OMOJIMOTCUHAS
uHPOPMAIIMOHHAS CHCTeMa M DJIIEKTPOHHbIE OHOTMOTEYHBIE CHUCTEMBI: «YHHUBEPCUTETCKAs
oumomuoreka ONLINE», «DOnekrponno-Oubnmoreunas cucremMa wusnarensctBa JIAHDby,
«ONEeKTPOHHO-OMONNOTeYHass cucTteMa wu3farenscTBa «lOpal», «IIeKTpOHHO-OMOIHOTEeYHAs
cuctema [PRbooksy, «Hayunas snexrponnas 6unbnuorexa eLIBRARY» u ap.
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HHPUJ/IOKEHUE 1

@DoH/IbI OLIEHOYHBIX CPEACTB
MPOMEKYTOYHOM aTTeCTAMHU
no aucuuniauHe 51.B.1B.09.02 «OcHoBbI MHGOPMAIIMOHHO 0€30MaCHOCTH
X03s1liCTBEHHOM JeATEJTbHOCTH

Bonpocsl k 3aueTy o IMCUMILINHE
«OcHOBBI HHPOPMALMOHHOK 0€30ITACHOCTH X0351iICTBEHHOM 1eATeJILHOCTH»

[TonsTre 3amuTe HHGOPMAITUU U HHHOPMAITMOHHON O€30MTaCHOCTH.
OCHOBHBIE COCTABIISIONINE HHPOPMALMOHHON O€30MaCHOCTH.
3aKoHOMaTENbHBIN YPOBEHb HH(POPMAITMOHHOW 0€301MacHOCTH.
KommnbroTepHble MpecTymieHus.

ITonsATHE aTaku HAa HHPOPMALIMOHHYIO CUCTEMY .

Knaccudukanus arak.

Buibl NpOTHBHUKOB UM “‘HapyLIUTENEeN”’, UX KIIaCCU(pUKALUS.
Kanaunb! yreukn nadopmarum.

[TonsiTHE yTpO3BI.
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10. VICTOYHMKH yTpo3 U UX KJIACCH(PHKAIIHS.

1. Mogens yrpos.

12. AHanu3 BO3MOXKHBIX CITIOCOO0OB HapyLIeHUH HHPOPMALTMOHHONW CUCTEMBI.

13. [TonuTrka 6€30MaCHOCTH U €€ peann3alus.

14. OcCHOBHbBIE OHATHS KPUITOTpa(UH.

15. JIBa OCHOBHBIX HANpaBJeHHsI B COBPEMEHHON KpUNTOrpaduu.

16. Knaccudeckue kpunrocucTemMsl U UxX kiaccuduxanus. [Ipumepsi.

17. Kpunroanann3 MHOroan(paBUTHBIX CUCTEM.

18. Kpunrocucrema: “OaHopa3oBblii 6JOKHOT .

19. CrangapTel UG POBaHUS JaHHbBIX.

20. Cuctemsl mudpoBaHus, He TpeOYIOLIIE Nepeaady KIIroya.

21. Kpunrorpadus ¢ OTKpbITEIM KIIFOUOM.

22. DNEeKTpOHHAs MOANIUCH U IPUHLIMIIBI €€ IPUMEHEHMS.

23. PykoBogsmue nokymentsl ['octexkomuccnn Pocenn.

24. Wuctpykuus CTP-K. Pekomennaruu mo 3amure KOHQpUISHINATBHON HH(OpMAIHH.
25. PazpemurenbHas cucrema A0IMycKa.

26. MexceTreBble SKpaHbl.

27. Texnonorus VPN-ceren.

28. VYrpo3sl uHpopMaIMOHHOHK Oe30nacHoCTy Npu padoTe ¢ MHTEpHeT.

29. ApXUTEKTypa TUIIOBOM CUCTEMBI 3aLIUTHI OT HECAHKIIHOHUPOBAHHOTO JI0CTYTIA.

30. Wnentudukanus u ayrentudukanus. [laponbnas ayreHTUUKAIMS.

31. [Toncucrema yrnpasieHus JOCTynoM. Martpuna 10cTyma U CIIUCKH JOCTyna.

32. [TporpammHo-annapaTHble cpencTBa 3amuThl HHGopmarun ot HC/I.

33. VYcTpoiicTBa BBOIa HACHTU(DUKAIIMOHHBIX IPU3HAKOB.

34. KommnekcHbli moaxo/1 K o0ecredeHno HHPOPMALMOHHOM 0€3011acCHOCTH OpraHU3aliy.
3s. [lepcriekTUBBI pa3BUTHUS TEXHOJIOTUN o0ecnieueHns: HH(POPMaLlMOHHON O€30MaCHOCTH.

3agaHus 17151 CAMOCTOSITEIbHON PadoThI:

Tema 1. 3amura ohUCHBIX JOKYMEHTOB.

PaccmarpuBaemblie BOIIPOCHI:

3ammra 1oKyMeHToB Microsoft Word oT HeCaHKIIMOHUPOBAHHOTO JIOCTYTIA.

3amuTa 1okymMmeHToB Microsoft Word oT HecaHKIIMOHMPOBAaHHOT'O U3MEHEHUSI.

3amura 1oKkymMeHToB Microsoft Excel oT HecaHKIIMOHMPOBAHHOTO U3MEHEHMSL.

3amuTa 1okyMeHToB Microsoft Excel oT HecaHKIIMOHUPOBAHHOTO AOCTYTIA.

3aaHus A1 CAMOCTOSITENILHOTO BBITTOJIHEHMSL:

3ammra nokymentoB Word.

1. Co3paiite Ha nucke D: B manke Bameil rpynmsl namnky 3amuTa oguca.

2. Habepure B pemaktope Word mpoW3BOJIBHBIA TEKCT W COXPAHHUTE €r0 B IMAIKe 3aIiuTa
oduca nmox umenem documentl.

3. Beibepute menro CepBuc — Y CTaHOBUTH 3aIlHTY .

4. 3anpetuTe M00bIe U3MEHEHUS KPOME 3aIllUCH UCIIPABICHUN U 3a/1aiiTe naposb 12345.

5. TlompoOy#iTe OTpeaaKkTUpOBaTh CBOW TEKCT. YIaJUTE HEKOTOPHIC CJIOBA W JOMHIIHUTE
HoBble. [lonmpoOyiiTe npunATh Bce ucnpannenus (Cepsuc — Mcnpasnenus — [IpUHATH/OTKIOHUTS
ucnpasieHusi). OOpaTUTe BHHMaHHE, YTO BCE H3MEHEHHS B JOKYMEHTE (UKCHUPYIOTCS, HO
HPUHATH/OTKIOHUTH UX HEBO3MOXKHO.

6. 3akpoiiTe TOKYMEHT, COXPAaHUB €TO0.

7. OTKpoiiTe JOKyMEHT U MONPOOYHTE MPUHATH UCTIPABIICHUS.

8. CHuMmuTe 3ammTy AokyMeHTa. BriOepure MeHio CepBuc — CHATh 3allUTYy U BBEIUTE
napoJb.

9. IlonpoOyiiTe NpUHATH BCE UCTIPABICHUS. Y OETUTECh, YTO UCTIPABICHUS IIPUHSATHI.
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10. 3aHOBO 3aIUTUTE TOKYMEHT, KDOME 3alIUCH UCIIPABICHUN U 3aKPONTE €r0, COXPAHUB.

11. HaGepure HOBBIM AOKyMEHT (OTJIMYHBIM OT MEPBOTr0) U COXpaHUTE ero (MoJ HMEHEM
document?2) B nmamnke 3amura oduca.

12. YcraHoBUTE 3alIUTY 3TOr0 JTOKyMEHTa, BbIOpaB MeHI0 CepBUC — YCTaHOBUTH 3aLIUTY U
3arpeTuB J00ble U3MEHEHUsI KpOME BCTaBKH MpUMedaHuil. 3aiaiite maposs 12345.

13. ITonpoOyiiTe OTpeaaKTUPOBATh JOKYMEHT.

14. BecraBbTe /1Ba mpuMeyaHus K J00bIM Gparmentam. Mento BeraBka — [Ipumeuanue.

15. IlonpoOyiiTe N3MEHNUTH OJTHO MPUMEYAHNE U YJAIUTD APYTOE.

16. 3akpoiiTe JOKYMEHT, COXpPAHUB €TO.

17. Co3paiite Tpetnii nokymeHT B Word, coxpanute ero B mamnke 3amura oduca moj i UMEHEM
document3. YcraHOBHUTE Ha HEro 3alIUTY, 3alPETUB JIIOObIe U3MEHEHHUs, KpOME BBOJA JAHHBIX B
noiig opm. 3anaiite maponp 12345.

18. TlompoOyiiTe OTpenakTHpoBaTh TOKyMEHT. I[IpocMOTpHTE MyHKTHI MEHIO, 4YTOOBI
BBISICHUTH Baliy BO3MOXKHOCTH 110 peJaKTUPOBAHUIO TOKYMEHTA.

19. CHumMuTE 3aIUTYy C JOKYMEHTA.

20. Pa30eiiTe Bam JOKyMEHT Ha JBa pasjaena. (YCTaHOBUTE Kypcop B MECTO pasphiBa U
BeIOepuTe Mento BeraBka — Pa3pbiB — HoBBIN pa3zien Ha TeKyluel cTpaHuLe).

21. YcraHoBHTE 3alIUTy HA JOKYMEHT, 3alIPETUB JI00bIe H3MEHEHUS, KpOME BBOJIA JaHHbBIX B
nosst ¢popm. Mcnonb3yst kHONKY Pa3zienbl, ycTaHOBUTE 3allpeT TOJIBKO Ha BTopoi pazzaen. Ilapons
12345.

22. TlonpoOyiiTe OTpeJaKTUPOBATh NEPBbIA U BTOPOH pa3/iesnbl JOKyMEHTA.

23. 3akpoiiTe TOKYMEHT, COXPaHHUB €TO0.

24. Co3paiiTe yeTBepTHI JOKYMEHT B perakTope Word u coxpaHuTe €ro B make 3amuTa
oduca nox nmeHeM document4.

25. Boibepute mento Cepsuc — Ilapamerpsl, 3aTeM Bkiaaky CoxpaHeHue.

(Ecmu Bbr pabotaere B Word2t3 wnu XP, To Hamo BbiOpaTh BKIAAKy be3omacHOCTb.
[TocMoTpuTe BO3MOXKHOCTU 3TOM BKJIaAku. OOpaTuTe BHUMaHHE Ha (UIaXok «YIansaTh JUYHBIC
cBeZIeHMsI U3 (ailyia Ipu ero COXpaHEeHUn»).

26. 3anaiite naposb 7777 Ha OTKpbITHE (aiina.

27. 3axpoiTe (hai, coXxpaHUB e€ro, 3areM MomnpoOyiTe OTKpbITh. [lompoOyiiTe BBEecTH
HENPaBUJIBbHBIN [1aPOJIb, a 3aT€M OTKPONTE JOKYMEHT C IIPAaBUJILHBIM MIAPOJIEM.

28. Co3pmaiiTe nsATHIM JOKYMEHT B penaktope Word u coxpanute ero B make 3amura oduca
noj uMeHem documents.

29. Bribepure mento Cepuc — [lapamerpsl, 3aTeM BkIaaky bezomacHocts (CoxpaHenue st
Word2000) u 3amaiite naponb pasperienus 3anucu 9999.

30. 3akpoiiTe TOKYMEHT, COXpaHHMB €ro M MOnpoOylTe CHOBa OTKPBITh. BbiOepute pexum
TOJMbKO uTeHHs. OTpenakTHUpyWTe NOKyMEHT M momnpoOyiite ero coxpaHuTb. CoxpaHUTE Kak
document5 1.

31. [lonpoGyiite OTKpbITH (paitn documentS 1.
32. 3akpoiite Bce (aitiibl U TOKAXKUTE PE3yJIbTAT MPEINOAaBaATEINIO.
3amura nokymenToB Excel.
1. 3anmyctute Excel u co3maiite cieayronyro TabIumiry
ol71e} Oknag, Mpemna UToro

2. 3anosHuTE €€ AJI MPOU3BOJIBHBIX TPEX YEJIOBEK, BBOJS ITPOU3BOJIBHBIEC YUCIIA U CYMMUPYS
ux B rpade Uroro.

3. IocTpoiite KpyroByto quarpaMmy 1o croaouy HMroro.

4. Coxpanute (¢aiin B mamnke 3anura odrca mog umeHneM probal.

5. Coxpanute 3TOT ke (aiin B nanke 3amura opuca emie pas noj uMeHeM proba2.

6. 3akpoiite ¢aiin proba2 u otkpoiTe ¢aiin probal.

7. Beibepute mento Ceprc — 3ammra — 3allUTUTh JIUCT U 3a7aiite napois 1111.
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8. IlonpoOyiite oTpenakTupoBath JucT. [lepeiiaure Ha JInct2 u monpoOyiTe BBECTH JIaHHBIC.

9. YcraHoBHTE 3alIMTy BTOPOTO JIMCTA C mapojeM 2222,

10. Cuumute 3amury c Jlucral. Mcnone3yiite meHto CepBuc — 3ammura — CHATh 3alIUTy
JHCTA.

11. Ycranosure 3amuty Jlucral, oTMeTuB ToJIbKO (hiaskok 3amuTa JIMCTa B OTHOILEHHUH
00BEKTOB M 3a/1aB napois 1111.

12. TlonpoOyiiTe U3MEHUTH aHHbIE B stueiikax. [lonpoOyiite n3MeHUTh AUarpammy.

13. 3akpoiite aiiyn, COXpaHUB €T0.

14. Otkpoiite ¢aitn probal u momnpoOyiiTe BHECTH M3MEHEHMs Ha MEPBBIM JHCT, 3aTeM Ha
BTOPOM.

15. 3akpoiite ¢aitn probal u oTkpoiite (aiin proba2.

16. Bribepute mento CepBuc — 3amurta — 3amUTUTh KHUATY. OCTaBhTE OTMEYEHHBIM TOJIBKO
¢naxok CTpykrypy M 3ajaiite mapoib kniga (mpoBepbTe, yTOOBI OblIa BKJIIOUEHA AHTIIMHCKas
packiamaka)..

17. IlonpoOyiiTe U3MEHUTH JaHHBIE HA JIUCTE. Y OEUTECh, YTO U3MEHEHUSI BO3MOXKHBI.

18. IlompoOyiite yaamuTh HepBbIA JUCT (Mp. KHONKAa MBIIIKM Ha SPJBIKE JIUCTA BHU3Y
CTpaHULbI).

19. 3akpoiite aiin, coxpaHUB U3MEHEHUS, U 3aHOBO OTKpoiiTe ero (proba2).

20. CHumute 3amuty ¢ kuuru. Mento Cepsuc — 3amura — CHATh 3aIIUTy KHUTH.

21. YcraHoBuUTE 3alIUTy KHUTH, OTMETUB 00a (ha’kka U yCTaHOBUB MapoJb kniga?2.

22. TlonpoOyiiTe U3MEHUTH JaHHBIE HA JIUCTE.

23. Beibepute MeHt0 OkHO — CKpBITh U BBEUTE MAPOJIb.

24. 3akpoiite (ailsl, COXpaHUB U3MEHEHHS.

25. Otkpoite ¢aiin proba2. Yoeaurech, 4To OKHO HE OTOOpaKaeTCs ¥ TAHHBIC HE BUTHBI.

26. Bribepute meHto Oxao — OToOpa3uTh U BBEAUTE NAPOJIb.

27. CkpoiiTe OKHO U 3aKpoiTe (aiisl, COXpaHUB U3MEHEHUSI.

28. Ilokaxkure pe3yabTaT NPENnoJaBaTellto.

29. CHuMHUTE 3alIMTy CO BCeX Ballux (ailyios.

JIureparypa:

www.microfoft.com

JlekmoHHBIN MaTepuall.

Tewma 2. [locTpoenne Moaenu yrpos.

PaccmarpuBaemblie BOIIPOCHI:

Knaccudukanus atax.

Kanans! yreukn napopmanum.

[TonsiTue yrpo3ssl.

VcTOYHUKH yTpo3 U UX KIACCHU(PHUKAIIHS.

[TocTpoenue Mmoaenu yrpos.

3anaHus AJ11 CaMOCTOSITENIbHOTO BBITMIOJTHEHHUS:

[Toctpoiite Momens yrpo3 Ajsi HEKOTOPOW OpraHW3allid, 3alOJHUB MpUJaraeMyro TaOIHily
TakK, 9TOOBl B sUCiKe CTOsia «1», ecim yrposa, ykasaHHas B JJAaHHOW CTPOKE MPUMEHHMA JUIS
00BEeKTa, YKa3aHHOTO B JAHHOM CTOJIOIIE.
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MepeyeHb UCTOYHMKOB
yrpos

MyTu peanusauyumn

Mar

HUT Cpeac
Konwup PeA
Hbl [CeT TBa
osale e|b noxa
mo |Cuc|kna|Mp| Ho- Ten o P
Hoc|ane HOM 1
HUT[ T [BUA|UMHT| MHOX ed
nTe|KkTp oXpaH
op |6no|Typ| ep | utenn OH o
v fonm HOM
bl [KM | @ | bl | HblE bl
WH |TaH curHan
annap
¢- | ma m3aum
aTbl
um "
"
1121(3]|4 5 6|17|8 9

AHTPONOreHHble UCTOYHUKMU Yrpo3

NHTepec uYTeuka 3a cueT areHToB
npeaHamepeHHble BusyanbHas n ¢poTo passeaka
lneicTBMA  KPUMMHANbHbBIX BNOKMpOBaHHe MHdOPMALMM
1 [cTPYKTYP M_ MPECTYMHbI Moaudukaumna nudopmaymm
rPynnvipoBok; YHMUTOKEHWE MHPOPMaL MK
MpumeHeHWe 3aKNa[0K
Pernctpaumsa HaBoAoOK
MpegHamepeHHble YTeuka nHdopmaumum
neiicTena BusyanbHan 1 $oTo passeKa
BCOMOraTeNbHOro BnokuposaHue nHGopmaLmm
2 [nepconana (y6opuimky, MoaundurKkaumsa nidopmaumnm
oxpana) YHMUTOKEHWE MHPOPMaL MK
MprmeHeHMe 3akNafoK
OwKnbKM nonb3osateneir  |bAoKMpoBaHME MHPOPMaL MM
3 Moaudurkauma nHdopmauum
YHMYTOMKEHWE MHPOPMaL MM
OwnbKM nporpammncTos  |bAOKMpPOBaHWE MHPOPMALLMK
4 Moaudurkauma nHdopmaumum
YHMYTOMKEHWE MHPOPMaL MM
TexHOreHHble UCTOYHUKKU Yrpo3
Cbou B KaHanax nepeaayun|bnokmMpoBaHme MHPopmaLmm
> |1 cpencTeax ceAsm; YHMUTOKEHWE MHPOPMaL MM
C6om B cpeacTax|baoKknpoBaHue MHGopmaLmMm
© lonextponuranma YHUUTOXeHMe nHpopmaumm
Bo3morkHOCTb  aBapuit  BlBiokupoBaHue nHdopmaumm
MH}KEeHEepPHbIX
7 |(BomocHabxerus, "
KaHaAN3aLMM) [y HnuToKEHME MHbopmaLmm
KOMMYHWKALLMOHHbIX CETAX
BHellHMUe CTUXUIiHbIE UCTOUHUKM
BO3MOKHOCTb yparaHoB YHUuYTOXKEHNE MHPOPMaL MK
8 BaokupoBaHue nHpopmaumm
Bo3moKHOCTb aBapuuYHUUTOXKEHMEe nHdopmauun
9 [6au3nexawmx
NPOMbILWNEHHbBIX 06bEKTOB BrokupoBanme uHpopmaLim
10 [Bo3moxHocTb noxapos YHMUTOMKEHWE MHPOPMaL MK

JIureparypa:
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JIeKuMOHHBINM MaTepuall.

2. OcHOBBI HH(POPMAITMOHHOM 0€30MaCHOCTH X03MCTBEHHOM JIeATEIbHOCTH: yueOHOe
nocobue / N.I1. Muxues; BO ®I'BOY BIIO «Poccwuiickas akagemusi HApOIHOTO
XO035ICTBA M FOCYAapCTBEHHOU Ci1y)0b1». — Bonrorpan: M3a-so BO ®I'BOY BIIO
PAHXuI'C, 2013. - 144 c.

3. [Tnaronos B. B. IIporpammHo-anmapaTHbie CpeICTBA 3aLIUTHl HHPOPMAIIH:

yueOHuk. / M.: U3n. nentp "Axanemus". 2014.

Tema 3. Knnaccuyeckue KpUnTocHCTEMbl.
Paccmampusaemvie sonpochwi:

4. Knaccuueckas kpunrorpagus.
Kpunrocucrema Le3aps.
Kpunrocucrema Buxenepa.
[IpaxkTnueckas peanusanus cucteMsl Bruxenepa.
[TonsiTHe MHOTOAI(AaBUTHON KPUITOCHCTEMBI.
. Kpunroananus MHOroanpaBUTHON KPUIITOCUCTEMBI.
0.  Kpunroananus cucrems! Buxenepa.
1. Kpunroananus cucrembl «OTHOPA30BbIi OJTOKHOTY.

3a0anus ona camocmosamenvbHo20 GblNOIHEHUSL:

1. Otkpotite daitmn CRYPTO1.XLS u mocmoTpute Kak peasim3oBaHa cuctema Brokenepa.

2. Cozpaiite B Excel cnenyroutyto Tabauity
OTKpPBITBIN TEKCT
ITaponb
Koz OykB TekcTa
Ko 6ykB nmaposis
CymMma k0/10B OYKB
CymMmma 1o MOAyJIr0
Kpunroreker

3. BBeaure B epBYIO CTPOKY ITPOU3BOJIbHBINA TEKCT IO OJHOM OYKBE B KaXIYyI0 sUCHKY.

4. Benure BO BTOPYIO CTPOKY TaOJIMIIBI POU3BOJIbHBIN Mapojb MO OJHOM OyKBE B KaXKIylO
saueiiky. Ecau anuHa maposis MeHblIe JUIMHBI OTKPBITOIO TEKCTa, TO HAYHWUTE HAOOp mapoiis
Jlasplie, MoKa He 3aKOHUYUTCS OTKPBITBIN TEKCT.

5. Ucnonw3ys ¢pynkiuo KOJCHMB, 3anonHuTe 4eTBEpPTYIO U HATYIO CTPOKH TaOIMIbI JJist
orpezieNieHus] KOJ0B KaXKA0i OYKBBI OTKPBITOI'O TEKCTa U MapOJIs.

6. B 111TO#1 CTPOKE CII0KUTE TPETHIO U YETBEPTYIO CTPOKH.

7. Ecnu B mATOM CTpOKE CyMMma TpEBBIMIAET 255, TO B MIECTONH CTPOKE HEOOXOIUMO OTHSITh
255 ot uncna B naToM crpoke. Mcnonbsyiite dpynxiuro ECIIN.

8. B cenpmoil cTpoke momyuuTe OyKBBI 3alIM(POBAHHOIO TEKCTA, MCHOJB3YS (PYHKIHIO
CHUMBOJL

9. CaMOCTOSITeNNbHO, HCIONB3Ysl ONMHCAaHHBIE BbIMe (DYHKIMH, pacmiupyiTe MOTyYeHHBINA
KPUNTOTEKCT. J[11s 3TOr0 cosnaiite Hike nepBoii TabIMIIbI BTOPYIO TaOIuUILy.

10. Pacmudpyiite TeKCT:

KCArz Bl YHKO6XDbr UbADbrdrxYIIA'

UCTONB3Ys napoiis «umdpy». Ilpu Habope TekcTa mporrycTuTe MpoOebl MEKIY OyKBaMu.

11. Pacuudpyiite TeKCT:

EBlAxIICo boYOoa Hlx VYbBIzIIODd MIag 30 3262 PwmH
ak3

HE 3Hast apoJis, HO 3Hasl, YTO B 3aIIM(POBAHHOM TEKCTE €CTh CIIOBO «UCTHHY.

Jlumepamypa:

I. JlekuMOHHBIN MaTepual.

~ =0 RN Wn

2. OcHoBBI HTHGOPMAIIMOHHON O€30MTaCHOCTH XO3SMCTBEHHOM NEITEIbHOCTH:
34



yae6Hoe nocooue / N.I1. Muxues; BO ®I'BOY BIIO «Poccwuiickas akagemMust HApOIHOTO
X035MCTBA M TOCYIAPCTBEHHOM CiTy)0b1». — Bonrorpan: M3a-so BO ®I'bOY BITO PAHXul'C,
2013. - 144 c.

3. [InaTtonos B. B. IIporpammHo-annapaTHbele CpeIcTBa 3alIUThI
uHpopmanuu: yueoHuk. / M.: Uzn. uentp "Axkagemus". 2014.

Tema 4. Kpunrorpagust ¢ OTKPBITBIM KJIHOY0M.
Paccmampusaemvie sonpocwi:

Kpunrorpadus ¢ OTKpBITHIM KIIIOUOM.

['eneparus kinroueBoi napel B nporpamme PGP.

Opranuzanust oOMeHa KIro4aMu.

[udposanue nanubix B PGP.

ITonsTHE DIIEKTPOHHON MOAIIKCH.

3amuTa T0KyMEHTOB JIEKTPOHHON NOANUCHIO B iporpamme PGP.

[IudpoBanue u 3MEKTPOHHAS NOANMUCH T0KyMeHTOB B PGP.
3adanus ona camocmoamenbHo20 8bINOIHEHUA:

1. 3ammyctute PGPtools (ITyck — I[Iporpammsr — PGP — PGPtools)

[TosiBuTCS MaHenb

NN B W=

& PGPtools

NEEEEEE

2. Beibepute NeByr0 KHOIKY ¢ IBYMs KiatouaMu. 3amycTtutcs moayiab PGPkeys co cnmckom
Bcex kimoued Ha Bamem xommbioTepe. B mone Description ykazaHo, KakOW 3TO KIFOY: TOJBKO
OTKpHBITHIH (public key) wnm kinrodueBas mapa, T.€. OTKPBITHIA U CEKPETHBIN KITtou B KomruiekTe (key

pair).

2
(V3 o
3. CO3,Z[8.I/IT€ HOBYIO KIIFOYCBYIO IIApYy, HA’)KaB Ha KHOIIKY U BBIIIOJIHUB BCC IIaru MacTepa

CO3JaHUs KIIOYEH.
4. Cozpnaiite Ha qucke D: nanky ¢ Ha3zBaHueM Bameit rpymnimel.

5. DKCnopTUpYITE CBOM OTKPBITHIIM KIIIOY B 3Ty MAafKy, Ha’KaB Ha KHONKY —— M YKa3aB MyTh
1o Bamreit manku. B xauecTBe Ha3BaHus (aiina ¢ kito4oM ykaxkute Bamry damunuto.

6. Cxonmupyiite Bamr daitn Ha cepep (Server606) B manky PublicKey.

7. UmnoptupyiiTe U3 3TOH Manku 4bU-THO0 APYrue OTKPHITHIE KItOYH. I 3TOro HaxxMHTe

~
Ha KHOTIKY = BbIOEpUTE MyTh U Ha3BaHHE (haiina.

8. 3akpoiite okHo PGPkeys.

9. 3amyctute Word m Habepure NHCBMO KOMY-JIMOO, Y€l KIIOY BBl WMIOPTUPOBAIH.
CoxpaHuTe 3TOT TEKCT B Ballleil Marke.

10. 3ammudpyiite 3TOT (ailyi OTKPBITHIM KIFOYOM 3TOTO MOJIb3oBareis. s 3Toro Haxxmmure

=)
KHOIIKY Ha nanenu PGPtools, ykaxxkute nyTh u Ha3zBaHue Bamero ¢aiina, a 3aTeM K04 B
nosisuBlieMcs okHe. CoxpaHute 3amndpoBaHHbIM (aiin B Bameill manke nmon ¢gamunuei Toro,
KoMy BbI ucanu.
11. Cxonupyiite 10T (aiin Ha cepsep (Server600) B nanky TextPGP.
12. CkonupyiiTe u3 3T0i nanku B Bamry nanky Ha aucke D: ¢aiin, anpecoBanHblil Bawm.

=~
[
13. Pacuudpyiite 3T0T (aiin, HaKaB KHOMIKY =) WU JBaXIbl IIEJIKHYB MO HEMY
MBIIIKOM, a 3aTeM BBIOpaB Bair kito4 B CIiFiCKe KITIOYEH.
14. Co3paiite eme onuWH AOKyMEHT B pemaktope Word, coxpanuB ero B Bareii mamke Ha

nucke D:
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15. Hoanummure 3TOT (haily Bamield 3IEKTPOHHON MOANHUCHIO. J[JIs1 3TOr0 HaKMUTE KHOIKY

E
Ha nanenu PGPtools, ykaxkute myTs u Ha3Banue Bamero (aitna, a 3atem Bam kimou B

HOSIBUBLIEMCSI OKHE.

16. O6parutre BHMUMaHue Ha ¢aiia moamucu B Bamed mamnke. OTKpPOWTE €ro JBOWHBIM
LIEITYKOM.

17. OtkpoiiTe moanucanHblii BamMu ¢aiin 1 n3MEeHUTE ero, COXpaHWB U3MEHEHHUS Ha JIUCKE.

18. Otkpoiite ¢ailn moaAmUCH IBOMHBIM ILETYKOM ele pa3. YOenuTech, YTO MOIIKMCH HE
JIEUCTBUTEIIHLHA.

19. Co3naiite HOBBII gokymMeHT B Word. HaGepure HebonblI0e NpeiokKeHne U CKOupyire
ero B Oydep oOMeHa.

20. IIenKHUTE MBIIIKON MO KHOIIKE E Ha TIaHEeIW 3aJ71a49 B IPABOM HUKHEM YTITy.

21. B nosBuBmemcs Menro Beibepute Encrypt Clipboard u ykakute Bam kirou.

22. Ha guctom mecte Bamiero moxkymeHTa BCTaBbTe TeKCT U3 Oydepa oOmena (IIpaBka —
BceraButs). [osiBuics 3ammdpoBaHHbBIN TEKCT.

23. Cxonmpyiite ero B Oydep oOMeHa U Mo aHAIOTHH C IH(poBaHUEM pacmuppyuTe ero,
BbIOpaB myHKT Decrypt& Verify Clipboard.

24. BeraBbTe pacmuppoBaHHBIN TeKCT U3 Oydepa oOMeHa.

Jlumepamypa:
1. JlekuuoHHBIN MaTepual.

2. OcHoBbl HH(OPMAIIMOHHOW O€30IMaCHOCTH XO3SHCTBEHHOW JEATENBHOCTH: YydeOHOe
nocobue / W.II. MuxuaeB; BD® ®I'BOY BIIO «Poccuiickas akajaeMuss HapOIHOTO
XO34HCTBAa M TOCYIApCTBEHHOH cCiykOb». — Bonrorpax: Msn-so BO ®I'BOY BIIO
PAHXuI'C, 2013. - 144 c.

3. IInmaronor B. B. IlporpamMmMHo-anmapaTHble cpencTBa 3alluThl HHPOpPMANWU: yuyeOHUK. /
M.: U3na. uentp "Akagemusa". 2014.

4. Bsenenue B kpurnrorpaduto/ [Tox obmr. pea. B.B. SAmenko. — M.: MITHMO “YePo”,
2013.

5. http://pgp2all.org.ru

Tema 5. 3ammTa 6a3 nanubix Microsoft Access.
Paccmampusaemvle 6onpocwi:
[Toctpoenue 6a3p1 nanHbIX B Microsoft Access.
3amuTa 6a3bl TaHHBIX OT OTKPBITHSI.
ITonb3oBaTeny U rpymnsl.
[MaponpHas 3ammura.
Pasrpannuenue npas gocryma.
3aoanus 0ns camocmosamenbHO20 6bINOIHEHUA!
1. Co3paiite Ha aucke D: B mamke Bameil rpynmsl 6a3y naHHbix Cexper
2. Co3naiite TabIuIly B pe)KUMe KOHCTpYKTOpa (TI0JIe IOMEUEHHOE * SBIISIETCS KITFOYEBBIM) H
COXpaHUTE €€ TI0 UMEHEM AHKETA.

S e

Hmsa mouas Tun gaHHBIX
Kon CueT4nk

OO TexkcToBbIN
Anpec TekcToBBIN
Tenedon TekcToBBIN

3. Beeaute B TaONIMIly TPH 3aIUCH.

4. YcTaHOBHTE MAPOJIBHYIO 3aIIUTY Ha 3Ty 0a3y naHHBIX (mapois 1234)

5. Coznaiite Ha qucke D: B mamnke Bamie rpymibl 6a3y nmaHHbix JlocTyr.

6. Co3pmaiiTe 11 3TOM 0a3bl JaHHBIX TPYIIBI ojb3oBarenen Student u Others
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7. Coznaiite B rpymime Student monp3oBaTens mo cBoer pamunueit u monp3osarens Studentl.

8. B rpymnme Others co3naiite monp3oBatens Friends u mons3oBarens Guest.

9. YcranoBute napoib aAMUHUCTpaTopy (admin) 6a3bl 1aHHBIX (00s13aTeAbHO 7777).

10. YcTanoBuTe Mapoiu AJs CO3JaHHBIX BaMU MOJIb30BaTeNel (Mapojl COBMAAIOT C UMEHEM
MOJIb30BaTEN).

11. YcranoBure npaBa JocTyna K 6a3ze JaHHBIX JJis rpymnmnsl Student Ha Bce JeicTBUs, KpoMe
aJIMUHUCTPUPOBAHUS.

12. YcranoBure mpaBa Joctyna K 0a3e maHHbIX ais rpynnsl Others Tonbko ureHue u
no0aBlieHUE JaHHBIX.

13. Ycranosure g rpynmsl Users paBa TONbKO HA YTEHHWE JAHHBIX U MAKETa.

14. IlokaxxuTe pe3yabTar NpenogaBaTellto.

15. CaumuTe mapoias aAIMUHUCTPATOpa

Jlumepamypa:
1. JlekunoHHBII MaTepual.
2. www.microsoft.com

Tema 6. IIpakTH4YecKkoe NPpUMEHEHHE MeKCeTeBbIX IKPAHOB.
Paccmampusaemvie sonpocoi:

1. IToHsiTHE MEXKCETEBOIO IKpaHa.
2. [Tpunuumns! padotsl ¢ mporpammoii Firewall Outpost.
3. Hacrpoiika mporpaMMHBIX MOZYJIEH.

3a0anus 0158 camocmosmenbHo20 8blNOJAHEHUS:

Outpost Firewall

1. 3arpy3ure mporpammy Outpost Firewall.

2. Beibeputre nyHkt Cemesas axmuenocms. OKHO clpaBa COACPKHUT HHPOPMAIUIO O
TEKYIIUX COCANHEHHSX MPHUIIOKEHHUN ¢ ceThio. [lompolyiiTe momydyuTh HHPOPMALIUIO 110 KAKOMY-
HUOYIb ITyHKTY.

3. Beibepure nyHKT Omkpsimovle nopmei. OKHO CONEPKUT HHPOPMAIMIO O TOM, KaKUMHU
poleccaMy Ha KOMIBIOTEPE OTKPBITHI ONPEIEICHHbIE TOPTHI.

4. TlpocmoTtpute NyHKTHI Paspeutennvie U 3ab10KuposanHvle, KOTOPBIE COAEPKAT OOIIYIO
CTaTHCTUKY IO COEIMHEHUSIM.

5. Beibepute nmynkt DNS. KamupoBanue 3arnpocos (T.e. coxpaHeHHe 0TBeToB B 6aze Outpost)
Kk DNS no3BossieT cokpaTuTh BpeMsi OTKPBITHUS CTPaHUII, KOTOPbIe ObUIH MOCEIIEHbI paHee 3a CYEeT
TOTO, YTO KOMIIBIOTEPY HE HYXKHO OyZeT mepen OTKpbiTHeM oOpamiatbess Kk DNS cepepy amns
onpexaenenus [P anpeca oTkpbiBa€MOM CTPAHUIIBI.

6. [Ipocmotpute Kypnai.

7. lllenkHuTe MpaBOM KHOIMKOM MBILIK MO Ha3BaHHIO MoayJisi DNS B ieBOM OKHE mporpamMMbl
u BeIOepute [lapamempol.

8. OrpannubTte K31 DNS Ha 50 3anuceit u ycTaHOBUTE CPOK XpaHeHus 10 gHei.

9. Bribepure myHKT /lemexkmop amak, KOTOPbIA XpaHUT OONIyI0 MH(POPMALMIO O 3aILIUTE
KOMIBIOTEpA OT aTaK, CKAHUPOBAHMSI U JPYTHUX TUIIOB 3aMPEIICHHBIX COSTUHEHMI.

10. IIpocmotpure >xypHai. lllenkHuTe mpaBOil KHOMKOW MBIIIK [0 HAa3BAaHUIO MOJIYJIS
Jlemexmop amax B IIeBOM OKHE MPOrpaMMbl U BblOeputTe [lapamempwi. B okHe HacTpoek mnpu
MIOMOIIIH TTOJI3YHKA MOXHO BBIOpATh OJMH U3 TPEX YPOBHEH TPEBOTH:

Maxcumanvueiii — halipBoiut OyAeT npeaynpekaaTh O MOMbITKE MOIKIIOUEHHS Jake Ha OJUH
HOpT.

Obvlunbiti — TipenynpexaeHue OyAeT BbIIaHO TOJBKO NMPU CKAaHMPOBAHHM C OJHOTO ajpeca
HECKOJIbKMX IOPTOB WJIM OIPEJEICHHBIX IIOPTOB, KOTOpPBIE MPEACTABISAIOT OIpPEIEICHHbII
UHTEpec.

bespaznuuneiii —paiipBosu OyAeT CUrHATU3UPOBATh JIMIIL O PEaJbHON aTake Ha KOMITBIOTE,
a HE O MOIBITKE UCIIOJHUTh TaKyl0 aTaKy WM MPOCKaHUPOBATh MOPTHI.
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11. Haxwmure kHOTIKY Boiopams gunvmp. [IpocMoTpuTe ee BO3MOKHOCTH.

12. BeiOepure nyHKT HumepaxmusHvle 21emenmsi. 311€Ch MOXKHO 3a0JOKHPOBATh
BCIUIBIBAIOIIME OKHA, IEPEXO/IBI 110 PEKJIAMHBIM caiiTaM B lIHTepHeT.

13. IlpocmoTpuTe mapameTpbl HACTPOWKH ISl IaHHOTO MyHKTa (IpaBasi KHoMKa Mblin). Ha
TpeX BKJAJKaX pa3MELICHbl HACTPOWKH OJIOKMPOBKM BCEX JJIEMEHTOB, KOTOpPbIE MOTYT
HaXOJUThCS Ha MOCENIAeMbIX BeO—CTpaHUIaX UM B MOYTE. BOJIBUIMHCTBO HACTPOEK UMEIOT TPU
HacTpoku: Paspeweno, 3anpoc n 3anpeweno. llpn HacTpoliKe HY)KHO YYUTHIBATh TOT (haKT, YTO
Ha MHOTUX CTPaHMIIAX CKPUMTHI WK (DI MOTYT HCIIOIB30BATHCS JIJIS1 CO3/IaHUsI MEHIO U €CJIH UX
HOJHOCTBIO OTKJIFOYUTh, TO HAaBUTALUA MO caiTy OyneT HeBo3MoxHa. [loaToMy, onTHMaIbHBIM
CTaHET MCIOJIb30BaHNE HACTPOUKHU Janpoc. JIns 0coboii HAaCTPOWKH HEKOTOPHIX CAWTOB B MOIYJIE
«HMumepaxkmuenvle s1emenmul» CIYXUT BKIanka «Mckaouenua». C ee TOMOLIBIO MOYKHO
c(hOopMHpPOBATh CIUCOK CAMTOB M HACTPOUTH I KaKIOTO M3 HUX OJOKUPOBKY OINpEAeTICHHBIX
3JIEMEHTOB. DTOT CIIUCOK UMEET 00Jiee BHICOKHI MPUOPHUTET, YeM OOIIHE HACTPONKH OIOKHMPOBKU
JUIST BCEX CAlTOB.

14. IlpocMmoTpuTe BKJIaAKM IApaMeTpPOB, 3alPETUTE BCIUIBIBAIOLIME OKHA W HACTPOWTE
OCTJIBHOE II0 CBOEMY YCMOTPEHHIO.

15. BpiGepute nyHKT Pexnama. Outpost ymeeT OTCeKaThb peKJIamMy IO pa3Mepy U IO
COJIEP’)KUMOMY CCBUIKH, YTO SKOHOMUT TpauK U YBEINYUBAET CKOPOCTh 3arpy3KH CTPaHMUII.

16. Bpi3oBuTe mapaMeTpbl Uil JAHHOTO IyHKTa (IIpaBas KHOIKA MBbIIIK). YCTaHOBUTE
¢bnaxok [lokasamv kop3uny 015 pekiamsi. ECi B CTaHAAPTHOM CIIMCKE OTCYTCTBYET OINMCAaHUE
JUI ONpe/eleHHOro OaHHepa, M OH 3arpyXaercs NpU IOCEUICHUU CTPaHUIbI, TO, OTKPHIB
KOP3UHY, JOCTaTOYHO MBIIIBIO NEpEeTalluTh B Hee OaHHEp, U OH Ooubllle HUKOrJa He OyIeT
3arpysxatbes. Bknanka O6wue 1o3BOJsIET BBIOpATh TO, YeM OyAyT 3aMEHSTbCS BBIPE3aHHBIE CO
CTpaHULl peKjamMHble OaHHEpbI. 3/1eCh K€ MOXKHO CO37aTh CIHCOK CailTOB, C KOTOPHIX HE OyIeT
BbIpe3aThCs rpauka 1 peKiama.

17. IIpocMOTpuTE BCE BKIIAJIKU IAPAMETPOB.

18. Bribepute nmyHKT Coodeporcumoe. B HacTpoikax 3TOro MOIYJsl MOXHO 3aJaTh CIHCOK
CJIOB, KOTOpbIE MOTYT BCTpEYaThbCsl Ha CTPAHUIIE WM B aJpece CTPaHUIbl U KOTOpble OyIyT
ciykuTh Outpost—y CUrHaJIOM TOTO, YTO CTPAHUILY OTOOpa)xaTh 3alpeLIeHO.

19. [IpocMoTpuUTE BOZMOXKHOCTH JIaHHOTO MTyHKTA.

20. Bpibepute nyHKT Quiavmpayus noumoeuix enoxcenuti. B HacTpoikax 3TOro MOmyIs
MO’KHO 3aJ]aTh CIIMCOK TUIIOB (haiijIoB, KOTOPBIE MOJUIEkKAT NEPEUMEHOBAHHIO, a TaK e BKIIOYUTh
BBIBOJI MH(POPMALIMOHHOIO COOOIIEHHs O MOoJydeHuH (aisioB ompeaenaeHHoro tuma. daiti, Tun
KOTOpPOTO yKa3aH B HAacTpOMKax 3TOr0 MOJIYJs, NMPU MOIYYEHHUH €ro IOYTOBBIM KIMEHTOM,
HOJYYUT BTOpOE pacuiMpeHue «.safe». ITo mo3BONUT M30€XaTh aBTOMATUYECKOTO BBIMOIHEHUS
MOYTOBBIM KJIMEHTOM KO/a, YTO MOKET SIBJISIThCSI IPUUYUHOM 3apa’KeHUs] KOMIIBIOTEPA BUPYCAMHU.

21. IlpocmoTpuTe apameTphl JaAHHOTO ITyHKTa U €r0 BO3MOXHOCTH.

22. loctyn K 0OLIUM HACTpOilKaM MPOrpaMMbl MOKHO MOJIYYUTh IPU MOMOIIU TyHKTa MEHIO
Iapamempor — Obwue U3 TIIABHOTO MEHIO MTPOrpaMMbl WIIM HAKaTHEM COOTBETCTBYIOIIEH KHOIKH
Ha raHeny. BeI30BUTE OKHO HACTPOMKHM MTapaMeTpoB U MPOCMOTPHUTE BKIAAKy Obwyue.

23. Bxnanka «lIpunooswcenus» MO3BONSET YIPaBIATh NMpaBUIaMU MOBeAeHUs ¢aiipBoiia npu
IONBITKE JOCTyIla B CETh OIPEICICHHBIX NpWIOKeHUWH. Ha 3TON BKIIaJKe NEpednciIeHbl BCe
NPUIOKEHNUs, KOTOpble 0OHapyXeHbl Ha kommbioTepe Outpost—om npu ycraHoBke. Cpa3y nocie
MHCTAJUTSIUKM 3TU NPUWIOKEHUS] HaxoadTca B rpymmne «/lonvzoeamenvckuti yposenvy». Jlis HUX
CO3/IaHO OJIHO WJIM HECKOJIBKO IpaBWJI, YKa3bIBAIOIIMX, KaKUM 0Opa3oM MPHUIOKEHHE MOXKET
0OMEHUBATLCS JAHHBIMU C ceTbio. [IpaBmiIO MOXHO MPOCMOTPETh MM U3MEHHUTH MPHU MOMOIIU
JIBOMHOTO KJIMKA [10 MMEHH €ro UCIOJIHsAeMOoro ¢aiina.

24. [IpocmoTtpuTe TpaBuiIa s HEKOTOPHIX MPUTI0KEHHM.

25. Ilpunoxxenus u3 rpynnsl 3anpewjenHvle NPUIOdCeHUs HUKOTA HE MOoJay4yaT IOCTyla B
CeTh, BCA HMX CETEeBas aKTHBHOCTH OyneT mpecedeHa (aiipBoimioM. HekoTopbiM HpHIIOKEeHUSM
MOKHO IIOJHOCTBIO OTKpBITH JOCTYIl B CETb, INEPEMECTUB HX B rpymnny «/losepennvlie
npunodxcenus». VX JocTyn B CeTb HE OrpaHUYMBAETCS HHUYEM, HUKAKUMHM IPaBHJIAMU.
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[lepemerienue NpUIOKEHHUI U3 TPYII B TPYIITY, PABHO KaK M U3MEHEHUE MPaBHJI, CO3aHHBIX /IS
MPUIIOKESHNH, BBITTOIHACTCS MPH MMOMOIIM KHONKU M3menums. [Ipu momomm KHONKH /[obasumb
MOYKHO BHECTH B CIIMCOK HOBOE MPUJIOKEHHE M 3aT€M CO3[aTh Ul HEro MpaBHJIO OOIICHUS C
CETBIO.

26. Ilepemectute npunoxenne Excel B rpynmny 3anpewennvie npunosicenus.

27. IIpocMoTpuTE OCTABIIMECS BKJIAJKH HACTPOEK MTPOTrPaMMBI.

28. TTonpoOyiiTe uepe3 ceTeBoe OKPY>KEHHE BBIMTH Ha KOMIIBIOTEP COCea.

29. IlpoBepbTe peakiuio (aiipBoiia Ha MONBITKY COCea OOpaTUTHCS K BallleMy KOMIIBIOTEDY.

30. [epeliaure B HACTPOIMKHU OOLIMX TApaMETPOB MPOTPAMMBI.

31. Beibepute Briaaky Cucmemnvie. Yoepute daaxok NetBIOS. Temeps Bam KOMIBIOTED
HEIOCTYIIEH IO CETH.

32. Joknurech, KOTJA Balll COCEJ BBIMTOJHHUT MPEIbIAYIIEe 3aJaHre U MOmpoOyiTe depes
CEeTEeBOE OKPYKEHHE O0PAaTUTHCS K €r0 KOMIIBIOTEPY.

33. Brmrounte dutaxkok NetBIOS Ha cBoem kommbroTepe.

34. Be13oBHTE KypHa, HA’KaB COOTBETCTBYIOIIYIO KHOMKY Ha ITaHEeId HHCTPYMEHTOB.

35. IIpocMmoTpuTe KypHa.

Jlumepamypa:
1. JleKimoHHBIN MaTepuall.
2. JlokymenTanus no pabore ¢ nmporpammoit Firewall Outpost.
3. OcnHoBbl HHGOPMAITMOHHON 0€30MMaCHOCTH XO3IMCTBEHHOM JAEATEIHHOCTH: yueOHOE

nocobue / N.I1. Muxues; BO ®I'bOY BIIO «Poccuiickas akagemMust HApOJHOIO X03HCTBA U
rocyIapcTBeHHOM ciyx0b1». — Bonrorpaa: M3a-so BO ®I'6OY BIIO PAHXuI'C, 2013. —
144 c.

4. IlmatonoB B. B. IlporpammHo-anmapaTHble CpeICTBa 3alUThl HH(OpPMALUU:
yuebHuk. / M.: U3x. uentp "Axagemus". 2014.

Tema 7. 3amura nnpopmanun B UHTEpHET.
Paccmampusaemvie sonpocwi:

1. [TpuHIUIBI pabOTHI MEKCETEBBIX SKPaHOB MpH padote ¢ IHTepHeT.
2. Hactpoiika nporpaMMHbIX MoJtyJielt ipu padote ¢ HTepHeT.
3. bnokupoBanue HeHY>KHOTO TpahuKa U PeKJIaMBl.

3adanus ona camocmosamenbHo20 8bINOIHEHU!

1. 3arpysute nporpammy Outpost Firewall.

2. Otkpoiire B Internet Explorer crpanuiyy www.yandex.ru

3. BwiGepute nyHkt Cemesas axmuenocms. IlpocMoTpure HHGOPMALUMIO O TEKYLIUX
COEIMHEHUSIX C CEThIO.

4. BeiGepute nyHKT Omkpvimvie nopmsi. Ilonyunte uHGOpMALKMIO O TOM, KaKUMH
poleccaMy Ha KOMIIBIOTEPE OTKPBITHI OIIPEIEIICHHbIE TOPTHI.

5. IlpocMmoTpuTe MyHKTHl Paspeuwiennvie U 3a010Kuposanuvie, KOTOpble COAEp)KaT OOIIyIO
CTaTHCTUKY 10 COEIUHEHUSIM.

6. BpiOepute mynktr DNS wu B mapamerpax orpanmuste K3m DNS Ha 50 3amuceit u
YCTaHOBUTE CPOK XpaHeHus 10 nHei.

7. BeiGepute nyHKT [Jemexkmop amak 1 B mapaMmeTpax 3anaite Obviunblii ypOBEHb TPEBOTH.

8. BriOepure nyHKkT HMnmepakxmuenvie snemenmsi. IIpocMoTpuTe napameTpbl HaCTPOMKHU JUIs
JaHHOro mHyHKTa. Ha Tpex BKiIaakax pa3MelleHbl HACTPOHKM OJIOKMPOBKH BCEX 3JIEMEHTOB,
KOTOpblE MOTYT HaxOAMTHCS Ha IIOCEHIaeMbIX BeO—CTpaHMIaX wWiIM B moure. Hactpoiite
napaMeTphbl 10 CBOEMY YCMOTPEHUIO (PEKOMEHIyeTCs allle UCIO0Ib30BaTh HACTPOMKY 3anpoc).

9. Otkpoiite B Internet Explorer crpammiyy www.mail.ru, mepedauTe Mo KakoW-HUOYIb
CCBUIKE HOBOCTEH.

10. IIpocmotpute B Outpost Firewall cTaTUCTHKY TIO COCAWHEHHSM, a TAKXKE CTATUCTUKY
JIETEKTOpa aTak.
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11. BeiGepute nyHKT Pexnama. Bp13oBUTE mapaMeTpbl A AAHHOTO IMyHKTA. YCTaHOBUTE
dbnaxok [loxazams KOp3uHy OJisl peKiambl.

12. OtkpoiiTe CTapTOBYIO CTpaHHIly Www.mail.ru ¥ MbIIbI0 NepeTamuTs B Kop3uny o014
peKaambl peKIaMHble OaHHEPbI C TOW CTPAHULIBI.

13. 3akpoiiTe cTpaHuily ¥ HONpPoOyiiTe 3aHOBO €€ OTKpPbITh. [IpoBepbTe, YTO MPOUCXOIUT C
peKIaMHBIMU OaHHEpaMH.

14. IlpocmoTpuTe Bce OCTAaBIINECS BKIAIKU IIapaMETPOB.

15. Boibepute nyHKT Cooeporcumoe. B HacTpoiikax 3TOro MOJIyJs MOXHO 33/JaTh CIIHCOK
CJIOB, KOTOpbIE MOTYT BCTpEYaThCsl Ha CTPaHUIIE WM B ajJpece CTPaHHUIBI U KOTOpble OyayT
ciykuTh Outpost—y CUTHAJIOM TOTO, UTO CTPAHMILy 0TOOpaxaTh 3alperieHo.

16. Hactpoiite mporpammy Tak, uToObl Outpost OJOKMpOBajl BCE CTpaHUIIBI, B ajapece
KOTOPBIX MPUCYTCTBYET CI0BO chat. [lompoOy#iTe OTKpBITH cTpaHuily www.chat.ru.

17. Bwibepute nyHKT Quibmpayus noumoewvix 6enoxcenuti. B HacTpoikax 3TOro MOMYIs
MO>KHO 33J1aTh CIIMCOK THUIIOB (DaiiyioB, KOTOPbIE MOJJIEKAT IEPEUMEHOBAHUIO, a TaK YK€ BKIIIOUUTh
BBIBOJ] HH(OPMAIIMOHHOTO COOOIIEHUS O TOTY4YEeHUH (PaifIoB ONpeIeIeHHOrO THIIA.

18. 3apmaiite BbIBOJ MH(DOPMALIMOHHOTO COOOIIEHUS IS BceX (ailyioB ¢ pacHIMpeHueM .Zip u
nepeuMeHoBaHue (ailyioB ¢ pacIIMPEHUEM .eXe€.

19. Tlokaxute pe3ysbTaT IPENoaaBaTeo.

20. OTMeHHTE BCE CBOM HACTPOWKH U 3aKPOMTE BCE OTKPBITHIE TPUIIOKEHNUS.

Jlumepamypa:

[a—y

JIeKuMOHHBIN MaTepHall.

2. OcHOBBI HHPOPMAITMOHHOM 0€3011aCHOCTU X03MCTBEHHOM 1€ TEIbHOCTH: YueOHOe
noco6ue / N.I1. Muxues; BO ®I'BOY BIIO «Poccuiickas akagemusi HApOIHOTO
XO035ICTBA M rOCyAapCTBEHHON ci1yx0b1». — Bonrorpan: M3a-so BO ®I'BOY BIIO
PAHXul'C, 2013. - 144 c.

3. [Tnaronos B. B. IIporpammHo-anmnapaTHbie CpeICTBA 3aLIUThl HHPOPMAIIH:

yueOHuk. / M.: U3n. nentp "Axkanemus". 2014.

Tema 8. Tunosas crpykrypa 3amurtsl or HCJI. Ynpasienue nocrymnom.
Paccmampusaemvie sonpocwi:
Tunosas cTpykrypa 3amuThl HHGopmanuu ot HC/I.
IToacucrema ynpaBiieHHs JOCTYIIOM.
ITocTpoeHne MaTpuILbl 1OCTYIIA.
JoxymenTarnus oTena odbecrneueHnss HHPOpMAIMOHHON 0€30MaCHOCTH.
3a0anus ona camocmosamenvbHo20 GblNOIHEHUSL:
1. PaccMoTpuTe TUIIOBYIO CTPYKTYpY 3aiiuThl nHpopmanuu or HCJI.
2. Ilpomymaiite cTpykTypy 3amutel uHpopmauuu ot HCJ i1 npou3BONBHOM
(BBIMBIIIJIEHHOW) OpraHU3aliH.
3. PaccmoTtpuTe noacucreMy ynpaBJIeHUs AOCTYIIOM JJIsl 3TOM OpraHU3aLiH.
4. CoctaBbTe MepeueHb 3alUIIaeMbIX HHPOPMAIIMOHHBIX PECYpPCOB OPTaHU3aIUH.
5. IloctporiTe MaTpuily 1OCTyIa sl JAHHOM OPraHU3aLUY.

6. CocTaBbTe TOKyMEHT, ONpEAE IO MpaBuia I0CTyIa MOJIb30BaTeNIel K pecypcam Mpu
HOMOILM JINYHBIX WJEHTU(UKATOPOB M Maposied, MpaBuila COCTABJICHUS, CMEHbl M XPaHEHUs
napoJiei.

7. CoxpaHuTe Bce TOKYMEHTHI B CBOEH JIMYHOM Mamnke (1 Ha CBOEH IHCKeTe).

Jlumepamypa:

NS B

1. JlekimoHHBIN MaTepuall.

2. OcHoBbI HH(POPMAITMOHHOW 0E€30MAaCHOCTH X03IHCTBEHHOM IESTEILHOCTH: yueOHOE
nocobue / N.I1. Muxues; BO ®I'BOY BIIO «Poccuiickas akageMuss HApOIHOTO
XO034HCTBA M TOCYJAPCTBEHHOH 1y )0b1». — Bonrorpan: M3a-so BO ®I'EOY BIIO
PAHXuI'C, 2013. — 144 c.
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