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1. Ilepeyenr miIaHMpyeMbIX pe3yJbTaTOB O0y4YeHMs 10 JAWCHMILIMHE,
COOTHECEHHDBIX C INJIAHUPYEMBIMHU pe3yjJbTaTaMu 0CBOCHMUA aIIaHTHPOBaHHOﬁ
o0pa3oBaTe/IbHON NPOrpaMMbl

1.1. Jucuunnuna B1.B.JIB.09.02 OcHoBbl uMHGOPMANUOHHON  (€30MACHOCTH

X03s1iiCTBEHHOH ACATECIbHOCTH obecrieynuBaeT OBJIAAICHUC CICAYIOIIUMHU KOMIICTCHIIUSAMMU:

Ko,
Kon HanmeHnoBanue A HanMmenoBanue 3Tana
JTara OCBOCHUS
KOMIIETEHI[UH KOMIIETEHI[UHU OCBOCHHUS KOMIICTEHI[UU
KOMIIETEHIIHH
Crnoco6HOCTh Cnocoben BBISIBIIATD pUCKH
OCYIIECTBIISATh WHGOPMAITMOHHON 0€301acHOCTH B
CTPATCTUYICCKOC X03SIUCTBEHHOU JCATCIIBHOCTHU
[TIKc, OC-2. | ynpasinenue puckamu | [1Kc, OC-2.1
OopraHu3anuu

1.2. B pe3ynbpTate 0OCBOCHUS JUCIUILIMHBI Y CTYACHTOB AOJKHBI ObITh C(POPMHUPOBAHBI:

OTO/TP!
Kopg stana
(npu Hanuyuu npogpcmanoapma)/
OCBOCHUS PesynbraTel 00y4YeHUs
TPYIOBBIE MK MPO(eCCHOHATbHBIE
. KOMICTCHITHH
JIeHCTBHS
Hcnons3yer MEXIyHAPOIHBIE CTaH/IapThI
nHpopMamMOHHOTO OOMEHa; JaeT OMNpeaeleHUe IMOHSITHS
YI'pO35bI, 3alluThI, BHUI0B IMPOTUBHUKOB NI
“HapyIIUTENCH”; IEPEUUCIIET MOJCIIH O€30IIaCHOCTH U MX
NIPUMEHEHHE; Ha3bIBAaET METOJbl KPUNTOrpauy; Ha3bIBaeT
METOJBI W CHOCOOBl oOecneueHus HWHOOPMAIIMOHHOMN
OezomacHOCTH B NMPOQECCHOHATIBHOW  NESITEILHOCTH;
[IpodeccroHATBHBII CTaHzapT UACHTUGUIHUPYET  WHPOPMAIMOHHBIC  TCXHOJOTHH B
cucTeMe  Mep  3aluThl  MHpOpMALWHK,  OPUMEHSET
((CHCI_II/IaJ'II/ICT o  YIpaBJICHHUIO,
HOPMATHBHBIC JOKYMEHTHI IO 3amure HHOOPMALUH U
[PHCKaMM>» (yTB. IpUKa3oM OpraHU3aIMK COOTBETCTBYIOIIUX OT/JENOB B OPraHH3AIMAX;
MuHucrepcTBa Tpyza U K¢, OC- MPUMEHSIET ~ PYKOBOISIIUE  JIOKYMEHTBI, KAacaloIIUecs
COIMATbHOM 3amuThl Poccuiickoi 71 rOCYapCTBCHHOH TaHHBI.
Denepanuu ot 30 asrycra 2018 : HdemoHCTpHpYET CIOCOOHOCTh camMo00y4JeHHs B
COBPEMEHHBIX  KOMIIBIOTEPHBIX  Cpelax;  BbIIEINser
rona N 564wH) OTd P P perax; A
C OMAacHOCTH M Yrpo3bl WH(OPMALMOHHOI 0e30MacHOCTH;
« TpaTequeCKoe ynpaBHeHHe NMPUMEHACT OCHOBHBIC METOABLI W IIPOIrpaMMbl 3alllUThI
[PUCKaMU OpTraHU3alun» uHpopmanumy; HUCTIOJIB3YET ~ METOHbI u CIIocoOBI

obecrieueHnss MH(GOPMALMOHHON OE30IMaCHOCTH C LENbIO
MIPEIOTBPAICHHS HECAHKIIMOHUPOBAHHOTO  JIOCTYTIA,
3IMOYMBIIIICHHON MOIUGUKAIMH WIA YTPAThl CIIyXKEOHOM
HHOOpPMAIIHH.

JleMoHCTpUpYeT  HaBBIKM  KpuITorpaduueckod  u
cTeraHorpauyecko 3aImuThl MH(GOpManWK;, HPUMEHSET
OCHOBHBIE METOABI U CPEJCTBA 3aALIUTH HH()OPMAIIHH.

2. O0beM U MecTO IUCHUILINHBI B cTPpYKTYpe AOII BO

Vuebnas pauctnummaa b1.B.J1B.09.02

«OcHOBBI MH(POPMAIIMOHHON 0€30MacHOCTH

XO3SWCTBEHHON MEATENbHOCTH» OTHOCHUTCS K JUCIMIUIMHAM I0 BbIOOpY BapuUaTHBHON YacTH

! ITnst 06pazoBaTebHbIX Mporpamm, peannsyembix mo @I'OC, u 1 yHHBEPCATBHBIX KOMITCTCHIHI TIepBast

KOJIOHKa MOXKCT HEC 3aIIOJIHATHCA

4




yueOHOro 1u1aHa (4yacTb, QopMHpyeMmas y4acTHHUKaMH OOpa30BaTEeNbHBIX  OTHOILEHUH).
Hucrtunmaa o6uuM o6bemoM 108 gac n3ydaercst B TeueHrne oqHoro cemectpa. Ha ounoit popme
o0yuyeHHs TUCIMITIMHA u3ydaercs B 4 cemectpe. OOmIas TpyJ0eMKOCTb TUCIMIUIMHBI B 3a4E€THBIX
equauIax cocrapiser 3 3E (108 yac).

JUist yCTIeIHOTO OBJAACHUS TUCIUIUTMHOMN CTYIEHTY HEOOXOIMMO UCIIOIb30BATh 3HAHUS U
HaBbIKH, MOJy4Y€HHbIE UM MpPHU M3YYEHUHM TAaKUX TUCIHUIUIMH, Kak Marematuka, MHpopmaTuka,
DKOHOMUYECKask TeOpHs, DKOHOMHUYECKasi 6€301acHOCTb.

3HaHMs, TOJY4YEHHbIE B XOA€ H3yYeHUs JIUCHUIUIMHBI «OCHOBBI HH(OPMaLMOHHON
0€30MaCHOCTH XO3SIICTBEHHOW JEATETbHOCTH» MOTYT OBITh IOJIE3HBI NPU HU3YyUYEHHHM TaKHUX
npodeccuoHalbHBIX  JUCUUIUIMH, Kak byxranrepckuii yder, [IpaBoBoe obGecnieueHnue
KOPHOPaTUBHOIO yIPABIEHUS.

[To ounoil (opme o0O0ydeHHS KOJUYECTBO aKAJAEMHUYECKHUX YacOB, BBIJCICHHBIX Ha
KOHTAaKTHYI0 paboTy ¢ mpemnojaBareneM (MO BUAaM Y4yeOHBIX 3aHATHH) — 52 yac M Ha
CaMOCTOSITENIbHYIO padoTy oOydJaronuxcsi — 56 4acos.

IIo ounoii ¢opme oO0y4yeHHS KOJIMYECTBO aKaJEeMHMUYECKHMX 4YacOB, BBIIEICHHBIX Ha
KOHTakTHYI0 paloTy ¢ mpernojaasareneM (Mo BujaMm Yy4yeOHbIX 3aHsaTHil) — 10 bac u Ha
CaMOCTOSATENIbHYI0 padoTy oOyuaroumxcs — 94 yacos.

B cootBercTBUM C y4yeOHBIM IUTaHOM (DOPMOM MPOMEKYTOUHON aTTECTAlUU SBISETCS
3a4eT ¢ OLICHKOM.

3. Conepkanue M CTPYKTYpPa JMCHUILTHHBI

O0beM TMCHUILIHHBI, Yac.
KonTakTHas paGora
o0yyaommxcsi ¢ Dopma
TeKYLIero
Ne HanmenoBanue Tem TpenoaaBaTeIeM 1o BHAaM KOHTPOJIS
n/m (pasnenon) Bcero yqeﬁm,lzg CP | ycmeBaemocru®,
3aHATHH MPOMEKYTOYHOI
J/30, JIP/ 3/ aTTecTAIMH
JOT* | DO, 90, | KCP
JOT* | 1OT*
Ounaa ¢popma odyuenua
4 cemecmp
[onsrue nHpOpMaNnHy,
3aIUTBl  WHQOpPMAIMH |
Tema 1 HH(POPMALMOHHOM 12 2 - 4 6 0
0e30I11acHOCTH. OcHoOBHBIE
COCTaBJISIONINE.
3aKOHOJATENbHBII  YPOBEHBb
MHPOPMaIMOHHON
0e30I1acHOCTH.
Tema 2 KomnsroTtepHsie 12 2 ) 4 6 0
MPECTYIICHUSL.
OTBETCTBEHHOCTh 3a
COBEpIICHHE KOMIBIOTEPHBIX
MPECTYIUICHU.
Knaccudukarms arax.
Ilonsitne yrposel. Mognens
Tema 3 yrpo3. Pexkomenmauuu 1o 12 5 ) 4 6 0
00ecCIeueHUI0
MH)OPMAIMOHHON
0€30I1acHOCTH.
OcHOBHBIE TTOHATHS
KpHnrorpaduu. JBa
Tena 4 COBPEMCHHBIX HAIPAaBIICHUS B 12 ) ) 4 6 0
KpHnrTorpaduu.
Kiaccuueckue
KPHIITOCHCTEMBIL.




n/n

HaunmeHnoBaHnue TeM
(pa3nesioB)

O0beM TUCIUILUIHHDI, Yac.

Bcero

KounrakTHast padora
o0yyarommxcsi ¢
NpenoaaBaTeyieM M0 BUAAM
Y4eOHBIX
3aHATHI

JP/ | 13/
20, | D0,
JOT* | IOT*

J/30,

JOT* KCP

Cp

®opma
TeKyIlnero
KOHTPOJIS
ycneBaemocTu?,
NPOMEKYTOUHOM
aTTecTalMH

Tema 5

Kpunrorpadust ¢ OTKpBITHIM
KJIIOUOM. Cucremsl
muppoBaHus, He TpeOyrolHe
nepeaadn KJIFOYa.
DJeKTpOHHAsI OAMHKCH.

16

Tema 6

OcHoBHbIE TEXHOJIOTUU
MIOCTPOCHHUS 3allUIIEHHBIX
NC. MexceTeBble DKpaHbl.

12

Tema 7

Texuomorus VPN-cereii.

12

Tema 8

3ammra  uHGOpPMAUMH B
WnTepuer. MapopmannonHas
0€30MacHOCTb B yCJIOBHSX
¢byHkumonupoBanus B Poccun
rI100aJIbHBIX CeTeH.

10

Tema 9

TunoBast CTpyKTypa 3aIlMUTh
oT HCJI. Ynpasnenue
JIOCTYTIOM.

10

oT

IIpomexyTouHas arrecTauus

3a4. ¢ OLEHKOM

Bcero:

108

20 32

56

33E

3aouHas ¢popma o0yueHHs

Tema 1

WNudopmanmonHoe o0mecTBo
u npaso. [Ipenmer U MeTombI
NpPaBOBO HHOOPMATHKH.
IousTue uHbopMaIu,
3alUTel  MHQOpPMAUUMH  H
HHPOPMATNOHHOM
6e3omacHoOCTH.

11

10

Tema 2

T'ocynapcTBeHHas
nHPOPMALIMOHHAS
3aKoHOaTETHHBII
nH(pOopMaLMOHHOM
6e3omacHoCTH.
Kommerorepasie
MPECTYTIICHUS.
OTBETCTBEHHOCTh 3a
COBEpIIEHHE KOMITBIOTEPHBIX
MPECTYIICHHUM.

TIOJTUTHKA.
YPOBEHb

11

10

Tema 3

TexHOIOrUs paboTsl B
CIPaBOYHO-TIPABOBBIX
CUCTEMAX. Knaccudukarus
aTax. IlonsiTne YIpO3BI.
Mognens yrpo3. Pexomennanuu
o o0ecIeueHun o
nH(pOopMaIMOHHOM
0€30I1aCHOCTH.

11

10

Tema 4

Wundopmanmonnas
0€30IaCHOCTE. OCHOBHEIE
nousTuss kpunrorpapuu. J[Ba
COBPEMEHHBIX HAMpaBICHUS B
kpunrorpaduu. Knaccuueckue
KPHIITOCHCTEMBI.

12

10




Tema 5

ONEeKTPOHHBIN
JIOKyMEHTO000pOT u
JJIEKTPOHHAS TIOJINTUCH.
Kpunrorpadguss ¢ OTKPBITBIM
KIIIOYOM. Cucremsl
mmdpoBaHus, He TpeOyrommue
nepenavn KJII0Ya.
DJIeKTPOHHAS TTOJITHCH.

11

Tema 6

HNutepuer B ropuauveckon
JIESITETTHHOCTH. OcHOBHBIE
TEXHOJIOTUHU MTOCTPOCHHUS 11
3aUIIEHHBIX HcC.
MexceTeBble 3KPaHBbI.

Tema 7

Texnonorust VPN-cerei. 11

Tema 8

3ammra nHpopmanuu B
Wnrepuer. MupopmarnronHas
0e30macHOCTh B YCJIOBHSX 11
¢ynkumonupoBanusi B Poccun
TII00AJTbHBIX CETEH.

Tema 9

TumnoBast CTpyKkTypa 3alllUThHI
oT HCA. VYnpasnenue 15
JIOCTYTIOM.

O, T

TIpomexyTouHas arTecTauus 4

4 3a0

Bcero: 108

4 6 4 94 23E

Ipumeuanue: 4 — ¢popmvl mexyweeo xoumpoas ycnesaemocmu: onpoc (0), mecmuposanue (T),

rkoumpoavras paboma (KP), xoanoksuym (K), acce (3), pepepam (P), oucnym (), 3a0anus (3) u op.

CamocrositensHas padora (CP) mo W3y4eHWIO0 JUCHMILIMHBI OCYIIECTBISICTCS C NPUMEHEHHEM

JOT. Hocryn k JOT ocymiecTBisieTcsl KXXKIbIM 00YYaIOLUIMMCSl CAMOCTOSITEIBHO C JII0O0T0 YCTPOHCTBA Ha
moprane: https://lms.ranepa.ru. Ilaponmp m mormH K IWYHOMY KaOWHETY/poduiio/ydeTHOH 3ammcu
npeaocTaBisieTca o0yJaroneMycst IeKaHaTOM.

ConepxaHue TMCHUILINHBI

Ne HaunmeHoBaHue Tem
Conep:xanue TeM (pa3aesioB)
n/n (pa3zaeJsioB)
[Tonstne wHpopManuu, 3amuTsl | [loHaTHe wWHbOpMaNWMK, 3amKUTHl HHPOPMANUA U
uHpOpMauK ¥ WHPOPMAMOHHOHN | MHPOpPMAMOHHOKW Oe3onmacHocTd. HasHaueHue wu
0e301acHOCTH. OcHoBHbIE | 3a7aud B cdepe oOecredeHus HHPOPMAIMOHHOM
COCTaBJISIONINE. 0e30MmacHOCTH Ha YpPOBHE TOCYJapcTBa, Ha YPOBHE
Tema peruoHa © Ha JIOKAILHOM ypoBHe. OCHOBHEIC
1

MOJIOKEHUSI TEOPUU HMH(DOPMAIMOHHOM 0E€30MacHOCTH
WH(POPMAIMOHHBIX cucTeM. OCHOBHBIE COCTAaBIISIONINE
obecrieueHUs nH(pOPMAITMOHHOH 0e30macHOCTH
XO3SIMCTBEHHOM IEITEILHOCTH.



https://lms.ranepa.ru/

n/n

HaumeHoBaHue TeM
(pa3zaesioB)

Conep:xanue TeM (pa3iaesioB)

Tema

3aKOHOAATEILHBIN
WH(OPMAITMOHHOW  GE30IMacCHOCTH.
KommbroTepusie MPECTYTUICHUSL.
OTBETCTBEHHOCTh 32 COBEpIICHHUE
KOMITBIOTEPHBIX MPECTYIIICHUH.

YPOBEHb

BaxHocTtb 3aKOHOJIATEILHOTO YPOBHS
nH(popMaIonHoi 6e3omacHocTH. O630p POCCHIICKOTO
3aKOHOAATEIILCTBA B obnactu obecriedeHust
UHPOPMAITHOHHOMN 0€30MacHOCTH. JokTpuna
nHopmarmoHHol Oe3omacHocTrn P®, 3akoHBl «O
rocyapcTBeHHON  TaiiHe», «O0  wHpOpMayH,
WHQOPMAIIMOHHBIX  TEXHOJNOTHSIX M O  3alluTe
uHpopmManum». J[pyrue 3aKoHb W 3aKOHOJATEIBHBIC
aktel. Konnenmus wHboOpMannoHHOW 0€301acHOCTH.
OCHOBHBIE HOpPMAaTHBHBIE PYKOBOJSIIUE TOKYMEHTHI,
Kacarouecs roCyapCTBEHHON TaHEI "
KoH(HIeHInaTbHOW  WHGOpMAaNWA,  HOPMATHBHO-
CIIpaBOYHbBIC JOKYMCHTHEIL. HOpMaTI/IBHI)Ie aAKThI
aJIMHHUCTPAITUU Bounrorpana B obsactn
HH()OPMAITMOHHOH 0€30MMacHOCTH.

Komnsrotepusie mnpectymieHus. OTBETCTBEHHOCTh 3a
COBEpILIECHNE KOMITBIOTEPHBIX NPECTYIUICHHH.
YrosioBHAS M 8 IMUHUCTPATUBHAS OTBETCTBEHHOCTb.

Tema

Kiaccuduxarmus arak. Ilonsarue
YIPO3bL. Mogens yIrpo3.
Pekomenmanmu 1o oOecrneueHUIO
nH(pOpMAITMOHHON 0€30TTaCHOCTH.

[lonstre artaku Ha WHPOPMAIHMOHHYIO CHCTEMY.
Knaccudpukauuss arak. Buabl TpPOTUBHHKOB WM
“HapymmTenel”, ux kinaccudukanms. KaHanbl yreuku
nH()OPMAITIH: BH3yalTbHO-ONTHICCKUN, aKyCTHIECKUN,
3JIEKTPOMATrHUTHBIA M MaTepUaIbHO-BELIECTBEHHBIM.
[lonsitue  yrposel.  UcrouHukum  yrpo3 W HX
KITaCCH(HKAIIHSL. IToctpoenue  Mozenu  yrpos
opranuzauuu. Ilpumepsl. PykoBonsiine [10KYMEHTHI
TFoctexkomuccuu Poccun (DenepanbHas ciayxba 10
TEXHHYECKOMY M 3KCIIOPTHOMY KOHTPOIIIO) TIO 3aIlUTe
OT HECAaHKIIMOHMPOBAHHOTO [OCTyHa K WH(POPMAIHH.
CrennaibHbIE TpeboBaHMs u PEKOMEHJALINH.
Wucrpykuus CTP-K. PekoMenmaumm mo 3ammre
KOH(DHIEHITHATHHOU HH(OPMAIIHH. Kiraccer
3alIUIIEHHOCTH CPEACTB BBIUMCIUTENBHON TEXHUKH U
aBTOMATU3UPOBAHHBIX CHUCTEM IO PYKOBOIAAIIUM
noxkymeHnTam ['ocrexkomuccuun Poccun. Ilokaszarenu
3amumeHHocTd. Cuctema 3amuThl WHGOPMAIUH OT
HECaHKI[MOHUPOBAaHHOIO JlocTyna. PexoMenayemble
Mepbl 10 O00eCNevYeHUIo0 3aliuThl WHGOpMAINh B
MIPOIECCe IKCIUTyaTal WH()OPMAIMOHHON CHCTEMBI.
Pa3pemmrensHas cucrema gomycka. Pekomenganuu mo
IUIaHy JOpaOOTKM OOBEKTOB HH(pOpMaTH3aLUM Ha
COOTBETCTBHE TpeOOBaHHSIM PYKOBOIAIIUX
JokymMeHTOB ['octexkomuccuu Poccun.




n/n

HaumeHoBaHue TeM
(pa3zaesioB)

Conep:xanue TeM (pa3iaesioB)

Tema

OcHOBHBIE TOHATHS KpUNITOrpaduu.
,HBa COBPEMCHHBIX HaIllpaBJICHUSA B
Kpunrorpaduu. Knaccuueckue
KPHIITOCUCTEMBI.

Uctopuueckass cmpaBka. Bo3MmoxHBIE HampaBiIeHHUs
peleHnst 3aj1add o0ecrieueHus Mepeadyd CeKpEeTHOM
uHpopmanuu. Creranorpadguss u  Kpunrorpagus.
Baxnocte kpurntorpadum mpu  pemieHHuM  3ajad
obecrieueHUs nH(pOPMAITHOHHOH 0e30macHOCTH
XO3SIICTBEHHOW  JIEATEIBHOCTM M COXpaHEHUd
KOH(UICHIINATBHON WHPOPMALTUH. OcHOBHEBIE
nmoHATHs Kpuntorpadpun. [loHATHE KPHUNTOCHCTEMBI,
Kiroda. Bo3MOKHBIE arakh Ha  KPHUIITOCHUCTEMBI,
TIOHSITHE KPHUIITOAHAIIN3A. Hanexnoctb
KPUNTOCUCTEMEI. JIBa OCHOBHBIX HampaBieHHUS B
COBpPEMEHHOM Kpunrorpadum. Knaccuueckue
KPHUIITOCHCTEMBI. OnHoandaBuTHBIE 17§
MHoOTroan(paBUTHEIE KpuntocucreMsl. Cuctemsl Lle3aps
u Buxenepa. Bo3moxxHocTu KpUINITOAHAIN3a
MHOTOQNI()AaBUTHBIX ~CHCTEM. PacKpbITHE CHCTEMBI
Bmxenepa. HanexxHocts MHOTOan()aBUTHBIX CHCTEM.
DneKTpoMexaHuveckne IMU(POBATBHbIE  MAIlWHBL
AOCOIIIOTHO HaJIe)KHAS KPHUIITOCHUCTEMA!
“OaHOpa30BBIN 0JIOKHOT”. BosmoxHOCTH
UCTIONB30BAHUS  TaKUX CHCTEM Ha  IPaKTHKE.
CranmapTel mm(poBaHUS IaHHBIX. Kpumrocucrema
DES. Poccuiickuii crangapr mudpoanus ['OCT
28147-89. [Tpobnema BBIOOpA HaJEKHOU
KPUNTOCUCTEMBI ISl 3allUTHl CBOWX  JAaHHBIX.
[epcniekTHBBI pa3BUTHSl KpunToaHanusa. [Ipobrema
MIOJTHOTO Mepebopa BCeX KITI0UEH.

Tema

Kpunrorpadus c OTKPBITBIM
kimoyoM. CucreMbl mmppoBaHUs,
He TpeOyrole mnepeaayn KIroua.
DNEeKTPOHHAS TIOITUCE.

Cucrembl 1mudpoBaHus, He TpeOylolmue mepenadn
kiaroda. [IpoOneMbl HCHOJB30BAaHUSI TAKUX CHCTEM.
IIpoTokon wucnonp3oBaHust cucTeMbl «OIHOPA30BBIN
OJIOKHOTY», HE TpeOYIOMMA IepBOHAYAIBHOTO OOMEHA
CEKpETHBIMH KitouaMu. Kpunrorpadusi ¢ OTKPHITHIM
KIt04oM. IIoHSATHE OTKPBITOrO M CEKPETHOro KIroYa.
[IpaBwia ux wucnonab3oBaHud. [I[pUHIMIBI MOCTPOEHUS
KPUITOCUCTEM C OTKpPBITHIM KIIOUOM. V3BecTHBIE
KPUIITOCUCTEMBI C  OTKPBITBIM ~ KJIIOYOM H©  HX
agroputMmbl. Cucrema RSA. [Inuna xmoya B
KpHUNTorpaduu ¢ OTKPBITHIM KIt04OM. OTHOCTOPOHHSIS
byHKLUS, BO3MO>KHOCTb ee WCIIOJIb30BaHMS.
DNeKTpOHHas! MOANMCH ¥ MPUHIIUIEI €€ IPUMEHEHHSL.

Tema

OCHOBHEIE TEXHOIOTHU
nocTpoeHust  3amumieHasx  MC.
MexceTeBbIe SKPaHBI.

OCHOBHBIE TEXHOJOTUM NOCTpOoeHus 3anuieHHbix UC.
[onsTne mexcereBoro 3kpaHa. [IpaBumna dunbTpanum
W TPHUHIUIBI MX MpuMeHeHUs. [lakeTHple (UIBTPHL
[Tomutuka  cereBoit  Oe3zomacHoctw.  [lonmrTHKa
peann3ali MEXCEeTEBBIX 3KpaHOB. DYHKIHOHAIHHBIC
TpeOOBaHMSI K  MEXKCETeBBIM JKpaHaM U  UX
KOMITOHEHThI. 1III036l CeaHCOBOTO W MPUKIAJAHOIO
ypoBHs. HoBeie ¢yukmmm OpanmMay’poB. CXembl
OpraHM3allud MEKCETeBBIX JKpaHOB. (OCOOCHHOCTH
Pa3IUYHBIX CXEM pealu3aliy, UX MPEUMYIIecTBa U
HepocTatku. [Ipobiembl, CBA3aHHBIE C MEKCETEBBIMU
sKkpaHamu. TpeOoBaHUS K MEKCETEBBIM KpaHaM




n/n

HaumeHoBaHue TeM
(pa3zaesioB)

Conep:xanue TeM (pa3iaesioB)

Tema

Texnonorust VPN-ceTel.

TexHnomoruss o00BEAMHEHUS JIOKANBHBIX CeTed U
OTETHHBIX KOMITBIOTEPOB YEPE3 OTKPHITYIO BHEITHIOIO
cpely Tepenayd MaHHBIX B €IUHYI0 BUPTYaIbHYIO
CeTh, OOECIEUMBAIONIYI0 3alIUTy HHMOOPMAIMOHHBIX
nmoTokoB i TexHonorus VPN-cereir. OcobeHHocTH
VPN. Tynnens VPN. TyHHenupoBaHue u €ro
ocobeHnoctd. OcHOBHBIE pa3HOBUAHOCTH  VPN-
YCTPOMCTB MO TeXHUYecKou peanuzaunuu. Pomu VPN-
yCTpOiCcTB. BapuaHThl MOCTpOEHHA 3aUIUIIEHHBIX
kaHamoB  VPN.  Vrposst mms  VPN. Bapuants!
3alUIIeHHBIX coequHeHnid. Knaccuduxamms VPN-
ceteil. CoBmemnienrne VPN-TeXHOIOTHI W MEKCETEBOTO
skpana. Hegocratku VPN.

Tema

3amuTa nHGOpManmu B MHTEpHET.
HNudpopmarmonHas 0e30MacHOCTh B
yCIOBUSIX (YHKUMOHUPOBAHUS B

Poccun riio0anbpHBIX ceTEMN.

[IpobGiema obOecrniedeHus MH(OPMAITMOHHOM
OesomacHOCTH TIpU paboTe ¢ T1I00aNbHON CEThIO
Wntepuer. MudopmanmonHass  0e30MaCHOCTH B
ycioBusX (hyHKIIMOHUpOBaHUS B Poccum rimoOanbHBIX
ceteii. VYkaz mpesumenta PP «O wmepax 1o
obOecrieueHn0  MH(POPMALMOHHON  0E30MacCHOCTH
Poccuiickoii denepanmu B cdepe MEKITyHAPOIHOTO

HH()OPMAITIOHHOTO oOMeHay. Yrpo3sl
WHQOPMAIMOHHON  0e30macHOCTH TpH  pabore ¢
UnTepHer. Bupycel,  ucmonmHseMble ~ MOAYIH,

BCIUIBIBAIONIME OKHa ¥ pekiama. lcmosnp3oBanue
AHTUBUPYCHBIX MPOTPAMM U MEKCETEBBIX JKPAHOB MPH
pabore ¢ UMnurtepuer. Ilporpammuble cpencTBa
MIPOBEPKHU Tpaduka u 00pBOBI c
HECAaHKIIMOHMPOBAHHBIM ~HCIIOJIb30BAaHHEM PECYPCOB
UHQOPMAIIIOHHOH CUCTEMBI.

Tema

TumoBast CTPYKTypa 3allUThI
HCJI. Yopasnenue 10CTyIioMm.

oT

ApXUTEeKTypa THUIOBOM  CHUCTEMBI  3alIUTBl  OT
HECaHKIIMOHUPOBAHHOTO JOCTymna. MneHTndukanus u
ayrentuukanma.  I[laponbHas — ayreHTHUKAIUS.
IlpaBuna  mpumeHeHuss mapoied.  OJIHOpa3oBBIE
nmapomu. CepBep ayrentudukamuu. I[lomcucrema
yIOpaBiIeHHUs AOCTYIIOM, TOJCHCTEMAa PETUCTPallud U
yueta. [IpuHOMOBI KOHTpOJds JAocTtyma. MaTpuna
Joctyna W coucku jpocryna.  IlpouwsBosnbHOe M

MPUHY IUTENBHOE YIIPaBJICHUE JOCTYTIOM.
OrpannumBatomuii uHTepdeiic. PoneBoe ymnpasneHue
JIOCTYTIOM. CraTtnueckoe u JTMHAMHYECKOE

pactipenenenue poseir. Ilomcucrema obecreueHus
uenocTHocTH. Kpunrorpagpudeckas mojacucrema.
[IporpamMmmHo-anmapaTHbie cpencTaa 3aIUTHI
nadopmarmn ot HCJI.  VYctpoiictBa  BBOIa
UACHTU(UKAMOHHBIX Tpu3HakoB.  Kiaccuukanus
YCTPOWMCTB BBOJAAa WJACHTU()UKAIMOHHBIX MPH3HAKOB.
Buomerpuueckue yCTpOKCTBA BBOJIA
I/IZ[eHTI/I(bI/IKaHI/IOHHBIX IIPU3HAKOB )51 Hux
knaccuukanms. [IpenmyriectBa W HETOCTaTKH HX
ucnonp3oBanus. KoMOWHUpOBaHHBIE  YCTpPOWCTBA.
DIIeKTPOHHBIC 3aMKH.
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Ha camocrostenpHyto paboTy cryaeHTtoB 1o auciuumae B1.B.J1B.09.02 OcHOBbI
HHpOPMANMOHHOI 0€e30MACHOCTH XO03AHCTBEHHON JeATeJbHOCTH BBIHOCSTCS CIEIYIOLINe

TEMBI:
Ne Tema Bonpocsl, BeiHocumbie Ha CPC Ornas 3aounan
n/n ¢dopma dhopma
1 2 3 4 5
1. | Ilonsrue [onsTHe nHpOPMAIIH, 3aIINUTHI
nH(popMaIu, nHpOpMaITuu u nH()OPMAITIOHHON
3alIHUTHI O0e3onacHoctd. Hasnauenwme wu 3amauu B
uHpopMaruu u | cpepe  obecredeHUs]  WHPOPMAMOHHOMH
nHpOpPMaLMOHH | 6€30IacCHOCTH Ha YPOBHE TroCynapcTBa, Ha ) )
ol YPOBHE PETMOHA W Ha JIOKAIbHOM YDPOBHE.
6e3onacHoctd. | OCHOBHBIE MOJIOKEHUS TeopHUn
OcHOBHEBIE MHQOPMALIIOHHOMN 0e3onacHoCTH
COCTaBJISIIOIINE. | MHQOPMALMOHHBIX CUCTEM.
2. | 3akonomarenpH | O030p POCCHICKOTO 3aKOHOMATEIHCTBA B
bl ypOBeHb | obnmacth  obecnieueHuss HMH(DOPMAIIMOHHOM
nHpopMaMoHH | 6e3omacHocTH. JloKTprHA WHPOPMAIMOHHOMN
ou 0€e301acHOCTH PO, 3aKOHBI «O
0e30IacHOCTH. | TOCYIapCTBEHHOM TaitHe», «O0 uHpopManuy,
KommnbrorepHsie | H”HPOPMAIIMOHHBIX TEXHOJOTUAX H O 3aIIHUTE
npectyieHust. | uHopmanun». OCHOBHbIE HOPMATHUBHBIE
OTBETCTBEHHOC | PYKOBOJSIIIME  JOKYMEHTBI,  KacarolIuecs
Tb 3a | TOCYIapCTBEHHOMI TalHbI u 0 0
COBEpILIECHHE KOH(pUIeHINATEHON UH(POPMALHIH.
KomnbloTepHbIX | HopmaTuBHble AKThI aJIMUHHCTpPALIH
npectymieHuii. | Bonrorpaga B obOiact MHGOPMAIMOHHOM
0e3omacHOCTH.
3. | Kmaccudukarmu | [lonstme arakm Ha  WHGOPMAIHOHHYIO
1 arak. | cucremy. Kiaccudukanuss arak. Buasl
[TonsTtue NPOTUBHUKOB WM  “‘HapymuTenei”, ux
YIPO3BL. KJIaccupuKanus. Kanaier YTEUKH
Mogens yrpos. | uadopmanmu: BU3YaJIbHO-ONITUYECKUH,
Pexomenmanum | aKyCTHUECKHH, ANEKTPOMAarHUTHBIN u
1o MaTepHaIbHO-BEIIECTBEHHBIH. [onsTe
obecreyeHu o yrpo3el.  UcToduHWMKM — yrpo3 W X
nHpopMaoHH | kinaccudukanus. [loctpoenne mMomenu yrpos 0 0
oit opranuzauuu. Ilpumepsl.  CrnenmanbHble
Oe3omacHocTH. | TpeOoBaHWsA W pekoMeHmaruu. [lokaszarenmu
3aILHUIIEHHOCTH. Cucrema 3aIUATHI
UHQOpPMAMM OT HECAaHKIHOHHUPOBAHHOTO
noctyna.  Pexomenmyemble  Mepbl IO
o0ecniedyeHUI0  3amMTHl  WH(pOpManuu B
npolecce IKCIUTyaTanud HHPOPMAaLMOHHON
CHCTEMBI. PazpemmrensHas cucrema
JIOIyCKa.
4. | OcHOBHBIE Creranorpadus u kpunrorpadus. Baxnocts
MOHATHS kpunrorpagud  OpU  pELIeHHH  3ajad o o
Kpunrorpadgun. | odecreueHus nHGOPMAITMOHHOH
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JlBa 0e30MacCHOCTH XO3SIMCTBEHHOM IEATEIBHOCTH
COBPEMEHHBIX u COXpaHEHUs KOH(UICHIIUATBHOM
HarpaBjcHUS B | HHpOpMAaIUy. OCHOBHBIC TTOHATHUS
kpunrorpapun. | kpunrorpadguu. IloHATHE KPUOTOCHCTEMEI,
Knaccuueckue | kioua. BosmosxHbie aTaku Ha
KPUNITOCUCTEM | KPUIITOCHCTEMBI, IIOHITHE KpPUIITOAHAIH3A.
BL. Hanexnocts KPUITOCUCTEMBI. Ba
OCHOBHBIX HANpaBIICHHUS B COBPEMEHHOH
KpUNTOrpadum. OnnoandaButHbIE u
MHOTO0aJI(haBUTHBIE KPUITOCUCTEMBI.
Cucremsl Lle3aps u Buxenepa.
BosmoxxHocT KpUIITOaHAIN3a
MHOTOaN(paBUTHBIX  CHUCTeM.  PackpeiThe
CHUCTEMBI Buxenepa. Hanexnocts
MHOTOQNI()aBUTHBIX ~ CHCTEM.  AOCOIIOTHO
HaJeXHass KpunrocucreMa: “OaHOpa3OBbIN
omokuaoT”. Kpunrocucrema DES.
Kpunrorpagus | Cucrembl mudpoBaHus, He TpeOyromme
c OTKPHITEIM | Tiepenadn kioda. [IpoTokon mcrnonp3oBaHus
KITFOUOM. cucteMbl  «OIHOPA30BBI  OJIOKHOT», HE
Cucremsl TpeOyroImuii  TEePBOHAYAIBHOTO  OOMEHa
mugpoBaHus, CceKkpeTHbIMH Kitouamu. Kpunrorpadus c
HE TpeOYIOIMHNEe | OTKPHITHIM KITIOYOM. [IOHSTHE OTKPHITOTO H
nepegaqu CEKpEeTHOro Kioua. [IpUHIMIBI MOCTPOEHUS
KIIFOYa. KPUNTOCUCTEM C  OTKPBITBIM  KIFOYOM.
OneKTpoHHAS W3BecTHBIE KPHUNTOCHUCTEMBI C OTKPBITHIM
MOAIUCH. KIouoM u ux anroputmbl. Cuctema RSA.
JlivHa Kito4a B KPUNTOTPaQuH ¢ OTKPBITHIM
KITFOYOM. OnHOCTOPOHHSSA (GyHKIHA,
BO3MOYHOCTB ee HICIIOJIH30BaHUSL.
ONeKTpoHHasl MOANKUCh W TPUHIUIBL €€
MIPUMEHEHUSI.
OcHOBHEBIE OcHOBHEIE TEXHOJIOTHA MOCTPOEHUS
TEXHOJIOTUHU samuieHuslx MC. TloHsTHE MEXCETEBOIO
MOCTPOEHUS skpana. [IpaBuna ¢unbTpanuu U NPUHIUIBI
3aIUIIEHHBIX nx nupuMeHeHus. llakeTHele  QUIBTPHL.
nuc. [TonmTuka cereBoil 6e3omacHoctu. [lonutuka
MexceTeBbie peanuzanuu MEKCETEBBIX SKPaHOB.
JKpaH#bI. OyHKIIHOHATEHBIC TpeOoBaHHS K
MEXCETEBBIM JKpaHaM M WX KOMITOHEHTHI.
[1Imr03B1 CEaHCOBOTO M MPHUKIATHOTO YPOBHS.
HoBeie ¢ynkumu OpanamayspoB. Cxembl
OpTraHHU3aIiN Me)KCETEBhIX JKPaHOB.
TpebOoBaHUs K MEKCETEBBIM KpaHaM
TexHonorus TexHoiorus o0beIUHEHUS JTOKAJIBHBIX CETEM
VPN-ceteli. U OTACIIBHBIX KOMIIBIOTEPOB Ye€PE3 OTKPBITYIO

BHEIIHIOIO CpeAy TNepefadd JaHHBIX B
SINHYIO0 BUPTYaIbHYIO CeTh,
o0ecreunBaroyIo 3aLIUTY
MH()OPMAITMOHHBIX TTOTOKOB HMIIM TEXHOJIOTHUS
VPN-cereii. OcoGenHocTtu VPN.
TyHHenupoBaHWE U €ro  OCOOCHHOCTH.
OcHoBHBIE pa3HOBUAHOCTH VPN-ycTpoiicTB
Mo TeXHUuYeckol peanuzaruu. Pomu VPN-
YCTPOUCTB. BapuaHnTsl IOCTPOCHUS
3anuiieHHbIX KaHaioB VPN, VYrpossl s
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VPN. Knaccudpukaums VPN-cereii.
CoBMelieHue VPN-texHomoruu u
MexceTeBoro skpana. Hegocratku VPN.

8 3amura
nHpOpPMaH B
HNurepner.
Wndopmarmon
Hast
0e30IMacHOCTh B
YCIIOBHSIX
(YHKIMOHUPOB
anusg B Poccum
ria00aabHBIX
CETeH.

[Ipobnema obGecrieueHus: WHOOPMAIMOHHOM
OesonacHoctd mpu pabore ¢ roOaNBHON
CEThIO WurepHer. WNnudopmarmonnas
0e30macHOCTh B YCIIOBUSIX
¢yHKkunoHupoBanuss B Poccuu TI00anmbHBIX
cereil. Yka3 npesugeHra PO «O mepax mo
obecIieueHUIo nH(POPMAITMOHHOH
6esomacHoctu  Poccuiickoit @enepaunu B
chepe MEXIYHApOTHOrO HH(POPMALUOHHOTO
oOMeHay. Yrposst “H()OPMAITMOHHOM
OezonmacHocTH mTpu pabore ¢ MHTEpHET.
Bupycsl, UCTIOJIHSIEMBIC MOJTYJIH,
BCIUIBIBAIOLINE OKHa U peknama.
Vcnonb3oBaHue aHTUBMPYCHBIX IPOrpaMM U
MEKCETEeBBIX JKpaHOB Tpu  paboTe ¢
UnTtepner. [TporpamMmHBIE cpeacTBa
MmpoBepku  Tpaduka W OOppOBI ¢
HECaHKIMOHUPOBAHHBIM  HCIOJIB30BAaHHEM
pecypcoB HHPOPMAILIMOHHOH CUCTEMBI.

9 TumnoBas
CTPYKTypa
3aLIUThI oT
HCII.
YupasieHue
JIOCTYTIOM.

ApXUTEKTypa THUIIOBOW CHUCTEMBI 3aIUTHI OT
HECaHKITMOHUPOBAHHOTO JIOCTyTIA.
Unentnduxanus u ayTeHTU(UKAIHS.
[Maponpras  ayreHtudukanus.  [IpaBuia
TPUMEHEHUS naposiei. OnHOpa3oBbIe
napoiau. IIpuHOMNBL  KOHTpONSL  IOCTYyIIA.
Marpuna 1gocTyma W CIOMCKH  JOCTYIA.
[IpousBonbHOE u MIPUHYAUTENBHOE
yhpasiieHue A0cTynoM. OrpaHnYuBarONIHi
unTepdetic. PoneBoe ynpasieHHe TOCTYIIOM.
Kpunrorpaduueckas MOJICUCTEMA.
[IporpaMMHoO-anmapaTHbIe CPEACTBa 3aIIUTHI
unopmarmu or HCJI. VYcrpoiictBa BBOIA
UACHTU(-HBIX pu3HakoB. [IpenmymiecTBa u
HEJOCTaTKH ux WCTIONTb30BAHMSL.
DIeKTPOHHBIE 3aMKH.

4. MaTtepuaJjibl TEeKylIero KOHTPOJISAA yCIIeBAeMOCTH 00ydarommuxcsi M (poH 1

OICHOYHBIX CPEACTB M0 TUCHUIIJINHE

4.1. q)OprI H METOAbI TEKYIIECro KOHTPOJIA YCIIEBAEMOCTH H HpOMe)l(yTO'{HOﬁ

aTreCcralnun.

4.1.1. B xone peanuzauuu aucuuiuinabl B1.B.JIB.09.02 «OcHOBbI MHGPOPMALMOHHOM
0e30MacHOCTH XO3sIHCTBEHHOM 1eATeJBLHOCTH» UCIOIB3YIOTCS CIEAYIOImUe GOPMBbI U METOJbI
TEKYIIEro KOHTPOJIS YCIEBAEMOCTH 00YYaIOUXCS:

Ne HaunmeHoBaHue TeM MeTOI[])I TEKYIIEro KOHTPOJIst
n/n (pa3neJioB) ycneBaeMoCcTH
Ounas ¢popma
[lonsiTie  WHpOpPMALUK,  3alIUTBl  WHPOPMALUK  H Vot
Tema 1 |mHQOpPMAaIMOHHON 0e30macHOCTH. OcHOBHBIE onpoc
COCTaBJISIOIIHNE.
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3aKOHOIATENIbHBIN YpOBEHB WHPOPMATUOHHOH O
Tema 2 0e30macHOCTH. KomnrerorepHsie MIPECTYIICHMUSL. ompoc
OTBETCTBEHHOCTh 33  COBEpIICHHE  KOMIIBIOTEPHBIX
[IPECTYIIICHUM.
Knaccugpukanmsa arak. [lonstue yrpos3sl. Mopenb yrpos. VCTHBIH
Tema3 |PexoMeHmammu 10  obOecniedyeHHIO  HWHGOPMALUOHHOH onpoc
Oe3omacHOCTH.
OcHoBHbIE TOHATHS Kpunrorpadpuu. JIBa COBpeMeHHBIX VeTHbIi
Tema4 |[HampaBieHUSA B Kpunrorpadum. Knaccuueckue onpoc
KPUITOCUCTEMBI.
Kpuntorpaguss ¢ OTKPHITBIM  KIfo4oM.  CHCTEMBI o
Tema 5 mudpoBaHus, He  TpeOylomue  mepeiavyd  KIO4a. —
DIEKTPOHHASI TOAIUCH.
Tema 6 (OCHOBHBIE TEXHOJIOTUU IOCTPOCHUS 3alIUIICHHBIX HC. YcrHbIN
Me:xceTeBble SKpaHsbl. ompoc
Tema7 |Texnonorus VPN-ceren. Yerubti
onpoc
Bamura wHbopManmuu B MHTeprer. MHpopmanmoHHAs N
Tema 8 |0e3omacHOCTh B ycioBUSX (DyHKIMOHWpOBaHUS B Poccuy onpoc
ro0aJIbHBIX CeTEH.
Tema 9 TunoBas crpykrypa 3ammtel oT HCJI. VYmnpasnenue S;igi)}’;ﬂ
AOCTYIIOM. TECTUPOBAHUE

4.1.2. IlpoMexxyTO4Hasl aTTeCTalus MPOBOIUTCA B (hOpME 3a4eTa METOAOM SJICKTPOHHOTO
TECTUPOBAHMUSL.

K cnmaye 3auera mo MUCHUIUIMHE JOIMYCKAIOTCS CTYJIEHTHI, MOJTYYUBIIHME HE MeHbIIe 60
O6autoB mpu  Tekymiedl arrectauuu. Ilpu moaroroBke K 3adeTy CTYIAEHT BHHUMATENIBHO
IPOCMAaTPUBAET BOMPOCHI, TPEAYCMOTpEHHbIE padouyeil TpOorpaMMoil, M 3HAKOMHUTBCS C
PEKOMEHZ0BAaHHOM OCHOBHOW JnTepaTypoil. OCHOBOM i clauu 3adera CTYJEHTOM SBISETCA
M3yYeHHE KOHCIEKTOB OO30PHBIX JIGKIMH, MPOCIYIIAHHBIX B TEYCHHE ceMecTpa, MH(popmanus,
HOJy4EeHHasl B PE3yJIbTaTe CaMOCTOSITEIbHON pabOThl, U MPAKTUYECKHE HABBIKH, OCBOCHHBIC NPHU
pelIeHNH 3a]]a4 B TEYEHUE CEMECTPA.

ITpu He0OXOAMMOCTH NpelyCMaTPUBAETCs YBEIMUEHHE BPEMEHH Ha MOATOTOBKY K 3a4€Ty,
a TaKKe MPEIOCTaBIISIETCS JOTIOJIHUTEIbHOE BpeMs /ISl IIOJArOTOBKM OTBeTa Ha 3auére. [Iponenypa
IPOBEICHUS POMEXYTOYHOM aTTECTALUU s 00Y4arOUXCsl C OrPaHUYEHHBIMH BO3MOKHOCTAMU
310poBbs M OOydarolUMXCs WHBAJIMJIOB YCTAHABIMBAETCS C YYETOM MHIUBUIYaJIbHBIX
ncuxodusnueckux ocobeHHocTeil. IIpomexyTrouHas arrecTanus MOXKET IPOBOAUTHCS B
HECKOJIBKO 3TaIoB.

4.2. MarepuaJjibl TeKyLIero KOHTPOJIsI YCIIeBaeMOCTH.

Tema 1
IlonsaiTue MHpopmanum, 3aIMTHI HHPOPMALMH U HWH(POPMALMOHHON 0€30IIACHOCTH.
OcHoBHBIE COCTABJIAIOLINE.

Bonpocsl ycTHOro onpoca:

1. IlonsTtue wHGOpPMAITUH, 3aITUTH HHOOPMAMH 1 HHPOPMAITMOHHON 0€30TIaCHOCTH.

2. Haznauenwe u 3amaum B cdepe oOecriedeHHs: WHPOPMALMOHHOH OE30MACHOCTH Ha YpPOBHE
roCyJapcTBa, Ha yPOBHE PETHOHA U Ha JIOKAIBHOM YPOBHE.

3. OcCHOBHBIE NOJIOKEHUS TEOPUH HHPOPMALUOHHON 0€301aCHOCTH HHPOPMALIIOHHBIX CHCTEM.

4. OCHOBHBIC COCTABJISIOIINE OOECICUCHHsS HMHPOPMAIMOHHON O€30MacHOCTH XO3SHCTBEHHOM
JeSITebHOCTH.
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Tema 2
3akoHoaaTeJibHbII  ypoBeHb HHGOpPMANUMOHHOH Oe3omacHocTH. KommnbroTepHbie

npecrymieHus. OTBeTCTBEHHOCTD 32 COBepPIIeHHEe KOMIIBIOTEPHBIX NPeCcTyNJICHU .

[

Bonpocsl ycTHOro onpoca:

BaxxHOCTB 3aKOHOATENHLHOTO YPOBHS HHPOPMAIIOHHOH 0€30MaCHOCTH.

00630p pOCCHICKOT0 3aKOHOIATEILCTBA B 00acTH obecneueHns HHPOPMAIIMOHHOM 6e3011acHOCTH.
Hokrpuna wmHbpopmarnmonHon 6e3onmacHocTH P®, 3akonsl «O rocymapcTBeHHOW TaiHey, «O0
uHQOpMaIH, HTHOOPMAIIMOHHBIX TEXHOJOTHAX U O 3alIUTe HHPOPMALIUIY.

Jpyrue 3akoHbI U 3aKOHOAATeIbHbIe akThl. KoHnenus napopMannoHHON 0€30MacHOCTH.
OcHOBHBIE HOPMAaTHUBHBIE PYKOBOISIINE OKYMEHTHI, KAacalOLUIMEcs IOCYyNapCTBCHHOW TalHBI U
KOH(pUICHIATFHON HH(GOpPMALUU, HOPMAaTUBHO-CIIPABOYHBIC JOKYMEHTH. HopMaTuUBHBIC aKThI
aaMuHHCcTpanuu Bonrorpana B o0macTi MHPOPMAOHHOM 6€30MacCHOCTH.

KommnbrorepHsle  mpectymieHusi.  OTBETCTBEHHOCTh 3@ COBEPIUICHHE  KOMIIBIOTEPHBIX
MIPECTYIIEHUI.

VYronoBHas 1 aAMUHUCTPAaTUBHASI OTBETCTBEHHOCTb.

Tema 3
Knaccupukauusa arak. IlonsaTue yrpo3bl. Mopgear yrpo3. Pexkomenaauuu mo

o0ecrneyeHUI0 HHPOPMALMOHHOI 0€30IaACHOCTH.

[

9]

10.

Bonpocsl ycTHOro onpoca:

[NonsiTHe aTaku Ha HHPOPMAITMOHHYIO CHCTEMY .

Knaccudukauus arak. Bunsl npoOTHBHUKOB WK “‘HapyIINUTENeH, UX KilacCU(UKALHA.

Kananer yreukn wHbOpMamuu: BU3YATbHO-ONTHYCCKHUHA, aKyCTHUCCKHN, JJIEKTPOMArHUTHBIA H
MaTepUalIbHO-BEIIECTBEHHBIH.

[onsTre yrpo3sl. McTOYHMKH Yyrpo3 U UX KIacCHpHUKaLuS.

[TocTpoenue monenu yrpo3 opranuzauuu. [Ipumepsrt.

PykoBomsmme moxymenTsl ['octexkomuccuu Poccun (DenepanpHas cimykba MO TEXHUYECKOMY U
9KCHOPTHOMY KOHTPOJIIO) MO 3allUTe OT HECaHKIHUOHHUPOBAHHOIO JOCTyMa K HHGOpMAanuu.
CriennanbHbie TpeOoBanus U pekomeHnanuu. Mactpykus CTP-K.

Pexomenmanmu 1o 3amute KoHGUACHIMANbHON mH(popManmu. Kimaccel 3amummeHHOCTH CPEICTB
BBIUMCIIUTENBHON TEXHUKHM W aBTOMAaTH3MPOBAaHHBIX CHUCTEM I10 PYKOBOISIIUM JIOKYMEHTaM
INocrexxkomuccun Poccun.

[lokazarenmn 3ammmieHHocTH. CrcreMa 3amuThl WHGOPMAIMM OT HECAHKIIMOHHPOBAHHOTO
JIOCTyTIA.

Pexomennyemble Mepbpl MO OOECIEUEHHIO 3alMThl MH(GOPMALMU B MpOLEcce SKCIUTyaTaluu
WHGPOPMAIIIOHHOW CUCTEMEI.

PaspemmrensHas cucrema jgomycka. PexkoMmeHpmanuy 1O TUlaHy  A0paOOTKM  OOBEKTOB
nHpOpPMAaTH3aMd HAa COOTBETCTBHE TPEOOBAaHHAM PYKOBOISIIIMX TOKYMEHTOB | OCTEXKOMHCCHH
Poccun.

Tema 4
OcHoBHble mNOHATHA Kpunrtorpadumu. J[Ba coBpeMeHHBIX HANpaBJieHUs B

kpunrtorpaguu. Knaccuueckue KpunrocucreMsl.

9y

Bomnpocs! ycTHOro onpoca:

Ucropudeckas cnpaBka. Bo3aMoxHbie HamnpaBlIeHHsS peEIICHUS 3anadn 00ecredeHus Iepeaadu
CEeKpeTHOW HH(pOpMAaITHH.

Creranorpadus u kpuntorpadus. BaxHocTh kpunrorpadguu mpu peiieHdud 3aaad o0ecreyeHus
“H()OPMAITUOHHOM 0e30IacHOCTH XO3SIMCTBEHHOM JIEITENbHOCTH u COXpaHEHUs
KOH(UICHIIUAIBHON HH(OPMAITUH.

OcHoBHbIC TOHATHS KpunTorpadpuu. [ToHATHE KPUIITOCHCTEMBI, Kioua. Bo3MOXKHBIC aTrakd Ha
KPUIITOCUCTEMBI, TOHATHUE KPUIITOAHATN3A.

HanexHoCcTh KpUNTOCHCTEMBI. J[Ba OCHOBHBIX HAMPABJICHHS B COBPEMEHHOW KPHUIITOrpaQuH.
Knaccuueckue KpUITOCHCTEMBI.

OnHoasipaBUTHBIC U MHOTOAI(DABUTHBIC KPUIITOCHCTEMBI.

Cucremsl lleszapss u Bwkenepa. Bo3MoXHOCTM KpHUNTOaHAIW3a MHOTOAI(ABUTHBIX CHCTEM.

15



7.
8.

9.

PackpeiTue cucremsl Buxenepa.

HapnexxHocTh MHOTOAI(paBUTHBIX CUCTEM. DJIEKTPOMEXaHHYECKUE MU POBaTbHBIE MAITIHBI.
AOCOIIIOTHO HajeKHasT KpunTocucteMa: “OmHopa3oBeiit 0J0KHOT”. BO3MOXKHOCTE UCTIOTE30BAHIS
TaKUX CHCTeM Ha npaktuke. CTaHaapThl u(pOBaHUs JaHHBIX.

Kpunrocucrema DES. Poccuiickuii crannapt mudppoBanus ['OCT 28147-89. IIpobnema Bribopa
Ha/IKHOW KPUIITOCUCTEMBI JUIS 3alIUTHl CBOUX JaHHBIX.

10. TepcnekTUBBI pa3BUTHS KpunToaHanusa. [Ipobiema momHoro nepedopa BceX KITFOUEH.

Tema 5
Kpunrorpagpus c¢ orkpbiThbiM KiI04OM. CHcTeMbl IIM(POBaHHS, He Tpedylouue

nepeaavyn Kiar4va. BJICKTPOHHaﬂ MOAIMUCH.

N =

® N Yv W

Bonpocsl ycTHOro onpoca:

Cucrtemsl mn¢poBanus, He TpeOyOILIe Nepeaadn KIya.

IIpobnembl ncnoibp30BaHusI Takux cucteM. lIpoTokon nucnosnb3oBaHUS cucTeMbl «OIHOPAa30BBINA
OJIOKHOT», HE TpeOYIOUMil MepBOHAYAILHOTO OOMEHa CeKpeTHhIMH Kiodamu. Kpunrtorpadus c
OTKPBITHIM KJIIOUOM.

[ToHsATHE OTKPBITOTO U CEKPETHOTO Kitova. [IpaBuia ux nCHonbp30BaHUs.

ITpuHIMIIEI TOCTPOEHUS! KPUITOCUCTEM C OTKPBITHIM KJIFOUOM.

W3BecTHBIE KPUITOCUCTEMBI C OTKPBITHIM KIIIOUOM U UX alnropuTmbsl. Cucrema RSA.

JnuHa Ki1ro4a B KpUOTOTPa(uu ¢ OTKPBITHIM KITIOUOM.

OnHOCTOPOHHSS (PYyHKIHMS, BO3MOKHOCTD €€ MCIIOJIb30BaHUS.

OneKTpoHHAs MOAMUCH U MIPUHIIMIIEI €€ TIPUMEHEHMS.

Tema 6

OcHOBHBIE TeXHOJ10TUM NOcTPoeHus 3amuieHHbIx UC. MexcereBble 3KpaHbI.
Bomnpocsl ycTHOro onpoca:

OCHOBHBIE TEXHOJIOTUU MOCTpoeHus 3amuiieHusx UC.

[TonsTne MexcereBoro 3kpana. IlpaBmia GuIbTpaud ¥ MPUHITUIE UX TpUMEHEHHs. |lakeTHbIE
¢ubTpeL. [TonuTHKa ceTeBoit 6e30MacHOCTH.

[MomuTHka peamu3aluu MEXKCETEBbIX 3KpaHOB. (DyHKIMOHAIBbHBIE TPEOOBAHUS K MEXKCETCBBIM
9KpaHaM U UX KOMIIOHEHTHI.

110381 CEaHCOBOTO M MPUKIIATHOTO YpoBHS. HOBBIE (hyHKIINK OpaHIMayd3pOB.

CxeMbl OpraHu3alid MEXCETEBBIX IKpaHOB. OCOOCHHOCTH Pa3IUYHBIX CXEM peallh3aliy, UX
MIPEUMYIIECTBA  HEAOCTATKH.

[Ipo6nemBbI, CBSI3aHHBIE C MEKCETEBBIMH dKPAHAMH.

TpeOoBaHus K MEKCETEBBIM SKpaHaM

Tema 7

Texnosuorus VPN-cereii.

Bonpocs! ycTHoro onpoca:

TexHomornss oObeAMHEHUS JIOKANBHBIX CETed W OTHENBHBIX KOMITLIOTEPOB Yepe3 OTKPBITYIO
BHEIIHIOIO Cpey Iepelavyd MAaHHBIX B €IWHYI0 BUPTYaTbHYIO CETh, OOECIIEUMBAIOIIYIO 3aIIUTY
MH(QOPMAIIMOHHBIX TTOTOKOB WJIH TexHoiorusi VPN-cereii.

Oco6ennoctu VPN. Tynuens VPN. TyHHenupoBaHnue u ero 0coO€HHOCTH.

OcHoBHbIE pazHOBUAHOCTH VPN-yCcTpoilcTB no TexHuyeckoil peanuzauuu. Poou VPN-ycTpolicTs.
BapuaHTbI nocTpoeHU 3alIUIEHHBIX KaHaioB VPN.

VYrpo3sl aiia VPN. BapuaHTsl 3a1IUILIEHHBIX COEIUHEHUIA.

Kiaccudukammus  VPN-ceteit. CoBmemenne VPN-TeXHONOTHH W MEXKCETEBOTO  JKpaHa.
Henocrarku VPN.

Tema 8
3amura nHpopmannu B UnTepHer. UHpopMannonHass 0e30macCHOCTH B YCJOBHSX

(pynxuuonuposanus B Poccuu riiodajibHbIX ceTeil.

Bonpocsl ycTHOro onpoca:
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1. TIpobGnema oOecneueHuss WHPOPMANMOHHON O€30MacHOCTH MpH padoTe ¢ TI00ATBEHOW CEThIO
HNurepner.

2. HudopmanmonHas 6€301acHOCTD B YCJIOBHIX (DYHKIIMOHUPOBAaHUS B Poccnu Ti100abHEIX ceTel.

3. VYka3 npesunenra PO «O Mepax no obecnieueHuio nHGOpMaIMOHHON Oe3omacHocTH Poccutickoit
Oenepanuu B cepe MEKIYHAPOIHOTO MHPOPMAIMOHHOTO OOMEHay. YTpo3bl HHPOPMAMOHHON
Oe3omacHocTH TIpH padote ¢ HTEpHeT.

4. BI/Ip}ICI)I, HCIOJIHACMBIC MOYJIM, BCIIJIBIBAIOIWME OKHA U PCKIaMa. Ucnonp3oBanue AHTUBHPYCHBIX
MIPOrpaMM M MEKCETEBBIX PKPaHOB Npu padote ¢ HTepHeT.

5. IIporpamMmuble cpeacTBa TpoBepkd Tpaduka #u  OOpPpOBI € HECAHKIIMOHHPOBAHHBIM
UCIIOJIb30BAaHUEM PECYPCOB HHPOPMAITHOHHOH CHCTEMBI.

Tema 9
Tunosasi crpykrypa 3ammrsl or HC/I. YnpaBiaenue gocrynom.
Bonpocs! ycTHoOro onpoca:

1. ApXHTEKTypa TUIOBOH CHCTEMBI 3alUTHl OT HECAHKIIMOHUPOBAHHOTO AocTymna. MneHtudukanus u
ayTEeHTU(UKAIIHSL.

2. llaponpHas ayrenTu(ukanus. [IpaBuia npuMeHeHUs maposei.

3. OpnopazoBeie maponu. CepBep ayreHtudukanuu. [lomcucrema yhpaBiieHUS —JIOCTYIIOM,
MOJICUCTEMA PETUCTPALVH U yUETa.

4. IlpuHIMnbI KOHTPOJISL JOcTyna. Marpuia J0CTyIa U CIIMCKU I0CTYTIA.

5. Tlpou3BoibHOE W MIPUHYIUTEIBHOE yNpaBlieHHe A0cTynoM. OrpaHuunBaIomnil HHTEpQeiic.

6. PoneBoe ympaBiaenue poctynoMm. CTaTHMYECKOE M IWHAMHYECKOE pacCHpelesIeHUE pOJIEH.
IToncucrema obecnieuenus nenoctHoctH. Kpunrorpaduueckas noacucrema.

7. IlporpamMHo-ammapaTHble cpefacTBa 3amutel uHpopmanmuu ot HC/. VYcerpoiictBa BBOJa
WACHTU(QHUKALMOHHBIX TpU3HaKoB. Kiaccudukanus ycTpoiicTB BBOJA HACHTH(PHKALMOHHBIX
NpU3HaKoB. buoMmerpuueckue ycTpoiicTBa BBOAAa HACHTHU(UKAMOHHBIX IPU3HAKOB M HUX
KJ1accu(UKaIms.

8. HpeI/IMy'H_[eCTBa 1 HEAOCTATKU HUX HUCIIOJIb30BAaHUS. KOM6I/IHI/Ip0BaHHLIC YCTpOﬁCTBa. 9J'ICKTpOHHLIC
3aMKH.

NUTOI'OBBIN TECT IO KYPCY
«OcHOBBI HH(POPMALMOHHOM 0€30MACHOCTH X03AHCTBEHHOI AeATeJTbHOCTH

DJEeKTPOHHBIN TECT MPEACTABISIET COOOH 3aaHMUs C BHIOOPOM TOJIBKO OHOTO MPaBUIIEHOTO
OTBETa M3 MpeUI0KeHHBIX. Pe3ynbraT nporpamma Unitest BBIBOIUT B MTPOLIEHTAX.

1. Kpunrorpadus 310

A) Hayka o MeToJax nmpeoOpa3oBaHus JaHHBIX, HAIIPABICHHBIX HA TO, YTOOBI CAETATh STH TaHHBIE
0eCIoIe3HBIMU JIJISl HECAaHKITHOHMPOBAHHBIX JIUI]

B) Hayka o MeTogax u crioco6ax pacKpbeITHs MuppoB

C) COBOKYIHOCTh METOJIOB, CKPBIBAIOIIUX (PAKT Mepeaayu CeKpeTHOW MH(GOpMalU 3a OTKPBITOM
uHpOpMauei

D) COBOKYIHOCTh METOIOB, OOCCIECYMBAIONIMX A0CONIOTHYK) HAJCKHOCTh KaHalla Mepeiaadu
JAHHBIX OT TIepexBaTa

E) Hayka o MeTogax co3naHus UppOBOH OIHCH

2. Kakasi M3 cJIeylOIIHX KPUNTOAHAJIMTHYECKHX aTAK CYUTaeTCs HauboJiee ONacHOM?
A) TIpY HAJIMYUH TOJIBKO OJTHOTO 3alIM(ppOBaHHOTO PparMeHTa

B) npu Hanuuum Gosbiioro Habopa 3amu@poBaHHBIX GParMeHTOB

C) npu Hanunu (pparMeHTa OTKPBITOTO TEKCTa U COOTBETCTBYIOLIETO €My KPUIITOTEKCTa
D) npu uzBectHOM MeToze M poBaHUs
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E) npu Bo3MOKHOCTH BBIOOpA JTHOOOTO OTKPHITOTO TEKCTA M MOJTYYSHHH COOTBETCTBYIOIIETO €My
KpPHUTITOTEKCTA

3. CKoJIBKO pa3Iu4HbIX KiI0Yeld B cucreme Ile3aps npu ucnosib30BaHUHU MOJHOIO PYCCKOI0
ajagasura?

A) 16 D) 256
B) 33 E) 1024
C) 66

4. YTo sBJIsIeTCH KJIH0YOM B Kpunrtocucreme Bu:kenepa?

A) moboe 1pobdHOe YHCIIOo

B) BenmumHa ciBUTA UCXOMHOTO aldaBuTa

C) nepecraBieHHbIN anaBUT

D) cnyuaiinas mocienoBaTeasHOCTh OYKB, paBHAs JJIMHE COOOIIECHUS
E) nmo6oe cioBo

5. Kakasi u3 nepe4yucJeHHbIX KPUNITOCHCTEM SIBJISIETCS] CHCTEMOM € OTKPBITBIM KJII0Y0M?
A) DES D) I'OCT 28147

B) RSA E) Ue3aps

C) DHurma

6. Moxno jqu B mporpamme PGP Bocmo/ib30BaThesi 4y:KHMM OTKPBITHIM KJIHOYOM JJIA
pacmngpoBanusd HH(POPMALHU.

A) na

B) met

C) na, eciy U3BECTEH TOT MApPOJIb

D) nma, ecnu monb3oBaTenb JacT mpaBa Ha pacliM(poBKy ero MH(opManuu M COOOLIMT CBOM
apoJb

E) na, ecniu mepeOpath Bce KIIOUYH

7. Kak pacKkpbIBalOTCsi KpHIITOCHCTEMBI 01HOAI(paBUTHOM 3aMeHbI?
A) Takue CHCTEMBI PaCKPBITh HEJb35

B) monusrii nepedop kimroueit

C) ananu3 yacToOT BCTpeyaeMbIX OyKB

D) nepe6op cooOrienHwmii

E) nepecranoBku OyKB KpUNTOTEKCTA

8. Kpunroanaius 3to

A) Hayka o MeToJax mpeoOpa3oBaHus JAHHBIX, HAIIPABJICHHBIX HAa TO, YTOOBI CeNaTh 3TH JaHHbIE
0ecIoNe3HBIMU TSl HECAHKITMOHMPOBAHHBIX JIUI]

B) nayka o MeTongax u coco6ax packpbITus muhpoB

C) COBOKYITHOCTh METOJIOB, CKPBIBAIOIIMX (DaKT Mepesadn CEKpEeTHON WH(GOpPMAIMK 32 OTKPBITON
uHpopMaluei

D) cOBOKYNMHOCTH METOMOB, OOECIEUMBAIOMINX AOCOMIOTHYIO HAAEKHOCTh KaHaja Mepenadyn
JaHHBIX OT TepexBara

E) nayka o Mmetonmax co3nanus nupoBOii MOIMTUCH

9. Uto aBasieTcs KiaI04oM B kpunrtocucreme Lesaps?
A) nroboe coBo

B) nro60e uncno

C) BennuuHA CIBUTa HCXOIHOTO andaBuTa

D) nepecraBnennsbiii anpaBuT
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E) ciyudaiinas mocnenoBaTeIbHOCTh CHMBOJIOB

10. KakoBa nniuna kiawo4a B cranaapre mudposanus 'OCT 28147?

A) 256 6ut D) 1024 6ur
B) 64 6ur E) 2048 6ut
C) 56 6ut

11. Ha cj10:kHOCTH pelieHHs1 KaKOH MaTeMaTH4YecKoi 3aa4i ocHOBaHa cucteMa RSA?
A) KOJIBI HCTIPABJISIIOIINE OMIMOKH

B) nuckpetHslii norapudpm

C) 3agaua “o prok3ake”

D) pasnoxeHnue 60bIINX YKCENT HAa TPOCThIE MHOKUTEH

E) cnoxxenue no Mmoayito asa

12. Kpunrorpadguyecknii mpoToKoJI 3T0

A) metop muppoBaHUs JaHHBIX

B) meton kpunroaHanusa JaHHBIX

C) MeTox mepexBarta JaHHBIX

D) anroputm o6MeHa nHpopmanrei Mexxay pa3InuHbIMU YYaCTHUKAMU IIPU CEKPTEHOM mepenayue
JAHHBIX

E) ocob6as kpunrocucrema

13. Kpunrocucrema «OxHopa3oBbiii 0J1I0KHOT» 3TO:
A) nepecTaHOBOYHas cUCTEMA

B) onnoandasuTHas cuctemMa npocToi 3aMeHbl

C) mHOroan¢aBuTHas cUCTEMa

D) cucrema ¢ OTKpBITBIM KIHOYOM

E) Takoii cuctemsl HE CyIeCTByeT

14. Kakoii naposib HanGoJ/1ee HaJlesKeH?

A) @amMuaus noJib30BaTENS

B) ®paza u3 kauru

C) cnyyaifHas mociae10BaTeNbHOCTD IU(P

D) cnyuaiinas mocienoBaTenbHOCTh OYKB

E) ciyuaiinas mocneioBaTeabHOCTb IPOU3BOJIBHBIX CHMBOJIOB

15. KakoBa nninna kiaw4a B cucreme mugposanusa DES?

A) 256 6ut D) 1024 our
B) 64 our E) 512 our
C) 2048 our

16. Kpunroreker 310

A) TEKCT UCXOHOTO COOOIIECHHUS

B) tekcT 3ammdppoBaHHOTO COOOIIECHMS

C) maposb

D) TekcT, nmosy4eHHbI IpU KpUNTOAHAIIN3E
E) knrou

17. Taitnonuck (creranorpadusi) 3To

A) Hayka 0 MeTo/1ax IpeoOpa3oBaHuUs JAHHBIX, HAITPABJICHHBIX HA TO, YTOOBI CJICIATh OTH JaHHBIC
0ecCIoNIe3HBIMU JIJISl HECAHKITMOHHUPOBAHHBIX JIUI]

B) Hayka o MeTozax 1 crioco6ax pacKphITHs MUGPOB
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C) cOBOKYIMHOCTh METOJIOB, CKPBIBAIOIIMX (DaKT Mepesadyn CEeKpEeTHON MH(pOpMAIMU 32 OTKPHITON
nHpopmanuen

D) COBOKYIMHOCTH METOAOB, OOECTEUMBAIONIMX A0OCONIOTHYIO HAJEKHOCTh KaHala Mepeaavd
JAaHHBIX OT IepexBaTa

E) nayka o MeTonax co3anus nuppoBoii moamucu

18. YUrto no3BoJsier onpeaeautb Mmeroa Kasnckn npu kpunroanaamnse cucrembl Bu:kenepa?
A) nmapoib

B) oTKpBITHIN TEKCT

C) meton mudpoBaHus

D) nnuny naposns

E) nnuny oTkphITOrO TEKCTA

19. Kakas kpunrocucremMa o0ecrneduBaeT aOCOJIOTHYI HAJAEKHOCTH 3allUThl IpH
NPaBUWJIBHOM €€ MCI0JIb30BAHUM?

A) DES D) OnHopa3oBblil OJ0KHOT
B) RSA E) Buxenepa
C)I'OCT 28147

20. O6ecnneunBaeT Jiu NApoJib Ha BXoJ B Windows HajieKHYI0 3alIUTy KoMIbloTepa?
A) na

B) et

C) npu pnune naposst 6oaee 10 cuMBoIOB

D) npu cinyvaitHom napouie

E) mpu perymsipHoii cMeHe napoJis

HIkana oneHuBaHudA
YcrHblii onpoc

YpoBeHb 3HaHMI, YMEHHM M HAaBBIKOB 00YyYaroIIerocs MpU YCTHOM OTBETE BO BpeMs
TEKYILLIETr0 KOHTPOJIs omnpenensercss oneHkaMu «OTiudHo»/ «Xopouioy/ «Y A0BIETBOPUTEIBEHO/
«HeynoBneTBOpUTEIBbHOY.

B Bousrorpaackom unctutyte ynpasineHus — ¢unuane PAHXul'C npunsta criemyromas
IIKaJla COOTBETCTBUSI PEUTUHIOBBIX OIIEHOK MATHOAIIIIbHBIM OLICHKaM:

- 90 — 100% — «oTnuuHO» (5);

=75 — 89% — «xoporio» (4);

- 60 — 74 — «ynoBneTBOPUTENLHO» (3);

- meHee 60% — «HEeYTOBIETBOPUTETHLHO (2).

VYpoBeHb 3HAHUHM, YMEHMH W HaBBIKOB OOYYaroOILErocsi MpU YCTHOM OTBETE BO BpeMs
MIPOBEICHHS TEKYIIEro KOHTpoJia ompezensercs oammamu B auamna3zoHe 0-100 %. Kpurepusmu
OLICHMBAHMSA IIPU IPOBEJEHUM YCTHOIO ONpOCAa SBISAETCS JEMOHCTpAlusi OCHOBHBIX
TEOPETUYECKUX TMOJOXKEHUH, B paMKax OCBAaMBAaEMOl KOMIIETEHIIMHM, YMEHHE NPUMEHATh
IIOJlyYECHHBIE 3HAHWsS HAa MPaKTUKE, OBJIAJCHUE HaBbIKaMH aHaluW3a M CUCTEMaTH3aLUuu
UH(pOpPMALINH.

[Ipu oueHMBaHUM PE3yNIbTATOB YCTHOIO OIIPOCA UCIOIb3YETCs CIEAYIONIAsl IKajla OLEHOK:

Orarnsl KOMIIETECHIINH, IIPEAYCMOTPEHHBIE o0Opa3oBaTenbHOM
nporpamMMmoii, c@opMupoBaHbl Ha BBICOKOM ypoBHE. CB0oOOJHOE
BJIQJICHUE  MaTepuajioM,  BBIBJIEHUE  MEXKIPEIMETHBIX  CBS3EH.
VBepeHHOE  BJIaJiIcHUE  IOHATHMHBIM  anmapaToM  AMCLMILIMHBL
[IpakTrHueckue HAaBBIKU npodeccroHaIbHOM JEATEeIIbHOCTH

100% - 90%

(oTnM4HO)
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c(hopMUPOBaHBI Ha BBICOKOM YpOBHE. CriocoOHOCTh K
CaMOCTOSITEILHOMY HECTAHJIAPTHOMY PEIICHHUIO MPAKTHYECKUX 33124

89% - 75%
(xoporo)

Orarsl KOMIIETECHIINH, IIPEAYCMOTPEHHBIE o0pa3oBaTenbHON
porpamMMoii, c(OpMHUPOBAHBI JOCTaTOYHO. HeranbHoe
BOCIIpOM3BEJeHUE YydeOHoro wmarepuaia. lIpakTuueckue HaBBIKU
npogecCHOHATIBLHON JeSITeIbHOCTH B 3HAYUTEJIbHOM mepe
chopmupoBanbl. [IpHCYTCTBYIOT HaBBIKM CaMOCTOSATENBHOTO PEIICHUS
IPAaKTUYECKUX 3a/1a4 C OTAEIbHBIMU 3JIEMEHTAMU TBOPYECTBA.

74% - 60%
(YIOBJIETBOPUTEIHHO)

Oransl KOMIIETEHIINH, IIPEAYCMOTPEHHBIE o0pa3zoBaTeNbHON
nporpaMMoil, cpopMHpoBaHbl Ha MHUHHMMaJIbHOM ypoBHe. Hamuune
MUHHMAJIBHO JIOyCTHUMOTO YPOBHS B YCBOCHHUHM Y4eOHOTO Marepuaia, B
T.4. B CAMOCTOSITEJIbHOM PELICHWU MpakTU4eckux 3anad. [Ipakrnyeckue
HaBBIKU NMPO(HECCHOHATBHON eSITeTbHOCTH c(hOPMUPOBAHBI HE B TTOJTHOM
Mepe.

menee 60%

Orarsl KOMIIETECHIINH, IIPEAYCMOTPEHHBIE o0pa3oBaTenbHON
nporpaMmoii, He cpopmupoBanbl. HenoctaTouHblii ypOBEHb YCBOEHUS
NOHATUIHOTO ammapara W Haauuue (parMeHTapHbIX 3HAHUHM 110

(HeyIOBIETBOPUTENBHO) | AucuUIUInHe. OTCYyTCTBHE MUHUMAIBHO JOMYyCTHMOTO YPOBHA B
CaMOCTOSITEJIbHOM ~ PEIICHUH TPAKTHYECKUX 3adad. [IpakTuueckue
HaBBIKU PO eCcCHOHATBHON ACSITENFHOCTH HE CPOPMHUPOBAHBL.

TecTupoBanue
YpoBeHb 3HaHMI, YMEHHI M HaBBIKOB OOYYaromIerocs MPU YCTHOM OTBETE€ BO BpeMs
MPOBEICHUS TEKYIIEro KOHTpOJsi ompenensiercss Oamtamu B nuamazone 0-100 %. Kpurepuem
OILICHUBAHUS TIPHU IMPOBEICHUU TECTUPOBAHUSA, SIBISETCS KOJMYECTBO BEPHBIX OTBETOB, KOTOpPHIE
Jlanl CTYJCHT Ha BOMpPOCHI TecTa. [Ipu pacdere KonmmyecTBa 0allIOB, MOMYYSHHBIX CTYJICHTOM II0
UTOTaM TECTUPOBAHHUS, UCTIONB3YETCs cleayromas ¢popmyna:

5=2100%
0

rie

b — xonuyecTBO 6aNI0B, MOMYUYEHHBIX CTYAEHTOM 10 UTOTaM TECTUPOBAHUS,

B — konMyecTBO BEpHBIX OTBETOB, JAHHBIX CTYACHTOM Ha BOIIPOCHI TECTA;

O — oO1u1ee KOJTUYECTBO BOIIPOCOB B TECTE.

Marepuanbsl  TEKyIIEro KOHTPOJS YCIIEBAEMOCTH MPEIOCTaBISIOTCS B (QopMmax,
AIallTUPOBAHHBIX K KOHKPECTHBIM OI'PAaHUYCHUAM 300POBbA W BOCIPHUATHA I/IH(l)OpMaHI/II/I
o0ydaromuxcsi:

JUIS JIUI] ¢ HAPYUICHUSIMH 3PEHUS: B MIEYaTHON (opMe YBETUUYCHHBIM HIpUPTOM, B dopMme
3JIEKTPOHHOTO IOKYMEHTa, B (hopme aynuodaiina, B meqatHon popme Ha si3bike bpaitis.

TS JIAIT C HApYIICHUSIMH ClTyXa: B Ie4aTHoOU popme, B hopMe 3IEKTPOHHOTO TOKYMEHTA.

JUISL JIUI] C HApYIIEHUSIMHU OMOPHO-/IBUTATEeNILHOTO ammapaTa: B rne4aTHoi ¢popme, B hopme
3JIEKTPOHHOTO IOKYMEHTa, B (hopme aynuodaiina.

[Ipu mpoBeaeHHH MpoLENYphl OLEHUBAHUS PE3YJIbTATOB OOYUYEHMS] MHBAJIWJOB M JIUI C
OTPaHUYECHHBIMU BO3MOKHOCTSMH 3/I0pPOBbsl NPELYyCMATPUBACTCS MCIOJIb30BAHUE TEXHUYECKHUX
CpeACTB, HEOOXOAMMBIX MM B CBSI3U C WX WHAWBUAYAIBHBIMA OCOOCHHOCTSMH. DTH CPEICTBA
MoryT ObITh mnpepoctaBieHsl BUY PAHXul'C wnnm Moryt wucmons3oBaTbes COOCTBEHHBIE
TEXHUYECKHE CPEICTBA.

21




HpI/I HGO6XO,Z[I/IMOCTI/I HWHBaJIWJaM U JIMlaM C OIpaHUYCHHBIMU BO3MOKHOCTSAMU 300POBBA
IpeaoCTaBIACTCA JOITOJTHUTECIBHOC BPEM NI IMOJATOTOBKH OTBETA HA BBIIIOJTHCHHE 3a)1aH1/1171.

4.3. OueHoOYHbIE CPEACTBA AJIsl IPOMEKYTOYHOM aTTEeCTALIUM.

4.3.1. IlepevyeHb KOMIETEHIN ¢ YKa3aHHEM 3TANOB UX ()OPMHUPOBAHHS B MPoLECCe OCBOEHUA
aJanTUPOBAHHOI o0Opa3oBarejbHOil mnporpammbl. Iloka3zaTeld MW KpPUTEPUH OLEHHMBAHUA
KOMIIeTEHINI ¢ y4eToM 3Tana ux GopMupoBaHus

Ko
Kox HaumenoBanue A HaumenoBanue sTamna
JTara OCBOCHUA
KOMIICTCHIIUN KOMIIECTCHIIUU OCBOCHHA KOMIICTCHIIMHU
KOMIICTCHIIN
CrniocoOHOCTB Crniocoben BBISIBIISTH pHUCKH
OCYIIECTBIISTh nH()OPMAITMOHHON 0€30macHOCTH B
CTpaTeru4eckoe XO3SICTBEHHON AESITeThHOCTH
I1Kc, OC-2. | ynpasnenue puckamu | [1Kc, OC-2.1
OpraHH3aIiH

[Ipu npoBeneHuU MpoLENyphl OLEHUBAHUS PE3YJbTAaTOB OOYYEHMS] MHBAJIWJOB M JIUI C
OTPaHUYECHHBIMU BO3MOKHOCTSIMH 3J10pPOBbsl NPELYyCMATPUBACTCS MCIOJIb30BAHUE TEXHUYECKHUX
CPEJCTB, HEOOXOIUMBIX UM B CBSI3U C MX HMHAMBUIYabHBIMM OCOOCHHOCTSIMH. DTHU CpeACTBa
MOTYT OBITh IPEJOCTABIIEHBI WIIK MOTYT MCIIOJIb30BaThCs COOCTBEHHBIE TEXHUYECKUE CPE/ICTBA;

[Ipn HE0OX0IMMOCTH MHBAUAAM U JHIAM C OTPAaHMYEHHBIMH BO3MOXHOCTSAMU 3/I0POBBS
[IPENOCTABIISAETCA JOIOIHUTEIBHOE BPEMS JJIs IOATOTOBKY OTBETA HA BHINIOJIHECHUE 3aJaHUM.

WNHcTpykiug 1Mo TOpSAAKY IIPOBEACHUS NPOLEAYpPhl OLICHMBAHUS IIPENOCTABISACTCA B
JocTynHoi (opme (YCTHO, B TMCbMEHHOH (hopMme, B MUCbMEHHOH dopMe Ha sA3bike bpaiins, ycTHO
C MCIIOJIb30BAaHUEM YCIYT CypAONEPEBOIUHKA).

JocTtynHas ¢opMa npeocTaBlieHHs 3alaHU OIICHOUHBIX CPEJICTB: B MeYaTHOM (opme, B
neyaTHOH (opme yBeTWYeHHBIM IIpHQTOM, B TedaTHOH ¢opme mpudpToM bpaiins, B dopme
JJIEKTPOHHOI'O JOKYMEHTA, 3aJaHMs 3a4MTHIBAIOTCS ACCUCTEHTOM, 3aJaHMs MPEJOCTaBISAIOTCS C
UCIIOJI30BAaHUEM CYPAOIEPEBOIA).

JoctynHas ¢opma npeaocTaBIeHHUs OTBETOB Ha 3aJaHMs (MMCbMEHHO Ha Oymare, Habop
OTBETOB HA KOMIIBIOTEPE, IMMCBMEHHO Ha sI3bIKe bpaiiis, ¢ MCIOJIb30BAaHUEM YCIyT aCCUCTEHTA,
YCTHO).

[Tpr HEOOXOTUMOCTH Il OOYYAIOIIUXCSI C OTPAHUYCHHBIMU BO3MOYKHOCTSIMHU 370POBBS H
MHBAJIMIOB MPOLEypa OLICHUBAHUS PE3yJIbTaTOB O0YUYEHHUS M0 AUCHUILIMHE MOXKET POBOAUTHCS
B HECKOJIBKO 3TAIlOB.

[TpoBenenue mnpoueaypbl OLEHMBAHUS pE3yJbTAaTOB OOyuYeHHMs HMHBAIMIOB U JIHL[ C
OTPAaHUYEHHBIMU BO3MOKHOCTSMM 3J0POBBSI JOIIYCKAETCS C HCIIOJIB30BAHUEM JUCTAaHIMOHHBIX
00pa30oBaTeNbHBIX TEXHOJIOTUH.

4.3.2 TunoBble OLIEHOYHbIE CPEICTBA

[TonHBINM KOMIUJIEKT OLIEHOYHBIX MATEpUAIOB JIsl MPOMEXKYTOUHOU aTTeCTAIlMH TPEACTABICH B
[Tpunoxenun 1 PIT/.

IIIxaj1a oneHuBaHUA
YpoBeHb 3HaHMH, YMEHMM M HAaBBIKOB O0YyYaroIIEerocs MpU YCTHOM OTBETE BO BpeMs
IIPOMEXYTOYHOM aTTECTAllMM OINpeAeNseTcsl OLeHKaMH. KpuTepusiMu OLEHMBaHUS Ha 3a4eTe
SIBJISIETCS.  IEMOHCTPALMSI OCHOBHBIX TEOPETHYECKMX IIOJIOKEHHM, B pPAMKax OCBaWBAEMOMU
KOMIIETCHIIMH, YMEHHE IPUMEHSTH [TOJIy4EHHBIE 3HAHUS HA ITPAKTUKE.
[Ipu onleHMBaHNU PE3YIBTATOB YCTHOTO OIPOCA UCIIOJIB3YETCS CIIEAYIOLIas 1IKajla OLIEHOK:
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Oranbl KOMIIETCHIIMU, TPEAYCMOTPEHHbIC 00pa30BaTENbHONW MPOrpamMMoii,
chopmMupoBaHEl Ha BBICOKOM ypoBHE. CBOOOIHOE BIIAJIEHHE MAaTEPHAIIOM,
100% - 90% BBISIBIIGHUE MEXIIPEIMETHBIX CBs3€il. YBEpeHHOE BIAJCHUE MOHATHUHHBIM
(oTnu4HO) anmapatoM  JUCHUIUTUHBL.  [IpakTHYeckhe HaBBIKH  MPO(HECCHOHATBHOM
JesTebHOCTH  Cc(pOpMHUPOBAHBEI Ha BBICOKOM ypoBHE. CHOCOOHOCTH K
CaMOCTOSITEIIbHOMY HECTAHIAPTHOMY PEIICHHUIO MPAKTHUECKUX 3313

Otanbl KOMIIETEHLIUH, NpPEAyCMOTPEHHbIE OO0pa30BaTeNbHONW MPOrpaMMOoii,
chopMHUpOBaHBl  JOCTaToyHO. JleranbHOE€  BOCHPOM3BEINEHHE  Yy4eOHOTro

89% - 75% MaTtepuana. llpakThdyeckrie HaBBIKM TNPO(PECCHOHATHFHOW MAEATEIBHOCTH B

(xoporo) 3HaYUTEIbHON Mepe c(hOpMHPOBaHBI. [IpucyrcTBytot HaBBIKU
CaMOCTOSITEIBHOIO PEIICHHUS MPAKTUYECKUX 3a4ad C OTACIbHBIMU SJIEMEHTAMU
TBOpYECTBA.

Otambel KOMIETEHIMH, IPeIyCMOTPEHHBIE O0Opa30BaTENbHON MPOTPaMMOii,
chopMHpPOBaHBl Ha  MUHHMAIbHOM  ypoBHe. Hanuunme  MUHHMMAaNbHO
JONMYCTUMOTO ypPOBHS B YCBOGHMHM Y4eOHOro MaTepuaiga, B T.4. B
CaMOCTOSITEIbHOM PEIIEHUH IIPAKTHYeCKuX 3anad. llpakTuueckue HaBBIKH
npoQecCHOHATLHON JIesITeTbHOCTH CQOPMUPOBAHBI HE B ITOJTHON Mepe.

74% - 60%
(YIOBJICTBOPUTEIILHO)

Otanbl KOMIIETEHLIWH, NMPEeAyCMOTPEHHbIE 00pa30BaTeNbHOW NMPOrpaMMoi, He
chopmupoBanbl. HenoctaTouHbI YpOBEHb YCBOCHHUS MOHATUHHOIO amnmapara u
Hann4yre (pparMeHTapHBIX 3HaHUH Mo auciuiuiHe. OTCyTCTBHE MUHHMAIBHO
JIOTTyCTUMOTO YpPOBHSI B CaMOCTOSITEIbHOM pEIIEHWH MPAaKTHYECKUX 3ajaad.
[IpakTHueckue HaBBIKH NPOQeCcCHOHATLHON e TeIbHOCTH HEe CHOPMHUPOBAHBIL.

Mmenee 60%
(HEyIOBIETBOPUTEIHHO)

4.4. MeToanueckne MaTepuaJbl

[Iponienypa  oueHUBaHMsS  pe3yJbTaToB  OOyuY€HMs,  XapaKTEePU3YIOLIMX  ATaIlbl
(dbopMHUpOBaHUS KOMIIETEHIIMNA, OCYLIECTBISIIOTCS B COOTBETCTBUHM C [loNOXKeHHMEM O TeKyIeMm
KOHTPOJIE YCIIEBAEMOCTH U IpoMexyTouHOoU arrectanuu crygaeHToB B ®I'bOY BO PAHXul'C n
Pernamentom o OayuIbHO-PEHTHHTOBOW cucTeMe B BoirorpajackoM HMHCTUTYTE YNpPaBICHUS -

¢dunmmane PAHXul'C.

5. Meroanueckne yKazaHus JJIs1 00y4alOIIMXCs 10 OCBOCHUIO AU CIUTIIUHbI

PexoMeHnganuu mo INIAHUPOBAHUIO U OPraHu3allud BPpEMEHH, H606XOI[I/IMOFO Ha U3YyYCHUEC
AUCHHUIIINHbI

CTpyKTypa BpeMeHHU, He00X0AUMOI0 HA U3yYeHHe TUCIHUIIIHHbI

®dopma u3yueHus Bpewmsi, 3aTpaunBaemoe
JUCIUIIMHBI Ha M3y4YEHUE TUCLUILUIMHBI, %

N3yueHnue nuteparypsl, pPEKOMEHJOBAaHHOM B 40
yueOHOM IporpaMme
Pemenue 3anay, NpakTHYECKUX yIPAXKHEHUN U 40
CUTYalLlMOHHBIX IPUMEPOB
N3yueHne TeM, BHIHOCUMBIX Ha 20
CaMOCTOSITEJIbHOE PACCMOTPEHHE
Hroro 100

MeToanyeckue peKOMeHAAIMN M0 MOAT0TOBKE K NPAKTHYECKOMY
(ceMHHApPCKOMY) 3aHATHIO
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[IpakTrueckoe (CeMHUHApPCKOE) 3aHATHE — OJHA W3 OCHOBHBIX (OPM OpraHU3AINH
y4eOHOro Tpollecca, TMpeAcTaBlsiomas Cco00l KOMIEKTUBHOE OOCYXKIEHHE CTyJIeHTaMHU
TEOPETHUECKUX M MPAKTHUYECKUX BOMPOCOB, PEIICHHE MPAKTHUYECKUX 3a7ad IOJ PYKOBOJCTBOM
npenoaaBarens. OCHOBHOW IIENbIO MPAKTHYECKOTO (CEMUHAPCKOT0) 3aHATUS SIBISIETCS MPOBEPKA
TyOWHBI TOHUMAHUS CTYJICHTOM U3y4aeMOU TeMbl, yueOHOTO MaTepraia U YMEHHUS U3JI0KHUTh €ro
COJIEpKaHUE SICHBIM M YETKHUM S3bIKOM, Pa3BUTHE CAMOCTOSITENILHOTO MBIIUICHUSI U TBOPUYECKOM
aKTUBHOCTH Yy CTyJaeHTa. Ha mpakTuueckmx (CEMHWHApPCKHMX) 3aHATHSIX MPEANOoiaracTcs
paccMaTpuBaTh HaumOoJee BaKHBIE, CYIIECTBEHHBIC, CJIOXKHBIE BOMPOCHI KOTOpHIE, Hambolee
TPYIHO YCBaWBAIOTCS CTyAeHTamMHu. [IpM 3TOM TOTOBUTHCS K MPAKTHUYECKOMY (CEMHUHAPCKOMY)
3aHATHIO BCerJa HYXHO 3apaHee. [loAroToBka K MPakTUYECKOMY (CEMHUHAPCKOMY) 3aHSITHIO
BKJTFOYAET B ce0s cleayroIee:

° 00s13aTeNIbHOE O3HAKOMJICHHE C IUIAHOM 3aHATHS, B KOTOPOM COJIEP)KATCS OCHOBHBIC
BOTIPOCHI, BBIHOCUMBIC Ha O0CYKICHHE;

° M3y4YCHHUE KOHCIIEKTOB JICKIIUH, COOTBETCTBYIOIINX PA3/IeNOB YyueOHHUKA, Y4EOHOTO TOCOOMS,
COJICP’KaHUs PEKOMEHIOBAaHHBIX HOPMATHBHBIX ITPABOBBIX AKTOB;

° paboTa ¢ OCHOBHBIMHU TepPMUHAMH (PEKOMEH]IYETCS UX BBIYYHTB);

° U3yUYeHHE JOMOIHUTEIBHON JIUTEPATypPhl 110 TeME 3aHATHS, JeJasi IPH TOM HEOOXOIUMbIC
BBITIMCKH, KOTOPBIE MIOHAT00SATCS PU 00CYKICHUH Ha CEMUHAPE;

. (GopMyJIMpOBaHHE CBOETO MHEHHS 110 KaXJIOMY BOMPOCY W apryMEHTHPOBAHHOE €ro
000CHOBaHUE;

° 3aMuch BO3HUKIIUX BO BpEeMsl CaMOCTOSTENbHOW paboThl ¢ ydyeOHMKAMU M Hay4HOMH
JUTEPaATYPhI BOIIPOCOB, YTOOBI 3aT€M Ha CEMHHAPE TIOJYYUTh HA HUX OTBETHI,

° oOpaineHyre 3a KOHCYJIbTAIIMEH K MPETI0aBaTeIIIo.

[IpakTudeckue (CEMUHAPCKHE) 3aHATHUS BKIIOYAIOT B ce0s U CIISIUAIBHO MOATOTOBICHHBIC
pedepatsl, BRICTYIUICHHS TI0 KAaKOH-JIMOO0 CIIOKHOM MM 0CO00 aKTyaJIbHOU MTpo0JiemMe, peiieHre
3ama4. Ha mpakTrueckom (CeMHHApPCKOM) 3aHSITHU CTYJICHT MPOSIBISIET CBOE 3HAHUE MPEAMETA,
KOPPEKTUPYeT HH(OpMAITHIO, TTIOTYYEHHYIO B MTPOIIECCE JIEKIIMOHHBIX U BHEAYAUTOPHBIX 3aHSITHH,
(dhopMupyet onpeneneHHbI 00pa3 B Tia3ax MpernoaBares, MoJIy4aeT HaBbIKU YCTHOW pedn u
KYJIBTYpPBI JUCKYCCHUH, HABBIKU IIPAKTUYECKOI'0 PEIICHUS 3a1ay.

PeKOMeH)]alll/[l/l MO0 U3YYCHHUIO METOANICCKUX MATEPHAJIOB

MeTtoauueckue MaTepuabl 0 AUCUUILIMHE TO3BOJISIOT CTYACHTY ONTUMAaJIbHBIM 00pa3oM
OpraHM30BaTh IIPOLIECC M3YyYEHUs JaHHOW JAMCLMIIIMHBL MeTtoauueckue MaTepuaisl 110
JUCHUIUIMHE TPU3BaHbl MOMOYb CTYAEHTY IMOHATh CHEeUU(PUKY H3ydaeMoro marepuana, a B
KOHEYHOM UTOI'€ — MAaKCUMAJIbHO IIOJIHO ¥ KAYECTBEHHO €r0 OCBOUTH. B mepByro ouepenp CTyAEHT
JIOJKEH OCO3HATh Npe/IHa3HAuYe€HUEe METOAMUYECKUX MATE€PHUasoB: CTPYKTYpy, Ueau U 3aaauu. Jius
9TOr0 OH 3HAKOMMUTCS C MpeaMOyJIOH, OrVIaBJICHUEM METOMUYECKUX MaTepHasoB, TOBOPs HMHAUe,
OCYIIECTBJISIET MEPBUYHOE 3HAKOMCTBO C HHUM. B paszzgene, HOCBSIIEHHOM METOIUYECKUM
pEKOMEHAALUAM [0 M3YyYEHHUIO JUCLUIUIMHBL, IPUBOIATCA COBETHI IO IUIAHUPOBAHUIO U
OpraHM3ali  HEOOXOJAMMOTO I U3Y4YEeHHUS  JUCHUIUIMHBI ~ BPEMEHH,  OIMCaHHUE
HOCJIEI0BATENbHOCTU JACUCTBUM CTyeHTa («CLEHAPHHA M3yYeHUs TUCLMILIMHBD)), PEKOMEHIAluN
1o paboTe ¢ TUTEPaTypOl, COBETHI 1O MOATOTOBKE K IK3aAMEHY U Pa3bsICHEHUS 110 MTOBOLY pabOThI
C TECTOBOM CHCTEMOI Kypca M HaJ JOMalIHUMM 3aJaHUAMU. B LieJIOM JaHHBIE METOIUYECKHE
PEKOMEHIALMU CHOCOOHBI OOJETYUTh M3YyUYEHHE CTYACHTaMU AUCLMIUIMHBI U MOMOYb YCIEIIHO
clath 9K3aMeH. B pasgene, conepxaiieM y4uyeOHO-METOJMUYECKHE MaTepHalibl JUCLUIIINHBI,
CoJlep’KaHUEe TPAKTHUYECKUX 3aHATHH 1O JAUCUUIUIMHE, CJIOBaph OCHOBHBIX TEPMUHOB
JUCLUTUIAHBIL.

Pexomenaanum mo caMocTosiTeJIbHOM padoTe CTyICHTOB
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HeorbememMbIM 371€MEHTOM y4eOHOro Ipolecca SBISIETCS CaMOCTOsATeNbHas padboTa
cryaeHta. Ilpu camocrositenbHOll paboTe TOCTUraeTcsi KOHKPETHOE YCBOEHHE Y4eOHOro
MaTepHuaia, pa3BUBAIOTCS TEOPETUYECKHE CIOCOOHOCTH, CTOJNb BaXKHBIE U COBPEMEHHOMN
MOATOTOBKH CIEeNUaInucToB. POpMbI CaMOCTOSITETbHOW paboThl CTYAEHTOB IO AUCLMILIUHE:
HalMcaHUe KOHCIEKTOB, IMOJrOTOBKa OTBETOB K BOIIpPOCaM, HamucaHue pedeparoB, perieHue
3aja4, UcCle10BaTeNbcKas paboTa, BHIIIOJIHEHUE KOHTPOIBHOM padoThI.

3amaHus Ui CaMOCTOSTENbHOM paboThl BKIIOYAIOT B €e0sl KOMIUIEKC aHAIUTHYECKUX
3a/laHui BBIMIOJIHEHUE, KOTOPBIX, MpeArojaraeT TIATelIbHOe H3Y4YeHHE HaydyHOM U y4yeOHOI
JUTEpaTyphl, IEPUOANYECKUX U3/IaHUH, @ TAK)KE 3aKOHOJATEIbHBIX U HOPMATUBHBIX JOKYMEHTOB
mnpennaraeMbix B .64 «YueOHas  sureparypa M pecypchl  HH(OPMAalHMOHHO-
TEJIEKOMMYHHUKALMOHHON CETH «MHTEepHETY, yue0HO-METOJUUECKOE obecrieueHue
CaMOCTOSITENIbHOW paboThl O0OydYarOIMXCsl MO JAUCLUILIMHE». 3aJaHus INPENOCTaBISIOTCS Ha
IIPOBEPKY B I1I€YaTHOM BUJIE.

Pexomenaannu nmo padore ¢ aureparypoit

IIpu u3yueHun Kypca yueOHOH IMCHUIUIMHBI 0cO00O€ BHUMAHHE CIeIyeT OOpaTHTh Ha
PEKOMEHAYEMYIO0 OCHOBHYIO U JIOTIONIHUTEILHYIO JTUTEPATYPY.

BaxHBIM 37€MEHTOM HOATOTOBKU K CEMUHApY SIBIISETCS INIyOOKOe M3yuyeHHE OCHOBHOM M
I[OHOHHHTCHBHOﬁ JIUTCPATYPhI, peKOMeHI[OBaHHOI\/’I M0 TEMC 3aHATUA, a TAKIKC IIEPBOMCTOUYHHUKOB.
[Ipu 3TOM MOJIE3HO MPOYUTAHHYIO JIUTEPATYPy 3aKOHCIEKTUPOBaTh. KOHCIEKT OMKEH OTBEYaTh
TpEM TpC6OBaHI/I$IMI OLITH COACPIKATCIIBHBIM, II0 BO3MOXHOCTHU KpaTKUM MW IIPaBUJIBHO
0(OpPMIICHHBIM.

ConepkaTenbHBIM €T0 CIIEAYeT CYMTATh B TOM CIIydae, €Clid OH IepeaaeT BCE OCHOBHEIC
MBICJIM aBTOPOB B LIEIOCTHOM BHJIE. M3J10)KUTh TEKCT KPATKO — 3TO 3HAYUT MEpeaTh COAEpIKaHUEe
KHHUI'M, CTaTbH B 3HAYNTEIILHON MEpE CBOMMHU CJIOBAMMH. HpI/I OTOM CJIICAYCT NPUACPKUBATHCSA
IpaBUiIa - 3alUChIBATh MBICIb aBTOpa paOOThI JUILE IOCIE TOro, KaK OHA XOpoLIo MoHsATa. B
TaKOM CITydae TIOCTaBJICHHAs 1eNb OyeT HoCTUTHyTa. LluTHpoBaTh aBTOPOB M3y4aeMbIX padoT (¢
00s13aTeNIbHONM CCBIJIKOM Ha MCTOYHMK) CIEAyeT B TeX Clydasx, €CIM HaJa0 3alUChIBaTh OY€Hb
BaYXHOE OIpeIesIEHUE WU M0JI0KEeHUE, 0000IIatoINi BHIBOI.

BaxHo u BHemHee odopmieHHE KOHCHEeKTa. B ero Hauase Hago yka3aTb TeMy
ceMHUHapa, [JaTy HalMCaHWs, Ha3BaHUS JIUTEPATypHBIX MCTOYHUKOB, KOTOpbIE OyIyT
3aKOHCIEKTHpOBaHbl. [1yOoKkas camocrosiTenbHass paboTa HaJ HUMH OOECIEYUT YCHEIIHOe
YCBOCHHME U3Y4aeMOW TUCIUIIIINHBI.

OnHUM U3  BaXHEMIIUX CPEICTB  CEPbE3HOTO0  OBIAJAEHUS TEOpHeH  sBIsAETCA
KOHCHeKmupoeanue nepeoucmoyHuKos.

Jlnst cocTaBlieHUs: KOHCIIEKTa PEKOMEH/TyeTCsl CHavyalla MpoYnuTaTh paboTy LETUKOM, YTOOBI
YSICHUTB €€ OOIIMI CMBICI U cozepkanue. [Ipr 3ToM MOKHO caenaTb IIOMETKH O €€ CTPYKType, 00
OCHOBHBIX IMOJIOXKEHUSX, BBIBOAAX, HAIO CTapaTbCsl OTIMYATh B TEKCT€ OCHOBHOE OT
BTOPOCTCTICHHOT'O, BBIBOABI OT apr'yMCHTOB U JOKA3aTCJILCTB. Ecau ecth HEMMOHATHBIE CJIOBa, HAO0 B
SHUMKJIONEIUYECKOM CJIOBape HaTH, 4TO 3TO CJIOBO 00O3HadaeT. 3aKOHYMB uTeHue (maparpada,
TJIaBBI, CTAaTHM) HAJIO 33aTh ceOe BOIPOCHI TAaKOro poja: B uem rimaBHas Mpicib? KakoBbI OCHOBHBIE
3BEHbs Jl0Ka3aTenbcTBa ee? UTo BhITEKaeT U3 yTBepkAeHuil aBropa? Kak 3T0 coriacyercs ¢ Tem,
YTO YK€ 3HAaeTe O MPOYUTAHHOM U3 IPYTHMX UCTOUHUKOB?

SICHOCTb M OTYETJIMBOCTH BOCIIPUATHS TEKCTA 3aBUCUT OT MHOT'OI'0: OT COCPEI0TOUEHHOCTH
CTyACHTA, OT TCXHUKU YTCHHA, OT HaCTOI\/'ILII/IBOCTI/I, OT SAPKOCTH B006pa)KCHI/IH, OT TCXHHKHU
(uKCUpOBaHMS TPOYMTAHHOIO, HAKOHEI, OT J3pyJUIUH — OoOmedl U B KOHKPETHO
paccMaTtpuBaeMoii mpobieme.

Pe3ynbraToM nepBOHAYaNbHOTO YTEHUS JOJDKEH OBITh NMPOCTON mian mexkcma u 4emkoe
npeocmaeneHue O HeACHbIX Mecmax, OTMEUEHHbIX B KHure. Ilocie mpeaBapuUTEIHLHOTO
O3HAKOMJICHUS, NPHU MOBTOPHOM UTEHHH CIENYET GblOenumsd OCHOBHblE MbICIU asmopa N HUX
PasBUTHUC B IPOU3BCIACHHU, O6paTI/ITL BHMMaHHE Ha OOOCHOBaHUE OTACJIBbHBIX HOHO)KGHHﬁ, Ha

25



MeToAbl M (QOpMBI JIOKa3aTesIbCTBA, Hamboiee spKue Mnpumepsl. B xome 310l paboThb
OKOHYATEJIbHO OTOMpaeTcss MaTepuai JJs 3alluCu U OIpeJesseTcs] €€ BHUJ: NIaH, Me3Uchl,
KOHCNeKm.

[Inan 3TO KpaTKWi, IOCIIENIOBATEIbHBI NEPEUYEHb OCHOBHBIX MBICIEH aBTOpa. 3aIHCh
IIPOYUTAHHOTO B BHUJIE TE€3HCOB — ATO BBIABIECHUE M 3aIlMCh ONOPHBIX MbICIEHN Tekcra. PasHuma
MEeX1y IJIaHOM M Te3UCaMH 3aKJII0YaeTcsi B CIEAYIOIIEM: B IJIaHE MBICIh Ha3bIBaeTCs (CTaBb
BCErJa BOIIPOC: O YeM TOBOpUTCS?), B Te3ucax — (opMyaHpyercss — (4T0 MMEHHO 00 3TOM
roBopurcs?). 3amuch OMNOPHBIX MbICIEH TEKCTa BakKHA, HO TMIOJHOTO MPEACTAaBICHUS O
INPOYUTAHHOM Ha OCHOBAaHUM IMOJOOHOW 3amMCH HE COCTaBUIb. BakHO OCMBICIUTH, KaKk aBTOP
JIOKa3bIBa€T CBOIO MbIC/Ib, KaK yOeXJaeT B HCTHUHHOCTH CBOMX BBIBOJOB. Tak BO3HHKaeT
KOHCHIEKT. Dopma 3amucu, Kak Mbl YK€ OTMETHIIM, YCIIOKHSAETCS B 3aBHUCHUMOCTH OT LENei
paboTHI: TIJIaH — O YeM?; TE3UCHI — 0 YeM? YTO UMEHHO?; KOHCTIEKT — O YeM? 4TO UMEHHO? Kak?

KoHcnekr — 3T0 KpaTkoe IOCIeAO0BaTENbHOE W3JI0KEHHE coiepkaHusa. OCHOBY €ro
COCTaBJIsieT IUIaH, TE3UChl M BBIMMCKU. HexocTaTku KOHCIEKTUPOBAHMS: MHOTOCIIOBHE,
LIUTUPOBAHUE HE OCHOBHBIX, & CBA3YIOIIMX MBICIEH, CTPEMJIEHHE COXPAHUTh CTHIINCTUYECKYIO
CBS3aHHOCTh TEKCTa B yIiepO ero jiorudeckoil ctpoitHoctu. [IpucTynaTe K KOHCHEKTHPOBAHUIO
HEOOXOJMMO TOI/Ia, KOT/Ia CJIOKWIMCh HaBBIKM COCTaBJICHUS 3alMCH B BUJAE Pa3BEPHYTOTO
OJIpOOHOrO IJIaHa.

dopma 3anKMcu NpU KOHCHEKTHPOBAHUU TpeOyeT 0co0Oro BHUMAHHUSA: Ba)KHO, YTOOBI
COOCTBEHHBIE YTBEP)KJICHUS, Pa3MBILUICHUS HaJl MPOYUTAHHBIM, YETKO OTICIISUIUCH MPH 3aIlUCH.
Pa3symMHee BBIHOCHTH CBOM NOMETKHM Ha IIMPOKHUE IIOJS, 3alIMChIBATh HA HUX JOIOJIHUTEJIbHbBIE
CIPaBOYHbIE JaHHbIE, TIOMOTAIOIINE YCBOCHUIO TEKCTa (JaTa COOBITUS, YIOMSHYTOIO aBTOPAMHU;
CBEJICHMSI O JIMIIE, HA3BAHHOM B KHUI€; TOYHOE COJEpKaHUE TepMMHA). EciM KOHCHEKTHUpYyETCs
TEKCT BHYIIUTEIBHOIO 00beMa, HEOOXOAUMO YKa3blBaTh CTPAHMIIbI KHUTH, KOTOPHIE OXBAaThIBAET
Ta WJIN UHAsl 4aCTh KOHCIIEKTA.

Jlis ynobcTtBa MOJB30BaHUS CBOMMM 3allUCAMU BaXHO O3arjaBUTh KpPYIHBIE 4YacTu
KOHCIIEKTa, IOMYEpKHUBAs 3a207106Ku. CrelyeT IOMHUTb O HA3HAYEHUM KpPacHOW CTPOKH,
CTPEMUTBHCSA K 4YeTKOH rpaduke 3amuceil — ycTynamu, KoJOHKamMu. M3marath Tj1aBHbIE MBICIU
aBTOpa M HX CHUCTEeMy apryMEHTOB  HEOOXOJIUMO NPEUMYIIECTBEHHO CBOUMMH CJIOBaMH,
nepepadaTeiBasi TakuM 00pa3oM HHGOPMAIHNIO,— TaK MPOXOIUT YSICHEHHE €€ CyTH. MBICTb,
(bpasbl, MOHATHIE B KOHTEKCTE, MOTYT IpHoOpecTu Ooiee MpocTpaHHOE HU3JI0KeHHe B 3anucu. Ho
TEKCT OpHUIMHAJla CBEPTHIBAECTCA, U CTYAEHT, OTpadaTbiBas JIOTUYECKOE MBIIUIEHUE, YUYUTCS
BBIJICJIATH TJIaBHOE U 0000IIaTh OJTHOTUIIHBIE CYXKIEHUs, OAHOpoIHbIe (hakThl. Kpome Toro, nenas
3aMMcy CBOMMHM CJIOBaMH, 0000111asi, CTYJEHT YUUTCS MUCbMEHHON peyHu.

3HaHue oOIIel CTpaTeruu YTeHUs, TEXHUKHU COCTaBJIEHUE IUIaHA M TE3UCOB OIpeeNsieT U
TEXHOJIOTHIO KOHCTIEKTUPOBAHMUS:

o BHUMATEJIBHO YNTATh TEKCT, MOIMYyTHO OTMeUasi HETIOHSTHBIE MECTa, HE3HAKOMBIE TEPMUHBI U
NOHATHS. Botnucame na nona 3HaueHre OTMEUEHHBIX TOHATUH.

o Opd TEepBOM YTEHUM TEKCTa HEOOXOAMMO COCTaBUTb €r0  HpPOCHMONl  naaH,
HIOCJICIOBATENIBHBIN ITepEeYeHb OCHOBHBIX MBICIICH aBTOPA.

J Opd TOBTOPHOM UTEHHH TEKCTAa BBIACHATH CUCHIEMY OOKA3ameabCme OCHOBHBIX
MOJIOXKEHUH pabOTHI aBTOPA.

o 3aKJIFOYUTEIBHBIN 3Tal pabOThl C TEKCTOM COCTOUT B OCMBICTICHUH PaHEe OTMEUYEHHBIX MECT
¥ UX KPaTKOM MOCJIEA0BATEIbHON 3aIHCH.

o IpU KOHCTIEKTHPOBAHUH HYKHO CTPEMHTBCS 8bIPA3UML MbIC/Ib A6MOPA CBOUMU C/106AMU,
3TO MOMOTaeT Oosiee rTyOO0KOMY YCBOCHHIO TEKCTA.

. B paMKax pabOTBl HaJl MEPBOMCTOYHUKOM Ba)KEH YMENBId oméop wyumam. HeoOXxommmo

YUYUTHIBaTh, HACKOJBKO SPKO, OPUTHHAIBHO, CXATO U3J0KEeHAa MbICHb. LluTHpoBath
HEOOXOJAMMO T€ CYXXJEHHs, Ha KOTOpbIE BIIOCIEJACTBUM BO3MOXKHA CChIIKA Kak Ha
ABTOPUTETHOE M3JIOKEHUE MHEHUS, BEIBOJA 110 TOMY WJIK HHOMY BOIIPOCY.
KoHcrnektupoBath 1enecooOpa3Ho HE Ha OTJIEIBHOM JIUCTE, a B OOIIEH TeTpaaud Ha OJHOMN
cTpanune Jmcta. OOOpoTHAs CTOpPOHA JIMICTa MOXKET OBITh HCIOJB30BaHA ISl JOTOJHEHUH,
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HEOOXOAMMOCTh KOTOPBIX BBIACHUTCS B JajbHeIIeM. I[IpM KOHCHEKTHPOBAaHWU JUTEPATYPbI
CIIe/lyeT OCTaBUTh IIMPOKUE TOJIsI, YTOOBI 3alMcaTh Ha HUX IUIAH KOHCIEKTa. [lonst MOryT OBITh
UCTIONIb30BaHBl TAKKe JJIS 3alMCH CBOMX 3aMEYaHWH, TOMOJHEHUH, BonpocoB. [Ipu BeICTymIIeHUN
Ha CEeMHHape CTYJEHT MOXKET TIONb30BaThCsl CBOMM  KOHCIEKTOM ISl IIUTUPOBAHUS
NepBOMCTOYHUKA. Bce oOydaromumecss BHUMATEIbHO CIYIIAIOT BBICTYIUICHUS OJHOTPYIITHHUKOB,
OTMEUAIOT CIIOPHBIE WM OIMOOYHBIEC TTOJIOKEHHSI B HHUX, BHOCAT IOIPABKH, MPEACTABISIOT CBOU
peleHust 1 000CHOBaHMS 00CYKJaeMBIX MTPOOIEM.

B koHIe cemuHapa, Kor/ia mpernoaBareib MOIBOIUT UTOTH 3aHATHUS, CTYJCHTHI C YIETOM
pEeKOMEeHAALUH MperoiaBaTelNsi U BHICTYIUIEHUH COKYPCHUKOB JOMOJHSIOT WM UCIPABIISIOT CBOU
KOHCTICKTEI.

PexoMeHganuu mo moaroToBKe K l'lpOMe)KyTO'lHOﬁ aTrrecTalnmumn

K cnmade 3adera mO AWMCHUIUTMHE JAOMYCKAIOTCS CTYIEHTHI, NMOJYYHBINNE HE MEHbIIe 60
OamoB mpW Tekymiedl arrectanmuu. [Ipy TOArOTOBKE K 3a4eTy CTYJIEHT BHUMATEIbHO
MIPOCMATPHUBAET BOTIPOCHI, MPEIYCMOTPEHHBIC B paboUeil mporpamMme, 1 MpoI0JHKAeT 3HAKOMUTHCS
C PEeKOMEHJOBaHHOM JuTeparypoil. OCHOBOW AJsl CAauu 3ayeTa CTYACHTOM SBIIAETCS M3Yy4YEeHHUE
KOHCIIEKTOB 0030PHBIX JICKIIUH, TPOCITYIIAaHHBIX B TEYEHUE ceMecTpa, HHPOPMAIIUH MTOTydYeHHON
B pe3yJibTaTe CaMOCTOSITENFHOW PabOThl M TMONYyYEHUE MPAKTUYECKUX HABBIKOB MPH PEIICHUU
3aJa4 B TCUCHHE CEMECTPA.

dyHaamMeHT M000ro y4yeOHOro Kypca 3aKkjialbIBacTcsl Ha JIEKIIMOHHBIX U MPAaKTHYECKUX
3aHATHUAX, @ TAKXKE TPU MOATOTOBKE K HUM. HeoOxoammo BbIpabOTaTh cephe3HOE OTHOIICHHE K
KOHCIIEKTY JIEKIIUH, KOTOPBIH TOJDKEH B MOJHOM 00bEME OTpakaTh COJEpKaHHe JIEKUUH. 3anucu
JIOJDKHBI OBITH aKKypaTHBIMHU. JKenaTtenbHO 0c0o00 BBIACITUTH BCE ONPEACICHHS W KIIOYCBBIC
MOMEHTHI JieKIuu. Ocobo cienyeT OTMETUTh, YTO, HECMOTPS Ha MPAKTUYECKYIO HANPaBIEHHOCTb
CEeMHHAapOB W BBHINOJIHEHHWE BCEX 3aJaHM HA KOMIBIOTEpE, CTyIEHTaM HE0O0XOIHMO
CaMOCTOSITENIbHO 3aMUCBIBATh KIIFOUEBbIE MOMEHTHI 3a/laHUil B KOHCIEKT, JOMOJHsS JeKiuu. B
ClIy4yae HEJOMOHMMAHMs HEKOTOPBIX MOMEHTOB HEO0XOAUMO 00s3aTeNBbHO 00pamarbes K
IpenoaBaTesto 3a KOHCYJIbTallueH.

Jns  Oojee  yCHmemrHOTO  OCBOEHHs ~ Marepuajga  HEOO0XOJWMO  HCTOJb30BaTh
JOTIOIHUTENBHYI0 JUTEpaTypy. YUYEOHHK HYXKHO HE NPOCTO YHTaTh, a H3ydaTh; OCHOBOM
3aIIOMHHAHUS SBJSIETCS TOJIBKO MMOHMMaHUe MPOYNTaHHOTO. HeoOxommumo BeIpaboTaTh MPUBBIUKY
CUCTEeMAaTUYECKON CaMOCTOSTENIbHON pPa0OTHI, «HATACKMBAHME» K JK3aMEHy WM 3a4eTy JaeT
cJ1a0blil ¥ TOBEPXHOCTHBIN pe3yJIbTaT.

Jlnia ycnenrHoi caayu 3a4era CTYAeHT JOJDKEH 3HATh M MOHUMATh JOCTATOYHO COJIMIHBIN
o0beM Marepuaia. He oTkianpiBaiiTe Mpoliecc 3aydyuBaHHs Ha MOCJIETHHUE JHU TEpell 3aU4eTOM.
[ToarotroBka qoMKHa BECTUCH C TIEPBBIX JIEKIUH.

6. YueOHas1 iuTepaTypa U pecypcbl HHPOPMALMOHHO-TEJIeKOMMYHUKAIIMOHHOH CeTH
"HHTepHeT", BKJIKWYAA  NepedYeHb  Y4eOHO-METOAMYECKOro  olecmedYeHUsl s
CaMOCTOSITe/IbHOI PadoThl 00y4aIOIIMXCH MO IMCUMILIHHE

6.1. OcHoBHas JuTEpaTypa.

1. OcHOBBI HHPOPMAITMOHHOH 0€301TaCHOCTH XO3SIMICTBCHHOH JIeITeIbHOCTH:
yuebHoe mocobue / W.II. Muxues; BO ®I'BOY BIIO «Poccuiickas akagemMusi HapOJAHOTO
XO035MCTBA W TOCYIapCTBEHHOM ciykOb». — Bonrorpax: HW3p-so B® ®I'BOY BIIO
PAHXuI'C, 2013. — 144 c.

2. IInatonoB B. B. IIporpammHo-anmapaTHble CpeacTBa  3aIUATHI
unpopmanuu: yueonuk. / M.: U3n. uentp "Axkanemus". 2014.

3. Mamiok, A.A. Beagenne B nHGOPMAIMOHHYIO 0€30MACHOCTh: yueOHOe
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rnocooue. lNopsuas nmuHug-Tenexkom.2011. Pexum JIOCTyIa:
http://www.iprbookshop.ru/11979.- 9bC «IPRbooks»

6.2. lonoJiHMTEILHAS JIMTEPATYpa.

1. Kyznenop M.H. busnec-6e3omacHOCTs [DnEeKTpOHHBINH pecypc|: ydebHOe mocobue. M.:

Hamkos u K. 2012. Pexxum noctyna: http://www.iprbookshop.ru/10906.— 35C «IPRbooks»

OBC Jlans http:/lib.ranepa.ru/base/abs-izdatelstva--lan-.html#

3BC IPRbooks http://lib.ranepa.ru/base/abs-iprbooks.html

AnekrponHoe u3gatenbetBo «FIOPAUTY http://www.biblio-online.ru

Jloktpuna nadopmarmonHoi 6e3onacaoctu PO (ytB. [Ipesunentom PO 09.09.2000).

3akon P® “O rocynapcrBennoit taitne” Ne 5485-1 ot 21.07.1993 1.

3akoH P® “O06 nnpopmanmu, nHGOPMALMOHHBIX TEXHOJIOTUAX U O 3amuTe nHpopmanun” Ne

149-®3 ot 27.07.2006

3akoH PO “O kommepueckoit TaitHe” Ne 98-D3 ot 29.07.2004 r.

bk V. UaTepHeT: mpoTokoisl 6e3onacHocTu: Yueonsiit kypc. CII6.: [Tutep-npecc, 2012.

10. 3uma B.M., Momgossa A.A., Momngosa H.A. be3omacHOCTh TJIOOAIBHBIX CETEBBIX
texuosoruit. CI16: BXB-Ilerepoypr, 2014.

11. KomnbroTepHast mpecTynHocTh U MH(popManmoHHas Oe3omacHocTh /Ilox obmy. pen. A. IL
Jleonosa. Mu.: APUJI, 2014.

12. Monnosn A.A., Mongossa H.A., CoseroB b.f. Kpuntorpadus. CII6.: M3ngatenscTBO
«Jlamey, 2013.

NowunhsEWwLDd

o x

6.3. YueOHO-MeTOqUYECKOE 0OOecTieyeHHe CAaMOCTOATEILHOH padoThI.

CamocTosiTenbHast paboTa sBJISIETCS HEOTbEMJIEMBIM 3J€MEHTOM ydeOHoro mporecca. [Ipu
CaMOCTOSTENIbHON paboTe JOCTUTAEeTCsl KOHKPETHOE YCBOCHHE Y4eOHOro MaTepuasia, pa3BUBalOTCs
TEOPETUYECKHE CIIOCOOHOCTH, CTOJb BaXKHBIC Ui COBPEMEHHOW ITOATOTOBKH CIICIIUAUCTOB.
@opMbl  CaMOCTOSITENILHOW pabOThl CTYACHTOB 1O JIUCHMIUIMHE: HAIHCAHUE KOHCIIEKTOB,
IOATOTOBKA OTBETOB K BOIpOCaM, HamucaHue pedeparos, pelmieHHe 3a/1ad, MCCIIEA0BATEIbCKAs
paboTa, BHIIOJHEHNE KOHTPOJIBHOM padoThI.

CamocTrosiTenbHasi paboTa CTYIEHTOB 10 JAucUHUIUIMHE «OCHOBBI HMH(POPMAIMOHHOMN
0€30MaCHOCTH XO3AUCTBEHHOH J1eATEIbHOCTH BKIIIOYAET CIEAYIOIINE BUIbI padoT:

6.3.1. CamocTosiTesibHASA padoTa 1O M3YYECHUIO TeM AU CHUTITHHBI

3amaHus AN CaMOCTOSITENbHOM padoThl BKIIOYAIOT B Ce0S KOMIUIEKC aHATUTHYECKHX
3a)1aH1/1171 N 3JICKTPOHHBIX TECTOB BBIMMOJIHCHUC, KOTOPLIX, MPEAIIOIaracT THIATCIIbHOC H3YUCHUC
Hay4HOH M y4eOHOH JuTepaTypbl, NMEPUOAMYECKUX H3JaHMH, a TakKe 3aKOHOAATENbHBIX U
HOPMATHUBHBIX JIOKyMEHTOB IpeajiaraeMpiX B 1.9 «YueOHO-MeToauuecKoe W WH(POPMAIMOHHOE
o0ecreyeHne AUCHUILTUHB. 3aaHus IPEAOCTABIAIOTCS Ha MPOBEPKY B AJIEKTPOHHOM BHJIE WU
Ha OyMa>KHOM HOCHUTEIIE.

6.4. HopmaTuBHbBIE NPABOBbIE TOKYMEHTHI.
1. 3akoH P® «O rocynapcrsennoi taitne» Ne 5485-1 ot 21.07.1993 r.
3akoH P® «O6 undopmanyu, THPOPMALMOHHBIX TEXHOJIOTHUAX U O 3aLIUTE

nHpopmanum» Ne 149-®3 ot 27.07.2006
3. 3akoH P® «O xommepueckoii TaiiHe» Ne 98-D3 ot 29.07.2004 r.
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6.5. UnTepHeT-pecypchbl, CIPAaBOYHBbIE CHCTEMBI.

1. http://base.garant.ru/ - cnpaBoyHO-IOUCKOBas cuctema «I apanT»
2. http://www.consultant.ru/ - cpaBouHo-niorickoBasi cucrema «Koncynpraat [Lmrocy

7. MaTepuaabHo-TexHHYecKas 0a3a, MHPOPMALMOHHbIE TEXHOJIOTHH, IPOrPAMMHOE
o0ecreyeHue 1 UHGOPMAMOHHbIE CIIPABOYHbIE CHCTEMbI

MartepuanbHO-TeXHUYECKOe oOecredyeHne IUCHUIUIMHBL «OCHOBBI MH(MOPMaLMOHHON
0€30MacCHOCTH X035 HCTBEHHON JAESITETFHOCTIY BKJIIOYAET B CEOs:

- JIGKIIUOHHBIE ayJUTOPHH, 00OpYIOBaHHBIE BHICOMPOCKIIMOHHBIM 00OPYAOBAHUEM JUIS
Npe3eHTAINH, CPEICTBAMH 3BYKOBOCIIPOU3BEICHHSI, IKPAHOM;

- TIOMEUIeHUsI IJIsl IPOBECHUSI CEMUHAPCKUX U MPAKTUUYECKUX 3aHSATUN, 000pYJOBaHHBIE
yueOHOil MebenbIo.

JlucuuninuHa MOAJep)KaHa COOTBETCTBYIOIIMMH  JIMIEH3UOHHBIMU  MPOTPaMMHBIMU
npoaykramu: Microsoft Windows 7 Prof, Microsoft Office 2010, Kaspersky 8.2, CIIC I'apanr,
CIIC KoHcynbTaHT.

[IporpammHbIe cpeacTBa oOecrieueHus yueOHOro mporecca BKIOYAloT:

- mporpaMMbl Tipe3eHTanmoHHou rpaduku (MS PowerPoint — ajis moAroToBku cinaiioB u
MPE3EeHTALINI );

- rekcToBbie pegakTopsl (MS WORD), MS ECXEL — ajis tabiui, nuarpamm.

- kpunirocucreMy PGP;

- IPOTPaMMBbI-apXUBATOPbI;

- aHTUBUPYCHBIE IPOTPAMMBEI;

- rpaduueckue pelakTophbl;

- 0a3a JaHHBIX;

- IporpamMma JIEKTPOHHOTO TECTUPOBAHHSL.

By3 o6ecnieunBaeT kaxaoro odydaromierocs pabo4mmM MECTOM B KOMIIBIOTEPHOM KJlacce B
COOTBETCTBUU C 00bEMOM H3yYaeMBbIX JUCHUIUINH, 00eCleYnBaeT BHIXO B ceTh VIHTEpHeT.

[Tomemenust s caMOCTOSITENPHOM PAOOTHI OOYYArOMIMXCSI BKJIIOYAOT CIEAYIONIYIO
OCHAIIIEHHOCTb: CTOJIbI ayAUTOPHBIE, CTYJIbs, IOCKUA ayIUTOPHbIE, KOMIBIOTEPHI C MOAKIIOYEHUEM
K JIOKQJTbHOM CETH MHCTUTYTA (BKJIFOYAs TIPaBOBBIC CUCTEMBI) U IHTEpHET.

Jiis u3yueHus: yueOHON JUCIMILTUHBI UCTIONIB3YIOTCS aBTOMAaTU3UPOBAaHHAS OUOIMOTeUHAs
nHpOpMAIMOHHAST CHUCTEMAa M DJICKTPOHHBIE OWOIMOTEYHBIE CHUCTEMBI: «YHHUBEPCHUTETCKAs
oubmmoreka ONLINE», «OnekrponHo-oubnuoreunas cucrema wu3garensctBa JIAHbDby,
«INEeKTPOHHO-OMOIMOTeYHasT cucTteMa wuzaarenberBa «lOpaitty, «3neKTpoHHO-OMOIMOTEeYHAs
cucrema IPRbooks», «Hayunas snexkrponnas 6udianorexa eLIBRARY» u ap.

ObecnieunBaeTcsi BO3MOKHOCTh OECHPENATCTBEHHOTO J0CTyIa 00y4alouXcsi HHBAJIUIOB B
ayJIMTOPUU, TyalleTHBIE W JpPyrue TOMENICHHs, a TaKKe WX TMpeObIBaHUS B YKa3aHHBIX
MOMENICHUAX (HAIMYMe MaHIyCOB, MOPYYHEH, PACIIMPEHHBIX IBEPHBIX MPOEMOB, JTU(TOB, MpPHU
OTCYTCTBHUH JU(PTOB ayJUTOPHsI pacIoiaracTcsi Ha MEPBOM ITaXe, HAIMYUE CHEIHATbHBIX Kpecem
U APYTUX MPUCTIOCOOSIECHUIN).

Y4eOHbIe ayAUTOPUN IJI1 BCEX BUAOB KOHTAKTHOM M CAaMOCTOSITENIbHOM pabOThI, HAyuHAas
OMOIMOTEKa W MHBIC TOMEIICHUS i OOy4YeHHS OCHAIEHBI CICIHAIBHBIM 000pYIOBaHUEM U
y4eOHbIMH MECTaMH C TEXHHUYECKHMMH CpEACTBaMU OOy4YeHHsS [UIsl OOyd4aroluxcs ¢
OTPAaHUYCHHBIMH BO3MOXXHOCTSMH 370POBbS W OOYYArONIMXCS WHBAIHAOB C Pa3HBIMU BUIAMU
OTpaHUYECHUI 3J0POBbSL:
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- C HApYLICHUSAMU 3PEHUS:

[Ipunrep bpaiins braille embosser everest-dv4

OnexTpoHHBIN pyuHO Buaeoyseneuntens CAHD /I

- C HApYULICHUSAMH CiIyXa:

cpeactBa 6ecripoBogHOM nepenaun 3Byka (FM-cucremsl);

aKyCTHMUYECKUN YCUIIUTEINb U KOJIOHKU;

Tudnodenmieepsl, pagioKIacchl.

- C HApYUIEHUSIMH OIIOPHO-JIBUTATEILHOTO arapara:

NEepEeABIKHBIC, DPEryJIMpyeMble 3PrOHOMHMYECKHE MapThl C HCTOYHUKOM THUTaHMUS JUIS
WH/IMBUyaTbHBIX TEXHUUECKUX CPEJICTB;

KOMITbIOTEPHAsI TEXHUKA CO CIIELUAIBHBIM TPOrPaMMHBIM 00eCIieueHHEM;

albTepHAaTUBHbBIE YCTPONUCTBA BBOAA HH(OPMALINY;

JPYTUX TEXHUYECKUX CPEJICTB MpUeMa-nepenayd yueOHON HH(OpMAIuM B JOCTYITHBIX
(hopMax J171s CTYZ€HTOB C HapyIIEHUSIMU OTIOPHO-/ABUTaTEIbHOIO anmapara.

Joctyn kK uH(pOpManuoHHBIM U OubIHOorpaduueckum pecypcam B ceTd MHTepHET 1uis
KaXJ0ro oOydarollerocss MHBAJIWJA WM OOYYaroIlerocs C OTrpaHMYEHHBIMH BO3MOXKHOCTSIMHU
30pOBbsl 00ECIIEUEH MPENOCTaBICHUEM €My HE MEHEE 4eM OJHOro y4eOHOro, METOIUYECKOIro
NEYaTHOTO W/WIM DBJIEKTPOHHOTO MW3/aHMA MO aJanTallMOHHOM JAMCHMIUIMHE (BKJIIOYast
JIEKTPOHHBIE 0a3bl MEPUOTUYECKUX MU3JIaHMi), B (hopMax, aJalTUPOBAHHBIX K OTPAHUYEHUSAM HX
3II0POBBSI U BOCTIPHATHS HHPOPMAITUH:

Jlnist 00yvaromuxcs ¢ HapyLUIeHUsIMU 3PEHUS:

2. B IEYaTHOHN (opMe YBETUUYEHHBIM LIPUPTOM;
3. B GopMe IEKTPOHHOIO JOKYMEHTA;
4. B dopme ayauodaiina;
5. B mevartHoii ¢popme mpudrom bpaiins.

Jist 00y9aromuxcst ¢ HapyIICHUSIMH CITyXa:
4. B meuyaTHOH Qopme;
5. B opMe 3IEKTPOHHOTO TOKYMEHTA;

6. B Qopme ayauodaiina.

Jliis 00y4aromuxcsi ¢ HapyLEHUSIMU OIIOPHO-IBUTaTEJILHOTO arapara:

B [IEYaTHOH (opme;

B (hopMe FIEKTPOHHOTO JOKYMEHTA;

B (hopme aynuodaiina.

Copep:xaHue aJanTallMOHHOW JMCUUIUIMHBI pa3MelleHO Ha caidTe UH(POPMaIMOHHO-
KOMMYHHKaIMoHHOM cetu MHTepHet: Cebuika: http://vlgr.ranepa.ru/sveden/education/ ...

Nupopmanvonnsle cpeactBa oOyueHUs, aJaNTHPOBaHHbIE K OTPAaHUUYEHUSM 3]I0POBBS
o0ydaromuxcs:

AJIEKTPOHHBIE YYEOHUKH, y4eOHbIE (QHIBMBI MO TEMAaTHUKE JWCIUIUIMHBI, MPE3CHTALNH,
UHTEpAKTHBHbIE Y4YeOHblE W HarJSIIHbIE MOCOOMs, TEXHUYECKUE CpPEACTBA IPEIbsIBICHUSI
uHPOpMaIUu (MyJIbTUMEIUIHBIN KOMIUIEKC) U KOHTPOJISI 3HAHUN (T€CTOBBIE CHCTEMBI).

OBbC «Aiibyke», HMHpopmannoHHo-ipaBoBble 6a3bl naHHbIX («KoHcynbrant Ilmrocy,
«l"apanT»).

MynpTUMEIUNHBINA KOMIUIEKC B JICKUIMOHHOW ayIUTOPHUHU.

—

halll N
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e A

11.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.
24.
25.
26.
27.
28.
29.
30.
31.
32.
33.
34.
35.
36.
37.
38.

IHIPHJIOKEHUE 1

DoH/IbI OLIEHOYHBIX CPEICTB
NMPOMEKYTOYHOM aTTecTAlluN
nmo aucuunnue 51.B.11B.09.02 «OcHOBbI HH(OPMAITMOHHOI 0€30MIACHOCTH
X031 CTBEHHOM 1eATEeJbHOCTH

Bomnpocsl Kk 3a4eTy mo IMCUMILINHE
«OcHOBBI HH(POPMALMOHHOM 0€30MACHOCTH X0351liCTBEHHOI 1eATEIbHOCTH

[TonsaTue 3amuTs HHPOPMAITUN U UHPOPMALMOHHON OE30MACHOCTH.
OcHOBHbIE COCTaBIISIONINE UHDOPMALIMOHHON OE30MTaCHOCTH.
3aKoHOATENIbHBIN YPOBEHb HH(OPMAIIMOHHON 0€301acHOCTH.
KomnbrorepHble mpecTyieHusl.

[TonsaTne ataku Ha HHPOPMALMOHHYIO CUCTEMY .

Knaccudukanus atax.

Bupl IpOTUBHUKOB MM “HapyIIuTeNneil”, ux Kiaccuukaus.

Kanane! yreuku nndopmanuu.

ITonsiTue yrpo3sl.

HcTounuku yrpo3 U ux kiaccuukarms.

Mogens yrpos.

AHanM3 BO3MOXKHBIX CIIOCOOOB HapyIieHUH HHHOPMAITMOHHONW CHCTEMBI.
[TonuTrka 6€30MaCHOCTH U €€ peaTr3alus.

OcHOBHbIE MOHATHUS KPUITOTpaduu.

JIBa OCHOBHBIX HalpaBJICHUS B COBPEMEHHOW KPUITOTpaduu.

Knaccuueckue kpunrocucteMsl U ux knaccuduxanus. [Ipumepsr.
Kpunroananan3 MHOTroan(paBUTHBIX CHCTEM.

Kpunrocucrema: “OnHopa3oBslii OJ0KHOT .

Crannaptsl mM(ppPOBAHUS TaHHBIX.

Cucremsl mudpoBaHus, He TpeOyIONTHE TIEPeIaun KIItoua.

Kpunrorpadus ¢ OTKpPBITHIM KIIOUOM.

DJeKTpOHHAs MOJNUCH U MPUHIIMUIIBI €€ TPUMEHEHHUS.

PykoBogsamue nokymentsl I ocrexkomuccuu Poccun.

Nuctpyknus CTP-K. Pekomenmanuu mo 3amure KOHPUACHIHAIBHONW HH(pOpMAITUH.
Pa3pemmurenpHas cucrema J0IycKa.

MesxceTeBble IKpaHBbI.

Texnonorus VPN-cerei.

Yrpo3sl nHDOpMaImoHHOM Oe30macHoCTH TpH padoTe ¢ HTEepHeT.
ApXHUTEKTypa TUIIOBOW CUCTEMBI 3aLIUTHI OT HECAHKLIMOHUPOBAHHOIO JOCTYIIA.
Unentudukanus u ayrentudukamnus. [lapoasHas ayTeHTHDUKAIHS.
IToncucrema ynpasneHus JOCTynoM. Marpuna 10CcTyIa ¥ CIIUCKY JOCTyIa.
[IporpammHo-anmaparHbie cpeacTBa 3auuThl nHGpopManuu ot HC/I.
YcrpolicTBa BBOJa UACHTU(DUKAITMOHHBIX TPU3HAKOB.

KomrmiekcHsIit moaxo/ Kk obecrnedeHno nHGOPMAITMOHHONW 0€301TaCHOCTH OpraHU3aIliH.
[lepcneKTHBBI pa3BUTHUS TEXHOJIOTUN oOecriedeHns: HHPOPMALMOHHONW 6e30MMacHOCTH.

3aganus AJ151 CAaMOCTOATENbLHOM padoThI:

Tewma 1. 3ammura 0pHCHBIX TOKYMEHTOB.
PaccmarpuBaemble BOIIPOCHI:
3amuTa 1okyMeHToB Microsoft Word oT HecaHKIIMOHMPOBAHHOTO JOCTYTIA.
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3amuTa 1okyMmeHToB Microsoft Word oT HeCaHKIIMOHMPOBAHHOTO U3MEHEHHUSI.

3amuTa 1okyMeHToB Microsoft Excel oT HecaHKIIMOHMPOBAaHHOT'O U3MEHEHUSI.

3amura fokymMeHToB Microsoft Excel oT HeCaHKIIMOHUPOBAHHOTO JIOCTYTIA.

3anaHus 411 CaMOCTOSITEIbHOTO BBITIOJTHEHHUS:

3amura fokymentoB Word.

1. Coznaiite Ha qucke D: B manke Baiiel rpynnsl nanky 3amura oguca.

2. Habepure B penaktope Word mpou3BOJIBHBIH TEKCT W COXPAaHUTE €ro B Mamke 3aiuTa
odwuca mox umernem documentl.

3. Beibepute mento CepBuc — Y CTaHOBUTH 3aIlHTY .

4. 3anpeTuTe JII0OBIC U3MEHEHHUST KPOME 3aIMCH UCTIPABIICHUN 1 3a/1aiiTe mapoiib 12345.

5. IlompoOyiiTe OTpeNakTHpOBaTh CBOM TEKCT. YAaauTe HEKOTOpble CJIOBa M JIOMHIIUTE
HoBble. [lonpoOyiite mpunsTh Bce ucnpasnenus (Cepsuc — Mcnpaienust — I[puHATE/OTKIOHUTH
ucnpasinenus). OOpaTUTe BHUMaHHE, YTO BCE H3MEHEHHMS B JOKYMEHTE (UKCUPYIOTCS, HO
MPUHSTH/OTKIIOHUTD X HEBO3MOXKHO.

6. 3aKpoiTE TOKYMEHT, COXPAHUB €TO.

7. OTKpoOiiTe JOKYMEHT U MONpOoOyHTEe NPUHATH UCTIPABICHUS.

8. CHumure 3amuTy JoKyMmMeHTa. Bpibepute MeHio CepBuc — CHATh 3alllUTy U BBEIUTE
naposb.

9. IlonpoOyiiTe NpUHATH BCEe UCTIPABIECHUS. Y OeIUTECh, YTO UCIIPABICHUS IPUHSATHI.

10. 3aHOBO 3alIUTUTE TOKYMEHT, KPOME 3alIUCH UCIPABICHUN U 3aKPOUTE €r0, COXPaHUB.

11. HaGepute HOBBII AOKYMEHT (OTIMYHBIA OT MEPBOr0) U COXPAaHUTE €ro (IoJ HMEHEM
document?) B mamnke 3amntuTa oduca.

12. YcraHoBUTE 3allUTY 3TOTrO JOKYMEHTa, BbIOpaB MeHI0O CepBUC — Y CTaHOBHUTH 3aLIUTy U
3anpeTuB JitoOble U3MEHEHUsI KpOME BCTaBKU puMeyaHuil. 3anaite napoisp 12345.

13. IlonpoOyiiTe OTpeaKTUPOBAThH JOKYMEHT.

14. BeraBbTe 1Ba puMeyaHus K J00bIM (pparmMentam. Mento Beraska — [Ipumeuanue.

15. IlonpoOyiiTe U3MEHUTH OJJHO IPUMEUYAHHUE U YIATUTh IPYToe.

16. 3akpoiiTe JOKYMEHT, COXpaHUB €TO.

17. Co3paiite Tpetuii [okymMeHT B Word, coXpaHuTe ero B namnke 3ammra opuca 1noja uMeHeM
document3. YcraHoBUTE Ha HErO 3aLUTY, 3alIPETUB JIOObIE U3MEHEHUS, KpOME BBOJA JaHHBIX B
nosst popm. 3agaiite mapoib 12345.

18. IlompoOyiiTe oTpenakTupoBaTh AOKyMEHT. IIpocMOTpuTe NYHKTBI MEHIO, YTOOBI
BBISICHUTH Baly BO3MOKHOCTH 110 peJaKTUPOBAHUIO JOKYMEHTA.

19. CHumuTE 3a1IUTY C JOKyMEHTA.

20. Pa3Oeiite Bam JOKyMEHT Ha JBa pasjena. (YCTaHOBHUTE Kypcop B MECTO paspbiBa M
BbIOepuTe Menro BeraBka — Pa3peiB — HoBbIl paszzen Ha Tekylel CTpaHuIle).

21. YcraHoBHTE 3aLIUTY Ha JOKYMEHT, 3alIPETHUB JII0ObIe U3MEHEHUs, KpOMe BBOJIA JJAHHBIX B
noist ¢popm. Mcmonb3yst kHONIKY Pa3ziensl, ycTaHOBHTE 3aIlpeT TOJIBKO Ha BTOpoi paszaen. [lapons
12345.

22. TTonpoOyiiTe OTpeqaKTHPOBATh IEPBbIA U BTOPOI pa3/elbl JOKYMEHTA.

23. 3akpoiiTe JOKYMEHT, COXPAaHHUB €rO.

24. CoszmaiiTe 4eTBepThId JOKYMEHT B pemaktope Word M COXpaHHTE €ro B Iake 3alimra
oduca nmoa umenem document4.

25. Bribepute menro Cepsuc — [lapamerpsl, 3aTem Bkiaaky CoxpaHeHHe.

(Ecniu Bbr paboraere B Word2t3 wnm XP, To Hajgo BbIOpaTh BkIaAKy be3omacHOCTS.
[TocMoTpuTEe BO3MOKHOCTH 3TOW BKJIanku. OOpaTuTe BHUMaHHE Ha (IaXOK «YIalsTh JTHYHBIE
cBe/ieHUs U3 (aiiya Mpu ero COXpaHEHUn»).

26. 3amaiite maposb 7777 Ha OTKpBITHE (Daiina.

27. 3akpoiTe (ain, coxpaHUB e€ro, 3areM MompoOyiTe OTKpbITh. [lompoOyiiTe BBecTH
HENPaBUJIbHBIN MAapOJb, @ 3aT€M OTKPOITE JOKYMEHT C IPaBUJIbLHBIM MAPOJIEM.

28. Co3paiiTe naThld JOKyMeHT B penaktope Word u coxpaHuTe ero B make 3amura oguca
noj nmMeHem documents.

32



29. Beibepure mento Cepsuc — Ilapamerpsl, 3atem Bkiaaky besonacHocts (CoxpaHeHue Juis
Word2000) u 3amaiite maposib pazpemieHus 3anucu 9999,

30. 3akpoiiTe JOKyMEHT, COXpaHHB €ro W MOMpOOyHTEe CHOBAa OTKPHITh. BriOepute pexum
TOJIbKO uTeHHUs. OTpenakTupyiTe JOKYMEHT U MOmpoOyiTte ero coxpaHuTh. CoxpaHUTE Kak
document5 1.

31. IlonpoOyiite oTKphITH daiin documentS 1.
32. 3akpoiite Bce (pailibl U MOKaXKUTE pe3yabTaT MPero1aBaTelio.
3ammra nokymentoB Excel.
1. 3anyctute Excel u co3naiite cienyromyro Tabiuiy
ol71e] Oknag, Mpemna UToro

2. 3anonHuTe ee Uil MPOU3BOJIBHBIX TPEX YEJIOBEK, BBOJS IIPOU3BOJIBHBIC YKCIIA U CYMMUPYS
ux B rpade HUtoro.

3. [TocTpoiite KpyroByro auarpammy mo crosodiy Hroro.

. Coxpanute (aiin B manke 3amura opuca 1o MMeHem probal.

. CoxpanuTe 3TOT ke (aiin B manke 3amura oduca emie pa3 moa iMeHeM proba?2.

. 3akpoiite Qaiin proba2 u otkpoiire ¢aiin probal.

. Bei6epute mento Ceppuc — 3ammura — 3alUTUTD JUCT U 3a1aiTe mapois 1111.

. [lompoOyiiTe oTpenaktupoBath uct. [lepelinute Ha JIncT2 u monpoOyiHTe BBECTH JIaHHBIC.

9. YcraHoBuTe 3alIMTy BTOPOTO JIMCTA C mapojemM 2222,

10. Cuumute 3amury c Jlucral. Ucnonbs3syiite meHto CepBuc — 3ammura — CHATh 3alIUTy
JHCTA.

11. Ycranosure 3amuty Jlucral, oTMeTuB TOJbKO (hiaskok 3amura JIMCTa B OTHOILCHHUH
00BbeKTOB ¥ 3a7aB mapois 1111.

12. TTonpoOyiiTe U3MEHUTH aHHbIE B stueiikax. [lonpoOyiite u3MeHUTh AUarpammy.

13. 3akpoiite aiiy, COXpaHUB €TO0.

14. Otkpoiite ¢aitn probal u momnpoOyiiTe BHECTH M3MEHEHMs Ha MEPBBIM JHCT, 3aT€M Ha
BTOPOM.

15. 3akpoiite ¢aitn probal u oTkpoiite aitn proba2.

16. Bridepute mento CepBuc — 3amurta — 3amuTUTh KHUATY. OCTaBbTE OTMEYECHHBIM TOJIBKO
¢naxok CTpykTypy M 3ajaiite mapoib kniga (mpoBepbTe, yTOOBI OblIa BKJIIOUEHA AHTIIMHCKas
packiaaka)..

17. IlonpoOyiiTe U3MEHUTH JaHHBIE HA JIUCTE. Y OeUTECh, YTO U3MEHEHUSI BO3MOXKHBI.

18. IlompoOyiite yaamuTh NepBbIA JUCT (Mp. KHONKAa MBIIIKM Ha SPJBIKE JIUCTA BHU3Y
CTpaHULbI).

19. 3akpoiite (aiin, coxpaHUB U3MEHEHUS, U 3aHOBO OTKpoiiTe ero (proba2).

20. Caumute 3amuty ¢ kHuru. Mento Cepsuc — 3amura — CHATh 3aIIUTy KHUTH.

21. YcraHoBuUTE 3alIUTy KHUTH, OTMETUB 00a (hi1a’kka U yCTaHOBUB MapoJb kniga?2.

22. TlonpoOyiiTe U3MEHUTH JaHHBIE HA JIUCTE.

23. Beibepute meHt0o OkHO — CKPBITh U BBEUTE MAPOJIb.

24. 3akpoiiTe (aitsl, COXpaHUB U3MEHEHHS.

25. OtkpoiTe ¢aiin proba2. Yoeaurech, 4To OKHO HE OTOOpaKaeTCs ¥ TAHHBIC HE BUIHBI.

26. Bribepure meHto OxHo — OTOOpa3uTh U BBEAUTE MAPOJIb.

27. CkpoiiTe OKHO U 3aKpoiTe (aiisl, COXpaHUB U3MEHEHUSI.

28. Ilokaxkure pe3yabTaT NPENnoJaBaTelo.

29. CHuMHUTE 3aIIMTYy CO BCeX Ballux (aiiyos.

JIureparypa:

www.microfoft.com

JlekmoHHBIM MaTepHall.

03N DN K

Tema 2. [locTpoeHue Moaenu yrpos.
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PaccmarpuBaemble BOIIPOCHI:

Knaccudukanms arak.

Kanane! yreuku nndopmanuu.

[TonsiTHE YTPO3BIL.

HcTounuku yrpo3 v ux KiaccuuKarms.

[Toctpoenue monenu yrpos.

3agaHus A1 CaMOCTOSITENIbHOTO BBITTOTHEHUS:

[TocTpoiite Moaenb yrpo3 Juisi HEKOTOPOW OpTaHMW3allid, 3allOHUB MPHJIaraeMyro TaOJHILy
TakK, 4ToOBl B sueiike cTosma «1», ecnu yrposa, ykasaHHas B JJaHHOW CTpPOKE MPUMEHHMA IS
00BEKTa, YKa3aHHOT'O B JAHHOM CTOJIOIIE.

mar
HUT Cpeac
Konup PEA
Hbl [CeT TBa
osase e|b noxa
mo |Cuc|kna|Mp| Ho- Ten . P
Hoc|ane HOM 1
HUT[ T [BUA|UMHT| MHOX ed
MNepeyeHb UCTOYHUKOB uTe|KTp oXpaH
MyTtu peanusauumm op |6no|Typ| ep | utens OH .
yrpos n lonun HOM
bl [KM | @ | bl | Hble bl
WH |TaH curHan
annap
¢- | ma m3aum
aTbl
um "
"
1121(3]|4 5 6|17|8 9

AHTPONOreHHble UCTOYHUKU

yrpos

UHTepec 7

YTeuKka 3a cyeT areHTOB

npeaHamepeHHble

BusyanbHan 1 ¢poTo passeska

,El,ei;lCTBVIﬂ KPUMUHANbHbIX

BnokmposaHue nHpopmaumm

CTPYKTYP W NpPEecTynHbl

MoaundurKkaumsa nHdopmaumm

rpynnupoBoK;

YHUUTOXKEHWME nHbOopMauum

MpumeHeHWe 3aKNA[0K

Pernctpauma HaBogoK

MpeaHamepeHHble

YTeuka nHdopmaumn

nelicTeus BusyanbHaa 1 GoTO paseesKa
BCMOMOraTe/IbHOro BrokupoBaHue nHpopmaumnm
n H VKM

épcoHana (ybopuy MoanduKauma nHdbopmaLmm
oXxpaHa)

YHUUTOXKEHWME nHbopMaumnm

MprmeHeHMe 3akNafoK

OWwnbKM nonb3osaTenei

BrokupoBaHue MHPopmaumm

MoauduKkauma nHdopmaumm

YHUuTOXKEHNE NHPOPMaL MK

OWKMBKM NPOrpaMmmncToB

BrokupoBaHue MHPopmaumm

MoauduKkauma nHdopmaumm

YHMuTOXKEHNE NHPOPMaL MK

TeXHOreHHble UCTOYHUKU Yrpo3

Cbou B KaHanax nepenauu

BnoknposaHue nHpopmaumnm

1 cpeacrteax CBA3U,

YHUUTOXKEHWE nHbopmaumnm

C6om B cpeacTBax|bAoKMpoBaHue MHopmaLmm
PNEKTPONUTAHNA YHUUTOXEHMe nHpopmaLmm
Bo3amoxKHOCTb  aBapwuii  B|BiOKMpOBaHMe MHPOpMaLMK
WHKEHEPHbIX

(sogocHabkeHus,

KaHanusaumm) "

KOMMYHWKaAUNOHHbIX CeTAX
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YHUUTOXKEHWME nHbOpMauum

BHelwHWe CTUXUITHbIE UCTOYHUKKU

B0O3MOXKHOCTb yparaHoe YHUUTOXKEHWE nHbopMaumnm

BnoknposaHue nHpopmaumm

Bo3MOKHOCTb aBapUUYHUUTOXKeHWEe MHbOoPMaLUm
9 [6nmnsnexawmx
NPOMBbILNEHHbIX 06BbEKTOB

BrokuposaHue MHpopmaumm

10 [Bo3moxkHoCTb Noxapos YHUUTOXKEeHWe nHbopmauum

Jlureparypa:
1. JlexuMOHHBIN MaTepHal.
2. OcHOBBI HTHPOPMAILTMOHHOM 0€3011aCHOCTU X03WCTBEHHOM 1€ TEIbHOCTH: YueOHOe

nocob6ue / N.I1. Muxues; BO ®I'BOY BIIO «Poccuiickas akagemusi HApOIHOTO
XO035ICTBA M FOCYAAPCTBEHHON Ci1yx0b1». — Bonrorpan: M3a-so BO ®I'6OY BIIO
PAHXuI'C, 2013. - 144 c.

3. ITnaronos B. B. IIporpammHo-annapaTHbie CpeICTBA 3aLUThl HHPOPMAIIH:
yuebHuk. / M.: U31. uentp "Axagemus". 2014.

Tema 3. Knaccuyeckue KpUnToCcHCTEMBI.
Paccmampusaemvie sonpocuwi:

4. Knaccuueckast kpunrorpadusi.
Kpunrocucrema Lle3aps.
Kpunrocucrema Bixenepa.
IIpaxkTnueckas peanusanus cucteMsl Buxenepa.
[TonsiTie MHOTOANI(PABUTHON KPUITOCUCTEMBI.
. Kpunroananus MHOroan(paBUTHON KPUIITOCUCTEMBI.
0.  Kpunroananus cuctemsl Buxenepa.
1. Kpunroananus cucrems! «OHOPa30BbIA OIOKHOTY.

3adanus ona camocmosamenbHo20 8bINOIHEHUSA!

1. Otkpotite daitn CRYPTO1.XLS u nocmoTpute kak peain3zoBaHa cuctema Bikenepa.

2. Cozpaiite B Excel cienyromniyio Tabauiy
OTKpBITBINA TEKCT
[Tapoib
Ko 6ykB TekcTa
Kox 6ykB maposist
CymMma ko/10B OyKB
CymMmMma 1o MOAYJIIO
Kpunroreker

3. Benute B epBYIO CTPOKY MPOU3BOJIBHBIN TEKCT 10 OJJHOM OYKBE B KaXKAYIO SUCHKY.

4. BBeauTe BO BTOPYIO CTPOKY TaOJIHIIBI TPOU3BOJILHBIN MApOJh MO OJHOW OYKBE B KaXKIYIO
aueiiky. Ecnu juMHa maposis MeHbIle JUIMHBI OTKPBITOTO TEKCTa, TO HAa4HUTE HAOOp maposs
Jlasiblle, MOKa He 3aKOHUYUTCS OTKPBITBIN TEKCT.

5. Ucnons3ys pynkuuo KOJCHMB, 3anomHuTe 4eTBEPTYIO U MATYI0 CTPOKU TaOIMIIBI [
orpezesieHus] KOJ0B KaXKA0i OYKBBI OTKPBITOIO TEKCTa U MapOJIs.

6. B nsTOM CTpOKE CIOKUTE TPETHIO U YETBEPTYIO CTPOKHU.

7. Ecnu B mSAITOM CTpOKE CyMMma MpEBBIMIAET 255, TO B MIECTONH CTPOKE HEOOXOIUMO OTHSITh
255 ot yucna B naToi crpoke. Mcnonp3yitte pynknuto ECJIN.

8. B cexpMoil cTpoke mosyunTe OyKBBI 3alIM(POBAHHOTO TEKCTA, WCHOIB3YS (PYHKIIUIO
CHUMBOIJIL

~= 0N Wn
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9. CaMOCTOATENIbHO, MCIONB3Ysl ONMHUCAHHbIC BbIMIE (DYHKIMH, paciiupyiTe MOITyYEHHBINH
KpunToTekcT. [l 3Toro co3aaiite HUXe MepBOM TaOIUIBI BTOPYIO TaOIHUILY.

10. Pactmudpyiite Tekcr:

KCArz sl UYHKO6XDbr UbAbrprxYlIA'

UCnoNib3ys napois «umdp». Ipu Habope TekcTa nporycTuTe Mpodessl MeKIy OyKBaMu.

11. Paciudpyiite Tekcr:

EbBIAxI{Co bOoYOax Hlx VYbBI3IIdDd Illag 30 3263 PmH
ax3

HE 3Hasl apoJis, HO 3Hasi, YTO B 3aIIM(POBAHHOM TEKCTE €CTh CIIOBO «UCTHHYY.

Jlumepamypa:

1. JlekuMOHHBIN MaTepHal.

2. OcHOBBI HHPOPMAITMOHHOM 0€30MaCHOCTH XO3SMCTBEHHOM JIeATEIHPHOCTH:
yueonoe nocodue / N.I1. Muxuaes; BdO ®I'bOY BIIO «Poccwuiickas akajgemMusi HApOIHOTO
XO03SIIICTBa M TOCYIapCTBEHHOMU CiTy»)0b1». — Bonrorpan: M3a-so BO ®I'BOY BIIO PAHXuI'C,
2013. - 144 c.

3. [InaTtonos B. B. IIporpammHo-anmapaTHbele CpeICTBA 3aIUTHI
uHdopmaruu: yaeOnuk. / M.: 3. nentp "Axamemus". 2014.

Tema 4. Kpuntorpadusi ¢ OTKpPbITHIM KJIIOY0M.
Paccmampueaemvie sonpocwi:

Kpunrorpadus ¢ OTKpBITBIM KIIFOUOM.
I'enepanus knroueBoi napel B nporpamme PGP.
Opranu3zanus oOMeHa KIYaMH.
udposanue nanupix B PGP.
[ToHsiTHE NEKTPOHHOMN MOIIUCH.
3ammra TOKyMEHTOB AJIEKTPOHHOM MOANKCHIO B riporpamme PGP.
[lIndpoBanue u >MeKTpOHHAS TTOANMKUCH TOKYMEeHTOB B PGP.

3a0anus ona camocmosamenbHO20 8bINOIHEHUSA:
1. 3anmyctute PGPtools (ITyck — IIporpammer — PGP — PGPtools)

IlosiBuTCS MaHenb

# PGPiools =3
57| 8| =2 =2 e8| T
2. Beibepute 1€ByI0 KHOMKY € ABYMs Kitodamu. 3amyctutcs moaynb PGPkeys co crimckom

Bcex Kimoued Ha Bamem xommbrorepe. B mome Description yka3aHo, KakoW 3TO KIIOY: TOJBKO
oTKpHITHIN (public key) mim xiroueBas mapa, T.€. OTKPBITBIA U CEKPETHBIN KiItou B KoMIuiekTe (key

pair).

NN R LD =

(e
(v *
3. Co3paiiTe HOBYIO KIIFOUEBYIO ITapy, HA’KAaB Ha KHOIKY \: Y BBIIIOJIHMB BCE IIAr'M MacTepa
CO3/IaHMS KIIFOYEH.
4. Coznaitte Ha qucke D: manky ¢ Ha3BaHveM Barieit rpymisbl.

5. DKCIOPTUPYHTE CBOM OTKPBITHIN KIIIOU B 3Ty NANKy, HA)KaB Ha KHONKY —— U yKa3aB IyTh
1o Bameit manku. B kauecTBe HazBaHus daiiia ¢ KirodoM ykaxkute Bamy damumro.

6. Cxomnupyiite Bamm ¢aiin Ha cepep (Server606) B manky PublicKey.

7. UMnopTupyiTe U3 3TOU MaNKu YbH-JIUO0 JAPYTHE OTKPBITHIC KIFOYH. [ 3TOro HaXKMUTE

"}

Ha KHOTIKY = BbIOEpHTE MyTh U Ha3BaHUE (aiiia.

8. 3akpoiite okHo PGPkeys.

9. 3amycture Word u HabepuTe HHCBMO KOMY-JIMOO, Y€l KIHOY BBl HWMIOPTUPOBAIH.
CoxpaHHTe 3TOT TEKCT B Balllel Marke.
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10. 3ammudpyiite 3TOT ¢aili OTKPBITHIM KIIOYOM 3TOTO MoJib3oBareis. s 3Toro Haxxmmure
KHOIIKY Ha naHenu PGPtools, ykaxxurte myTh u Ha3Banue Baiero gaiina, a 3aTeM K104 B
nosiBuBieMcsi okHe. Coxpanute 3amudpoBaHHbIi (aiin B Bamei manke nmox ¢amuimeid Toro,
KoMy BBl niucanu.

11. Cronupyiite aToT (haitn Ha cepsep (Server600) B manky TextPGP.

12. CxomnupyiiTe u3 3T0# nanku B Bamry nanky Ha aucke D: ¢aiin, agpecoBanublii Bam.

13. Pacmmudpyiite 3TOT aiin, HakaB KHOIKY WM JBAXIbl IIEITKHYB IO HEMY
MBIIIKOH, a 3aTeM BBIOpaB Baill ki1to4 B CriMcKe KITIOYEH.

14. Coznaiite eme onuH TOKyMEHT B pemaktope Word, coxpanuB ero B Bameil manke Ha
nucke D:

15. IMognmummre 3TOT (aiia Bamield AIEKTPOHHOW MOAMHUCHIO. ISl 3TOr0 HAKMHUTE KHOTIKY

o
E
Ha naHenu PGPtools, ykaxkute myTs u Ha3BaHue Bamero ¢aiina, a 3atem Bam kmtou B

MOSIBUBLIEMCSI OKHE.

16. OOpature BHMMaHue Ha (aiin moxmucu B Bamed mamke. OTKpOHTEe ero JIBOMHBIM
LIEITYKOM.

17. OtkpoiiTe noanucanHelii Bamu ¢aiin 1 n3aMeHuTe ero, COXpaHUB U3MEHEHHUS Ha JIUCKE.

18. Otkpoiite ¢aia MoANUCH JBOWHBIM IIEIYKOM €Ilie pa3. YOeauTech, YTO TOIMUCH HE
JEUCTBUTEIIbHA.

19. Coznaiite HOBbINM qokyMeHT B Word. HaOepute HeOobiIoe MpeioKeHNe U CKOTUPYHTe
ero B Oycdep oomeHa.

20. IlIenKHUTE MBIIIKON MO KHOIIKE E Ha TIaHeI!u 3aJ1a4 B IPaBOM HUKHEM YTITy.

21. B nosiBuBmemcs mento Beibepute Encrypt Clipboard n ykaxkute Bam kirod.

22. Ha yuctom Mecte Bamero nokymeHTa BcTaBbTe TeKCT M3 Oydepa oomena (IIpaBka —
BceraButs). [losiBuiics 3amm@poBaHHBINA TEKCT.

23. CkommpyiiTe ero B Oydep oOMeHa M 1O aHAJIOTUHU C MHUQPPOBAHUEM paciIuppyHTe €ro,
BeIOpaB myHKT Decrypt& Verify Clipboard.

24. BcraBbTe pacmm@poBaHHbIi TeKCT U3 Oydepa oOMeHa.

Jlumepamypa:
1. JleKiuoHHBINA MaTepuall.

2. OcHoBbl HMH(MOPMAIMOHHON 0€30MaCHOCTU XO3SHCTBEHHOW JAEATENbHOCTU: YydeOHOe
nocobue / W.II. MuxueB; BD® ®I'BOY BIIO «Poccuiickass akanemusi HapOIHOTO
XO034HCTBAa M TOCYIapCTBEHHOM ciy0b». — Bonrorpaa: M3n-so BO ®I'BOY BIIO
PAHXuI'C, 2013. - 144 c.

3. IlnaronoB B. B. IlporpamMMHo-anmnapaTHble cpeicTBa 3allUThl HHGOpPMALUU: y4yeOHUK. /
M.: U3x. uentp "Axagemus". 2014.

4. Baenenue B kpunrorpaduro/ [Tox o6 pen. B.B. Smenko. — M.: MITHMO “YePo”,
2013.

S. http://pgp2all.org.ru

Tema 5. 3ammura 6a3 anHbIX Microsoft Access.
Paccmampusaemvie sonpocoi:

[Toctpoenue 6a3wl naHHBIX B Microsoft Access.
3amuTa 0a3bl JaHHBIX OT OTKPBITHSL.
[Tonp3oBaTenu U rpymIIbl.
[TaposibHas 3amumra.
Pasrpanuuenue nmpas qoCTyTa.

3aoanus 018 camocmosamenbHo20 8bINOAHEHUS.!
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1. Co3paiite Ha aucke D: B mamnke Baieit rpynmsl 6a3y naHHbix Cekper
2. Cozmaiite TabuIly B peKUMe KOHCTPYKTOpa (T10JIe TIOMEUEHHOE * SIBISICTCS KITFOYEBBIM) U
COXPAaHUTE €€ 110 UMEHEM AHKETA.

Nms noas Tun naHHBIX
Kon CyeT4uk

OO TexcToBbIl
Anpec TekcToBbIT
Tenedon TekcToBbIT

. BBenuTe B TaOnMIly TpH 3aImmucH.
. YCcTaHOBHTE MApOJIbHYIO 3aIIUTY Ha 3Ty 0a3y JaHHBIX (mapoib 1234)
. Coznaiite Ha qucke D: B manke Baiieit rpynmnsl 6a3y gaHHbIx JJoctym.
. Co3pmaiite u1st 3TOM 0a3bl NTaHHBIX IPYMIIEI ofb30BaTenei Student u Others
. Cozmaiite B rpynme Student mosib3oBaTesst o1 cBoel hamuiuet u mosb3oBatens Studentl.
. B rpymnne Others co3naiite nons3oBatens Friends u monb3oBatens Guest.

9. YcranoBure napoiib aqrMuHucTpaTopy (admin) 6a3sl qaHHBIX (00s13aTebHO 7777).

10. YcraHoBUTE Mapou sl CO3JaHHBIX BaMU MOJIb30BaTesel (apoiu COBMNAAAIOT ¢ UMEHEM
TOJTH30BATEIS ).

11. YcranoBute npaBa JocTyma K 0a3e JaHHBIX 11 rpynnsl Student Ha Bce AEHCTBUS, KpoMe
aJIMAHUCTPUPOBAHUSI.

12. VYcranoBute mpaBa JocTyna K 0Oasze gaHHbIX Juig rpynnsl Others TONBKO 4YTeHHE U
no0aBJIeHUE JaHHBIX.

13. YcranoBute s rpynnsl Users mpaBa TOJIBKO Ha YTEHUE JAaHHBIX U MAKeTa.

14. TlokaxxuTe pe3yiabTar MpenogaBaTelo.

15. CaumMuTe naposib aAMUHUCTPATOPA

03N DN KW

Jlumepamypa:
1. JlexumoHHBIN MaTepHall.
2. www.microsoft.com

Tema 6. HpaKTI/I‘leCKOC NMPUMEHECHUE MEKCETEBBIX JKPAaHOB.
PaCCMamleS(leMble 60npocovl.

1. [ToHsiTHE ME)KCETEBOTO IKpaHa.
2. [Tpuniuns! paboTsl ¢ mporpammoit Firewall Outpost.
3. Hactpoiika nporpaMMHBIX MOJTyJIEH.

3aoanus 011 camocmoamenbHo20 6bINOIHEHUSL:

Outpost Firewall

1. 3arpysure nporpammy Outpost Firewall.

2. Bwibepure nyHkr Cemesas axmuernocms. OKHO CclpaBa COACPKHUT HHPOPMAIUIO O
TEKYIIMX COCJAMHEHUSX MPUIOKEHUN ¢ ceThlo. [lonpolbyiiTe nmonyunts HHPOPMAIUIO 110 KAKOMY-
HUOY1b TIYHKTY.

3. Beibepure nyHkT Omipoimoie nopmoi. OKHO COAEPKHUT HH(MOpPMAIUIO O TOM, KAaKHMH
IpoleccaMy Ha KOMIIBIOTEPE OTKPBITHI ONIPEIEIICHHBIE TIOPTHI.

4. TlpocMmoTpuTe TMYyHKTH Paspeuwtennvie n 3a0610KUpo8anHvlie, KOTOPBIE COJAEPKAT OOITYIO
CTaTHCTUKY II0 COEIUHEHUSIM.

5. Bei6epute mynkt DNS. KammpoBanue 3anpocoB (T.e. COXpaHeHHe 0TBETOB B 0a3e Outpost)
K DNS no3BoJsier cokpaTUTh BpeMsi OTKPBITHS CTPaHMLL, KOTOpPbIe OBLIH IMOCEIIEHBI PaHee 3a CUeT
TOTO, YTO KOMIIBIOTEPY HE HYKHO OyneT mepen oTKpbiTHeM oOpamartbest kK DNS cepepy mms
onpenenenus IP agpeca OTKpbIBa€MOM CTPAHUIIBI.

6. IIpocmotpure Kypnai.

7. lllenkHuTe NMpaBOil KHOMKOM MBIIIM MO Ha3BaHUIO MoAysst DNS B JieBOM OKHE ITpOrpaMMbl
u BeiOepure [lapamempol.

8. Orpanmnuste k311 DNS Ha 50 3anuceii 1 yctaHoBUTE CpOK XpaHeHus 10 nHen.
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9. Boibepure myHKT /lemexkmop amak, KOTOPbIA XpaHUT OOIIyI0 MH(POPMALMIO O 3alIUTe
KOMIIBIOTEpA OT aTaK, CKAHUPOBAHUS U IPYTHX TUIIOB 3alpElICHHBIX COeIUHEHUH.

10. ITpocmotpute >xypHan. lllenkHuTe npaBoil KHONKOW MBIIIM [0 HA3BAHHUIO MOJIYJIS
Jlemexmop amax B JIeBOM OKHE MPOrpaMMbl U BblOepute [lapamempwi. B okHe HacTpoek mnpu
MIOMOIIH TTOJI3YHKA MOXHO BBIOpATh OIMH U3 TPEX YPOBHEN TPEBOTH:

Maxcumanvroiil — daipBoi1 OyAeT MPETyNPEKIATh O MOMBITKE MOIKIIOUECHUS JaKe HA OJIUH
HOpT.

Obvlunbiti — TipenynpexaeHie OyAeT BbIJIaHO TOJBKO NMPU CKAaHMPOBAHUM C OJHOTO ajpeca
HECKOJIbKMX TOPTOB WM OIPEIEICHHBIX IIOPTOB, KOTOPBIE MPEACTABISAIOT ONPEIEICHHBII
HHTEpEC.

bespaznuuneiii —paiipBosu OyAeT CUrHATU3UPOBATh JIMIIL O PEaJbHOM aTake Ha KOMIIBIOTED,
a HE O MOIBITKE UCTIOJHUTD TaKyl0 aTaKy WM MPOCKaHUPOBATh MOPTHI.

11. Haxwmure kHOTIKY Boiopams gunvmp. [IpocMoTpute ee BO3MOKHOCTH.

12. BeiOepure mnyHKT Humepakmueuvie s71emeHmul. 3[1€Cb MOKHO 3a0JIOKMPOBAThH
BCIUIBIBAIOIIME OKHA, IEPEXO/IBI 110 PEKJIAMHBIM caiiTaM B lIHTepHeT.

13. IlpocmoTpuTe mapameTpbl HACTPOWKH ISl IaHHOTO MyHKTa (IpaBasi KHomka Mblin). Ha
TpeX BKJAJKaX pa3MEIICHbl HACTPOWKH OJIOKMPOBKM BCEX JJIEMEHTOB, KOTOpPbHIE MOTYT
HaXOJMTHCS HA MOCEIIaeMbIX BeO—CTpaHUIaX WM B MOYTE. BOJBUIMHCTBO HACTPOEK UMEIOT TPU
HacTpoku: Paspeweno, 3anpoc n 3anpeweno. llpu HacTpoliKe HY)KHO YYUTHIBATh TOT (PAKT, YTO
Ha MHOTMX CTPaHMILIAX CKPUITHI WIK (DI MOTYT MCIIOIb30BAThCS JIUIsl CO3/1aHUSI MEHIO U €CJIH UX
HOJHOCTBIO OTKJIFOYUTH, TO HAaBUTALUA MO caiTy OyneT HeBo3MoxHa. [loaToMy, onTHMaIbHBIM
CTaHeT HCMOJIb30BaHUE HACTPOoilku 3anpoc. s 0co0o0il HaCTPONKU HEKOTOPBIX CAaiTOB B MOIYJIE
«HMumepaxkmuenvle s1emenmul» CIYXUT BKIanka «HMckaouenua». C ee NOMOLIBIO MOYKHO
c(OopMHpPOBATh CIUCOK CAMTOB M HACTPOUTH I KAXKIOTO W3 HUX OJOKUPOBKY OIpEAETICHHBIX
3JIEMEHTOB. DTOT CIIUCOK UMEET 00Jiee BHICOKHI MPUOPHUTET, YeM OOIIMEe HACTPONKU OIOKHMPOBKU
JUIST BCEX CAWTOB.

14. IlpocMmoTpure BKJIaJKM IApaMeTpPOB, 3alPETUTE BCIUIBIBAIOLIME OKHA W HACTPOWTE
OCTaJIBHOE 10 CBOEMY YCMOTPEHHUIO.

15. BriGepute nyHKT Pexnama. Outpost ymeeT oOTCeKaThb peKJIamy IO pa3Mepy U IO
COJIEP’)KUMOMY CCBUIKH, YTO SKOHOMUT TpauK U YBEJIMYUBAET CKOPOCTh 3arPy3KH CTPAHMUII.

16. Bbi3oBuTe mnapaMeTpbl JUIsl JAHHOTO IyHKTa (IIpaBas KHOIKA MbIIIK). YCTaHOBUTE
¢bnaxok Ilokazame Kop3uny Ons pekiamvl. ECIM B CTAHJAPTHOM CIHMCKE OTCYTCTBYET OIMCAHUE
JUI ONpejeleHHOro OaHHepa, M OH 3arpyXaercs MNpHU IOCEUICHWH CTPaHHIbI, TO, OTKPHIB
KOp3UHY, JOCTaTOYHO MBIIIBIO NEPETaluTh B Hee OaHHEp, U OH Oobllle HUKOrJa HE OyJeT
3arpyskathbes. Bknanka O6wue mo3BOJsIeT BBIOpATh TO, YeM OyAyT 3aMEHSTbCS BBIPE3aHHBIE CO
CTpaHUIl peKjamMHble OaHHEpbI. 3/1eCh K€ MOXKHO CO37aTh CIHCOK CailTOB, C KOTOPHIX HE OyJeT
BbIpe3aThCs rpaduka 1 peKiama.

17. IIpocMOTpuTE BCE BKIIAJIKU TAPAMETPOB.

18. Bribepure nyHkT Codeporcumoe. B HacTpolkax 3TOr0 MOIYJsI MOXKHO 33JaTh CIHCOK
CJIOB, KOTOpbIE MOTYT BCTpEYaThbCsl HAa CTPAHUIIE WM B aJpece CTPAaHUIbl U KOTOpble OyIyT
cirykuTh Outpost—y CUTHaJIOM TOTO, YTO CTPAHUILY OTOOpaXaTh 3alpeLIeHO.

19. IlpocMoTpHUTE BOZMOKHOCTH IaHHOTO ITyHKTA.

20. Bribepute myHKT Quabmpayus noumosvix e1odceHutl. B HacTpoikax 3TOT0 MOy
MO’KHO 3aJ]aTh CIIMCOK TUIIOB (haiijIoB, KOTOPbIE MOJIEKAT NEPEUMEHOBAHUIO, a TaK K€ BKIIOYUTh
BBIBOJI MH(POPMALIMOHHOTO COOOILIEHHs O MoJydeHuM (aisioB ompeaenaeHHoro tuma. daiti, tun
KOTOpPOTO yKa3aH B HAacTpOMKax 3TOr0 MOJIYJsA, NMPU MOIYYEHHUH €ro IOYTOBBIM KIMEHTOM,
HOJYYUT BTOpOE pacuiMpeHue «.safe». ITo mo3BonuT n30eXaTh aBTOMATUYECKOTO BBIMOJIHEHUS
MOYTOBBIM KJIMEHTOM KO/, YTO MOKET SIBJISITHCSI IPUUYUHOM 3apa’KeHUsI KOMIIBIOTEPA BUPYCAMHU.

21. IlpocmoTpuTe apamMeTphl JaHHOTO ITyHKTa U €r0 BO3MOXHOCTH.

22. locTyn K 0OLIUMM HACTpOilKaM MPOrpaMMbl MOKHO MOJIYYUTh IPU MOMOIIY TyHKTa MEHIO
Iapamempor — Obwue U3 TIIABHOTO MEHIO MTPOrpaMMbl WM HAKaTHEM COOTBETCTBYIOIIEH KHOIKH
Ha naHenu. Bri3oBUTE OKHO HACTPOMKK apaMeTPOB U MIPOCMOTpUTE BKIaAKy Obwjue.

39



23. Bxnanka «lIpunoswcenus» MO3BOJSET YIPaBIATh NMpaBUIIaMU MOBeACHUs (aiipBoia mnpu
MONBITKE JOCTYIIA B CETh ONPEICICHHBIX NpWIoKeHWH. Ha 3Tol BKiIaKe NEepedncieHbl Bce
NPUIOKEHUs, KOTOpble 0OHapyXeHbl Ha kommbioTepe Outpost—om npu ycraHoBke. Cpa3y mocie
WHCTAJUISIIUU 3TH TNPUIOKEHHUS] HaxoAsTcs B rpynne «llonvzoeamenvckuti yposenvy. Jlis HUX
CO3/IaHO OJIHO WJIM HECKOJBKO IpaBWJI, YKa3bIBAIOIIMX, KaKUM 0Opa3oM MPHUIOKEHHE MOXKET
00OMEHUBATHCS JAHHBIMH C ceTbio. [IpaBuiio MOXHO MPOCMOTPETh MM U3MEHHUTH MPH MOMOIIU
JIBOMHOTO KJIMKA 110 MMEHH €ro UCTIOIHsAeMoro ¢aiina.

24. IlpocMmoTtpuTe npaBuia Ajisl HEKOTOPBIX MPUITOKEHUM.

25. Ilpunoxxenus u3 rpynnsl 3anpeujenHvle NPUIOdCeHUs HUKOTA HE MOoJaydyaT IoCTyla B
CeTh, BCA MX CeTeBas aKTUBHOCTb OyAeT mpecedeHa QaiipBomioM. HekoTOpsIM NpUIOKEHUSIM
MOKHO TIOJHOCTBIO OTKpBITH JIOCTYIl B CETb, INEPEMECTUB HX B Trpymnny «/losepennvie
npunoxcenus». VX ngoctym B ceTb HE OrpaHMYMBAETCS HHUYEM, HUKAKHUMH IPaBHJIAMHU.
[lepemenienue NpuIOKEHUI U3 TPYIII B IPYIILY, PABHO KaK M U3MEHEHHE NPaBUII, CO3JaHHbIX JUIS
MIPWJIOXKEHUH, BBIMOJIHACTCS MPU MOMOLIM KHONKU M3menums. [lpu nomomu kHONKHU /Jobasums
MOYKHO BHECTH B CIIMCOK HOBOE MPUJIOKEHHE M 3aT€M CO3[aTh Ul HEro MpaBHJIO OOIICHHUS C
CETBIO.

26. Ilepemecture npunoxenue Excel B rpynmy 3anpewennvie npunoscenus.

27. IIpocMoTpuUTE OCTABIIMECS BKJIAJKH HACTPOEK MTPOTrPaMMBI.

28. TTonpoOyiiTe uepe3 ceTeBoe OKPY>KEHHE BBIMTH Ha KOMIBIOTEP cOCea.

29. IlpoBepbTe peakiuio (aiipBoiia Ha MONBITKY COCEa OOPAaTUTHCS K BallleMy KOMIIBIOTEDY.

30. [lepeliaure B HACTPOIKHU OOLIMX TapaMETPOB IPOTPAMMBI.

31. Beibepute Briaaky Cucmemnvie. Yoepute daaxok NetBIOS. Temeps Bam KOMIbIOTED
HEIOCTYIIEH 110 CETH.

32. Joknurech, KOTJA Balll COCEJ BBIMIOJHHUT MPEIbIAYIIEe 3aJaHre U MONpoOyiTe depes
CETEeBOE OKPYKEHUE O0PAaTUTHCS K €r0 KOMIIBIOTEPY.

33. Bxurounte duaxok NetBIOS Ha cBoem xomnbroTepe.

34. Bri3oBuTE KypHall, HA)KaB COOTBETCTBYIOLIYIO KHOIIKY Ha MaHEJIU UHCTPYMEHTOB.

35. IIpocMoTpuTe XypHAa.

Jlumepamypa:
1. JleKimoHHBIN MaTepuall.
2. JlokymeHnTauus no pabore ¢ nmporpammoit Firewall Outpost.
3. OcHoBbl HHGOPMAITMOHHON 0€30MMACHOCTH XO3IMUCTBEHHOM JEATEIHHOCTH: yueOHOE

nocodue / N.I1. Muxues; BO ®I'bOY BIIO «Poccuiickas akagemMust HApOJHOTO X03HCTBA U
rocyJIapcTBeHHOM ciyx0b». — Bonrorpaa: M3a-so BO ®I'6OY BIIO PAHXuIl'C, 2013. —
144 c.

4. IImatonoB B. B. IlporpammHo-anmapaTHble CpeICTBa 3alUThl HH(OpPMALNU:
yuebHuK. / M.: U3n. nentp "Axkanemus". 2014.

Tema 7. 3amura nnpopmanun B UHTEpHET.
Paccmampueaemvie sonpocoi:

1. [TpuHIUIBI pabOTH MEKCETEBBIX SKPaHOB MpH padote ¢ MHTepHeT.
2. Hacrpoiika nporpaMMHBIX MOAyJel ipu padote ¢ IHTEpHET.
3. bnokupoBanue HeHYKHOTO TpaduKa U PEKJIaMBl.

3adanus ona camocmosamenbHo20 8bINOIHEHUS:

1. 3arpy3ure nporpammy Outpost Firewall.

2. Otkpoiite B Internet Explorer crpanuiyy www.yandex.ru

3. Buibepure mnyHkr Cemesas axmuseHocms. [IpocMoTpuTe HHGOPMALUIO O TEKYIIHX
COCIMHEHUSX C CETHIO.

4. Boibepure nyHKT Omixpwimsie nopmul. llomyunte HHPOPMAIMIO O TOM, KaKHMHU
npoIeccaMy Ha KOMITBIOTEPE OTKPBITHI OTPE/ICTICHHBIE TTOPTHI.

5. IlpocmoTpute NyHKTHl Paspeuienuvie U 3a010KuposanHvie, KOTOPBIE COAEpIKAT OOIIYIO
CTaTUCTHKY IO COSAMHEHUSIM.

40


http://www.yandex.ru/

6. BpiGepute mynktr DNS wu B mapamerpax orpanumubte K3m DNS Ha 50 3amumceit u
YCTaHOBUTE CPOK XpaHeHus 10 nHen.

7. BeiOepute yHKT [lemexkmop amak W B mapaMmeTpax 3anaite ObvluHblll yPOBEHb TPEBOTH.

8. Beibepure nyHKT MHmepakmushvie snemenmsl. [IpocMOTpuTE MapaMeTpbl HACTPONKHU IJIS
JaHHOTO TyHKTa. Ha Tpex BKJIaakax pa3MelleHbl HACTPOHKM OJIOKMPOBKH BCEX 3JIEMEHTOB,
KOTOpblE MOTYT HaXOJHUThCS Ha IIOCEIIaeMbIX BeO—cTpaHMIax WM B mourte. Hactpoiite
napaMeTpsl IO CBOEMY YCMOTPEHHIO (PEKOMEH/IyeTcs allle UCIO0Ib30BaTh HACTPOUKY 3anpoc).

9. Otkponite B Internet Explorer crpanuiyy www.mail.ru, mepeiaute mo KakoW-HUOYIb
CCBUIKE HOBOCTEH.

10. TIpocmotpure B Outpost Firewall cTaTUCTHKY MO COEIUHEHUSM, a TAaKXKE CTATHUCTHKY
JETEKTOpa aTak.

11. Boibepute nmyHKT Pexnama. Bpi3oBuTe mapaMmerpsl Uil JaHHOTO IyHKTAa. YCTaHOBUTE
¢bnaxok Iloxazams Kop3umy OJisl peKiambi.

12. OtkpoiiTe cTapTOBYIO CTpaHHIly Www.mail.ru ¥ MbllIbl0 nepeTtamuTs B Kopsuny ons
pexnamsl peKiiaMHble OaHHEPHI C 3TOW CTPAHUIIBIL.

13. 3akpoiiTe cTpaHUIly W MONMPOOyHTE 3aHOBO €€ OTKPHITh. [IpoBepbTe, YTO MPOUCXOAUT C
peKJIaMHBIMU OaHHEPaMH.

14. IIpocMOTpuTE BCE OCTABUIMECS BKJIAJKH ITAPAMETPOB.

15. Beibepute nyHKT Coodeporcumoe. B HacTpoiikax 3TOro MOIYJsl MOXHO 33JaTh CIHCOK
CJIOB, KOTOpbIE MOTYT BCTpEYaThbCsl Ha CTPAHUIIE WM B aJpece CTPaHUIbl U KOTOpble OyIyT
ciykuTh Outpost—y CUrHaJIOM TOTO, YTO CTPAHUILy OTOOpaxaTh 3alpeLIeHO.

16. Hacrtpoiite mporpamMmy Ttak, yTtoObl Outpost OnOKHpoBaJl BCe CTpaHHULbI, B ajpece
KOTOPBIX IPUCYTCTBYET coBO chat. [TonpoOyiiTe OTKPHITH cTpaHUlly www.chat.ru.

17. BwiOepute nyHKT Quibmpayus noumoswvix 610xceHuil. B HacTpolkax 3TOro MOy
MOYKHO 33JaTh CIIMCOK TUIIOB (hailjIoB, KOTOPBIE MOJIEKAT NEPEUMEHOBAHHIO, a TAK K€ BKIIOUUTh
BBIBOJ HH(OPMAIIMOHHOTO COOOIIEHUS O TIOy4YeHUH (PailIoB ONPeIeIEHHOTO TUTIA.

18. 3anaiire BbIBO MH()OPMAIIMOHHOTO COOOIIEHUS Ul BeeX (DailioB ¢ pacIIMpeHueM .zip u
neperMeHOBaHue PailyioB C pacIIMPEHUEM .€Xe€.

19. Ilokaxxure pe3yabTar NpEnogaBaTellto.

20. OTmMeHHTe Bce CBOM HACTPOUKH U 3aKPOMTE BCE OTKPBITHIEC MPHUIIOKEHHUS.

Jlumepamypa:

—_—

JIeKuMoHHBIN MaTepuall.

2. OcHOBBI HHPOPMALIMOHHOM 6€30MaCHOCTH X03sICTBEHHOM J1eATEIbHOCTH: yueOHOe
nocobue / N.I1. Muxnes; BO ®I'BOY BIIO «Poccwuiickas akageMust HApOIHOTO
X034HCTBa U TOCYJapCTBEHHOM ci1yk0bl». — Bonrorpan: U3a-s0 BO ®I'BOY BIIO
PAHXuI'C, 2013. - 144 c.

3. [TnatonoB B. B. [IporpammHo-anmnapaTHbIE CpeiCcTBa 3aIUThl HHPOPMaIUK:

yueOnuk. / M.: U3n. niearp "Axkanemus". 2014.

Tema 8. Tunosasi crpykrypa 3amutbl oT HCJI. YnpasJieHue 1octynom.
Paccmampueaemvie sonpocuwi:
TumoBas cTpykrypa 3amuTsl HHGpopmanuu ot HC/I.
[Toacucrtema ynpaBiieHUs JOCTYIIOM.
[TocTpoeHnue MaTpulibl 1OCTyHA.
JokymeHTanus otaena obecrnedeHuss nHOOPMAIMOHHONW OE30MacHOCTH.
3adanus ona camocmosamenbHo20 8bINOIHEHUS:
1. PaccMoTpuTe TUTIOBYIO CTPYKTYPY 3amuThl uHGopMaruu ot HC/I.
2. Ilpomymaiite cTpykTypy 3ammutel uHpopmammu ot HCJ 11 npou3BONBHOM
(BBIMBIIIJICHHOM ) OpraHU3aIiH.
3. PaccmoTtpuTe noacucTeMy ynpaBlieHUsI JOCTYIIOM JJIsl 3TOM OpraHU3aliy.
4. CocTraBbTe NepeyeHb 3aIUIIaeMbIX HH()OPMAILIMOHHBIX PECYpCOB OPraHU3aIINH.
5. IlocTpoiiTe MaTpuIly AOCTYIA JJIs1 JAHHOW OpraHu3aluu.

NS
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6. CocTtaBpTe TOKYMEHT, ONpPEACIAIOIMI IpaBUila JI0CTYIA T0JIb30BaTENIEH K pecypcam Npu
MOMOIIY JIMYHBIX HIACHTU(PHUKATOPOB M MapoJield, MpaBWiia COCTABJICHUSA, CMEHbI M XpaHEHHS
napoJIen.

7. CoxpaHuTe Bce TOKYMEHTBI B CBOEH JIMYHOM Manke (1 Ha CBOEH HCKETe).

Jlumepamypa:

1. JleKuuoHHBIN MaTepHall.

2. OcHoBBI HH(OPMAITMOHHON 6€30MaCHOCTH X03IUCTBEHHOM NesATEILHOCTH: yueOHOe
nocobue / N.I1. Muxues; BO ®I'BOY BIIO «Poccutickas akageMust HApOIHOTO
X034HCTBa U TOCYJApCTBEHHOM ¢y xkOb1». — Bonrorpan: M3a-so BO ®I'EOY BIIO
PAHXuI'C, 2013. - 144 c.
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