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1. [lepevyeHb MIIaAHNUPYEMBbIX Pe3yJIbTATOB 00yUYE€HHUS 10 JUCHMUIIJIMHE, COOTHECEHHBIX €
IUIAHUPYEMBIMHU Pe3yJIbTATAMH OCBOCHHSI 00Pa30BaTeIbLHOI NMPOrpaMMbl

1.1. OcBanBaeMble KOMIIETEHIIHH

Jucuummmzaa B1.B.JIB.14.01 «OcHoBbI MH(OPMALMOHHONH 0€30MACHOCTH XO351iICTBEHHOHN jesl-
TeJIbHOCTH» 00€CIIeYnBaET OBJIAICHHUE CIEAYIONIEH KOMIETEHIIUEH:

Ko
Konx Hanmenosanue A HanmenoBanue 3Tama
oTala OCBOCHHUA
KOMIICTCHIINH KOMIICTCHIIMHN OCBOCHHUS KOMIICTCHIIMHN
KOMIICTCHIIH
CrniocoOHOCTB cO37aBaTh U MOJ-
JIepKuBaTh OE30MacHBIC  yCIIo-
BHS KH3HEIESTENBHOCTH, B TOM Peanuzanust  OCHOBHBIX  NPHUHLMIIOB H
YK OC-8 ’ YK OC-8.1 | nonoxenuit nHGOpMAIMOHHON 0€301MacHOCTH
Yyuciae OpU  BO3HUKHOBEHUH . N
o o XO3AUCTBECHHOU ACATCIBHOCTH.
YpE3BbIYaUHBIX CUTyallUd U BO-
SHHBIX KOH(JIMKTOB
CriocobeH IeMOHCTPUPOBATh U
(pOPMHDOBATS HETEPIHMOE OT Peanuzanust  OCHOBHBIX  HPUHLMIIOB H
YK OC-10 PMUD p YK OC-10.1 | monoxxenuit b XO3SHUCTBEHHOM
HOLICHWE K KOPPYNLHUOHHOMY
NesITeTbHOCTH.
MTOBEICHUIO

1.2. Pe3yabTaTrsl 00y4eHust

B pe3ynbrare 0CBOGHUS NUCIUILTUHBI Y CTYIEHTOB JJOJKHBI OBITH C(hOPMUPOBAHBIL:

TOM YHCJIC TTPU BO3SHUKHOBEHUU YpE3BhIUA-
HBIX CUTYallui ¥ BOCHHBIX KOH(IIUKTOB

OT®O/TD Koa srana
(npu HaM4uuMM NpodceTangapTa) TPyIOBbIe HIN 0CBOCHUSA PesynbTarsl 00ydyenus
npodgeccuoHaIbHbIE TeiiCTBUS KOMIIETCHIMH
Ha ypOBHE 3HaHUH:
— Hcnonesyer meronsl M crnocoObl  oOecrieueHus
MHPOPMAITMOHHON 0e30macHOCTH B
npodeccnonansHoi nestenbHOCTH. UT B cucreme
Mep 3aIIUTHl HH()OPMAIIHH.
— Hopmarususie JTOKYMEHTBI o 3amriTe
YK OC-8 HHQOPMAIMK ¥ OPTAaHU3AIMsI COOTBETCTBYIOIINX
CrocoOHOCTB CO371aBaTh U MOIICPKUBATh OTJIENIOB B OPraHU3aIHsIX.
Oe3omacHbIe YCIIOBUSA Xu3HemeaTeabHoCcTH, B| YK OC-8.1 | Ha ypoBHE yMeHMIA:

— CoBpeMeHHBIC METOJbI 3alIMThI MH(pOpMAIUKH OT
HECAHKIMOHUPOBAHHOTO JIOCTYIIA.

— Ilpumenser  HOBbIe  WH(MOPMAIMOHHBIE U
TEJIEKOMMYHHUKAIIMOHHBIC ~TEXHOJOTHU; OCHOBHBIC
METOJIOB KpHUITOTrpaduu;

Ha yPOBHE HABBIKOB:

— NpOorpaMMHbBIC CPEACTBA 3alIUTHl HHPOPMALHH;
MPOTOKOJIBI 3AIIUTHI HHpOpMAIIUH.




Ha YpOBHE 3HAHUIL:

— CaMo00yueHHE B COBPEMEHHBIX KOMIIBIOTEPHBIX
cpelax;  BBISBISET  OMACHOCTH W YIPO3HI
WHPOPMAMOHHOKW  OE30TMacCHOCTH;  NPHUMEHEHHUE
OCHOBHBIX ~ METOJOB M  IMPOrpaMM  3allIUThI
nHGOPMAaIMH; WCIOIB30BaHHE METOJIOB M CIIOCO00B
obecrieueHnss WHPOPMAITMOHHOW 0€30macHOCTH €
LENbI0 MPEJOTBPALICHUS] HECAHKIMOHUPOBAHHOTO
JOCTyNa, 3JIOYMBIIUICHHOW MOAM(GUKALNK — WIH
YK OC-10 yTparsl ciyxeOHOW uH(opmauuu; paboraer ¢
COBPEMCHHBIMU METOJIAMH 3aIIUTHl HH(DOPMAIMHA OT
HECAaHKIIMOHUPOBAHHOT'O JIOCTYIIA.

Ha YpOBHE YMCHHUIL:

CriocoOeH IeMOHCTPHUPOBATh U (POPMHPO-
BaTh HETEPIIMMOE OTHOIIICHUE K KOPPYITIIH-

OHHOMY TOBEACHHUIO. — CaMOCTOATENLHO pEeINaeT 3ajaud  IPeIMETHON
B cooTBeTcTBHN C TPYAOBBIMH QyHKIMAMI 0606- 00J1aCTH Ha TIEPCOHATLHOM KOMITBIOTEPE C MOMOIIBIO
WEHHOH Tpy0Boi QynKumu «Koucynbrnposanue| yK OC-10.1 | nosbix uH(OPMALIHOHHBIX TEXHOIOTHUI u
KIIMEHTOB I10 COCTABJICHHIO (PHHAHCOBOTO TIAHA M COBPEMEHHBIX MH(BOPMAIHOHHEIX CHCTEM; PaBOTaeT ¢

(hopmMHPOBAHHIO LENEBOr0 MHBECTHITHOHHOTO IIPOTPaMMHBIMH CPEJICTBAMH 3aIUTHI HHPOPMAIHH.
noprdens» IIpodpeccronanbHOro cTanaapra Ha ypOBHE HABBIKOB:

«CHQI_II/SI?HI/ICT (o) (I)II/I[HaHCOBOMﬁf/I KOHCyHbTII/)IpOBa— — Brazeer KpHITOrpadHuecKoi "
mio» (YeepxaeH llpukasom Muntpyna Poccuy creraHorpaduieckon 3aIIUTOMN uHpopmanny;

ot 09.03.2015 N 167x) OCHOBHBIMH METOJJAaMH ¥  CPEJACTBAMH  3aI[UTHI
uHpopmanuu. PaboTaer ¢ COBpEMEHHBIMUA METOJIAMU
3amUThl  MHGOPMAIMM OT HECAHKIIMOHHPOBAHHOTO
pocryna.  CaMOCTOATENPHO — peliaeT  3a1adu
HpeIMETHON 00JIaCTH Ha IEPCOHANLHOM KOMIIBIOTEpPE
C TIOMOIIBIO HOBBIX MH(OPMALIMOHHBIX TEXHOJIOTHI U
COBPEMEHHBIX MH()OPMALMOHHBIX CHCTEM; OCHOBHBIX
MeToIoB kKpuntorpaduu. PaboTaer ¢ mporpaMMHBIMU
CpencTBaMy 3alluThl  MHpopManuu. PaboraeT ¢
MPOTOKOJIAMH 3aIIUTHI HHpOpMALIUH.

2. O0bem U MecTO TUCHUILTHHBI B cTpykType OIT BO

VYuyebnast mucuuiuiniHa «OCHOBbI MH(OPMALMOHHONH 0€30MaCHOCTH XO3AHCTBEHHOM esi-
TeabHocTH» BxonuT B biok b1.B.JIB.14.01 ba3oBas yacts yueOHOro 1utana. ucnurmamna oOmmm
o0BeMOM 72 yaca M3ydaeTcsl B TEUEHUE OJHOTO CEMECTpa M 3aKaHYMBAECTCS 3aU4€TOM B 3 ceMecTpe Ha
Oo4HOHM GopMe oOydeHwHsI, 001Iass TPYAOEMKOCTh TUCIHUILIMHBI B 3a4€THBIX eAHUIaX cocTaBisieT 2 3E
(72 gaca).

Jlns ycrienrtHoro OBNAJEHUS TUCHUIUIMHON CTYJEHTY HEOOXOAMMO HCIONb30BaTh 3HAHUA U
HABBIKH, TIOJIyYEHHBIC UM TPU U3YYCHHUH TaKUX TUCIUILINH, KaKk MaTematuka, ¢pusuka, b1.b.4 noruka,
b1.b.5 BeICIIast MmaTemaTHKa.

3HaHUs, TOTYYCHHBIE B XO0/I€ U3yUeHUS TUCIUIUINHBI «OCHOBBI HHPOPMAITMOHHON Oe30MmacHo-
CTH XO3SHCTBEHHOU NIEATEIBHOCTHY» MOTYT OBbITh MOJE3HBI MIPH MU3yYEHUH TaKUX MPOQecCHOHAIBHBIX
aucuuming, kak b1.b.5 sxonomuueckast reopus, b1.5.9 Teopus BeposiTHOCTEN 1 MaTeMaTU4ecKas cTa-
tuctuka, b1.6.10 coBpemennbsie napopmannonusie Texnonornu, b1.B.JIB.3 Maremarnueckoe moje-
JTUPOBaHWE B COLMOJIOTMM W HOBBIE HH(pOpMaIMOHHbIe TexHonoruu, bl1.b.8.2 Oubnmoreuno-
nH(OpPMAaLIMOHHBIE CUCTEMbI U TEXHOJOTHH. B cooTBeTCTBUU C y4eOHBIM IMIaHOM (POPMOI MPOMEKY-
TOYHOM aTTECTALNU SIBIISIETCS 3a4eT.

[To ouHoit hopMe 0OyUEeHHS KOTMUECTBO aKaJEMHUUYECKHX YacOB, BBIJCICHHBIX HA KOHTAaKTHYIO
paboty ¢ mpenogasareneM (IO BUJaM Y4eOHBIX 3aHATHN) — 36 4acoB, HA CaMOCTOSTENIbHYIO paboTy
oOy4Jaroruxcsi — 36 4acos.

dopma MPOMEKYTOYHON aTTECTALUU B COOTBETCTBUU C YUCOHBIM IIJIAHOM — 3a4eT.



3. Conep:xaHue M CTPYKTYpPa AU CUHUIIIMHBI

3.1. CTpyKTypa TUCHUNIUHBI

O0beM TUCHHILIMHBI, Yac.

KoHnTakTHasi pa6oTa Popma
TEeKyIero
00y4aromuxcs ¢ npenogaBare-
Ne HaumeHoBaHue TeM JIeM M0 BUAAM yqeﬁH],Ix ylft?[l;:g(e)l\ﬂ’lﬁ-
n/n (pa3aeJioB) Bcero 3aHSITHI CPO cri’, ipome-
1/50, JIP/ 13/ HKYTOUHOM
OT* 20, 20, | KCP aTTecTaluu
A0T* | 10T*
Ounasn hopma odyuenusn
3 cemecmp
[onstue uHpoOpMaIHH, 3aIUTH HHOP-
Tema 1 Maluuu U MH(GOPMAILMOHHOW 0e30MacHo- 6 2 - - 4 o
cti. OCHOBHBIC COCTABIISIOININE.
3aKOHONATEIBHBIN YPOBCHb HH(pOpMa-
nuoHHOW Oe3omacHoctu. Kommbrorep-
Tema 2 HbI€ IpecTyIuieHusl. OTBETCTBEHHOCTS 3a 10 2 - 4 4 o
COBEpIICHNE KOMIIBIOTEPHBIX IIPECTYII-
JICHUHN.
Knaccugpukanus atak. [ToHsTre yrpossl.
Tema 3 Mogenb yrpos. PeKOMeHZ[aEII/II/I mo obec- 3 ) ) 2 4 0
MeYeHUI0 WH(HOPMAIMOHHONW Oe30TacHo-
CTH.
OcHOBHBIC TIOHATHUS Kpunrorpaduu. /[sa
Tema 4 COBPCMCHHBIX HANPABJICHUS B KPHIITO- 8 2 ) 2 4 0
rpadun. Kinaccudeckue KpUIITOCUCTEMBIL.
Kpunrorpadguss ¢ OTKPBITBIM KITIOUOM.
Cucrtemsl mudpoBaHus, He TpeOylommue
Tema 5 nepenadd  KJrova. ODJEKTPOHHAS IOJ- 12 4 B 4 4 0
ITUCh.
Tema 6 OCHOBHBIE  TEXHOJOIMM  IOCTPOCHUS
samumieHHbix UC. MexcereBble 3Kpa- 6 2 - - 4 0
HBIL
Tema 7 Texnonorust VPN-cere. 6 2 - - 4 (0]
Tema 8 3ammra undopmauuu B MurepHer. n-
(dhopmanmoHHass 6€30TMaCHOCTh B YCJIOBH- 10 ) ) 4 4 0
X (yHKIHOHHWpOBaHUS B Poccum rino-
OaJbHBIX CeTel.
Tema 9 TumnoBast crpykrypa 3ammtbel ot HCJI. 6 ) ) ) 4 OT
YnpapneHue J0CTYIIOM. ’
[TpomerxyTouHas aTTecTarus 3ager
Bcero: 72 20 16 36 23E

paboma (KP), konnoxeuym (K), acce (3), pepepam (P), oucnym (), 3a0anus (3) u op.

Tlpumeuanue: 4 — popmvl mexywezo konmponas ycnegaemocmu. onpoc (0), mecmuposanue (T), koumpoavHas

CamocrositensHast padora (CP) mo u3y4eHHIo AUCHMIUIMHBI ocymiecTBisiercs: ¢ nmpumenenuem JOT.

Hoctyn k JIOT ocyIecTBasieTCs KaXBIM 00yUYarOIUMCS CaMOCTOSTEIBHO € JIIOOOTO yCTPOICTBA HA TMOpTAae:
https://lms.ranepa.ru. Ilapoyib ¥ JIOTHH K JTHYHOMY KaOHHETY/TIPOQHUIII0/YIETHOM 3aIIUCH IPEIOCTaBIIeTCs 00y-

HJaroumeMycda JCKaHaATOM.



https://lms.ranepa.ru/

3.2 Coaepxxanue TMCUUIJIMHBI (MOLYJIs1)

Ne
n/n

HanmenoBanmne Tem
(pa3nenoB)

Conep:xanue TeM (pa3aesioB)

Tema 1

[Tonsitne  wHpOpPMAIMu,  3alIUTHI
uHpopMau © HMHPOPMAIMOHHOM

[Tonstne  wHbOpMary, 3ammTBl  WHQOPMAIIMH |
nH(pOpMaIMoHHON Oe3omacHocTH. HasHadueHune u 3amauu B
chepe obecrieueHruss WHPOPMAITMOHHOW OE30MACHOCTH Ha
YpOBHE ToCylapCcTBa, Ha YPOBHE PErvoHa M Ha JIOKATLHOM
ypoBHe. OCHOBHBIE TIOJIOKEHHSI TEOPUH HHGOPMAIUOHHON
Oe3omacHocTH  MH(POpPMAIMOHHEIX — cucTeM. (OCHOBHBIC
COCTaBJISIOIINE oOecrieueHust MHQOPMALTHOHHON
0€30MacHOCTH X03IHCTBEHHOH EATEINbHOCTH.

Tema 2

0e30macHoOCTH. OCHOBHEIC
COCTABIISIOIIINE.

3aKoHOATENbHBIN YpOBEHb
nH(pOpMaAITMOHHON 0e30MacHOCTH.
KommnprotepHbie MPECTYIUICHHUS.

OTBETCTBEHHOCTh 32 COBEpLICHUE
KOMITBIOTEPHBIX MTPECTYTIIICHHUHN.

BakHOCTh 3aKOHOIATEIBHOI'O YPOBHS HH(POPMAIMOHHON
oe3onmacHocTr. O030p POCCHHCKOTO 3aKOHOAATEIHCTBA B
obnactn obecrnieueHusi WHGOPMAIMOHHOW 0E30MMacHOCTH.
HokTtpuna nadpopmannonHoii 6ezonacaoctu PO, 3akonst «O
roCyJIapCTBEHHOM TalHey, «0O06 nH(popmarmmy,
MH(OPMAITMOHHBIX TEXHOJIOTUSAX M O 3alIUTe UH(OPMAITUNY,
Jlpyrue 3akoHBI W 3aKOHOJATeNbHBbIC aKThl. KoHIenus
rH(pOPMaIIMOHHOM Oe3omacHOCTH. OCHOBHBIC HOPMATHBHBIC
PYKOBOZSIINE TOKYMEHTHI, KAacalolIUecs] TOCyIapCTBEHHOM
TallHBI U KOH(HICHIMATHLHOW WH(OpPMAIMA, HOPMATUBHO-
CIPaBOYHBIE JIOKYMEHTBHI. HopmatusHbie AKTBI
aaMHHUCTpanuu Bojrorpamga B o0nactd MHPOPMAIIMOHHOK
0e30macHOCTH.

Komnbrotepubie  mpectyruieHus.  OTBETCTBEHHOCTh 32
COBEpIICHHE KOMIBIOTEPHBIX MPECTYIUICHUH. YTOJIOBHAA U
aJIMUHHCTPAaTUBHAS OTBETCTBEHHOCTb.

Tema 3

Kmaccudukamms  arak.  I[lonstue
YTPO3BL. Monens yIpos.
Pexomenpmaumn 1o  obecreueHHIo
nH(GOPMAITMOHHOM OE30IMaCHOCTH.

[lonsitTne  atakn Ha  WHPOPMAIMOHHYIO  CHCTEMY.
Knaccudukamus  atak. Bugsl  OpOTHBHMKOB — WIH
“gapymmTeneli”’, ux Kiaccupukauusa. KaHamel yTeUKH
nHpOpMAITMU:  BU3YAIbHO-ONTHYCCKAH,  aKyCTHUCCKHH,
AEKTPOMAarHUTHBIH u MaTepHaTbHO-BEIECTBCHHBIH.
[Nonsitue yrpo3sl. cToOYHUKK yTpo3 U WX KiIacCH(DUKAIIUA.
[MocTpoenue wmonenu yrpo3 opraHuzanuu. [Ipumepsr.
PykoBoasimme  mokymeHThl  ['octrexkomuccuu  Poccuu
(DenepanbHast cinyx0a MO TEXHUYECKOMY U SKCIIOPTHOMY
KOHTPOJIIO) TIO 3al[UTe OT HECAHKIIMOHUPOBAHHOTO JOCTYIIA
K UHGOPMAITUH. CrienmanbsHbBIE TpeOOBaHMS u
pekomernmarnuu. Muctpykmus CTP-K. Pexomenmammu 1o
3amuTe  KOHQUACHIManbHOW  wHpopMarmu.  Kiacce
3aI[UIIEHHOCTH CPEACTB BBIUMCIHUTEIBHON TEXHUKH U
ABTOMAaTHU3WPOBAHHBIX CUCTEM o PYKOBOSIIIAM
nokymentam  [octexkomuccun  Poccuu.  Ilokazatenu
3amuiieHHoctd.  Cuctema  3amuThl  WHGQOpMANUM  OT
HECaHKIIMOHUPOBAHHOTO JOCTyHa. PexoMeHayeMble Mephl
Mo O0OECIEYCHHUI0 3alUThl WHQOpMAaMU B TpOIEcce
AKCIUTyaTaliH MH(OPMAITMOHHOM CUCTEMBI.
PazpemurensHas cuctemMa jaomnycka. PexkoMmeHaauu 1o
wiaHy  A0paboTKH  00BEKTOB  HMH(pOpPMATH3alMKd  Ha
COOTBETCTBHE TPeOOBaHMUSIM PYKOBOASIIUX JIOKYMEHTOB
I'ocrexxkomuccuu Poccun.




n/n

HanmenoBanmne Tem
(pa3nenoB)

Conep:xanue TeM (pa3aesioB)

Tema 4

OCHOBHBIC TIOHSTHS KPHUNTOTpaduH.
JIBa COBpPEMCHHBIX HAIPABICHUS B

Hctopuueckass  cnpaBka. Bo3MoxHbIe  HampaBieHUs
pelieHUs 3alayn  O0CCIICYCHHS Iepelayd  CEKPETHOM
nHpopmaruu. Creranorpadus u kpunrtorpadus. BaxxHocTh
Kpunrorpahud  MPH  PEHNICHWU  3aa4  oOecIievYeHUs
nH(pOpMaAITMOHHON Oe3omacHOCTH X03SHCTBEHHOM
NEATCILHOCTA W COXpaHeHWs  KOH(HICHIMAIHHON
nHpopmaruu. OcHOBHBIC MOHTHS Kpuritorpaduu. [lonsTre
KpUNITOCUCTEMBI,  KIo4a.  BO3MOXHBIE  aTakl  Ha
KPUINITOCUCTEMBI, TIOHATHE KpUNTOoaHain3a. HanekHocTh
KpUNITOCUCTEMBI.  J/IBa ~ OCHOBHBIX  HampaBlICHUS B
COBpPEMEHHOM Kkpunrorpaduu. Knaccuueckue
Kpunrocuctembl. OqHoan(aBUTHBIE ¥ MHOTOAN(aBUTHBIC
kpuntocucteMbl.  Cucrempr Ilezaps u  Buxkenepa.
Bo3moXHOCTH KpUNTOaHANN3a MHOTOAN()aBUTHBIX CHCTEM.

PackpeiTue CHUCTEMBI Buxenepa. Hanexnoctb
MHOT0aJ1(h)aBUTHBIX CHUCTEM. DIEKTPOMEXaHUUECKHE
MU(PPOBAITGHEIE  MAIIUHBL AOCOMIOTHO  HaJle)KHAS

kpunrocuctema: “OmHOPa30BBIA OJOKHOT . BO3MOXHOCTH
WCTIONB30BaHUA TaKUX CHCTEM Ha mpakTuke. CTaHgapThl
mmdposanus ganHbiX. Kpunrocucrema DES. Poccuiickuit
crangapt mudposanus 'OCT 28147-89. [Ipobiaema BeiOOpa
HAJECKHOW KPUNTOCHUCTEMBI MJISl 3aIUTHl CBOMX JaHHBIX.
[lepcnexTuBBl  pa3BuTus ~ KpunroaHanusa. IIpoGmema
MIOJTHOTO TIepedopa BceX KITFOUEH.

Tema 5

Kpunrorpaduu. Knaccuueckne
KPHUIITOCHUCTEMBI.
Kpunrorpadus c OTKPBITHIM

kimouoM. Cructembl MUGPOBaHUs, HE
TpeOyrole  mepejayd  KJroda.
OneKTpoHHas! MOAINUCH.

Cucrembl mUQppoOBaHUL, HE TPEOYIOMIME MEpeladyn KIIYa.
[IpobneMbl HMCHONB30BaHMS TaKWX CHUCTEM. [IpoTokon
WCTIONB30BaHUS cucTeMbl «OIHOPA30BBIN OJOKHOT», HE
TpeOyIOMHMI  MEPBOHAYATBLHOTO  OOMEHAa  CEKPETHBIMH
kimouamu. Kpuntorpadus ¢ oTkpeiTeiM kimodoMm. [lonstue
OTKPBITOTO ¥  CekpeTHoro  kmo4a. llpaBuma  wux
WCTONB30BaHUs. [IpUHIMITEI MTOCTPOCHHUS KPUIITOCUCTEM C
OTKPBITBIM  KJIIOYOM. VI3BECTHBIE  KPHUNTOCHCTEMBI  C
OTKPBITHIM KJIIOYOM | uX anroputMbel. Cuctema RSA. Jlnnaa
KItfoya B Kpunrtorpa@uu € OTKPBITBIM  KITFOYOM.
OmHOCTOPOHHSS (bhyHKIIS, BO3MOXHOCTb ee
WCTIONE30BAHMs. ODIIEKTPOHHAS TOANNCh W TPHHIHUIBL €e
MIPUMEHEHUS.

Tema 6

OCHOBHBIC TEXHOJOTHH MOCTPOCHUS
samumieHueix  MC.  MexcereBrle
DKpaHEI.

OCHOBHBIE TEXHOJIOTMM TOCTpoeHHs 3amuieHHeix HC.
[MonsitTue MexcereBoro 3kpaHa. [IpaBuna uibTparuu u
MpUHIUIE UX TpuMeHeHus. [laketHsie punbTper. [lommTika
ceTeBo Oe3omacHocTU. [lonuTrKa peann3anny MeKCETEBBIX
sKkpaHoB. DyHKIMOHAJIBbHBIE TPEOOBaHUS K MEKCETEBBIM
J9KpaHaM H WX KOMITOHEHTHL. IIIIro3bI ceaHcoBOTO U
MpUKIagHOTO YypoBHA. HoBble QyHKIMM OpaHIMAay pOB.
CxeMbl OpraHu3alll MEXKCETEeBBIX JKpaHoB. OCOOEHHOCTH
pPa3IMYHBIX CXEM pealn3alyd, UX MPEeUuMyIIecTBa H
HemocTaTku. llpoOnembl, CBSi3aHHBIE C MEKCETEBBIMHU
skpaHamu. TpeOoBaHUS K MEKCETEBBIM dKpaHaM




n/n

HanmenoBanmne Tem
(pa3nenoB)

Conep:xanue TeM (pa3aesioB)

Tema 7

Texnonorus VPN-ceTei.

TexHonorus o0beTUHEHNS JIOKATHHBIX CETed M OTIENbHBIX
KOMITBIOTEPOB Y€pEe3 OTKPBITYIO BHEIIHIOIO Cpeay mepeaadu
JAHHBIX B €JIMHYI0 BUPTYAIBbHYIO CETh, 00CCIICUUBAIOIIYIO
3alUTy UHPOPMAIIMOHHBIX IMOTOKOB MIIM TeXHoJorus VPN-
ceTeit. OcobennocTr VPN. TyHaHeNH VPN.
TynHenupoBanue W ero  ocobeHHocTH. OCHOBHBIE
pazHoBUIHOCTH  VPN-ycTpolicTB 1O TEXHHYECKOH
peanuzanuu. Poou VPN-yctpoiicTB. BapuaHTbl mocTpoeHust
3amuieHHbIx kaHanoB VPN. Yrpossl qist VPN. BapuanTs
3alUIIeHHBIX coenauHeHuil. Knaccudukarms VPN-cereid.
CoBmemenrne VPN-TeXHOJIOTHH W MEXCETEBOTO DJKpaHa.
Henocratku VPN.

Tema 8

3ammra wHbopManuu B HHTEpHET.
HNudopmaiinonHas 0€30MacHOCTh B

YCIIOBUSIX  (DYHKIIMOHUPOBAHHS
Poccun rimo0anpHBIX CETEH.

B

[Ipobnema obecnedennss WHGOPMAITMOHHON 0€30TaCHOCTH
nmpu  pabore ¢  rioOampHOM ~ ceThio  VIHTepHeT.
HNudopmarmonnas 0e30macHOCTh B YCIIOBHUSX
dbyaknuonupoBanmsi B Poccuu TIIOOANBHBIX ceTei. Ykas
npesugeatTa PO «O  wMepax mo  obecrneueHHro
nHpopManuoHHOH O6e3onacHocTH Poccuiickoit dexepaunu B
chepe MEXKIYHApOTHOTO HHGPOPMALMOHHOIO OOMEHa».
Yrpo3sl HHGOPMALMOHHON 0€30MacHOCTH MPH paboTe ¢
WuTepuer. Bupycel, ucnoaHseMble MOTYJH, BCILUTBIBAIOIINE
OKHa W pekiama. Vcrmonp3oBaHne aHTUBUPYCHBIX MTPOTpaMM
W MEXKCeTeBBIX OJKpaHOB mpu pabore c¢ UHTepHer.
[IporpammuBIe cpencTBa MPoBepKH Tpaduka U OOPHOBI ¢
HECaHKIMOHUPOBAHHBIM WCTIOb30BaHHEM pecypcos
MH(POPMAITMOHHON CUCTEMBI.

Tema 9

TunoBast cTpykTypa 3alUTHI
HCJII. Yopasnenue 10CTymom.

oT

ApXuTeKTypa THTIOBOX CHUCTEMBI 3aIIUTHI oT
HECaHKIIMOHUPOBAHHOTO  JocTyna. WaeHtuduxammss u
ayrentudukamus. [lapompHas ayreHtudukarnms. [Ipasuna
npuMeHeHus1 mapoiiei. OmHopaszoBele maposnm.  Cepsep
ayrentupukanmu. [logcucrema ynpaBieHUS JOCTYIIOM,
MOJCHCTEMa PETHCTpaluu W ydera. [IpuHIMIBI KOHTPOIS
noctyma. Marpuma  JocTynma W COHCKH  JOCTYyTIa.
[Ipon3BonbHOE ¥ MPUHYAUTEIHHOE YIIPABIEHUE ITOCTYIIOM.
OrpannunBatomuii  uHTepdeiic. PomeBoe  ynpaBnenue
noctynoM. CraTndyeckoe M JUHAMHYECKOE paclpesieieHHe
poJei. Tloncucrema obecrieueHUs 1I€JIOCTHOCTH.
Kpunrorpaguueckas moacucrema.
[IporpaMMHo-anmapaTHble CpeICTBa 3allUTHl MH(POpPMAIIUN
or HCJ/. VYcrpoiicTBa BBOJa HMIACHTH(PHUKAITHOHHBIX
MIPU3HAKOB. Knaccudpukanus  ycTpoiicTB  BBOAA
UICHTH(DUKAITMOHHBIX MIPU3HAKOB. Buomerpuueckue
YCTpPOHCTBa BBOJA WICHTHOUKAIMOHHBIX TPHU3HAKOB H HMX
knaccudukamusa. [IpemmymectBa W HEAOCTaTKH WX
WCTIONB30BaHMS. KomOunupoBanHbie ycTpoiicTsa.
ONEeKTPOHHBIC 3aMKH.




Ha camocTosiTenpHy0 paboTy CTYACHTOB 1O AUCIUIUINHE B1.B.JIB.14.01 OCcHOBBI HH(pOpMAaLIH-

OHHOM 0€30I1aCHOCTH XO0351iICTBEHHOM 1esITeJIbHOCTH BBIHOCSTCS CIEAYIOLIUE TEMBIL:

I‘E‘f‘ Tema Bomnpocsl, BeiHOCUMBbIe HA CPC g::;z 3;3;’:4:”
1 2 3 4 5
1. | Ilousatne wuHbpopMa- | [lonsTne  wHPOpMALHH, 3amuTEl  WHQOpMAIMU |
WU, 3allUThl WH- | THPOPMAIIMOHHON Oe3omacHocT. HasHauenue u 3amaum B
dopManiuu U HMH- | cepe obOecrneyeHHs HHPOPMAIMOHHOKW O€30IaCHOCTH Ha 0 0
(dopmanmoHHOW 0e3- | ypOBHE TOCYJIapcTBa, Ha ypOBHE PErvOHAa W Ha JIOKAILHOM
omacHOCTH. OcHOB- | ypoBHe. OCHOBHBIE TIOJOKEHHUSI TEOpUH HHPOPMALMOHHON
HBIE COCTaBJISIIOIIME. | 0€30MacHOCTH HHPOPMAIIOHHBIX CHCTEM.
2. | 3akoHOmATENBHBIN 0O030p  POCCHIICKOTO  3aKOHOJATEIhCTBA B 00JacCTH
ypoBeHb HH(pOpMa- | obecnieueHuss HHGOPMAIMOHHONW Oe3omacHOCTH. JIOKTpuHa
IUOHHOW Oe3omacHO- | nHpopMammoHHOH  OezomacHoctTn  P®,  3akoHel  «O
cti. KoMITbIOTEpHBIE | TOCYIapCTBEHHOM TalHey, «06 nH(popmaIuy,
npectymieHus.  Ot- | HHOOPMAIIMOHHBIX TEXHOJIOTHSX W O 3aluTe MH(opMammm. 0 o
BETCTBEHHOCTb 3a | OCHOBHBIE  HOPMATHUBHBIC  PYKOBOJSINAE  JTIOKYMEHTHI,
COBEPIIICHHE KOMIIb- | Kacarolnecs TOCyIapCTBEHHON TalWHBI M KOH(MHUACHIIMAIBHON
IOTEPHBIX ~ TpecTymn- | mHbpopmanmu.  HopmartuBHBIE ~ akThl  aJIMHHUCTpAIMU
JICHUH. Bounrorpana B ob6nactu nH(popMannoHHON 6€30I1aCHOCTH.
3. | Knaccudukanus IlonssTme  atakm  Ha  WHDOPMALMOHHYIO  CHCTEMY.
atak. [Tonsrue yrpo- | Knaccudukanus aTakx. Busi MIPOTUBHUKOB Wi
36l. Mogenp yrpos. | “HapymmTeneit”’, wux kiuaccuukanus. Kanamel  yTeukn
Pexomenpganmu 1o | uHpOpMAIH: BU3YaJIEHO-ONITUYECKUH, aKyCTHYCCKUH,
obecrieueHUI0  WH- | DJICKTPOMAarHUTHBIA W MaTepHabHO-BEIIeCTBCHHBIN. [loHsITHE
(dopmanmonHoii 0e3- | yrpossl. Mcrounuku yrpo3 u ux kinaccupukanus. [locrpoenne 0 0
OTIACHOCTH. Mojienu yrpo3 opranm3ammd. [lpumepsl. CrenuanbHbie
TpeOOBaHUsI M pekoMeHIanuu. [lokazaTenu 3allUIIEHHOCTH.
Cucrema 3ammrthl WHGOpPMAIUU OT HECAHKIIHOHHPOBAHHOTO
noctyna. PekomeHgyemble Mephl MO OOECHEUEHHIO 3allUThI
uHQOpPMAIUK B Tpollecce JKCIUTyaTtaluu HUH(QOPMAIMOHHOM
cucTteMsl. PaspemmrenpHast cuctemMa J0IMycKa.
4. | OcuoBueie moHsTHs | CreraHorpadus u kpunrorpadus. BaxHocTs kpunrtorpadun
kpuntorpadpuu. /[IBa | mpu pemeHun 3amad  oOecrnedeHuss  WH(DOPMAIMOHHOMN
COBpPEMEHHBIX 0e30MacHOCTH XO3SIICTBEHHOHN MAESATEIbHOCTH U COXPaHEHUS
HaTPaBIICHU B | koHQuAeHIManTbHOH  uHpopManuu. OCHOBHBIC  TIOHSTHS
KpunTorpagpuu. KpunTorpagpuu. IonsTue KPUIITOCUCTEMEI, KIFOYa.
Knaccuueckue kpum- | Bo3MoxxHbIE ~ aTaku  Ha  KPUNTOCUCTEMBI,  TIOHSATHUE
TOCHCTEMBI. KpunToaHannsza. Hage:xxHocTs KpunTOCHCTEMEI. J[Ba OCHOBHBIX
HaTPaBICHUS B COBpEMEHHOMH KpunTorpaduu. o )
OpnoandaBuTHEIE W MHOTOAJI(PaBUTHBIE KPHUIITOCUCTEMBI.
Cucrewmsr Llesaps u Bikenepa. Bo3MOXXHOCTH KpHIITOaHATH3a
MHOTOI()aBUTHBIX CHCTeM. PackpbiTHe cucteMbl BrkeHepa.
Hanexxnoctp  mMHOTOandaBUTHBIX  cucTeM.  AOCOIIOTHO
HaJeKHas  Kpunrocucrema:  “OIHOpPA30BbIM  OJIOKHOT.
Kpunrocucrema DES.
5 Kpunrorpadus c | Cucrempl mudpoBaHus, He TpeOyIOIIME MepeAadyn KIoya.
OTKpBITBIM KifouoM. | IIpoTokon  wmcmonp3oBanmst ~ cuctembl  «OmHOPA30BEIi
Cucrempl mmdpoBa- | OJIOKHOT», HE TpeOyIOMMi IMepBOHAYAIBHOTO 0OMEHa
HUs, He TPeOyoIue | CeKpPeTHhIMU KirouaMu. Kpunrorpadus ¢ OTKPBITBIM KITFOUOM.
nepeaavn kmova. | [loHATHE OTKPBITOTO M CEeKpeTHOro Kitoya. lIpuHIwme 0 0
ONEeKTpOHHas  TOJ- | IOCTPOEHHS KPUIITOCUCTEM C OTKPBITHIM KIIFOYOM. M3BeCTHBIE

IHCh.

KPUITOCUCTEMBI C OTKPBITBIM KJIIOYOM M HX aJTOPUTMBI.
Cuctema RSA. Jlnuna kmova B Kpuntorpaguu ¢ OTKPBITHIM
K104oM.  OnHOCTOpOHHSS  (YHKIHMS, BO3MOXKHOCTH €€
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HCIIOJIb30BaHUA. 3J'IeKTpOHHa$I noAnucr " IMPUHOUIIBI €C
IIPUMCHCHUA.

6 OCHOBHBIE TEXHOJIO-
TUM TIOCTPOCHUS 3a-
IIHUIIEHHBIX HC.
MesxceTeBble  3Kpa-
HEL.

OCHOBHBIE TEXHOJIOTHMHM TIOCTpoeHMs 3amuiieHHsx MC.
ITonstTne w™excereBoro s3kpaHa. [IpaBuna dQunbTpamuun wu
NPUHIUIB X TpuMeHeHwus. [laketHeie QunbTphl. [lonmuTuka
cereBoii Oe3zomacHOoCTH. [lonMTHKa peanm3alii MEKCETeBBIX
9kpaHOB. DyHKIMOHANBHEIE TPEOOBaHUS K MEXKCETEBBIM
9KpaHaM W uX KommoHeHTHl. Illmo3b1 ceaHcoBoro u
MpUKIagHoTo ypoBHS. HoBble QyHKIIMH OpaHIMay3pOB.
CxemBl OpraHU3alliil MEXKCETEBBIX JKpaHOB. 1pedoBaHHMA K
MEKCETEBBIM DKpaHaM

7 Texnonorns  VPN-
ceTe.

TexHonoruss oObeNMHEHUSI JOKAIBHBIX CETed U OTHENBHBIX
KOMIIBIOTEPOB HYepe3 OTKPBITYI0 BHEIIHIOIO Cpeay Mepenadu
JaHHBIX B €AMHYIO BHUPTYaJbHYIO CETh, 00ECICUMBAIOLIYIO
3alIUTy WHPOPMALMOHHBIX MOTOKOB WM TexHoiorus VPN-
cereii. Ocobennoctn VPN. TyHHenupoBaHHe H  €r0
ocoberHocTH. OCHOBHBIC Pa3HOBUIHOCTH VPN-yCTpo#cTB 1o
TexHuuecko peanusanuu. Pomu VPN-ycrpolicts. BapuanTs
MOCTPOEHUS 3allMIEeHHBIX KaHaioB VPN. Yrpossl ana VPN.
Knaccudukaius VPN-cereit. Copmenienre VPN-TexHOmOT v
1 MexceTeBoro skpada. Henocratku VPN.

8 3ammra  uHpOpMa-
uuu B HMHTepHer.
HNuadopmanronnas

0e301MacHOCTh B
YCIIOBUSX (DYHKIIHO-
HUpoBaHus B Poccuu
TJIO0ATBHBIX CETEH.

[Ipobnema obecniedennst HHGOPMALIMOHHONW OE30MACHOCTH MPH
pabote c riobampHOU ceThio MHTepHET. MHpOpManmonHas
Oc30macHOCTh B YCJIOBHAX (PYHKITMOHHMpOBaHUS B Poccum
roOanbHBIX ceTeld. Yka3z mpesuneHta PO «O mepax mo
obecrieuennto MHPpOPMAMOHHOW Oe3omacHOCTH Poccuiickoit
Oenepann B cepe MEKAYHAPOJHOTO HHPOPMAIMOHHOTO
oOMeHa». Yrpo3bl HH(POPMALMOHHOW O€30HMacCHOCTH TpH
pabore c¢ Wutepner. Bupychel, ucCHONHAEMBIE MOIYIH,
BCIUTBIBAIONIIE ~ OKHA ®W  peknama.  Vcronbp3oBaHue
AQHTHBUPYCHBIX IPOrpaMM M MEXKCETEBBIX 3KPaHOB IpH padoTe
¢ Untepner. IlporpaMmHble cpeicTBa MpoBepKH Tpaduka H
00pBOBI ¢ HECAHKITMOHMPOBAHHBIM HCIIOIB30BAHHEM PECYPCOB
UHGOPMAIMOHHOM CHCTEMBI.

9 TunoBas cTpykTypa
3amutel ot HC/I.
YnpaBneHue J0CTy-
IIOM.

ApxuTekTtypa THUTIOBON CUCTEMBI 3aIUTHI oT
HECAaHKLIMOHUPOBAHHOTO  JocTyna.  Unentudukamus wu
ayrentu¢ukanus. [laponpHas ayrentuduxamus. Ilpasuia
nmpuUMeHeHus1 maposiei. OmHOpa3oBbie Mapoiu. [IpHUHITUATIED
KOHTpoJIA JAOCTynma. MaTpuna JocTyna M CIHMCKH JOCTYTA.
IIpon3BoiapHOE M NPUHYIUTEIBHOE YIPABICHHE IOCTYIIOM.
OrpannuuBaromiuii ~ uHtepdeiic.  PoneBoe  ympamieHue
noctynoM. Kpunrorpagpuueckas noacuctema. I[IporpammHo-
anmapatHele cpeiacTBa 3amuTel  uHpopmaumu ot HC/I.
YcrpolicTBa BBOJIa HISHTU(-HBIX PU3HAKOB. [IpenmyrecTBa
Y HEJIOCTATKH UX MCIOJIb30BAHMS. DIEKTPOHHBIE 3aMKH.

4. MaTtepuaJjibl TeKylIero KOHTPOJIA yCIIeBAeMOCTH 00yYAIOINXCS

4.1. ®opMbI 1 METObI TEKYILIET0 KOHTPOJISA YCIIEBAeMOCTH M IPOMEKYTOYHOH aTTeCTAlUHN

B xozne peanuzanuu qucuuiuinHel 51.B.J1B.14.01 «OcHOBBI HHPOPMALMOHHOM 0€301IACHOCTH XO0351ii-
CTBEHHOM JeATeJbHOCTH» HUCIOIb3YIOTCS CIEIYIOIUE METOABI TEKYIEro KOHTPOJIS yCIIEBaeMOCTH

00y4aromuxcs:
No HanmeHoBaHMe TeM MeToabl TEKYIIEr0 KOH-
n/n (pa3aesoB) TPOJisl yCIIEBAEMOCTH
Ounas ¢popma
Teua 1 [lonste wunOpManyuu, 3amUTEl HHPOPMALMU U HH()OPMAIIMOHHOM VerHbiit
6e3onacHocTi. OCHOBHBIE COCTaBIISIOLINE. orpoc
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3aKOHOJATENbHBIE ~ YpPOBeHb  HMH(OpMAIMOHHOM  0€30macHOCTH. N
Tema2 | KomnbroTepHble mpecTyiuieHus. OTBETCTBEHHOCTh 3a COBEPLICHHE onpoc
KOMIIBIOTEPHBIX NPECTYIUICHHUH.

Tema 3 Knaccudukanus arak. [lonstue yrpossl. Mogens yrpo3. Pexomennarmu VYeraslit
1o o0ecnevyeHnto HHGOpMaMOHHON 6€30IaCHOCTH. orpoc

Tema 4 OcHoBHBIC TOHATHA KpUNTOrpaduu. J[Ba COBpEMEHHBIX HANpPABICHUS B VerHbIit
kpunTorpadun. Kiaccuueckne KpUITOCHCTEMBI. ompoc

Tena S Kpunrorpagust ¢ OTKpeITEIM KitoyoM. Cucrembl IU(poOBaHHA, HE VerHbIR
TpeOyroUre nepeiaun Kioya. JIeKTPOHHAasI MOIHCE. ompoc

Tema 6 OcHOBHBIE TEXHOJIOTHM MNoOcTpoeHus 3amuuieHHblXx MC. MexcereBble VerHbiit
9KpaHsbl. ompoc

Tema7 | Texnonorus VPN-ceren. Yerubii
ompoc

Tena 8 3ammra nHdopmanuu B UHTepHeT. UHpOpManmonHas 6e300acHOCTh B Verabrit
ycaoBHUX QyHKIMOHHpOBaHUs B Poccuu riio0anbHBIX ceTeil. orpoc

YcTHbIH

Tema 9 | TumoBas ctpykrypa 3amutel oT HCJIl. YnpaBieHnue 1ocTynom. ormpoc,

TECTHPOBAHHE

IIpu npoBeaeHNYM 3aHIATHH JIGKIIMOHHOTO THIIA: YCTHBIA OIPOC;
MIPY [IPOBEJICHUH 3aHATUI CEMHUHAPCKOTO THIA: UHAUBUAYaJIbHbIE 3aJaHUsI 17151 BBINOJIHEHUS HA KOMIIBIOTEPE;
MPU KOHTPOJIE PE3YIIETATOB CAMOCTOSATEILHON PaOOTHI CTYICHTOB: 3JICKTPOHHBIC TECTHI.

[TpomMexyTouHas aTTecTamus MPOBOIUTCS B opMe 3a4eTa METOIOM 3JIEKTPOHHOTO TECTHPOBa-
Hus. K cnaye 3ayera mo IUCHUIUIMHE OMYCKAlOTCS CTYACHTHI, OJy4YUBIINE HE MeHbIlle 60 Oamios
IIpU TeKylle arrecrauuu. IIpu moaroTroBke K 3a4eTy CTYIEHT BHUMATEIbHO IIPOCMATPUBAET BOIIPO-
CBI, IPEyCMOTPEHHBIE paboveil mMporpaMMoin, U 3HAKOMUTHCSI C PEKOMEHI0BAHHOW OCHOBHOM JIUTEpa-
Typoii. OCHOBOHM JUIS ClayM 3a4eTa CTYJICHTOM SBISETCS M3yueHHE KOHCIIEKTOB OO30PHBIX JICKIH,
MPOCIYIIAHHBIX B TEYEHHUE CeMecTpa, UH(OpMaIMs, OJIydeHHas! B pe3yJbTaTe CaMOCTOSITENIbHOM pa-
60TBI, " NPAKTUYICCKHUEC HABBIKH, OCBOCHHBLIC ITPU PCHICHUU 3a/1a4 B TCUHCHUC CEMCCTpPaA.

4.2. Tunosbie MaTepHAJIbI TEKYIIEr0 KOHTPOJISA YCIIEBAEMOCTH 00y4aIOIIUXCS

3amanus JUisE KOHTAaKTHOM M CaMOCTOSITENTFHOW pa0OThl BKIIOYAIOT B €0l KOMIUICKC 3aaHUIA
BBITIOJTHEHUE, KOTOPBIX, MPEANoaraeT TIIaTeIbHOE W3ydeHHe HayYHOW W y4eOHOI IuTeparypsl, me-
PUOAMYECKUX H3JaHUM, a TAaKKe 3aKOHOJATEIbHBIX U HOPMATHUBHBIX JOKYMEHTOB, IIPEAJaracMbIX B
.6 «YdeOHas nmuTepaTypa M pecypchl MHGOPMAIIMOHHO-TEICKOMMYHUKAIIMOHHONW ceTu MHTepHer,
y4e0HO-METOINYECKOE 00ECIIEYCHHE CAMOCTOSATEIHHONU PA0OTHl 00YJAIONTUXCS 10 TUCITUTUTHHE.

3anaHusl MPEeAOCTaBISIIOTCS HA MPOBEPKY B AJIEKTPOHHOM BHUJAE WJIM Ha OyMa)KHOM HOCHUTEIE.
[IpennoxeHHbIC 3a1aHUS BBIIOJHSIOTCS B (DOPME YCTHOTO OIPOca, MYyJIbTUMEIUITHOTO JTOKJIaa, perie-
HUS 3314 Ha KOMITBIOTEPE, FJIEKTPOHHOI'O TECTA U T.II.

Tema 1

ITonsiTue nHpopManmnu, 3amUTel HHGopManuu U MHGOpManUOHHOH Oe3onacHocTH. Oc-
HOBHBbIE COCTABJIAIOIIHE.

Bonpocel ycTHOro onpoca:

1. TlonsTtue uuabOpMAaIUK, 3a0TUTH HHPOPMAIUK U HH)OPMAITMOHHOM 0€30IaCHOCTH.

2. Hasnauenue u 3amauu B cepe odecrieueHuss HHGOPMAIIMOHHONW 0€30MIaCHOCTH Ha YPOBHE rOCYAapCTRa,
Ha YpOBHE PErHOHA U Ha JIOKATbHOM YPOBHE.

3. OcCHOBHBIE TIOJOXKCHHS TEOPUN HH(DOPMAIIMOHHOHN 0€30ITaCHOCTH WH(OPMAITHOHHBIX CHCTEM.

4. OcCHOBHBIE COCTaBJIAOIIME oOecredyeHuss HMH(OPMAIMOHHON  0E30MacCHOCTH  XO3SMCTBEHHOM
JeSITETbHOCTH.

Tema 2
3akoHoaaTeJIbHBI ypoBeHb HHGOPMANMOHHOH Oe3omacHocTH. KommnbroTepHble mnpe-
crymiieHnsi. OTBeTCTBEHHOCTH 32 COBEPLIEHHE KOMNbIOTEPHBIX MPeCTYIJICHUIH.
Bomnpocsl ycTHOro onpoca:
1. BaxXHOCTh 3aKOHOATEIHLHOTO YPOBHS HHPOPMAITMOHHOW O€30TTaCHOCTH.
12
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0030p pOCCHICKOTO 3aKOHOAATENLCTBA B 00J1aCTH o0ecieueH s HHPOPMALMOHHON 0€30MacHOCTH.
JokTpuna wuHpopMaMOHHOH Oe3omacHoctd P®, 3akonsl «O rocygapcTBeHHOM TaiiHe», «O0
nHpOopMauH, HHGOPMATMOHHBIX TEXHOJIIOTHIX U O 3alIUTe HH()OpMaIum.

Hpyrue 3akoHbI 1 3aKOHOAATeNbHBIE akThl. KoHlenuus nH)OpMaMOHHOM 0€301aCHOCTH.

OCHOBHBIC HOPMATHBHBIC DPYKOBOJSIIME JOKYMEHTBI, KacalollHecs TOCYAApCTBEHHON TaWHBI H
KOHQUJICHIIMAIbHOW WH(OpMAIMK, HOPMATHBHO-CIIPABOYHBIE JIOKYMEHTHI. HOpMaTHBHBIE aKThI
aaMuHHCcTpanuu Bosrorpana B 001acTi nHGOPMALMOHHON 0€30MaCHOCTH.

KOMHI)I-OTepHI)Ie MMPECTYIIIICHUS. OTBETCTBEHHOCTE 3a COBCPIICHNUE KOMITBIOTEPHBIX HpeCTyHHCHHﬁ.
YronoBHag u AIAMUHUCTpaTUBHAA OTBETCTBCHHOCTD.

Tema 3
Knaccupurkauus araxk. [lonsitue yrpossl. Mojaeianb yrpo3. Pekomengauum no odecneyve-

HHMIO HH(POPMALIMOHHOM 0€30I1aCHOCTH.

—

wn

e

10.

Bomnpocsl ycTHOro onpoca:

[lonsaTHe aTaku Ha UHQOPMALIMOHHYIO CHCTEMY.

Knaccudukaius arak. Buasl IpOTUBHUKOB WM “HAPYIIMTEICH’, MX KIacCH(DHUKALIUAL.

Kananer yrteukn wunH(pOpManmu: BU3yadbHO-ONTHYECKUH, aKyCTHUYECKHUH, 3JEKTPOMArHUTHBIA U
MaTEpHaIbHO-BEIECTBCHHBIN.

[Monstue yrpo3sl. MicTouyHnKN yrpo3 B X KJIaCCH(PUKAIHS.

[TocTpoenue monenu yrpo3 opranuzanuu. [Ipumepsl.

PyxoBopmsmme moxymeHTsl ['octexxomuccun Poccun (PenpepanbHas cinyx0a 1Mo TEXHHYECKOMY U
SKCIIOPTHOMY KOHTPOJIIO) TIO 3al[uTe OT HECAaHKIMOHWPOBAHHOTO JOCTyna K WH(GOpMAIIH.
CnenuanbHble TpeboBanus 1 pekomeHnanuu. Muactpykuus CTP-K.

Pexomengauuu mo 3ammre KoH(UAECHIMAIbHON wuHGopMmauuu. Kiaccel 3alIMIIEHHOCTH CpPEICTB
BBIYMCIUTEIFHON TEXHHUKM M aBTOMAaTU3UPOBAHHBIX CHCTEM IO PYKOBOISIIMM JOKyMEHTaM
I'ocrexxomuccuu Poccun.

[okazarenu 3amuimenHocTd. CHUcTeMa 3alUThl HHPOPMALIMK OT HECAHKIIHOHUPOBAHHOT'O IOCTYIIA.
Pexomengyemple Mepsl MO OOECIEUEHHIO 3aIUThl HHGOpMAlMM B TPOLECCE OSKCIUTyaTaluu
WHPOPMAITUOHHON CUCTEMBL.

PaspemurensHas cuctema pomycka. Pexkomenaanuu no miaHy 1opaboTku 00beKTOB HHGOPMATU3ALNH
Ha COOTBETCTBHE TPEOOBAHUAM PYyKOBOASAIINX JOKYMEeHTOB I'ocTexkomuccuu Poccun.

Tema 4
OcHoBHbIEe NOHATHA KpunTorpaguu. /[Ba coBpeMeHHbIX HANIPaBJIeHUs] B KpUnrorpaduu.

Knaaccuueckue KPUIITOCUCTEMBI.

10.

Bonpocel ycTHOro onpoca:

Uctopudeckass cmpaBka. Bo3MOXHBIE HampaBieHUs pEIICHHs 3aJaud oOecleueHHus Iepenadu
CEKpEeTHOM MH(PpOPMAITHH.

Creranorpadus u kpunrorpadus. BaxsocTs kpunrorpaguu HpH pemICHHH 3a1ad oOecredeHHs
WHPOPMALMOHHON 0€30MacHOCTH XO3SHCTBEHHON NESTENbHOCTH M COXPAaHEHUS KOH(PHUICHIUATbHON
nHpOpPMAaLIUH.

OcHoBHble TOHATHA KpunTorpaduu. IloHsTHE KpHNTOCHCTEMBI, KiIO4a. BO3MOXHBIE aTakd Ha
KPUIITOCUCTEMBI, TIOHATHE KPUITOAHAIIN3A.

Hapexnocts kpunrocucteMbl. J[Ba OCHOBHBIX HaNpaBICHUs] B COBPEMEHHOH KpHUITOrpaguH.
Kitaccnueckue KpUIITOCUCTEMBI.

OnHoandaBuTHBIE 1 MHOTOANI()ABUTHBIE KPUIITOCUCTEMBI.

Cuctemsl Llesaps u Bmkenepa. BosMoxkHOCTH KpUnTOaHann3a MHOTOAN()aBUTHBIX cucTeM. PackpbiTue
cucTeMsl BrkeHepa.

HanexHocTs MHOTOANI(AaBUTHBIX CUCTEM. DIICKTPOMEXaHUYECKUe MH(POBaTbHBIC MAIITMHEL.
AOcomoTHO HanexHas Kpunrocucrema: “OmHopa3oBblii OJIOKHOT . B03MOXHOCTH HCIONIB30BaHUS
TaKUX CUCTEM Ha npakThke. CTaHgapThl UPPOBAHUS JaHHBIX.

Kpuntocuctema DES. Poccuiickuii cranmapt mmdposanus ['OCT 28147-89. IlpoGiema BbIOOpa
HaJEKHOW KPUIITOCUCTEMBI [Tl 3aIIUTHI CBOUX TaHHBIX.

[lepcniexTuBbl pa3BuTHs KpuntoaHanusa. [Ipodiema monHoro nepedopa Beex Kiroueil.

Tema 5
Kpunrtorpagus ¢ oTkpbIThIM KJIH0YOM. CucTemMbl MQpoBaHus, He TPpeOyIoLIMe nmepeaa-

YHM KJIK04a. 3JIeKTp0HHaﬂ MnOoANUCH.
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Bomnpocekl ycTHOro onpoca:

Cucremsl mudpoBaHus, He TPEOYIOIIME Nepeaadn KIrya.

[IpoGneMbl WMCTONB30BaHUS TaKWUX CHCTEM. [IpOTOKON WCMONB30BaHUs CUCTEMBl «OTHOPA30BBIN
OJIOKHOT», HE TpeOyoIIui MepBOHAYAILHOTO OOMEHA CEeKpeTHhIMU Kitouamu. Kpunrorpadus c
OTKPBITHIM KJIFOUOM.

[ToHsTHE OTKPHITOTO M CEKPETHOTO Kitoua. [IpaBuia ux UCIIOIb30BaHusl.

[TpUHIHITEI TOCTPOCHUS KPUIITOCUCTEM C OTKPBITHIM KITFOUOM.

W3BecTHBIE KPUTITOCUCTEMBI C OTKPBITHIM KIIFOUOM H UX anropuTMmbl. Cructema RSA.

JlnmrHa K1r04a B KpUNTOrpaduu ¢ OTKPHITHIM KITFOUOM.

OnHocTOpOHHSS (DYHKITHS, BO3MOXKHOCTD €€ HCIIOJIb30BaHUsI.

QHCKTpOHHaH IMMOANNCH MU IMPUHIUIIBI €€ IPUMCHCHM.

Tema 6

OcHOBHbBIE TeXHOJIOTUM NOcTPoeHus 3ammineHHbIX UC. MesxkceTeBble IKpaHbI.

Bomnpocekl ycTHOro onpoca:

OCHOBHBIC TEXHOJIOTHH ITOCTpOoeHUS 3amuiieHHsx 1C.

[Tonsatue mexcereBoro skpaHa. [IpaBuna QuubTpauu W TPUHOUOBT WX TpuMeHeHUs. [lakeTHbie
¢bunsTpel. [lomuTHka ceTeBoit 6€30MacHOCTH.

[Monmutrka peanu3anyyu MEXCETeBbIX 3KpaHOB. OYHKIIMOHABHBIC TPEOOBAHUS K MEKCETEBBIM dKpaHaM
Y UX KOMIIOHEHTBHI.

110361 CEaHCOBOTO U MPHUKIAIHOTO YpoBHS. HOBBIe QyHKIMH OpaHIMay>pOB.

CxeMbl Oopranmv3anun MEXKCCTEBBIX OKpPaHOB. OcobennocT pa3JIM4YHbBIX CXEM peajiu3alun, Hux
MPEUMYIIEeCTBA U HEJOCTATKU.

[IpoGieMsl, CBSI3aHHBIE C MEXKCETEBBIMU YKPAHAMHU.

TpeboBaHHS K MEKCETEBBIM IKpaHAM

Tema 7

Texnoaorus VPN-cereit.

Bomnpocsl ycTHOro onpoca:

TexHonorus 00beINHEHNs JIOKAJIBHBIX CETEH U OTAEIbHBIX KOMIBIOTEPOB YEPE3 OTKPHITYIO BHELIHIOIO
cpedy mepenavyd JaHHBIX B €AMHYIO BUPTYAJIBHYIO CETh, 00ECIEUMBAIOIIYIO 3aIIUTY HH()OPMAIIMOHHBIX
MIOTOKOB WK TexHosorust VPN-cereil.

Oco6ennoctu VPN. Tynuens VPN. TyHHenupoBaHue U €ro 0COOCHHOCTH.

OcHoBHbIE pa3HOBHJIHOCTH VPN-ycTpolicTB mo TexHuueckoil peanusanuu. Pomn VPN-yctpoiicTs.
BapuaHTsl nocTpoeHus 3alMIIeHHbIX kKaHamoB VPN.

Yrpo3s! a5ist VPN. BapuaHThl 3alIUIIEHHBIX COETUHEHUH.

Knaccugpukamus VPN-cereii. CoBmemenne VPN-texHonoruit m MexcereBoro skpana. Hemocratku
VPN.

Tema 8
3ammra nnpopmannu B Unrepuer. UndopmannonHas 6e30nacHOCTb B YCJIOBHAX (PYHK-

uuoHupoBanus B Poccun rinodajibHbIX ceTei.

—

Bonpocel ycTHOro onpoca:

[Ipobnema obecnieuenust vHGOPMALMOHHOK 0€30MacHOCTH NpU padoTe ¢ rnodanbHol ceTbio MHTEpHEeT.
WNudopmannonHas 6e30MacHOCTb B YCIOBHAX (PyHKIHOHUPOBaHUs B Poccun ri1o0aibHBIX ceTel.

Vka3 mpesunmenta PO «O mepax mo oOecrniedeHnio MH(OOpPMALMOHHON Oe3omacHocTH Poccuiickoit
Qenepannu B chepe MEKIYHAPOTHOTO HHPOPMALMOHHOTO OOMEHa». YTpo3bl HH(POPMAaLUOHHON
0e3onacHocTH npu padote ¢ UIHTEpHET.

Bupycel, ucnonHseMble MOIYIH, BCIUIBIBAIOIINE OKHA M pekiaMa. VICcrmonb30BaHHWE AaHTHBUPYCHBIX
MpoTrpaMM M MEXKCETEBBIX IKpaHOB Tipu pabote ¢ HTepHeT.

[IporpammMHbIe cpencTBa MpoBepku Tpaduka U OOpPbHOBI ¢ HECAHKIMOHUPOBAHHBIM HCIOJIb30BAaHHEM
pecypcoB HHPOPMALMOHHON CUCTEMBI.

Tema 9

Tunosas crpykrypa 3ammtsl or HC/I. Ynpasiaenue gocrynmom.

Bonpocel ycTHOrO onpoca:

ApPXUTEKTypa THIIOBOM CHUCTEMBI 3allUThI OT HECAHKI[MOHHUPOBAHHOIO AOCTyma. MaeHTudukaius u
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ayTeHTU(UKALHS.

2. Tlapompnas ayrenTudukaius. [IpaBmia npuMeHeHNs Tapoci.

Opnnopaszosele maponu. CepBep ayrentudukanuu. llogcucrema ympaBieHHs JOCTYIOM, IOACHCTEMA

pEeTuCTpalyny U y4era.

4. IlpuHuunel KOHTPOJIA AOCTyHa. Marpuia 10CTya U CIIUCKU T0CTYTIA.

[IpousBonbHOE U MPUHYAUTENHLHOE YIPaBIeHUE JOCTYNOM. OrpaHHYHBAIONINI HHTEPETC.

6. PoneBoe ympasnenue nocrynoM. CraTudeckoe W JUHaMHUUECKOe pacmpeneneHue poiei. [lomcucrema
obecnieueHus 1eaocTHOCTH. Kpunrorpadudeckas moacucrema.

7. TlporpamMmHo-ammapaTHble cpeictBa 3amuTel  wHpopmanmu ot HCH. VYcrpoiictBa BBoJa

(98]

hd

UICHTU(HUKAMOHHBIX [PU3HAKOB. Knaccudukanuss ycTpoWcTB BBOJAa HMICHTU(PHKAIIMOHHBIX
NpPU3HAKOB. bBHOMeTpUuYecKHe yCTpOWCTBa BBOJA HWACHTU(QHMKANMOHHBIX IPH3HAKOB M HX
KI1accu(uKaIms.

UTOTOBBI TECT IO KYPCY
«OcHOBBI HHPOPMALMOHHOW 0€30MACHOCTH X031 CTBEHHOH 1eATeIbHOCTH»

DEeKTPOHHBIN TECT MPEeACTaBIsAET COOON 3aJaHuUs C BBIOOPOM TOJIBKO OJTHOTO MPAaBUILHOTO OTBETA U3
npeuiokeHHbIX. Pesynprar mporpamma Unitest BHIBOJUT B MIPOIICHTAX.

1. Kpunrorpadgus 3to

A) Hayka 0 MeToAax NpeoOpa3oBaHMs JAHHBIX, HAPABICHHBIX Ha TO, YTOOBI CIENaTh 3TH JAHHBIE
0ecroJIe3HBIMU /ISl HECAaHKIIHOHHUPOBAHHBIX JIUI]

B) Hayka o meTomax u crmoco0ax pacKkpbIThs MU(POB

C) COBOKYIMHOCTh METOJIOB, CKPBIBAIOIIMX (DaKT Mepetaur CEeKpeTHONH MH(OPMAIMH 32 OTKPBHITOW MH-
dbopmarueit

D) coBOKYIHOCTH METOJIOB, 00ECIEUMBAIOIINX A0COMIOTHYIO HAJSKHOCTh KaHaja Mepeladyd JaHHbBIX
OT TepexBara

E) nayka o MeTonax co3zanus uudpoBoil moamucu

2. Kakas u3 ciieyl0IHuX KPUNTOAHAJIUTHYECKUX ATAK CYUTAETCSl HanboJiee ONMacHoii?

A) Ip¥ HAJIMYWH TOJIBKO OJHOTO 3amu(poBaHHOTO parMeHTa

B) npu Hanuuuu Oosnpioro Habopa 3auppPOBaHHBIX (GParMEHTOB

C) npu Hanmuuuu ¢pparMeHTa OTKPHITOTO TEKCTa U COOTBETCTBYIOIIETO MY KPUIITOTEKCTa

D) npu uzBecTHOM MeTo/ie MU POBAHUS

E) mpu BOo3MOXxHOCTH BbIOOpa J1I0OOrO OTKPBITOIO TEKCTAa M IMOJYYEHHUU COOTBETCTBYIOILETO €My
KpPHUIITOTEKCTA

3. Cko/1bKO pa3jJMYHBIX KJIK04YeH B cucteme Ile3apsi npu HCnoJIb30BaHMHU MOJHOIO PYCCKOIO aJI-

daBura?

A) 16 D) 256
B) 33 E) 1024
C) 66

4. Yto siBJsieTcs KJII0OY0M B Kpunrocucreme Buxenepa?

A) nmroboe 1poOHOE YnCIIO

B) BennunHa caBura uCXoaHOTo andaBuTa

C) nepecTaBieHHBIN aaBUT

D) cnyuaiinast mocne10BaTebHOCTh OYKB, paBHAs! THHE COOOIICHHUS
E) moboe cnoBo

5. Kakasi u3 nepe4ucjieHHbIX KPUNITOCHCTEM SIBJISETCH CHCTEMOM € OTKPBITHIM KJIKYOM?
A) DES D) I'OCT 28147

B) RSA E) Le3aps

C) DHurma
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6. Mo:xHo Jiu B nporpamMme PGP Bocnosib30BaThCsl 4y:KMM OTKPBITHIM KJIOYOM Ui paciuudpo-
BaHMdA HHpopManuu.

A) na

B) ner

C) na, ecny U3BECTEH TOT MAPOJIh

D) na, eciiu mosap30BaTeNb AacT MpaBa Ha paciM(poBKy ero nHGOpMaIK U COOOIIUT CBOU apoIb

E) na, ecnmu mepeGpath Bce KItoun

7. Kak pacKpbIBalOTCsl KPUNITOCUCTEMBI OJHOAJI(PABUTHON 3aMeHbl?
A) TaKkue cuCTeMBbl PaCKPBITh HENb35I

B) nonusrii mepedop kimtoueit

C) aHanm3 4acTOT BCTpEUAEMbIX OYKB

D) nepebop cooOrmieHumii

E) nepecraHoBKu OYKB KpHUIITOTEKCTA

8. Kpunroanauius 31o

A) Hayka 0 MeToax MpeoOpa3oBaHMs JaHHBIX, HANIPABICHHBIX HA TO, YTOOBI CHENATh 3TH JaHHbIC
Oecrone3HbIMU AJ1 HECAaHKIMOHUPOBAHHBIX JIUI]

B) Hayka o MeTonax u coco0ax pacKkpsITus IUppPoOB

C) COBOKYMHOCTh METOJIOB, CKPBIBAIOIIUX (PaKT Mepeaayu CeKpeTHON nHpOopMaluu 3a OTKPHITON HH-
bopmanueit

D) coBOKYyIHOCTh METOJI0B, OOECIEUNBAIOINX a0COMIOTHYIO HA/IeKHOCTh KaHalla Mepeiaydl JaHHbIX
OT TiepexBara

E) mayka o Mmerogax cosznanusi iupOBOM MOATHCH

9. YUto siBJsieTcsl KJI0OY0OM B Kpunrocucreme Llezaps?
A) mroboe croBo

B) mo60e uncno

C) BemuuMHa CABUTA UCXOIHOTO andaBura

D) nepecraBneHHsIif andaBuT

E) cnyuaiinas nocnenoBaTeIbHOCTh CUMBOJIOB

10. KakoBa nniuna kiawo4a B cranaapre mudposanus 'OCT 28147?

A) 256 our D) 1024 6ut
B) 64 6ur E) 2048 6ut
C) 56 6ut

11. Ha c105kHOCTH pelieHus] KaKOi MaTeMaTHYeCKOM 3a1a4u OCHOBaHa cucteMa RSA?
A) KO/IbI HCTIPABJISIONINE OMIHOKH

B) nuckpetnsbiit norapudm

C) 3amaua “o prok3ake”

D) paznosxeHue OOIbIINX YUCEN HA TPOCTHIE MHOKUTEIH

E) cnoxenue no monyio 1Ba

12. Kpunrorpadguyeckunii mpoToKoJI 3T0

A) meTon mmudpoBaHUS TaHHBIX

B) meTon kpunToaHanusa JaHHBIX

C) meron nepexsara JaHHBIX

D) anroput™m obmeHa mHboOpMaIMeir MexIy pazIMYHBIMUA YYaCTHHKAMHU HPU CEKPTEHOM mepenaue
JaHHBIX

E) ocobas kxpunrtocucrema

13. Kpunrocucrema «OnHopa3oBblii 0J10KHOT» 3TO:
A) mepecTaHOBOYHAsI CHCTEMA
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B) ogHoandaBuTHas cucTeMa mpocTol 3aMEeHBI
C) mHOTOAN(paBUTHASA CUCTEMA

D) cucrema ¢ OTKPBITBIM KITIOUOM

E) Takoii cuctemsbl He CyIIECTBYET

14. Kakoii napoab Han0o/1ee HaJesKeH?

A) ®amunus moJIb30BaTENS

B) ®pa3a u3 kauru

C) cayuaiiHas 1mociaea0BaTeIbHOCTh (P

D) ciyuaiinas mocienoBaTeaIbHOCTh OYKB

E) cnyuaiinas nocie1oBaTeIbHOCTh IPOU3BOJIBHBIX CHMBOJIOB

15. KakoBa ajuHa kji04a B cucteMe mupposanuss DES?

A) 256 our D) 1024 6ut
B) 64 6ur E) 512 6ur
C) 2048 our

16. Kpunrorekcr 310

A) TEKCT HCXOAHOTO COOOIICHHUS

B) Tekct 3ammdpoBaHHOTO COOOIICHMS

C) napounb

D) TekcT, moydeHHBIH MPU KPUIITOAHATIN3E
E) xmrou

17. Taiinonucek (cTeranorpagusi) 3To

A) Hayka 0 MeTojax NpeoOpa3oBaHMs JAHHBIX, HAPABICHHBIX Ha TO, YTOOBI CIeNaTh 3TH JAHHBIE
0ecroJIe3HbIMU JIJIs1 HECAaHKIIHOHUPOBAHHBIX JIUI]

B) Hayka o meTomax u croco0ax packpbITUs MU(POB

C) COBOKYIMHOCTh METOJIOB, CKPBIBAIOIIMX (DaKT Mepeaun CEeKpeTHONH MH(OPMAIMH 32 OTKPBHITOW MH-
dbopmarueit

D) coBOKYIMHOCTH METOJIOB, 00ECHIEUMBAIOIINX A0COMIOTHYIO HAJEKHOCTh KaHaja Mepeladyn JaHHbBIX
OT TepexBara

E) Hayka o MeTonax cosznanus uGpoBOil MOAIICH

18. Yto no3BoJsier onpeaeauTh Meroa Kasucku npu Kkpunroanaamnse cucrembl Bu:kenepa?
A) mapoin

B) oTKpbITHII TEKCT

C) meron mudpoBaHus

D) nnuny naposs

E) nimny OTKpBITOrO TEKCTa

19. Kakas kpunrocucreMa odecriednBaeT a0COJIOTHYI0 HAMEKHOCTDH 3aIMTHI MPU NMPABUJIbLHOM
ee UCIOJIb30BaHUH?

A) DES D) OnHopasoBbiid OJIOKHOT
B) RSA E) Buxenepa
C)T'OCT 28147

20. O0ecnieunBaeT JM NApoJib Ha BXoA B Windows HajJleskHY10 3a1IUTY KOMIIboTEepa?
A) na

B) mer

C) npu mymne napodst 6onee 10 cuMBosoB

D) npu ciyqaitHom maposie

E) npu perynsapHoi cMeHe naposs
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21. MoxHo gu B nporpamMme PGP Bocno/ib30BaThbesl 4ysKMM OTKPBITHIM KJIIOYOM JJIs1 pacundg-
poBaHus HH(OpMaNKH.

A) na

B) ner

C) na, eciiv U3BECTEH TOT MAPOJIh

D) na, eciiu mosap30BaTeNb AacT MpaBa Ha paciM(poBKy ero vHGOpMaIK U COOOIIUT CBOW NapoJb

E) na, ecnmu mepeGpaTh Bce Kitoun

22. Kak packpbIBalOTCd KPUITOCUCTEMbI 0THOAI(ABUTHOM 3aMeHbI?
A) TaKkue cuCTeMBbl PaCKPBITh HENIb35

B) nonusrii mepedop kitoueit

C) aHanm3 4acTOT BCTpEUAEMbIX OYKB

D) nmepebop cooOrmieHumii

E) nepecranoBKku OYKB KpHUIITOTEKCTA

23. Kpunroanajau3s 310

A) Hayka 0 MeToax MpeoOpa3oBaHMs JaHHBIX, HANIPABICHHBIX HA TO, YTOOBI CIENaTh 3TH JaHHbIC
Oecroe3HbIMU JJ1 HECAaHKIMOHUPOBAHHBIX JIUI]

B) Hayka o MeTonax u coco0ax pacKpsITus U(ppPOB

C) COBOKYMHOCTh METOJIOB, CKPBIBAIOIINUX (PaKT Mepeaayu CEeKpeTHON nH(OpMalnuu 3a OTKPHITON HH-
bopmanmeit

D) coBOKYyIHOCTh METOJI0B, OOECIEUNBAIOIINX A0COMIOTHYIO HA/IeKHOCTh KaHalla Mepeiavdl JaHHbIX
OT TiepexBara

E) mayka o Mmerogax cosznanusi iupOBOM MOATHCH

24. Yto siBasieTcsi KJI040M B Kpunrocucreme Llezaps?
A) mroboe croBo

B) mo60e uncno

C) BemuuMHa CABUTA UCXOIHOTO andaBura

D) nepecraBneHHsIif andaBuT

E) cnyuaiinas nocne1oBaTeIbHOCTh CUMBOJIOB

25. KakoBa juimHa kiao4a B crangapre mmpposanusa 'OCT 28147?

A) 256 our D) 1024 6ut
B) 64 6ur E) 2048 6ut
C) 56 6ut

26. Ha cJ105KHOCTH pelieHMsI KAKOH MaTeMaTH4YeCKOi 3a1a4u OCHOBaHa cucteMa RSA?
A) KO/IbI HCTIPABJISIONINE OMIHOKH

B) nuckpetnsbiit norapudm

C) 3amaua “o prok3ake”

D) paznosxeHue OOIbIINX YUCEN HA TPOCTHIE MHOKUTEIH

E) cnoxenue no monyio 1Ba

27. Kpunrorpapuieckuii NpoToOKo0JI 3TO

A) meTon mmudpoBaHUS TaHHBIX

B) meTon kpunToaHanusa JaHHBIX

C) meron nepexpara JaHHBIX

D) anroput™m obmeHa mHboOpMaIMeir MexIy pazIMYHBIMUA YYaCTHHKAMHU HPU CEKPTEHOM mepenaue
JaHHBIX

E) ocobas kxpunrtocucrema

27. Kpunrtocucrema «OqHopa3oBblii 0JI0KHOT» 3TO:
A) mepecTaHOBOYHAsI CHCTEMA
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B) ogHoandasuTHas cucTeMa mpocTor 3aMEeHBI
C) mHOTOAN(paBUTHASA CUCTEMA

D) cucrema ¢ OTKPBITBIM KITIOUOM

E) Takoii cuctemsbl He CyIIECTBYET

29. Kakoii napoJib Hau0oJ1ee HajexeH?

A) ®amunus moJIb30BaTENS

B) ®pa3a u3 kauru

C) cayuaiiHas 1mociaea0BaTeIbHOCTh (P

D) ciyuaiinas mocienoBaTeaIbHOCTh OYKB

E) cnyuaiinas nocne1oBaTeIbHOCTh IPOU3BOJIBHBIX CHUMBOJIOB

30. KakoBa JuimHa KJ104a B cucteme mupposanusa DES?

A) 256 our D) 1024 6ut
B) 64 6ur E) 512 6ur
C) 2048 our

IIkana oueHUBaAHUA
YcrHblii onpoc

YpoBeHb 3HaHUI, YMEHUI U HaBBIKOB 00YYaroIIEerocsi IpU YCTHOM OTBETE BO BpeMs TEKYIIETO
KOHTPOJIS ompezensercs: oneHkaMu «OTinnaHoy/ «Xopomioy/ «Y Z0BIeTBOpUTENbHOY «HeymnoBneTBo-
putensHO». B Bonrorpaackom mHcturyte ynpasnenus — pumane PAHXul'C npunsta cnenyromas
ITKaJTa COOTBETCTBHUSI PEUTUHTOBBIX OIEHOK MSITHOATEHBIM OI[CHKAM:

- 90 — 100% — «otnuunO» (5);

=75 — 89% — «xoporioy (4);

- 60 — 74 — «ynoBieTBopUTEIHLHO» (3);

- meHee 60% — «HEeYyTOBIETBOPUTEIHLHOY (2).

YpoBeHb 3HaHMI, YMEHUI W HaBBIKOB 00YYaIOIIErocsi MPH YCTHOM OTBETE BO BpPEMs MPOBEIC-
HUS TEKYILEro KOHTpouis ompenensercs 6amutamu B nuanasone 0-100 %. Kpurepusmu oneHuBaHus
IIpU MPOBEJIEHUU YCTHOTO OMpOca SBIISETCS AEMOHCTpPALMsS OCHOBHBIX TEOPETHUECKUX MOJIOKEHUIl, B
paMKax OCBaMBaeMOW KOMIETEHIMU, YMEHHE MPUMEHSTh MOJyUeHHbIC 3HAHUS Ha MPAKTUKE, OBJajie-
HUE HaBBIKAMH aHaJM3a U cUCTeMaTU3aluu HHPOpMaIUH.

[Tpu oreHMBaHUM PE3yNIHTATOB YCTHOTO OMPOCA MCTIONb3YETCs CIEIyIoNIast Kaja OEHOK:

Oramnbel KOMIIETCHIIUH, MPEIyCMOTPEHHBIE 00pa30BaTEILHOW Mporpammoii, cdop-
MHPOBaHbl Ha BBICOKOM ypoBHe. CBOOOJHOE BaJeHHE MaTePHAJIOM, BBISBICHHE
100% - 90% MEXKIIPEAMETHBIX CBSI3eH. YBEpEHHOE BIAJCHHUE MOHSATUHHBIM anmapaToM JUCIIH-
(oTnmuHO) wnHEL, [IpakTHyeckue HABBIKU MPO(ECCHOHANBHON NEATENFHOCTH C(HOPMHUPOBAHBI
Ha BBICOKOM ypoBHe. CIIOCOOHOCTh K CaMOCTOSITEIbHOMY HECTaHIAPTHOMY pellie-
HHUIO IPAKTHYCCKUX 3a]1a4

OTanbl KOMIIETCHINH, NPEAyCMOTPEHHBIE O0pa3oBaTeIbHOW Mporpammoil, cdop-
MHUPOBAaHBI 10CTaTOYHO. [leTanbHoe Bocnpou3BeaeHrne yueOHoro MaTepuana. [Ipak-
THUYECKHE HABBIKU MPOQECCHOHANBHON NEeATeIbHOCTH B 3HAUUTEIILHON Mepe cdop-
MUpoBaHbl. [IpHCYTCTBYIOT HAaBBIKM CaMOCTOSITEIBHOI'O PEIICHUS MPAKTHUECKUX
3aJ1a4 C OTAEJIbHBIMU 2JIEMEHTAMH TBOPYECTBA.

89% - 75%
(xoporto)

OTambl KOMIETSHITUH, MPEAYCMOTPECHHBIE 00pa3oBaTeIbHON TPOrpaMMoi, cdop-
MHPOBaHBl HA MHHUMAJIBHOM YpOBHE. Hannune MUHMMaIbHO JOITyCTUMOTO YPOBHS
B YCBOGHUH Y4eOHOTO Marepuaia, B T.4. B CAMOCTOSITCIHHOM PEIICHHH MPaKTHYC-
ckux 3anad. [IpakTuieckre HaBBIKU MPO(PECCUOHATLHON EATEIBHOCTH CPOPMHUPO-
BaHbl HE B TIOJIHOM Mepe.

74% - 60%
(YIOBIETBOPHUTEIIBHO)

Ortanbel KOMIETEHIIMH, TPEeAyCMOTPEHHbIE 00pa3oBaTeIbHOM TPOTpaMMOM, He
chopmupoBanbl. HenocTaTouHBIH ypOBEHb YCBOCHHS TOHSATHIHOTO armapara u
Hanuyue (hparMeHTapHBIX 3HAHWUHU MO AucHUIUIMHE. OTCYTCTBHE MUHHMAIBHO JI0-
ITyCTUMOTO YPOBHS B CAMOCTOSATEIFHOM PELICHHUH MPaKTHUecKnux 3afad. [Ipakruye-
CKY€ HaBBIKH MPO(ECCHOHAIBHON NIEATEIIEHOCTH HE CQOPMHUPOBAHEI.

MmeHee 60%
(HEeyIOBNIETBOPUTEINILHO)
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TecrupoBanue
YpoBeHb 3HAHUHN, YMEHHH W HABBIKOB OOYyYalOIIErocs MPH YCTHOM OTBETE€ BO BpEMs IIPO-
BEJICHUS TEKYIIEro KOHTpouIs onpenensiercs Oamnamu B auamnazone 0-100 %. Kputepuem onieHuBaHUS
IIPU MIPOBEJACHUHN TECTUPOBAHMS, SIBISECTCA KOJIMYECTBO BEPHBIX OTBETOB, KOTOPBIE )l CTYAEHT Ha BO-
npockl Tecta. [Ipu pacdere komudecTBa 0AIOB, OTYYEHHBIX CTYJACHTOM IO UTOTaM TECTUPOBAHWSI,
UCIOJIb3YyeTCs cheayromas hopmyna:

E=£x100%,
0

rac

b — konnyecTBO 0AIIIOB, TIOTYYEHHBIX CTYIEHTOM T10 UTOT'aM TECTUPOBAHWS,
B — konmugecTBO BCPHBIX OTBCTOB, JAHHBIX CTYACHTOM Ha BOIIPOCHI TCCTA,

O — o011Iee KOJTMYECTBO BOTIPOCOB B TECTE.

IIpoBepka pedepara
YpoBeHb 3HAHWN, YMEHHWW W HABBIKOB OOYyYaOIIETOCs MpH MPOBEpKe pedepaTra BO BpeMs
MIPOBEJICHUS TEKYIIEro KOHTPOJIs onpenensercs Oamnamu B quanazone 0-100 %. Kpurtepusmu oreHu-
BaHUA INPU IpoOBepKe pedepaTta SABISETCS IEMOHCTpAIUs OCHOBHBIX TEOPETUYECKUX IOJIOKEHHM, B

paMKax OCBaMBaeMoit KOMIICTCHIIMH.

[Ipu onieHMBaHUK PE3yIBTATOB YCTHOTO OIPOCA UCIIOJIB3YETCs CIIEAYIOIAs IKala OLICHOK:

VYyammiicss TeMOHCTPUPYET COBEPIICHHOE 3HAHHWE OCHOBHBIX TEOPETHYECKHX ITOJIOKCHHH, B pamMKax

100% - 909 N
% % OCBaNBAEMON KOMIIETCHIIUH.

Yyamuiicss IeMOHCTPUPYET 3HAHUE OOJIBIIEH YaCTH OCHOBHBIX TEOPETHUECKHUX ITOJIOXKEHHUH, B paMKax

89% - 75% N
0CBaNBAEMON KOMIIETCHIIUH.

VYyammiics AeMOHCTPHPYET AOCTATOYHOE 3HAHME OCHOBHBIX TEOPETHUECKUX ITOJIOKEHHH, B paMKax

T4% - 60° .
A) A) OCBaMBACMOU KOMIICTCHIINHU.

anmnﬁca JACMOHCTPUPYCT OTCYTCTBHUC 3HAHUSA OCHOBHBIX TCOPCTUYCCKUX HOHO)KCHHﬁ, B paMKax

menee 60% 9
0CBanUBAEMOM KOMIIETEHIUH.

IIpoBepka keiica
YpoBeHb 3HaHWHK, yYMEHHUH W HABBIKOB OOYyYalOIIErocsi TMpH IIPOBEpPKE Keiica BO BpeMs
MIPOBEJICHUS TEKYILEro KOHTPOJIs onpenensercss Oamnamu B quanazone 0-100 %. Kpurtepusimu oreHu-
BAaHMS IIPU MPOBEPKE Keica ABIAETCS JEMOHCTPALMS OCHOBHBIX TEOPETUYECKUX ITOJIOKEHUH, B paMKax
OCBaMBaE€MOW KOMIIETCHIUH.
IIpu olleHMBaHUY PE3YNIBTATOB PEHICHUS Kelca HUCIOIb3YETCs CIEAYIOMasl IKAJIA OEHOK:

100% - 90% |VYuammiica I€MOHCTPUPYET COBEPIIEHHOE 3HAHHE OCHOBHBIX TEOPETUUECKUX IIOJN0XKEHUM, MpaKTHye-
CKHX U aHAJUTHYECKHX HABBIKOB B PAMKaX OCBAMBAEMOW KOMIIETEHILIHH.

89% - 75% |Yuammiics NeMOHCTPUPYET 3HAHUE OONBIIEH YACTH OCHOBHBIX TEOPETHUECKUX TOJOKEHUH, MpaKTHIe-
CKHX U aHAJUTHYECKUX HABBIKOB B PAMKAX OCBAaMBAEMOW KOMIIETCHIIHUH.

74% - 60% |Yuamuiics IeMOHCTPUPYET NOCTATOYHOE 3HAHHE OCHOBHBIX TEOPETUYECKHX IMOJIOKEHHUM, MpaKTHye-
CKHX M aHAJIUTUYECKUX HaBBIKOB B pAMKaxX OCBaWBaeMOM KOMIIETECHLIUU.

MmeHee 60% |Yuammuiics IeMOHCTPUPYET OTCYTCTBHE 3HAHUSI OCHOBHBIX TEOPETHIECKUX TTOJIOKEHHUH, TPAKTHIECKUX
1 aHAJUTUYECKHUX HABBIKOB B PAMKaxX OCBaWBaeMON KOMIICTCHIIHH.

Pemenue 3anau
VYpoBeHb 3HaHMH, YMEHUH M HaBBIKOB OOYyYalOIIErocs NpU PELICHUH 33Ja4 BO BpeMs
MIPOBEJICHUS TEKYIIEr0 KOHTPOJs onpenenserca Oamnamu B auanazone 0-100 %. Kpurepuem onenu-
BaHUs IPU PELICHUM 3aJad, SIBJISIETCS KOJIMYECTBO BEPHO PEIICHHBIX 3ajad. [Ipu pacuere konndecTBa
0aJ10B, HOMYYEHHBIX CTYACHTOM IO UTOTaM pelIeHHs 3a7a4, UCIONb3yeTcs cienyomas Gpopmyna:
b= B x100% ,
0
rae b — konuyecTBO 6aMIOB, MOMYYEHHBIX CTYAEHTOM 10 UTOTaM PEUIeHUs 3a/1a4;
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B — Konn4ecTBO BEPHO PEIICHHBIX 3a7a4;
O — 00111E€ KOJIIMYECTBO 3aa4.

Pemrenue cuTyanimoHHO# 3a1a4u

YpoBeHb 3HaHUM, yYMEHUIl W HAaBBIKOB OOYYAlOIIErocsi MpPH BBIMOJHEHUH CUTYAIlHOHHON
3aladyd BO BpeMsl MPOBENEHUS TEKYLIEro KOHTpoJs ompenensercs Oamiamu B guanazoHe 0-100 %.
Kputepusimu orieHuBaHus sBisieTcsi coop u 00o0IeHue HeoOXoauMoi MH(OpMaIUK, MpaBUILHOE
BBINOJIHEHUE HEOOXOAUMBIX Paciy€TOB, JOCTOBEPHOCTh U OOOCHOBAHHOCTh BBIBOJIOB.

[Ipy oueHMBaHMM pPE3yJIbTATOB PELICHHUS CUTYALIMOHHOW 3aJa4yd MCIOJb3YETCS CIEIyHOIast

HIKaJia OIICHOK:

100% - 90%

VYuyaiuuiicss IEMOHCTPUPYET COBEPILECHHOE 3HAHHE OCHOBHBIX TEOPETHUYECKHX IIOJIOKECHUH, yMeeT Co-
Ooupath U 0000MaTh HEOOXOAUMYIO WH(MOPMAIINIO, TPABMWIIBHO OCYIIECTBISIET PacyeThl, JelaeT 00oc-
HOBAHHBIC BBIBOJIBI

89% - 75%

anmnﬁc;l JACMOHCTPUPYCT 3HAHUC OOJIbIIEH YaCTH OCHOBHBIX TCOPETUYCCKUX HOHOH(CHHﬁ, MOXKCT
CO6paTL 60J'H>HIyIO 4acTb HeO6XOHHMOI>i I/IH(i)OpMaHI/II/I, pacCHuThIBACT H€06X0ﬂI/IMLI€ I1oKasareiu, AC-
JIaCT BbIBO/Ibl, JOIYCKas MPU 5TOM HC3HAYUTCIbHLIC OLIHOKH

74% - 60%

anmnﬁc;l JACMOHCTPUPYCT 3HAHUC HeKOTOpOﬁ YaCTU OCHOBHBIX TCOPECTUYCCKUX HOHOH(GHHﬁ, MOXET
CO6paTL HCKOTOPYIO 4YacCTb HeOGXOHHMOﬁ I/IH(i)OpMaHI/II/I, pacCcHuThIBaCT HCOGXOHI/IMLIG I10Ka3aTeCJiu,
JCJIACT BbIBObI, NOITYyCKasd Npu 5TOM OLIHOKHU

anmnﬁc;l JACMOHCTPUPYCT OTCYTCTBUC 3HAHUSA OCHOBHBLIX TCOPCTHUCCKUX HOHOX(GHHﬁ, yMeHI/Iﬁ u

meree 60%

HABBIKOB B paMKax OCBauBacMOM KOMIICTCHIIUH.

5. OueHoyHbIe MaTEPHAJIBI IPOMEKYTOUYHOM ATTECTANUM MO AUCHUIJIMHE

5.1. MeToabl npoBeeHHUs 3a49€Ta C OLEHKOMH

3aveT NMPOBOAUTCS C MPUMEHEHHEM CJeIYIOIMX METOA0B: METOJI YCTHOTO OIpoca Mo BO-
MpocaM U3 NMepedHsi MPUMEPHBIX BOIPOCOB U3 II. 5.2.

5.2. OneHo4Hble MaTEePHAJIbI IPOMEKYTOYHOM ATTECTANMHI

KoMnoneHT
KOMIIeTeHIUH

ITpoMeKkyTOUYHBI / KIH0YeBOH HHIUKATOP
OLleHUBAHUSA

Kpurepuii ouennBanus

YK OC-8
Cnoco6HocTh co31a-
BaTh U MOAJEPKU-
BaTh O€30IacHbIC
YCIIOBUS JKHA3HEES-
TEIBHOCTH, B TOM
Yyciie IpU BO3HUK-
HOBEHHH YPE3BHI-
YalHBIX CUTYaLUH U
BOCHHBIX KOH(JINK-
TOB

— MHcnonp3yer MeToABI B CrIOCOOBI 0OecreueHUs
nHdopmannoHHol Oe3omacHOCTH B TNpodeccHo-
HanbHOU nearenbHocTu. UT B cucteme Mep 3aiu-
Tl wHpopManuu. HopMaTHBHBIE TOKYMEHTHI IIO
3amuTe WHQOpPMANMM W OpraHU3alus COOTBET-
CTBYIOIINX OTAENOB B opraHuzammix. CoBpeMeH-
HBIE METOMBI 3aIIUTH HHPOPMALUU OT HECAHKIIU-
OHHPOBAHHOTO JIOCTYTIA.

— JleMoHCTpupyeT 3HaHUN OCHOB-
HBIX TEOPETHYECKUX IIONO0XKEHUN B
HOJIHOM 00beMe

— Tlpumensier HOBble MH(GOPMAIOHHBIC U TeJle-
KOMMYHHUKAIIMOHHbIE TEXHOJOIWH; OCHOBHBIE Me-
TOJOB KpHITorpadguu; mNporpaMMHbIE CpeICTBa
3amuThl UHOOPMALIUK; MPOTOKOJBI 3aIUThl HH-
(dhopmanuu.

— IIpumeHsieT 3HaHMS Ha TPAKTHKE
B MOJIHOM Mepe

— Camoo0yueHrne B COBPEMEHHBIX KOMIIBIOTEP-
HBIX CpeliaX; BBISBISIET OMACHOCTH M YIPO3bl MH-
(dhopmanoHHOH 06€30MacHOCTH; MPUMEHEHUE OC-
HOBHBIX METOJIOB U MPOrpaMM 3aIlUThl HH(pOpMa-
LIMH;, MCIOJIL30BaHUE METOAOB U CIOco00B 0bec-
neyeHus: MHPOPMAIMOHHOW Oe30MacHOCTH C Iie-
JBbI0  NIPEAOTBPALICHUS] HECAHKIHMOHUPOBAHHOTO
JIOCTYNA, 3JIOYMBIIUICHHOW MOAM(UKAINN WIN
yTpaThl CIIy>keOHOW mH(pOopMamu; padoTaeT ¢ co-
BPEMEHHBIMU METO/IAaMH 3allUThl HHPOPMAMU OT
HECaHKI[MOHUPOBAHHOT'O JIOCTYIIA.

— Bnageer HaBblKaMu aHajIM3a U
CHCTeMaTH3aIlui B BeIOpaHHOU ce-

pe
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YK OC-8.1
Peanuzanust ocHOB-
HBIX TIPUHITUTIOB
MOJIOXKEHUH HHDOP-
MaI[MOHHOM 0€e3-
OITAaCHOCTH XO3SH-
CTBEHHOM JIeSITEIb-
HOCTH

— CaMOCTOATEeIIFHO peIIacT 3aJadd MPEAMETHOMN
00JacTH Ha MEPCOHATBLHOM KOMIIBIOTEPE C MMOMO-
IIbI0 HOBBIX MH()OPMAITMOHHBIX TEXHOJOTHUA H CO-
BpEMEHHBIX MH()OPMAIIMOHHBIX CHUCTEM; paboTaeT
C MPOTrpaMMHBIMU CPEJCTBAMHU 3AIUTHl HH(POPMA-
LML

— JleMOHCTpupyeT 3HaHUN OCHOB-
HBIX TEOPETHUYECKUX IION0XKEHUN B
HOJIHOM 00beMe

— Brnageer kpunrorpagudeckol M CTeTaHOTpa-
(udeckoil 3amuTOW WHGPOPMAIMH; OCHOBHBIMH
METOJaMH M CPEICTBAMH 3aIIUTH MH()OPMAIINH.
PaGortaer ¢ COBpEeMEHHBIMH METOIAMH 3aIUTHI
nHPOPMAIIUK OT HECAHKIIMOHHPOBAHHOTO JOCTY-
ma.

— IIpumeHnsieT 3HaHMS Ha TPAKTHKE
B MOJIHOM Mepe

— CaMOCTOATEeNBHO peIIacT 3aa4yd MPEIMCETHOM
00JaCcTH Ha MEPCOHAIBLHOM KOMIIBIOTEPE C MMOMO-
b0 HOBBIX MH()OPMAIIHOHHBIX TEXHOJIOTHH M CO-
BPEMEHHBIX MH()DOPMAIIHOHHBIX CUCTEM; OCHOBHBIX
MeTo/IoB Kpunrorpaduu. Pabortaer ¢ mporpamm-
HBIMH CPEICTBaMH 3alUThl HHPopmanun. Pabora-
€T ¢ POTOKOJIAMH 3aIUThl HH(OPMAIIHH.

— Bnangeer HaBblkamMu aHanM3za u
cUcTeMaTH3allui B BBIOpaHHOU cde-

pe

YK OC-10
CrnocobeH eMoH-
CTpUPOBaTh U Pop-
MHUPOBATh HETEPIIH-
MO€ OTHOIICHUE K
KOPPYIIIHOHHOMY

MOBE/ICHUIO

— Hcnomb3yeT MeToaBl U CIOCOOBI 00eCTIeUeHIS
nH(pOpMaMOHHONW Oe30omacHocTH B Tpodeccho-
HanpHOM nestenbHocTd. UT B cucreme mep 3amu-
Thl uHpopMarnmu. HopMaTHBHBIC NTOKYMEHTHI IO
3ammre WHGOPMAIMA W OpraHu3alus COOTBET-
CTBYIOIIUX OTAEIOB B opraHuszarusx. CoBpeMeH-
HBIC METOBI 3aIIUTHl HHPOPMALUU OT HECAHKIIU-
OHHMPOBAaHHOTO JIOCTYIIA.

— JeMoHcTpupyeT 3HaHHA OCHOB-
HBIX TEOPETHYECKUX TIOJOKCHUH B
ITOJTHOM 00BeMe

— TlpumeHsieT HOBbIC MH(POPMALMOHHBIC U TElie-
KOMMYHUKAIIMOHHBIC TEXHOJIOTMH; OCHOBHBIC Me-
TOJIOB KpuUNTOrpaduu; MPOrpaMMHBIC CPEICTBA
3amuThl UHOOPMALIUK; MPOTOKOJBI 3aIUThl HH-
(dhopmanuu.

— Ilpumenser 3HaHUS Ha MPaKTUKE
B IIOJIHOH Mepe

— Camoo0yueHHe B COBPEMEHHBIX KOMIIBIOTEp-
HBIX Cpelax; BBISBISCT OMACHOCTH M YrpoO3bl HH-
(dopManoHHON 0e301acHOCTH; NPUMEHEHHE OcC-
HOBHBIX METOJIOB M MPOTpaMM 3aluThl HH(opMa-
LIMM;, MCIOJIL30BaHUE METOAOB U CIoco00B 0bec-
nedeHus] WHOOPMAIMOHHON 0e30IacHOCTH C Iie-
JBI0  TIPENOTBPAILCHUS HECAaHKLIHOHUPOBAHHOTO
JOCTyIa, 3JIOYMBIIUICHHOH MOAW(DHKAINN WIH
yTpaThl CIIy’keOHOW mH(popManmu; padoTaeT ¢ co-
BPEMEHHBIMH METOAAMH 3aLIUThl HHYOPMAIMU OT
HECaHKIHOHUPOBAHHOTO OCTYIA.

— Bnangeer HaBblkamMu aHanM3za u
cUcTeMaTH3allui B BBIOPaHHOU cde-

pe

YK OC-10.1

Peanuzanus ocHOB-
HBIX TIPUHITUTIOB
noJioxkenui b xo-
39IICTBEHHOU Jes-
TEJBLHOCTH.

— CaMOCTOSITEeSIbHO pelIaeT 3afa4d pPeIMETHON
00acTd Ha MEPCOHAJIBHOM KOMIIBIOTEPE C MOMO-
[IbI0 HOBBIX MH(POPMAIIMOHHBIX TEXHOJIOTUN U CO-
BPEMEHHBIX HH()OPMAIUOHHBIX CHUCTEM; PabOTaeT
C MPOTPaMMHBIMU CPEJCTBAMHU 3AIUTHI HH(POPMA-
IHH.

— JeMoHCcTpupyeT 3HaHHA OCHOB-
HBIX TEOPETHYECKUX TIOJOKCHUH B
MIOJTHOM 00beMe

— Brnageer kpunrorpagudeckol M CTeTaHOTpa-
(udeckoil 3amuTOW WHGPOPMAIMH; OCHOBHBIMH
METOJaMH M CPEICTBAMH 3aIIUTH MH()OPMAIINH.
PaGortaer ¢ COBpEMEHHBIMH METOIAMH 3aITUTHI
nHPOPMAIIUK OT HECAHKIIMOHHPOBAHHOTO JOCTY-
ma.

— IIpumeHsieT 3HaHMS Ha TPAKTHKE
B MOJIHOM Mepe
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— CaMOCTOATEeNIbHO peIIacT 3aa4yd MPeIMETHON |— Brameer HaBbIkamMu aHamu3a W
00J1aCTH Ha MEPCOHATHPHOM KOMIIBIOTEPE C MOMO- | CHCTEMATH3allii B BHIOpaHHOW cde-
IIbI0 HOBBIX MH()OPMAIIMOHHBIX TEXHOJIOTHU H CO- | pe

BPEMEHHBIX MH()OPMAIIHOHHBIX CHCTEM; OCHOBHBIX
MeTo/IoB Kpunrorpaduu. Pabortaer ¢ mporpamm-
HBIMH CPEICTBaMH 3alUThl HHPopMmanuu. Pabora-
€T ¢ POTOKOJIAMH 3aIUThl HH(OPMAIIHH.

[TonHbINA KOMIIIEKT OLEHOYHBIX MATEpUAIOB Ul IIPOMEKYTOUYHOM arrecTanuy npexacrasieH B [Ipu-
noxenuu 1 PII/I.

TunoBble OLleHOYHbIE CPEACTBA MIPOMEKYTOYHOM aTTeCTAIUN

Bomnpocsl Kk 3a4eTy 0 AMCHMIINHE
«OcHOBBI HH(POPMALTMOHHOM 0€30MACHOCTH XO0351iiCTBEHHOI 1eATeJTbHOCTH

1. [MonsTtue 3amuThl HHPOPMAITUU U HHPOPMALIMOHHOM 6€30MaCHOCTH.

2. OCHOBHBIE COCTaBJISIIONTHE HHDOPMAITMOHHOM 0€30MTaCHOCTH.

3. 3aKoHOATEIbHBIN YPOBEHb HH(OPMAIIMOHHON 0€30MacHOCTH.

4. KomnbroTepHbie TpecTymIeHus.

S. [lonsarue araku Ha HH(HOPMAILIMOHHYIO CHCTEMY.

6. Knaccudukamnms arax.

7. Buapl npOTUBHUKOB WK “HapyIIUTENEH”’, UX KilacCH(pUKaIHs.

8. Kanaibr yreukn napopManum.

9. [TonsiTHE yrpo3sl.

10. HcTounuku yrpo3 U uxX KiaccupuKarms.

1. Mogens yrpos.

12. AHanm3 BO3MOKHBIX CITOCOOOB HapyIIeHUH HH(POPMAITMOHHON CHCTEMBI.

13. [TonmuTHka 6€30MaCHOCTH U €€ peaan3arusl.

14. OcCHOBHBIE TOHATHUS KpUTITOTpaduH.

15. JIBa OCHOBHBIX HAIIPABJICHHUS B COBPEMEHHOM KPUNTOTpa(HH.

16. Krnaccuueckne KpunTocucTeMbl U UX Kiaaccudukamus. [Ipumepsr.

17. Kpunroananu3 MHOroan(aBUTHBIX CUCTEM.

18. Kpunrocucrema: “OmHopa3oBslii OJ0KHOT .

19. CranpapTsl LIUPPOBAHUS JAHHBIX.

20. Cuctembl mudpoBaHus, He TpeOyIOIIHEe IepeIaun KIIroya.

21. Kpunrorpadust ¢ OTKpBITBIM KIIOUOM.

22. DJIEKTPOHHAs MOJNKUCH U IPUHIIUIIBI €€ TPUMEHECHHUSI.

23. PykoBogsmue nokymentsl I'ocrexkomuccnu Pocenn.

24. HNuctpykius CTP-K. Pekomennanuu mo 3amure KOHPUACHIMAIBHONW HH(DOpMaIuy.
25. PazpemurenbHas cucrema A0MycKa.

26. MexceTeBble SKpaHbI.

27. Texnomorust VPN-cerei.

28. Yrpo3sl nHpOpMamoHHON 6e30macHOCTH pu padote ¢ MHTepHeT.

29. ApXUTEKTypa TUIIOBOW CUCTEMBI 3aIIUTHl OT HECAHKIIMOHUPOBAHHOTO JIOCTYTIA.
30. Wnentudukanus u ayrenruduxanus. [laponsHas ayreHTH)UKAINA.

31. [Toncucrema ynpasiaeHust 10cTynnoM. Marpuiia JOCTyIa U CIIUCKHU JOCTYTIA.

32. [IporpammHo-anmnapaTHbie cpencTa 3amuThl HHPopmanuu ot HC/.

33. VYerpoiicTBa BBOJa MACHTH(HUKAITMOHHBIX TIPU3HAKOB.

34. KommuiekcHpli moxo k o0ecredeHno nHPOPMAIMOHHON 0€301MacHOCTH OpraHu3alty.
35. [TepcnieKTUBBI pa3BUTHS TEXHOJOTHUH oOecTieueHnsi HHPOPMAITMOHHON O€30MacHOCTH.
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[IpakTHYeckHe KOHTPOJIbHbIE 32 IaHUS

Tema 1. 3ammura 0hUCHBIX TOKYMEHTOB.

PaccmaTpurBaemblie BONPOCHI:

3amuta nokyMmeHToB Microsoft Word oT HECaHKITMOHHPOBAHHOTO JOCTYIIA.

3ammrta 1okyMmeHToB Microsoft Word oT HeCaHKIIMOHUPOBAHHOTO N3MEHEHHS.

3amuTa nokymMmeHToB Microsoft Excel oT HeCaHKIIMOHHPOBAHHOTO U3MEHEHHUSL.

3ammra nokymeHToB Microsoft Excel oT HeCaHKITMOHUPOBAHHOTO JTOCTYTIA.

3anaHus 4J11 CaMOCTOSITEIBHOTO BBIIOJIHEHHUS:

3ammra nokymentoB Word.

1. Co3paiite Ha nucke D: B manke Barieu rpymmsl manky 3ammura oduca.

2. Habepure B pegaktope Word mpou3BOJIBHBII TEKCT M COXpPAHUTE €ro B Manke 3amuTa opuca
nox nMeneM document].

3. Beibepute meHto CepBuc — Y CTaHOBUTH 3aIIHTY.

4. 3ampeTuTe JIIOOBIC N3MEHEHUST KPOME 3alMCH UCTIPABIICHUN U 3a/1aiiTe mapoiib 12345.

5. TlompoOyiiTe OTpenakTUPOBATh CBOM TEKCT. YallMTE HEKOTOPHIE CIOBAa M JOIUIIHNTE HOBBIEC.
[TommpoOyiiTe mpuHATh Bce ucnpaienus (Cepsuc — Mcnpasinenns — [IpuHATE/OTKIIOHUTh HCTIPABIIC-
Hus). OOparure BHUMaHUE, YTO BCE U3MEHEHUS B JOKYMEHTE (PUKCHPYIOTCS, HO MPUHSITH/OTKIOHUTH
UX HEBO3MOXHO.

6. 3aKpoONTE TOKYMEHT, COXPAHUB €ETO.

7. OTKpOWTE JOKYMEHT M MONPOOYHTE MPUHATH UCTIPABJICHHUS.

8. CHumurTe 3amuTy JoKyMeHTa. Boioepure menio CepBuc — CHATH 3alIUTY M BBEIUTE MAPOIIb.

9. [MompoOyiiTe MPUHSTHL BCE UCTIPABJICHUS. Y O€IUTECh, YTO UCTIPABICHUS IPUHSTEHI.

10. 3aHOBO 3aIIUTUTE TOKYMEHT, KpPOME 3allMCH UCIIPABIIEHUH U 3aKPOWUTE €r0, COXPAHUB.

11. HabGepute HOBBI TOKyMEHT (OTJIWYHBIM OT TEPBOr0) M COXpaHUTE ero (Mo HWMEHEM
document?) B mamnke 3amura oduca.

12. YcTraHOBHTE 3alIUTy ATOTO JOKYMEHTa, BbIOpaB MeHIO CepBHC — Y CTaHOBUTH 3alIUTy U 3a-
MPETUB JII0ObIe U3MEHEHUSI KpOME BCTABKH MpUMeUaHui. 3anaiite naponsb 12345.

13. ITonpoOyiiTe OTpeTaKTUPOBATH JOKYMEHT.

14. BeraBbTe 1Ba mpuMeydaHus K J00bIM ¢parmentam. Menio BeraBka — [Ipumeuanue.

15. ITonpoOyiiTe U3MEHUTH OJTHO MPUMEUAHUE U yIATUTh IPYToe.

16. 3akpoiiTe JOKyMEHT, COXpPaHUB €rO.

17. Coznaiite Tpetuii nokymeHT B Word, coxpaHute ero B mamnke 3ammTa oduca moj UMEHEM
document3. YcTaHOBUTE Ha HErO 3aLIUTY, 3aPETHUB JIIOObIE N3MEHEHHSI, KPOME BBOJA IaHHBIX B MOJIS
dbopwm. 3agaiiTe mapons 12345.

18. IlonpoOyiiTe OoTpenakTUpOBaTh JAOKYMEHT. [IpocMOTpHUTE MYHKTHI MEHIO, YTOOBI BBICHUTDH
Baim BoO3MOXKHOCTH 110 peAaKTUPOBAHUIO JOKYMEHTA.

19. CHuMUTE 3aIIUTY C JOKYMEHTA.

20. Paz0eiiTe Bam JOKYMEHT Ha JiBa paszzena. (Y CTaHOBHUTE Kypcop B MECTO pa3phiBa U BhIOEpUTE
Mento BeraBka — Pa3psiB — HoBbI pa3zien Ha TeKyllel CTpaHuLE).

21. YcraHoBHTE 3alIUTY Ha TOKYMEHT, 3aIIPETUB JIIOObIE N3MEHEHHUS, KpOME BBOJIa JaHHBIX B MO-
151 popm. Mcnionb3ys kHOTIKY Pa3zensl, ycTaHOBHUTE 3alpeT TOIbKO Ha BTOpoil pa3aen. [laposs 12345.

22. ITonmpoOyiiTe OTpeaaKTUPOBATH NIEPBBIN M BTOPOH pa3eiibl JOKYMEHTA.

23. 3aKkpoiiTe TOKyMEHT, COXPaHUB €rO.

24. Co3paiiTe 4eTBepThIi JOKyMEHT B pemaktope Word u coxpaHute ero B make 3amiura oduca
nox umeneM document4.

25. Beibepute mento Cepsuc — [lapamerpsl, 3atem BkIaaky CoxpaHeHHE.

(Ecnu Bor pabotaere B Word2t3 unu XP, To Hamo BeiOparh BKiIaaky bezonacnocts. [locmoTpute
BO3MOJKHOCTH 3TOH BKjIaaku. OOpaTuTe BHUMaHUe Ha (Priaykok «YJaysiTh JTUYHBIC CBEACHUS U3 (aiina
IIPU €0 COXPAHEHUM).

26. 3amaiite maposb 7777 Ha OTKpBITHE (Daiina.

27. 3akpoiiTe Qaiin, coXpaHUB €ro, 3aTeM Nnonpolyiite oTKphITh. IlompoldyiiTe BBeCTH HEMpaBUIIb-
HBIH MMapoJib, a 3aTeM OTKPONTE TOKYMEHT C IPABHIIbHBIM I1apOJIEM.

28. Co3paiiTe mATHIA JOKyMEHT B penakrope Word U coxpaHUTE ero B make 3amuTa oduca moj
umeHeMm documents.
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29. Bribepute menio CepBuc — Ilapamerpsl, 3ateM Bkianky beszomacHocts (CoxpaneHue miis

Word2000) u 3anaiiTe napois paspenienus 3amucu 9999.

30. 3akpoiTe TOKYMEHT, COXPaHUB €0 U MOMPOOYHTE CHOBA OTKPHITh. BRIOEpHUTE PEXXUM TOJIHKO

yreHusi. OTpeqakTUpyHTe TOKYMEHT U Monpo0yiTe ero coxpanutb. Coxpanute kak document5 1.

31. IlonpoOyiite oTKpHITH Gaiia documentS 1.

32. 3akpoiite Bce (aiiibl M MOKAXKUTE pPe3yJIbTaT MPEro1aBaTelio.
3ammTa nokymenToB Excel.

1. 3anmyctute Excel u co3naiite cnenyromyro Tabuiy

®no Oknag, Mpemua Utoro

2. 3anogHUTE ee /Ui MPOU3BOJIBHBIX TPEX YEJIOBEK, BBOJIS MPOU3BOJIbHBIC YKCIIAa U CYMMUPYS UX B

rpage Uroro.

3. [TocTpoiite KpyroByro auarpammy mo crosodiry Mroro.

. CoxpanuTe (aiin B manke 3amura opuca mnoja uMeHem probal.

. CoxpanuTe 3TOT ke ¢aitn B manke 3ammra oduca emie pa3 moa UMeHeM proba?2.

. 3akpoiite Qaiin proba2 u oTkpoiite ¢aiin probal.

. Bei6epute mento CepBuc — 3ammura — 3alUTUTD JTUCT U 3a1aiTe mapoiasb 1111.

. [TompoOyiite oTpenaktupoBath Juct. [lepeligute Ha JInct2 u monpoOyiTe BBECTH NaHHEIC.

9. YcTaHoBHTE 3alIUTY BTOPOTO JIMCTA C mapojeM 2222.

10. Caumure 3amury ¢ Jlucral. Mcnons3yiite meHto CepBuc — 3amura — CHSTb 3alllUTY JUCTA.
11. Ycranosute 3amuty Jlucral, oTMeTHB TOJBKO (Dy1aykoK 3amuTa JUCTa B OTHOIIEHUH OOBEKTOB

03N DN K

1 3a1aB maponb 1111.

12. TTonpoOyiiTe U3MEHUTD JTaHHbIE B siuciikax. [lompoOyiiTe N3MEHUTH AUarpaMmy.

13. 3akpoiite (haiin, cOXpaHHUB €ro.

14. Otkpoiite ¢aiin probal u monpoOyiiTe BHECTH H3MEHEHHS Ha MIEPBBIN JIMCT, 3aTEM Ha BTOPOH.
15. 3akpoiite ¢aitn probal u oTkpoiite aiin proba2.

16. Beibepute mento Ceppuc — 3anmura — 3auuTuTh KHATY. OCTaBbTE OTMEYCHHBIM TOJIBKO (pIia-

xok CTpyKTypy W 3amaiite mapoib kniga (mpoBepbTe, 4TOOBI ObUTa BKJIIOYCHA aHTJIMKMCKAs pacKiai-

Ka)..

17. TlonpoOyiiTe N3MEHUTH JaHHBIC HAa TUCTE. Y OCIUTECh, UTO U3MEHEHHS BOSMOXKHBI.
18. [TonpoOyiiTe yaanuTh NEpBBINA JUCT (TMP. KHOMKA MBIIITH Ha SPJIBIKE JTUCTA BHU3Y CTPAHUIIHI).
19. 3akpoiite daiin, coxpaHUB H3MEHEHHUS, U 3aHOBO OTKPOWTE ero (proba2).

20. CanMmute 3amuty ¢ kHuru. Menro Cepsuc — 3amura — CHATh 3alIUTY KHUTH.

21. YcraHoBUTE 3aIIUTY KHUTH, OTMETHB 00a (pr1aXkka v yCTaHOBHUB TapoJtib kniga?2.

22. TlonpoOyiiTe U3MEHUTH JIaHHBIC Ha JIHCTE.

23. Beibepute meHto OkHO — CKPBITh U BBEAHUTE MTAPOJIb.

24. 3akpoiite (haiin, COXpaHUB U3MEHEHHUSL.

25. Otkpoiite (aiin proba2. Yoenurech, 4To OKHO HE OTOOpa)kaeTcs ¥ IaHHBIE HE BUTHBI.
26. Boibepure merro OxkHo — OTOOpa3uTh ¥ BBEIUTE NApPOJIb.

27. CKpoiTe OKHO U 3aKpOnTe (haiisl, COXpaHUB U3MEHEHUS.

28. Ilokaxkure pe3yabTar NPEnoJaBaTelo.

29. CHUMUTE 3aIIUTy CO BCEX Balux (aiios.

JIureparypa:

www.microfoft.com

JIeKUMOHHBINA MaTepuail.

Tewma 2. [locTpoeHue Moaenu yrpos.
PaccmarprBaemblie BONIPOCHI:
Knaccudukanus atax.

Kanans! yreuku nnpopmanuu.

[TonsiTue yrpo3sl.

HcTounuku yrpo3 1 ux kinaccuduxarus.
[TocTpoenue monenu yrpos.
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http://www.microfoft.com/

3a/1aHus U1 CAMOCTOATENHHOTO BEIIIOJHEHHS:

[TocTpoiiTe MoAeab yrpo3 JUisi HEKOTOPOW OpraHHW3alliy, 3allOJHUB MpPUIaracMyro TaOJHIly Tak,
4TOOBI B siueiike cTosIa «1», eclii yrpo3a, yka3aHHas B JaHHOM CTPOKE MPUMEHHMMA I 00BheKTa, yKa-
3aHHOTO B JAHHOM CTOJOIIE.
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AHTPONOreHHble UCTOYHUKU Yrpo3

MHTepec n npegHamepeH-

YTeuKa 3a cYeT areHToB

Hble 4eNCTBMA KPUMMHANb-

BusyanbHasn 1 ¢poTo passeska

HbIX CTPYKTYP M NPECTYnHbIX

BnoknposaHue nHpopmaLmnu

rPynNnNupoBOK;

MoauduKkauma nubopmaumm

YHUUTOKEeHUE MHPOopMaLmn

MpumeHeHWe 3aKNafoK

Pernctpauus HaBoAOK

MpeaHamepeHHble nen-

YTeuka nHpopmaumnu

nepcoHana (ybopuinkwm, BrokuposaHue nHpopmaumm
oXxpaHa)

MoaguduKkauma nubopmaumm

YHUUTOXKEeHUE MHPOopMaLmn

MpumeHeHWe 3aKNafoK

OwmnbKM nonb3osaTenei

BrokupoBaHue MHGopmaLmm

MoaguduKkauma nubopmaumm

YHUUTOXKEHWE MHPOopMaLmn

OWMBKM NPOrpaMmMmncToB

BnoknposaHue nHpopmaLmnu

MoanduKkaumsa nHdopmaumnm

YHUUTOKEHNE MHpopMmaLmm

TeXHoreHHble UCTOYHUKU Yrpo3

Cbon B KaHanax nepegayu
W cpeacTBax CBA3W;

BnoknposaHue nHpopmaLmnu

YHUUTOKEHNE MHpopMmaLmm

Cbon B cpeacrtBax  3d/eK-

BnoknposaHue nHpopmaLmnu

TponnTaHWA VHUUTOMXKEHME MHPOPMALUK
Bo3moxHocTb  aBapuii  B[BaoknpoBaHue MHPopmaLmnm
WHXXEeHepHbIX  (BogoCHab-

PKEHMA, KaHanusaumu) u

KOMMYHUKAUNOHHbIX CeTAX

YHUUTOKEHWNE nHPopMmaLmm

BHeluHMe CTUXUIHDbIEe UCTOY

HUKUN

Bo3MOXHOCTb yparaHoB

YHUUTOKEHWNE nHPopMmaLmm

BrokupoBaHue MHGopmaLmm

Bo3moXXHOCTb aBapuu

YHUUTOKEHWNE nHPopMmaLmm
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OnM3NeXKaWmMx  Npombiw-{BioKMpoBaHue nHpopmaumm
[neHHbIX 06BbeKTOB

10 |BO3MOXKHOCTb NOXKapos YHUUTOXEHME nHdopmMaLmn

Jluteparypa:
1. JIeKuMoHHBINA MaTepHall.

2.OcHOBBI HHPOPMALIMOHHOM 0€30MaCHOCTH XO35IMCTBEHHOHN JEATENIbHOCTH: yueOHOoe mocodue /
N.I1. MuxueB; BO ®I'BOY BIIO «Poccuiickas akageMusi HapOJHOTO XO03SICTBA U Tocyiap-
CTBEHHOM ciy)0b1». — Bonrorpan: M3a-so BO ®I'EOY BIIO PAHXul'C, 2013. — 144 c.

3.ITnatonoB B. B. IIporpammHo-anmapaTtHble CpencTBa 3amuUThl HHGOpMAUU: y4eOHUK. / M.:
W3p. uentp "Axanemus". 2014.

Tema 3. Kimaccu4yeckue KpUNTOCHCTEMBI.
Paccmampusaemvie sonpocoi:
l. Knaccunyeckas kpunrorpadus.
Kpunrocucrema Lle3aps.
Kpunrocucrema Buxenepa.
[IpakTrueckas peanuzanusa cucteMbl BrokeHepa.
[TonaTne MHOTOAN(aBUTHON KPUITOCUCTEMBI.
Kpunroananus MHOT0an1(haBUTHOW KPUMTOCUCTEMBI.
Kpunroananus cucrems! Buxenepa.
Kpunroananus cucremsl «OMHOPa30BbIN OJIOKHOTY.
3adanus ona camocmoamenbHo20 8bINONHEHUSA:

1. Otkpoiite daitn CRYPTO1.XLS 1 mocmoTpute Kak peaim3oBaHa cucteMa Biokenepa.
2. Cozpaiite B Excel cnenyrontyto Tabmmi
OTKpPBITHIN TEKCT
ITaponb
Kon 6ykB Tekcra
Ko 6ykB maposst
CymMa Ko10B OYKB
CyMMa o Moz1yJIo
Kpunrorekct

3. BBeaute B epBYIO CTPOKY MPOU3BOJIBHBINA TEKCT MO OJHOM OYKBE B KaXIYIO SUCHKY.

4. BBenute BO BTOPYIO CTPOKY TaOJIHUIIBI TPOU3BOJIBHBIN MTAPOJIb 1O OAHOM OYKBE B KOKIIYIO sTUCH-
Ky. Ecnu anmuHa maposisi MeHbIIe UTHHBI OTKPBITOTO TEKCTa, TO HAYHUTE HAOOp Maposis JAajblile, ToKa
HE 3aKOHYHUTCS OTKPBITHIA TEKCT.

5. Ucnonw3ys ¢yaknuio KOJCHMB, 3amomHuTe 4eTBEpTYIO W MATYIO CTPOKU TaOJUIBI IS
oTpesieNieHUs! KOJ0B KaXK10i OYKBBI OTKPHITOrO TEKCTa U MapoJisl.

6. B 1ATOM CTPOKE CIIOKUTE TPETHIO U YETBEPTYIO CTPOKH.

7. Ecniu B mATOM CTpOKE CyMMa MpEBBIMIAET 255, TO B MIECTOW CTPOKE HEOOXOAUMO OTHSATH 255 OT
yucia B nsATol crpoke. Mcnons3yiite pynkuo ECJIN.

8. B cenpMoii cTpoke monmyduTe OYKBBI 3alIM(PPOBAHHOTO TEKCTa, MCTONB3ys (yHkmuio CHUM-
BOJIL.

9. CaMOCTOSITENIbHO, UCIIOJIB3Ys OTMMCAaHHBIC BBIMIC (PYHKITUHU, paciiuPpyiTe MOTYyIECHHBIN KPHUII-
TOTEKCT. [[yist 3TOrO0 co3naiiTe HIKe TIepBOI TaOIUIIBI BTOPYIO TaOIHILY.

10. Pacmudpyiite TeKcT:

KCArz sl UHIKOO6XDbr UbAbrdrxYLUIA'

WCIIONB3Ys Napois «mudpy». [Ipu Habope TekcTa mMPOIyCTUTE MPOOEITBI MEXAY OYKBaMH.

11. Pacudpyiite Tekcr:

EBIAxI[Co bBoVYOon Mx VbIzIIO®dDd MlMax O9n 33K 63Pmuak3

HE 3Hast MapoJis, HO 3Has, YTO B 3aIIM(POBAHHOM TEKCTE €CTh CIIOBO «HUCTHUHY.

Jlumepamypa:

i A
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1. JlekuMOHHBIN MaTepHal.

2. OcHOBBI HH(POPMAITMOHHOW 0€30MaCHOCTH X035UCTBEHHOU JIEATEILHOCTH: YdeOHOe mocooue /
N.I1. Muxnes; BO ®I'bOY BIIO «Poccuiickas akageMus HapoJIHOTO X035HUCTBA U FTOCYJapCTBEHHOM
cyx0b1». — Bonrorpan: M3a-so BO ®I'bOY BITO PAHXuI'C, 2013. — 144 c.

3. IInatonos B. B. IIporpamMMHo-anmapaTHble CpeCcTBa 3alUIUThl HHQOpMAIK: yueOHUK. / M.
W3na. nentp "Axanemusa". 2014.

Tema 4. Kpunrorpagus ¢ OTKpPBITHIM KJIIOY0M.
Paccmampueaemvie sonpocui:
Kpunrorpadust ¢ OTKpBITBIM KIFOYOM.
I'enepanus kiaroueBoii napsl B nporpamme PGP.
Opranm3anys oOMeHa KITI0YaMHu.
u¢poBanue nanubix B PGP.
[ToHsiTHE PNEKTPOHHOM MOIUCH.
3ammura TOKYMEHTOB JIEKTPOHHOU MOANKCHIO B mporpamme PGP.
[IudpoBanue u >AEKTPOHHAS TOAMUCH TOKyMeHTOB B PGP.
3aoanus 0ns camocmosmenbHo20 GblNOJIHEHUSL:
1. 3anmyctute PGPtools (ITyck — I[Iporpammer — PGP — PGPtools)
IlosiBUTCS maHeb

NNk Wb =

2 PGPtools

NEEEEEE

2. BriOepuTe J€ByI0 KHONKY ¢ ABYMs Kimrouamu. 3amyctutcst Monyis PGPkeys co cnimckom Bcex
KiIouei Ha Bamem xkommberoTepe. B mone Description ykazaHo, KakoOi 3TO KJTIOU: TOJIBKO OTKPBITHIN
(public key) unu kimroueBast mapa, T.e. OTKPBITBIN M CEKPETHBIN KITt04 B KomruiekTe (key pair).

e
(V3 o
3. Co3zpnaiiTe HOBYIO KITIOUYEBYIO Mapy, HA’KaB Ha KHOTKY \= Y BBITIOJIHUB BCE IIark MacTepa co-
3JTAHUS KIIIOUEH.
4. Cozpaiite Ha nucke D: nanky ¢ Ha3BaHueM Bameit rpymnisbl.

5. DKCHOPTUPYHUTE CBOM OTKPBITHIM KJIFOY B 3TY MAIKy, HA)KaB HA KHONKY —— W YKa3aB MyTh J10
Bameit manku. B kauecTBe HazBaHus (paiiyia ¢ KIIFOUOM yKakuTe Bamry damunmro.

6. Cxonmupyrite Bamr aiin Ha cepsep (Server606) B manky PublicKey.

7. UmnopTupyiiTe U3 3TOW Manku 4YbH-THOO0 JpYrue OTKPBIThIE KIIoud. [ 3TOro HaXxmMuTe Ha

a

KHOTIKY = BBIOCpUTE MTYyTh U Ha3BaHUE ¢aiina.

8. 3akpoiite okHO PGPkeys.

9. 3anycture Word u Habepute NUCbMO KOMY-TH00, 4el K04 Bbl uMHopTupoBain. CoxpaHuTe
3TOT TEKCT B Ballled MaIlKe.

10. 3amudpyiiTe 3TOT Qailsl OTKPBITHIM KIFOYOM 3TOTO MOJb30BaTeNs. J{J1s TOro HAKMUTE KHOTI-

=]
Ky Ea Ha nanenu PGPtools, ykaxkute nmyTh u Ha3BaHue Bamero aiina, a 3aTem K04 B MOSBHB-
memcsi okHe. Coxpanure 3ammppoBanHblil (aiin B Bameil nanke nmoa ¢pamunueit Toro, komy Bel mu-
CaJIH.
11. Cxonmpyiite 10T (paiin Ha cepsep (Server600) B manky TextPGP.

12. CxonupyiiTe u3 9ToM nanku B Bamny nmanky Ha nucke D: daiin, anpecoBanHblii Bam.
]

]
13. Pacmmpyiite 3T0T (haity, HaxaB KHONKY =
3aTeM BeIOpaB Bair K104 B CIMCKE KITFOUEH.

14. Coznaiite eme ouH JOKYMEHT B peaaktope Word, coxpanus ero B Bameii nmanke Ha aucke D:

WJIN ABAKAbI HICIIKHYB IO HEMY MI:II_HKOI\/'I, a
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15. Toamumute 3TOT (haidy Bamei IEKTPOHHOW MOAMUCKHI0. JIJIsI 3TOT0 HAXKMHUTE KHOTIKY
Ha nanenu PGPtools, ykaxkure nyTh 1 HazBaHue Bamiero daiina, a 3aTem Bamn ko4 B OsSBUBIIEMCS
OKHE.

16. O6parute BHUMaHue Ha (aliy MOANMKUCH B Bamiel manke. OTKpONTE ero JBOWHBIM MIETIKOM.

17. OtkpoiiTe noanucanHblii Bamu ¢aiin 1 n3aMeHuTe ero, COXpaHUB U3MEHEHHUS Ha JTUCKE.

18. Otkpotite (aity1 MOaNUCH TBOMHBIM IIETYKOM eIlle pa3. Y 0eauTeCh, 4TO MOANKUCH HE ACHCTBHU-
TeJbHA.

19. Coznaiite HOBBIN nOoKyMeHT B Word. HaGepuTe HeOObII0€ MTPEIOKEHNUE U CKOTTUPYHTE €T0 B
Oydep oOmeHa.

20. IlenKHUTE MBILIKOH 1O KHOIKE E Ha MaHeJNu 33/1a4 B IPAaBOM HIKHEM YTIIy.

21. B mosBuBmemcst MmeHto BeibeputTe Encrypt Clipboard u ykaskute Barm kirou.

22. Ha uyuctom Mmecte Bamero noxkymeHTa BcTaBbTe TeKCT M3 Oydepa oOmena (IIpaBka — Bcera-
BUTH). [losiBHIICS 3ammppOBaHHBINA TEKCT.

23. CxonupyiiTe ero B Oydep oOMeHa u 1o aHAJIOTHH ¢ M (poBaHueM pacmudpyiite ero, BEIOpas
nyHkT Decrypt& Verify Clipboard.

24. BeraBbTe pacimmppoBaHHBIN TeKCT U3 Oydepa oOMeHa.

Jlumepamypa:
1. JIeKImoHHBINA MaTepHall.

2. OcHOBBI HH(POPMALTMOHHOW OE30MACHOCTH XO3SIMCTBEHHOM EATENbHOCTH: yueOHOe mocodue /
N.I1. Muxnes; BO ®I'bOY BIIO «Pocculickas akaaeMusi HApOJIHOTO XO35MCTBA U TOCyaap-
CTBEHHOM ci1y)0b1». — Bonrorpan: M3a-so BO ®I'EOY BIIO PAHXul'C, 2013. — 144 c.

3. IInaronoB B. B. IlporpammHuo-anmapatHbie CpecTBa 3amUThl HHGOpMAUK: y4eOHUK. / M.:
W3p. uentp "Axanemus". 2014.

4. Bgegenue B kpunrorpaduto/ [Tox oour. pen. B.B. Amenko. — M.: MITHMO “YePo”, 2013.

5. http://pgp2all.org.ru

Tema 5. 3amura 0a3 nanabix Microsoft Access.
Paccmampusaemvle éonpochwi:
[Toctpoenue 6a3bl nanHbIX B Microsoft Access.
3amura 6a3bl JaHHBIX OT OTKPBITHS.
ITonb30Bareny U rpymIIbL.
[TaponbHas 3amura.
Pasrpanunuenue mpas gocryma.
3a0anus Ons camocmosamenbHo20 6bINOIHEHUSL:

1. Co3paiite Ha aucke D: B mamnke Barieid rpynmsl 6a3y ganHbix Cexper

2. Co3paiiTe TabnHIly B PeKUME KOHCTPYKTOpa (T10JIe TOMEUYCHHOE * SIBIISIETCS KJIIFOYEBBIM) U CO-
XpaHUTE €€ 110 UMEHEM AHKETA.

SNk W -

Nmsa noas THun 1aHHBIX
Kon CyeTunk

OO TexcToBrIi
Anpec TekcTOBBIN
Tenedhon TexcToBbIit

. BBenuTe B Ta0nMIly TpU 3aMUCH.
. YCcTaHOBHTE MApOJIBHYIO 3aIUTY Ha 3Ty 0a3y AaHHBIX (maposb 1234)
. Co3pmaiite Ha nmucke D: B mamke Bamiei rpymnmsl 6a3y naHHbIX JlocTym.
. Co3pmaiite st aToit 6a3bl TaHHBIX IPYIIIE Toab30BaTenei Student u Others
. Cozpaiite B rpymnme Student mosib30BaTess o1 cBoel dhamunveld 1 monb3oBatens Studentl.
. B rpynne Others co3naiite monb3oBarens Friends u nonb3oBarens Guest.
9. YcranoBure mmapoiib arMuHUCTpaTopy (admin) 6a3el qaHHBIX (00s13aTebHO 7777).
10. YcraHoBuTe mapoiu Uil CO3JaHHBIX BaMH IOJIb30BaTesel (MapoiM COBMAJAIOT C MMEHEM
MOJTH30BATEIIsN ).

03N DN KW
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11. YcranoBuTe mpaBa J0CTyma K 0a3e MaHHBIX Uil Tpynmbl Student Ha Bce MEeHCTBH, KpOME aJl-
MUHHCTPUPOBAHUS.
12. YcranoBute mpaBa goctyna kK 6a3e manHbix s rpymnmbsl Others Toapko uTeHHe U 100aBICHUE
JTaHHBIX.
13. YcranoBure nis rpynnsl Users mpaBa TOJIBKO Ha YTEHHE TAHHBIX U MaKeTa.
14. IlokaxxuTe pe3ynbTar NpenogaBaTelo.
15. CHUMUTE TapOJIb AAMUHUCTPATOPA
Jlumepamypa:
1. JIeKuroHHBIA MaTepHa.
2. www.microsoft.com

Tema 6. IlpakTHyeckoe NPpUMeEHEHHE MeKCeTeBbIX IKPAHOB.
Paccmampusaemvie eonpocul:

1. [ToHsiTHE MEKCETEBOTO PKpaHa.
2. [Tpuniuns! paboTs ¢ nporpammoii Firewall Outpost.
3. Hactpolika mporpaMMHBIX MOIYJIEH.

3aoanus 0158 camocmosmenbHo20 8bINOAHEHUS!

Outpost Firewall

1. 3arpy3ure nporpammy Outpost Firewall.

2. Breibepute nynkr Cemesas akmusnocms. OKHO CIIpaBa COJEPKUT MHPOPMAIIUIO O TEKYIIHUX
COEMHEHUSX MPUIOKEHHH ¢ ceThio. [lonmpobyiite monyunTs nHPOPMALHIO TIO KAKOMY-HUOY/Ib ITyHK-
Ty.

3. Beibepure myHkT Omkpuimsie nopmol. OKHO COAECPKUT UH(DOPMAIMIO O TOM, KAKMMHU MPOLIEC-
caMH Ha KOMITBIOTEPE OTKPBITHI OIMPeIeTICHHbIE TTOPTHI.

4. IlpocMoTpuTe NyHKTHl Paspeuwiennvle n 3abnokuposanHuvle, KOTOPbIE COAepKaT OOIIyI0 CTaTU-
CTHKY 10 COeAMHEHUSIM.

5. Beibepute mynkr DNS. KammpoBanue 3anmpocoB (T.€. coxpaHeHue oTBeToB B 6aze Outpost) k
DNS no3BossieT COKpaTUTh BpeMsI OTKPBITHSI CTPAaHUII, KOTOpbIe ObUIN MOCEIIEHbI paHee 3a CUET TOTo,
4YTO KOMIBIOTEPY HE HYXKHO OyneT mepen oTKpbiTueM oOpamathest K DNS cepBepy nmst onpeneneHus
IP ampeca oTKpbIBa€MOM CTPAHULIBI.

6. ITpocmotpute Kypnai.

7. llenkHuTe MpaBOd KHOMKOW MBIIIM MO Ha3BaHWiO Moayist DNS B 1eBOM OkHe mporpaMMbl U
BEIOEpUTE [lapamempul.

8. OrpannubTte K311 DNS Ha 50 3anuceit u yctaHOBUTE CpOK XpaHeHus 10 gHen.

9. Bribepute nyHKT /lemexkmop amak, KOTOPHIA XpaHUT OOIIYI0 HH(POPMALIHIO O 3aIIUTE KOMIIb-
I0Tepa OT aTak, CKaHUPOBAHUS U IPYTUX TUIOB 3alpPEIICHHbIX COeINHEHUH.

10. IIpocMoTtpute *)ypHain. lllenkHuTe NpaBoii KHONKON MBIIIN 10 HA3BAaHUIO MOAYJs [emekmop
amax B JIEBOM OKHE MporpaMMbl U BeiOepute [lapamempeoi. B 0OkHe HACTpOEK MpH MOMOIIM MOI3YHKA
MO>KHO BBIOpATh OJMH U3 TPEX YPOBHEW TPEBOTH:

Makcumanvuoii — daiipBoiul OyAeT MpeaynpekaaTh O MOMBITKE MOAKIIOYEHHS AaKe Ha OJUH
OpT.

Obvlunbiti — TipenynpexaeHre OyJeT BbIIaHO TOJIBKO MPHU CKaHMPOBAHUU C OJIHOTO ajpeca He-
CKOJIBKMX ITOPTOB WJIN OINIPEAEIEHHBIX IOPTOB, KOTOPBIE IPEACTABIISIOT ONIPEIEICHHBIN HHTEPEC.

be3paznuunvii —paitpBoi OyIeT CUrHaIU3UPOBATh JIMIIB O PEeabHON aTake Ha KOMIIBIOTED, a HE
O TIOMBITKE UCTIOTHUTH TaKYI0 aTaKy WM MPOCKAaHUPOBATH MOPTHI.

11. Haxmure kHOTIKY Boiopame ¢hunemp. IIpocMoTpuTe €€ BO3MOKHOCTH.

12. Beibepure myHKT MHmepaxmusHbvle 31emernmol. 31€Ch MOKHO 3a0JI0KUPOBAThH BCILTBIBAIOIIHE
OKHa, MEPEXO/IbI 0 peKIaMHbIM caiiTam B IHTepHET.

13. IIpocMoTpuTEe MapaMeTpbl HACTPOMKY ISl TaHHOTO MyHKTa (IIpaBas KHoOMKa MbIn). Ha Tpex
BKJIaJIKaX pa3MelleHbl HACTPOHKH OJOKMPOBKU BCEX JIEMEHTOB, KOTOPhIE MOTYT HaXOAMUTHCA Ha MO-
cellfaeMbIX BeO—CTpaHUIlax WK B TOYTE. BOMBIIMHCTBO HACTPOEK UMEIOT TPU HACTPOIKU: Paspeuienro,
3anpoc n 3anpeweno. Ilpu HacTpoiike HY)KHO y4YUTHIBATh TOT (PaKT, YTO HA MHOTHX CTpaHHIAX
CKPUIITHI WX (DI MOTYT UCIOJIB30BATHCS ISl CO3AAHUSI MEHIO U €CITU MX MOJHOCTBIO OTKJIIOYHTb,
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TO HaBUTAlMs MO caiiTy Oyner HeBo3MOXkHa. [lo3TOMy, ONTHMAalbHBIM CTaHET HCIOJIb30BaHUE
HacTpoiiku 3anpoc. J1ns oco0ol HAaCTPOHWKHM HEKOTOPBIX CAWTOB B Moayie «Humepaxkmuguvie dje-
MeHmbl) CIYKUT BKIIagka «Mcknrouenua». C ee MOMOIIbI0 MOXKHO chOpMHUpPOBATH CHHCOK CAWTOB U
HACTPOUTH JJISl KQXKJIOTO U3 HUX OJIOKMPOBKY ONPEICICHHBIX JIEMEHTOB. DTOT CIIMCOK MMeEeT Oosee
BBICOKH MPUOPUTET, YEM OOIIHE HACTPOHUKH OJIOKUPOBKH JIJIST BCEX CANTOB.

14. IlpocMoTpuTE BKJIAJKU NapaMETPOB, 3alIPETUTE BCIUIBIBAIOLIME OKHA M HACTPONTE OCTAIBLHOE
10 CBOEMY YCMOTPEHHUIO.

15. Boibepure nyHKT Pexnama. Outpost yMeeT OTCeKaTh peKiIaMy 1o pa3Mepy U MO COAEPKUMOMY
CCBUIKH, YTO SKOHOMUT TpapuK U YBETUUYUBAET CKOPOCTh 3arpy3KH CTPAHMII.

16. Bpi3oBuTE MapaMeTpsl JUIsl TaHHOTO MYHKTa (TIpaBas KHOIKA MBIIIH). Y CTaHOBUTE (DIIaXKOK
Ilokazame kop3uny 01 pekiamul. ECi B CTAaHJApTHOM CIIMCKE OTCYTCTBYET OINMCAHME IJIs OIperie-
JeHHoro OaHHEepa, U OH 3arpy)KaeTcs MpHU MOCELIEHUU CTPAHULBI, TO, OTKPHIB KOP3UHY, JOCTaTOUYHO
MBIIIBIO TIEPETALINTh B Hee OaHHEp, U OH OoJblle HUKOTJa He OyneT 3arpyxarbces. Brinanka Oowue
MO3BOJISIET BBIOPATH TO, YeM OYIyT 3aMEHSATHCS BbIPE3aHHBIE CO CTPAHUIL peKJIaMHble OaHHEpHI. 3/1eCh
K€ MOKHO CO3/1aTh CIIMCOK CalTOB, C KOTOPBIX HE Oy/EeT BhIpe3aThes rpaduka U pexiiama.

17. IlpocMoTpuTE BCE BKIAAKH MapaMeTPOB.

18. Bribepute nyHKT Coldeporcumoe. B HaCTpoHKax 3TOro MOIYyJsl MOXKHO 3a/aTh CIIMCOK CIIOB,
KOTOpbIE MOTYT BCTpeuYaThCsl Ha CTpaHHUIC WJIM B aJpece CTPaHULbI U KOTOpbIE OYyAYT CIYXHUTb
Outpost—y CUTHAJIOM TOTO, YTO CTPAHUILy 0TOOpaXKaTh 3arpereHo.

19. IlpocMOTpUTE BO3MOKHOCTH TAHHOTO MTYHKTA.

20. Beibepute myHKT Quiasmpayusi no4mossix 610diceHutl. B HacTpoikax 3TOro MOAYIsl MOKHO
3aJ1aTh CIIMCOK TUIIOB (DaiiyioB, KOTOPHIE MOJIEkKAT NEPEUMEHOBAHUIO, @ TaK e BKIIOYUThH BBHIBOJ MH-
(dbopmManMoHHOTO COOOIIEHUsI O Moy4eHUun (ailioB onpeaeneHHoro tumna. daiin, THII KOTOPOro yKa-
3aH B HACTPOWKaX 3TOTO0 MOJYJS, IIPU MOJYYEHNUHN €0 MOYTOBBIM KIMEHTOM, MTOJIYYUT BTOPOE PACIIH-
penue «.safe». OTo MO3BOIUT M30€kKaTh aBTOMATUYECKOTO BBIMOJIHEHUS! MOYTOBBIM KIMEHTOM KOJa,
YTO MOXKET SBJIATHCSA IPUUNHON 3apakKeHHs] KOMIIBIOTEPA BUPYCaMU.

21. IlpocmoTpuTe apamMeTpbl JAHHOTO ITYHKTA U €r0 BO3MOXHOCTH.

22. locTym Kk 0OmKM HaCTpOHKaM IMPOrpaMMbl MOYKHO TTOJTYYUTh TIPU TTOMOIIU ITyHKTa MeHIo [1a-
pamempul — Obwue U3 TIIABHOTO MEHIO MPOTPaMMbl WJIM HaKaTHEM COOTBETCTBYIOLICH KHOIKM Ha Ma-
Henu. BeI30BUTE OKHO HACTPOWKH MapaMeTPOB U TPOCMOTPUTE BKIAIKY Obwue.

23. Bxnanka «/Ipunodwcenusy TO3BOJSIET YIPABIATh MpaBUIaMU NoBeAeHUs (alipBosuia mpu mo-
IIBITKE JIOCTYIAa B CETh ONPEICICHHBIX NMPUIOKEeHUA. Ha 3Tol BKIIagKe mepeyucieHsl BCe MPUIIOKe-
HUS, KOTOpBIE 0OHapyXeHbI Ha KommbioTepe Outpost—om mpu ycrtaHoBke. Cpasy mociie MHCTaJUISIIUN
9TU NPUIIOKEHUS HAXOAATCS B rpymne «/lonvzosamenvckuii yposenvy. JUId HUX CO31aHO OJHO WIIU
HECKOJIbKO MPaBWJI, YKa3bIBAIOUINX, KAKUM 00pa3oM MPHUIIOKEHUE MOKET OOMEHHMBATHCS JAHHBIMU C
ceTpro. [IpaBuiio MOXKHO MPOCMOTPETh WJIM U3MEHHUTHh IIPU MTOMOIIM JABOMHOIO KJIMKAa IO MMEHH €ro
UCTIOJNHsIeMOro (haiina.

24. TIpocMmoTtpute npaBuia Jjisi HEKOTOPBIX MPHIOKEHUM.

25. IlpunoxkeHus U3 rpynnsl 3anpeujennvie npulodiCceHyss HIKOTa He IMoJlydaT JOCTyla B CETb,
BCS UX CeTeBas aKTUBHOCTH OyneT mpecedyeHa (aiiposioMm. HekoTopsIM MPHIIOKEHUSAM MOKHO MOJ-
HOCTBIO OTKPBITh JOCTYII B CETh, IEPEMECTUB UX B IpyNIy «/{osepennvie npunoscenus». YIX noctyn B
CeTh HE OrPAaHWYMBAETCS HHUYEM, HUKAKUMHU NpaBwiaMmu. [lepemenieHue npuiaokeHW W3 Ipynm B
Ipynimy, paBHO KaK U U3MEHEHHUE MPAaBUJI, CO3AHHBIX Ui MPUJIOKEHUH, BBIMOIHIETCS NPU IOMOIIH
KHONIKU /M3menumy. Ilpu moMoin KHONKYU /[o6asums MOKHO BHECTH B CITIMCOK HOBOE MPHIIOKEHUE U
3aTeM cO37aTh JJIsl HEeTO MPAaBUIIO OOIIEHUS C CEThHIO.

26. [Tepemecture mpunoxenue Excel B rpynny 3anpewennvie npunosicerus.

27. IIpocMOTpHUTE OCTaBIIMECS BKJIAJKA HACTPOEK IPOrPAMMBI.

28. [TompoOyiiTe uepes ceTeBoe OKPYKEHHE BBIMTH Ha KOMIIBIOTEP COCea.

29. TIpoBepbTe peakuuio (aiipBoia Ha MOMBITKY COCea 00PATUTHCS K BallIeMy KOMITBIOTEPY.

30. IepeitauTe B HACTPONKH OOIIMX MTapaMETPOB MPOTPAMMBEI.

31. Bribepute Briaaky Cucmemnvie. YOepute pnaxok NetBIOS. Teneps Bai KOMObIOTEp HEAO-
CTYTIEH I10 CETH.

32. JloxauTtech, KOT/Ia Balll COCEJT BHIMTOJIHUT MPEAbIAYIIee 3aJaHue U TIONPOOYHTE Yepe3 CETeBoe
OKpYXEHHE 00pPaTUTHCS K €r0 KOMIIbIOTEPY.
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33. Bximrounte dnaxkok NetBIOS Ha cBoem kommbroTepe.
34. Bri3oBUTE KypHaJl, HA)KaB COOTBETCTBYIOLIYIO KHOIKY Ha MAaHEIU UHCTPYMEHTOB.
35. IIpocMoTpuTe KypHa.

Jlumepamypa:
1. JlekumoHHbBIN MaTepHail.
2. JloxkymeHnTauus no padore ¢ nmporpammoii Firewall Outpost.
3. OcHoBbl HHYOPMAITMOHHONW OE30TTACHOCTH XO35HCTBEHHOU JCSITEIBPHOCTH: y4eOHOE TT0-

cobue / N.I1. Muxues; BO ®I'BOY BIIO «Poccuiickas akagemMusi HApOJHOTO XO3SICTBA U TOCY-
JTapCcTBEHHOM CcitykO0b1». — Bonrorpan: U3a-so BO ®I'EOY BITIO PAHXul'C, 2013. — 144 c.

4.  IInatonoB B. B. [IporpamMmMHo-anmapaTHbIe CpeCTBa 3aIIUTHI HHPOPMAIIUN: YICOHUK. /
M.: U3a. uentp "Axagemus". 2014.

Tema 7. 3amura nngopmanun B UuTEepHeT.
Paccmampusaemvie sonpocwi:

l. [TpuHIUIBL pabOTHI MEKCETEBBIX IKPAHOB MpH pabote ¢ IHTEpHET.
2. Hacrpoiika mporpamMmmMHbIX MOyJiei Tipu padote ¢ MIHTEpHeT.
3. bnokupoBanue HEHYKHOTO TpaUKa U peKIaMbl.

3adanus ona camocmoamenbHo20 8bINOIHEHUS:

1. 3arpy3ure nporpammy Outpost Firewall.

2. Otkpoiite B Internet Explorer ctpanuiryy www.yandex.ru

3. Boibepure nyakt Cemesas akmusnocmy. IIpocMoTpuTe HHOOPMAIHIO O TEKYIIUX COCIMHECHU-
X C CEThIO.

4. Beibepure myHKT Omxpuimule nopmeoi. Ilonyuante HHPOPMALIUIO O TOM, KAKUMH IPOLIECCAMU Ha
KOMITBIOTEPE OTKPBITHI OMPEIETICHHBIE TOPTHI.

5. Ilpocmotpute myHKTHI Paspewennsvie N 3a010Kuposantsie, KOTOPHIE COAEPKaT OOIIYIO CTaTH-
CTHKY 10 COeAMHEHUSIM.

6. Beibepure nynkr DNS u B mapamerpax orpanuubte K31 DNS Ha 50 3ammceil u yctaHoBUTE
cpok xpaHeHus 10 qHei.

7. BeiOepute yHKT /[Jemexmop amak M B mapaMeTpax 3anaite OOvluHblll yPOBEHb TPEBOTH.

8. BriOepute nyHKT HumepaxmusHule snemenmol. IIpocMOTpHUTE TapaMeTpbl HACTPOUKH IS JaH-
Horo myHKTa. Ha Tpex BKJajkax pa3MelieHbl HaCTPOWKHM OJIOKMPOBKH BCEX 3JIEMEHTOB, KOTOPHIE MO-
I'YyT HaXOAMThCS Ha TOCEHlaeMbIX BeO—CTpaHUIaX WM B moute. Hactpoiite mapamerpsl 1Mo cBoemy
YCMOTPEHHIO (PEKOMEHIYeTCs Yalle UCIO0Ib30BaTh HACTPOUKY 3anpoc).

9. Otkpoiite B Internet Explorer crpanuity www.mail.ru, nmepeiuTe 1mo Kakol-HUOYIb CCBHLIKE
HOBOCTEM.

10. ITIpocmotpute B Outpost Firewall ctaTucTuky mo coemMHEHHsIM, a TaKKE CTATUCTUKY JCTEK-
TOpa arax.

11. BeiGepute nyHKT Pexnama. Bei3oBUTE mapaMeTphl A1 JTaHHOTO MyHKTA. Y CTAHOBUTE (hIIaXKOK
Ilokazame KOp3uHy 015 peKIaMbl.

12. OTKpoOHTE CTAPTOBYIO CTPAHUIy WWW.Mmail.ru ¥ MBIIIBIO TIepeTaluTh B Kop3uny ons pexna-
Mbl peKIIaMHbIe OaHHEPHI C TON CTPAHMIIBI.

13. 3akpoiiTe cTpaHUIly W TIOMPOOYHTE 3aHOBO €€ OTKPHITh. [IpoBephTE, UTO MPOUCXOIUT C pe-
KJIAMHBIMH OaHHEPaMH.

14. TIpocMoTpuUTE BCE OCTABIIMECS BKJIAIKH MapaMeTPOB.

15. Beibepute nyHKT Codeporcumoe. B HaCTpoHKax 3TOro MOIYJsl MOXKHO 3a/aTh CIIMCOK CIIOB,
KOTOpbIE€ MOTYT BCTpeuYaThCsl Ha CTpaHHUIC WM B aJpece CTPaHULbl MU KOTOpbIe OYyAYT CIIYXHUTb
Outpost—y CUTHAJIOM TOTO, YTO CTPAHUILy OTOOpaXKaTh 3arpereHo.

16. HactpoiiTe mporpamMmmy Tak, 4ToObl Outpost OJOKHpPOBaN BCE CTPAHMIIBI, B aIpece KOTOPHIX
npucyrcTByeT cioBo chat. [TonpoOyiite OTKpBITH cTpaHuily www.chat.ru.

17. BeiOepute nyHKT Quivmpayus noumosvix 1oxcenutl. B HaCTpoHKax 3TOTO MOIYJS MOKHO
3a7aTh CIIUCOK TUMOB (PaiiIoB, KOTOPBIE MOJUIEkKAT IIEPEUMEHOBAHUIO, a TAaK K€ BKJIIIOUYUTH BBIBOJ HH-
(hopMaImoOHHOTO COOOIIEHHSI O TTOTYYeHUH (HaliIoB ONPECICHHOTO THTIA.

18. 3anaiite BbIBOA MHPOPMALMOHHOTO COOOLIECHUS A BceX (DailioB ¢ pacIIMpeHueM .zip U Iie-
penmeHoBaHue (HaiIoB ¢ PACIIUPEHUEM .€X€.
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http://www.yandex.ru/
http://www.mail.ru/
http://www.mail.ru/
http://www.chat.ru/

19. IlokaxuTe pe3yapTaT IpenoaaBaTeio.
20. OTMeHHTE BCE CBOM HACTPOMKH U 3aKPOMTE BCE OTKPHITHIE IPUIIOKEHUS.
Jlumepamypa:
1. JleKuuoHHBIA MaTepHal.

2. OcHOBBI MH(OPMAIIMOHHONW 0E30MAaCHOCTH XO3SIMCTBEHHON AEATENBHOCTU: y4eOHOE MOCo-
oue / N.I1. Muxue; BO® ®I'BOY BIIO «Poccwuiickas akajgemusi HApOJHOTO XO35HUCTBA U
roCyJapCTBeHHOH cinykO0b1». — Bonrorpan: M3n-so BO ®I'BOY BIIO PAHXuI'C, 2013. —
144 c.

3. IInaronoB B. B. [IporpammHo-amnmapaTHble CpeACTBA 3aLIUTH HHPOPMALUN: YIeOHHUK. / M.
W3na. nentp "Axanemusa". 2014.

Tema 8. TunoBas crpykrypa 3amuThl oT HC/l. YnpaBienue gocrynom.
Paccmampueaemvie sonpocuw:
Tumnosas crpykTypa 3amutsl nHbGopmaruu ot HCJI.
[Toacucrema ynpapieHUs TOCTYTIOM.
[TocTpoeHnue MaTpuIlbl JOCTYIIA.
JlokyMeHTaIus oT/iena o0ecriedyeHnss HHPOPMAIMOHHOMN 0€301MacHOCTH.
3adanus ona camocmoamenbHo20 8bINOIHEHUS:

1. PaccMoTpuTe TUIOBYIO CTPYKTYpY 3auiuThl nHpopmarmu ot HC/I.

2. llpoxymaiite cTpykTypy 3anmuthl nHbGopmaruu ot HCJ nist mpou3BoiIbHOM (BBIMBIITUICHHOMN )
OopraHu3alyu.

3. PaccMOTpuUTE MOJCUCTEMY YIIPABIEHUS TOCTYIIOM JIJIsl STOM OpraHu3alyu.

4. CocTaBbTe TIEpEUYCHb 3aAIIUIIAEMBIX HHPOPMAIIMOHHBIX PECYPCOB OPTaHHU3AIIHH.

5. IlocTpoiiTe MaTpuIly 1OCTYIA JIJIsi JAHHOW OpraHu3alvu.

6. CocTaBbTe JOKYMEHT, ONPEACISIONINI MpaBuiia JOCTYIa MOJIb30BaTeIel K pecypcam IMpu Mo-
MOIIY JIMYHBIX UACHTU(DUKATOPOB U MApoJiel, IpaBUiia COCTABICHHUSI, CMEHBI U XpaHEHUs MapoJieH.

7. CoxpaHuTe BCe TOKYMEHTHI B CBOSH JIMYHOM Marnke (M Ha CBOEH IHUCKETe).

Jlumepamypa:

bl

1. JlekuuoHHBIM MaTepual.

2. OcHOBBI MHGOPMAIIMOHHONW 0€30MaCHOCTH XO3SHUCTBEHHOW NEATEIBLHOCTH: y4eOHOE IMOCo-
oue / W.II. Muxues; BO ®I'bOY BIIO «Poccwuiickas akaneMuss HApOJHOTO XO3SHUCTBA U
roCyJIapcTBEHHOM ciyk0b1». — Bonrorpan: U3n-so BO ®I'6OY BITIO PAHXuI'C, 2013. —
144 c.

Ikaaa oneHNBaHUA

VYpoBeHb 3HaHMN, YMEHUI 1 HABBIKOB 00YYAIOLIETOCS MPH YCTHOM OTBETE BO BPEMS IPOMEXKY-
TOYHOH aTTECTALUU ONPEIENIACTCA OLEHKAMHU «3a4TCHO» WIH «HE3a4yTeHO». Kpurepusamu oricHMBaHUA
Ha 3a4eTre SABISETCA JEMOHCTPALMSA OCHOBHBIX TEOPETHUYECKHUX IIOJIOKEHHUM, B paMKaX OCBaUBacMOM
KOMIIETEHIH, YMEHHUE IPUMEHSATH MIOJyYeHHbIE 3HaHWsI Ha npakTuke. s aucuuiuing, GopMon UTo-
TOBOI'0 OTYETA KOTOPBIX SABJISIECTCS 3a4€T, IPUHATHI CIIEYIOLUE COOTBETCTBUSA:

60% - 100% - «3auTeHOX;
MeHee 60% - «He 3a4TeHOY.

[Ipu orieHUBaHUU PE3yNHTATOB YCTHOTO OMPOCA UCIOIB3YETCs CeNyIomIast MKajia OLEHOK:

OO0yyJaromuiicsi TEMOHCTPHUPYET COBEPIICHHOE 3HAHHE OCHOBHBIX TEOPETHYECKHUX IOJIO-
100% — 90% JKEHUH B paMKaX OCBaUBaecMOW KOMITETCHIIMH, YMEET MPUMCHSITh MOTYYCHHbBIC 3HAHMS Ha

0 — ()
MIpaKTHKe, BIaJeeT HaBBIKAMU DPEUICHHs MPo(hecCHOHATBHBIX 3a/lad C WCIOJIh30BAHHEM

I/IH(i) OpMalNlMOHHO-KOMMYHUKAITUOHHBIX TEXHOJIOTHH

OOyyaromuiicss TEMOHCTPUPYET 3HAHHUE OOJBIIEH YaCTH OCHOBHBIX TEOPETHUYECKUX IIO-
89% — 75% |noxeHMiT B paMKax OCBaMBaeMOl KOMITETEHIIMH, YMEET MPUMEHSATH MOTYICHHbIE 3HAHUS

Ha MNPAaKTUKE B OTACIbHBIX C(l)ean HpO(bCCCHOHaHLHOﬁ JACATCIBbHOCTH, BJIAACCT OCHOB-
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HBIMH HAaBBIKaMHW PCHICHUA HpO(l)eCCI/IOHaJ'IbHBIX 3aga4 C HCIIOJIb30BaHHUECM I/IHCI)OpMaL[I/I—
OHHO-KOMMYHHKAIIMOHHBIX TEXHOJIOTHIA.

OOyuaronuiicsi TeMOHCTPUPYET JIOCTATOYHOE 3HAHUE OCHOBHBIX TEOPETUYECKUX MOJIO-
JKEHUI B paMKax OCBaMBaeMOU KOMIICTCHIIMHU, YMEET UCIOB30BaTh MOyUYCHHBIC 3HAHUS
74% — 60% |ans pereHuss OCHOBHBIX MPAKTUYECKUX 337ad B OTJCIBHBIX cdepax npodecCHOHATBHON
JIESATEIIbHOCTH, YaCTUYHO BJIAJICCT OCHOBHBIMHM HAaBBIKAMH PEUICHUs MPO(ecCHOHATBHBIX
3a]1a4 C UCIOJIb30BaHHEeM HH()OPMAIIHOHHO-KOMMYHHKAIIMOHHBIX TEXHOJIOTHIA

OO0yyaromuiicss AEMOHCTPUPYET OTCYTCTBHE 3HAHHS OCHOBHBIX TEOPETHUECKHUX TTOJI0XKE-

60% HHI B paMKax ocBauBaeMOM KOMIICTCHIIMU, HC YMCCT MMPUMCHATH IMOJTYUYCHHBIC 3HAHUA Ha
MCHCC 0
IIPAKTHUKE, HE BJIAZICCT HABBIKAMU PCIICHUA HpO(I)CCCI/IOHaHLHBIX 3a7a4 C UCII0OJIb30BAHUEM

UHPOPMAITMOHHO-KOMMYHHUKAIIMOHHBIX TEXHOJIOTHIT

q)OHZ[BI OLICHOYHBIX CPCACTB HpOMe)I(yTO‘-IHOﬁ aTTeCTally IO JUCHUIIIIMHE NPCACTABJICHBI B ITPUJIIOKCHUN 1.

[Iponienypa oLieHMBaHMS pe3yJbTATOB OOYYEHHUs, XapaKTEPU3YIOIIUX 3Tanbl (OpPMUPOBAHUS
KOMIIETEHIINH, OCYLIECTBIISIFOTCS] B COOTBETCTBUU C 110710%KEHNEM O TEKYIIEM KOHTPOJIE YCIIEBAEMOCTH
u npomexyrouHoi arrectanuu cTyaeHToB B ®I'BOY BO PAHXul'C u PermamenTom o GamibHO-
pelTuHroBOI cucteMe B Boirorpaackom uncturyte ynpasnenus - ¢pumane PAHXul'C.

6. Meroauveckue MaTepuaJibl 0 OCBOCHHUIO M CIUIINHbBI

MeToanuyeckne peKOMEHIAIUM 110 HANIMCAHUIO pedpepaToB
Pedepar siBisieTcs MHAUBUAYATBHONW CAMOCTOSITEIIBHO BBITIOJTHEHHON paboToil cTynenrta. Temy
pedepara CTyneHT BBIOMpaeT U3 TMEpedyHs TEM, DPEKOMEHIYeMbIX IperojaBareyieM, BeAYIIUM
COOTBETCTBYIOIIYIO AMCUUIUIMHY. Pedepar momkeH coiepkarh CIEAYIOIINE CTPYKTYPHBIE JIEMEHTHI:
Tutyneueii nuct Conepxanue Bpenenue OcHoOBHasg 4YacTh 3akiatoueHue CHUCOK JUTEpaTyphl
[Tpunoxxenus (mpu Heodxoaumoctn). TpedoBanwus k opopmiieHuto pedeparos: mpudt — 14, mons — o
2 cm, uHTepBal — 1, 00bem — He MeHee 10 cTp.

MeToanyeckne yKa3aHus 1JIsl 00y4AIOIIUXCS 110 OCBOCHHIO U CIUTIMHBI

[Tpu paboTe ¢ HACTOSIIIUM Y4eOHO-METOJUUECKUM KOMIUIEKCOM 0C000€ BHHUMaHHUE CIIeayeT 00-
paTUTh Ha 3HaHHE TEOPETUYECKUX BOMPOCOB MH(OPMATHKH, UMETh BHICOKUII yPOBEHb HH(OPMALIMOH-
HOW KYNbTYpBI, 3HAaTh YCTPOMCTBO COBPEMEHHOTO IMEPCOHAIBLHOTO KOMIIBIOTEpA, MMETh TITyOOKHe
HaBBIKM Pa0OTHI C COBPEMEHHBIMH OIEPALIMOHHBIMU CUCTEMaMHU U O(GHCHBIMHU MPUKJIAJHBIMU TTaKeTa-
mu. [lepes BHINOIHEHWEM MPAKTHUECKUX 3aJaHUN 005S3aTeNbHO JAO0JDKEH OBITh MOAPOOHO pa3odpaH U
M3yYEH TEOPETHUYECKUN MaTepuai Mo KakJI0M TeMe Kypca.

B nporecce u3ydeHus Kypca CTyI€HT AOJDKEH BhIpaOOTaTh HABBIKM M MPUEMBI BJIaJICHUS COBpE-
MEHHBIMH TEXHOJIOTHSAMH OOpabOTKH, XpaHEHHS, Mepeaayd M IpHeMa MacCHBOB IOPUAMYECKON WH-
¢dbopmanuy B pazIMUHBIX 00JaCTAX NEATEIBHOCTH MPAKTUKA-IOPHCTA U YMETh MX HCIIOJIb30BaTh B CO-
BPEMEHHOM PBIHOYHOM MHPE.

Jlnst 6onee yriyOJIeHHOTO U3y4eHHs! IUCIUILTNHBI, CAMOCTOSTEIbHON pa3paboTKe JOKIAI0B, CO-
OOIIEHNH B T.4. C HCHOJIBb30BaHUEM MYIBTUMEAUNHHBIX CPEJCTB, MO0 BHINOIHEHUH ITPAKTUYECKON pa-
00THI CTyJJeHTaM HEe0OXOAMMO MOJIB30BATHCS PEKOMEHIOBAaHHON B pabouell mporpamme JIMTEPaTypou.
[Tpu camoCTOSITENTEHOM H3Y4EHHH Kypca PEKOMEHAYETCS MOIb30BaThCsl HCTOYHUKAMH, YKa3aHHBIMH B
CIIMCKE OCHOBHOM JINTEPATYyPHI.

CTpyKTypa BpeMeHH, He00X0AUMOIr0 HA U3y4YeHHe TN CHUIITHHbI

®dopma u3ydeHUs TUCIUTLITTHBI Bpewms, 3aTpaunBaeMoe Ha U3y4EHHUE JUCLIH-
TUTMHEL, %
N3yuenue nureparypsl, pPEKOMEHJOBaHHOU B 40
y4eOHOU MporpaMmme
Pemienue 3agay, npakTHYECKUX YNPAKHEHUN U 40
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CUTYallUOHHBIX IPUMEPOB

N3yueHune TeM, BBIHOCUMBIX Ha CAMOCTOSTEIIb- 20
HOE€ PaCCMOTpPEHHUE

Htoro 100

PexoMeHIa1IUM 110 MOATOTOBKE K NPAKTHYECKOMY (CEMHMHAPCKOMY) 3aHATHIO

[IpakTueckoe (CeMHHApPCKOE) 3aHSATHE - OJHA W3 OCHOBHBIX (JOPM OpraHm3anuu y4eOHOTO
nporiecca, NnpeacTaBisionias co00i KOIJIEKTUBHOE 00CYKICHHUE CTYAEHTaMH TEOPETUYECKUX M MpPaK-
TUYECKUX BOIPOCOB, PELICHUE MPAKTUUYECKUX 3ajad MoJ pPyKOBOJCTBOM mpenojaBatesisi. OCHOBHOI
LEJIBIO TIPAKTHYECKOTO (CEeMUHAPCKOT0) 3aHATHS SIBJISIETCS IPOBEPKA ITyOMHBI MOHUMAHUS CTYIEHTOM
M3y4aeMol TeMbl, yueOHOro MaTepuajga U YMEHHUS U3JIOKUTh €ro COJep)KaHUe SICHBIM M YETKUM SI3bl-
KOM, Pa3BUTHE CaMOCTOSITEIILHOTO MBIIUICHUS U TBOPYECKOH aKTMBHOCTH y CTyJeHTa. Ha mpaktude-
CKUX (CEMHHApPCKMX) 3aHATHUSX MPEIIoJaraeTcsi paccMaTpuBarh Hanbosee Ba)kKHbBIE, CYILIECTBEHHBIE,
CJIO’KHBIE BOMPOCHI, KOTOphIe Haubosiee TPYAHO YCBAaUBAIOTCS CTyaeHTamH. [Ipu 3TOM rOTOBUTHCA K
MPaKTUYECKOMY (CEMHHApPCKOMY) 3aHSITHIO BCErja HY)XHO 3apaHee. [loAroroBka K HMpakTHUYECKOMY
(ceMUHApCKOMY) 3aHATHUIO BKIIIOYAET B ce0sl CIeayrolIee:

- 00s13aTenbHOE 03HAKOMIICHHE C ITUTAHOM 3aHATHS, B KOTOPOM COJEpKaTcsi OCHOBHBIE BOIPO-
CBI, BBIHOCUMBIC Ha 00CYKIICHHE;

- U3y4eHUE KOHCIEKTOB JIEKLHH, COOTBETCTBYIOIIUX pa3JieloB yueOHUKa, y4eOHOro mocoous,
COJIep>KaHUsl PEKOMEHJOBAaHHBIX HOPMATHUBHBIX IIPABOBBIX AKTOB;

- paboTa ¢ OCHOBHBIMHU T€pPMUHAMH (PEKOMEHIYETCS KX BBIYUHTh);

- U3YYEHHE JIOMOJHUTEIBLHON JUTEepaTyphl MO TeMEe 3aHATHUS, JeNas IpU 3TOM HEe0OXOIUMbIe
BBIMIMCKH, KOTOPBIE TOHAA00STCS Py 00CYKICHUHN Ha CEMUHAPE;

- (hopMyJIHPOBAHNE CBOETO MHEHHUS 10 KaXJIOMY BOIIPOCY U apryMEHTHPOBAHHOE €ro 000CHO-
BaHUE;

- 3aIMCh BO3HUKIIKX BO BPEMsl CAMOCTOATENBbHOM paboThl ¢ ydeOHHMKaMH U HAyYHOH JInTepaTy-
PBI BOIIPOCOB, YTOOBI 3aT€M HAa CEMHHAPE MOJYUYUTh Ha HUX OTBETHI;

- oOpareHne 3a KOHCYJIbTAllel K IPerno/1aBaTesio.

[IpakTnyeckue (ceMUHApCKKE) 3aHATHUS BKIIOYAIOT B ceOsl BHINOJIHEHUE 3aJaHUM HAa KOMIIbIO-
Tepe Mo KaKOU-JIMOO CI0XKHON MM 0c000 aKkTyalabHOH Mpobiieme, pemeHue 3agad. Ha npakTuueckom
(ceMuUHApCKOM) 3aHATHHM CTYJEHT IMpPOSBISET CBOE 3HAHUE NpeAMEeTa, KOPPEKTUPYeT MHPOPMALHUIO,
MOJTyYEHHYIO B MpOIECcCe JICKIIMOHHBIX M BHEAYIUTOPHBIX 3aHATUHN, (POPMHUPYET OINpe/ieeHHbIH 00pa3
B IJ1a3ax MpernojaBaTels, MOoIy4aeT BEICOKHE HABBIKM OCBOEHHUS MH(POPMALMOHHBIX TEXHOIOTUN MpH-
MEHHTEIBHO B MPO(eCcCHOHAIBHON cepe, HABBIKU MPAKTHUECKOTO PELICHH 33a]]au Ha KOMIIbIOTEpeE.

MeToanuyeckne peKOMEHIAIUM 110 HANIMCAHUIO CeMeCTPOBOM KOHTPOJILHOM padoThI

KonTponbHast paboTa sBIsSETCS MHIUBUAYAJIbHOW CaMOCTOSATEIBHO BBIIIOJHEHHON paboTon
CTyJeHTa. BapuaHT KOHTpOJbHON pabOThI CTYIEHT BbIOMpAaeT M3 MepeuHs paboT, peKOMEHAYeMBbIX
IperoiaBaTeNeM, BeIyIuM AaHHYI0 AucHUIUIMHY. KoHTponbHas paboTa, Kak MpaBUIIO, JOJDKHA CO-
JepKaTh CIEAYIOIIME CTPYKTYpHbIE 35ieMeHThl: TutynbHbid auct Conepxanue Beaenune OcHOBHas
yacTh 3akaouenue Crucok turepatypsl [punoxenus (mpu He0OX0AUMOCTH).

TpeboBanusi k 00bemy: He Oomee 15 crpanun. Odopmiienne: [pudt TimesNewRoman, 12
mpudT, 1,5 uareppana, 1,5 cm ab3anublil oTcTyn. OpUrHHAIBHOCTH 0 cucTeMe AHTUIIarnar.BY3 —
He MeHee 60 MPOLIEHTOB.

PexoMeHnganmu mo u3y4eHU0 MeTOANYECKUX MAaTEPHATIOB
Metoanueckie MaTepuasl 0 AUCUUIUIMHE TO3BOJSIOT CTYACHTY ONTHMAaJIbHBIM 00pa3oM op-
raHU30BaTh MPOLIECC U3YYEHHUS NaHHOW NHUCHMIUIMHBL. MeToaudeckne maTepuaibl MO0 JUCLHUILINHE
MPU3BaHBI IOMOYB CTYACHTY MOHATH CHEUU(UKY U3y4aeMOro MaTepHuaia, a B KOHEYHOM UTOTe — MakK-
CUMAaJIbHO NIOJIHO M Ka4ECTBEHHO €r0 OCBOMUTH. B mepByro ouepenb CTyIEHT IOJKEH OCO3HATh IpeIHa-
3HAUEHUE METOAMUYECKUX MATEpUANIOB: CTPYKTYPY, LI€IU U 3aaayu. /{1t 3Toro oH 3HaKOMUTCS C Ipe-
amMOyJoH, OrjiaBJeHUEM METOJMYECKUX MAaTepHalioB, FOBOPS MHA4ye, OCYLIECTBIIAECT NEPBUYHOE 3HA-
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KOMCTBO ¢ HUM. B paznerne, NOCBSAIICHHOM METOANYECKHM PEKOMEHIAIMSM 110 W3YYECHUIO TUCIIATLIH-
HbI, IPUBOJATCA COBCTHI IO INJIAHWUPOBAHUIO U OpraHU3allun HGOGXOI[I/IMOFO AJI U3y4YCHUA OUCHUIIIIN-
HBI BPEMEHH, OIMCAHHE TIOCIIEOBATEIEHOCTH JICHCTBUHN CTyIEeHTa («CUEHAPUH U3yYCHHS TUCIIUILIH-
HBI»), PEKOMEHIAlUU TI0 paboTe ¢ JAUTEepaTypoOid, COBETHI MO MOATOTOBKE K dK3aMEHY U Pa3bsICHCHHUS
IO TTOBOy pabOTHI C TECTOBOW CHCTEMOM Kypca M HaJl JOMAITHIUMH 3alaHUsIMH. B 11e710M 1aHHbIe Me-
TOAUYCCKUC PCKOMCHOAINU CHOCO6HBI OGJ’IGI“II/ITB HU3YUCHUC CTYACHTAMU AJUCHUIIIIMHBI U IIOMOYb
VCIIENIHO CIIaTh dK3aMeH. B paznene, comepikamieM ydeOHO-METOAMUYECKUE MaTepUAITbI JUCIUATUTHHEI,
COACPIKAHUC NTPAKTUYCCKUX 3aHSTUU 11O AUCHUIUIMHE, CJIOBAPb OCHOBHBLIX TCPMUHOB JUCHUIIIINHBI.

HeoTbheMiieMbIM 3JIEMEHTOM YU4eOHOTO TpoIiecca SIBIISIETCSI CaMOCTOSITeIbHAsE paboTa CTyACHTA.
[Tpu camocTosITeTPHON paboTe JOCTUTAETCS KOHKPETHOE YCBOCHHE YYeOHOTO MaTepralia, pa3BUBaIOT-
Csl TEOPETUYECKUE CTIOCOOHOCTH, CTOJb BaXKHBIE ISl COBPEMEHHOMN MOJTOTOBKH CrienuainucToB. dop-
MBI CAMOCTOSITEIBHOIM paObOTHI CTYACHTOB 110 JUCHUIUIMHE: HAMMCAHHE KOHCIIEKTOB, TIOJIrOTOBKA OTBE-
TOB K BOIIpOcaM, HamucaHue pedeparoB, pelIeHHe 3ajad, UCCIeI0BaTeNbCcKasi paboTa, BBHITIOJHEHUE
KOHTPOJIbHOW PaOOTHI.

Pexomengaumu mo caMocTosITeJIbHOM padoTe CTYIeHTOB
Ha camocTtosrensHyto padoty crynenToB no aucuuruiae b1.B./[B.14.01 «OcHoBbI nHdopma-
HMOHHOH 0€30MaCHOCTH X0351iiCTBEHHOM eI TeJIbHOCTH BHIHOCITCS CIEAYIONINE TEMBI:

13‘;’[ Tema Bonpocsl, BeiHOCHMBIe HA CPC g::;g 3;2:;’4?
1 2 3 4 5
1. | llonsatne wnpopma- | [TonsTe  wHPOpMammu,  3amUTEl  UHPOPMAIMU |
UM, 3allUThl WH- | HHQOpMAIMOHHOW Oe3onmacHocT. HaszHaueHwe W 3ajadym B
dbopmanuu  ®  WH- | cepe obOecriedeHus WHPOPMANMOHHONW OE30MACHOCTH Ha 0 0
(dhopmarmonHo#t 0e3- | ypOBHE TOCYIapcTBa, Ha YPOBHE PETMOHA W HA JIOKAIBHOM
omacHocTH. OcCHOB- | ypoBHe. OCHOBHBIE TIOJIOKCHHSI TEOPHUH HHPOPMAITMOHHOU
HBIE COCTaBJISIFOIUE. | 0€30MacHOCTH HHPOPMAIOHHBIX CHCTEM.
2. 3aKkoHOIATEIbHBIN O030p  pOCCHHCKOTO  3aKOHOJATENILCTBA B 0o0nacTu
ypoBeHb uH(pOpMa- | obecrieueHuss HHGOpMAMOHHOW Oe3omacHocTU. J{OKTpHHA
LIMOHHOM Oe3omacHo- | nHpopMannoHHOH  Oe3omacHocT  P®,  3akoHel  «O
cti. KoMmbroTepHsle | rocyaapcTBEHHON TaiHey, «006 UHPOPMALUH,
npectymieHus. OT- | ”HQOPMAIMOHHBIX TEXHOJOTHSX U O 3aIUTe WH(POPMAIAN. 0] o
BETCTBEHHOCTh 3a | OCHOBHBIE = HOPMAaTHBHBIE  PYKOBOISIINE  JTOKYMEHTHI,
COBEPIIICHHE KOMITb- | KacaroIIuecs TOCyIapCTBEHHON TaWHBI M KOH(HIECHITHATHHOU
IOTEPHBIX  TIpecTyr- | nHpopManmu.  HopMaTuBHBIE  aKTBl  aJMHHUCTpAIlUU
JICHUH. Bosrorpana B o6actu nHGOpPMAIIMOHHON 0€301aCHOCTH.
3. | Kimaccudukanus IlonsTme  atakm  Ha  WHDOPMALMOHHYID  CHCTEMY.
atak. [lonsrue yrpo- | Kmaccudukanus aTak. Buner MIPOTUBHUKOB WA
3pl. Momens yrpos. | “HapymmuTeneit’, wux raccupukanus. Kazamel  yTeuku
PekoMeHmanuu 10 | HH(pOPMAIIUH: BU3yaJIbHO-ONITUYECKHUH, aKyCTHUYECKUH,
00CCIEYCeHUI0  WH- | 3JEKTPOMArHUTHBIA U MaTepHAIbHO-BEIIeCTBEHHBIN. [loHsATHE
(dhopmMarimoHHo# 0e3- | yrpo3sl. Mcrounuku yrpo3 u ux kiaccudukaius. [Tocrpoenue 0 0
OTIACHOCTH. Monmenu yrpo3 opranumzanuu. llpumepsl. CnenmaibHbIE

TpeOoBaHUsI M pekoMeHnanuu. llokazaTenu 3allWIIEHHOCTH.
Cucrtema 3amuTel MHGQOpPMALUK OT HECAHKIMOHHPOBAHHOTO
noctyna. PekomeHgyemble Mepbl MO OOECICUSHHIO 3allUThI
uHQOpPMaIMK B Tpoliecce JKCIUTyaTaluu HUH(POPMAIMOHHOM
cucteMbl. Pa3pemmnTenpHas cucremMa JOMycKa.
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OCHOBHBIE TOHSTHA

Creranorpadust u kpunrtorpadus. BaxkHocTs kpunrtorpadpuu

kpunrorpadpuu. JlBa | mpu  perneHun 3agad  obecredeHUss  HMHGPOPMAIUOHHON
COBpPEMEHHBIX 0e30MacHOCTH XO3SIICTBEHHOHN MAEATEIbHOCTH M COXPaHEHUS
HaTPaBIICHUS B | koHQuAcHIMaNbHOH wHpOopManuu. OCHOBHBIE TOHSATHUS
KpunTorpapuu. KpunTorpapuu. Ionsitre KPUIITOCHUCTEMEI, KJTFOYa.
Knaccuueckne kpum- | BoaMokHble ~ aTakiu  Ha ~ KPUNTOCHUCTEMBI,  TIOHSATHE
TOCHUCTEMB. KpunToaHanusa. Hage:xxHocTh KpUNTOCUCTEMEI. J[Ba OCHOBHBIX
HaTNPaBIICHUS B COBpEMEHHOMH KpunTorpaduu. 0 0
OnHoandaBuTHble W MHOTOAN(pABUTHBIE KPUNTOCHCTEMBI.
Cucremsl Lle3aps u Bukenepa. Bo3M0XXHOCTH KpuUIITOaHAIN3a
MHOT0aNI(haBUTHBIX CHCTEM. PackpeiTHe cucTeMbl Binkenepa.
Hanexxnoctr ~ MHOTOAI(aBUTHBIX  CHUCTEM.  AOCOIIOTHO
HaJeKHas ~ Kpunrocucrema:  “OIHOpPA30BbIM  OJIOKHOT.
Kpunrocucrema DES.
Kpunrorpadus ¢ | Cucrempl mudpoBaHus, HE TpeOyIoIue Tepeaadn Kiroda.
OTKPBITBIM KJIOUOM. | [IpoTokon  wcmonb3oBanust  cucteMbl  «OOHOPa30BBIN
Cuctemsl mudposa- | OIOKHOT», He TpeOylomWMi mNepBOHAYAIBHOTO OOMeHa
HUSI, HE TPeOYIONIHe | CEKPETHBIMU KitoYaMu. Kpurnrorpadusi ¢ OTKPBITHIM KITFOUOM.
nepeaavn kimova. | [loHATHE OTKPBITOTO M CEeKpeTHOro Kioya. lIpuHIwme
ONEKTpOHHAs  MOJ- | MOCTPOSHUS KPUIITOCUCTEM C OTKPBITHIM KIIFOYOM. M3BeCTHBIE 0 o
TTUCH. KPUOTOCHUCTEMBI C OTKPBITBIM KJIIOYOM H WX aJTOPUTMBL
Cucrema RSA. JlnuHa kimova B Kpuntorpaduu ¢ OTKPBITHIM
kio4oM.  OpHOCTOpPOHHSST  (QYHKOHS, BO3MOXHOCTH €€
UCTIONBb30BaHMsl. OJEKTPOHHAS TOANMKMCH W TPHUHIUNBL ee
MPUMEHEHUSI.
OcHoBHbIEe TexHOJO- | OCHOBHBIE TEXHOJOTHHM TMOCTpoeHus 3ammuiieHHbx VC.
ruu moctpoeHus: 3a- | [loHaTtue wmexceTeBoro »fkpaHa. [IpaBunma QuibTpanun u
[IUIIEHHBIX UC. | mpunnuner ux npumeHenus. [laketneie ¢gunbTphl. [lonmntuka
MexcereBble  3Kpa- | ceTeBoi Oe3omacHOCTH. [lonMTHKa peanm3alii MEKCETEBBIX
HBL 9kpaHOB. DyHKIMOHANBHEIE TPEOOBaHUS K MEXKCETEBBIM 0 o
9KpaHaM W uX KommoHeHThl. Illmo3b1 ceaHcoBoro u
MpUKIagHOTO ypoBHSA. HoBble (QyHKIIMH OpaHIMay3pOB.
CxemBl OpraHu3aliil MEKCETEBBIX JKpaHOB. 1pedoBaHHMA K
MEKCETEBBIM DKpaHaM
Texnomoruss  VPN- | TexHonoruss oObeAMHEHUS JIOKAIBHBIX CETEH WM OTHEIHHBIX
ceTeil. KOMIIBIOTEPOB HYepe3 OTKPHITYI0 BHEIIHIOIO Cpeay Mepenadu
JaHHBIX B €AMHYIO BHUPTYaJbHYIO CETh, 00ECICUMBAIONIYIO
3amuTy WHGOPMAIMOHHBIX MOTOKOB WM TexHomorus VPN-
cereii. Ocobennoctm VPN. TyHHenupoBaHme U  €ro 0 0
ocoberHocTH. OCHOBHBIC Pa3HOBUAHOCTH VPN-yCTpo#cTB 1Mo
TexHuuecko peanusanuu. Pomun VPN-ycrpolicts. BapuanTs
MOCTPOEHUS 3allMIEeHHBIX KaHaioB VPN. Vrpossl ana VPN.
Knaccudukaius VPN-cereit. CoBmenienre VPN-TexHom0r v
1 MexceTeBoro skpada. Henocratku VPN.
3ammra  uHpopMa- | [Ipobiema obecnieuenns HHPOPMAIOHHON 0€30MaCHOCTH NPU
min B VHTepHeT. | paboTe ¢ rimobampHOW ceThto HuTepHEeT. MHDOpManmmoHHas
HNuadopmanmronHas Oe30macHOCTh B YCJIOBHAX (DYHKITMOHHMpOBaHUS B Poccum
0e30MacHOCTh B | Tmo0anbHBIX ceTeil. Yka3 mpesugenta PO «O mepax mo
ycIoBUsAX (DYHKIHO- | obecneueHuio uH(popMaIMoHHONH Oe3omacHocTd Poccuiickoit
HupoBanus B Poccun | @epepanmu B chepe MEKIyHAPOIHOTO HHPOPMALUOHHOTO
rI100ATBHBIX CETEH. oOMeHa». Yrpo3bl HH(POPMALMOHHOW O€30HacCHOCTH TpH 0 )
pabore c¢ MWutepner. Bupychel, unCHONHAEMBIE MOMIYIH,
BCIUTHIBAIOIME  OKHA W pekiama.  Vcmomb3oBaHue
AHTUBHUPYCHBIX NMPOTPAMM U MEXKCETEBBIX SKPAHOB IPHU padoTe
¢ Hureprer. IIporpaMMHBIE CpelCTBa MPOBEPKU Tpaduka U
00OpBOBI ¢ HECAHKITMOHMPOBAHHBIM HCIIOIB30BAHHEM PECYPCOB
UHGOPMAITMOHHOM CHCTEMBI.
TunoBas cTpykTypa | ApXHTEKTypa TUTIOBOH CUCTEMBI 3aIUTHI or| OT o,T
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3ammtel o7  HC/I. | HeCaHKUMOHMPOBAaHHOTO  AOoCTyna.  MaeHtudukamus u
VYupaenenue pgocty- | ayrenTudukanus. IlaponsHas ayrentudukanusa. IIpaeBuia
TIOM. npuMeHeHus: naposeil. OpHopazoBble napoiu. [IpuHIMIIEI
KOHTpoOJIA AOCTyna. MaTpuia JocTyna M CIHMCKH JOCTYTA.
IIpon3BoiapHOE M NPUHYIUTEIBHOE YIPABICHHE JOCTYIIOM.
OrpannuuBaromiuii ~ uHtepdeiic.  PoneBoe  ympamieHue
noctynoM. Kpunrorpagpuueckas noacuctema. I[IporpamMmHo-
anmapatHele cpeacTBa 3amuTel  uHpopmaumu ot HC/I.
YcrpolicTBa BBOJIa HISHTU(-HBIX PU3HAKOB. [IpenmyrecTBa
Y HEJIOCTATKH UX MCIOJIb30BaHMS. DIEKTPOHHBIE 3aMKH.

HeoTseMiieMbIM DJIEMEHTOM y‘-I€6HOFO mnpornecca ABJIACTCA CaMOCTOATCIIbHAA pa60Ta CTYACHTA.
[Ipu camocrosTenbHOI paboTe AJOCTUTraeTcsi KOHKPETHOE YCBOEHUE yueOHOro MaTtepuana, pa3BUBaroT-
Csl TEOPETUYECKUE CTIOCOOHOCTH, CTOJNb Ba)KHBIE ISl COBPEMEHHOMN MOJTrOTOBKH CrienuainucToB. dop-
MBI CAMOCTOSITETTLHOM pabOThl CTYICHTOB M0 AUCLUHUIUIMHE: HAMKMCaHWE KOHCIEKTOB, IOJrOTOBKA OTBE-
TOB K BOIIpOcaM, HamucaHue pedeparoB, pelIeHHe 3ajad, UCCIeI0BaTeNbCcKasi paboTa, BBHITIOTHEHUE
KOHTPOJIbHOW PaOOTHI.

3amaHust ISl CAaMOCTOSITENIbHON pabOThl BKITIOYAIOT B ce0sl KOMIUIEKC aHAIUTUYSCKUX 3aaHHiA
BBITMIOJTHEHUE, KOTOPBIX, MPEANoaraeT TIIaTeIbHOE W3yYeHHe HayYHOW W y4eOHOI IuTeparypsl, me-
PUOAUYICCKUX I/I3I[aHHI>'I, a TaKKC 3aKOHOAATCIIbHBIX 1 HOPMATUBHLIX TOKYMCHTOB MpCAjiaraCMbIX B II.
7.4 «YdeOHas nuTepaTypa U pecypchl HH(POPMAIIMOHHO-TEIICKOMMYHUKAITMOHHON ceTn «HTepHeTY,
y4e0HO-METOINYECKOE 00ECIIeYCHIEe CaMOCTOSATEIHHOW PabOThl 00yUYaAIONIUXCS M0 TUCIUTUTHHEY. 3a-
JaHUs IPEJOCTABIISIOTCS Ha MPOBEPKY B IIEUaTHOM BH/IE.

PexoMengauuu nmo padore ¢ auTepatrypoit

[Ipu m3yyeHnn Kypca y4yeOHOM AMCIUIUIMHBI 0CO0O€ BHUMaHHE CIEAyeT OOpaTUTh Ha PEKO-
MEH/1yEMYI0 OCHOBHYIO U JIONIOJHUTEIBHYIO JINTEPATYPY.

BaxxHBIM 37€MEHTOM MOATOTOBKH K CEMHUHapy SBISETCS TIIyOOKOE H3yue€HHEe OCHOBHOW W
JOMOJHUTEIBHON JTUTEPaTyphl, PEKOMEHI0BAaHHOH IO TeME 3aHATHS, a TAKKe IEPBOMCTOYHUKOB. [Tpn
3TOM II0JIE3HO NPOYUTAHHYIO JIUTEPATypPy 3aKOHCHEKTUPOBaThb. KOHCIEKT NOIKEH OTBEYAaTh TPEM
TpeOOBaHUAM: OBITh COJEPKATEIbHBIM, 10 BO3MOKHOCTH KPATKUM U MIPABUIBHO O()OPMIIEHHBIM.

CopnepxaTelbHbIM €ro CJIEAYET CUMTaThb B TOM Cllydae, €CIIM OH IIEPEAAacT BCE OCHOBHBIE
MBICJIM AaBTOPOB B IIEJIOCTHOM Bufe. M310XKUTh TEKCT KpaTKo — 3TO 3HAYUT NepelaTh COJepKaHHe
KHUTH, CTaThbH B 3HAUUTEIILHOM Mepe CBOMMHU ciioBaMHU. [Ipu 3TOM cienyet npuaepKuBaThCs MpaBuiia
- 3aIMCHIBaTh MBICJIb aBTOPa pabOTHI JIMIIbL MOCIE TOro, KaKk OHa XOpOIIO MOHATa. B Takom ciyuae
MoCTaBJIeHHas 1enb OyneT AocTurHyra. LluTupoBaTh aBTOPOB M3ydaeMbIX paboT (C oOs3aTeNbHON
CCBUIKOM Ha UCTOYHHUK) CIEAYeT B TeX CllydyasX, €CIM HaJ0 3alUChIBaTh OYE€Hb BaKHOE OINpENEIECHUE
WJIU MTOJI0KEHUEe, 0000IIAOIIUIi BEIBOI.

BaxxHo u BHemHee ohopMiieHne KOHCIIEKTa. B ero Hadane Hajo yka3aTh TEMY CEMHUHapa, AaTy
HaIKMCaHUs, HA3BaHUS JINTEPATYPHBIX MCTOYHUKOB, KOTOpBIE OyIyT 3aKOHCIEKTHPOBaHBL I 1yOokas
caMoCTOsITeNbHas pad0Ta HaJl HUMH 00€CIIEUUT YCIEIIHOE YCBOCHUE U3y4aeMOM TUCIIUITIIMHBI.

OpHUM U3 BaXXKHEWIIUX CPEACTB CEPHE3HOTO OBJIAZCHMS TEOPUEH SIBISETCS KOHCHEKMUpPOoea-
HUe nepeouCcmoyYHUKOG.

Jlns cocTaBneHUs: KOHCIIEKTa PeKOMEH/IYeTCsl CHavyajia poYuTaTh paboTy HETUKOM, YTOOBI ysic-
HUTb €€ 0OLIMI CMBICI U coziepkaHue. [Ipu 3ToM MOXKHO czienaTh HOMETKH O €€ CTPYKType, 00 OCHOB-
HBIX IOJIOKEHMSIX, BBIBOAAX, HAJIO CTAPAThCS OTJIMYATh B TEKCTE OCHOBHOE OT BTOPOCTENEHHOT'O, BHIBO-
Ibl OT apryMEHTOB M J0Ka3aTenbcTB. EcM ecTh HEMOHATHBIE CIIOBA, HA/IO0 B SHIMKIONEANYECKOM CIIO-
Bape HaWTH, YTO ATO CIOBO 0003HAUaeT. 3aKOHYMB uTeHUE (Tmaparpada, riaBbl, CTaTbU) HAJ0 33/aTh ce-
0e BOmpocCkl Takoro poza: B dyem rimaBHas Mbicib? KakoBBI OCHOBHBIE 3BEHbBS JT0OKa3aTeiabCcTBa ee? Uto
BBITEKAET U3 YTBEpXkAeHUM aBTopa? Kak 3TO coriacyercs ¢ Te€M, 4TO YK€ 3HAET€ O MPOYUTAHHOM W3
JIPYTrUX KCTOYHUKOB?

SIcHOCTh M OTUETIMBOCTH BOCHPUATUS TEKCTA 3aBHCUT OT MHOIOrO: OT COCPENOTOYEHHOCTHU
CTY/I€HTa, OT TEXHUKU YTEHHsI, OT HACTOMUMBOCTH, OT IPKOCTU BOOOPaKE€HUs, OT TEXHUKU (PUKCHPO-
BaHUS MPOYUTAHHOTO, HAKOHEI], OT IPYAUIIUHN — OOIIEH U B KOHKPETHO paccMaTpuBaeMoil mpooiieme.
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Pe3ynbrarom nepBOHAYaIbHOTO YTEHUS JOJKEH OBITh MPOCTON nIaH mekcma u yemkoe npeo-
cmaeienue 0 HesACHbIX Mecmax, OTMEUEHHBIX B KHUTE. [locne npeaBapuTenbHOro 03HAKOMIIEHUS, IPU
MOBTOPHOM UYTEHUU CIEAYET 8blOeiumb OCHOBHblE MbICIU aémopa W UX Pa3BUTHE B MPOU3BEICHHH,
00paTUTh BHUMaHUE Ha 0OOCHOBAaHUE OT/JENBHBIX MOJOXKEHUN, HA METObI U (POPMBI JJOKA3aTeIbCTBA,
HauboJsee spkue npuMepsl. B xozae 3Toil paboThl OKOHYATENIbHO OTOMpAETCS] MaTepHal AJsl 3alUCH U
OIIPEAEIIAETCS €€ BUJL: NIAH, ME3UCHl, KOHCHEKM.

[Inan 3TO KpaTKuii, MOCIEIOBATEIbHBIN MEPEYEHb OCHOBHBIX MBICIICH aBTOpa. 3almuch MpOYH-
TaHHOT'O B BHJIE TE3UCOB — 3TO BBIABICHHUE U 3aIMCh ONOPHBIX MBICIEH TeKCTa. Pa3zHMIa Mexny mia-
HOM M Te€3UCaMH 3aKJII0YaeTCsl B CIENYIONIeM: B IJIaHE MbBICIb Ha3blBaeTcs (CTaBb BCET/a BOIPOC: O
YeM TOBOPHUTCs?), B Te3ucax — popMynupyeTcst — (4TO UMEHHO 00 3TOM TOBOpHUTCA?). 3aMUCh OMOPHBIX
MBICJIEH TEKCTa Ba)KHA, HO MOJIHOTO MPEICTABICHUS O MPOYUTAHHOM Ha OCHOBAHHUH IOJO0OHOM 3amucu
HE COCTaBUIIb. Ba’kKHO OCMBICIIUTH, KaK aBTOP JOKA3bIBAET CBOIO MBICIb, KaK YOEX1aeT B UCTUHHOCTH
CBOMX BBIBOJIOB. Tak BO3HUKAeT KOHCIEKT. dopMa 3amucH, Kak Mbl YK€ OTMETUIIM, YCIOXKHSETCS B
3aBUCUMOCTH OT IieJiel paOOoThI: IUIaH — O YeM?; TE3UCHl — O YeM? YTO UMEHHO?; KOHCIEKT — O 4eM?
YTO UMEHHO? Kak?

KoHcnekT — 3To kpaTkoe mocienoBaTeIbHOe U3JI0KeHUe cofiep:kanus. OCHOBY €ro COCTaBIISIET
IUIaH, TE3UChl M BBHINUCKU. HenocTtaTku KOHCIEKTUPOBAHUS: MHOIOCIOBHE, IMTUPOBAHUE HE OCHOB-
HBIX, @ CBSI3YIOILIUX MBICJIEH, CTpEMJICHHE COXPAaHUTh CTUIIMCTHUECKYIO CBS3aHHOCTh TEKCTa B yiiepo
ero JIOTM4ecKoil crpoiiHocTH. IIpucTynars K KOHCHEKTUPOBAHUIO HEOOXOAMMO TOTJIa, KOTAA CIOXKH-
JIUCh HaBBIKM COCTABJICHHUS 3allMCU B BUJIE Pa3BEPHYTOI0 MOJIPOOHOTO IJIaHA.

@dopma 3anmucH NMPH KOHCIEKTHPOBAHUHU TpeOyeT 0coOOro BHUMAHUS: Ba)KHO, 4TOOBI COO-
CTBEHHbBIE YTBEPKICHUS, PA3MBILUICHHS HAaJl IPOUUTAHHBIM, YETKO OTAEISUIMCH NpH 3anucu. Pazymuee
BBIHOCUTbH CBOU IIOMETKH Ha HIMPOKHUE I10JIs, 3alIUChIBATh HA HUX JONOJHUTEIbHBIEC CIIPABOYHBIE JdaH-
HbIE, TTOMOTAIOIUE YCBOCHUIO TEKCTa (J1aTa COOBITHS, YIMOMSHYTOTO aBTOPAMHU; CBEIEHHUS O JIUIIE,
Ha3BaHHOM B KHHUIE; TOUHOE COJEp)KaHuE TepMHHA). EciM KOHCHEKTHpPYETCS TEKCT BHYIIMTEIBHOTO
o0bemMa, HeOOXOIUMO YKa3bIBaTh CTPAHUIIbl KHUTH, KOTOPbIE OXBAThIBAET Ta WJIM WHAs YacTh KOHCIIEK-
Ta.

Jlns ynoOcTBa 1Moib30BaHUs CBOMMHU 3alKUCSIMHU Ba)KHO 03aryIaBUTh KPYIHBIE YAaCTH KOHCIEKTa,
ouepKuBas 3a20n06ku. ClelyeT IOMHUTh O Ha3HAYEHUM KPAaCHOW CTPOKHU, CTPEMHUTBCS K UYETKOU
rpaduke 3anuceil — ycrynamu, KoJloHKaMu. M3narate riiaBHble MBICIH aBTOpa M UX CUCTEMY apryMeH-
TOB HEOOXOIMMO NPEHMYILECTBEHHO CBOMMHU CIIOBaMH, repepadaThiBas TakMM o0pa3oM HH(popMa-
L[1I0,— TaK MPOXOJIUT ysACHEHUe ee cyTu. MbIcib, ¢pa3bl, MOHATHIE B KOHTEKCTE, MOTYT MPUOOPECTH
OoJiee MpOCTpaHHOE U3JIOKEHUE B 3anucu. Ho TeKCcT opuruHanza cBepThIBACTCA, U CTYACHT, OTpadaThl-
Bas JIOTUYECKOE MBIILICHUE, YUYUTCS BBIICISTH TJIaBHOE U 0000IIaTh OJHOTUITHBIE CYKIEHUS, OJIHO-
ponnsie paxThl. Kpome Toro, Nenas 3armuc CBOMMH CIIOBaMH, 000011asi, CTYI€HT YYUTCS MTUCHbMEHHOM
peun.

3Hanue o0mIel cTpaTeruy YTeHHs, TEXHUKHU COCTABIICHHE TJIaHA M TE3UCOB OMpEIENseT U TeX-
HOJIOTHIO KOHCIIEKTUPOBAHUS:

o BHUMATEJIbHO YWUTaTh TEKCT, MOMYTHO OTMeYas HEMOHSTHbIE MECTa, HE3HAKOMbBbIE TEPMHUHBI U
NOHATUSA. Botnucame na nonsa 3nHaueHre OTMEYEHHBIX OHATHUM.

o IpU MEPBOM YTEHHHM TEKCTa HEOOXOIMMO COCTAaBUTh €r0 MPOCHION NIAAH, TIOCIEA0BATEIbHBIN
MepevyeHb OCHOBHBIX MBICIIEH aBTOpA.

o [P [OBTOPHOM UYTE€HHUH TEKCTA BBIICIATH CUCHEMY OOKA3amenabCmeé OCHOBHBIX IOJOKEHHUM
paboTHI aBTODA.

o 3aKJTFOYUTEIBHBINA ATam pabOThl ¢ TEKCTOM COCTOUT B OCMBICIICHUU paHEe OTMEUYEHHBIX MECT U
UX KPaTKOH I10CJIEIOBATEIbHOM 3aIIUCH.

o IIPU KOHCIIEKTUPOBAHUM HYXXHO CTPEMUTHCS 6bIPA3UML MbIC/Ib A6MOPA CEOUMU C1OGAMU, ITO
rmomMoraet 0oJiee TIIyOOKOMY YCBOSHHUIO TEKCTa.

o B paMKax paOOThl HaJ TIEPBOMCTOYHUKOM BaXKEH YMENbIi oméop wuumam. HeoOxommumo

YUUTBHIBaTh, HACKOJIBKO SIPKO, OPUTHHAIIBHO, C3KATO M3J0%KeHa MbIcb. LluTipoBaTh HE0OX01uMO

T€ CYXJCHHS, HA KOTOPbIE BIIOCIEACTBUU BO3MOKHA CChUIKA KaK Ha aBTOPUTETHOE U3JIOKEHHUE
MHEHUS, BBIBOJIA 110 TOMY WJIM HHOMY BOIIPOCY.

KoncnektupoBath 1enecoo0pa3Ho HE Ha OTACIBHOM JIMCTE, a B OOIIEH TeTpaau Ha OIHON

crpanuue Jmucta. OOOpOTHas CTOpPOHA JIMCTAa MOXKET OBITh HCIIONB30BaHA JJISl  JIOTIOJIHEHUA,
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HEOOXOJMMOCTh KOTOPBIX BBIACHUTCS B NaibHEWIIeM. [Ipu KOHCIIEKTHPOBAHHWU JIATEPATYPHI CIIEAYET
OCTaBUTHb IMIHUPOKUC I1OJIA, I-ITOGI:I 3anucaTh Ha HUX INIaH KoHcIekTa. Iloms MOryT 6]:ITB HCITIOJIb30BaHbI
TaKKe JIJIs 3aITUCH CBOWX 3aMEYaHHi, TOTTOTHEHUH, BOIPOCOB. [IpH BBICTYIUICHUH HA CEMHHAPE CTYICHT
MOXKCT TI0JIb30BATBCA CBOMM KOHCIICKTOM IUIA LHUTHUPOBAHHA TICPBOUCTOYHHKA. Bce 06yan01uHec;1
BHUMATEIIFHO CIIYIIAIOT BBICTYIUICHUS OIHOTPYIITHUKOB, OTMEUAIOT CIIOPHBIE WM OIIMOOYHBIC
MOJIOXKCHHUA B HHUX, BHOCAT IIOIPABKH, IMPCACTABIAOT CBOU PCHICHUA U O6OCHOBaHI/I$I OGCY)K,Z[&CMBIX
pooIIeM.

B KOHIIC CEMHHApa, KOoraa npernogaBaTciib MOABOAUT UTOTH 3aHATHA, CTYACHTLL C YYCTOM PC-
KOMEHJIAIMI MPETIo1aBaTelisi U BBICTYIUICHUH COKYPCHUKOB JIOTIOJHSIIOT WM MCHPABIISIOT CBOM KOH-
CTICKTBHI.

Oco0eHHOCTH M3yYeHH sl JUCUHUIIJIMHBI CTYIeHTAMHU 32049HO0i opm 00yueHM st

CryneHTtsl 3a04HON (hopM 00ydeHHS H3Yy4HalOT OTIENIbHBIE Hauboyiee 3HAYUMBbIE TEMBI JUCLHU-
IUTMHBI, COTJIACHO OTBEACHHBIM 0 YUeOHOMY IJIaHY YacaMm, 10 pyKOBOJCTBOM MPENOIaBaTENs B XO/€
ayIUTOPHBIX 3aHATUH. OcTanbHble TEMbl JUCHUIUIMHBI CTYACHTHl U3y4alOT CaMOCTOATENbHO. B xoze
CaMOCTOSITENIbHOM pabOThI CTYIEHTHI MUIYT KOHTPOJIbHYIO paboTy MO OAHOW U3 MPEAOKEHHBIX Ipe-
1osiaBaresieM TeM. B xoJie 3a4eTHO-3K3aMEHallMOHHON CECCUM CTYAEHTHI NIPEACTABISAIOT KOHTPOIbHYIO
paboty st oneHkd. Hannuue mojoKUTeNbHON OLEHKH SBIISETCS AOMYCKOM K claye 3adera Mo Jiuc-
LUTJTIHE.

[TpakTrueckue (ceMUHApPCKUE) 3aHATUS BKJIIOYAIOT B ce0s U clielnaibHO MOATOTOBIEHHBIE pe-
(bepaThl, BBICTYIUICHHUS TIO0 KaKOH-THO00 CI0XKHOM MM 0cO00 aKTyalbHOH mpoliieme, peleHue 3aaad.
Ha npakTtrueckom (ceMHHApCKOM) 3aHSITHH CTYJIEHT MPOSBISET CBOE 3HAHUE IIPEeIMETa, KOPPEKTUPYET
MH(OPMAIINIO, TTIOJIYYCHHYIO B MPOLIECCE JIEKIMOHHBIX U MPAKTHYECKUX 3aHATUH, (POPMUPYET ompere-
JIeHHBIA 00pa3 B IU1a3ax IMpernojaBaTelis, MMOJy4aeT HaBbIKM MPAKTUYECKOM pabOThl HAa KOMIIBIOTEpE,
HaBBIKM MPAKTUYECKOTO PEIICHUS 3a/a4.

[Tpu npoBeaeHUH 3aHATHI ClieyeT yAeNsTh BHUMaHHUE TEOPETUYECKHMM BOMpPOCAM, OCOOEHHO
10 CJIOKHBIM TeMaM. TeopeTndeckre BOIPOCH PacCMaTpUBAIOTCS JINOO CaMOCTOATENbHO, MO0 B CBA-
3 C pelleHHeM KOHKpPETHBIX 3anad. OOcyKIeHUEe TEOPEeTHUECKUX BOMPOCOB 3aCTaBUT CTYICHTOB HE
TOJIBKO FOTOBUTH PELICHUE 33]1a4, HO U FOTOBUTH TEMY B LI€JIOM. TE€OpETHYECKHM BOIIpOCaM LIENIECO-
oOpasHo ynensate A0 15-20 munyt. [Ipu HEOOXOAMMOCTH TEOPETHUYECKUM BOTIPOCAM MOXKET OBITh IO-
CBSIIICHA OOJBIIIAs YACTh 3aHSTHS.

3amaBaeMble CTYACHTaM 3a/1a4ll U TEOPETHUECKHE BOMPOCHI JIJIsl OOCYKICHHS Ha MPAKTUYECKUX
3aHSTHUSIX JOJDKHBI TIIATEIBHO MPOAYMBIBATHCS, C TEM, YTOOBI OXBATUTH MO0 BO3MOXKHOCTH BCE BaYKHBIC
acrekTsl TeMbl. KonnuecTBo 3a7aBaeMbIX 3aJ1a4 3aBUCUT OT TEMbI U CIIOKHOCTH PELICHUS, HO OOBIYHO
COCTaBJISIET HE MeHee 3-4.

PexoMeHnganmu mo noAroToBKe K MNPOMeKYTOYHOM aTTeCTAIlUN

K cmade 3aduera mo AMCIUIUIMHE AOMMYCKAIOTCS CTYACHTHI, MOTYyYUBIINE HE MeHbIe 60 6amioB
IIpU TeKylle arrecrauuu. 1Ipu moaroroBke K 3a4eTy CTYIEHT BHUMATEIbHO IIPOCMATPUBAET BOIIPO-
CBI, TIPEAYCMOTPEHHBIE B paboueil mporpaMme, U MPOJ0KAeT 3HAKOMUTHCS ¢ PEKOMEHIOBAaHHOM JTH-
Teparypoil. OCHOBOM ISl cllauM 3aueTa CTYAEHTOM SBISICTCA M3YyYCHHE KOHCIIEKTOB OO30PHBIX JIEK-
U, TPOCITYIIAHHBIX B TEUEHUE CeMecTpa, HH(OPMAIIUHY MTOTYYEHHON B PE3YIbTaTe CaMOCTOATEIbHON
paloThI U MOTy4YEHNE MPAKTUUYECKUX HABBIKOB MIPU PELICHUH 33/1a4 B TEUEHUE CEMECTpa.

dyHIaMEHT JIF000r0 y4eOHOTo Kypca 3aKJIabIBAETCsl HA JICKIIMOHHBIX M MPAKTUYECKUX 3aHS-
THUSX, @ TAKXKE TPH MOJArOTOBKE K HUM. HeoOXoanMo BIpadOTaTh CEPhe3HOE OTHOIICHHE K KOHCIIEKTY
JIEKIMI, KOTOPBIM JTOHKEH B TIOJTHOM 00BEME OTpaKaTh COJEp)KaHMUE JICKITUH. 3aliCH JTOJDKHBI OBITh
aKKypaTHBIMI/I. }KenaTeano OC060 BBIACJIUTH BCC onpez[eneHmI 1 KIIFOYEBBIC MOMCHTHI JICKIITHUH. OCO-
00 cienyeT OTMETHUTh, YTO, HECMOTPSI Ha MTPAKTUUYECKYIO HAMPABICHHOCTh CEMUHAPOB U BBITTOJTHCHUE
BCEX SaI[aHI/Iﬁ Ha KOMHBIOTepe, CTy,Z[GHTaM H€O6XO,Z[I/IMO CaMOCTOSTCIIBHO 3aIIMChIBATH KIIFOYEBBIC MO-
MEHTHI 33JlaHUi B KOHCIEKT, TOTIOJHSS JICKIIMU. B ciydae HETONMOHMMaHUS HEKOTOPBIX MOMEHTOB
HE00X0IMMO 00s13aTEIBHO 00paIaThCsl K MPEMo1aBaTeio 32 KOHCYIbTAIHCH.

Jlnst GoJiee yCIENMIHOTO OCBOCHHS Marepuajga HeOOXOIMMO HCIIOIb30BaTh JOMOJHUTEIHHYIO
auTeparypy. Y4eOHUK HYKHO HE TPOCTO YUTaTh, @ H3y4aTh; OCHOBOM 3alIOMUHAHUS SIBJISETCS TOJIBKO
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MOHUMaHHue NpounTaHHoro. HeoOxonnMo BeIpabOTaTh MPUBBIYKY CHUCTEMAaTHYECKOW CaMOCTOSTENb-
HOM paboThI, «HATACKMBAHUE» K HK3aMEHY WJIM 3a4eTy JaeT CJIaOblil U MOBEPXHOCTHBINA PE3yNIbTaT.

Jlnst ycnenrHoW cliauu 3a4eTa CTYJSHT JIOJDKEH 3HATh U TOHUMATh JJOCTATOYHO COJIUIHBIN 00b-

eM Marepuana. He oTkianpiBaiite nmpolecc 3ay4rBaHus Ha TOCIeHUE JHU niepea 3aueToM. [loaroros-
Ka JIOJDKHA BECTHCH C TMIEPBBIX JICKITUH.

7. YueOHas auTepaTypa u pecypcbl HHGOPMANMOHHO-TEJIEKOMMYHUKAIMOHHOM ceTH UHTEpHeT

W

7.1. OcHoBHAas1 JUTEpaTypa
Mamok, A.A. BBenenne B nHGOpMaIMOHHYIO 0€30MacHOCTh: yueOHOe mocoowue. ["opsyast TuHus-
Tenexom.2021. Pexxum nocryma: http://www.iprbookshop.ru/11979 .- O9bC «IPRbooks»
Kanusen E.K. MudopmarnmonHsie TEXHOIOTHU B MPO(HECCUOHATBLHON JAEATENHHOCTH [ DIEKTPOH-
HBIA pecypc]: kypce aekuuii. OpenOypr: OpeHOyprckuii rocynapcTBeHHbI yHHBepcHTeT, JBC
ACB. 2022. Pexxum noctyma: http://www.iprbookshop.ru/54115 . — 3BC «IPRbooks»,
OBC Jlans http:/lib.ranepa.ru/base/abs-izdatelstva--lan-.html#
OBC IPRbooks http://lib.ranepa.ru/base/abs-iprbooks.html
DnextporHoe H3naTenseTBo «FOPAWT http://www.biblio-online.ru

7.2. JlonoTHUTENbHAS JUTEpaTypa.
OcHOBbI MHGOPMAIIMOHHONW 0€30MaCHOCTH XO3SIMCTBEHHOM JESITENIBHOCTH: ydeOHOe mocooue /
WN.IT. Muxue; BO ®I'bOY BIIO «Poccuiickas akaaeMusi HapOAHOIO XO3sMCTBa M rocynaap-
CTBEHHOU ci1y)0b1». — Bonrorpan: M3a-so BO ®T'bOY BITO PAHXuI'C, 2013. — 144 c.
[TnaronoB B. B. I[IporpaMmHo-anmapaTHble cpeicTBa 3alUThl HHPOpManuu: yueOHuk. / M.: Uzn.
uentp "Axagemus'. 2014.
KysnenoB U.H. buznec-6e3omacHocTs [ DaeKTpOHHBIN pecypc]: yuebnoe nocodue. M.: Jlamkos u
K. 2012. Pexxum gocryna: http://www.iprbookshop.ru/10906.— 3bC «IPRbooks»
OBC Jlans http:/lib.ranepa.ru/base/abs-izdatelstva--lan-.html#
OBC IPRbooks http://lib.ranepa.ru/base/abs-iprbooks.html
DnextporHoe H3naTenseTBo «FOPAWT http://www.biblio-online.ru
JoxTpuna uHpopmarmonHon 6ezonacHoctu PO (ytB. [Ipesunentom PD 09.09.2000).
3akoH P® “O rocynapcrsennoi taitne” Ne 5485-1 ot 21.07.1993 r.
3akoH P® “O6 undopmaruu, nHOOPMAITMOHHBIX TEXHOJIOTUAX U 0 3anuTe nHpopmaruu” Ne 149-
@3 ot 27.07.2006

. 3akoH P® “O xommepueckoit Taiine” Ne 98-D3 ot 29.07.2004 r.
. bk Y. UnTtepHeT: npotokossl 6e3onacHocTr: YueOHsiid kypce. CII16.: [Tutep-tipece, 2012.
. 3uma B.M., Monnossa A.A., MonnossH H.A. Be3omacHOCTb Ii100ajJbHBIX CETEBBIX TEXHOIOTHIA.

CII6: BXB-Ilerepbypr, 2014.

. Kommerorepnas mpectynHocts U uHbopmarmonnas 6ezonacHocts /Ilox o6m. pen. A. I1. Jleono-

Ba. Mu.: APUJI, 2014.

. MonnossiH A.A., MonnossiH H.A., CosetoB b.S1. Kpunrorpadus. CII6.: U3marenscTtBo «JIanby,

2013.

7.3. HopmaTuBHBIE IPABOBbIE JOKYMEHTHI H HHAsI IPaBoBasi HH(opManust

1. Koncruryuus Poccuiickoit @enepanun ot 12.12.1993 ( ¢ moci. monpaBkam# )

2. ®epepanbHelii 3akoH oT 27 utons 2006 roma Ne 149-03 «O6 nnpopmannu, MHOOPMAIIMOHHBIX TEXHO-
JOTHSX H O 3aIIUTe HHPOPMALIIN»;

3. ®enepanbblid 3akoH 0T 27 utoist 2006 roga Ne 152-D3 «O nepcoHaNIbHBIX TaHHBIX»;

4. Tlonoxenue 00 obOecriedyeHn 0E30MaCHOCTH NEPCOHATBHBIX TAaHHBIX MPU UX 00paboTke B MH(pOpMaIm-
OHHBIX CHCTEMaxX MEPCOHAILHBIX JAHHBIX, YTBEPKIACHHOE MOCcTaHOBIeHHEeM [IpaBurenbcTBa Poccuii-
ckoit @eneparuu ot 17 HOsOpst 2007 roma Ne 781;

5. Tlopsimok mpoBeneHus: KiacCHpUKAIMA WHPOPMALMOHHBIX CHUCTEM NEPCOHAIBHBIX JaHHBIX, YTBEp-
xaennblii npukazoM GCTIK Poccun, ®Ch Poccun 1 Munundopmcessizu Poccun ot 13 derpans 2008
roga Ne 55/86/20 (3apeructpupoBan MunroctoM Poccum 3 anpens 2008 roma, peructpaidoHHbI No
11462);
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http://www.biblio-online.ru/

6. bazoBast mogens yrpo3 0€30mMacHOCTH NEPCOHATBHBIX TaHHBIX MPH UX 00paboTKe B MH(OPMALMOHHBIX
CHUCTEMax TMePCOHANBHBIX MaHHBIX (YTBepxkaeHa 3amectureneM nupekropa ®CTIK Poccum 15 despa-
s 2008r.);

7. Mertonuka onpeAeseHus aKTyalbHBIX Yrpo3 0€30MacHOCTH MEPCOHANBHBIX JAaHHBIX MPH UX 00paboTKe B

WH(pOPMAITMOHHBIX CUCTEMaX IMePCOHAIBHBIX HaHHBIX (YTBepxkaeHa 3amectureneMm aupekropa PCTIOK

Poccun 14 deBpans 2008r.).

3akoH PO «O rocynapctBennoi taiine» Ne 5485-1 ot 21.07.1993 r.

9. 3akon P® «O xomMmepueckoit Taiine» Ne 98-D3 ot 29.07.2004 .

*

7.4. UnTepHeT-pecypchl, CHPABOYHBbIE CHCTEMBI.

http://base.garant.ru/ - cipaBo4HO-TIOMCKOBast cucTema «I apaHT
http://www.consultant.ru/ - cipaBouno-nouckoBas cucrema «Koncynprant ILimroc»
http://www.pfrf.ru/ - obunmanensiii caiit [lencnonnoro dponma PO
http://www.kremlin.ru/ - opurmansusrii caift [Ipesunenta PO

http://www.cbr.ru/ - opurnmansusiii caiit LleaTpansnoro 6anka PO

Odunmansuelii caifit ['ocynapcreennoit Jymor PO - duma.gov.ru

Odunmaneusiii caidT [IpaButenscTBa Bonrorpaackoit o6nactu - volganet.ru
Odunmansuelii caift [IpaBurensctBa PO - mpaBuTenbcTBO.pdh

Odummanbusiii caiit CoBera @eneparuu - council.gov.ru

XN B W=

7.5. UHBIE HCTOYHHUKH
Her

8. MarepuajbHo-TexHHYecKasa 0a3a, MHGOPMALMOHHBIE TEXHOJIOTHH, IPOTPaMM-
Hoe o0ecnieyeHHe U HHPOPMALIMOHHBIE CTIPABOYHBIE CHCTEMBbI

MarepuanbHO-TeXHUYECKOe obecreueHne IUCHUIUIMHBI «OCHOBbI MH(OPMALMOHHONH 0e3-
OMACHOCTH X0351iiCTBEHHOIi 1eSITeTbHOCTH) BKJIIOYACT B ceOsI:

- JIeKIMOHHBIE ayJIMTOPUHU, 0OOPYIOBAHHBIE BUJICONPOCKIIMOHHBIM 000pYAOBaHUEM IS TIpe-
3€HTAallUi, CPEACTBAMH 3BYKOBOCIIPOU3BEICHUS, IKPAHOM;

- TMOMEILEHHUsl AJis MPOBEACHUS CEMHHAPCKUX M MPAKTUYECKUX 3aHATHI, 000pyHOBaHHBIE
yueOHOI MeOenbIo;

- KOMIIBIOTEPHBIE KJIACCHI, OCHAIIICHHbIE COBPEMEHHBIMU KOMITBIOTEpAaMU € BBIX0J10M B MHTEp-
HET U YCTAaHOBJICHHBIMU B CETH CHEIUAIBHBIMHU MaKeTaMHU MPOrpaMM, O0OCCIICUNBAIOIIUMU YICOHBIHA
npouecc, Bkiatodast CIIC Koncynbrant [Lroc u [MapanT.

JlucuurmimHa ToJKHA OBITh MOJIep)KaHa COOTBETCTBYIONUMU JTUIIEH3MOHHBIMU MTPOTPAMMHBI-
mu mpoxykramu: Microsoft Windows 7 Prof, Microsoft Office 2010, Kaspersky 8.2, CIIC T'apanr,
CIIC KoHcynbTaHT.

[TporpamMmHBbIe cpencTBa obecriedeHus yueOHOTo Mpoliecca BKIIIOYAIOT:

— omeparmonHblie cucteMbl cemeiictBa Windows (10): Microsoft WINHOME 10 RUS OLP NL
AcdmcLegalizationGetGenuine,MicrosoftWinPro 10 RUSUpgrdOLPNLAcdmc;

— naket oucHoro I10 - Microsoft OfficeStd 2019 RUS OLP NL Acdmc;

- IPOTPAMMBI-apXUBATOPHI;

- aHTUBUPYCHBIE POTPAMMBI;

- IPOTPAMMBI TIPE3CHTAMOHHON TpaduKH;

- TEKCTOBbIE PEIAKTOPBI;

- rpadudecKune penaKkTophL;

- OJIEKTPOHHAs Ta0IHIIa;

- 0a3za JaHHBIX;

- CIIC Koncynbrant Ilmtoc;

- CIIC I'apant A3po;

- OJIEKTpOHHAs1 OMOJIMOTEKa,
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- IporpaMma 3J1eKTPOHHOTO TeCTUPOBAHUS.

By3 obecrieunBaeT Kaxx0ro 00y4aromerocsi pabouyuM MECTOM B KOMIIBIOTEPHOM KJIacce B CO-
OTBETCTBUU C 00BEMOM HM3y4aeMBIX JUCIMIUINH, OOECeunBaeT BbIXOA B CeTh MIHTEpHET U IOCTYH K
CIIC Koncynbrant ITntoc u CIIC I"apanT.

MatepuanbHO-TeXHUYECKOE O0ecrieueHrne TUCIUILUIUHBI 111 00y4YalouXcs ¢ OrpaHUYE€HHBIMU
BO3MOKHOCTSIMH 3/I0pPOBbSI U MHBAJIUOB BKIIIOYAET B ce0sl cieyromee:

- yueOHble ayIUTOPHHM OCHAILEHBI CHElHATbHBIM O0OpYJIOBaHHEM M y4E€OHBIMH MECTaMHU C
TEXHUYECKMMHU CPEACTBaMHU OOYUEHUS sl 0OYyYaIOUINXCS C PA3IMYHBIMHM BUJAMU OTPaHUYEHUH 3710-
POBBS;

- yueOHasi ayuTOpHUs, B KOTOPOM 0OYJarOTCs CTYJIEHTHI ¢ HapylIEHHEM CiIyXa 00OpyIoBaHa
KOMIIBIOTEPHON TEXHUKOM, ayAMOTEXHUKON (AKyCTHYECKMH YCHIIUTENb U KOJOHKH), BUACOTEXHUKON
(MyTBTUMEIUUHBIA TIPOEKTOP), MYIbTUMEAUNHON cucTeMon. g oOydeHus JHI] ¢ HapyIICHUSIMH
CllyXa HCIOJB3YIOTCS MYJIbTUMEIUIHBIE CpPEACTBA M ApPYrue TEXHUYECKUE CPEACTB JUIA NpUeMa-
nepeaadn yaeOHoW nH(pOpMaIuy B TOCTYITHBIX (OopMax;

- s cnaboBUAANIMX OOYYAIOMIMXCS B JIGKIMOHHBIX M y4eOHBIX ayJUTOPHSIX MPEIyCMOTPEH
MIPOCMOTP yIaJeHHBIX O0BEKTOB (HAmpUMep, TeKCTa Ha JOCKE WM ciaijla Ha SKpaHe) NMPU MOMOIIH
BUJICOYBEITMUUTENEH ISl yIAIEHHOTO TPOCMOTPA;

- s o0y4aroumxcs ¢ HapyLIeHUSMH ONOPHO-IBUTATEIbHOTO ammapara B JIEKIHOHHBIX U
Y4eOHBIX ayTUTOPUSIX MPEAYCMOTPEHBI CIEIIHATILHO 000pYyI0BaHbIE paboune MecTa;

- 711 KOHTAaKTHOM U CaMOCTOSITEIbHON pabOThl UCHIOIB3YETCSI MYJIbTUMEIUMHbBIE KOMILIEKCHI,
3JIEKTPOHHBIE YUEOHUKHU U yuyeOHbIe OocoOus, aJalTUPOBAHHBIE K OTPaHUYEHUSIM 3/10pOBbsS 00y4aro-
LIUXCAL.

OOyuaroniiecss ¢ OrpaHMYCHHBIMH BO3MOXKHOCTSIMH 3/I0pPOBbSl U MHBAJIUIBI, B OTIMYUE OT
OCTaJIbHBIX, UMEIOT CBOM crieluduyeckue 0cOOEHHOCTH BOCHPUSATHA, TepepabOoTKU Marepuana, Bbl-
MOJTHEHUS TPOMEKYTOYHBIX U UTOTOBBIX (POpM KOHTpOJs 3HaHWMH. OHU oOecredeHbl NeUaTHBIMH U
AJICKTPOHHBIMH 0Opa30BaTEIbHBIMU pecypcaMu (IIporpamMMbl, YIeOHUKH, YIeOHBIE TTOCOOUsI, MaTepH-
aJIbl 711 CAMOCTOSITENIbHOW PaboTHI U T. .) B pOopMax, aAalTHPOBAHHBIX K OTPAaHUYEHUSIM HUX 3/10POBbS
U BOCTIpUATHUS HHGOpMAIUU:

JUist U1 ¢ HapyIIEHUSIMH 3pEHHSL:

- B IeYaTHOU (popMe yBETHMYCHHBIM IIPUPTOM,

- B (hopMe 3IEKTPOHHOTO IOKYMEHTA,

Jlis 11 ¢ HapyIIeHUsIMU CTyXa, ¢ HapyIIeHUSIMU ONTOPHO-BUTATENILHOTO arlnapara:

- B Ie4aTHOH ¢opme,

- B popMe 3JEKTPOHHOTO TIOKYMEHTA.

By3 obecrieunBaeT Kaxx0ro 00y4aromerocsi paboyuM MECTOM B KOMIIBIOTEPHOM KJIacce B CO-
OTBETCTBUHU C 00BEMOM M3Y4aeMbIX TUCIUILINH, OOeCIieunBaeT BbIX0 B ceTh MHTepHeT.

[TomereHus U1t CaMOCTOSTENEHONW paboThl 00YUYaAIOMIMXCs BKIIOYAIOT CISAYIOIIYIO OCHAIIICH-
HOCTb: CTOJIbl ay/IUTOPHBIE, CTYJIbS, TOCKU ayTUTOPHBIE, KOMIIBIOTEPHI C MOAKIIOYEHUEM K JIOKAJbHOM
CeTH MHCTUTYTA (BKJIIOYAsl IPaBOBbIE CUCTEMBI) U MIHTEpHET.

Jns u3ydeHuss y4eOHOM AMCHMILTMHBI MCIONb3YIOTCS aBTOMATHU3MpOBaHHAs OMOIMOTEYHAs
MH(POPMAIIMOHHAS CUCTEMA U 3JICKTPOHHbIE OMOIMOTEUHBIE CUCTEMBI: «YHUBEPCUTETCKas Onbimoreka
ONLINE», «OnektponHo-ombimoreynass cucreMa wm3gatensctBa  JIAHb»,  «DnektponHo-
oubnuoreynas cucrema uzgarenbcrBa «tOpaiT», «nexkTpoHHO-OnbIMoTeuHas cuctema IPRbooksy,
«Hayunas snextponnas 6unbmuorexka eLIBRARY» u ap.
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DeepasibHOE TOCYAAPCTBEHHOE OI0KeTHOE 00pa30oBaTe/ibHOE
Y4Ype:KIeHne BbICIIero 00pa3zoBaHusi
«POCCHUHCKASI AKAJEMUS HAPOJHOI'O XO3SIMCTBA

U TOCYJAPCTBEHHOM CJIYKBbI
ITPU TPE3UJIEHTE POCCUHUCKOMN ®EJEPALININ»

Bonrorpaackuit unctutyt ynpasnenus - pununan PAHXul 'C
DKOHOMUYECKUHN (aKyIbTeT
Kadenpa nHpopMaliMOHHBIX CHCTEM M MATEMAaTHYCEKOTO MOJICITUPOBAHUS

YTBEPXJIEHA

YUYEHBIM COBETOM

Bonrorpanckoro HHCTUTYTA YIIPaBICHUS —
¢unmnana PAHXul'C

[Ipotokomn Ne 2 ot 23.09.2022 1.

ITPOI'PAMMA BAKAJIABPUATA

"®duHaHchbl U KpeauT'

(naumenosanue 06paz08amenIbHOLU NPOPaAMMbL)

®OH/IbI OLIEHOYHBIX CPEJICTB IPOMEXYTOYHOM
ATTECTAIIMHA ITO JIUCHUIIJIMHE

b1.B./1B.14.01 OcHoBbl HHGOPMALHOHHOH 0€301IACHOCTH
X03SCTBEHHOM AeATEJIbHOCTH

(KOO U HauMeHoBaHue OUCYUNTUHDBL)

38.03.01 Dxonomuka (0akajaBpuar)

(K00, HauMeHO8aHUe HANPAGIEHUsL HOO2OMOBKYU /CNeyUaIbHOCIU)

Ounas, 3a09Has

(¢popma (popmwr) 0Oyuenus)

I'om nabopa — 2023 1.

Bosrorpan, 2022 r.
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(I)OHII OLICHOYHBIX CPEACTB HpOMe)KyTO‘lHOﬁ arrecTanMm no JIMCUMIJInHe

b1.B./1B.14.01 OcHoBbI HH(POPMALMOHHOI 0€30MACHOCTH X03SHCTBEHHOM 1eSITeILHOCTH

[IpomexyTounas arrectanus no qucuuiuiiie OcHoBbI MHGOPMAIMOHHOM 0€30MaCHOCTH XO0-

3AHCTBEHHOM 1eATEJbHOCTH MPOBOJAUTCS B COOTBETCTBUU C YUEOHBIM IUUIAHOM JUIsI OYHOU (hOPMBI
o0OyueHust: 8 3 cemecmpe — 6 8ude 3ayema.

XN R =

W W WWWWRNRNEDNNRNRNNND = =~ === ==\
NhYNEROoOOXNRANPRELYWNEREOoOOXNAMRWND=OT

Bomnpocsl k 3a4eTy Mo IMCHHUILINHE
«OcHOBBI HHPOPMAIITMOHHON 0€30IIACHOCTH X03SHCTBEHHOH 1eATeJTbHOCTH»

[NonsaTtue 3amuThl HHPOPMAITUU U HHPOPMALIMOHHOM O€30MaCHOCTH.
OCHOBHBIE COCTaBJISIIONTME HHDOPMAITMOHHOM 0€301TaCHOCTH.
3aKoHOATEIbHBIN YPOBEHb HH(OPMAIIMOHHON 0€30IacHOCTH.
KomneioTepHble npecTyieHus!.

[TonsiTHe araku Ha UHGOPMAITUOHHYIO CUCTEMY.

Knaccudukamnms arax.

Buapl npOTUBHUKOB WM “HapyIIUTENEH’, UX KilacCH(pUKaIus.

Kanans! yreuku nndopmanuu.

[TonsiTue yrpo3ssl.

HcTouyHUKH yrpo3 U uX Ki1accuuKaus.

Mogens yrpos.

AHanm3 BO3MOKHBIX CITOCOOOB HapyIIeHUH HH(POPMAITMOHHON CHCTEMBI.
[TonmuTHka 6€30MaCHOCTH U €€ peaan3ariusl.

OcHOBHBIE IOHATHS KPUIITOTpaPUH.

JIBa OCHOBHBIX HAIIPABICHHUS B COBPEMEHHOM KPUMITOTpa(HH.

Knaccuueckue kpunrocucteMsl U ux kinaccuduxanus. [Ipumepsr.
Kpunroananus MHOT0aNI(haBUTHBIX CUCTEM.

Kpunrocucrema: “OmHopa3oBslii OJ0KHOT .

Crangapthl mudpoBaHUs JaHHBIX.

Cuctemsl mudpoBaHus, He TPeOyIOIINE IepeIaun KIIroya.

Kpunrorpadgus ¢ OTKpBITBIM KIIFOUOM.

DNeKTPOHHAs MOJMUCH U MPUHIUIIBI €€ TPUMEHEHUS.

PykoBogsmue nokymentsl I'ocrexkomuccnu Poceun.

HNuctpykius CTP-K. Pekomennanuu mo 3amure KOHPUACHIHAIBHONW HH(DOpMaIuy.
Pa3pemmrenpHas cuctema JoMmycka.

MexceTeBble SKpaHbI.

Texnomorust VPN-ceren.

Yrpo3sl napopMaImoHHoOM O6e3o0macHocTH TpHu padoTe ¢ MHTEepHeT.
ApXHUTEKTypa TUIIOBOW CUCTEMBI 3aIUTHl OT HECAHKIIMOHUPOBAHHOIO JJOCTYTIA.
Nnentudukanus u ayreatudukarus. [laponsHas ayTeHTHDUKAIUA.
[Toxcucrema yrnpasieHus JocTynoM. Marpuia 10CTyIa ¥ CIIMCKH 10CTyIa.
[IporpammHuo-anmapartHbie cpencTsa 3amuThl nHGopmaruu ot HC/I.
YcrpoiicTBa BBOJA HACHTU(DUKALMOHHBIX IPU3HAKOB.

KomrutekcHbIi moaxo K obecrneueHnio nHGOPMAIIMOHHONW 0€30MaCHOCTH OPraHU3alluH.
[lepcrieKTUBBI Pa3BUTHS TEXHOJIOTHI oOecrieueHHst HH(GOPMAIIMOHHOMN 0€301acHOCTH.

IIpakTuyeckue 3aJaHusl K 3a4eTy

Tewma 1. 3ammTa 0QUCHBIX JOKYMEHTOB.

PaccmaTpuBaembie BOMIPOCHT:

3ammra n1okymeHToB Microsoft Word oT HeCaHKITMOHUPOBAHHOTO JTOCTYTIA.
3amuTa nokyMmeHToB Microsoft Word oT HeCaHKITMOHHPOBAHHOTO U3MEHEHHUSL.
3ammTa 1okymeHToB Microsoft Excel oT HeCaHKIIMOHUPOBAHHOTO U3MEHEHHS.
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3ammra nokymeHToB Microsoft Excel oT HeCaHKITMOHUPOBAHHOTO JTOCTYTIA.

3aaHus 4J11 CaMOCTOSITEIBHOTO BBIIOJHEHHUS:

3ammra nokymenTtoB Word.

1. Co3pmaiite Ha aucke D: B mamnke Baiei rpynimsl nanky 3amura ogpuca.

2. Habepute B penaktope Word mpou3BOJIBHBIN TEKCT U COXPAHUTE €r0 B Mamke 3amura oduca
nox umeneM documentl.

3. Bribepute mento CepBuc — Y CTaHOBUTH 3aIIHTY.

4. 3ampetuTe M00BIC U3MEHEHUS KPOME 3alliCH UCIIPABICHUN U 3a/1aiiTe maposb 12345.

5. IlonpoOyiiTe OTpenaKTHPOBATh CBOM TEKCT. YIAJIUTE HEKOTOPHIC CJIOBA W JIOMHUIIUTE HOBBIC.
[TommpoOyiiTe mpuHATh Bce ucnpasienus (Cepsuc — Mcnpasinenns — [IpuHATE/OTKIIOHUTh HCTIPaBIIC-
Hus). OOparure BHUMaHUE, YTO BCE U3MEHEHUS B JIOKYMEHTE (PUKCHPYIOTCS, HO MPUHSITH/OTKIOHUTH
UX HEBO3MOXHO.

6. 3aKpoNTE TOKYMEHT, COXPAHUB €ETO.

7. OTKpOWTE JOKYMEHT M MONPOOYHTE IPUHATH UCTIPABICHHUS.

8. CHumuTe 3amuTy JoKyMeHTa. Boioepure menio CepBuc — CHATH 3alIUTY U BBEIUTE MAPOJIb.

9. [MompoOyiiTe MPUHSTHL BCE UCTIPABJICHUS. Y O€IUTECh, YTO UCTIPABIICHUS IPUHSTHI.

10. 3aHOBO 3aIIUTUTE TOKYMEHT, KpPOME 3allMCH UCIIPABIIEHUH U 3aKPOWUTE €r0, COXPAHUB.

11. HabGepute HOBBIi MOKYMEHT (OTJIWYHBIA OT TEPBOr0) M COXpaHUTE ero (Mo HMEHEM
document?) B mamnke 3amura oduca.

12. YcTraHOBHTE 3alIUTy ATOTO JOKYMEHTA, BbIOpaB MeHI0O CepBHC — Y CTaHOBUTH 3aIIUTy U 3a-
MPETUB JII0ObIe U3MEHEHUSI KpOME BCTABKH MTpUMeUaHui. 3aiaite naponsb 12345.

13. ITonpoOyiiTe OTpeaaKTUPOBATH JOKYMEHT.

14. BeraBbTe 1Ba mpuMedaHus K J00bIM ¢pparmentam. Menio Beraska — [Ipumeuanue.

15. ITonpoOyiiTe U3MEHUTH OJTHO MPUMEUAHUE U yIATUTh IPYToe.

16. 3akpoiiTe JOKyMEHT, COXpPaHUB €rO.

17. Coznaiite Tpetuii nokymeHT B Word, coxpanute ero B mamke 3ammTa oduca moj UMEHEM
document3. YcTaHOBUTE Ha HETrO 3aLIUTY, 3aPETHUB JIIOObIE N3MEHEHHSI, KPOME BBOJA TaHHBIX B MOJIS
dbopwm. 3amaiiTe mapons 12345.

18. IlonpoOyiiTe OoTpenakTUpOBaTh JAOKYMEHT. IIpocMOTpHUTE MYHKTHI MEHIO, YTOOBI BBICHUTDH
Bamm BoO3MOXKHOCTH 10 peJaKTUPOBAHUIO JOKYMEHTA.

19. CHuMuTE 3aIIUTY C JOKYMEHTA.

20. Paz0etiTe Bam JOKyMEHT Ha JiBa paszzena. (Y CTaHOBHTE Kypcop B MECTO pa3pbiBa U BhIOEpUTE
Mento BeraBka — Pa3psiB — HoBbI pazzien Ha TeKyllel CTpaHuLe).

21. YcraHoBHTE 3alIUTY Ha TIOKYMEHT, 3alIPETUB JIIOObIE N3MEHEHHUS, KpOME BBOJa JaHHBIX B MO-
151 popm. Mcnionb3ys kHOTIKY Pa3zensl, ycTaHOBUTE 3alpeT TOIbKO Ha BTOpoil pa3zaen. [laposs 12345.

22. I[TonmpoOyiiTe OTpeaaKTUPOBATH NIEPBBIN M BTOPOM pa3aeiibl JOKYMEHTA.

23. 3aKkpoiiTe JOKyMEHT, COXPaHUB €rO.

24. Co3paiiTe 4eTBepThIi JOKyMEHT B pemaktope Word u coxpaHute ero B make 3amura oduca
noJ umeneM document4.

25. Beibepute mento Cepsuc — [lapamerpsl, 3atem BkIaaky CoxpaHeHHE.

(Ecnu Bol pabotaere B Word2t3 unu XP, To Hago BeiOpath BKiIaaky bezonacnocts. [locmoTpuTte
BO3MOJKHOCTH 3TOH BKjIaaku. OOpaTuTe BHUMaHue Ha (Prraykok «Y JaysiTh JTUYHBIC CBEACHUS U3 (aiina
IIPU €0 COXPAHEHUM).

26. 3amaiite maposb 7777 Ha OTKpBITHE (Daiina.

27. 3akpoiiTe Qaiin, coXpaHUB €ro, 3aTeM Nnonpolyiite oTKprITh. IlompoldyiiTe BBeCTH HEMpaBUIIb-
HBIH MMapoJib, a 3aTeM OTKPONTE TOKYMEHT C IPABUIIbHBIM I1apOJIEM.

28. CoznaiiTe mATHIA TOKyMEHT B penakrope Word U coxpaHUTe ero B make 3amuTa oduca moj
umMeHeMm documents.

29. Beibepute mento Cepsuc — I[lapamerpsl, 3atem Bkianky besomacHocts (CoxpaHeHue ams
Word2000) u 3amaiite maposib pasperieHus 3anucu 9999.

30. 3akpoiiTe JOKYMEHT, COXPaHUB €ro U MONpoOyiTe CHOBA OTKPBITh. BbiOepuTe peskuM TOIBKO
yTeHus1. OTpeTakTUpynUTe JOKYMEHT U TONpoOyiTe ero coxpanutb. Coxpanute kak document5S 1.

31. [HonpoGyiiTe oTKpHITH (paiin documentS 1.

32. 3akpoiite Bce (ailiibl ¥ TOKAKUTE PE3yJIbTAT MPEOIaBaTEIO.
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3ammra nokymeHntoB Excel.
1. 3anryctute Excel u co3naiite cieayromyro Tabuiy

®no Oknag, Mpemua Utoro

2. 3anosHUTE ee /Ui MPOU3BOJIBHBIX TPEX YEJIOBEK, BBOJIS TPOU3BOJIBHBIC YKCIIAa U CYMMUPYS UX B
rpage Uroro.
3. [TocTpoiite KpyroByro auarpammy mo crosodiy Mrtoro.

03N DN K

. CoxpanuTe (aiin B nmanke 3amura opuca mnoja iMeHem probal.

. CoxpanuTe 3TOT ke ¢aitn B manke 3ammra oduca emie pa3 moa UMeHeM proba?2.

. 3akpoiite Qaiin proba2 u oTkpoiite ¢aiin probal.

. Bei6epute mento CepBuc — 3ammra — 3alUTUTD JTUCT U 3a1aiTe mapoiasb 1111.

. [TompoOyiite oTpenaktupoBath Juct. [lepeligute Ha JInct2 u monpoOyiTe BBECTH NaHHEIC.

9. YcTaHoBHTE 3alIUTY BTOPOTO JIMCTA C mapojeM 2222.

10.
11.

Cuumure 3amury c Jlucral. Ucnons3yiite MeHto CepBuc — 3amura — CHATH 3aIIUTY JIUCTA.
Ycranosute 3amury Jlucral, oTMETHB TOJBKO (iraykok 3amiuTa JMCTa B OTHOIICHUH O0HEKTOB

v 3a1aB mapoib 1111.

12.
13.
14.
15.
16.

[TormpoOyiiTe M3MEHUTH TaHHBIC B siueiikax. [lonpoOyiiTe U3MEHUTD TUarpaMMmy.

3akpoiite ¢aiin, coxpaHuB €ro.

Otkpoiite ¢aiin probal u monpoOyliTe BHECTH U3MEHEHHUS HA MEPBBIN JIMCT, 3aTEM Ha BTOPO.
3akpoiite ¢aiin probal u oTkpoiite daiin probal.

Bri6epute menro CepBuc — 3amurta — 3amuTuTh KHUTY. OCTaBbTE OTMEUEHHBIM TOJIBKO (ia-

xok CTpyKTypy W 3amaiite mapoib kniga (mpoBepbTe, 4TOOBI ObUTa BKJIIOYECHA AHTJIMKMCKAsl pacKIiai-

Ka)..

17.
18.
19.
20.
21.
22.
23.
24.
25.
26.
27.
28.
29.

[TonpoOyiiTe U3MEHNUTH TaHHBIC HA JIUCTE. Y OEAUTECh, YTO N3MEHEHUS BO3MOKHBI.
[TonpoOyiiTe yaanuTh NepBbIi JIUCT (TIp. KHOTKA MBIIIN Ha SIPJIBIKE JINCTA BHU3Y CTPAHMIIBI).
3akpoiite ¢aiis, coOxpaHUB U3MEHEHHSI, U 3aHOBO OTKpOiiTe ero (proba2).

Caumure 3amuty ¢ kKHUrd. Mento CepBuc — 3amura — CHATH 3alIUTY KHUTH.
YcTraHoBHTE 3alIMTY KHUTH, OTMETHB 00a (h1aXkKka ¥ yCTaHOBMB Maposib kniga2.
[TonmpoOyiiTe M3MEHUTH JIaHHBIE HA JINCTE.

Bri6epure meHto OkHO — CKpBITh M BBEUTE NAPOJIb.

3akpoiiTe ¢aiii, COXpaHUB U3MECHCHHUS.

Otkpoiite daiin proba2. Yoenurech, 4To OKHO HE OTOOpa)kaeTcs M TaHHBIE HE BUTHBI.
Bri6epure mento OxkHo — OTOOpa3uTh U BBEAUTE MAPOJIb.

CkpoiiTe OKHO U 3aKpoiTe (haiisi, COXpaHUB U3MECHCHHUS.

ITokaxkute pe3yapTaT NPenoiaBaTeto.

CHUMUTE 3alIUTy CO BCEX BaluX (aiios.

JIureparypa:
www.microfoft.com
JIeKUMOHHBINA MaTepHal.

Tewma 2. [locTpoeHue Moaenu yrpos.

PaccmarprBaemblie BONIPOCHI:

Krnaccudukanus atax.

Kanans! yreuku nnpopmanuu.

[TonsiTue yrpo3sl.

HcTounuku yrpo3 1 ux kinaccuduxarus.

[Toctpoenue monenu yrpos.

3aaHus 111 CaMOCTOSITENIBHOTO BBINIOJHEHUS:

[Toctpoiite Moaenb yrpo3 A HEKOTOPO OpraHW3aliy, 3alOJIHUB MPUIAracMyr TabIuIly Tak,
4YTOOBI B siueiike crosuia «1», ecinu yrpo3a, ykazaHHas B IaHHOM CTpOKe MpUMEHuMa JJis 00beKTa, yKa-
3aHHOTO B JIJAHHOM CTOJIOIIE.
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MepeyeHb UCTOYHUKOB
yrpos
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AHTPOMNOreHHble UCTOYHUKU Yrpo3

MHTepec n npegHamepeH-
Hble OEeNCTBUA KPUMMHASIb-
HbIX CTPYKTYP U NPECTYMNHbIX
rpynnupoBOK;

YTeuKa 3a cYeT areHToB

BusyanbHasn 1 ¢poTo passeska

BnoknposaHue nHpopmaLmnu

1 MoaguduKkauma nubopmaumm
YHUUTOXKEHNE NHPOpMaL MK
MpumeHeHWe 3aKNafoK
Pernctpauus HaBoaOK
MpeaHamepeHHble nen-lyYteuka nHpopmaumnu
CTBUAA  BCMOMOTaTeNbHOIO|BysyanbHan 1 GoTo passeska
nepcoHana (yBopuinkwy, BAoKknpoBaHue nHpopmaLmm
2 |oxpaHa)
MoanduKkaumsa nHdopmaumnm
YHUUTOKEHNE NHPOopMaL MK
MpumeHeHWe 3aKNafoK
OwnbKM nonb3osatener  |bnokmpoBaHMe MHPopMaLUm
3 MoaguduKkauma nubopmaumm
YHUUTOKEHNE NHPOopMaL MK
OWwmnBKM NporpammMmmncToBs  |BrioknpoBaHue nHpopmauum
4 MoaunduKaumna nudopmaumm
YHUUTOKEHWNE nHPopMmaLmm
TexHoreHHble UCTOYHUKKN Yrpo3
Cbon B KaHanax nepeaayun|bnoknposaHune nHpopmaumm
> |1 cpeAcTsax caAsy; YHUUTOKEHWNE nHPopMmaLmm
Cobon B cpeactBax 3nek-|baokuposaHue MHbopmaumm
6 |rponuTatua VHUUTOMXKEHME MHPOPMALUN
Bo3moxHocTb  aBapuii  B[BaoknpoBaHue MHPopmMaLmnm
WHXKeHepHbIX  (BoAOCHAb-
7 e karannzauun) YHUUTOKEHNE NHPOopMaL MK
KOMMYHMKALLMOHHbIX CETAX
BHelLHMe CTUXUiIiHbIE UCTOYHUKU
Bo3MOXHOCTb yparaHoB YHUYTOXEHME nHPopMaLmn
8 BnoknpoBaHue nHpopmaLmm
Bo3moXXHOCTb aBapun|YHUUYTOXKEHME nHdopmMaLmn
9 [6nM3nexawmx  NpOMbILL
IeHHBIX O6BLEKTOB BnoknpoBaHue nHpopmaLmm
10 |BO3MOXHOCTb NoXapoB YHUUTOXKEHNE NHPOopMaL MK
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Jluteparypa:
4. JIeKUMOHHBIN MaTepuall.

5. OcHOBBI HHPOPMAITMOHHOHN 0€30MaCHOCTH XO3SIICTBEHHOH JEATeIbHOCTU: yueOHoe mocodue /
N.I1. MuxueB; BO ®I'BOY BIIO «Poccuiickas akageMusi HapOJIHOTO XO3SICTBA U Trocyiap-
CTBEHHOM ci1y)O0b1». — Bonrorpan: M3a-so BO ®I'EOY BIIO PAHXul'C, 2013. — 144 c.

6.I1natonoB B. B. I[IporpammHo-anmapatHbie CpencTBa 3amuThl HHGOpMAUU: ydeOHUK. / M.:
W3p. uentp "Axanemus". 2014.

Tema 3. Knmaccu4yeckue KpUNTOCHCTEMBI.
Paccmampusaemvie 6onpochwi:

9. Knaccuueckas kpunrorpadus.

10. Kpunrocucrema Lle3aps.

11. Kpunrocucrema Buxenepa.

12. [IpakTrueckas peanuzanusa cucteMbl BiokeHepa.

13. [TonaTne MHOTOAN(aBUTHON KPUNTOCHUCTEMBI.

14. Kpunroananus MHOT0an(haBUTHOW KPUMTOCUCTEMBI.
15. Kpunroananus cucrems! Buxenepa.

16. Kpunroananus cucremsl «OIHOPa30BbIN OJIOKHOTY.

3adanus ona camocmoamenbHo20 6bINOIHEHUSA:

1. Otkpoiite daitn CRYPTO1.XLS 1 mocmoTpute Kak peaim3oBaHa cucteMa Biokenepa.
2. Cozpaiite B Excel cnenyronryto Tabmami
OTKPBITHIN TEKCT
ITapoiib
Ko 6ykB Tekcra
Ko 6ykB maposst
CymMa Ko10B OYKB
Cymma 1o MOyJiro
Kpunrorekcr

3. BBeaute B epBYIO CTPOKY MPOU3BOJIBHBINA TEKCT MO OJHOM OYKBE B KaXIYIO SUCHKY.

4. BBenuTte BO BTOPYIO CTPOKY TaOJIUIIBI TPOU3BOJIBHBIN MTAPOJIb 1O OAHOM OYKBE B KOKIIYIO STUCH-
Ky. Ecnu qymHa maposist MeHbIIe JUTMHBI OTKPBITOTO TEKCTa, TO HAaUHUTE HaOOp Mmaposisd Jajiblie, ToKa
HE 3aKOHYHUTCS OTKPBITHIA TEKCT.

5. Ucnonw3ys ¢yaknuo KOJCHMB, 3amomHuTe 4eTBEpTYIO W MATYIO CTPOKU TaOJUIBI IS
oTpesieNieHUs! KOJ0B KaXK10i OYKBBI OTKPHITOrO TEKCTa U MapoJisl.

6. B mATOM CTPOKE CIOKUTE TPETHIO U YETBEPTYIO CTPOKH.

7. Ecniu B mATOM CTpOKE CyMMa MPEBBIMIAET 255, TO B MIECTOW CTPOKE HEOOXOAUMO OTHSATH 255 OT
yucia B nsTol crpoke. Mcnonb3yiite pynxmuo ECJIN.

8. B cenpMoii cTpoke monmyduTe OYKBBI 3alIM(PPOBAHHOTO TEKCTa, MCTONB3ys (yHkmuio CHUM-
BOJIL.

9. CaMOCTOSITENIbHO, UCIIONIB3Ys OTMMCAaHHBIC BBIMIC (PYHKITUHU, paciIuPpyiTe MOTYyIECHHBIN KPHUII-
TOTEKCT. [[yist 3TOr0 co3maiiTe HiKe TIepBOi TaOIUIIBI BTOPYIO TaOIHILY.

10. Pacumudpyiite TeKCT:

KCArz sl UHKOO6XDbr UbAbrdrxYLUIA'

UCTONB3Ys Hapoib «mudp». IIpu Habope TekcTa nporycTuTe Npodessl MeX Ty OyKBaMu.

11. Pacmmudpyiite TeKcT:

EbBIAxI[Co boYOox Hlx VYbBI3IMIODd Hag O3n 2263 PmMuak3

HE 3Has mapoJisi, HO 3Has, YTO B 3aIIM(POBAHHOM TEKCTE €CTh CIIOBO «UCTHHY».

Jlumepamypa:

4. JIeKuuOHHBIN MaTepHall.

5. OcHoBbI HHGOPMAITMOHHOHN 6€30MaCHOCTH XO3SIIICTBEHHOH JAeITeTbHOCTH: yueOHOe TTocoowme /
N.II. Muxnes; BO ®I'bOY BIIO «Poccuiickas akaaemMus HAQpOJHOTO XO35IMCTBA U TOCYAapPCTBEHHOM
ciyk061». — Bonrorpaa: Uzn-so BO ®I'bOY BIIO PAHXuI'C, 2013. — 144 c.
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6. [InaTonos B. B. [IporpammHuo-anmaparHbeie cpencTBa 3aniuThl nHPopManuu: yueOHuk. / M.:
W3n. nentp "Axkanemus". 2014.

Tema 4. Kpunrorpagusi ¢ OTKPBITBIM KJIIOY0M.
Paccmampusaemvle 6onpochwi:

8. Kpunrorpadus ¢ OTKPBITHIM KITIOUOM.

9. I'enepanus kmroueBoit napsl B mporpamme PGP.

10. Opranu3zanus oOMeHa KITI0YaMH.

11. [udposanne nanupix B PGP.

12. [ToHsiTHE PNEKTPOHHON MOIIUCH.

13. 3amuTa 10KyMEHTOB IEKTPOHHON NOANUCEIO B TporpamMme PGP.
14. [IudpoBanue u >AeKTPOHHAS TOANMUCH TOKyMeHTOB B PGP.

3adanus 0158 camocmosmenbHo20 8bINOAHEHUS.!
1. 3anmyctute PGPtools (ITyck — IIporpammer — PGP — PGPtools)
TlogaBurca naneian

25 PGPtools

NMEEEEEE

2. BeiOepuTte J1eBy10 KHOMIKY C IBYMs Kitouamu. 3amyctutcs moayib PGPkeys co cnuckoM Beex
Kimoveld Ha Bamem kommbioTepe. B mose Description ykazaHo, Kakoi 3TO KJIHOY: TOJIBKO OTKPBITHIN
(public key) wim knrodyeBas mapa, T.€. OTKPBITBIN U CEKPETHBIN KiTt04 B KoMiuiekTe (key pair).

G
(v +*
3. Co3naiiTe HOBYIO KJIFOUYEBYIO Mapy, HaXkaB HA KHOIIKY \: Y BBIIIOJIHUB BCE LIaru MacTepa co-
371aHUA KIIOYEH.
4. Cozpaiite Ha qucke D: manky ¢ Ha3BaHueM Bamiei rpynisbl.

5. DKkcnopTUpyHTe CBOW OTKPBITHIN KIIIOY B 3TY IAIKy, HA)KaB Ha KHOIIKY —— M YKa3aB IIyTh 0
Bamreii manku. B kauecTBe Ha3zBaHus daiiia ¢ KIro4oM ykakute Bamry dhamunuro.

6. Cxonmpyiite Bam ¢aiin Ha cepsep (Server606) B manky PublicKey.

7. UmMnopTUpyiTe W3 3TOW MaNKH YbU-JIMOO JIPYyrue OTKPHIThIC Katouu. [[sl 3TOro Ha)KMuTe Ha

~a

KHOIIKY = u BBIOEpUTE MyTh U Ha3BaHUE (aiina.

8. 3akpoiite okHo PGPkeys.

9. 3anycture Word n HabepuTe MUCHMO KOMY-TH00, Yeil KIt04Y Bbl UMIOpTUpoBai. CoxpaHUTe
3TOT TEKCT B BAILIEH MAIIKE.

10. 3ammudpyiite 3TOT (ailn OTKPBHITHIM KJIFOYOM 3TOTO TOJIb30BaTels. J{Jis 3TOro HakKMHUTE KHOII-
Ky Ha nanenu PGPtools, ykaxure nyTh u Ha3Banue Bamero Qaiina, a 3aTeM K04 B MOSIBUB-
memcst okHe. Coxpanute 3amudpoBanHbii ¢aiin B Bamei nmanke mon ¢pamunueit Toro, komy Ber nu-
caJlu.
11. Cxomnupyiite 3T0oT (paiin Ha cepsep (Server600) B manky TextPGP.
12. CxonmpyiiTe u3 3ToM nanku B Bamny nmanky Ha qucke D: daiin, anpecoBanHblii Bawm.

s
.
13. Pacmmpyiite 3T0T (haiiy, HaxkaB KHOMKY =
3aTeM BeIOpaB Bair K104 B CIIHCKE KITFOUEH.

14. Coznaiite eme oquH JOKYMEHT B peaakTope Word, coxpanus ero B Bameii manke Ha aucke D:

E
15. oamumute 3TOT (haidyl Bamei IEKTPOHHOW MOAMUCKHI0. JIJIsI 3TOT0 HAXKMHUTE KHOTIKY
Ha na”enu PGPtools, ykaxure myth 1 HazBanue Barmero gaiina, a 3arem Bamn kimto4 B mosiBUBIIEMCS
OKHE.
16. O6patute BHUMaHUE Ha (aiisl moaAmucH B Bamiel nanke. OTKpOHTE ero TBOWHBIM IIETIKOM.
17. OtkpoiiTe noanucanabli Bamu ¢aiin u u3MeHnTe ero, COXpaHUB H3MEHEHHUSI Ha JTUCKE.

HJIN ABAKAbI HICIIKHYB IO HEMY MBIIHKOI>'I, a
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18. Otkpotite (aity1 MOANUCH JBOMHBIM IIETYKOM elle pa3. Y 0eauTech, 4TO MOANKUCH HE ACHCTBHU-
TCJIbHA.

19. Coznaiite HOBBIN nOoKyMeHT B Word. HaGepuTe HEOObIII0E MPEIOKEHNUE U CKOTTUPYHTE €T0 B
Oydep oOmeHa.

20. IlenKkHUTE MBIIIKOM 1O KHOIIKE E Ha [aHeJU 33/1a4 B IPaBOM HIKHEM YTIIy.

21. B nosiBuBmemcs mento Beidepute Encrypt Clipboard u ykaxure Bam kioy.

22. Ha unctom mecte Bamrero gokymenTa BctaBbTe TeKCT U3 Oydepa oomena (IIpaBka — Bcera-
BUTh). [losBUIICS 3aMppOBaHHBIN TEKCT.

23. Cxonupyiite ero B 0ydep oOMeHa v 1o aHAJIOTUH ¢ mMUdpoBaHUEM paciudpynTe ero, BHIOpaB
nyHKT Decrypt& Verify Clipboard.

24. BeraBbTe pacmmdpoBaHHbIN TEKCT U3 Oydepa oOMeHa.

Jlumepamypa:
6. JlekunoHHBINM MaTepual.

7. OcHOBBI HHGOPMAIIMOHHON 0€30MaCHOCTH XO3SIMCTBEHHOH JESITEIBHOCTH: yueOHOe Tocodue /
N.I1. Muxnes; BO ®I'bOVY BIIO «Pocculickas akagemMus HApoJIHOTO X0351CTBa U rocyaap-
CTBEHHOU C1yKObI». — Bonrorpan: M3a-s8o BO ®I'bOY BIIO PAHXuI'C, 2013. — 144 c.

8. [TnaronoB B. B. IIporpammHo-anmapaTHble CpelICTBa 3alIUThl WHPOpMaUuu: ydeOHUK. / M.:
N3p. nentp "Axanemus". 2014.

9. Bsenenue B kpunrorpaduto/ [Tox obmur. pea. B.B. Amenko. — M.: MITHMO “YePo”, 2013.

10. http://pgp2all.org.ru

Tema 5. 3amuTa 0a3 1aHuHbeIX Microsoft Access.
Paccmampusaemvie eonpocul:

6. [TocTpoenue 6a3bl qaHHBIX B Microsoft Access.

7. 3amura 6a3bl JaHHBIX OT OTKPBITHS.

8. [Tonp3oBaTenu u rpymimsl.

9. [TaponbHas 3amura.

10. Pazrpannuenue npas gocryra.

3aoanus ona camocmosamenbHO20 8bINONAHEHUSL:
1. Co3pnaiite Ha nucke D: B manke Bariei rpynmsl 6a3y gaHHbIX CexpeT
2. Co3paiite Tabauily B pexXuMe KOHCTPYKTOpa (T10JIe IToMeueHHOoe * SBIseTCsS KII0UEBbIM) U CO-
XpaHUTE €€ 10 UMEHEM AHKETA.

Hmsa moJst Tun faHHBIX
Kon CyeTunk

OO TexcToBrIi
Anpec TexcToBLIM
Tenedon TekcToBbIi

. BBenmuTe B Ta0NMITy TpH 3aMHCH.
. YcTaHOBUTE MApOJIbHYIO 3aIIUTY Ha 3Ty 0a3y AaHHBIX (mapois 1234)
. Co3pnaiite Ha qucke D: B mamnke Barieid rpynnsl 6a3y nanusix Jloctym.
. Co3pmaiiTe nyist 3ToM 0a3bl JaHHBIX TPYNIBI mojk3oBareneld Student u Others
. Cozpnaiite B rpymnme Student monp3oBaTens moa cBoei pamunueit u monp3osarens Studentl.
. B rpynime Others co3naiite monws3oBarens Friends u mons3oBatens Guest.

9. YcranoBute nmapoib agMUHUACTpaTopy (admin) 6a3sl JaHHBIX (00s13aTeaAbHO 7777).

10. YcranoBute mapoiu IS CO3AaHHBIX BaMH TOJIb30BaTeleH (Mapoid COBHAAAIOT C MMEHEM
TOJIL30BATEIs).

11. YcranoBuTe mpaBa J0CTyma K 0a3e MaHHBIX Uil Tpynmbl Student Ha Bce MEeHCTBHS, KpOME aJl-
MUHUCTPUPOBAHMSI.

12. YcranoBute mpaBa goctyna k 6a3e manHbix ajis rpymnmbsl Others Toapko uTeHHe U 100aBICHUE
TAHHBIX.

13. YcranoBure nis rpynnsl Users npaBa TOJIBKO Ha YTEHHE TAHHBIX U MaKeTa.

14. Ilokaxxure pe3ynbTar NpenoJaBaTelo.

03N L KW
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15. CHUMUTE TapOJIb AAMUHUCTPATOPA
Jlumepamypa:
3. JleKuroHHBIA MaTepua.
4. www.microsoft.com

Tema 6. IIpakTH4YecKkoe NPMMEHEHHE MeKCeTeBbIX IKPAHOB.
Paccmampusaemvie sonpocwi:

4. [ToHsITHE MEXKCETEBOTO YKpaHa.
5. [Tpunnumne! paboTsr ¢ mporpammoit Firewall Outpost.
6. Hactpolika mporpaMMHBIX MOIYJIEH.

3adanus 0158 camocmosmenbHo20 8bINOAHEHUS!

Outpost Firewall

1. 3arpy3ure nporpammy Outpost Firewall.

2. Beibepute nynkr Cemesas akmusnocms. OKHO CIIpaBa COJASPKUT MHPOPMAIIUIO O TEKYIIHUX
COEMHEHUSX MPUIOKEHHUH ¢ ceThio. [lonmpobyiite monyunTh nHGOPMALIHIO IO KAKOMY-HUOY/Ib ITyHK-
Ty.

3. Beibepure myHkT Omkpuimsie nopmoi. OKHO COACPKUT UH(DOPMAIMIO O TOM, KAKMMH TPOLIEC-
caMH Ha KOMITBIOTEPE OTKPBITHI OIPeIeTICHHbIE TTOPTHI.

4. IlpocMoTpuTe NyHKTHI Paspeuwiennvle n 3abnokuposanHuvle, KOTOpbIe COAepKaT OOyl CTaTu-
CTHKY 10 CO€AMHEHUSIM.

5. Beibepute mynkr DNS. KoammpoBanue 3anpocoB (T.e. coxpaHeHue oTBeToB B 6aze Outpost) k
DNS no3BossieT COKpaTUTh BpeMsl OTKPBITHS CTPAaHMUII, KOTOpbIe ObUIN MOCEIIEHbI paHee 3a CUeT TOTo,
YTO KOMIBIOTEPY HE HYXKHO OyneT mepen oTKpbiTueM oOpamathest K DNS cepBepy nist onpeneneHus
IP agpeca oTKpbIBa€MOM CTPAHULIBI.

6. ITpocmotpute Kypnai.

7. llenkHUTE MpaBOd KHOMKOW MBIIIM MO Ha3BaHHIO Moayist DNS B 1eBOM OkHe mporpaMmbl U
BEIOCpUTE [lapamempul.

8. OrpannubTte K311 DNS Ha 50 3anuceit u ycTaHOBUTE CpOK XpaHeHus 10 gHen.

9. Bribepute nyHKT /lemexkmop amak, KOTOPIA XpaHUT OOIIYI0 HH(POPMALIHUIO O 3aIUTE KOMIIb-
I0Tepa OT aTak, CKaHUPOBAHUS U IPYTUX TUIOB 3alpPEIIeHHbIX COeINHEHUH.

10. IIpocMoTtpute *)ypHain. lllenkHuTe npaBoii KHONKON MBIIIN 110 HA3BAaHUIO MOAYJs [Jemekmop
amax B JIEBOM OKHE MporpaMMbl U BeiOepute [lapamempeoi. B 0OkHe HACTpOEK MpHU IMOMOIIY MOI3YHKa
MO>KHO BBIOpaTh OJJMH U3 TPEX YPOBHEW TPEBOTH:

Makcumanvuoii — daiipBoiul OyAeT NpeaynpekaaTh O MOMbITKE MOAKIIOYEHHS AaKe Ha OJUH
OpT.

Obvlunbiti — TipenynpexaeHre OyJeT BbIIaHO TOJIBKO MPH CKaHMPOBAHUU C OJIHOTO ajpeca He-
CKOJIBKMX ITOPTOB WJIN OINPEAEIEHHBIX IOPTOB, KOTOPBIE IPEACTABIISIOT ONIPEIEICHHBIN HHTEPEC.

be3paznuunvii —paitpBos OyneT CUrHaIu3UPOBATh JIMIIB O PEeaTbHON aTake Ha KOMIIBIOTED, a HE
O TIOMBITKE UCTIOTHUTH TaKyI0 aTaKy WM MPOCKAHUPOBATH MOPTHI.

11. Haxmute kHOTIKY Boiopame ¢hunemp. IIpocMoTpuTe €€ BOZMOKHOCTH.

12. Beibepure myHKT MHmepaxmusHuvle 31emernmpl. 31€Ch MOKHO 3a0JI0KUPOBAThH BCILTBIBAIOIIHE
OKHa, MEPEXO/IbI O peKIaMHbIM caiiTam B IHTepHET.

13. IIpocMoTpuTEe MapaMeTpbl HACTPOMKY ISl TaHHOTO MyHKTa (IIpaBas KHOMKa MbImn). Ha Tpex
BKJIaJIKaX pa3MelleHbl HACTPOHKH OJOKMPOBKU BCEX JIEMEHTOB, KOTOPHIE MOTYT HaXOAMUTHCS Ha MO-
celaeMbIX BeO—CTpaHUIlax WM B TOYTE. BONBIIMHCTBO HACTPOEK UMEIOT TPU HACTPOIKU: Paspeusero,
3anpoc n 3anpeweno. Ilpu HacTpoiike HY)KHO y4YUTHIBATh TOT (PaKT, YTO HA MHOTHX CTpaHHIAX
CKPUIITHI WX (DI MOTYT UCIOJIB30BATHCS ISl CO3AAHUS MEHIO U €CITU MX MOJHOCTBIO OTKJIIOYHTb,
TO HaBUTalMs MO caiiTy Oyner HeBo3MOxkHa. [loaTOMy, ONTHMAaNbHBIM CTaHET HCIOJIb30BaHUE
HacTpoiiku 3anpoc. J1ns oco0oi HACTPOHWKHM HEKOTOPBIX CAWTOB B Moayie «Humepaxkmuguvie dje-
MeHmbl» CIYKUT BKIagka «Mcknrouenua». C ee MOMOIIbI0 MOXKHO chOpMHUpPOBATH CHHCOK CAWTOB U
HACTPOUTH JJISI KQXKJIOTO U3 HUX OJIOKUPOBKY ONPEICICHHBIX JIEMEHTOB. DTOT CIIMCOK MMEeT Ooee
BBICOKU MPUOPUTET, YEM OOIITHE HACTPOHUKH OJJOKUPOBKH JIJIST BCEX CANTOB.
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14. [IpocMOTpuUTE BKJIAJAKU MAPAMETPOB, 3alIPETUTE BCILIBIBAIOIINE OKHA M HACTPOUTE OCTaJIbHOE
110 CBOEMY YCMOTPEHHUIO.

15. Beibepute myHKT Pexnama. Outpost yMeeT oTceKaTh PeKjamy 1o pa3Mepy | MO COACPKUMOMY
CCBUIKH, YTO SKOHOMUT TpapuK U YBETUYUBACT CKOPOCTh 3arPy3KH CTPAHHII.

16. Bp13oBuTe MapaMeTpsl JUIsl TaHHOTO MYHKTa (TIpaBas KHOIKA MBIIIH). Y CTaHOBUTE (DIIaXKOK
Ilokazame kop3uny 0nsa pexkaamul. ECi B CTAaHJApTHOM CIIMCKE OTCYTCTBYET OINMCAHHE IJIs OTpejie-
JeHHoro OaHHEepa, U OH 3arpy)kaercs MpHU MOCEIIEHUU CTPAHULBI, TO, OTKPHIB KOP3UHY, JOCTaTOUYHO
MBIIIBIO TIEPETAINTh B Hee OaHHEp, W OH OoJblle HUKOTJa He OyneT 3arpyxarbces. Brinanka Oowue
MO3BOJISIET BBIOPATH TO, YeM OY/yT 3aMEHSTHCS BbIPE3aHHBIE CO CTPAHUII peKJIaMHble OaHHEpHI. 3/1eCh
K€ MOXHO CO3/1aTh CIIUCOK CAlTOB, C KOTOPHIX HE OYAET BhIpe3aThCs rpauka u pexiama.

17. IlpocmoTpuTe BCE BKJIAJKU [TAPAMETPOB.

18. Beibepute nmyHkt Codepoicumoe. B HacTporKkax 3TOTO MOAYJS MOXHO 3a/1aTh CITUCOK CIIOB,
KOTOphIE MOTYT BCTpEUaThCS Ha CTpPaHUIC WM B aApece CTPAHUIBI U KOTOphIE OYAYT CIIYXXHTh
Outpost—y CUTHAJIOM TOTO, YTO CTPAHUITY OTOOPaKATh 3aIPEIICHO.

19. IIpocMOTpuUTE BO3MOKHOCTH JIaHHOTO MYHKTA.

20. Beibepute myHKT Quibmpayusi noumossix 1oxcenutl. B HaCTpoikax 3TOT0 MOIYJS MOKHO
3aJ1aTh CIIMCOK TUIIOB (DaiiyioB, KOTOPBIC MOJICkKAT IEPEUMEHOBAHUIO, & TaK e BKIIOUYUTH BBHIBOJ MH-
(dhopMarmoHHOTO COOOIICHHS O MOoaydyeHuu (aityioB ompeaeneHHoro tumna. daii, THI KOTOPOTo yKa-
3aH B HACTPOMKaX 3TOr0 MOAYJS, MIPHU MOJYYEHUU €0 MOYTOBBIM KIIMEHTOM, MOJIYYUT BTOPOE PACIIU-
penue «.safe»y. 3To Mo3BOMUT KM30€kaTh aBTOMATUYECKOTO BHIMIOJHEHUS MOYTOBBIM KIMEHTOM KOJa,
YTO MOXKET SBJISATHCA MPUUNHON 3apaskeHHs] KOMITbIOTEPA BUPYCaMHU.

21. IlpocmoTpuTte mapameTpbl JAHHOTO MYHKTA U €r0 BO3MOYKHOCTH.

22. Jloctyn K 00IUM HacTpOHKaM MpOrpaMMbl MOKHO TOJTYYUTh IIPU MTOMOIIU MyHKTa MeHIo //a-
pamempol — Obuue U3 TIABHOTO MEHIO IPOrpPaMMBbl MJTM HaXKaTHEM COOTBETCTBYIOIIECH KHOIKHU Ha Ma-
Henr. BBI30BUTE OKHO HACTPOIKHY TapaMeTpOB U IPOCMOTPUTE BKIANKy Odwue.

23. Bxnagka «/Ipunosxcenusy M03BOJSET YIPABIATH IpaBUIaMu MOBEAeHUs (aiipBoiiia pu 1o-
MBITKE JIOCTYyIAa B CEThb ONPEIEICHHBIX NMpuiokeHuid. Ha 3Tol BKIIaJKe MEepeyuciaeHbl BCe MPUIIOKe-
HUS, KOTOpble OOHapykeHbl Ha KomnbioTepe Outpost—oM mpu yctaHoBke. Cpa3y mociie HHCTAJUISILUU
9TH NPWIOKEHUS HaxoAsTcsa B rpymme «/lonvzoeamenvckuii ypogenvby. I HUX CO30aHO OJHO WM
HECKOJIBKO TPaBUJI, YKAa3bIBAIOIINX, KAKUM 00pa3oM MPUIIOKEHHE MOKET 0OMEHUBATHCS JAaHHBIMU C
ceThlo. [IpaBuiio MOXXKHO MPOCMOTPETh WJIM U3MEHUTHh MPHU MOMOIIM JABOMHOTO KJIMKAa MO MMEHH €ro
HCIIOMHSAEMOTO daiia.

24. IIpocmoTpuTe NpaBuiIa JUisi HEKOTOPBIX IPUIIOKEHUH.

25. TlpunoxxeHus U3 TPYIIbl 3anpeujertsvle npPuiodxcerusi HUKOrAa He MOoJIydaT JIOCTyIa B CETh,
BCS UX CETeBas aKTUBHOCTH Oyner mpecedeHa Qaiiposiom. HEeKOTOpBIM MPHUIIOKEHUSIM MOKHO TIOJ-
HOCTBIO OTKPBITh JOCTYII B CETh, IEPEMECTUB UX B IPyNNy «/{osepeHnsie npunoscenus». VIX noctyn B
CeTh HE OrPAaHUYMBACTCS HUYEM, HHUKAKUMHU MpaBwiamu. [lepemenieHue npuiaokeHU W3 rpynm B
rpymnmy, paBHO KaKk U U3MEHEHHE MPAaBUJI, CO3JIaHHBIX JI MPHJIOKEHUN, BHIMOIHICTCS MPU TOMOIIN
KHONKH M3menums. [lpu momorm KHONKH /[o6asums MOKHO BHECTH B CITUCOK HOBOE NMPUJIOKEHUE U
3aTeM CO3/aTh JUIsl HETO IMIPABUIIO OOILEHUS C CEThIO.

26. Ilepemectute npunoxenne Excel B rpynny 3anpewennvie npunosicenus.

27. IlpocMOoTpuUTE OCTAaBIIMECS BKJIAJIKM HACTPOEK MPOTPAMMBI.

28. TTonpoOyiiTe uepe3 ceTeBOe OKPY>KEHHE BBIMTH HAa KOMIBIOTEP cOcena.

29. IIpoBepbTe peakiuio (aiipBosia Ha MOMBITKY COCEa OOPATUTHCS K BallleMy KOMITBIOTEDY.

30. [epeiiaure B HACTPOIKM OOIIMX MAapaMETPOB MPOrPaAMMBI.

31. Beibepute Brnaaky Cucmemnwie. Yoepure dnaxok NetBIOS. Teneps Bamr KoMIbrOTEp HET0-
CTYIIEH IO CETH.

32. JloxknuTtech, KOTIa Balll COCE]T BBIMOJIHUT MPEABIAYINEe 3aJaHue U TIOPOOYHTE Yepe3 CEeTeBOe
OKpY>KeHHE 00paTUTHCS K €r0 KOMITBIOTEPY.

33. Bximrounte dnaxxkok NetBIOS Ha cBoem kommbroTepe.

34. BeI30oBUTE XypHAJ, HA’KaB COOTBETCTBYIONIYIO KHONKY Ha MaHEIH HHCTPYMEHTOB.

35. IIpocMoTpuTe KypHa.

Jlumepamypa:
5. JlekunoHHbBIN MaTepuail.
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6.  Jloxymenranus mo padore ¢ mporpammoit Firewall Outpost.

7. OcHoBBI HHPOPMAIIMOHHOMW OE30MMACHOCTH XO3SICTBEHHOM JEATENLHOCTH: y4eOHOe T0-
cobue / N.I1. Muxnes; BO ®I'bBOY BIIO «Poccuiickas akageMuss HApOIHOTO XO3sIHICTBA U TOCY-
TapCTBEHHOM ciyk0b1». — Bonrorpan: M3a-s8o BO ®I'EOY BIIO PAHXuI'C, 2013. — 144 c.

8.  IImaronor B. B. I[IporpammHo-amnmapaTHbie CpeICTBA 3alUThI HHPOPMAIIUN: YICOHUK. /
M.: U3a. uentp "Axagemus". 2014.

Tema 7. 3amura nngopmanun B UuTEpHeT.
Paccmampusaemvie sonpocwi:

4. [TpuHIKIIBI paOOTHI MEKCETEBBIX YKPAHOB MpH padote ¢ HTepHeT.
5. Hacrpolika mporpaMMHBIX MOAynel nipu padote ¢ HTepHeT.
6. brnokupoBanue HeHYyXHOTO TpauKa U peKIaMbl.

3adanus ona camocmoamenbHo20 6bINOIHEHUSA:

1. 3arpysure nporpammy Outpost Firewall.

2. Otkpoiite B Internet Explorer crpanuiyy www.yandex.ru

3. Beibepure nyHkT Cemesas akmusrnocms. [IpocMoTpuTe HHPOPMAIIMIO O TEKYIIUX COSIUHEHHU-
X C CETBIO.

4. Beibepute myHKT Omxpvimole nopmot. [lomyanre nHGOPMAINIO O TOM, KAKUMH MPOIIECCaMU Ha
KOMIIBIOTEPE OTKPBITHI OIIPEIEIIEHHBIE IOPTHI.

5. IIpocmoTtpute MyHKTHI Paspewernvle N 3a010Kuposantble, KOTOPbIE COAEPKAT OOIIYIO CTaTH-
CTHKY 10 COEAUHEHUSIM.

6. Beibepure mynktr DNS u B mapamerpax orpannubTe k31m DNS Ha 50 3amuceit u ycTaHOBUTE
cpok xpaHeHus 10 nHei.

7. BeiGepute myHKT /[emexkmop amak U B mapaMmeTpax 3anante OOviuHblll ypPOBEHB TPEBOTH.

8. BeiOepute myHKT MumepakmusHvle 21emenmoi. [IpocMOTpUTe TapaMeTpbl HACTPOUKH IS TJaH-
HOro nmyHkTa. Ha Tpex Bkiajgkax pa3MelieHbl HaCTPOMKU OJOKHMPOBKU BCEX AJIEMEHTOB, KOTOPbIE MO-
I'YyT HaXxOIHWTbCS Ha MOCEIIaeMBbIX BeO—cTpaHMIAX WK B moure. HacTpoiite mapamerpsl Mo cBOeMy
YCMOTPEHHIO (PEKOMEHAYETCs Yallle UCI0Ib30BaTh HACTPOUKY 3anpoc).

9. Otkpoiite B Internet Explorer crpanuiyy www.mail.ru, mepeiaure no Kakoi-HUOYAb CCHUIKE
HOBOCTEM.

10. ITpocmotpute B Outpost Firewall cratuctuky mo coequHeHUsIM, a TaKKe CTAaTUCTHKY JIETCK-
TOpa aTax.

11. Beibepute nyHKT Pexiama. Bei30BUTE mapaMeTpsl AJs JaHHOTO MyHKTA. Y CTaHOBHUTE (DIIaXKOK
Ilokazams Kop3uHy 07151 peKaambl.

12. OTkpoiiTe CTApTOBYIO CTpaHHIy WWW.mail.ru ¥ MBIIIbIO TepeTauTh B Kopsuny ons pexna-
Mbl peKJIaMHble OaHHEPHI C 3TOI CTPaHUIIBL.

13. 3akpoiiTe cTpaHUIy U MONPoOYyHTE 3aHOBO €€ OTKPHITh. [IpoBepbTe, YTO MPOMCXOTUT C pe-
KJIAMHBIMU OaHHEpamH.

14. IlpocmoTpuTE BCE OCTABIINECS BKIAAKU IIapaMETPOB.

15. Beibepute nynkt Codeporcumoe. B HacTporKax 3TOTO MOAYJS MOXHO 3a/1aTh CITUCOK CIIOB,
KOTOpBIE MOTYT BCTpEuYaThCs Ha CTpPaHMLIE WJIM B aJpece CTPAaHHUIBI M KOTOpble OyIyT CIIyXXHUTb
Outpost—y CUTHAJIOM TOTO, YTO CTPAHUITY OTOOPaKATh 3aIPEIICHO.

16. Hacrpoiite mporpamMmmy Tak, uto0bl Outpost GIOKHMpPOBaJ BCE CTPAHUIIBI, B aJipece KOTOPBIX
npucyTcTByeT cioBo chat. [TonpoOyiiTe OTKpHITh CTpaHuIly www.chat.ru.

17. Beibepute nyHKT Quibmpayusi no4mossix 610diceHutl. B HaCTpoikax 3TOro MOAYIsl MOKHO
3aJ1aTh CIIMCOK TUIIOB (DaiiyioB, KOTOPHIE MOJIEkKAT NEPEUMEHOBAHUIO, a TaK e BKIIOYUThH BHIBOJ MH-
(hopMaMOHHOTO COOOIIEHUS O MOIy4YeHUH (PaiiIoB ONpeIeIEHHOTO THIIA.

18. 3amaiiTe BEIBOA MH(POPMAIIMOHHOTO COOOIICHUS I BeeX (haiiioB ¢ pacIIUpEeHUEM .Zip U Tie-
perMeHoBaHue (GailyioB ¢ PaCIIUPEHUEM .€Xe€.

19. IlokaxuTe pe3yapTaT IpenoaaBaTeio.

20. OTMeHHTE BCE CBOM HACTPOWKH U 3aKPOMTE BCE OTKPHITHIE IPUIIOKEHUS.

Jlumepamypa:

4. JleKuMOHHBIN MaTepua.
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http://www.yandex.ru/
http://www.mail.ru/
http://www.mail.ru/
http://www.chat.ru/

5. OcHoBBbI MHGOPMAITMOHHONW O€30MMaCHOCTH XO3SHUCTBEHHOU NEATEILHOCTH: y4eOHOE TO0CO-
6ue / N.II. Muxues; BO® ®I'bOY BIIO «Poccuiickas akaneMusi HApOJHOTO XO3SHUCTBA U
rocyaapcTBeHHOM ciyx0b1». — Bonrorpan: M3n-so BO ®I'bOY BIIO PAHXwuI'C, 2013. —
144 c.

6. IlnatonoB B. B. IIporpammHo-amnmapaTHbie CpencTBa 3amuThl HHGOpMaIuu: yaeOHuk. / M.
W3n. nentp "Axkanemus". 2014.

Tema 8. Tunosas crpykrypa 3amutsl or HCJI. Ynpasienue gocrynom.
Paccmampueaemvre eonpocur:
Tunosas cTpykrypa 3amuthl uHGopmanuu ot HCJI.
[Toacucrema ynpaBieHUs TOCTYTIOM.
[TocTpoenue MaTpuIlbl JOCTYIIA.
JlokyMeHTaIus oT/iena odecreyeHnss HHPOPMAIMOHHOMN 0€301MacHOCTH.
3adanus ona camocmoamenbHo20 8bINOIHEHUS:

1. PaccMoTpuTe TUIIOBYIO CTPYKTYpY 3auiuThl nHpopmarmu ot HC/I.

2. llpoxymaiite cTpykTypy 3anmuthl nHbopmaruu or HCJ mist mpou3BonbHOM (BBIMBIITICHHOMN )
OpraHu3alyu.

3. PaccMOTpuUTE MOJCUCTEMY YIIPABIEHUS TOCTYIIOM JIJIsl STOM OpraHu3alyu.

4. CocTaBbTe TIEpEUCHb 3aAIIUIIAEMBIX HHPOPMAIIMOHHBIX PECYPCOB OPTaHHU3AIIHH.

5. IlocTpoiiTe MaTpuIly HOCTYIA JIJIsi JAHHOW OpraHu3alyu.

6. CocTaBbTe TOKYMEHT, ONPEACIAIOMNN IpaBUiIa JOCTYIa II0Jb30BaTENEeN K pecypcaM Mpu Io-
MOIIY JIMYHBIX UACHTU(DUKATOPOB U MapoJiel, IpaBUiia COCTABICHHMSI, CMEHBI U XpaHEHUs MapoJieH.

7. CoxpaHuTe BCe TOKYMEHTHI B CBOSH JIMYHOM Mamnke (M Ha CBOEH HUCKETe).

Jlumepamypa:

PN W

3. JlekunoHHBIN MaTepUal.

4. OcHoBbI UH(MOPMAITMOHHONW 0€30MMaCHOCTH XO3SWCTBEHHOM NEATEILHOCTH: y4eOHOE IOCO-
oue / W.II. Muxue; BO ®I'bOY BIIO «Poccwuiickas akaneMuss HApOJHOTO XO3SHUCTBA U
roCyJIapcTBEHHOM ciyk0b1». — Bonrorpan: U3n-so BO ®I'6OY BITIO PAHXuI'C, 2013. —
144 c.

UTOTOBBIA TECT IO KYPCY
«OcHOBBI HHPOPMALMOHHOW 0€30MACHOCTH XO03SIHCTBEHHOH 1eATeIbHOCTH»

DEeKTPOHHBINA TECT MpPeACTaBIsAET COOON 3aJaHus C BBIOOPOM TOJIBKO OJTHOTO MPaBUILHOTO OTBETA U3
npeuiokeHHbIX. Pesynprat mporpamma Unitest BHIBOJUT B ITPOIICHTAX.

1. Kpunrorpadgus 3to

A) Hayka 0 MeTojax NpeoOpa3oBaHMs JAHHBIX, HAPABICHHBIX Ha TO, YTOOBI CENaTh TH JAHHBIE
0ecroJIe3HbIMU JIJIs1 HECAaHKIIHOHUPOBAHHBIX JIUI]

B) Hayka o meTomax u crmoco06ax pacKkpbITUs MU(POB

C) COBOKYMHOCTh METOJIOB, CKPBIBAIOIIMX (DaKT Mepetaun CEeKpeTHOW MH(OPMAIMH 32 OTKPBHITOW MH-
dbopmarueit

D) coBOKYIMHOCTH METOJIOB, 00ECIIEUMBAIOIINX A0COMIOTHYIO HAJSKHOCTh KaHaja Mepeladyn JaHHbBIX
OT TepexBara

E) nayka o MeTonax co3anus uudpoBoil moamucu

2. Kakas u3 ciie1yl0IuX KPUNTOAHAJIUTHYECKUX ATAK CYUTAETCSl HanboJiee ONMacHoii?

A) Ip¥ HAIMYWH TOJIBKO OJHOTO 3amu(poBaHHOTO hparMeHTa

B) npu Hanuuuu Oosnpiioro Habopa 3auMppPOBaHHBIX (HPArMEHTOB

C) npu Hanmuuuu ¢pparMeHTa OTKPHITOTO TEKCTa U COOTBETCTBYIOIIETO €My KPUIITOTEKCTa

D) npu uzBecTHOM MeTo/I€ MU POBAHUS

E) mpu Bo3MOXxHOCTH BbIOOpa J1I0OOrO OTKPBITOIO TEKCTAa M IMOJYYEHHUU COOTBETCTBYIOILETO €My
KPHUIITOTEKCTA
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3. CKOJBbKO pa3jiMYHbIX KJI04Yeill B cucreme Lle3apsi npu Mcnoib30BaHUHU MOJHOIO PYCCKOI0 aJI-

dpaBura?

A) 16 D) 256
B) 33 E) 1024
C) 66

4. Yto AABJSIETCHA KJIKYOM B Kpunrocucreme Buxxenepa?

A) moboe 1poOHOE YHCITO

B) BenmnunHa casura ucxoaHoro angaBuTta

C) nepecTaBieHHBIN anaBUT

D) cnyuaiinas mocne10BaTeNbHOCTh OYKB, paBHAsl TMHE COOOIICHHUS
E) moboe cnoBo

5. Kakasi u3 nepe4ucjJeHHbIX KPUNITOCHCTEM SIBJISAETCH CUCTEMOM € OTKPBITHIM KJIKYOM?
A) DES D) I'OCT 28147

B) RSA E) Le3zaps

C) DHurma

6. Moskno Jin B nporpamme PGP Bocnosib30BaThesl 4y’KMM OTKPBITHIM KJIKYO0M I pacmugpo-
BaHus MHpopManuu.

A) na

B) mer

C) na, eciu U3BECTEH TOT NApOJIb

D) na, ecnu mosib30BaTeNb AaCT MpaBa Ha pacMPpPOBKY ero HHGOPMAITUU U COOOIIUT CBOM IMapOJIh

E) na, ecnmu nmepeOpath Bce KIIIOYU

7. Kak pacKpbIBalOTCsl KpUNITOCHCTEMBI 0HOAT(paBUTHOM 3aMeHbI?
A) TaKkue cuCTeMBbl PaCKPHITh HENIb3s

B) nonusrii mepedop kitoueit

C) aHanm3 4acTOT BCTpEUAEMbIX OYKB

D) nmepebop cooOrmieHumii

E) nepecranoBKku OYKB KpHUIITOTEKCTA

8. Kpunroanauius 31o

A) Hayka 0 MeToax MpeoOpa3oBaHMs JaHHBIX, HANPABJICHHBIX HA TO, YTOOBI CIENATh 3TH JaHHbIC
Oecroe3HbIMU 1J1 HECAaHKIMOHUPOBAHHBIX JIUI]

B) Hayka o MeTtonax u coco0ax pacKkpsITus IuppoB

C) COBOKYMHOCTh METOJIOB, CKPBIBAIOIIUX (PaKT Mepeaayu CeKpeTHOM nHpOopMaluu 3a OTKPHITON HH-
bopmanueit

D) coBOKYIHOCTh METOJI0B, OOECIEUNBAIOIINX a0COMIOTHYIO HA/IeKHOCTh KaHalla Mepeiaydl JaHHbIX
OT TiepexBara

E) mayka o Metogax cosznanusi iuppOBOU MOATHCH

9. YUto siBJsieTcsl KJIIOY0M B Kpunrocucreme Lezaps?
A) mroboe croBo

B) mo60e uncino

C) BenmuunHa cABUTA UCXOIHOTO andaBura

D) nepecraBneHHsIif andaBuT

E) cnyuaiinas nocne1oBaTeIbHOCTh CHMBOJIOB

10. KakoBa nniuna kiarwo4a B cranaapre mmdposanus 'OCT 28147?

A) 256 our D) 1024 6ur
B) 64 6ur E) 2048 6ut
C) 56 6ut
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11. Ha c/10KHOCTH pelieHHs1 KaKoil MaTeMaTH4YecKO# 3aa4i OCHOBaHa cuctemMa RSA?
A) KOZIbI UCTIPABIISIONINE OITHOKH

B) nuckpetHslii torapugm

C) 3amaua “o prok3ake”

D) pa3znoxxenue OONBIIMX YUCET HA TPOCTHIE MHOKUTEIH

E) cnoxxenue mo Mozyito 1Ba

12. Kpunrtorpaduveckuii mpoTOKOJ 3TO

A) meTon mmudpoBaHUS TaHHBIX

B) meTon kxpunToaHanusa JaHHBIX

C) meToj nepexBaTa JaHHBIX

D) anroputm obOmeHa mHpoOpMaIei MexIy pazIMuHBIMUA YYaCTHHKAMHU HPU CEKPTEHOM mepenade
JAHHBIX

E) ocobas kxpunrtocucrema

13. Kpunrocucrema «OnHopa3oBblii 0J10KHOT» 3TO:
A) mepecTaHOBOYHAsI CHCTEMA

B) ognoandaBuTHas cuctema npocToil 3aMeHsbl

C) mHOTOaN(haBUTHAS CUCTEMA

D) cucrema ¢ OTKpBITBIM KJIFOYOM

E) Takoii cucTemMbI HE CyIIECTBYET

14. Kakoii mapoJb Han0oJ1ee HaexKeH?

A) @amunus noib30BaTENS

B) ®pa3za u3 kauru

C) cnyyaiiHast OCIE€OBATEIBHOCTD LTU(D

D) ciyuaiinas mocienoBaTeIbHOCTh OYKB

E) cnyuaiiHas mocienoBaTeIbHOCTh MPOU3BOJIBHBIX CHMBOJIOB

15. KakoBa nninHa kiaw4a B cucreme mugposanus DES?

A) 256 our D) 1024 6ut
B) 64 6ur E) 512 6ur
C) 2048 our

16. Kpunrorekcr 310

A) TEKCT HCXOAHOTO COOOIICHHUS

B) Tekct 3ammdpoBaHHOTO COOOIICHHS

C) napounb

D) TekcT, moydeHHBIH MPU KPUIITOAHATIN3E
E) xmrou

17. Taiinonucek (cTeranorpagusi) 3To

A) Hayka 0 MeTojax NpeoOpa3oBaHMs JAHHBIX, HAPABICHHBIX Ha TO, YTOOBI CAENaTh 3TH JAHHBIE
0ecroJIe3HBIMU /ISl HECAaHKIIHOHUPOBAHHBIX JIUI]

B) Hayka o meTomax u crmoco6ax pacKkpbITUs MU(POB

C) COBOKYMHOCTh METOJIOB, CKPBIBAIOIIMX (DaKT Mepetaun CEeKpeTHONH MH(OPMAIMH 32 OTKPBHITOW MH-
dbopmarueit

D) coBOKYIMHOCTh METOJIOB, 00ECHIEUMBAIOIINX A0COMIOTHYIO HAJSKHOCTh KaHaja Mepeladyn JaHHBIX
OT TepexBara

E) Hayka o MeTonax cosznanus uGpoBOil MOAIICH

18. Yto no3poJsier onpeaeauTh Meroa Kasucku npu Kkpunroanaanse cucrembl Bu:kenepa?
A) mapoin
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B) oTKpBITHIN TEKCT

C) meron mmppoBaHUs

D) nnuny naponst

E) nnuHy OTKpBITOrO TEKCTA

19. Kakasi kpunrocucreMa odecrieynBaeT a0COMIOTHYIO HAEKHOCTh 3AIIUTHI PH NPABUJIBHOM
ee HCI0/b30BaHUH?

A) DES D) OnHopazoBblii 6I0KHOT
B) RSA E) Bmxkenepa
C)TOCT 28147

20. O0ecnieunBaeT JM NapoJib Ha BXoa B Windows HajlesKHY10 32Ty KOMIIbIoTepa?
A) na

B) et

C) npu ymne napodst 6onee 10 cuMBosioB

D) npu cniyqaitHoMm maposie

E) npu perynspHoi cMeHe napoJs

21. Mo:xHo Ju B nporpamMme PGP Bocnosib30BaThesl 4y:KHM OTKPBITHIM KJIIOYOM /IS paciuu (-
poBaHusi uHGoOpMaLHH.

A) na

B) mer

C) na, eciu U3BECTEH TOT NApOJIb

D) na, ecnu mosib30BaTeNb AaCT MpaBa Ha pacMPpPOBKY ero HHGHOPMAITUU U COOOIIUT CBOU IMapOJIh

E) na, ecnmu nmepeOpath Bce KIIIOYU

22. Kak pacKkpbIBalOTC KPUITOCHCTEMbI OJHOAI(PABUTHOMN 3aMeHbI?
A) TaKkue cuCTeMBbl PaCKPHITh HENIb3s

B) nonusrii mepedop kitoueit

C) aHanm3 4acTOT BCTpEUAEMbIX OYKB

D) nmepebop cooOrmieHumii

E) nepecranoBKu OYKB KpHUIITOTEKCTA

23. Kpunroanajau3s 3To

A) Hayka 0 MeToax MpeoOpa3oBaHMs JaHHBIX, HANPABJICHHBIX HA TO, YTOOBI CIENATh 3TH JaHHbIC
Oecrone3HbIMU 1J1 HECAaHKIMOHUPOBAHHBIX JIUI]

B) Hayka o MeTtonax u coco0ax pacKkpsITus IuppoB

C) COBOKYMHOCTh METOJIOB, CKPBIBAIOIIUX (PaKT Mepeaayu CeKpeTHON nH(OpMaluu 3a OTKPHITONH HH-
bopmanueit

D) coBOKYyIHOCTh METOJ0B, OOECIEUNBAIOIINX A0COMIOTHYIO HA/IEKHOCTh KaHalla Mepeiavdl JaHHbIX
OT TiepexBara

E) mayka o Mmerogax cosznanusi iupOBOM MOATHCH

24. Yto siBasieTcsi KJI040M B Kpunrocucreme Lezaps?
A) nroboe croBo

B) mo60e uncino

C) BenmuuMHa CIBUTA UCXOHOTO andaBura

D) nepecraBneHHsbIit andaBuT

E) cnyuaiinas nocnenoBaTeIbHOCTh CUMBOJIOB

25. KakoBa jummHa kiao4a B crangapre mmmpposanusa 'OCT 28147?

A) 256 our D) 1024 6ur
B) 64 6ur E) 2048 6ut
C) 56 6ut
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26. Ha cy10:KHOCTH pelieHHsI KAKOH MaTeMaTH4ecKoil 3a1a4u ocHoBaHa cuctema RSA?
A) KOZIbI UCTIPABIISIONINE OITHOKH

B) nuckpetHslii torapugm

C) 3amaua “o prok3ake”

D) paznosxeHue 60IBIINUX YHUCET Ha TPOCTHIC MHOKUTEIH

E) cnoxxenue mo Mozyito 1Ba

27. Kpunrorpaguyeckuid mpoTOKOJI 3TO

A) meTon mmdpoBaHUS TAaHHBIX

B) meTon kxpunToaHanusa JaHHBIX

C) meToj nepexBaTa JaHHBIX

D) anroputm obOmeHa mHpoOpMaIei MexIy pazIMuHBIMUA YYaCTHHKAMHU HPU CEKPTEHOM mepenade
JAHHBIX

E) ocobas kxpunrtocucrema

27. Kpunrtocucrema «OaqHopa3oBblii 0JI0KHOT» 3TO:
A) mepecTaHOBOYHAsI CHCTEMA

B) ognoandaBuTHas cuctemMa mpocToil 3aMeHBbI

C) mHOTOaN(haBUTHAS CUCTEMA

D) cucrema ¢ OTKpBITBIM KJIFOYOM

E) Takoii cucTemMbI HE CyIIECTBYET

29. Kakoii napoJb HauboJ1ee HajiexKeH?

A) @amunus noib30BaTENS

B) ®pa3za u3 kauru

C) cnyyaiiHast OCIE€0BATEIBHOCTD UMD

D) ciyuaiinas mocienoBaTeaIbHOCTh OYKB

E) cnyuaiiHas mocienoBaTeIbHOCTh MPOU3BOJIBHBIX CHMBOJIOB

30. KakoBa JuimHa KJ04a B cucteme mupposanusa DES?

A) 256 our D) 1024 6ut
B) 64 6ur E) 512 6ur
C) 2048 our
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