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1. [lepevyeHb MIIaAHNUPYEMBbIX Pe3yJIbTATOB 00yUYE€HHUS 10 JUCHMUIIJIMHE, COOTHECEHHBIX €
IUIAHUPYEMBIMHU Pe3yJIbTATAMH OCBOCHHSI 00Pa30BaTeIbLHOI NMPOrpaMMbl

1.1. OcBanBaeMble KOMIIETEHIIUH

Hucrunnuaa b1.B./[B.14.02 IIpaBoBasi ungopmMaTuka o0ecrieunBacT OBJIAJICHUE CICTYIOIUMHI

KOMIICTCHIIUSMMU .
Kon
Kon Hanmenosanue Hanmenosanue 3Tana
9Tarna OCBOCHUS
KOMIIETEHI[UU KOMIIETEHI[UH OCBOEHHUS KOMIIETEHI[UU
KOMIIETEHI[UU
CnocoOGHOCTE CO3aBaTh U
MOJICPKUBATh OC30IIaCHBIC
YCIIOBHS KHU3HECITCIBHOCTH, Peanuzanus OCHOBHBIX MPUHIIUAIIOB U TOJI0KESHU
YK OC-8 B TOM UHUCIIE IPU YK OC-8.1 nH(OpMaLMOHHO 6€30I1aCHOCTH XO3SIUCTBEHHOM
BO3HMKHOBEHHUH JIESITEILHOCTH.
4pe3BbIYAWHBIX CUTYALUN U
BOEHHBIX KOH(JIMKTOB
Crioco0OeH 1eMOHCTPUPOBATh U
OpPMHPOBATH HETEPITUMOE Peanm3anus 0CHOBHBIX NPUHIUIIOB U noyoxeHuit b
vKOC-10 | ®opvup p YK 0C-10.1 prHI

OTHOIIEHHE K
KOPPYIIIOHHOMY TTOBEJICHHIO

XO3SIHCTBEHHOM €SI TEIbHOCTH.

1.2. Pe3yabTarhl 00y4eHUs

B pe3ynbrare 0CBOGHUS NUCIUILTUHBI Y CTYI€HTOB JJOJKHBI OBITH C(HOPMUPOBAHBIL:

TOM YHCJIe IPH BO3HUKHOBEHUU
Ype3BbIYAHBIX CUTYalluil 1 BOSHHBIX
KOH(JIMKTOB

OTD/TP Kon srana
(mpu HaaU4YuM npogCcTaHIapTa) TPYAOBbIE HIH 0CBOEHUS Pe3yabTarsl 00ydyeHus
npodeccuoHaIbHbIE TelicCTBUS KOMIEeTEeHINHU
Ha YpPOBHE 3HAHUU:
— Hcmone3yer Merombl W crmocoObl  obOecredeHus
MHPOPMAITMOHHON 0e30MacHOCTH B
npodeccnonansHo nmestenbHOCTH. UT B cucreme
Mep 3aIIUTHl HH()OPMAIIHH.
VK OC-8 — HopmarusHbie JIOKYMEHTBI o 3aluTe
CIOCOGHOCTh CO3ABATH 1 MOJIEPKHBATH UHQOPMALMU W OPTraHU3aIMs COOTBETCTBYIOIIMX
Oe30macHbIC YCIIOBUS KU3HEIEATEIHLHOCTH, B OTACIIOB B OPTaH3AIHAX.
y A ) .
VK OC-8.1 |Ha ypoBHE yMeHHii:

— CoBpeMeHHBIC METOJbI 3alIMThI MH()OpMAIUH OT
HECAaHKIIMOHUPOBAHHOT'O JIOCTYIIA.

— Ilpumenser  HOBble  HMH(MOPMALMOHHBIE U
TENIEKOMMYHHKAIIHOHHBIE ~ TEXHOJIOTHH; OCHOBHBIE
METOJIOB KpHUITOTrpaduu;

Ha yPOBHE HABBIKOB:

— MpOrpaMMHbBIE CPEACTBA 3alIUTHl HHGOPMALHH;
MPOTOKOJIBI 3aIMTHI HHPOPMALIUH.




Ha YpOBHE 3HAHUIL:

— Camo000yueHHE B COBPEMCHHBIX KOMITBIOTCPHBIX
cpelax;  BBISBISET  OMACHOCTH W YIPO3HI
WHPOPMAMOHHOKW  OE30TMacCHOCTH;  NPHUMEHEHHUE
OCHOBHBIX ~ METOJIOB M  INPOrpaMM  3allIUThI
nHGOPMAaIMH; WCIOIB30BaHHE METOJIOB M CIIOCO00B
obecrieueHnss WHPOPMAITMOHHOW 0€30macHOCTH €
UENbI0 MPEJOTBPALICHUS] HECAHKI[MOHUPOBAHHOTO
JOCTyNa, 3JIOYMBIIUICHHOW MOAM(GUKALNK  WIH

YK OC-10 yTparsl ciyxeOHOW uH(opmauuu; paboraer ¢
Crioco0eH IeMOHCTPHUPOBATH U COBPEMCHHBIMU METOJIAMH 3aIIUTHl HH(DOPMAIMHA OT
(I)OpMI/IpOBaTL HETCPIIUMOC OTHOMICHUC K HCCAaHKIMOHMPOBAHHOI'O AOCTYIIA.
KOpPYILIMOHHOMY HNOBEIEHUIO. Ha yPOBHE YMCHHII:
B cooTtBeTcTBUM C TPYJOBBIMH (DYHKIHSAMH — CaMoCTOATENEHO pENIaeT 3a[a4d  [PEJAMETHOM
00001IeHHOH TPY10BOH QyHKIMH 001acTH Ha MEPCOHATBHOM KOMITBIOTEPE C TIOMOIITHIO
«KoHcynbTHpOBaHME KIIMEHTOB 110 COCTABICHUIO YK OC-10.1 | HoBbix HH(OPMALHOHHBIX TEXHOJIOTHif u
(MHAHCOBOTO IUIaHA U (POPMHPOBAHMIO 1EJIEBOTO COBPEMEHHBIX HH(OPMAIIMOHHBIX CHCTEM; paboTaeT ¢
HMHBECTUIIMOHHOT'O HOpTCI)CJIH» IIPpOTpaMMHBIMHA CPECACTBAMU 3aTUTBI HHd)OpMaHHH.
[Ipodeccnonansroro cTanmapra «CreuamiucT mo Ha ypOBHE HABBIKOB:
(pMHAHCOBOMY KOHCYJILTHPOBAHHIO» (Y TBEpKICH — Bnapeer Kpunrorpaduieckoi u
Ipukasom Muntpyaa Poccun ot 09.03.2015 N creraHorpaduyecko  3amuTod  MH(pOpMaUMH;
167H) OCHOBHBIMH METOJAMM M CpPEACTBAMU  3allUTHI

uHpopmanuu. PaboTaer ¢ COBpEMEHHBIMUA METOIaMU
3amUThl  MHGOPMAIMM OT HECAHKIIMOHHPOBAHHOTO
pocryna.  CaMOCTOATENPHO — peliaeT  3a1adu
HpeIMETHON 00JIaCTH Ha MIEPCOHANIBLHOM KOMIIBIOTEpPE
C TIOMOIIBIO HOBBIX MH(OPMALIMOHHBIX TEXHOJIOTHI U
COBPEMEHHBIX MH()OPMALMOHHBIX CHCTEM; OCHOBHBIX
MeToIoB kKpuntorpaduu. PaboTaer ¢ mporpaMMHBIMU
CpencTBaMy 3alluThl  MHpopManuu. PaboraeT ¢
MPOTOKOJIAMH 3aIIUTHI HHpOpMALIUH.

3anonnsiomes moavko me pesyibmamul 00yYeHUs, KOmopble NIAHUPYEmcst CHOPMUPOBAMb 8 PAMKAX OUCYUNTUHBI
(m00ys). Omoenvhvie yposHu, He opmupyemole 8 OUCYuniune (Mooyie), Mo2ym He yKa3ol8amucsl.

2. O0bem U MecTO TUCHUILTHHBI B cTpykType OIT BO

VYuebnas qucuuiuinaa b1.B.J1B.14.02 «IIpaBoBas mH(pOpMaTHKa» OTHOCUTCS K TUCIUITIHHAM
Mo BBIOOPY BapWaTHBHOM dYacTW y4deOHOro IwiaHa (4acTh, ¢opMmupyemMas ydaCTHUKaAMHU
oOpa3oBaTenbHbIX OTHOIICHHH). Juctumimaa obumm oobeMom 108 vac n3ydaercs B TEUCHHUE OJHOTO
cemectpa. Ha ounoit popme oOydenus nucumiuiiHa uzydaercs B 4 cemectpe. OO0Imas Tpya0eMKOCTh
JTUCIUILINHBI B 3a4eTHBIX eauHuiax cocrapiser 3 3E (108 gac).

Jlis ycrienrtHoro OBNAJEHUS TUCHUIUIMHON CTYJEHTY HEOOXOAMMO HCIOIb30BaTh 3HAHUA U
HaBBIKH, MOJyYCHHbIE MM NPH M3YyYCHUM TAKUX IUCIHIUIMH, KaKk MareMaTHka, ¢usuka, b1.B.JIB.1.2
Jloruka, bl1.b.6.1 Maremaruka, bl.b.9 DOxonomuueckas Tteopus, bl1.b.36 HauumonansHas
0€301acHOCTb.

3HaHUs, TIONyYEHHbIE B XOJE€ U3YyUYEHHUS JTUCHUIUIMHBI «OCHOBBI HH(DOPMALIMOHHON
0€30MacCHOCTH XO3SUCTBEHHOW JACSITENPHOCTU» MOTYT OBITh TOJE3HBI MPH M3YYCHUH TaKHX
npodeccuoHabHBIX AucHuIunH, kKak bl.b.21 «byxranrepckuit yder u ananus», b1.5.30 «OcHOBBI
(MHAHCOBBIX BBIYUCICHUI.

[To ouHoit hopMe 00yUeHHS KOTHUECTBO aKaJEMHUUYECKUX YacOB, BBIJCICHHBIX HA KOHTAaKTHYIO
paboty ¢ mpernonaBaTeneM (MO BUAaM y4eOHBIX 3aHATHI) — 52 yac M Ha CaMOCTOSITENIbHYIO paboTy
oOy4Jaroruxcst — 56 yacoB. B cOOTBeTCTBUY ¢ yueOHBIM TUTAaHOM (POPMOI IPOMEKYTOUHOM aTTeCTAIIH
SIBJISIETCS 3a4ET C OLEHKOM.



3. Conep:xaHue ¥ CTPYKTYpa JMCHHUILIMHBI

3.1. CTrpykTypa IMCUHUILIHHBI

O0BbeM INCHAILUINHBI, Yac.
KonTtakTHas pa6ora
00yJaomXcs ¢ Popma
TeKylIero
Ne HaumeHoBaHHE TeM HpenojaBare/IeM o Buaam KOHTPOISI
n/n (pa3aenoB) Bceero yqeﬁm,lzx CPC | ycneBaemoctn®,
33/‘“”“33/ MPOMEKYTOYHOI
JIP aTTecTaluu
10| 50, | 0. | kcp )
JA0T* | 10T*
QOunasn hopma odyuenusn
4 cemecmp
Ionsatne wWHpOpPMALUHU, 3aIIKUTHI
Tema 1 nHbOpMad W WHQOPMAITMOHHOMN 12 ) ) 4 6 0
0e301MacHOCTH. OCHOBHEIE
COCTaBIISIONTHE.
3aKoHOAATETHLHBIN YpOBEHb
MHPOPMAIMOHHOKW  0€30TacHOCTH.
Tema 2 KommbrotepHbie MIPECTYIUICHUS. 12 2 - 4 6 (0]
OTBETCTBEHHOCTh 3a COBEpPIICHHE
KOMIIBIOTEPHBIX MPECTYIUICHUI.
Knaccudukanus arak. [lonsitme
Tema 3 YIPO3BI. Mopens yIpos. 12 5 ) 4 6 0
Pekomennmaruu 1o  00ECIIEYCHHUIO
nH(OpMaLMOHHOI 6e3011aCHOCTH.
OCHOBHBIC IOHATHS KPUITOTPAPHH.
Tena 4 JIBa COBpPCMCHHBIX HAIPABJICHUS B 12 ) ) 4 6 0
Kpunrorpaduu. Knaccuueckue
KPHUIITOCHCTEMEI.
Kpunrorpadus c OTKPBITHIM
kimodoM. Cuctemsl mmdpoBaHus,
Tema 5 He TpeOyromme Iepeaayn Kioda. 16 4 B 4 8 0
DNEeKTPOHHAS TIOJIITUCH.
Tema 6 OCHOBHBIE TEXHOJIOTHH [TOCTPOCHHS
samuieHdelx  MC.  MexceTeBble 12 2 - 4 6 0
JKpaHEI.
Tema 7 Texnonoruss VPN-cereit. 12 2 - 4 6 (0]
Tema 8 3amura undopmauuu B MurepHer.
Wudopmanmonnas Oe3omacHOCTh B 10 5 ) 5 6 0
YCIOBHSAX (DYHKIMOHUPOBAHHS B
Poccun r100abHBIX CeTeH.
Tema 9 TurmoBast cTpykTypa 3amuThl OT 10 ) ) ) 6 O.T
HCJI. YnpaBneHue 10CTyIOM.
TIpomesxyTouHas aTTecTalus 3ad. ¢ OIEeHKOM
Bcero: 108 20 32 56 33E

paboma (KP), konnoksuym (K), acce (3), pegpepam (P), oucnym (/]), 3a0anus (3) u op.

Tlpumeuanue: 4 — popmvl mexywezo konmponas ycnegaemocmu. onpoc (0O), mecmuposanue (T), koumpoavHas

CamocrositenpHas padota (CP) mo m3ydeHWIO MUCHUILIMHBI OCymecTBisieTcs ¢ mpuMmeHeHuem JIOT.

Hoctyn k IOT ocymecTBusieTcss KaXIbIM 00y4YaromnuMcs CaMOCTOSTENBHO € JII000TO yCTpoiicTBa Ha MopTae:
https://lms.ranepa.ru. Ilapons U JOrMH K JUYHOMY KaOMHETY/POQMIIIO/yYETHOW 3alucH NPEeNOCTaBIACTCS
00y4aroIeMycs IeKaHATOM.

3.2 Conepxxanue JMCHUUIIIHHBI (MOIYJISA)

Ne
n/n

HaumeHoBaHuUe TeM
(pa3neJioB)

Conep:xanue TeM (pa3aesioB)



https://lms.ranepa.ru/

n/n

HauMenoBaHmne TeM
(pa3neJioB)

Conep:xanue TeM (pa3aesioB)

Tema 1

WudopmannonHoe oOuiecTBO W IpaBo.
IIpenmer u METO/IbI MpaBOBOM
nHpopmaruku. Ilorstne wuHPOpMAaIUy,
3aIUTEI nHopMaHH u
nH(OPMAMOHHON 0€30ITaCHOCTH.

TTonsiTne nHpOpMAaIInH, 3aIIUTHI uHpOpMarI u
nHpoOpManMoOHHOW Oe3omacHocTH. Ha3Hauenwe © 3amadud B
chepe obecrneueHuss WHHOPMAMOHHONW OE30MACHOCTH Ha
YpOBHE TOCYJapCTBa, Ha YpPOBHE pPErHMOHA M HAa JIOKAIFHOM
ypoBHe. OCHOBHBIC TIOJOXKCHUS TEOpPUHA HWHPOPMALUOHHON
Oc3omacHocTH  MHGOpMANMOHHBIX  cucTeM.  OCHOBHBIE
COCTABIISIIONINE 00CCIICYCHUs] WHPOPMALIMOHHOW 0€30MacHOCTH
XO3SIUCTBEHHOU JESITEIbHOCTH.

Tema 2

TocynapcTBeHHAs uH(POPMALHOHHAS
MONUTHKA. 3aKOHOAATEIBHBIH YPOBCHBb
nH}popMannoHHOH Oe3zomnacHoCTH.
KomrbroTepHble OPECTYIUICHHS.
OTBETCTBEHHOCTh 32  COBEpLICHHE
KOMIBIOTEPHBIX [PECTYILICHHH.

BaxHOCTh  3aKOHOJATENHEHOTO
6e3omacHocTH. O030p POCCHICKOTO 3aKOHOJIATENbCTBA B
obnmactm  obOecrieueHUsT WUHGOPMAITMOHHONH  0E30MaCHOCTH.
JoxTpuna nHpopmanmmuoHHON Oe3omacHoctH P®, 3akonbl «O
TOCyAapCTBEHHOM TaliHey, «06 nHpOpMAaINH,
MH()OPMALMOHHBIX TEXHOJOTHAX M O 3al[uTe HHPOPMAIHN.
Jpyrue 3akoHBI W 3aKOHOJATENbHBIC akThl. KoHIenwms
nHdopmanmoHHoit Oe3omacHocTH. OCHOBHBIE HOPMaTHBHBIC
PYKOBOASAIIME JOKYMEHTBI, KacalollHecs TroCyJapCTBEHHOM
TallHBl W KOHQUACHIMAIBHOW WH(POPMAIMY, HOPMATHUBHO-
CIpaBOYHBIC TOKYMEHTH. HOpMaTHBHBIC aKThl aIMUHUCTPALIUN
Bourorpana B o6iactu nH(GopManmoHHO# 6e301macHOCTH.
Kommbrotepubie  mpectyruieHnsi.  OTBETCTBEHHOCTh 32
COBEpLICHHE KOMIBIOTEPHBIX MPECTYIUICHUH. YTOJNOBHAs U
aJIMUHUCTPATUBHASI OTBETCTBEHHOCTb.

ypoBHSI  MH(OpPMALMOHHOM

Tema 3

Texunosoruss paboTel B CIIPaBOYHO-
NpaBOBBIX cucreMax. Kiaccuduxarus
atak. [lonsrue yrpossl. Monens yrpos.
Pexomennaunn o o0ecIeueHuIo
nH(popMannOHHOH 6€30NaCHOCTH.

[onsitue aTaku Ha MH()OPMALMOHHYIO CUCTEMY.
Knaccudukanys aTax. Buaest NIPOTUBHHUKOB wi
“Hapymurenedi”’, ux kinaccupukaums. Kanamel  yredkn
uHpopManum: BHU3YaJIbHO-ONTUYECKHUI, aKyCTUYECKHUH,
SNEKTPOMArHUTHBI U MaTepualbHO-BellecTBeHHbIN. [loHsaTHE
yrpo3sl. Mcrounnku yrpo3 u ux kinaccuduxanus. [Toctpoenue
Moaenu  yrpo3 opranusaumu. llpumepsl.  PykoBopsiiue
nokyMmeHThl ['octexkomuccun Poccum (DenepanpHas ciayxoOa
MO TEXHUYECKOMY H 3KCHOPTHOMY KOHTpOIIIO) IO 3aIUTE OT
HECAaHKIINOHUPOBAHHOTO JOCTyHa K uH(popmanum.
CrneunanpHble TpeOOBaHUS M pekoMeHmanuu. HWHCTpykms
CTP-K. Pexomenmaiuu 10 3amure KOH(UICHIMAIbHOU
nHpOpMaLH. Knaccst 3aLIUIEHHOCTU CPEICTB
BBIUUCIIUTEIPHON TEXHUKU U aBTOMATU3MPOBAHHBIX CHCTEM IO
pykoBoasmuM  JgokymeHTaM — ['ocrexxomuccuun — Poccum.
[Nokazarenu 3amuiieHHoctd. Cucrema 3amuThl MHGOPMALUH
0T HECAaHKIIMOHMPOBAHHOIO AOCTyna. PekoMeHyeMble Mephl 10
o0ecIeueHNIO 3anThl HH(YOPMAIUH B IPOLIECCE KCIITyaTalun

WHPOPMAIIMOHHOW  CHUCTeMBI.  PaspemmrenpHas  cUCTeMa
JIoTycka. PexomeHmanuu 1o TwiaHy J0paboTKH OOBEKTOB
nHPOPMATH3AINN Ha COOTBETCTBUE TpeOOBaHUAM

pyKoBoAsIINX TOKyMeHTOB ['ocTrexkomuccuun Poccun.




n/n

HauMenoBaHmne TeM
(pa3neJioB)

Conep:xanue TeM (pa3aesioB)

Tema 4

HNudbopmanmonHast 0e30MacHOCTb.
OcHOBHBIE TOHATHUS Kpuntorpaduu. J[Ba
COBPEMEHHBIX HAIpPaBICHUS B
KpUTnTOorpagum. Kiraccnaeckue
KPUIITOCHCTEMEI.

Hctopuueckass crpaBka. Bo3MoxHbIe HampaBieHUS pPELICHUS
3a71a9u  oOecreueHusl Tepefadd CEeKPeTHOH HH(OpMaIHi.
Creranorpaduss m kpurnrorpadusi. BaxHocTs kpuntorpadun
npu  pemieHuW  3amad  obecrniedeHuss  WHOOPMAIMOHHON
0C30MaCHOCTH XO3SHCTBEHHOW JEATEIILHOCTH W COXPaHCHUS
KoHpuIeHIHanpHO  uHpopmanuu. OCHOBHBIC  MOHSATHUS
kpunrorpaduu. IToHsATHE KPUNITOCUCTEMBI, KIlto4a. Bo3MokHbIE
aTakh HA  KPUOTOCHUCTEMBI, TOHATHE  KPHIITOAHAIIN3A.
HagexHocTh KpunTOCUCTEMBI. JIBa OCHOBHBIX HAMpPABICHHS B
coBpeMeHHOM Kpunrorpaduu. Kiaccumueckue KpUNTOCHCTEMBI.
OnHoandaBuTHbIE W MHOTOan(paBUTHBIE KPUITOCHCTEMBI.
Cucrtemsl 1le3zaps u Bmxkenepa. Bo3MOXKHOCTH KpHINITOAHATN3a
MHOTOanN(aBUTHBIX cHCTeM. PackpbiTne cucteMsl Brkenepa.
HagexHocTh MHOT0aJI(aBUTHBIX CHCTEM.
DnexTpoMexaHrndeckne Mu(poBaIbHbIE MAUHBL. AOCOITIOTHO
HajeKHAas KPUIITOCHCTEMA! “OaHOpa3oBbIii 0J0KHOT”.
B03MOXXHOCTh HCHOJIB30BAHUS TAaKUX CHCTEM HAa TMPAaKTHKE.
Crangaptel mm¢ppoBanus jgaHHbIX. Kpunrocucrema DES.
Poccuiickuit  cranmapr mmdposanus ['OCT  28147-89.
IIpobnema BbIOOpa HANCIKHOW KPHUIITOCUCTEMBI IS 3AIIHUTHI
CBOMX JaHHBIX. [IepCHEKTHBBI pPa3BUTUS KPHUIITOAHAIH3A.
IIpobaema moHOTO TIEpebopa BCeX KITIOUEH.

Tema 5

ONEKTPOHHBIM  JOKYMEHTOOOOpOT U
aNIeKTpOHHAs nmoanuck. Kpunrorpadus c
OTKPBITHIM KITFOUOM. Cucrembl
mudpoBaHus, HE TpeOylonIue mNepenavn
KJIFO4Ya. DJIEKTPOHHAS MOMHUCH.

Cucrembl mmdpoBaHus, He TpeOyromue Tepenadnd KIroda.
IIpoGnemMbpl  WCMONB30BaHUSA  TaKMX  CHUCTEM.  [IpOTOKOI
WCTIONB30BaHUs  cucTeMbl  «OXHOpa3OBBI  OMOKHOTY», HE
TpeOyIONIHNil MepBOHAYAIHLHOTO OOMEHA CEKPETHBIMHU KITFOYaMH.
Kpunrorpadgus ¢ oTKpeITEIM KITFOYOM. [IOHSATHE OTKPBITOTO H
cekpeTHOro kioda. IlpaBuia ux ucronb3oBaHus. [TpuHIMIBL
MOCTPOCHHSI KPUITOCUCTEM C OTKPBITHIM KJIFO4OM. V3BecTHbIE
KPHUIITOCHUCTEMBI C OTKPBITBIM KIIOYOM M HMX QJITOPUTMBL.
Cucrema RSA. Jlnuna kiaroya B KpUNTOrpaduu C OTKPHITHIM
KodoM.  OngHOCTOpOHHSAS — (QYHKUMS, BO3MOXHOCTH €€
UCIIONIb30BaHMs. ODJIEKTPOHHAs TOANNCH M NPUHLIMIBL  €e
IPUMEHEHUS.

Tema 6

Hurepuer B IOPUINYECKON
nesteabHOCTH. OCHOBHBIC TEXHOJIOTHH
IIOCTPOEHUS 3alUIICHHBIX HcC.
MexceTeBble SKpaHBI.

OCHOBHBIE TEXHOJIOTUM TIOCTpOCHUs 3amiuineHHbix UC.
Ilonsatue w™excereBoro »dkpana. IlpaBuwia GWIbTpalUU |
OPUHIUNE X TpuMeHeHus. [laketHeie GuipTpel. [lonutuka
ceTeBoil Oc3omacHocTH. [lonuTHKa peanu3aliu MEXKCETEBBIX
9KpaHOB. ODYHKIMOHAIBHBIE TPEOOBAHHUS K MEKCETEBBIM
9KpaHaM ® uX KOMMOHeHThl. IIIm03bI  ceaHCOBOro
npukianHoro yposHs. HoBeie ¢yHKImu OpanaMayspoB. Cxembl
OpraHU3aI[MA MEKCETEBBIX SKpaHOB. OCOOCHHOCTH Pa3IMYHBIX
CXeM peanu3alny, HUX [PEUMYIIECTBA W HEIOCTATKH.
IIpoGseMBl,  CBSI3aHHBIE C  MEXKCETCBBIMH  JKpaHAMH.
TpebGoBaHUs K MEKCETCBBIM dKpaHAM

Tema 7

Texuomorus VPN-cereii.

TexHonorus OOBEOMHEHUS JIOKAJIBHBIX CETEH W OTHEIBHBIX
KOMITBIOTEPOB 4epe3 OTKPBHITYI0 BHELIHIOIO Cpeay INepenadu
JMAHHBIX B CIUHYI BHPTYallbHYIO CETh, OOCCIICUYHBAIOIIYIO
3amuUTy WHGOPMAIMOHHBIX MOTOKOB WM TexHojorus VPN-
cereil. Ocobennoctt VPN. Tynnens VPN. TyHHenupoBanue n
ero ocobenHoctn. OcHOBHBIE pazHOBUIHOCTH VPN-ycrpoiicTB
Mo TexHuuyeckod peanmuzanuu. Pomu  VPN-ycrpoiicts.
Bapuantsel noctpoenus 3amuineHHbIX kKaHaioB VPN. Yrpossl
ISt VPN. BapuanTtsr 3aIUAIIEHHBIX COETMHEHUH.
Kinaccugpukanus VPN-cereii. Copmemenne VPN-TexHONIOTHIA 1
MesxcereBoro 3kpana. Hepocratku VPN.




Ne HanmeHoBaHue TeM

Copnep:xanue TeM (pa3neioB
n/n (pa3nesioB) Aep (pasn )

3ammra wHpopMmanuu B MaTepHET. | [Ipobnema obecriedeHnss MHPOPMAIMOHHON O€30TIACHOCTH MPH
Nudopmammonnas  6e3omacHOCTh B | pabore ¢ TiiobambHOU ceThio MuTepHeT. MHDOpMannoHHast
ycnoBusix GyHKUHOHMpOBaHHs B Poccun | 6e30macHOCTh B yCJOBHsIX (YyHKIMOHHUpOBaHHsS B Poccum
TJI00ATTBHBIX CETEH. rIo0abHBIX CceTei. Yka3 mpesuaeHta PO «O wmepax 1o
obecrieycHHI0O WH(POPMANMOHHOW Oe3omacHocTH Poccuiickon
Gdenepanun B chepe MEKAYHAPOAHOTO HMHPOPMAILMOHHOTO
obmeHa». YTpo3sl nHpopManroHHOH Ge301acHOCTH IpU padoTte
¢ UnutepHer. Bupychl, HCHOMHICMBIC MOJYJIH, BCIUIBIBAIOIINE
OKHa M pekiama. Vcroyib30BaHHE aHTUBUPYCHBIX MPOrPaMM U
MEKCETEeBBIX AKpaHOB IpH padore ¢ MHtepreT. [Iporpammubie
cpencTaa MIPOBEPKH Tpaduka u 6opBHOBI c
HECaHKIIMOHUPOBAHHBIM UCIIOJIb30BaHHEM pecypcoB
MHPOPMAIMOHHON CUCTEMEI.

Tema 8

TunoBas crpykrypa 3amutel or HC/. | Apxurekrypa TUIOBOM CUCTEMBI 3aILUTHL oT
VYnpaBneHue JOCTYIIOM. HECAaHKIIMOHUPOBaHHOTO  Joctyna.  Mnenrtudukanmus  u
ayreHtudukamusa. [laponbHas ayrentudukanms. I[Ipasnia
npuMeHeHnus —mapoiieli.  OpHopazoBele  maponu.  Cepsep
ayreatudukanuu. Ilogcuerema  ympaBieHHS — AOCTYIIOM,
MOJCHCTEMa pPETUCTPAlMM W yd4eTa. [IpHHIMIBI KOHTPOJISA
noctyna. Marpuna goctymna u cCnucku goctymna. [IponsBonbHoe
U TIPUHYIUTEIBHOE YIpaBleHHE H0CTyrmoM. OrpaHHYUBAIOMINI
naTepdeiic. PoneBoe ympamienwe mocrynom. Crathdeckoe H
Tema 9 IMHAMUYECKOE pacnpeneneHue poJiei. IToxncucrema
obecrieueHns nenoctHocTH. Kpunrorpaduyeckas nmoncucrema.
[IporpammHo-annapaTHele CpeACTBa 3alUThl MH(GOPMAIMU OT
HCJH. YcrpoiictBa BBOAAa HMIACHTH()UKALMOHHBIX IIPH3HAKOB.
Knaccudukanus ycTpoiicTB BBOJa  HACHTH(UKAIMOHHBIX
NPU3HAKOB. Bruomerprueckne yCTpOHCTBA BBOJIA
WACHTU(QUKAIMOHHBIX TMPU3HAKOB W WX KJIACCH(PHUKAIHSL.
[IpeumymiectBa W HEOOCTATKH WX  HCIIOJIB30BAHHUS.
KoMOuHMpOBaHHBIE YCTPOWCTBA. DIEKTPOHHBIC 3aMKH.

Ha camocrosarensayto paboty cryaeHtoB no mucuumuimae b1.B.JIB.14.02 «IIpaBoBas
HH(OPMATUKA) BEIHOCITCS CIEIYIOLIUE TEMBI:

OuHast 3aouHas

Ne ni/m Tema Bonpocsl, BbiHoOcuMble HA CPC
¢opma ¢opma
1 2 3 4 5
1. HNudopmanmonHoe [Tonsatne wHpOpMaNUK, 3aIMUATBI WHPOPMAIUU H
o01ecTBo u mpaBo. | uHpOpMAIMOHHON Oc3omacHocTH. HasHauenue w
[penmer u MeTOABI | 3amaun B cdepe oOecrieueHus UHPOPMAIIMOHHON
MpaBoOBOW  WH(POPMATUKHU. | OE30MACHOCTH HAa YPOBHE TOCYJapCTBa, Ha YpPOBHE 0 0
IMousitue uHpopMaIluy, | peruoHa W Ha JIOKaJbHOM ypoBHe. (OCHOBHbBIE
3amuThl  MHPOPMAIMK U | MOJIOXKEHUS] Teopuu UH()OPMAIUOHHON Ge30MacHOCTH
nH(pOpPMAIMOHHO K UH(POPMAIMOHHBIX CUCTEM.
6€30IacHOCTH.
2. O030p POCCHHCKOTO 3aKOHOJATENBCTBA B 00OJACTH
T'ocynapersentas obecrieyenusi  MHGOPMALMOHHOH  GE30MACHOCTH.
HHOpMALNOHHAs JoxtpuHa wuHOPMALMOHHON Ge3omacHocTH —P®d,
TOJIUTHKA. . 3akoHsl  «O  TOCymapcTBeHHOH  TaitHe»,  «OO
3aKOHOMATENBHBIH  YPOBEHb | ydyopvarmm, HH(OPMALMOHHBIX TEXHOJOTHAX H O
HH(OPMALMOHHOH 3ammre  uHpopMarmuy. OCHOBHBIE HOPMATHBHBIC
GesomacHocTH. PYKOBOIAIIHE JIOKYMEHTEI, Kacaromnmecs 10) 10)
Kommnprorepbie TOCYIapCTBCHHOM TaWHBI ¥  KOH(MUICHIUATHLHOU
IpCCTYIICHHL. uHdopmanmu. HopMmaTHBHBIE aKThl aIMHHUCTPAIMU
OTBETCTBEHHOCTS 338 | Bonrorpana B obnactu nHpopMannoOHHOK
COBCPLICHHC 0€3011acCHOCTH.
KOMITBIOTEPHBIX
MpeCTyIICHUH.




Texuosoruss ~ paboTBl B
CIPaBOYHO-IPABOBBIX

IlonsTne artaku Ha I/IH(i)OpMaIII/IOHHy}O CUCTEMY.
Knaccmbnxaum{ aTak. BI/I[[LI MPOTUBHUKOB WA

cucremax. Krnaccubpukamus | “HapymuTeneit”’, ux xinaccudpukamms. Kanansr yredkn
atak. llomsTHe  yrpo3sl. | mHMOpPMAIWK: BU3yaJbHO-ONTHUYECKHUH, aKyCTHIECKHUI,
Mognenb YIpo3. | 2JIEGKTPOMarHWTHBIH W MaTepHATbHO-BEIIECTBEHHBIH.
Pexomenpanun no | Ilonatue  yrpo3el. HMcrouHuku yrpo3 H  HX
obecreueHHIo knaccupukamusa.  [loctpoeHme  Monenmu  yrpo3
nHPOPMATMOHHON opranmzarun. [Ipumepsr. CriertnansHble TpeOOBaHUS U
0€3011aCHOCTH. pexomenaanu. [lokasarenu 3amumenHoctd. Cucrema
3allUThI l/IH(l)OpMaLII/II/I OT HCCAHKIIMOHHUPOBAHHOTO
JnocTyna. Pekomenayemble Mepbl 1O 00eCredeHHIO
3amuThl MHQOpMalMK B IpolLecce AKCILTyaTaluu
nHpopMaMOHHOK CHUCTEMBI. PaspemurensHas
CHCTEMa JIOITyCKa.
HNudbopmanmonHast Creranorpaduss u  kpunrorpadus.  BaxkHocTb
Oe3omacHOCTh.  OCHOBHBIC | KpHUNITOTpaduH TPU PEIIEHWH 3a7ad  00ecTeUeHHs
TTOHSITHS kpunTorpadun. | ”HQOPMAIIMOHHOW  OE30MACHOCTH  XO3SMCTBEHHOM
Ba COBPEMEHHBIX | JEATENIFHOCTH W COXpaHEHUS KOH(HUICHIMAIbHOMN
HaIpaBJICHUS B | uHpopmarmu. OCHOBHBIE TOHATHS KpUNTOTpaduu.
Kpunrorpadun. [TonATHE KPUIITOCHUCTEMBI, KIIf04a. BO3MOXKHBIE aTaku
Kraccuueckne Ha  KPHUITOCHCTEMBI, HOHITHE  KPHUNTOAHAIM3A.
KPHIITOCHCTEMBI. HanexxHocTh  KpunTocucTeMbl.  J[Ba  OCHOBHBIX
HampaBJeHUs] B  COBPEMEHHOH  KpunrorpaduH.
OpHoandaBuTHbIC u MHOT0aJI(paBUTHBIC
kpuntocuctembl. Cucrembl I[lezaps u Bukenepa.
Bo3moxxHOCTH KpUIITOaHAJIN3a MHOFOB,JI(baBI/ITHI)IX
cucreM. PackpriTre cucrtemsl Biokerepa. HagesxxHOCT
MHOTOaT(aBUTHBIX CHCTEM. AOCONIOTHO HaleKHAs
KpUIITOCHCTEMA! “OngHOpa3oBbIil OIIOKHOT”.
Kpunrtocucrema DES.
DONEKTPOHHBIN CucteMbl mH(pOBaHUs, HE TpeOyIONIue Tepenadn
JIOKYMEHTO000pOT u | xmoya.  IIpoTrokonm — HMCIONB30BaHMS  CHCTEMBI
JJICKTPOHHAs noanuck. | «OnHOPa3oBBII OJIOKHOTY, HE TpeOyromuii
Kpunrorpadust ¢ OTKpBITEIM | IEpBOHAYANEHOTO OOMEHa CEKPETHBIMH KIIIOYaMH.
KIIFOYOM. Cuctemsl | Kpunrorpagus ¢ oTkpeiThIM  KitouoM. [lonHsATue
mnppoBaHus, HE | OTKPBITOr0O M  CEeKpeTHoro imouva. [IpuHIMIBI
TpeOyroue neperayy | MOCTPOCHHUS KPHUITOCHCTEM C OTKPBITHIM KITFOUOM.
KITI0Ya. OnexTpoHHas | V3BeCTHBIE KPUNTOCHUCTEMBI C OTKPBITHIM KIIFOUOM H
TTOJIIIHICE. nx amroputmbl. Cucrema RSA. [Inmna kmowa B

KpHITOorpaduu ¢ OTKpBITHIM K04oM. OJHOCTOPOHHSS
GyHKIMSA,  BO3MOXHOCTH €€  HCIOJB30BaHMS.
OneKTpoHHas HOANNCH U MPHUHIIMIIBI €€ TPHUMEHEHHUSL.

HNutepHer B 1OpHIMYECKON

nearenbHocTd.  OCHOBHEIE
TEXHOJIOTUHA MTOCTPOCHHUS
3aIIMIIEHHBIX ncC.

MesxceTeBbie OKpaHbI.

OCHOBHBIE TEXHOJIOTHH TOCTPOCHHS 3aIIHUIIEHHBIX
HUC. Tlomsatne wMexcereBoro dkpaHa. [IpaBuia
(GUIbTPaLMK ¥ TPUHLMIEI UX puMeHeHus. [lakeTHble
¢unbTpel.  IlomuTtnka — cereBOd  ©€301acHOCTH.
[MonuThka  peanu3allMd  MEXCETEBBIX  JKPaHOB.
OyHKIMOHANBHBIE  TPEeOOBaHUS K  MEXKCETEBBIM
9KpaHaM M UX KOMIOHeHTHl. IIInto3bl ceaHCOBOro u
MIPUKIIAJHOTO YPOBHSI. Hogeie ¢byHKIUH
Opanmmay’poB. CXeMBl OpraHW3aIllid MEXCETEBBIX
9KpaHoB. TpeboBaHMUs K MEKCETEBBIM YKpaHaM

Texuomorus VPN-cereii.

Texnonmoruss 0OBEIMHEHHS JIOKAIBHBIX CETEH U
OTZEIbHBIX KOMIIBIOTEPOB YEPE3 OTKPBITYIO BHELITHIOIO
cpeny Iepefayd [aHHBIX B €IUHYIO BUPTYalbHYIO
ceTh, 00ECHEeYMBAIOIMIYIO 3aMIUTy WH(POPMAIIMOHHBIX
moTokoB miu TexHojorus VPN-cereir. OcobGeHHOCTH
VPN. TyHHenupoBaHHE W €ro  OCOOCHHOCTH.
OcHoBHBIE  pasHOBUAHOCTH  VPN-ycrpoiicte  mo
TexHuyeckon peanusauuu. Pomu  VPN-yctpolicts.
BapuaHTsl NOCTpOEHUS 3allUIICHHBIX KaHaioB VPN.
Yrpozer g VPN. Knaccudpukaums VPN-cereid.
CosMmemienne  VPN-TeXHOIOTHI W MEXCETEBOTO
skpana. Henocratku VPN.
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8 3ammra uHQOpMaLMH B

Poccun rimo0anbpHbBIX CETEH.

[TpoGnema obecrieueHus nH}popMannoHHOH

Unteper. 0e3omacHOCTH TMpu paboTe C TI00aTBHOH CEThIO
HNudbopmanmonHast Wureprer. WudpopmanmonHas  06e30macHOCTh B
0€30MacHOCTh B YCJOBHSX | yCIOBUsIX (YHKIHMOHHpOBaHUs B Poccuu riobanbHbIX
(YHKITMOHUPOBAHHUS B | cereii. VYka3 mpesumeHta P® «O wmepax 1o

obecrieueHNI0 ~ MHPOPMALMOHHOW  0Oe30macHOCTH
Poccuiickoit @enepanmm B chepe MEKIyHAPOIHOTO
WHPOPMALINOHHOTO oOMeHay. Yrpo3st
nHpopManMOHHON Oe3omacHOCTH TpU  pabore ¢
WurepHer. Bupycsl, HCIIOJIHAEMBIE MOZYJIH,
BCIUIBIBAIOIIME OKHAa W pekinama. lcronb3oBaHue
AHTUBUPYCHBIX IPOrPaMM U MEXCETEBBIX YKPAHOB IIPU
pabore ¢ UutepHer. IIporpaMmHBIE CpencTBa
TIPOBEPKH Tpaduka u 60pBOBI c
HECaHKIIMOHNPOBAHHBIM HCIIOJIH30BAaHUEM PECYpPCOB
“H()OPMAMOHHONW CUCTEMBI.

9 TumnoBast CTpyKTypa 3aIiuThl
or HCJl. Vmpasienue
JIOCTYTIOM.

ApXuTeKTypa THUIOBOM CHCTEMBI  3allUTHl  OT
HECAaHKIIMOHUPOBAHHOTO AoCTymna. VneHTuuKamms u
ayreHTH(ukanus.  [lapompHas — ayTeHTHHUKAIWA.
IIpaBmia mnpumeHeHus naponei. OgHOpa3OBbIC
naponu. IlpuHnunsl koHTpons poctyma. Marpuna
JocTyla U CHUCKM jgocTtyna. IIpousBonbHoe H
MIPUHYIUTEIBHOE yhpaBlieHUe JIOCTYIIOM.
OrpannuuBaronmii nHTepgeiic. PoneBoe ynpasieHue
JIOCTYTIOM. Kpunrorpadugeckas HoJCUCTEMA.
IIporpammHoO-annapaTHbIe CpeacTBa 3aLUTHI
napopmanuu ot HCH. YcrpoiictBa BBOma mueHTH(D-

HCIIOJIb30BAHW. 9HCKTpOHHBIC 3aMKH.

HbIX IIPU3HAKOB. HpeI/IMyH.leCTBa U HCIOCTAaTKH HX

4. MaTtepuaJjbl TeKyLIero KOHTPOJIsl yCleBaeMOCTH 00y4aroIuXcst

4.1. ®opMbl M METOAbI TEKYIIEr0 KOHTPOJISI YCIIEBAEMOCTH U MPOMEKYTOYHOM aTTecTalun

B

xoge peamm3aunu auciuuiuiiasl - b1.B.JIB.14.02  «IIpaBoBasi uHdoOpMaTHKA»

HCIOJIB3YIOTCA CIICAYIOIUC MCTOABI TCKYIIECTO KOHTPOJIA YCIICBACMOCTH 06y‘~IaIOH_[I/IXC$IZ

Ne HaunmMeHoBaHue TEM MeToasb! TEKYIIEr0
n/n (pa3aesoB) KOHTPOJIfl yCIIeBaeMOCTH
Ounas gpopma
NudopmaunonHoe oobmecTBo u mpaso. [IpeaMer u  MeTombl IpaBOBOM Verusii
Tema l [wHpOpMmartuku. Ilomste  wHpOpMAIMKM, 3amUTBHl  WHQOpPMAUK onpoc
MH(OPMAIMOHHON O€30ITaCHOCTH.
['ocynapcTBeHHass MHPOPMAIMOHHAS TOJUTHKA. 3aKOHOIATEIBHBIH YPOBEHb VerHui
Tema2 [WHMOPMAIMOHHON 06e30macHOCTH. KomrmstotepHbie MIPECTYIUICHUSI.
(OTBETCTBEHHOCTH 33 COBEPIICHNE KOMIBIOTEPHBIX MPECTYIUICHHUI. onpoc
TexHomorust paboThl B CIIPaBOYHO-TIPABOBBIX cucTeMax. Kimaccudukanms aTax. VerHui
Tema3 [[lonstue yrpo3el. Monenb yrpo3. PekomeHmanmumu 10 00ECIIEUYEHUIO
MH(OPMAIMOHHON O€30ITaCHOCTH. onpoc
Tema 4 NudopmammonHas Oe3omacHOCTh. OCHOBHBIE MOHATHS KpunTorpadum. J[Ba YcTHbIi
COBpEMEHHBIX HampasiieHus B Kpuntorpaguu. Knaccuyeckne KpUnTocHCTEMBL. ornpoc
(DJIEKTPOHHBIH JOKYMEHTOOOOPOT M 3JeKTpoHHas noanuck. Kpunrorpadus c VerHbii
Tema 5 |oTkpbITEIM Kito4oM. CHCTeMBI IIM(QPOBaHUS, HE TPeOYIOIINE Mepeaadr KIova.
DJ1eKTpOHHAsI MOHUCh. otpoc
Teva 6 VHTEpHET B I0pUANYECKON AesTeabHOCTH. OCHOBHBIE TEXHOJIOTHH MTOCTPOCHHS YcrHbIi
BamunieHHbIx C. MexceTeBble 9KpaHbl. onpoc
Texunonorus VPN-cerei. Vel
Tema 7
orpoc
Tema 8 Sammra wnHpopManmm B HMHTepHer. MH)opmannoHHas 0e30HacHOCTb B YcrHbIi
ycoBusX QyHKunonuposanus B Poccuu rnobanbHbIX ceTe. ornpoc
Tema 9 Tunosas crpykrypa 3amutsl oT HC/I. Ynpasienue noctynom. YcrHbIi
OTIPOC, TECTHPOBAHNE
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3aounas gopma

NudopmaunonHoe obmecTBo u mpaso. [IpeaMer u  MeTombl INpaBOBOM Verusii
Temal [wHpOpMartuku. Ilomsate  wHMOpMAIMKM, 3amUTBHl  WHQOpPMAUH onpoc

MH(OPMAIMOHHON O€30ITaCHOCTH.

['ocynapcTBeHHass WHPOPMAIMOHHAS TOJUTHKA. 3aKOHOIATEIBHBIM YPOBEHb VerHui
Tema2 [WHDOPMAMOHHON 0€301MacHOCTH. KomMmrstotepHbie MIPECTYIUICHUSI.

(OTBETCTBEHHOCTH 33 COBEPIIEHNE KOMIBIOTEPHBIX MPECTYIUICHHUI. onpoc

TexHomorust paboTHl B CIIPaBOYHO-MIPABOBEIX cucTeMax. Kiaccudukanms aTax. VerHui
Tema3 [[lonstue yrpo3sl. Monenb yrpo3. PekomeHmanmumu 10 00ECIIEUYEHUIO

MH(OPMAIMOHHON O€30ITaCHOCTH. onpoc
Tema 4 NudopmammonHas Oe3omacHOCTh. OCHOBHBIE MOHATHS KpunTorpadum. J[Ba YcTHbIi

COBpEMEHHBIX HampasjieHus B Kpuntorpaguu. Knaccuyeckne KpUnToCcHCTEMBL. ornpoc

(DJIEKTPOHHBIH JOKYMEHTOOOOPOT M 3JeKTpoHHas noanuck. Kpunrorpadus c VerHbii
Tema 5 |oTkpbITEIM Kit04OM. CHCTEMBI IIM(QPOBaHUS, HE TPEOYIOIINE Mepeaadr KIova.

DJ1eKTpOHHAsI MOJIUCH. onpoc
Teva 6 VHTepHET B I0pUANYECKON AesTeabHOCTH. OCHOBHBIE TEXHOJIOTHH MTOCTPOCHHS YcrHbIi

BamunieHHbIx UC. MexceTeBble SKpaHbl. 0onpoc

Texunonorus VPN-cerei. Vel
Tema 7

ornpoc

Tema 8 Sammra wuHpopManmm B HMHTepHer. MHopmanmoHHas 0e30macHOCTb B VYcrHbIi

yciaoBusX QyHKunonuposanus B Poccuu rinobanbHbIX ceTel. ornpoc

Tunosas crpykrypa 3amutsl oT HCJ/l. Ynpasienue noctynom. VYcrHbIi
Tema 9 ompoc,

TECTHPOBaHUE

IIpu npoBeaeHNN 3aHIATHH JIGKIIMOHHOTO THIIA: YCTHBIA OIPOC;
TIPY TIPOBEICHIH 3aHATHIH CEMHHAPCKOTO THIIA: HHANBHIyaIbHBIE 3aIaHIS IS BRIITOJHEHHS HAa KOMITBIOTEPE;
TIPY KOHTPOJIE PE3YNbTAaTOB CAMOCTOSATENFHON pabOTHI CTYIEHTOB: 3JIEKTPOHHBIEC TECTHI.

[IpomexxyTouHasi aTTecTalysi NMPOBOAUTCS B (opMe 3aueTa METOJOM YCTHOTO OIpoca Hu
BBITNIOJIHEHUS 3a7aHui Ha Komnblorepe. K crade 3adera mO AMCHMILIMHE IOIYCKAIOTCS CTYACHTHI,
NoJy4YHBIIKE HE MeHble 60 GayuioB mpH Tekyiiel arrectanui. IIpu MOArOTOBKE K 3a4eTy CTYACHT
BHUMATEIbHO IPOCMATPUBAET BOIPOCHI, IPEAYCMOTPEHHBIE paboyell MporpaMMoi, U 3HAKOMUTBCS C
PEKOMEH/IOBAHHOM OCHOBHOW JuTepaTypoid. OCHOBOM JUIsi clayd 3adeTa CTYAEHTOM SBISETCS
U3y4yeHHE KOHCIIEKTOB OO30pHBIX JEKIMH, IMPOCIyIIAaHHBIX B TEYEHUE CEeMeCTpa, HH(popMalus,
MOJTyYeHHas: B pe3yjbTaTeé CaMOCTOSTENbHOW palbOThl, U MPAaKTHUYECKHE HABBIKM, OCBOCHHBIC NpHU
pEILIECHNN 334 B TCYEHHUE CEMECTPA.

4.2. Tunosbie MaTepHAJIbI TEKYIIEr0 KOHTPOJISA YCIIEBAEMOCTH 00y4arOIIUXCs

3amanus JUisE KOHTAaKTHOM M CaMOCTOSITENIFHOW pa0OThl BKIIOYAIOT B Ce0sl KOMIUICKC 3aaHMIA
BBITIOJTHEHUE, KOTOPBIX, MpENIoyiaraeT TIIATEIbHOE H3y4ye€HHUE HAay4YHOH M y4eOHOH JUTepaTyphl,
MEePUOINYECKUX U3JIaHUM, a TaK)Ke 3aKOHOJIaTEIbHBIX M HOPMATUBHBIX JOKYMEHTOB, IIPEAJaraéMbIX B
.6 «YdeOHas nmuTepaTypa M pecypchbl MHGOPMAIIMOHHO-TEICKOMMYHUKAIIMOHHONW ceTu MHTepHer,
y4e0HO-METOINYECKOE 00ECIIEYeHIE CAMOCTOSATEIHHOU PAa0OTHl 00YyUAIONTUXCS 10 TUCITUTUTHHE.

3anaHusl MPEAOCTaBISIIOTCS Ha MPOBEPKY B AJIEKTPOHHOM BHUJAE WJIM Ha OyMa)KHOM HOCHUTEIE.
[IpennoxeHHbIC 3a1aHUS BBIIOJHSIOTCS B (DOPME YCTHOTO OIMPOCca, MYJIbTUMEIUITHOTO TOKJIa1a, perie-
HUSA 33/1a4 Ha KOMITBIOTEPE, 3JIEKTPOHHOTO TeCTa U T.II.

Tema 1

Nudopmanuonnoe odmecrso u npaso. Ilpeamer m mMeroabl npaBoBoil MH(OPMATHKH.
IMonssiTe MHpOpMALIUN, 3aIIUTHI HHPOpMAIUY U HHPOPMALMOHHOK 0€30ITACHOCTH.
Bonpocel ycTHOro onpoca:
[NonsaTne nHPOpMaLUK, 3aIIUTH HHHOPMAUK U HHPOPMAIOHHOI 6€30MacHOCTH.
Haznauenwue u 3agaun B chepe oOecriedeHnss HHOOPMAIIMOHHOM 0€30MIaCHOCTH Ha YPOBHE TOCYAapCTBa,
Ha YPOBHE PETMOHA U HA JIOKAJIBHOM YPOBHE.
3. OcCHOBHBIE TOJIOXKCHHS TCOPUH HHOOPMALIMOHHOHN 0€30MacHOCTH HH(GOPMAIIHOHHBIX CHCTEM.

N —

12



4.

OcHOBHBIC COCTaBJIAIOIINC obecricucHuUs HH(bOpMaHHOHHOﬁ 0e30macHoCTH XO3SUCTBCHHOM
JCATCIbHOCTH.

Tema 2
I'ocynapcrBennass  uHpoOpMAUMOHHAST  NMOJMTHKA. 3aKOHOAATEJIbHbIH  YPOBEHb

nHpopMannoHHOi Oe3omacHocTH. KommnbrorepHble mnpecrymiieHus. OTBeTCTBEHHOCTH 3a
coBeplLIeHHE KOMIIBIOTEPHBIX NpecTyIJIeHHIA.

—

o

Bonpocel ycTHOro onpoca:

BaxHOCTB 3aKOHOAATENFHOTO YPOBHSI HHPOPMALIMOHHOH 0€30MacCHOCTH.

0030p pOCCHICKOTO 3aKOHOAATENLCTBA B 00J1aCTH o0ecieueHus] HHPOPMALMOHHON 0€30MacHOCTH.
JokTpuna wuHpopManHoHHOH Oe3omacHoctd P®, 3akonsl «O rocymapcTBeHHOW TaiiHe», «O0
nHpOopMauK, HHGOPMAIMOHHBIX TEXHOJIOTHIX U O 3alIUTe HH(OpMaIum.

Jpyrue 3akoHbI M 3aKOHOAATeNbHBIE akThl. KoHIenus nH)OpMaMOHHOM 0€301aCHOCTH.

OcHOBHBIE HOPMATHUBHBIC PYKOBOIAIINUE MOOKYMCHTBI, KaCaromiuecs FOCYIIapCTBeHHOﬁ TaWHBl H
KOHQUJICHIIMAIbHOW WH(OpMAIMK, HOPMATHBHO-CIIPABOYHBIE JIOKYMEHTHL. HOpMaTHBHBIE aKThI
aaMuHHCcTpanuu Bosrorpana B 001acTi nHGOPMaMOHHON 0€30MaCHOCTH.

KOMHI)IOTepHLIe MMPECTYIIIICHUS. OTBETCTBEHHOCTD 3a COBECPIICHHUE KOMITBIOTECPHBIX HpeCTyHHeHHﬁ.
VYronoBHas ¥ aAIMUHUCTPATHBHAS OTBETCTBEHHOCTb.

Tema 3
TexHoJiorusi padoThbl B CIPABOYHO-NIPaBOBbIX cucTeMax. Kinaccupukanus arak. [lousitue

yrpo3si. Mozesb yrpo3. Pexomenganuu no obecneyeHuo HHGopM. Ge30macHoOCTH.

—

hd

o

10

Bomnpocsl ycTHOro onpoca:

[lonsTHe aTaku Ha MHPOPMALIMOHHYIO CHCTEMY.

Knaccugukanus atak. Buapl npOTUBHUKOB W “HapyLIuTeNnel”, uX KiaaccupuKanus.

Kananer yrteukm wunH(pOpManmmu: BU3yadbHO-ONTHYECKUH, aKyCTUYECKHUH, 3JEKTPOMArHUTHBIA U
MaTEpHaIbHO-BEIECTBCHHBIN.

[Monstue yrpo3sl. icTouyHNMKN yTpo3 U X KJIaCCH(PUKAIHS.

[TocTpoenue monenu yrpo3 opranuzanuu. [Ipumepsl.

PykoBomsamme noxymenTsl l'ocrexkomuccun Poccum (PegepanbHas ciyx0a MO TEXHHYECKOMY W
SKCIIOPTHOMY KOHTPOJIIO) TIO 3alluTe OT HECAaHKIMOHWPOBAHHOTO JOCTyna K WH(GOpPMAIUH.
CnenuanbHble TpeboBanus 1 pekomeHnanuu. Muactpykuus CTP-K.

Pexomengaunun no 3ammre KoHGUAECHUIMAIbHON wuHGopMmauuu. Kiaccel 3alIMIIEHHOCTH CPEICTB
BBIYMCIUTEIFHON TEXHHUKM M aBTOMATH3UPOBAHHBIX CHCTEM IO PYKOBOISAIIMM JOKYMEHTaM
I'ocrexkomuccuu Poccun.

[okazarenu 3amuienHocTd. CrucTeMa 3alUThl HHPOPMALIMK OT HECAHKIIHOHUPOBAHHOT'O OCTYIIA.
PekomeHgyemble Mepbl 1O OOECIEUYeHUIO 3alluThl HWHGOpMAlMM B TIPOILECCE OKCIUTyaTalliu
WHPOPMAITUOHHON CUCTEMBI.

PaspemurensHas cuctema nomycka. PexkoMenaanym no miaHy 1opaboTku 00beKTOB MHPOpPMAaTH3ALNN
Ha COOTBETCTBUE TPEOOBAaHUAM PYyKOBOAALIMX NOKyMeHTOB I'ocTexkomuccuu Poceun.

Tema 4
Nudopmanuonnasa  OesomacHoctb. OcHOBHble NOHATHA  Kpunrorpagpum. /IBa

COBpeMeHHBIX HalpaBJjeHus B Kpuntorpagun. Kinaccuyeckue kpunrocucremsl.

e

Bonpocel ycTHOro onpoca:

Uctopudeckass cmnpaBka. Bo3MOXHBIE HampaBieHUs pEIICHHs 3aJaud oOeclieueHHus Iepenadu
CEKpETHOM MH(POPMAITHH.

Creranorpadust u kpunrtorpadpus. BaxxocTs kpunrtorpaduu NOpH pELICHHWH 33Aad 00ecTIeYeHUs
WHPOPMALMOHHON 0E30MacHOCTH XO3SHCTBEHHON NESTENbHOCTH M COXPAaHEHUS KOH(PHUICHIUATbHON
nHpopmaImu.

OcHoBHble TOHSATHA Kpunrorpaduu. [loHSATHE KpPUNTOCHUCTEMBI, Kioua. BoO3MOXHBIE aTaku Ha
KPUITOCUCTEMBI, TOHATHE KPUIITOAHAIIN3A.

HapexHocTs KkpunrocucTeMbl. J[Ba OCHOBHBIX HANpaBJICHUS B COBPEMEHHOW KPHUITOTpaduH.
Kitaccnueckue KpUIITOCUCTEMBI.

OpnnoandaButHbIE 1 MHOTOAJI()ABUTHBIE KPUIITOCUCTEMBI.

Cuctemsr Llesaps u Brmkenepa. Bo3MokHOCTH KpUnToaHan3a MHOTOAN()aBUTHBIX cucTeM. PackpbiTue
cuctembl Bukenepa.
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7.
8.

0.

HapexHnocTs MHOTOANI(aBUTHBIX CUCTEM. DIIEKTPOMEXaHUUECKUe MU (POBaNIbHBIC MALITMHEL.
AOCONIOTHO HamexHas Kpunrocuctema: “OmHOpa3oBBIH OJOKHOT . BO3MOXHOCTH HCIHOIB30BAHMS
TaKUX CUCTEM Ha mpakThke. CTaHgapThl UPPOBAHUS TaHHBIX.

Kpunrocuctema DES. Poccuiickuii cranmapt mudposanuss ['OCT 28147-89. IlpoGnema BviOOpa
Ha/IeKHOM KPUITOCUCTEMBI JJIs1 3aILUTHI CBOMX JIaHHBIX.

10. IlepciekTHBHI pa3BUTHS KpUITOoaHan3a. [Ipodiaema moHoro nepedopa BCeX KIIHUeH.

Tema 5
DJIeKTPOHHBIH JOKYMEHTO000POT M 3JIEeKTPOHHAasi noAnuch. Kpunrorpagus ¢ 0TKpbITHIM

KJII040M. Cucrembl LIU(pPOBaHus. DJIEKTPOHHAS MOANMCH.

N —

® N L AW

Bomnpocekl ycTHOro onpoca:

Cucremsl mudpoBaHus, He TPEOYIOIIKME Nepeaaun KIrya.

[IpoGneMbl uCTONB30BaHUS TakuX cucTeM. [IpoTokon wucmonb3oBaHus cUCTeMbl «OTHOPA30BBIN
OJIOKHOT», HEe TpeOyrIIUH MepBOHAYAIILHOTO OOMEHa CeKpeTHhIMU Kitouamu. Kpunrorpadus c
OTKPBITHIM KJIFOUOM.

[ToHsATHE OTKPBITOrO M CEKPETHOTO Kimtoua. [IpaBuiia ux HCIOIb30BaHUS.

[TpUHIHITEI TOCTPOCHUS KPUIITOCHCTEM C OTKPBITHIM KITFOUOM.

M3BecTHBIE KPUTITOCUCTEMBI C OTKPBITHIM KIIFOUOM H UX anropuTMmel. Cructema RSA.

JnuHa xi1rova B Kpunrorpapuu ¢ OTKPHITHIM KIIIOUOM.

OnHOCTOpOHHSS (DYHKITHS, BO3MOXKHOCTD €€ HCIIOJIb30BaHusl.

DNeKTpOHHAS MMOANKCH U MPUHIIUAIBI €€ TPUMEHCHHUSL.

Tema 6
HNuTepHer B HOpUANYECKON JesATeJbHOCTH. (CHOBHBbIE TEXHOJIOTMH TMOCTPOEHHS

sammmeHHbIXx UC. MexceTeBble 3KpaHbI.

N =

Bonpocel ycTHOro onpoca:

OCHOBHBIE TEXHOJIOTHH NOCTpOeHus 3amumeHHbix MC.

IlonsTne mexcereBoro skpaHa. IIpaBmnma QuubTpanui W TPUHOWOB WX TpuMeHeHHs. [lakeTHbie
¢buneTpsl. [lomuTHka ceTeBoit 6€30MacHOCTH.

[lonutrka peanu3anyuy MEXCETeBBIX 3KpaHOB. OyHKIHMOHAIBHBIE TPEOOBaHUS K MEKCETEBBIM 3KpaHaM
Y UX KOMIIOHEHTBHI.

0361 CEAHCOBOTO W MPHKIIAAHOTO YpoBHs. HoBble PyHKIMK OpaHMay3poB.

CxeMbl OpraHu3allil MEKCETEBBIX SKpaHOB. (OCOOCHHOCTH pa3IMUHBIX CXEM pealn3alid, HX
MPEUMYIIECTBA U HEJOCTATKH.

IIpo6eMsl, cBsI3aHHBIE ¢ MEKCETEBEIMU KPAHAMH.

TpeboBaHHs K MEKCETEBBIM KpaHaM

Tema 7

Texnosaorus VPN-cereii.

Bonpocel ycTHOro onpoca:

TexHoMOTHS 00BSTUHEHHS JIOKATBHBIX CETeH M OTJCIIHHBIX KOMITBIOTEPOB YePe3 OTKPHITYIO BHEIIHIOK
cpeny mepefayd JaHHBIX B €IUHYI0 BUPTYAJIbHYIO CETh, 00ECIIEUHBAIONIYIO 3aIIUTy HH()OPMAIIMOHHBIX
MOTOKOB K TexHonorust VPN-ceteit.

Oco6ennoctu VPN. Tynnens VPN. TynnenupoBanue 1 €ro 0COOCHHOCTH.

OcHoBHBIE pa3HOBUIHOCTH VPN-yCTpoHCTB 1m0 TexHWYeckoW peanm3aruu. Pomm VPN-ycTpoicTs.
BapuaHTbI NOCTpOEHHUS 3alLUIIEHHBIX KaHaoB VPN.

VYrpossl ans VPN. BapuaHTsl 3alIMIIEHHBIX COETUHEHUN.

Knaccudukaius VPN-ceteit. CoBmernenne VPN-TexHONOrHi UM MeXCeTeBOro skpana. HemocraTku
VPN.

Tema 8
3ammra uHpopmanuu B HMurepHer. HUHpopmanuoHHasi 0e30MaACHOCTL B YCJOBHSIX

¢pynkunonnpoBanusi B Poccuu riiodajbHbIX ceTei.

—

Bonpoch! ycTHOro onpoca:

[IpoGnema obecrnieueHust HHOOPMALIMOHHOMN 0€30IIaCHOCTH IPH PadoTe ¢ I100aNbHOM ceThio HTEpHET.
WndopmannonHas 6e30MacHOCTb B YCIOBHAX (yHKIHOHUPOBaHUs B Poccun riio0abHBIX ceTel.

Vka3 mpesugenta PO «O mepax mo obecneueHnro unHpopManuoHHOW Oe3omacHocTH Poccuiickoit
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Oenepanu B cdepe MEKAYHAPOJAHOTO WHGPOPMAIIMOHHOTO OOMEHa». YTpo3bl WHGOPMAIMOHHON
Oe3omacHoCTH TIpH padote ¢ IHTepHET.

4. Bupycsl, UCHONHSIEMBIE MOIYJH, BCIUIBIBAIONIME OKHA W pekiaMa. Vcnonp3oBaHHWE aHTHUBHUPYCHBIX
MPOrpaMM M MEKCETEBBIX SKPaHOB Npu padote ¢ MHTepHeT.

5. TIporpammHubie cpeicTBa MpOBEpKH Tpaduka u OOPHObI C HECAHKIMOHUPOBAHHBIM HCIIOJIL30BAHHEM
pecypcoB HH(GOPMAITUOHHOW CUCTEMEI.

Tema 9
TunoBas crpykrypa 3amutbl oT HC/I. Ynpasiienune 10cTynom.
Bonpocel ycTHOro onpoca:

1. ApxuTekTypa THIIOBOH CHCTEMbI 3alMTHl OT HECAHKIMOHWPOBAHHOTO AocTyna. WneHtndukamus u
ayTeHTH(UKAIIHSL.

2. Tlapomwpnas ayrenTudukaius. [IpaBmna npuMeHeHNs Tapoei.

Opnnopaszosele maponu. CepBep ayrentudukauuu. llogcucrema ympaBieHHsT JOCTYIOM, MOACHCTEMA

perucTpanuy u yJera.

4. TlpuHIUIBI KOHTPOJS 10ocTyna. MaTpuia 1ocTyna U CUCKH I0CTyTa.

[IpousBonbHOE M IPUHYANUTENFHOE YIpaBiIeHHe JocTynoM. OrpaHUYMBAIOLINI HHTEp]ETC.

6. PoneBoe ympasnenue nocrynoM. CraTudeckoe W JUHaMHUECKOe pacmpeneneHue poieid. [lomcucrema
obecrieueHus 1eaocTHOCTH. Kpunrorpaduieckas moacucrema.

7. IlporpamMmHo-ammapaTHble cpeicTtBa 3amuTel uHpopmaumu ot HCH. VYcrpoiictBa BBoaa
WACHTU(QHUKALMOHHBIX MPU3HAKOB. Knaccugpukanms ycTpoilcTB BBoJa HACHTU(DHKAIMOHHBIX
NpU3HaKoB. buomMeTrpuueckue ycTpoiicTBa BBOAAa WACHTH(OUKAMOHHBIX MPH3HAKOB M HUX
KIaccu(uKaIms.

8. IlpeumymiecTBa W HENOCTATKHM HMX HCMOJIb30BaHUsA. KOMOMHUpPOBaHHBIE YCTpOMCTBA. DJIEKTPOHHBIC
3aMKH.

W

(9,

UTOI'OBBINA TECT IO KYPCY
«IIpaBoBast HHGOPMATHKA)»

DJNEeKTPOHHBIN TECT MPEACTaBIsIET COOO0M 3aaHus C BHIOOPOM TOJIBKO OJJHOTO MPaBMIIBHOTO OTBETA U3
npeuIoKeHHbIX. Pesynprat mporpamma Unitest BHIBOJUT B IPOLICHTAX.

1. IIpaBoBast uH(popMaTHKA — ITO...

A) oOmiecTBeHHass Hayka, M3ydYawolmas NpoOieMbl cOopa, BOCIPHSTHS, PETHCTPAIlUU, XPaHCHHS,
00pabOTKM M UCIOJb30BaHUS MHGpOpPMANWHM, WHPOPMALMOHHBIE TPOLECCHl M TEXHOJOTHH C
UCIIOJIb30BAHUEM COBPEMEHHBIX CPEJICTB U METOJIOB €€ aBTOMATU3UPOBAHHON 00pabOTKH U TIepeiayun.

B) oOmecTBeHHas Hayka, H3ydaromias oOTpacib WHGOPMAIMOHHOIO TpaBa M HCIOJIB30BaHHE
MH(OPMALIMOHHBIX TEXHOJIOTHH.

C) Hayka, uW3yyalolias COBOKYITHOCTb NPaBOBBIX HOPM M pErylIHpyeMble MMM OOIIECTBEHHBIE
OTHOIIIEHHUS, BO3HUKAIOIIME B TMPOIECCH cOopa, 0OpaOOTKH, HAKOIUICHWS, XpaHEHUs, TOUCKA U
pacripocTpaHeHHs HH(OPMAIIHH.

D) npuknamnas Hayka, Hu3ydaromas mpoOsieMbl cOOpa, BOCHPHUATHS, PETUCTPAIlUH, XPaHEHUS,
00pabOTKU M UCIOIB30BAHUS IPABOBON MH(POPMAITUT

E) npuxnamnas Hayka, u3ydaromas TpoOJemMbl cOOpa, BOCHPHSATHS, PETUCTpAIlUH, XpaHEHUS,
00pabOTKM M HUCIOJB30BAaHUS COLMAIBHO-TNPABOBOM MH(pOpManuu, WHPOPMALMOHHBIE MPOIECCH U
TEXHOJIOTUU B MPaBOBOW cHCTEME OOIIECTBA C MPUMEHEHHUEM COBPEMEHHBIX CPEIICTB M METOJIOB €€
aBTOMAaTH3HPOBAHHOM 00pabOTKH U MepeiavH.

2. lIpu4nHbBI NOSIBJICHUS NIPABOBON HH(POPMATHKH. ..
A) HEOOXOIUMOCTB ONTUMH3AIMY UH(POPMAIIMOHHBIX TTOTOKOB B chepe MPaBOBOTO PETryTMPOBAHUSI.
B) nosiBinenne DBM, pacnpoctpaneHre HHPOPMALOHHO-KOMMYHUKAITMOHHBIX TEXHOIOTUH.
C) yclnoXXHeHUS TPAaBOBOTO PETyIUpPOBaHUs OOIIECTBEHHBIX TMPOIECCOB U  HEOOXOIUMOCTh
NOBbIIEHUS 3()(PEKTUBHOCTH AEATEIBHOCTH IOPUCTOB.
D) HeoO6xoauMoCTh aBTOMAaTH3AIIUKA 00paOOTKH CTATUCTUUYECKON MH(OpMAITUH.
E) HeoO6xoauMocTh pazpaboTKU METOIOB M CPEACTB OOPHOBI C KOMITBIOTEPHOM MPECTYIMHOCTHIO.
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3. K 0CHOBHBIM HaNpaBJICHUSIM PA3BUTHUS NPABOBOIl HHPOPMATHKH OTHOCHUTCH
A) pa3paboTka aBTOMaTH3UPOBAHHBIX CUCTEM JIJIsl TOCYIapCTBEHHBIX OPTaHOB

B) opranuzanus yuera HOpMaTUBHBIX aKTOB

C) cucreMaruzaius poCCHMCKOTO 3aKOHOIaTEIhCTBA

D) aBromaru3zaius 00paboTKH MpaBoBOi HH(pOpMALIUU

E) npumeHeHne BEIYUCTUTEILHON TEXHUKH B TIOJATOTOBKE IOPUINYECKUX KaIpPOB

4. Undopmanuonnas cepa nmoapasaessiercsi Ha cjaeAyIme npeaMeTHbIe 00J1aCTH
A) co3gaHue U pacpoOCTPAHEHUE UCXOTHON U MPOU3BOTHON MHGOpMAITIH

B) popmupoBanue nHGopMamoHHBIX peCypcoB

C) peanuzarus npaBa Ha MOKMCK, MTOJYYCHHE, TTepeady U nmotpediaeHne nahopmauu

D) coznanue u npuMeHeHne HH()OPMAIIMOHHBIX CHCTEM U TEXHOJIOTUI

E) co3nanue u npuMeHeHNE CPECTB 1 MEXaHU3MOB HH(GOPMAIIMOHHON O€301TaCHOCTH

5. U3 yero cocTouT equHOe HH(OPMAIUOHHOE IPOCTPAHCTBO

A) cpenctBa HHPOPMAITMOHHOTO B3aUMOJACHCTBUS IPAXKIaH U OpraHU3aIIil

B) undopmanmonnsie pecypchl, coieprKallue IaHHble, CBEEHUsS U 3HaHUs, 3a(QUKCUPOBAHHBIE HA
COOTBETCTBYIOILIMX HOCUTENSAX HH(POpMALIUN

C) cpencra nHGOPMAIIMOHHONW O€30MTACHOCTH

D) opranu3annoHHbIe CTPYKTYpBI, o0ecneunBaioniie (yHKIMOHUPOBAHNE IPOCTPAHCTBA

E) cucrema npaBoBoii 3ammTsl HHOOpMAIUN

6. B undgopmarusanuio o01mecTBeHHOI cdepbl BXOAUT:

A) 3ammuTa cpeacTB MaccoBOil HH(opMaIu

B) dopmupoBanue nahopMamoHHBIX PECYPCOB B HETOCYAAPCTBEHHOM CEKTOPE
C) crumynrpoBaHue IEATEIBHOCTU OTpeduTeneld HHPpOopMauu

D) undopmarnmonHnas moaaepikka mpeanpuHUMATEIbCTBA

E) dynkuuonupoBanue Mutepuer

7. UudopmManmoHHOE PABO — 3TO...

A) oTpacib pOCCHHCKOTO MpaBa, OTHOCSIIASICS K HHPOpMaIUK

B) coBOKYyIMHOCTB IPAaBOBBIX HOPM, PETYIUPYIOIIUX BOMPOCH HH(pOpMAIUH

C) oTpacib pOCCHIICKOTO MpaBa, peryIupyromas HHGOpMaIMmOHHBIC TIPOIIECCH M TEXHOJIOTUU

D) COBOKYNMHOCTb MPaBOBBIX HOPM, PETYIMPYIOLUINX OOIIECTBEHHbIE OTHOLICHMS, BO3HUKAIOLINE B
nporeccsl coopa, oOpaOOTKH, HAKOIUICHHS, XpaHEHHUs, MOWCKA W pacnpocTpaHeHUs WH(opMaiuu,
Kor/a uH(pOopMaIs SABISETCS KOHEUHOU 1EIbI0 IPABOOTHOIICHHIA

E) coBOKymHOCTH TPAaBOBBIX HOPM, PETYIHUPYIOUIUX TIPOIEecChl cOopa, 00paOOTKH, HAKOILJICHUS,
XpaHEeHHUs1, TIOUCKA U PACIIPOCTPaHEHUs HHPOPMALIUU

8. Uto cocraBisieT npeaMeT HH(POPMALHOHHOIO NIPaBa

A) COBOKYITHOCTB IPaBOBBIX HOPM, PETYIHPYIOIIUX BOIIPOCH! HH(POPMAIHH
B) undopmarus

C) undopmarnmoHHbIe pecypchbl

D) obuiecTBeHHBIE OTHOLICHUS B cepe oOpalieHus: HHpopMaun

E) 3amura nadopmaruun

9. OTaenbHbIE JOKYMEHTbI H MACCHBBI JOKYMEHTOB B HH()OPMAIIMOHHBIX CHCTEMAaX 3TO:
A) 06a3bl JTaHHBIX

B) nndopmannonHubie MacCUBBI

C) 21eKTpOHHBIE TOKYMEHTHI

D) undopmarimonHsie pecypchl

E) cucrema nokymenramnumn
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10. Caenyronue MHCTUTYTHI BXOAST B CHCTeMY HH()OPMAIIMOHHOT0 IIPaBa
A) Ympasnenue B chepe HHPOpMALUU U HHPOPMATUZALUT

B) Undopmanmonnsie pecypcesl. [Tonp3oBanne nHGOpMaIMOHHBIMU peCypcaMu
C) JdoxymeHTHpOBaHUE UH(OPMAIHH

D) CpenctBa maccoBoit nHdopmauu

E) Pexnama

11. Kpunrorpadmus 3to...

A) Hayka 0 MeToJax MpeoOpa3oBaHMs JAaHHBIX, HANIPABIEHHBIX Ha TO, YTOOBI CAENATh 3TU JIaHHBIC
Oecrone3HbIMU AJ1 HECAaHKIMOHUPOBAHHBIX JIUI]

B) Hayka o MeTtonax u coco0ax pacKpsITus IU(ppPoOB

C) COBOKYMHOCTh METOJIOB, CKpBIBAIOIMUX (HaKT Mepesaddl CEKPeTHOW HH(POPMAIMK 3a OTKPBITOM
uHpopmanuen

D) coBOKYIHOCTh METOJ0B, OOECIEUNBAIOIINX a0COMIOTHYIO HA/IeKHOCTh KaHaJla Mepeiayd JaHHbIX
OT TiepexBara

E) mayka o Metogax co3znanusi iupOBOU MOATHCH

12. Kakas u3 cjieqyomux KPpUNTOAHAJIUTHYECKHUX ATAK CYNUTAETC HauOoJ1ee OnacHo?

A) IpU HAJTMYUH TOJIBKO OJHOTO 3aIIM(POBAHHOTO (parMeHTa

B) npu nanuuum 6onpioro Habopa 3amu@poBaHHBIX GParMeHTOB

C) npu Hanmuuuu GpparMeHTa OTKPHITOTO TEKCTA U COOTBETCTBYIOIIETO MY KPHUIITOTEKCTA

D) npu u3BecTHOM MeToe mu(poBaHUS

E) mpu Bo3MOXHOCTH BbIOOpa JIFOOOTO OTKPBITOTO TEKCTAa M TMOJYYCHHUU COOTBETCTBYIOIIETO €My
KpPUIITOTEKCTA

13. Ckoabko pa3auyHbIX KjI04Yeil B cucreme lle3apsi npu MCnoJIb30BaHUM MOJHOIO PYCCKOro

aagasura?

A) 16 D) 256
B) 33 E) 1024
C) 66

14. Yo siBasieTCH KJIIOYOM B Kpunrocucreme Bukenepa?

A) moboe 1poOHOE YHCITO

B) BenmnumHa caBura ucxoaHoro angaBuTta

C) nepecraBieHHbIN anaBUT

D) cnyuaiinas mocienoBaTeabHOCTh OYKB, paBHas JJIMHE COOOIIEHUS
E) mo6oe cioBo

15. Kakas u3 nepe4ucjJeHHbIX KPUNITOCHCTEM SIBJISAETCS CHCTEMOM € OTKPBITHIM KJIHOY0M?

A) DES D) T'OCT 28147
B) RSA E) Le3zaps
C) Daurma

16. Moxno au B mnporpamme PGP Bocnosb30BaTbesi 4y:KMM OTKPBITHIM KJIHOYOM J1JIA
pacu¢ppoBanus HHPOpPMALKH.

A) na

B) ner

C) na, eciiv U3BECTEH TOT MAPOJIh

D) na, eciiu mosap30BaTeNb AacT MpaBa Ha paci(poBKy ero HHGOpMaIK U COOOIIUT CBOW MapoOJIb

E) na, ecnmu mepeGpath Bce Kitoun

17. Kak packpbIBalOTCA KPUNITOCUCTEMbI 0{HOAI(ABUTHOM 3aMeHbI?
A) Takue CUCTEMBI PACKPBITh HENb35
B) monnbIii mepebop kimtouei
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C) aHanm3 4acTOT BCTpEUAEMbIX OYKB
D) nepebop cooOrmieHumii
E) nepecranoBKku OYKB KpHUIITOTEKCTA

18. Kpunroanaiau3s 3To

A) Hayka 0 MeToax MpeoOpa3oBaHMs JaHHBIX, HANPABICHHBIX HA TO, YTOOBI CHENIATh 3TH JaHHbIC
Oecrone3HbIMU 1J11 HECAaHKIMOHUPOBAHHBIX JTUI]

B) nHayka o MeTtonax u cnoco0ax pacKpsITus IU(ppPOB

C) COBOKYMHOCTh METOJIOB, CKpBIBAIOIMUX (HaKT Mepeaaddl CEKPeTHOW HH(POPMAIMH 3a OTKPBITOM
nHpopmaruen

D) cOBOKYIMHOCTH METOJIOB, 00ECIEUMBAIOIINX A0COMIOTHYIO HAJEKHOCTh KaHaja Iepeladyn JaHHbBIX
OT MepexBara

E) Hayka o MeTonax cosnanus uGppoBOil MOAIICH

19. Yto siBasieTcs1 K11040M B Kpunrocucreme Iesapsa?
A) nmroboe coBo

B) mro6oe uncio

C) BenmuumHAa CABUTA HCXOAHOTO anipaBuTa

D) nepecraBneHHbIi anpaBuT

E) cnyqaitHas mocienoBaTeIbHOCTE CHMBOJIOB

20. KakoBa quiuHa kiaro4a B cranaapre mmdposanus 'OCT 28147?

A) 256 6ut D) 1024 6ur
B) 64 6ut E) 2048 6ut
C) 56 6ur

21. Ha c10:)KHOCTH pelIeHusl KaKOH MaTeMaTH4eCKoil 3a1a4u 0CHOBaHa cuctemMa RSA?
A) KOJIbI HCTIPABIISIONINE OITHOKN

B) nuckpetHslii 1orapugm

C) 3amaua “o prok3ake”

D) pa3znoxxenue OONBIIMX YUCET HA TPOCTHIE MHOKUTEIH

E) cnoxxenue mo Mozyito 1Ba

22. Kpunrorpaguyeckuii NpoTOKOJI 3TO

A) metop mudpoBaHHs TaHHBIX

B) meTon kpunToaHnanusa TaHHBIX

C) metop nepexsara JaHHBIX

D) anroputm oOMeHa umH(OpManuer MeXIy pa3IuYHbIMU Y4aCTHHUKAMHU IPH CEKPTEHOHM mepenaye
TAHHBIX

E) ocobas kpuntocucrema

23. Kpunrocucrema «OnHopa3oBblii 0JIOKHOT» 3TO:
A) nepecTaHOBOYHAsI CUCTEMA

B) ogHoandasuTHas cucTeMa mpocTol 3aMEeHBI

C) mHOTOANpaBUTHASA CUCTEMA

D) cucremMa ¢ OTKPBITBIM KITIOYOM

E) Takoii cuctemsbl HE CyIIECTBYET

24. Kakoii napoJib HauOoJ1ee HajgexeH?

A) ®amunms moJIb30BaTEINS

B) ®pa3a u3 kHuru

C) cyuaiiHas 1mociae10BaTeIbHOCTh TUdp

D) cnyuaiinast mocne10BaTeIbHOCTh OYKB

E) cnyuaiinas nmocienoBaTeIbHOCTh MPOU3BOJIBHBIX CHMBOJIOB
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25. KakoBa JuimHa KJI104a B cucteme mupposanusa DES?

A) 256 our D) 1024 6ut
B) 64 6ur E) 512 our
C) 2048 our

26. Kpunrorekcr 310

A) TEKCT HCXOAHOTO COOOIICHHUS

B) Tekct 3ammdpoBaHHOTO COOOIICHHS

C) maponb

D) tekcT, nosy4eHHBbIH IPU KPUIITOAHAIIN3E
E) xmrou

27. TailiHonuch (cTeranorpadusi) 3To

A) Hayka 0 Merojax mpeoOpa3oBaHUs AaHHBIX, HAMPABJICHHBIX HA TO, YTOOBI CAENaTh 3TH JTAHHBIE
Oecrone3HbIMU 1J1 HECAaHKIMOHUPOBAHHBIX JTUI]

B) Hayka o MeTonax u coco0ax pacKpsITus IUppoB

C) COBOKYMHOCTh METOJIOB, CKpBIBAIOMIUX (HaKT Mepeaaddl CEKpPeTHOW HH(POPMAIMH 3a OTKPBITOM
uHpopmanuen

D) coBOKYIHOCTh METOJ0B, OOECIEUNBAIOINX a0COMIOTHYIO HA/IeKHOCTh KaHalla Mepeiavdl JaHHbIX
OT TIepexBara

E) mayka o Metogax co3znanusi upOBOM MOATHCH

28. Uto mo3BoJisieT onpeaeautsb MeTo Kasucku npu kpunroananause cucreMbl Buskenepa?
A) napoib

B) oTKpBITHIN TEKCT

C) meron mmppoBaHUs

D) nnuny naponst

E) nnuHy OTKpBITOrO TEKCTA

29. Kakas kpunrocucremMa odecrneynBaeT adCOJIOTHYI0 HAIE:KHOCTD 3alIUTHI PH NMPaBUJIbHOM
ee MCIO/JIb30BaHUH?

A) DES D) OnHopa3oBbiid OJIOKHOT
B) RSA E) Buxenepa
C)T'OCT 28147

30. O0ecnneunBaeT Ju MapoJb Ha BXoA B Windows HaJe:KHYIO 3alIIUTY KoMnbioTepa?
A) na

B) et

C) npu mymne napodst 6onee 10 cuMBosoB

D) npu ciiyqaitHom maposie

E) npu perynspHoi cMeHe napoJs

IIkana oneHNBaHUA
YcTHbIM onpoc

VYpoBeHb 3HaHMI, YMEHUH U HaBBIKOB 00OY4alOLIErocs MpH YCTHOM OTBETE BO BPEMs TEKYILETro
KOHTpOJNIsL ~ ompenensieTcs  omeHkamu  «OmimuHO»/  «Xopomoy/  «YIOBIETBOPUTEIBHOY/
«HeynoBneTBopUTEIBHO.

B Bonrorpanckom nncturyre ynpasinenus — punuane PAHXul C npunsita cienyromas mkana
COOTBETCTBHS PEHTUHIOBBIX OLEHOK MATHOAIIIbHBIM OLICHKAaM:

-90 - 100% — «oTmuaHO» (5);

=75 — 89% — «xopomio» (4);
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- 60 — 74 — «ynoBieTBopuUTeIHLHO» (3);
- meHee 60% — «HEeyTOBIETBOPUTEIBLHOY (2).

YpoBeHb 3HAHWW, YMEHUW W HABBIKOB OOYYalONIErocss NpPH YCTHOM OTBETE BO BpEeMs
MPOBEJICHUSI TEKYIIErOo KOHTPOJs ompenensercs Oamtamu B nuanazoHe 0-100 %. Kpurepusmu
OLICHUBAHUSI MPH MPOBEACHUU YCTHOTO OIpOCa SBISETCS JAEMOHCTpAIMs OCHOBHBIX TEOPETHYECKHX
MOJIOKEHUH, B paMKaX OCBaMBAa€MOM KOMIIETEHIIMH, YMEHHE NPUMEHSATh IOJYyYEHHbIE 3HAHUS Ha

IMPAKTUKE, OBJIAJCHHUEC HaBbIKaMH aHaJIn3a U CUCTEMaTU3allun I/IH(l)OpMaHI/II/I.

[Tpu orleHMBaHUM PE3yJIHTATOB YCTHOTO OIPOCA MCTIONB3YETCs CIIEeYIOMIast Kaja OLEHOK:

100% - 90%
(OTIMYHO)

Oransl KOMITCTEHIIHH, MPEyCMOTPEHHBIC o0pa3zoBaTeTbHON
nporpaMMmoi, cgopMupoBaHbl Ha BBICOKOM ypoBHe. CBoOOaHOE
BIAJICHUEC  MaTepHAIOM,  BBISBICHHE  MEXKIPEAMETHBIX  CBS3CH.
VYBepeHHOE  BIAJCHUWE  MOHATUHHBIM  anmapaToM  JUCLMILIHHBIL.
[IpakTnueckue HaBBIKU npo¢eCCuOHATBHON JEeATEIIbHOCTH
c(hOpMHUPOBaHBI Ha BBICOKOM YpOBHE. CrocoOHOCTH K
CaMOCTOSITEIbHOMY HECTaHIAPTHOMY PEIICHHUIO MPAKTHYECKUX 3324

89% - 75%
(xopor1o)

Oransl KOMIIETCHIIUH, IIPENYyCMOTPEHHBIE o0pa3zoBaTenbHON
MPOTPaMMOid, chopMHUPOBAHBI JIOCTATOYHO. HeranbHoe
BOCTIpOM3BeJicHHE Yy4yeOHOro Mmarepuana. lIpakTudeckue HaBBIKU
npodecCuOHATbHON JEeATEIIbHOCTH B 3HAYUTEIbHOU Mepe
chopmupoBanbl. [IpHCYTCTBYIOT HaBBIKM CAaMOCTOSTEIBHOTO pEIICHUS
MPAKTUYECKHX 3aJ1a4 C OTJCIbHBIMU 3JIEMEHTaMH TBOPUYECTBA.

74% - 60%
(YZOBIIETBOPUTEIBHO)

Oransl KOMIIETCHIIUH, IIPENYyCMOTPEHHBIE o0pa3zoBaTenbHON
nporpamMmou, cpopMuUpoBaHBI HAa MHHUMaJIbHOM YypoBHe. Hammuue
MHUHHMAJIBHO JIOITYCTUMOTO YPOBHS B YCBOCHHMH y4eOHOrO Marepuaia, B
T.4. B CAMOCTOSITEJIbHOM PELIEHUHU MpaKTUYecKuX 3afad. [IpakTuueckue
HaBBIKU NMPO(HECCHOHAIBHON NEATETBHOCTH C(POPMUPOBAHBI HE B MOTHON
Mepe.

Menee 60%
(HEYTOBIETBOPUTEILHO)

Oransl KOMIIETCHIIUH, IIPENYyCMOTPEHHBIE o0pa3zoBaTenbHON
nporpamMmoii, He chopmupoBaHbl. HegocTtarouHblli ypOBEHb YCBOCHUS
NOHATUIHOTO ammapara W Hauuuue (parMeHTapHbIX 3HAaHUM 10
muciumiiae.  OTCyTCTBHE MHUHHUMAJIbHO —JIOMYCTUMOTO YPOBHS B
CaMOCTOSITEIbHOM ~ PELIEHUH TNPAKTUYECKUX 3adad. lIpakTuueckue
HaBBIKU NPOo(eCCHOHATBLHON JesITeIbHOCTH He CHOPMUPOBAHBI.

YpoBeHb 3HAHWW, YMEHUW W HABBIKOB OOYYAIOIIErocss NpPH YCTHOM OTBETE BO BpEMs
MPOBEJICHUSI TEKYIIEro KOHTPOJs ompexaensercs Oamramu B aumamazone 0-100 %. Kpurepuem
OLICHUBAHUSI TIPU MPOBEICHUM TECTHPOBAHUS, SBISETCS KOJUYECTBO BEPHBIX OTBETOB, KOTOpHIE Aall

CTYACHT Ha BOIIPOCHI TCCTA. HpI/I pacucTe KOJIUYCCTBA 6aJ'IJ'IOB, MOJIYYCHHBIX CTYACHTOM IIO HTOI'aM

TecrupoBanue

TECTUPOBaHUs, UCMOJb3YeTCA cienytomias popmyna:

rae

B=£X100%,
0

b — xonuuecTBO 6aJIJIOB, MOJIYUYCHHBIX CTYACHTOM IO UTOTaM TCCTUPOBAHUA,
B — xonmuecTBO BEpPHBIX OTBETOB, TAHHBIX CTYACHTOM Ha BOIIPOCHI TECTA;
O — ofm1ee KOIMIECTBO BOIIPOCOB B TECTE.

IIposepka pedepara

20




YpoBeHb 3HaHWN, YMEHHWNW W HABBIKOB OOYyYalOIIETOCs IMPH TMPOBEpKEe pedepaTra BO BpeMs
MPOBEJICHUSI TEKYIIET0 KOHTPOJs omperensercs Oamtamu B auamnazoHe 0-100 %. Kpurepusmu
OLICHMBAaHMSI TpPU TMpoBepKe pedepara ABIAETCA JEMOHCTpAlMsl OCHOBHBIX TEOPETHUYECKHX
MOJIOKEHUH, B PAMKax OCBaUBAaEMOW KOMITETCHIIUU.

[Ipu onileHMBaHUM PE3yIBTATOB YCTHOT'O OIPOCA UCIIOJIB3YETCS CIIEAYIOIAs IKaJla OLICHOK:

VYyammiicss TeMOHCTPUPYET COBEPIIEHHOE 3HAHHWE OCHOBHBIX TEOPETHYECKHX ITOJIOKCHHH, B paMKax

100% - 909 N
% % OCBaNBaEMON KOMIIETCHIIUH.

Yyamuiicss IeMOHCTPUPYET 3HAHUE OOJIBIIEH YaCTH OCHOBHBIX TEOPETHUECKHUX ITOJIOXKEHHUH, B paMKax
OCBaMBaEMOM KOMIIETEHIIHH.
VYyamuiicss J€eMOHCTPUPYET AOCTATOYHOE 3HAHHE OCHOBHBIX TEOPETHMUECKHX IOJIOKEHUH, B paMKax
0CBaMBAEMOM KOMIIETEHIIUH.

89% - 75%

74% - 60%

anmnﬁca JACMOHCTPUPYCT OTCYTCTBHUC 3HAHUSA OCHOBHBIX TCOPCTUYCCKUX HOHO)KCHHﬁ, B paMKax

menee 60% 9
0CBAMBAEMOM KOMIIETEHIUH.

IIpoBepka keiica
YpoBeHb 3HaHWH, yYMEHHUN W HaBBIKOB OOYyYalOIIErocsi MpH IIPOBEpPKE Keiica BO BpeMs
MPOBEJICHUSI TEKYIIEr0 KOHTPOJs ompenensercs Oamnamu B auamnazoHe 0-100 %. Kpurepusmu
OLICHUBAHHUsI IPU IIPOBEPKE Kelca SABIIAETCS IE€MOHCTpAlUsl OCHOBHBIX TEOPETUYECKUX IMOJIOKEHUH, B
paMKax OCBanBaeMOW KOMIETEHIUH.
IIpu olleHMBaHMY PE3YNIBTATOB PEHICHUS KelCca HUCIOIb3YETCs CIEAYIOMAasl IKAJIA OLEHOK:

100% - 909% |Yuammiics AEeMOHCTPUPYET COBEPIIEHHOE 3HAHWE OCHOBHBIX TEOPETUYECKHX  IOJIOKEHHM,
MPAKTUIECKUX W aHATUTHICCKIX HABBIKOB B PAMKAX OCBAaMBACMOIl KOMIICTEHITHH.

89% - 75% |Yuammiics IEeMOHCTPUPYET 3HaHWE OOJBIIEH YacTH OCHOBHBIX TEOPETUYCCKUX ITOJOXKCHHM,
MIPAKTUIECKUX W aHATNTHICCKIX HABBIKOB B PAMKAX OCBAaMBAEMOI KOMIECTEHITHH.
74% - 60% |Yuamuiics JEeMOHCTPUPYET JOCTAaTOYHOE 3HAHHUE OCHOBHBIX TEOPETHYECKUX  IOJIOKEHUH,
MPAKTUIECKUX W aHATUTHICCKIX HABBIKOB B PAMKAaX OCBAaMBACMOIl KOMIIETECHITHH.

MmeHee 60% | Ydamuiics AEMOHCTPHUPYET OTCYTCTBUE 3HAHUSI OCHOBHBIX TEOPETUUECKHUX TTOJIOKEHUH, TPAKTHUECKHUX
1 aHAJIMTHYECKUX HABBIKOB B PAMKaX OCBaMBAEMOM KOMIICTEHIIHH.

Pemenue 3anau
VYpoBeHb 3HaHMH, YMEHUH M HaBBIKOB OOYyYalOIIErocs NpU pPELICHUH 33Ja4 BO BpeMs
MIPOBEJECHUSI TEKYIIEro KOHTPOJs ompezaensercs Oamiamu B auanasone 0-100 %. Kpurepuem
OLICHMBAHMs TPU pEIICHUU 3a/ay, SIBJISETCS KOJIMYECTBO BEPHO pELIEHHBIX 3azad. llpu pacuere
KOJIM4YecTBa 0ayuIoB, MOJYYEHHBIX CTYACHTOM M0 UTOTaM pEelIeHMs 3a/1ay, UCIONb3YeTCsl CleqyIoIas
bopmymna:
b= gx 100%,
rae b — konuyecTBoO 6aMIOB, MOMYYEHHBIX CTYAEHTOM 10 UTOTaM PEUICHUS 3a/1a4;
B — xosinuecTBO BEpHO PEILIEHHBIX 33/]a4;
O — o0111€ee KOIUYECTBO 3a1ay.

Pemrenue cuTyanimoHHOM 3a1a4u
YpoBeHb 3HaHUIM, yYMEHUI W HAaBBIKOB OOYYAlOIIErocsi MpPH BBIMOJHEHUH CUTYAIlHOHHON
3aladyd BO BpeMsl MPOBENEHUsS TEKYLIEro KOHTPoJs ompenensercs Oamiamu B guanazoHe 0-100 %.
Kputepusimu orieHuBaHus sBisieTcsi cOop u 0000IIeHue HeoOXoauMoi MH(OpMaIUK, MPaBUILHOE
BBINOJIHEHUE HEOOXOAUMBIX PaciyeTOB, JOCTOBEPHOCTh U OOOCHOBAHHOCTh BBIBO/IOB.
[Ipn oneHMBaHUM pPE3yAbTATOB PELIEHUS CUTYALlMOHHOM 3aJaud HMCHOJb3YETCS CIEIyHOIast
IIKaJIa OLICHOK:

Vyaiuiics JEMOHCTPUPYET COBEPILIEHHOE 3HAHHE OCHOBHBIX TEOPETHUYECKHMX IOJOKEHUM, yMeeT
100% - 90% |cobupate u 0600mAaTE HEOOXOAUMYIO HH()OPMALUIO, MPABUILHO OCYLIECTBIAET PACYETHI, JENIAeT
0060CHOBAHHBIE BBIBO/IbI

Yyamuiicss [EeMOHCTPUPYET 3HAHWE OONbIIEH YaCTH OCHOBHBIX TEOPETHUECKHX IMOJIOKEHUH, MOXKET
89% - 75% |cobpars Gompmiyro 4YacTh HEOOXOAMMONW WH()OPMALUH, PACCYMTHIBAET HEOOXOAUMBIE TOKA3aTENH,
JIEJIaeT BBIBOJIBI, IOITYCKAsl P STOM HE3HAYNTEIbHBIC OIINOKH
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74% - 60%

anmnﬁc;l JACMOHCTPUPYCT 3HAHUC HeKOTOpOfI YaCTU OCHOBHBIX TCOPECTUYCCKUX HOHOH(GHHﬁ, MOXET
CO6paTL HCKOTOPYIO 4YacCTb HeOGXOILHMOﬁ I/IH(i)OpMaIlI/II/I, pacCcHuThIBaCT HCOGXOHI/IMLIG I10Ka3aTCJiu,
JICJIACT BBIBOBI, DOITYCKasd NP OTOM OIIHOKHU

meree 60%

anmnﬁc;{ JACMOHCTPUPYCT OTCYTCTBUC 3HAHUSA OCHOBHBLIX TCOPCTHUUCCKUX HOHO)I(GHI/Iﬁ, yMeHI/Iﬁ u
HABBIKOB B paMKax 0CBaBaeMOM KOMITCTCHITHH.

5. OueHouyHble MaTEPHAJIBI IPOMEKYTOUYHON ATTECTANUM MO AUCHUIJIMHE

5.1. MeToabl npoBeieHHUs 3a49€Ta C OLEHKOMH
3adyeT MPOBOAMUTCH € NMPHUMEHEHMEM CJEeIYHIIUX MeTOA0B: METOJ YCTHOTO OIpoca IO
BOIIPOCaM M3 MEPEYHS NPUMEPHBIX BOIPOCOB U3 II. 5.2.

5.2. OneHOYHbIE MATEPHAJILI IPOMEKYTOYHON aTTeCTANMH

KoMmoHeHT
KOMIIETEHIIHH

IIpomeskyTOUHBIH / KIHOYeBOH HHANKATOP
OLlEHNBAHUS

Kpurepnii onennBanns

YK OC-8
CriocoOHOCTH
CO3/1aBath U
MOJIEPKHUBATh
Oe3onacHeie
YCIIOBUS
KU3HEACSITEIBHOCTH,
B TOM 4HCJIE IPU
BO3HUKHOBEHHH
Ype3BbIYANHBIX
CUTyaluil u
BOEHHBIX
KOH(JIUKTOB

— Hcnombs3yeT MeTonpl U COCOOBI oOecrievueHns WH-
(dhopmanmoHHoi Oe3omacHOCTH B TPO(HEeCCHOHATBLHOM
nesitenbHOocTH. UT B cucteme Mep 3amuThl MHGOpMA-
nun. HopMaTuBHBIE TOKYMEHTHI MO 3alIuTe WH(pOpMa-
UM U OPTaHM3alUs COOTBETCTBYIOIIUX OTICIIOB B Op-
ranu3anusax. COBpeMEHHBIC METOIbI 3aIUTH HH(pOpMa-
IIUU OT HECAHKIIMOHUPOBAHHOTO JOCTYIIA.

— JleMoHCTpupyeT 3HaHUWA OCHOB-
HBIX TEOPETUYECKUX TIOJIOKEHUH B
MIOJTHOM 00beMe

— Ilpumensier HoBble MH(OPMALMOHHBIE M TEJIEKOM-
MYHHUKAallUOHHBIE TEXHOJOTHM; OCHOBHBIE METOJOB
Kpurtorpaduy; nporpaMMHbBIE CPEACTBAa 3allMThl WH-
(bopmManuu; MpOTOKOJIBI 3aLUTHI HH(OPMAIHH.

— IlpumeHnsier 3HaHUS Ha TPAKTHUKE B
MIOJIHOH Mepe

— CamooOyueHrne B COBPEMEHHBIX KOMITBIOTEPHBIX
cpezax; BBISBIISIET OHACHOCTH M YTPO3bl HHPOPMAIHMOH-
HOW 0e30MacHOCTH; MPUMEHEHHE OCHOBHBIX METOJIOB U
nporpamMM 3amuThl WHGOPMAINK; KCIOJIb30BAHUE Me-
TOAOB M CIOCOOOB oOecmedeHnss WHPOPMAITHOHHOMN
0€30MacHOCTH C LEJbI0 IPEJOTBPAIIECHHS HECaHKIHO-
HUPOBAHHOTO JIOCTYIA, 3JIOYMBIIUICHHON Moauduka-
LMK WM yTpaThl CIy)xeOHOH MH(popManuu; paboTaeT ¢
COBPEMCHHBIMH METOJAMH 3aIlUTHl WH(POPMAIUU OT
HECaHKIIMOHWPOBAHHOT'O JIOCTYIIA.

— Bnageer HaBblkaMH aHaNKM3a U CH-
cTeMaTH3alluu B BEIOPaHHOH cdepe

YK OC-8.1
Peanuzanus
OCHOBHBIX
MIPUHITUTIOB U
MOJIOKEHUH
UHGOPMAIMOHHOM
0e301acHOCTH
XO3IMCTBEHHOHN
JeATSIbHOCTH

— CaMOCTOATENIFHO pEIlacT 3aa4yu MPEeIMETHON 00a-
CTH Ha MEPCOHAIBHOM KOMITBIOTEPE C TIOMOIIBIO HOBBIX
WH(POPMAIMOHHBIX TEXHOJOTMA W COBPEMCHHBIX WH-
(hOpMaIMOHHBIX CUCTEM; paboTaeT C MPOrpPaMMHBIMHU
CpeACTBAMH 3alUThl HH)OPMAILHH.

— JleMOHCTpupyeT 3HaHHH OCHOB-
HBIX TEOPETUUECKUX TMOJIOKEHUH B
HOJIHOM 00beMe

— Brnageer kpunrorpadudeckoil W creraHorpaduue-
CKOH 3aIuTON WH(POpPMAIIMU; OCHOBHBIMH METOJaMU M
cpeacTBaMu 3amuThl mHGOpMarmu. PabotaeT ¢ coBpe-
MEHHBIMH METOJaMH 3alIUThl HH)OPMAIMHA OT HECAaHK-
IHOHUPOBAHHOTO JOCTYTIA.

— IIpumeHnseT 3HaHUS Ha MPAaKTHKE B
TIOJTHOM Mepe
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— CaMOCTOSITeNIFHO penIaeT 3ajadyu IMPEeAMETHOH 00-
JIaCTH Ha IEPCOHAIBHOM KOMIIBIOTEPE C ITOMOILBIO HO-
BBIX HH()OPMALMOHHBIX TEXHOJOTHH M COBPEMEHHBIX
WH(OPMAIMOHHBIX CHCTEM; OCHOBHBIX METOJOB KpHII-
torpaduu. PaboTaer ¢ mporpaMMHBIMH CPEJICTBAMU 3a-
ot HHpopMarui. PaboTaeT ¢ MpOTOKOIAMH 3aIIUTHI
nH(POPMAIINH.

— Bnageer HaBpIKaMK aHAJIM3a U CU-
CTEeMAaTHU3aIiK B BEIOPaHHOU cdepe

YK OC-10
Cnoco0OeH
JICMOHCTPHPOBATh H
(b opmHpoBaTH
HETEepPIUMOe
OTHOILICHHE K
KOPPYMIIHOHHOMY
HOBE/ICHUIO

— Hcnomb3yeT MeTonpl U COCOOBI oOecrievueHns WH-
(dhopmanmoHHoi Oe3omacHOCTH B TPO(HECCHOHATBLHOMN
nestenbHOCTH. T B cucTteMe Mep 3amuThl WHGOpMa-
mun. HopMaTuBHBIE TOKYMEHTHI O 3aIlluTe WH(pOpMa-
UM U OPTaHMU3alUs COOTBETCTBYIOIIUX OTICIIOB B Op-
raau3anusax. COBpeMEeHHBIC METOIBI 3aIUTH HH(pOpMa-
IIUU OT HECAHKIIMOHUPOBAHHOTO JOCTYIIA.

— JleMoHCTpupyeT 3HAaHUWA OCHOB-
HBIX TEOPETUYECKUX TIOJIOKEHUH B
MTOJTHOM 00BeMe

— Ilpumensier HoBble MH(OPMALMOHHBIE M TEJIEKOM-
MYHHUKAallUOHHBIE TEXHOJOTHM; OCHOBHBIE METOJOB
Kpuntorpaduy; nporpaMMHbBIE CPEACTBa 3allUThl WH-
(opmManuu; MpOTOKOJIBI 3aLUTHl HH(OPMAIHH.

— IlpumeHnsier 3HaHUS Ha TPAKTHUKE B
MIOJIHOH Mepe

— Camoo0OyueHrne B COBPEMEHHBIX KOMITBIOTEPHBIX
cpenax; BBIABISIET ONACHOCTH M YTPo3bl HHGOPMALUOH-
HOW 0e30MacHOCTH; MPUMEHEHHE OCHOBHBIX METOJIOB U
porpamMM 3amuThl WHGOpMAlNK; HCHOJIb30BaHUE Me-
TOJOB W CHOCOOOB obecrnedyeHus: HHGPOPMAIMOHHON
0€30MacHOCTH C LEJbI0 HPEJOTBPAIIECHHS HECAaHKIHO-
HUPOBAHHOTO JIOCTYNA, 3JOYMBIIUIEHHON Moauduka-
LMK WM yTpaThl CIy)xeOHoH MH(popManuu; paboTaeT ¢
COBPEMEHHBIMH METOIAaMH 3aIlUTHl HHGOPMAUUH OT
HECaHKIHOHUPOBAHHOTO JOCTYNA.

— Bnageer HaBblkamMH aHaNKM3a U CH-
cTeMaTH3alluu B BEIOPaHHOH cdepe

YK OC-10.1

— CaMOCTOSTENnbHO pelraeT 3aJaadu MpeaMeTHOH o0Jia-
CTH Ha MEPCOHATBHOM KOMIIBIOTEPE C MOMOIIBIO HOBBIX
WH()OPMALMOHHBIX TEXHOJIOTMHA U COBPEMEHHBIX HH-
(hOopMaIMOHHBIX CHUCTEM; paboTaeT C MPOrpPaMMHBIMHU
CPeACTBaMH 3alUThl HHYOPMAILHH.

— JleMoHCTpupyeT 3HaHUWA OCHOB-
HBIX TEOPETUYECKUX TIOJIOKEHUH B
MTOJTHOM 00BeMe

Peanuzamus
OCHOBHBIX
MPUHIUIIOB U
nonoxxeauit b
XO3SICTBCHHOMN

— Bnageer kpunrorpaduueckoid u creraHorpaduye-
CKOI1 3amuTol WH(GOPMAIMK; OCHOBHBIMH METOIAMU H
cpeacTBaMu 3amuThl mHGOpMarmu. PabotaeT ¢ coBpe-
MEHHBIMH METOJIaMH 3alIUThl HHPOPMAIMK OT HECAHK-
HOHUPOBAHHOTO JIOCTYTIA.

— IlpumeHnsier 3HaHUS Ha TPAKTHUKE B
[IOJIHOH Mepe

ACATCIIBHOCTH.

— CaMOCTOSITeNIbHO penaeT 3ajadyu MPEeAMETHOH 00-
JIACTH HAa IEPCOHAIBHOM KOMIIBIOTEPE C IOMOIBIO HO-
BBIX HH()OPMALMOHHBIX TEXHOJOTHH M COBPEMEHHBIX
MH(OPMALMOHHBIX CHCTEM; OCHOBHBIX METOJOB KpHII-
torpaguu. Pabotaer ¢ mporpaMMHBIMU CpeJCTBAMHU 3a-
T HHpopMalui. PaboTaeT ¢ MpOTOKOIAMH 3aIIUTHI
nH(pOPMAIINH.

— Brageer HaBbpIKaMU aHAJIKM3a U CU-
CTeMAaTHU3aIiK B BEIOPaHHOU cdepe

IlomHBIT KOMILJIEKT

[Tpunoxenun 1 PIT/.

1. Brigenurts

3agauun

OLCHOYHBIX MAaTCpUuajioB IJid HpOMe)KYTO‘-IHOI\/'I arrecCTallu MNpCACTABIICH B

TunoBble OLleHOYHBIE CPEACTBA IPOMEKYTOYHOM aTTeCTAUN

Bonpochl Kk 3a4eTy N0 JUCHUILINHE

«IIpaBoBast HHGOPMATHKA)»

IIPAaBOBOTO  XapakTepa,

nHpopManmonHoro odmectsa Poccun.
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CdopMynrpoBaTh OCHOBHBIE MPUHIIUITBI 0OecTIeueHHs] HH(POPMAIIMOHHON O€30MaCHOCTH.

Yro Takoe rnpaBoBasi HHPOpPMaTH3AIU?

OxapakTepu3yiTe OCHOBHBIC HAIIPaBJICHUS TPABOBON HHGOPMATH3AIUH.

. KakoBa posib coBpeMeHHBIX HH()OPMAITMOHHBIX TEXHOJIOTHI B TPABOTBOPUECKOM NeSTETLHOCTH?
6. IlpuBenure mnpuMepsl HHPOPMAIMOHHBIX CHCTEM, HCIOJIb3YEMBIX B IPABOTBOPUYECKOM
NESTENBHOCTH.

7. KakoBbl BO3MOXKHOCTH COBPEMEHHBIX HH(OPMALIMOHHBIX CHCTEM IMpPH CHCTEMaTH3aluu
3aKOHO/IaTeNbCTBA?

8. IlpuBenurte mpumepbl aBTOMATU3UPOBAHHBIX WH(OPMALMOHHBIX CHUCTEM, (PYHKIMOHUPYIOUINX B
OpraHax BHYTPEHHHX JEJl.

9. Oxapakrepusyiite ['OCymapCTBEHHYIO aBTOMAaTH3MpPOBAHHYIO cucteMmy «BbiOopel», nemu ee
CO3/IaHUA U CO3/1aBaE€MBbIE C ITOMOIIBIO Hee HH(POPMAIIMOHHBIE PECYPCHI.

10. OxapakTepusyiiTe OCHOBHBIC HETOCYAapCTBEHHBIE HH(OPMAIIMOHHO-CIIPABOYHBIE CHCTEMBI
«Koncynprant [Lmtocy, «Koaekey, «["apant», APM «tOpuct».

11. PackpoiiTe conepkaHue MOHATUS «MHPOPMALMOHHAs 0€30IaCHOCTb)

12. ChopmynupyiTe KU3HEHHO BaXKHBIE HHTEPECH TNYHOCTH, OOIIIECTBA U TOCYAapCTBa B
nH(pOpPMaLMOHHOI cepe.

13. KakoBbI OCHOBHBIE 33/1a4u B 00J1acTH oOecrieueHruss HHPOPMAIIMOHHON 0€301acHOCTH?

14. Kak cooTHOCATCS MOHATUA «0€301MaCHOCTh HHPOPMALIUU» U «3aIUTa HHPOPMAITUN»?

15. Yro Takoe nndopmanmoHHoe opyxue?

16. Kakue cyniecTByroT BUbI HHPOPMALIMOHHOTO OPYKuUs?

17. Kak cormacHo 3akoHy «OO0 wuHbopmaruu, HWHPOPMAIMOHHBIX TEXHOJOTHUAX KM O 3alllHuTe
uH(OpMAIUN» OTIPE/ICTICHbI OCHOBHBIE 1I€TU 3aIIUThI HHPOpMaLUU?

18. B ueMm 3akmmtouaeTcsi CHCTEMHBIN TTOXO0/ K 3aniuTe HHGOpMAaIiu?

19. B yem oTnuuune 37eKTPOHHOTO TOKYMEHTOO00POTa OT 3JEKTPOHHOTO OOMEHA TaHHBIMU?

20. PackpoiiTe comepkaHre TOHATHUS «AJIEKTPOHHBIN TOKYMEHT.

21. B ueM oTiiMuMe NEKTPOHHOTO JOKYMEHTA OT TPAJAUIIMOHHOTO OYMaKHOTO JOKyMeHTa?

22. Yo Takoe 3JIeKTpOHHAs MOMNNUCH?

23. JlaiiTe ompeneneHusi YCHJICHHON KBaJU(HUIMPOBAHHOW 3JEKTPOHHOM MOANMCU U YCHICHHOMN
HEKBaTM(UIIUPOBAHHOMN JIEKTPOHHOM TOIITHCH.

24. B yeM 3aKkJIr04aeTcsi TEXHUYECKOoe 00ecrieueHne 3IeKTPOHHOM moaAnucu?

25. Packpoiite cyTh miporiecca cepTuduKanuu 3JIeKTPOHHOU TTOHICH.

26. Uto Takoe ya0CTOBEPAIOMIHI LIEHTP?

27. Kakue TpeOoBaHUS IPEABIBISIIOTCS K YOCTOBEPSIOIINM IIEHTpam?

28. OxapakTepu3yiTe Ha3HAYEHUE U OCHOBHBIE BOZMOXXHOCTH CIPABOYHBIX ITPABOBBIX CUCTEM.

29. IIpoananu3upyiite u knaccuduiupyite Buabl morcka B CIIC.

30. Kak cormacHo 3akoHy «OO0 wuHpopmanuu, WHPOPMALMOHHBIX TEXHOJOTHSX M O 3alIUTe
nH(pOpMaLUK» ONpeeTIeHbl OCHOBHBIE LIEH 3aIIUThI HHpOopManuu?

31. B geM 3akir04aeTcsi CHCTEMHBIH MOIXO K 3a1uTe HHpopManuu?

32. B uem oTau4ue 3JeKTPOHHOTO JOKYMEHTOO00pOTa OT JIEKTPOHHOTO 0OMEHa TaHHBIMU?

33. Packpoiite conep:kaHue NOHATUSI «3JIEKTPOHHBIN TOKYMEHTY.

34. IonsiTre 3anuThl UHGOPMAUA U HHPOPMAITMOHHOM 0€30MacHOCTH.

35. OcHOBHBIE COCTABIAIONINE HHPOPMALIMOHHON 0€30MacHOCTH.

36. 3akoHOATENBHBIA YPOBEHh MHGOPMAIIMOHHON O€30MaCHOCTH.

37. KoMIbloTepHbIE IPECTYIICHUS.

38. IlonsTre araku Ha HHOOPMAITMOHHYIO CHCTEMY.

39. Knaccugukanus arax.

40. Buasl NpOTUBHUKOB WM “HapyIIATENEH’, X KIacCH(pUKAIIHS.

41. Kanainsl yreuku HHQOpMAaI.

42. [loHarue yrpo3sl.

43. McTouHuKH yrpo3 U UX Kiaccupukanus.

44. Mopens yrpos.

45. Ananu3 BO3MOXHBIX CIIOCOOOB HapyIIEHUI HH(OPMAITMOHHON CUCTEMBI.

46. ITonmuTrka 6€30MaCHOCTH U €€ pean3aliusl.

N W
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47. OCHOBHBIE MMOHATHSI KpUNITOTpaduu.

48. JIBa OCHOBHBIX HAIPaBJICHUS B COBPEMEHHOW KPUITOTpa(uu.

49. Knaccuieckne KpUITOCUCTEMBI M uX Kitaccudukanus. [Ipumepsr.

50. Kpuntoananus MHOTOaI(aBUTHBIX CUCTEM.

51. Kpunrocucrema: “OmHOpa3oBblil OJOKHOT .

52. Crannaptel mM(pOBaHUS TaHHBIX.

53. Cucremsl mudpoBanus, He TPEOYIOIIHE MepeIavYH KIrova.

54. Kpuntorpaust ¢ OTKPBITHIM KIIIOYOM.

55. DnekTpoHHas MOANUCH U MPUHIUIIBI €€ TPUMEHEHUS.

56. PykoBoasamue nokymeHnTsl ['octexkomuccuu Poccun.

57. Uncrpykuus CTP-K. Pexomenganuu no 3amure KoHQUIECHIUAIBHON HHpOPMALIUK.
58. PazpemmrenbHas cucteMa J0mycka.

59. Yrpo3sl nunpopmanoHHoii 6e3omacHocTy npu padote ¢ MIHTEpHET.

60. ApxuTekTypa TUIIOBOM CUCTEMBI 3aIlIUThI OT HECAHKIIMOHUPOBAHHOTO JAOCTYIIA.

IIpakTHYeckHe KOHTPOJIbHBIE 3aIaHUS

Tema 1. 3ammura 0hUCHBIX TOKYMEHTOB.

PaccmaTpurBaemblie BONIPOCHI:

3amuta nokyMmeHToB Microsoft Word oT HECaHKITMOHHPOBAHHOTO JOCTYIIA.

3ammTa 1okyMmeHToB Microsoft Word oT HeCaHKIIMOHUPOBAHHOTO U3MEHECHHS.

3amuta nokymMmeHToB Microsoft Excel oT HeCaHKITMOHHPOBAHHOTO U3MEHEHUSI.

3ammra nokymeHToB Microsoft Excel oT HeCaHKITMOHUPOBAHHOTO JTOCTYTIA.

3anaHus 4J11 CaMOCTOSITEIBHOTO BBIIOJIHEHHUS:

3ammra nokymenTtoB Word.

1. Co3pmaiite Ha aucke D: B mamnke Baiei rpynisl nanky 3amura ogpuca.

2. Habepute B penakrope Word mpou3BOJIBHBIN TEKCT U COXPAHUTE €ro B Mamke 3amura oduca
nox umeneM documentl.

3. Bri6epute mento CepBuc — Y CTaHOBUTH 3aIIHTY.

4. 3amperuTe M00BIC U3MEHEHUS KPOME 3alliCH UCIIPABICHUN U 3a/1aiiTe maposb 12345.

5. IlonpoOyiiTe OTpenakKTUPOBAaTh CBOM TEKCT. YIAJIUTE HEKOTOPHIC CJIOBA W JIOMHUIIUTE HOBBIC.
[TorpoGyiite mnpunats Bce wucnpasneHus (CepBuc — Hcnpasiaenus — IIpUHSTH/OTKIOHHUTH
ucnpasieHusi). OOpaTtuTe BHHMMAaHHE, YTO BCE W3MEHEHHMsS B JOKyMEHTEe (UKCHPYIOTCS, HO
MPUHATH/OTKIIOHUTH UX HEBO3MOXKHO.

6. 3aKkpoiiTe JOKYMEHT, COXPaHUB €TO0.

7. OTKpoiiTe JOKYMEHT U MONPOOYHTE MPUHATH UCTIPABIICHUSL.

8. CHumuTe 3amuTy nokymeHnTa. Beioepure Mmenio CepBuc — CHSTh 3alTUTy U BBEAUTE MapOIIh.

9. IlonpoOyiiTe NpUHATH Bce UCTIPaBICHUS. Y OeTUTECh, YTO UCIPABICHUS IPUHSTHL.

10. 3aHOBO 3alUTUTE TOKYMEHT, KpPOME 3alIMCH UCIIPABICHUM U 3aKPOUTE €ro, COXpPAHUB.

11. HaGepute HOBBIH JOKYMEHT (OTIIMYHBIH OT NEPBOT0) W COXpaHUTE €ro (Mmoj HMEHeM
document2) B manke 3amura oduca.

12. YcTtaHoBUTE 3alIMTy 3TOrO JOKyMEHTa, BbIOpaB MeHI0 CepBUC — YCTaHOBUTH 3alllUTy H
3amnpeTHB JIFOObIe N3MEHEHHUSI KpOME BCTABKU NMPUMEUaHui. 3aaaiTe maponb 12345.

13. [lonpoOyiiTe OTpeaaKTUPOBATH JOKYMEHT.

14. BcraBbTe 1Ba MpuMedaHus K Tr00bIM GpparmMeHTaMm. MeHto BeraBka — [Ipumeuanue.

15. [lonpoOyiiTe U3MEHUTH OJJHO IPUMEUYAHHE U YIATUTh IPYToe.

16. 3akpoiiTe TOKyMEHT, COXpPAHUB €TO0.

17. Co3zpnaiite Tpetuil nokymeHT B Word, coxpaHuTe ero B mamke 3amura opuca moJ UMEHEeM
document3. YcTaHoBHUTE HAa HETO 3aLIUTY, 3alIPETHUB JIOObIE H3MEHEHHUS, KpOME BBOJA JIaHHBIX B MOJIS
dopm. 3anaiite napons 12345.

18. TTompoOyiiTe OTpemakTUpOBaTh JOKYMEHT. [IpoCMOTpHTE MyHKTHI MEHIO, YTOOBI BBISICHUTH
Baim BO3MOKHOCTH 110 peAaKTUPOBAHUIO JOKYMEHTA.

19. CHUMUTE 3aIIUTY C TOKYMEHTA.
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20. Paz0eliTe Bam JOKYMEHT Ha JiBa paszzena. (Y CTaHOBHTE Kypcop B MECTO pa3phbiBa U BhIOEpUTE
Mento BeraBka — Pa3psiB — HoBbI pazzien Ha TeKyllel CTpaHuLe).

21. YcraHoBUTE 3alUTy Ha JOKYMEHT, 3alpeTHB JIIOOble M3MEHEHHUS, KpOMe BBOJA JAHHBIX B
nonst ¢popm. Mcnone3yst kHONKY Pa3genbl, ycTaHOBUTE 3ampeT TOJbKO Ha BTOpod paszen. Ilaposb
12345.

22. TlonpoOy¥iTe OTpeaaKTUPOBATh NEPBbIA U BTOPOIl pa3zienbl JOKYMEHTA.

23. 3akpoiiTe JOKYMEHT, COXPaHUB €TO0.

24. Co3paiiTe 4yeTBEepTHIil TOKyMEHT B penakrope Word u coxpaHuTe ero B make 3amura oguca
nox nMeneM document4.

25. Beibepute mento Cepsuc — [lapamerpsl, 3atem BkIaaky CoxpaHeHHE.

(Ecmu Ber pabotaere B8 Word2t3 unu XP, To Hamo BeIOpath BkIaaky bezomacHocTs. [TocmoTpuTe
BO3MOJKHOCTH 3TOH BKIaaku. OOpaTuTe BHUMaHUe Ha (Prraykok «Y JaysiTh JTUYHBIC CBEACHUS U3 (aiina
IIPU €0 COXPAHEHUM).

26. 3amaiite maposb 7777 Ha OTKpBITHE (Daiina.

27. 3akpoiite ailn, CcOXpaHUB €ro, 3areM momnpoOyiTe OTKpbITh. llonmpoOyiite BBecTH
HEMPaBWIbHBIN MMapoJib, a 3aTeM OTKPONUTE TOKYMEHT C IPABHIIbHBIM I1apOJIEM.

28. Co3paiiTe mATHIA JOKyMEHT B penakrope Word U coxpaHUTE ero B make 3amuTa oduca moj
nmeHeMm documents.

29. BriGepute mento Cepsuc — I[lapamerpsl, 3aTem Bkianky besomacHocts (CoxpaHeHue amns
Word2000) u 3amaiite maposib pazperieHus 3anucu 9999.

30. 3akpoiiTe JOKYMEHT, COXPaHUB €ro U MONpoOyiTe CHOBA OTKPBITh. BbiOepuTe peskuM TOIBKO
yreHus. OTpeTakTUpynTe JOKYMEHT U TONpoOyiTe ero coxpanutb. Coxpanute kak document5S 1.

31. [lonpoGyiiTe oTKpHITH (paiin documentS 1.
32. 3akpoiite Bce (ailiibl ¥ TOKAKUTE PE3yJIbTaT MPENO0IaBaTelo.
3amuta nokymeHToB Excel.
1. 3anmyctute Excel u coznmaiiTe cienyroniyro Tabauiy
dUO Oxutan IIpemus Hroro

2. 3anoHUTE ee /Ui MPOU3BOJIBHBIX TPEX YEJIOBEK, BBOJIS IPOU3BOJIBHBIC YKCIIA U CYMMUPYS UX B
rpage Uroro.

3. [TocTpoiite KpyroByro auarpammy mo crosodiy Hroro.

. CoxpanuTe (aiin B manke 3amura opuca mnoja uMeHem probal.

. CoxpanuTe 3TOT ke ¢aitn B manke 3ammra oduca emie pa3 moa UMeHeM proba?2.

. 3akpoiite Qaiin proba2 u oTkpoiite ¢aiin probal.

. Bet6epute mento CepBuc — 3ammra — 3alUTUTD JTUCT U 3a1aiTe mapoas 1111.

. [TompoOyiite oTpenaktupoBath Juct. [lepeligute Ha JInct2 u monpoOyiTe BBECTH NaHHEIC.

9. YcTaHoBUTE 3alIUTY BTOPOTO JIMCTA C mapojeM 2222.

10. Caumure 3amury ¢ Jlucral. Mcnons3yiite meHto CepBuc — 3amurta — CHSTb 3alllUTY JUCTA.

11. Ycranosute 3amuty Jlucral, oTMeTHB TOJBKO (Di1aykoK 3amuTa JUCTa B OTHOIIEHUH OOBEKTOB
v 3a71aB mapoib 1111.

12. TTonpoOyiiTe U3MEHUTD JTaHHbIE B siuciikax. [lompoOyiiTe N3MEHUTH AUarpaMmy.

13. 3akpoiite (haiin, coXpaHHUB €ro.

14. OTtkpoiite ¢aiin probal u monpoOyiiTe BHECTH H3MEHEHHS HA TMIEPBBIN JIMCT, 3aTEM Ha BTOPOH.

15. 3akpoiite ¢aiin probal u oTkpoiite aiin proba2.

16. Breioeputre menro CepBuc — 3amurta — 3amuTuTh KHUTY. OCTaBbT€ OTMEYCHHBIM TOJBKO
¢naxok CTpykTypy W 3amaidte mapoinb kniga (mpoBepbTe, uTOOBI ObLIa BKIIIOYEHA AHTJIMKACKAs
packiaagka)..

17. TlonpoOyiiTe U3MEHUTH JaHHBIC HAa TUCTE. Y OCIUTECh, UTO U3MEHEHHS BO3MOXKHBI.

18. [TonpoOyiiTe yaanuTh NEPBBINA JUCT (TMP. KHOMKA MBIIITH Ha SPJIBIKE JTUCTA BHU3Y CTPAHUIIHI).

19. 3akpoiite (aiin, coxpaHUB U3MEHEHUS, ¥ 3aHOBO OTKpoiiTe ero (proba2).

20. Caumure 3ammTy ¢ KHUrd. Mento CepBuc — 3anura — CHATh 3alIUTy KHUTH.

21. YcTaHoBuUTE 3alUTY KHUTH, OTMETUB 00a (priaskka U yCTaHOBHUB MapoJb kniga?2.

22. ITonpoOyiiTe N3MEHUTH JIaHHBIC HA JINCTE.

03N DN K
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23. Beibepute MmeHto OkHO — CKPBITh U BBEHUTE MTAPOJIb.

24. 3akpoiiTe (haiin, COXpaHUB U3MEHEHHUSL.

25. Otkpoiite (aiin proba2. Yoenurech, 4To OKHO HE OTOOpa)kaeTcs ¥ IaHHBIE HE BUTHBI.
26. Boibepure merro OxkHo — OTOOpa3uTh M BBEIUTE NAPOJIb.

27. CKpoWTe OKHO U 3aKpOonTe (haiisl, COXpaHUB U3MEHEHUS.

28. Ilokaxkute pe3yabTar NPEnoJaBaTelo.

29. CHUMUTE 3aIIUTy CO BCEX Balux (aiios.

JIureparypa:

www.microfoft.com

JleKuroHHBIA MaTepHa.

Tema 2. [locTpoeHue Moieu yrpos.

PaccmarpuBaembie BOIPOCHI:

Knaccudukamms atax.

Kananb! yreukn napopmanuu.

[TonsiTue yrpo3sl.

VICTOYHUKH yTpo3 U UX KIACCHU(PHUKALIHSL.

[Toctpoenue Mmonenu yrpos.

Ba,Z[aHI/I}I JJIs1 CaMOCTOATCIBbHOI'O BBIIIOJTHCHU A

[TocTpoliTe Mozens yrpo3 Juisi HEKOTOPOW OpraHW3allMH, 3allOJHUB MPUIAraéMyr TaONHIly Tak,
9TO0BI B sUeliKe cTosuia «ly», ecinm yrposa, ykazaHHas B JaHHOW CTPOKE MPUMEHHMMA JJisi OOBEKTa,
YKa3aHHOTO B JAHHOM CTOJIOIIE.
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[AHTPONOTreHHbIe HCTOYHUKH YTPO3

Murepec H|YTqua 3a CYET arcHTOB
[IPCAHAMEPCHHBIC NCUCTBHA|By3yanpHas U POTO pa3Benka
KPUMHHAIBHBIX CTPYKTYp H

[IPECTYIHBIX TPYIIIHPOBOK;
1 peety PYHIHP Moaudukanns uHbOpMaLN

brioknpoBanue nudopmannu

Y HIUTOXKCHNME HH(DOpMAIIH

HpI/IMGHeHI/Ie 3aKJ1aa0K

PGFI/ICTpaIII/IH HaBOIOK

[IpenHaMepeHHble neHCTBUAY TeuKka HHPOpMAIIH

(BCIIOMOIaTEILHOTO BuzyanbHas 1 pOTO pa3Benka
repcoHana (ybopmmmkwy,

2 |oxpaHa)

brioknpoBanue nudopmannu

Momuduxarus naGopmarum

Y HIUTOXKEeHNE HH(DOpMAIIH

HpI/IMGHeHI/Ie 3aKJ1aa0K

Omubku monp3oBaTeneii  [biokupoBanue nHGoOpMaIuu

3 Momuduxarus naGopmarum

Y HHUTOKEHNE HHPOPMALUU

Omubku mporpaMMHUCTOB  [BiiokupoBanue nHGopMaIuu

4 Momuduxarus naGopmarum

Y HHUTOXKEHNE HHPOPMAUU
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TexHOreHHbIEe HCTOYHMKH YIPo3

COom B kaHaNax nepeaadn ulbiokupoBanne nHGopMaIuu
5 [cpencTBax CBs3W;

Y HIUTOXKCHNME HH(DOpMAIIH

Cooun B cpencrBax|biokupoBanue nHGOpMaITUU
6 nexrponuTanus

Y HHUTOKEHNE HHPOPMALUU

BosmoxHocTh  aBapuii  B|biiokupoBaHue HHGOPMAIMN

MHXCHEPHBIX
7 (BomocHaOXeHUS,
KaHAJIM3ALIH) ulY HuuTOXKEeHne nHpopManuu
KOMMYHHKAITUOHHBIX CETIX
BHelHne CTUXHITHbIE HCTOYHUKH
g B03MOXKHOCTH yparanon Y HruTOXKCHHE HHDOpMATIH

broknpoBanue nudopmannu

Bo3MoxHOCTH aBapuH|Y HUUTOKeHHE WHPOPMaIH
9 [Onusnexammx
[IPOMBIIIICHHBIX 00BEKTOB

brokupoBanue nudopmannu

10 [Bo3MOXKHOCTB MOXapoB Y U4 TOXEeHNE HHDOpMaHH

JIureparypa:

1. JlekunoHHbBIN MaTepHail.

2. OcHOBBI HH(POPMAIIMOHHOH 0€30MacCHOCTH XO35HCTBEHHOM JeSITeIbHOCTH: yueOHOe
nocobue / N.I1. Muxues; BdO ®I'bOY BIIO «Poccwuiickas akajgemMus HApOIHOTO
XO03sICTBA M TOCYJapCTBEHHOM cyObl». — Bonrorpan: M3a-s0 BO ®I'EOY BIIO
PAHXul'C, 2013. - 144 c.

3. [TnaronoB B. B. [IporpammHo-anmnapaTHbie CpeIcTBa 3alIUTH HHPOPMALIUU: YIEOHUK. /
M.: U3na. uentp "Axanemuda". 2014.

Tema 3. Kinaccuyeckue KpUNTOCUCTEMbI.
Paccmampueaemvie sonpocwi:

4. Knaccuueckas kpunrorpagusi.
Kpunrtocucrema Lle3aps.
Kpunrocucrema Buxenepa.
[IpakTnueckas peanuzamus cuctemMbl Bukenepa.
[Honarue MHOTOAN(ABUTHON KPUIITOCUCTEMBI.
. Kpunroanann3 MHOroanhaBUTHOW KPUITTOCHCTEMBI.
0.  Kpunroananu3s cucremsl Bukenepa.
1. Kpunroananus cucrembl «OIHOPA30BbIN OJJOKHOT.

3adanus ona camocmoamenbHo20 8bINOIHEHUSA:

1. Otkpoiite daitn CRYPTO1.XLS 1 mocMmoTpute Kak peaim3oBaHa cucteMa Biokenepa.

2. Cozpaiite B Excel cnenyrontyto Tabauiry
OTKpBITHIN TEKCT
ITaponb
Kon O6ykB Tekcra
Ko 6ykB mapodst
CymMma Ko10B OYKB
Cymma 1o MOyJiro
Kpunrorekcr

3. BBeaute B epBYIO CTPOKY MPOU3BOJIBHBINA TEKCT MO OJHOM OYKBE B KaXIYIO SUCHKY.

4. BeauTe BO BTOPYIO CTPOKY TaOJHUIII MPOW3BOJIBHBIM MapoJib MO OJHON OYyKBE B KaXKIyIO
sueiiky. Ecnu qyirHa maposs MEeHbIE JITUHBI OTKPBITOTO TEKCTa, TO HAUHUTE HAOOp Maposisl Jablile,
[TOKA HE 3aKOHYMTCS OTKPBITBIA TEKCT.

~ = 00w
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5. Ucnonw3ys dyaxkuuio KOJICHMMB, 3amonHuTe 4eTBEpTYIO W MATYIO CTPOKH TAaOMUIBI IS
OIIpeJIeJIEHUs KOJIOB KaXK/10i OyKBBI OTKPBITOIO TEKCTA U MAPOJISL.

6. B nATOI CTpOKE CIOKUTE TPETHIO U YETBEPTYIO CTPOKH.

7. Ecnu B IATOM CTpOKe cymMMa IMpeBBIIIaeT 255, TO B IECTON CTPOKE HEOOXO0AUMO OTHSTH 255 OT
yucia B msaTou crpoke. Mcnonp3yiite pynknuo ECJIN.

8. B cempmoit cTpoke moiy4yuTe OYKBBI 3alIU(PPOBAHHOIO TEKCTA, HCHOIB3YSd (PYHKIHUIO
CUMBOJL

9. CaMOCTOSTENbHO, HCIONb3Yys OMNHMCAHHBIE BbIMIE (YHKIHMH, paclIMppyidTe MNOIyYSHHBIH
KpunToTekcT. st 3Toro co3mainTe HUKE IEPBOM TaOIUIBI BTOPYIO TaOJIHUITY.

10. Pacuudpyiite TeKcT:

KCArz sl UHKOO6XDbr UbAbrdrxYLUIA'

WCIIONB3Ys mapois «mudpy». [Ipu Habope TekcTa mMpOIyCTUTE MPOOEITBI MEXIAY OYKBaMH.

11. Pacudpyiite Tekcr:

EBbIAxI[Co bBoVYOon Mx VbIzIIOdDd MlMax O9n 3363 Pmuak3

HE 3Hast MapoJis, HO 3Has, YTO B 3aIIM(POBAHHOM TEKCTE €CTh CIIOBO «HUCTHUHY.

Jlumepamypa:

1. JlekimoHHBIA MaTepHall.

2. OcHoOBBI HH(OPMAITMOHHON 0€30MTaCHOCTH X035 MCTBEHHOM JEATENHHOCTH: YUeOHOe mocodue /
N.I1. Muxnes; BO ®I'bOY BIIO «Poccuiickas akageMus HApOJIHOTO X0351UCTBA U TOCYJapCTBEHHOM
cyx0b1». — Bonrorpan: M3a-so BO ®I'bOY BITO PAHXuI'C, 2013. — 144 c.

3. Ilnatonos B. B. IlporpaMmMHo-anmnapaTHble CpeaCcTBa 3alUThl MHGOpMaIK: yueOHUK. / M.
W3na. nentp "Axkanemusa". 2014.

Tema 4. Kpunrorpagus ¢ OTKpPBITHIM KJIIOY0M.

Paccmampueaemvie eonpocul:
KpunTorpadus ¢ OTKpBITBIM KIIIOUOM.
I'enepanus karoueBoii napsl B nporpamme PGP.
Opranuzanys oOMeHa KII0YaMH.
HIudpoBanue nanubix B PGP.
[ToHsITHE PNEKTPOHHOM MTOAIUCH.
3amuTa J0KyMEHTOB JIEKTPOHHO! NOJAUCHIO B Iporpamme PGP.
[IudpoBanue u 3EKTPOHHAS TTOANMKUCH T0KYMeHTOB B PGP.

3adanus ona camocmoamenbHo20 8bINOIHEHUSA:

1. 3anmyctute PGPtools (ITyck — I[Iporpammer — PGP — PGPtools)
[TosBuTcs nanens

NN B WD =

2 PGPtools

5t |58 7|2

2. BriOepuTe N€ByI0 KHONKY ¢ ABYMs Kimrouamu. 3amyctutcs Mmonyib PGPkeys co cnimckom Becex
KiIouei Ha Bamem kommberoTepe. B mone Description ykazaHo, Kakoi 3TO KJTIOU: TOJIBKO OTKPBITHIN
(public key) umu kimroueBast mapa, T.e. OTKPBITBIN M CEKPETHBIN KITt04 B KomIuiekTe (key pair).

6o

-

3. Co3naiiTe HOBYIO KIIIOYEBYIO MMapy, Ha)kKaB Ha KHOIKY U BBINOJIHUB BCE IIArM MacTepa
CO3JaHUs KIIOYEH.
4. Cozpaiite Ha nucke D: nanky ¢ Ha3BaHueM Bameit rpymnisbl.

5. DKCHOPTUPYHUTE CBOM OTKPBITHIM KJIIOY B 3TY MAIKy, HA)KaB HA KHONKY —— M YKa3aB MyTh J10
Bamreii manku. B kauecTBe Ha3zBaHus daiiia ¢ KIr04oM ykakute Bamry dhamunuro.

6. Cxonmpyiite Bam ¢aiin Ha cepsep (Server606) B manky PublicKey.

7. UmMnopTUpyiTe W3 ATOW MAaNKH YbU-JTIMOO JIPYyrue OTKPHIThIC KItouu. [[1s 3TOro Ha)KMuTe Ha

T

KHOIIKY = u BBIOEpUTE MyTh U Ha3BaHUE (aiina.
8. 3akpoiite okHo PGPkeys.
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9. 3anycrure Word n HabepuTe MUCHMO KOMY-TH00, Y€l KJIt04Y Bbl UMIOpTUpOBaH. CoXpaHUTE
3TOT TEKCT B BAILIEH NAIIKE.

10. 3ammdpyiite 3TOT aiia OTKPHITBIM KIOYOM 3TOr0 MOJib3oBaTens. JlJis 3TOro HaXMuTe
KHOIIKY Ha manenu PGPtools, ykaxurte myTh W Ha3BaHue Bamero daiina, a 3arem K04 B
nosiBuBIIeMcs okHe. CoxpaHuTe 3amudpoBaHHblid (aiin B Bameil manke mon ¢amunueit Toro, Komy
Bel nucanm.

11. Cxonupyiite 10T (paiin Ha cepsep (Server600) B manky TextPGP.

12. CronupyiiTe u3 9ToM nanku B Bamny nmanky Ha nucke D: daiin, anpecoBanHblil Bawm.

]
[t
13. Pacmmgpyiite 3T0T (haity, HaxaB KHOMKY = WM JIBAK/bI LIEIKHYB 10 HEMY MBIIIKOMU, a
3aTeM BbIOpaB Bai ki1rou B criMcke KIIrouen.

14. Coznaiite eme onuH TOKyMEHT B penaktope Word, coxpanus ero B Bamreit manke Ha aucke D:

3
E
15. MoxnumuTe >TOT (paiin Bamielt 3JIEKTPOHHOM MOANKMCHIO. J{JIs1 TOr0 HaAXMHUTE KHOIKY
Ha nanenu PGPtools, ykaxkure nyTh 1 HazBaHue Bamiero gaiina, a 3aTem Bamn ko4 B OsSBUBIIEMCS
OKHE.
16. O6parute BHUMaHue Ha (alii TOANMKUCH B Bamiel manke. OTKpONTE ero JBOMHBIM MIETIKOM.
17. OtkpoiiTe noanucanHblii Bamu ¢aiin 1 n3MeHuTe ero, COXpaHUB U3MEHEHHUS Ha JTUCKE.
18. Ortkpoiite ¢aitn moamMcH IBOWHBIM MIETYKOM eIe pa3. YOemurech, 4TO MOANMHUCH HE
JIEHCTBUTEIIbHA.
19. Coznaiite HOBBIN nOoKyMeHT B Word. HaGepuTe HEOOIbII0E MTPEIOKEHNUE U CKOTTUPYHTE €T0 B
Oycdep oOmeHa.

20. IlenKkHUTE MBILIKOH 1O KHOIKE E Ha TTAHEIH 33724 B IPaBOM HIDKHEM YTITy.

21. B nosiBuBmemcs mento Beidepute Encrypt Clipboard u ykaxure Bar kioy.

22. Ha uymnctom Mecte Bamiero mokymeHTa BcTaBbTe TeKCT W3 Oydepa obmena (IIpaBka —
Bcrasuts). [losiBuiics 3ammu@poBaHHBIA TEKCT.

23. Cxonupyiite ero B 0ydep oOMeHa 1 Mo aHaJIOTUH ¢ MUdpoBaHUEeM paciudpynTe ero, BEIOpaB
nyHKT Decrypt& Verify Clipboard.

24. BeraBbTe pacmm@poBaHHBINA TEKCT U3 Oydepa oOMeHa.

Jlumepamypa:
1. JlekuuoHHbI MaTepua.

2. OcHOBBI HHPOPMALMOHHON 0€30MaCHOCTH X03IHCTBEHHOM IeATENIHOCTH: yueOHoe mocodue /
N.II. Muxnes; B® ®I'BOY BIIO «Poccuiickas akagemMuss HApOJHOTO XO35MCTBAa U
roCyJapCTBEHHOM ciykObl». — Bonrorpaa: U3n-so BO ®I'BOY BIIO PAHXul'C, 2013. —
144 c.

3. Ilnaronos B. B. IIporpamMHo-anmapaTHbIE CpeiCcTBa 3alIUTHl WHpOpMaAUU: yueOHUK. / M.:
N3p. nentp "Axanemus". 2014.

4. Bsenenwue B kpunrorpaduto/ [Tox oomr. pea. B.B. Amenko. — M.: MITHMO “YePo”, 2013.

5. http://pgp2all.org.ru

Tema 5. 3amura 0a3 nanabix Microsoft Access.
Paccmampusaemvle 6onpochwi:
[Toctpoenue 6a3bl nanHbIX B Microsoft Access.
3amura 6a3bl JaHHBIX OT OTKPBITHUS.
ITonp3oBarenu U rpymmsl.
[TaponbHas 3amura.
Pasrpannuenue npas qocryna.
3a0anus 0ni camocmosamensbHo20 6bINOIHEHUSL:
1. Co3paiite Ha aucke D: B mamnke Barmieid rpynmnsl 6a3y ganHbix Cexper
2. Cozpaiite Tabnuily B pexuMe KOHCTPYKTOpa (TOJie MOMEYEHHOE * SIBISETCS KITIOYEBBIM) U
COXpaHUTE €€ 110 UMEHEM AHKETa.

e e
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Hmsa noas Tun gaHHBIX
Kon CyeTynk

dUO TexcToBbIi
Anpec TexkcToBBIN
Tenedon TexcToBbIi

3. Beegute B TabnuIly TpH 3aIMCH.

4. YcraHOBHTE ApOJIBHYIO 3aLIUTY Ha 3Ty 0a3y JaHHbBIX (mapoib 1234)

5. Co3paiite Ha nucke D: B mamke Bamiei rpymnmsl 0a3y maHHbIX JlocTyr.

6. Co3pmaiite U1t 3TOM 0a3bl JaHHBIX TPYINIIBI oJb30Barenen Student u Others

7. Coznaiite B rpymnme Student monp3oBaTens moja cBoei pamunueit u monp3osarens Studentl.

8. B rpymimie Others coznaiite monb3oBarens Friends u mons3oBarens Guest.

9. YcranoBute napoib agMUHUACTpaTopy (admin) 6a3sl JaHHBIX (00s3aTEAbHO 7777).

10. YcranoBute maponu IS CO3JAaHHBIX BaMH TOJIb30BaTeleH (Mapoid COBHAAAIOT ¢ MMEHEM
MOJIL30BATEIs).

11. YcranoBuTe mpaBa mocTyna K 0a3e MaHHBIX I Tpynnbl Student Ha Bce NEUCTBUS, Kpome
aAMUHUCTPUPOBAHMUSL.

12. YcranoBute mpasa goctyna k 6a3e manHbix s rpymnmbsl Others Toapko uTeHHe U 100aBICHUE
JTAHHBIX.

13. YcranoBure nis rpynnsl Users mpaBa TOJIBKO Ha YTEHHE TAHHBIX U MaKeTa.

14. IlokaxxuTe pe3ynbTar NpenogaBaTelo.

15. CHUMHUTE TTapOJIb AAMUHUCTPATOPA

Jlumepamypa:
1. JlekuuoHHBI MaTepHal.
2. www.microsoft.com

Tema 6. [IpakTH4YecKkoe NPMMEHEeHHe MeKCeTeBbIX IKPAHOB.
Paccmampusaemvie sonpocwi:

l. [lonsTHE MEXKCETEBOTO IKpaAHAa.
2. [Tpuntumner padoTsl ¢ mporpammoit Firewall Outpost.
3. Hactpoiika nporpaMMHBIX MOIYJIEH.

3aoanus 013 camocmosamenbHo20 6bINOJIHEHUA.

Outpost Firewall

1. 3arpysure nporpammy Outpost Firewall.

2. Beibepute nyHkT Cemegas akmusnocms. OKHO CIpaBa COACPKUT WHOOPMALUIO O TEKYIIUX
COEMHEHUSAX MNpUIOKeHUH ¢ cerbto. IlompoOyiiTe momyyuth HHPOPMAIUIO MO KaKOMY-HHOYIb
MYHKTY.

3. Beibeputre mnyHKT Omipwvimovlie nopmosi. OKHO COIAEPKHT HH(POPMAIUIO O TOM, KaKHUMH
IIpoLIECCaMH Ha KOMITBIOTEPE OTKPBITHI ONPENEICHHBIE TIOPTHI.

4. Tlpocmotpute TYHKTBl Paszpeuiennvle W 3aO10KuposanHbvle, KOTOPBIC COJAEPIKAT OOIIYIO
CTaTUCTUKY IO COEIUHEHUSM.

5. Beibepute nynktT DNS. KammpoBanue 3anpocoB (T.e. coxpaHeHHe oTBeTOB B 6a3e Outpost) k
DNS 1no3BosieT COKpaTuTh BpeMsi OTKPBITHS CTPAHUL, KOTOPbIE OBLIH IMOCEIIECHBI PaHee 3a CYET TOro,
YTO KOMIIBIOTEPY HE HYXKHO OyJeT mepen oTKpbiTHeM oOpatmatkess K DNS cepBepy nis onpeneneHus
IP agpeca oTKpbIBa€MOM CTPAHULIBI.

6. IIpocmotpure KypHuai.

7. lllenkHuTe MpaBoli KHONKOM MBIIIM IO Ha3BaHHUIO Moayis DNS B ieBOM OKHE IpOrpaMMbl U
BbIOEpUTE Ilapamempui.

8. Orpanmnuste k311 DNS Ha 50 3anuceii u yctaHoBUTE CpoK XpaHeHus 10 nHel.

9. Buibepute mOyHKT /Jlemexmop amak, KOTOPBIA XpaHUT OOIIyl0 HHGOPMAIMIO O 3alluTe
KOMITbIOTEpA OT aTaK, CKAHUPOBAHUS U APYTUX TUIOB 3aMPEUIEHHBIX COSAUHEHUMN.

10. IIpocmoTpuTe xypHai. [l{enkHuTe MpaBoi KHOMKOM MBIIIN 1O Ha3BaHUIO MOAYJIS [Jemexkmop
amax B JIEBOM OKHE MPOrpaMMbl U BeiOepute [lapamempul. B OKHE HaCTPOEK MpPU MOMOIIH MOI3yHKa
MO>KHO BBIOpATh OJIMH U3 TPEX YPOBHEH TPEBOTH:
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Makcumanvuoii — daiipBoiul OyAeT NMpeaynpekaaTh O MOMBITKE MOAKIIOYEHHS AaKe Ha OJUH
OpT.

Obvlunbiti — TipenynpexaeHue OyneT BBIJAHO TOJBKO MPH CKAHUPOBAHMM C OJHOTO ajpeca
HECKOJIBKUX [TOPTOB WJIN ONPEAEIEHHBIX IIOPTOB, KOTOPBIE IPEICTABIISIOT ONPEAEICHHBIN HHTEPEC.

be3paznuunvii —paitpBosn OyneT CUrHaIU3UPOBATh JIMIIB O PEeaTbHON aTake Ha KOMIIBIOTEp, a HE
O TIOMBITKE UCIIOTHUTH TaKyI0 aTaKy WM MPOCKAaHUPOBATH MOPTHI.

11. Haxmure kHOTIKY Boiopame ¢hunemp. IIpocMoTpuTe €€ BO3MOKHOCTH.

12. Boibepure myHKT MHmepaxmusHuvle 31emernmol. 31€Ch MOKHO 3a0J0KUPOBAThH BCILTBIBAIOIIHE
OKHa, MEPEXO/IbI M0 peKIaMHbIM caiiTam B IHTepHET.

13. TIlpocMoTpuTe TTapamMeTpbl HACTPOWKH ISl TAHHOTO MyHKTa (mpaBasi KHOIKa MbIH). Ha Tpex
BKJIQJIKaX Pa3MELICHbl HACTPOHKM ONOKMPOBKH BCEX 3JIEMEHTOB, KOTOpPbIE MOT'YT HaXOJWUThCS Ha
MOCEIIAEMbIX BEO—CTpaHMIIAX WJIM B MO4YTe. BONBIIMHCTBO HACTPOEK HMEIOT TPHU HACTPOUKHU:
Paspeweno, 3anpoc n 3anpeweno. Ilpun HacTpoiike HYXHO YYUTBIBaTh TOT (DakT, YTO HAa MHOTHUX
CTpaHUIAX CKPUMOTHI WK (I3 MOTYT MCHOJIB30BATHCS UISL CO3/IaHUS MEHIO U €CJIM MX MOJHOCTHIO
OTKJIIOYMTh, TO HaBUTalMs MO caiTy OyaeT HeBO3MoO)kHA. [loaToMy, ONTHUMAaIbHBIM CTaHET
WCIIOIb30BaHUE HACTpPOUKH 3anpoc. Jns o0coboOW HACTPOWKH HEKOTOPHIX CaWTOB B MOIYJE
«Humepakmugnvie s1emeHmul» CIYXKUT BKIaaka «Hcknovenus». C ee NOMOUIBIO MOXHO
chOopMUPOBATh CHUCOK CAWTOB M HACTPOUTH IS KaXJOr0 U3 HUX OJIOKHPOBKY OMpEIesIEHHBIX
3JIEMEHTOB. JTOT CIIUCOK UMeEET 0oJiee BBICOKHM MPUOPHUTET, YeM 0OIIHe HACTPOHKU OIIOKUPOBKHU ISt
BCEX CalTOB.

14. IlpocMoTpuTe BKJIAAKU I1apaMETPOB, 3alIPETUTE BCIUIBIBAIOLME OKHA M HACTPONTE OCTAIBLHOE
10 CBOEMY YCMOTPEHHIO.

15. Boibepure nyHKT Pexnama. Outpost yMeeT OTCeKaTh peKiIaMy 10 pa3Mepy U MO COAEPKUMOMY
CCBUIKH, YTO SKOHOMUT TpapuK U yBEITUUYUBAET CKOPOCTh 3arpy3KH CTPAHMII.

16. BeizoBute mapamerpsl [UIsl JaHHOTO MyHKTa (IIpaBas KHOMKA MBIIIH). Y CTaHOBUTE (DIaXKOK
Ilokazams kop3uny Onsi pexiamel. Ecnu B CTaHZapTHOM CIHCKE OTCYTCTBYET OIMUCAHHUE IS
oIpeieIeHHOro OaHHepa, W OH 3arpy)kKaeTcsl MpH IOCEIIEHUH CTPAaHUIIBl, TO, OTKPBIB KOP3UHY,
JOCTaTOYHO MBIIIBIO TMEPEeTAlUTh B Hee OaHHEp, U OH OoJibllle HUKOTAA He OyAeT 3arpyxkarbCsl.
Bknaaka O6wue mo3BosseT BEIOpaTh TO, YeM OyIyT 3aMEHATHCS BBIPE3aHHBIE CO CTPAHHUL PEKJIAMHbIE
OaHHEpBl. 3/1eCh K€ MOYKHO CO37aTh CITUCOK CaWTOB, C KOTOPBIX HE OyJeT BhIpe3aThcs rpaduka u
pekiama.

17. IlpocMoTpuTE BCE BKIAAKH MapaMeTPOB.

18. Bribepute nyHKT Codeporcumoe. B HaCTpoHKax 3TOro MOIYyJsl MOXKHO 3a/aTh CIIMCOK CIIOB,
KOTOpbIE€ MOTYT BCTpeuYaThCsl Ha CTpaHHUIC WM B aJpece CTPaHULbI U KOTOpbIe OYyAYT CIYXHUTb
Outpost—y CUTHAJIOM TOTO, YTO CTPAHUILy OTOOpaXKaTh 3arpereHo.

19. IlpocMOTpUTE BO3MOKHOCTU IAHHOTO MTYHKTA.

20. Beibepute myHKT Quismpayusi noumossix 610diceHutl. B HacTpoikax 3TOro MOAYIsI MOKHO
3aJlaTh CIUCOK THUIOB (ailyioB, KOTOpbIE MOAJEKAT MMEPEUMEHOBAHUIO, a TaK K€ BKJIIOYHUTH BBIBOJ
MH(POPMAIIMOHHOTO COOOIICHUSI O MOJXy4eHUH (ailioB ompeneneHHoro tumna. Pain, THI KOTOPOTro
yKa3aH B HACTPOHKax 3TOro MOZYJS, IPU MOJYYEHHH €ro MOYTOBBIM KIMEHTOM, MOJYyYUT BTOPOE
pacmpenue «.safe». 9To Mo3BOMUT M30ekKaTh aBTOMATHYECKOTO BBITOJHEHHS TIOYTOBBIM KIMEHTOM
KOJIa, YTO MOJKET SIBJISATHCS MPUUMHON 3apakeHUs KOMIIbIOTEpPa BUPYCAMH.

21. IlpocmoTpuTe apamMeTpbl JAHHOTO ITYHKTA U €r0 BO3MOXHOCTH.

22. Joctym K OOIIMM HACTPOMKaM IMPOTPaMMbl MOKHO TOJYYUTh MPH MOMOIIU MYyHKTa MEHIO
Ilapamempor — Ob6wue N3 TIIABHOTO MEHIO MTPOrpaMMbI WM Ha)KaTHEM COOTBETCTBYIOLIECH KHONKH Ha
naHenu. BeI30BUTE OKHO HACTPOWKHU MApaMeTPOB U MTPOCMOTPUTE BKIIAIKy Oowyue.

23. Bkunaaka «lIpunoswcenus» TO3BOJISET YNPABIATh NpaBUIaMU IOBeleHHs ¢aiipBoiia mpu
MOMBITKE JOCTYNIa B CETh OMNpENENCHHbIX MpuiokeHud. Ha 53Toil Bkiaake mepeducieHbl Bce
NPUJIOKEHHUS, KOTOpble OOHapyXeHbl Ha Komrmbiorepe Outpost-om mpu ycraHoBke. Cpa3y mocie
MHCTAJUISIUU 3TU MPUIOKEHUS HaXOATCs B TpyIne «/lonvzosamenvckuil yposenvy. Jns HUX cO3aHO
OJTHO WJIM HECKOJIbKO TMpaBHJI, YKa3bIBAIOIIMX, KAaKUM 00pa3oM INPHIOKEHHE MOXKET OOMEHHBATHCS
JTaHHBIMU C ceThl0. [IpaBUIO MOXHO MPOCMOTPETH UM U3MEHUTH IPU MOMOUIM JABOWHOTO KJIMKa IO
MMEHH €ro HCIIOJIHAEMOro Qaiina.

24. TIpocMmoTtpute npaBuia Jjisi HEKOTOPBIX MPHIOKEHUM.
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25. TlpunoxxeHus U3 TPYIIbl 3anpeujertsvle NPuiodkceruss HUKOTAa He MOoJIydaT JIOCTyIa B CETh,
BCS MX CETeBas aKTHBHOCTh OyjaeT mpecedeHa (aipBouioM. HEeKOTOpBIM MPHIOKEHHUSIM MOXHO
MOJIHOCTBbIO OTKPBITH JOCTYIl B CETh, NMEPEMECTUB UX B Ipynny «/Josepennvie npunodscenus». Nx
JIOCTYIl B CEThb HE OTpaHMYMBAETCS HUYEM, HUKAaKUMH mpaBmiiamu. [lepeMelieHue MpUIOKEHUN U3
rpynn B TPyMIy, paBHO Kak U MU3MEHEHHE MPaBWII, CO3JAHHBIX IJI MPUIOKEHUM, BBIITOIHSAETCS MpU
MOMOIIM KHONKH HM3menums. Ilpu momomu KHONKH /[0Oagumb MOXHO BHECTH B CIHCOK HOBOE
MIPUJIOKEHUE U 3aTEM CO3/IaTh JJIsl HETO MPaBUIIO OOIIEHUS C CETHIO.

26. Ilepemectute npunoxenne Excel B rpynny 3anpewennvie npunosicenus.

27. IlpocMOTpuUTE OCTAaBIIMECS BKJIAJIKU HACTPOEK MPOTPAMMBI.

28. [TompoOyiiTe uepes ceTeBoe OKPYKEHHE BBIMTH Ha KOMIIBIOTEP COCea.

29. TIpoBepbTe peakuuio (aiipBoia Ha MOMBITKY COCea 00PATUTHCS K BallIeMy KOMITBIOTEPY.

30. IepeianTe B HACTPOHKH OOIIMX MTapaMETPOB MPOTPAMMBEI.

31. Beibepute Bknaaky Cucmemmuvie. Yoeputre ¢uaxoxk NetBIOS. Temeps Bam KommbroTep
HEJIOCTYTIEH IO CETH.

32. JloxauTtech, KOT/Ia Balll COCEJT BHIITOJIHUT MPEAbIAYyIIee 3aJaHie U TIONPOOYHTE Yepe3 CEeTeBoe
OKpYXKEHHE 00paTUTHCS K €r0 KOMIIbIOTEPY.

33. Bxutounte ¢naxok NetBIOS na cBoem kommbroTepe.

34. BrI30BUTE )KypHaJI, Ha’KaB COOTBETCTBYIONIYIO KHOIIKY Ha IMAHEIN UHCTPYMEHTOB.

35. IIpocmoTpuTe KypHaJl.

Jlumepamypa:
1. JIeKuMoHHBIN MaTepuail.
2. JloxkymenTtanms no padore ¢ mporpammoit Firewall Outpost.
3. OcHoBbl HH(}OPMAIMOHHOW O€30MaCHOCTH XO3SIMCTBEHHOW MESITENBbHOCTU: Y4eOHOE

nocobue / W.II. Muxue; BO ®I'bOY BIIO «Poccuiickas akamemusi HAQpOJHOTO XO3SHCTBA U
rOCyJapCTBeHHOH cyxkO0b1». — Bonrorpan: M3a-so BO ®I'BOY BIIO PAHXuI'C, 2013. — 144 c.

4. IlnaronoB B. B. [IporpamMmMHo-anmapatHbie CpeACTBa 3aUTh HHDOpMAIuu: yaeOHUK. /
M.: U3a. uentp "Axagemus". 2014.

Tema 7. 3amura nngopmanun B UuTEepHeT.
Paccmampusaemvie sonpocwi:

l. [TpuHIMTIBI PaOOTHI MEXKCETEBBIX SKPAHOB MU paboTe ¢ IHTepHeT.
2. Hacrpoiika mporpaMmmMHbIX MOAyJel pu padote ¢ MHTEepHeT.
3. BbnokupoBanue HEHYKHOTO TpadUKa U peKIaMbl.

3adanus ona camocmoamenbHo20 6bINOIHEHUSA:

1. 3arpysure nporpammy Outpost Firewall.

2. Otkpoiite B Internet Explorer crpanuiyy www.yandex.ru

3. Beibeputre nynkr Cemesas axkmusnocms. Ilpocmorpute wuHGOPMAIUIO O TEKYIIUX
COEIMHEHMSX C CETHIO.

4. Beibepute myHKT Omxpvimole nopmot. [lomyante nHGOPMAINIO O TOM, KAKUMH MPOIIECCaMU Ha
KOMITBIOTEPE OTKPBITHI ONPEACIICHHBIE TTOPTHI.

5. Ilpocmotpute nyHKTH Paspewenuvie u 3abaokuposanisie, KOTOPBIE COIEpKaAT OOIIYIO
CTaTUCTUKY IO COECUHEHUSM.

6. Beibepure mynktr DNS u B mapamerpax orpannubTe k31m DNS Ha 50 3amuceit u ycTaHOBUTE
cpok xpaHeHus 10 nHei.

7. BeiGepute myHKT /[emexkmop amak U B mapaMmeTpax 3anainte OOviuHblll ypPOBEHb TPEBOTH.

8. BwiOepute nyHKT Mumepaxkmuguvie snemenmul. IIpocMoTpHTEe mapamMeTpbl HAaCTPOWKH IS
naHHoro myHkTta. Ha Tpex Bkiagkax pa3MelleHbl HaCTPOWKH OJOKMPOBKHU BCEX 3JIEMEHTOB, KOTOpHIE
MOTYT HaXOJUThCS HA TIOCEUIAeMbIX BeO—CTpaHUIaX WK B ouTe. HacTpoliTe mapamMeTpsl o cBOeEMy
YCMOTPEHHIO (PEKOMEHAYETCs Yallle UCI0Ib30BaTh HACTPOUKY 3anpoc).

9. Otkpoiite B Internet Explorer crpanuiyy www.mail.ru, nmepeiiaure no Kakon-HUOYAb CCBUIKE
HOBOCTEM.

10. IIpocmotpute B Outpost Firewall cTaTHCTHKYy MO COEAMHEHUSM, a TaKXKe CTATUCTUKY
JETeKTOpa aTak.
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11. BeiGepute nyHKT Pexnama. Bei3oBUTE mapaMeTphl AJISI JTaHHOTO MyHKTA. Y CTAHOBUTE (hIIaXKOK
Ilokazame KOp3uUHy 015 peKIAMbL.

12. OTKpoiiTe CTapTOBYIO CTpPaHUIy WWWw.mail.ru ¥ MbIIIbI0 TepeTtamuth B Kop3uny 01
peKnamsl peKiiaMHble OaHHEPHI C 3TOM CTPaHUIIBI.

13. 3akpoiiTe CTpaHHIly W TOMPOOYHTE 3aHOBO €€ OTKpPHITh. [IpoBephTe, YTO MPOUCXOIUT C
peKIaMHBIMU OaHHEpaMH.

14. IIpocMoTpHUTE BCE OCTABIIMECS BKJIAIKH MapaMeTPOB.

15. Beibepute nyHKT Coodeporcumoe. B HaCTpoHKax 3TOro MOIYyJsl MOXHO 3a/aTh CIIMCOK CIIOB,
KOTOpbIE€ MOTYT BCTpeuYaThCsl Ha CTpaHHUIE WJIM B aJpece CTPaHULbl U KOTOpble OYyAYT CIYXXHUTb
Outpost—y CUTHAJIOM TOTO, YTO CTPAHUITY OTOOPaKATh 3aIMPEIICHO.

16. Hacrpoiite mporpamMmmy Tak, uto0bsl Outpost GIOKHpPOBAJ BCE CTPAHUIIBI, B aJipece KOTOPBIX
npucyTcTByeT cioBo chat. [TonpoOyiiTe OTKPHITH CTpaHuIly www.chat.ru.

17. Beibepute myHKT Quiabmpayusi no4mossix 610diceHutl. B HaCTpoikax 3TOro MOAYIsl MOKHO
3aJlaTh CHHUCOK THUIOB (ailyioB, KOTOpbIE MOAJEKAT NMEPEMMEHOBAHUIO, a TaK K€ BKJIIOYUTH BBIBOJ
MH(POPMALIMOHHOTO COOOIEHHS O MOTy4YeHUH (PaiiIoB OMpeeIeHHOTO THIIA.

18. 3amaiiTe BBIBOJ MH(POPMAIIMOHHOTO COOOIIECHMs sl Beex (ailioB ¢ pacmmpeHueM .zip u
nepeuMeHoBaHue (HailIoB C pacuIMpEeHHEM .eXe.

19. IlokaxuTe pe3yapTaT IpenoaaBaTeio.

20. OTMeHHTE BCE CBOM HACTPOMKH U 3aKPOMTE BCE OTKPHITHIE IPUIIOKEHUS.

Jlumepamypa:
1. JIeKUMOHHBIA MaTepHal.

2. OcHOBbl MH(POPMALMOHHON OE30MACHOCTH XO3SIMCTBEHHON AEATENIHOCTH: Yy4eOHOE
nocobue / N.ITI. Muxuaes; BO ®I'bOY BIIO «Poccwuiickast akageMusi HApOJIHOTO XO3s5HCTBA
U TOCY/IapCTBEHHOM Cityk0b1». — Bonrorpan: M3a-so BO ®I'EOY BITIO PAHXul'C, 2013. —
144 c.

3.  Ilnatonos B. B. [IporpammHo-amnmnapaTHble CpeICTBa 3aIUTHI HHPOpMALUU: yIeOHUK.
/ M.: U3x. uentp "Axanemus". 2014.

Tema 8. Tunosas crpykrypa 3amutsl or HCJI. Ynpasienue gocrynom.

Paccmampueaemvie 6onpocwi:
Tunosas cTpykrypa 3amutbl nHGopmaruu ot HCJI.
[Moncucrema ynpaBiaeHUs JOCTYIIOM.
[TocTpoeHne MaTpuIlBl TOCTYTIA.
JlokymeHTanus oTaena odecneyeHns nHPOPMAIIMOHHON 0€30MacHOCTH.
3aoanus 0na camocmosamenbHO20 GbINOIHEHUA:

AN =

1. PaccmoTpuTe THTIOBYIO CTPYKTYpY 3amuThl nHopmaruu ot HC/I.
2. Ilpoagymaiite crpykrypy 3amutel uHQOpMmanmumu ot HCJ m1g  npousBoIbHOM
(BBIMBIIIJICHHOW ) OpTraHU3aInH.

3. PaccMmoTpuTe nojacucTeMy yrpaBlIeHHs JOCTYIIOM ISl TOM OpraHu3aluu.
4. CocTaBbTe TIEpEUYCHb 3aAIIUIIAEMBIX HHPOPMAIIMOHHBIX PECYPCOB OPTaHHU3AIHH.

5. IlocTpoiiTe MaTpuIly 1OCTYyIA JJIsl JAHHOW OpraHu3alluu.
6. CocTaBbTe OOKYMEHT, OMNPENECISIONIMNA MpaBUiia JOCTYIa IOJIb30BaTENe K pecypcam IpHu

MTOMOUIH JIMYHBIX UAECHTU(PUKATOPOB U MapoJieii, MpaBuiia COCTaBIEHUS, CMEHBI M XpaHEHUsI [TapoJeil.

7. CoxpaHuTe BCe TOKYMEHTHI B CBOSH JIMYHOM Marnke (M Ha CBOEH HUCKETe).

Jlumepamypa:
1. JIeKuroHHbBIA MaTepHa.
2. OcHOBBl MH(OPMAITMOHHOW 0€30MaCHOCTH XO3AWCTBEHHON JAEATENbHOCTU: YyueOHOe
nocobue / N.I1. MuxuaeB; BO® ®I'bOY BIIO «Poccwuiickast akageMusi HApOJTHOTO XO35HCTBA
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U TOCYapCTBEHHOM cyk0b1». — Bonrorpan: N3a-so BO ®I'6OY BITO PAHXul'C, 2013. —
144 c.

IIkana oneHNBaHUA

VYpoBeHb 3HAHMN, YMEHH W HaBBIKOB OOYYaloOIIErocsi MPH YCTHOM OTBETE BO BpeMs
IIPOMEXYTOYHOM aTTECTAllMM OINPEACIAETCS OLEHKAMHU <«3adyTeHO» WIH «HE 3a4TeHo». Kpurepuamu
OLICHMBAHMS Ha 3a4eTe SABJIAETCA JEMOHCTpALMsl OCHOBHBIX TEOPETUYECKHX IOJIOKEHHMM, B paMKax
OCBAMBACMOM KOMIIETCHIINH, YMEHHE IPUMEHATH MTOJIyYCHHBIC 3HAHWSI HAa IPAKTHUKE.

Jns aucuuiuinH, GopMoil UTOrOBOrO OTYETa KOTOPBIX SBJISIETCS 3a4eT, MPUHATHI CICAYIOIINe
COOTBETCTBHUS:

60% - 100% - «3auTeHOX;

MmeHee 60% - «He 3aU4TeHO».

Y CTaHOBIIEHBI CIENYIOIINE KPUTEPUH OLIEHOK:

VYuyamuiicst AeMOHCTPUPYET COBEPILIEHHOE 3HAHUE OCHOBHBIX TEOPETUYECKUX MOJIOKEHUH,
B paMKax OCBaMBacMOM KOMIIETCHLMU, YMEET MNPUMEHSTh IOJYy4YCHHBbIC 3HAHUA Ha
MpaKTUKE, BJIaJeeT HaBBIKAMH aHAIN3a W cucTeMaru3almu (uHaHcoBOW WMH(OpMaIMU B
00J1acTi IpaBoBOH MH(HOPMATHKHU

100% - 90%

VYyamuiics JAEMOHCTPUpPYET 3HAHHWE OOJIBIICH YacTH OCHOBHBIX TEOPETUYCCKUX
MOJIOKECHUH, B paMKaX OCBaMBAGMON KOMIICTCHIIMH, YMEET MPUMCHSTH MOJNyYeHHBIC
89% - 75% |3HaHUS Ha MPaAKTUKE B OTHEIBHBIX cdepax MpodhecCHOHANBHON JesTeNbHOCTH, BIaleeT
OCHOBHBIMU HaBBIKAMH aHAJIN3a U CHCTEMAaTU3aIiy (UHAHCOBOHM HH(POpPMAIIUU B 00JIaCTH
MPaBOBOM MH(POPMATHUKH

VYyamuiicss JEMOHCTPUPYET JOCTATOYHOE 3HAHHE OCHOBHBIX TEOPETHUECKUX MOJIOXKEHUM,
B paMKaX OCBaMBacMOIl KOMIIETEHIMM, YMEET HCIIOIb30BaTh IOJIYYEHHBIC 3HAHUS IS
74% - 60% |pelIeHHs OCHOBHBIX NPaKTHYECKHX 3aJad B OTICIbHBIX cdepax MpodeccrnoHanbHON
JeSITeNIbHOCTH, YaCTHMYHO BJaAceT OCHOBHBIMH HaBBIKAMH aHajM3a M CHCTEMaTH3alud
(¢uHaHCOBOH MH(OPMAaLIUU B 00JIACTH MPABOBOH MHPOPMATUKH

VYyarmmiicss JEeMOHCTPUPYET OTCYTCTBHE 3HAHUSI OCHOBHBIX TEOPETHUYECKHX TIOJIOKEHUM, B
pamMKax OCBaMBacMOW KOMIICTCHI[MHM, HE YMEET NPUMCHSTH MOJyYCHHbIC 3HAHUS Ha
MPAaKTUKE, HE BIIAJICCT HaBBIKAMU aHAIM3a U CUCTEMATU3aluu (PUHAHCOBOW MH(pOpMALIUU
B 00J1acTH TTPaBOBOM MH(POPMATHKU

Mmenee 60%

6. MeToaunuyecKkue MaTepHaJbl 110 OCBOCHUIO THCHUIIJINHBI

Meroanyeckue peKOMeHIAUMHU 110 HATUCAHUIO pedepaToB
Pedepar siBsieTcss ”HAMBUYaTbHONH CaMOCTOSATEIBLHO BBITOJTHEHHOW paboToi cTyneHTa. Temy
pedepara CTyIEeHT BBIOMpAeT W3 TMEpedYHs TeM, PEKOMEHIYEMBIX IPEnoAaBaTeseM, BeAYIINM
COOTBETCTBYIOIIYIO NUCHUILUINHY. Pedepar nomkeH comepikarh CIEIyIOIIUE CTPYKTYPHBIE 3JIEMEHTHI:
Turynenusiii guct Conepxanue Baenenume OcHoBHast uacTh 3akitoueHue CHHCOK JIMTEPATYpPhI
[Tpunoxenus (mpu HeoOxoauMocTH). TpeboBanus k opopmiiennro pedeparos: mpudt — 14, mosst — 1o
2 cm, uHTepBan — 1, 06bem — He MeHee 10 cTp.

MeToanyeckune yKa3aHus 1J1sl 00y4aIOIIUXCS 10 OCBOEHHIO U CHUILTHHBI

[Ipu pabote ¢ HACTOALMM Y4eOHO-METOIUYECKUM KOMIUIEKCOM 0CO00€ BHMMAHHUE CIEAyeT
oOpaTUTh Ha 3HAHHE TEOPETHYECKHX BOMPOCOB HH(OpPMATHKH, HWMETh BBICOKHH YpOBEHBb
MH(POPMAIIMOHHOHN KYJIBTYpHI, 3HATh YCTPOWCTBO COBPEMEHHOTO NMEPCOHAILHOTO KOMITBIOTEPA, UMETh
rmyOOKMe HaBBIKM pabOTBl C COBPEMEHHBIMH OIEPALMOHHBIMH CHCTEMaMH U O(QHCHBIMHU
NPUKIAQAHBIMU TakeTaMu. llepen BBHINOJHEHHEM MPAKTUYECKHX 3aJaHui 00s3aTeIbHO JOJDKEH OBITh
1oJpoOHO pa3o0paH 1 U3y4eH TEOPETUIECKUI MaTepHal o KaXJJ0i TeMe Kypca.

B mnpouecce m3ydeHuss Kypca CTYAEHT JOJDKEH BbIpaOOTaTh HAaBBIKM M IPUEMBI BIIAICHUS
COBPEMECHHBIMU TEXHOJIOTHSIMUA 00pabOTKH, XpaHEHHS, TIepeJadll U MPUEMa MacCHBOB IOPHIMUECKON
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WHGOpPMAIMY B Pa3IMYHBIX OOJNACTSIX NEATEIHHOCTH MPAKTUKA-IOPUCTAa U YMETh UX HCIIOJIB30BaTh B
COBPCMCHHOM PBIHOYHOM MUPC.

Jlnst Gornee yriryOJICHHOTO W3YYEHUS TUCIMIUIMHBI, CAMOCTOSTEIBHON pa3pabOTKe JIOKIAIO0B,
COOOIICHUH B T.Y. C UCHOJB30BAHUEM MYIbTUMEAUWHBIX CPENICTB, TMOO BBHIMOJHEHUH MPAKTUYECKON
paboThl CTyACHTaM HEOOXOIWMO IIOJB30BAaThCsl PEKOMEHJIOBAHHOW B pabouell mporpamme
aureparypoi. IIpu camocTosATeIbHOM HM3Yy4EHUU Kypca PEKOMEHIYETCs IO0JIb30BaThCS UCTOYHUKAMU,
YKa3aHHBIMH B CITUCKE OCHOBHOM JIUTEPATYPHI.

CTpykTypa BpeMeHH, He00X0IMMOIr0 HA U3y4YeHHUe U CUUIIIMHBI

dopma U3ydeHus! AUCHUTIITMHBI Bpewms, 3aTpaunBaeMoe Ha U3y4eHUe
JMCIIUIUIMHEL, %
N3ydenue nurepaTypbl, pPEKOMEHIOBAHHOU B 40
yueOHOI mporpamme
Pemenue 3agay, npakTHYECKUX YNPA)KHEHUN U 40
CUTYAIIMOHHBIX TPUMEPOB
N3ydeHue TeM, BBIHOCUMBIX Ha 20
CaMOCTOSATENIbHOE PACCMOTPEHHUE
Wroro 100

PexomeHpanmm 1o moaAroToBKe K NPpaKTHYeCKOMY (CEMHMHAPCKOMY) 3aHATHIO

[IpakTudeckoe (CeMUHApPCKOE) 3aHATHE - OJIHA W3 OCHOBHBIX (DOpPM OpraHu3aluu y4eOHOTO
mporuecca, MpeAcTaBisAomas co0oil KOJJIEKTUBHOE OOCYXKIEHHE CTyJIEHTAaMH TEOPETUYECKUX H
MPAKTUYECKUX BOMPOCOB, pEIICHUE MPAKTUYECKUX 3aJay TOJ] PYKOBOJCTBOM IPEIOIaBaATEIsl.
OCHOBHOH LIENBIO MPAKTUYECKOTO (CEMHUHAPCKOT0) 3aHATHS SBISETCS MPOBEPKA TI1yOMHBI TOHUMaHUS
CTYJICHTOM HM3y4aeMOW TeMbI, yUeOHOr0 MaTepuana U YMEHHS U3JIOKUTh €r0 COJEpKaHUE SCHBIM U
YETKUM S3BIKOM, PA3BUTHE CAMOCTOSITEILHOTO MBIIIJICHUS] U TBOPUYECKOW aKTUBHOCTH y cTyAeHTa. Ha
MPAKTUYECKUX (CEMHHAPCKHUX) 3aHATUSAX MPEANOaracTcsl paccMaTpuBaTh HaumOoliee BaKHEBIE,
CYLIECTBEHHbIE, CII0KHBIE BOIPOCHI, KOTOpbIe Hanbosiee TPYJHO yCBauBaloTcs cryaeHTaMmu. [Ipu aTom
TOTOBUTBHCS K TPAKTHUYECKOMY (CEMHUHAPCKOMY) 3aHATHIO BCErJa HYKHO 3apaHee. lloaroroBka k
MPaKTHYECKOMY (CEMHUHAPCKOMY) 3aHSTHIO BKITIOUAET B ce0s Clenyromee:

- o0s3aTenbHOE O3HAKOMIIGHHWE C TUIAHOM 3aHSATHS, B KOTOPOM COJIEPIKATCS OCHOBHBIC
BOIIPOCHI, BHIHOCUMBIE Ha 00CYKICHUE;

- U3Y4YEHHE KOHCIIEKTOB JICKIMI, COOTBETCTBYIOIIUX pa3/eioB yuyeOHUKa, yaeOHOro mocoous,
coJleprKaHUsA PEKOMEHIOBAHHBIX HOPMATUBHBIX [IPABOBBIX aKTOB;

- paboTa ¢ OCHOBHBIMH TEPMHUHAMH (PEKOMEHIYETCSI UX BBIYUHUTh);

- U3YYCHHE JIOMOJHUTEIBLHON JUTEpATyphl MO TeME 3aHATHUS, JeNas IPU 3TOM HEOOXOIUMBbIC
BBIIMICKHU, KOTOPbIE MOHAA00STCS MpU 00CYKICHUHN Ha CEMUHAPE;

- (opmynupoBaHHe CBOETO MHEHHS IO KaXJOMY BOIPOCY M apryMEHTHPOBAHHOE €ro
000CHOBaHHE;

- 3alKCh BO3HMKIIUX BO BpeMsl CaMOCTOATENbHON paboThl ¢ y4yeOHMKaMH M HAyIHOUH
JUTEPATypPhl BOIPOCOB, YTOOBI 3aTEM HA CEMUHAPE TOIYIUTh HA HUX OTBETHI;

- oOpalreHre 3a KOHCYNIbTalluel K IPernoaaBaTelio.

[IpakTrueckne (CEeMHHApPCKHE) 3aHATHS BKIIOYAIOT B ceOs BBINIOJIHCHUE 3aJaHUN  Ha
KOMITHIOTEpPE TO KaKOH-JIMOO CII0XKHOW WM 0CO00 akTyaJlbHOW mpobiieMe, pemieHue 3amad. Ha
MPAKTUYECKOM (CEMHHApPCKOM) 3aHSITHH CTYICHT NPOSBISET CBOE 3HAHWE MpPEaMETa, KOPPEKTHPYET
nHPOpPMAIIHIO, TOJNYYCHHYI0 B TMpOIEcCce JICKIMOHHBIX M BHEAYAUTOPHBIX 3aHATHH, (OpMHUpYET
OHpG,Z[GHGHHBIfI O6p213 B rjIa3zax npenoaaBareiii, moJry4yacT BBICOKHEC HaBbIKU OCBOCHUA
WH(POPMAIIMOHHBIX ~ TEXHOJOTMH TNPUMEHHUTEILHO B  TpodeccuoHanbHON  cdepe, HaBBIKU
MPAKTUIECKOTO PEIICHUS 3a71a4 Ha KOMITBIOTEPE.

MeTtoauyeckue peKOMEeHAAalMHU 110 HANMCAHNIO CEMEeCTPOBOI KOHTPOJILHOH padoThI
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KonTtposbHast paboTta sBISIETCS WHIWBHAYAIHHOW CaMOCTOATEIHLHO BBITOTHEHHOW pPabOTOM
CTyJeHTa. BapuaHT KOHTPOJBHOW pabOTHI CTYIEHT BHIOMpAeT M3 MepeduHs paboT, peKOMEHIYEeMbIX
mpenojaBaTesieM, BeAyHIMM JaHHYI0 AucuMIUIMHY. KoHTponbHas paboTa, Kak MpaBHIIO, JOJKHA
coJiepKaTh CJIEeNYIOIIe CTPYKTYpHBIE 3yieMeHThl: TutynbHbii Tuct Coaep:xxkanre Beenenne OcHoBHas
yacTh 3axnoueHue Crnrcok aurepaTtypsl [punoskerus (mpu HEOOXOIUMOCTH).

TpeboBanust k o0beMy: He O6ornee 15 crpanun. Odpopmuenue: Hlpupt TimesNewRoman, 12
mpudT, 1,5 uaTepBana, 1,5 cM ab3arHbiil oTcTyn. OpUrHHAIBHOCT MO0 cucTeMe AHTHIUTarnat.BY3 —
He MeHee 60 MpOoIEeHTOB.

PexomeHanuu no H3y4eHHI0 MeTOIHYECKHX MATEPHATIOB

Metoauueckie MaTepualbl MO AUCHUILIMHE IO3BOJSIOT CTYAEHTY ONTHUMAJbHBIM 00pa3oM
OpraHM30BaTh MPOLECC N3YYCHUS JAHHON TUCHUIUIMHBL. MeToauueckue MaTepualtsl O AUCIUIIIHHE
MPU3BaHBl IOMOYb CTYJAEHTY MOHATH CIEHU(PHUKY M3ydaeMOro marepHuaia, a B KOHEYHOM HUTOre —
MaKCHMAJIFHO TOJHO M Ka4eCTBEHHO €ro OCBOMTH. B mepByio odepens CTYIEHT JOIDKEH OCO3HATh
npeJHa3sHauYeHHEe METOJUUECKUX MAaTepUaANIOB: CTPYKTYPY, LeNU U 3a7auu. /s 3Toro oH 3HaKOMHUTCS €
npeamOyiI0ii, OTrJIaBICHHEM METOAWYECKHX MAaTepualioB, TOBOPS HMHAYE, OCYLIECTBISIET MEPBUYHOE
3HaKOMCTBO C HHMM. B pa3zene, MOCBSIIEHHOM METOJUYECKHM PEKOMEHIAIMAM I0 H3Y4YEHUIO
JTHMCIUIIMHBL, TPUBOSTCS COBETHI IO IUIAHUPOBAHUIO M OPTaHU3AIMU HEOOXOANMOTro Ul N3Y4CHHS
JTUCLUUIUIMHBL BPEMEHHU, ONHCAHHUE IOCIEI0BATEIbHOCTH JEHCTBHN CTyJeHTa («CLEHAPH H3ydeHHUs
IMCLUITIIMHBI»), PEKOMEHAAINH 10 paboTe ¢ JMTepaTypod, COBETHI IO HMOATOTOBKE K 3K3aMEHY U
pa3bsICHEHUS 110 TIOBOLy pabOThI ¢ TECTOBOM CHCTEMOMN Kypca U HaJl JOMAIIHUMU 3alaHusIMH. B 1ienom
TaHHBIC METOJMYECKHE PEKOMEHJAIUU CIIOCOOHBI OOJIErYUTh M3YYCHHE CTYACHTAMH AWCIHILIMHBI U
MOMOYb YCIIEUIHO CJaTh dK3aMeH. B paszene, conepxaimeM y4yeOHO-METOJMUECKHE MaTepHabl
IHMCLUITIMHBL, COACP)KAHNWE NMPAKTHYECKUX 3aHATHH 1O IUCHUIUIMHE, CIIOBaph OCHOBHBIX TEPMUHOB
JTUCLUTUIAHBL.

HeoThemneMbIM 3J1eMEHTOM y4eOHOTO Tpoliecca SIBISETCS CaMOCTOATENbHAs padoTa CTyICHTA.
IIpu camocroATenbHON paboTe MJOCTHraeTcs KOHKPETHOE YCBOGHHE Yy4yeOHOro wmarepuana,
Pa3BHBAIOTCSI TEOPETHYECKUE CIIOCOOHOCTH, CTOJb B&KHBIC JJII COBPEMEHHOM IOATOTOBKH
cneunanuctoB. MDopMbel caMOCTOATENHHOW pabOTHl CTYIACHTOB 10 JMCLUUIUIMHE: HaNHCaHUe
KOHCIICKTOB, TIOATOTOBKAa OTBETOB K BONpOCaM, HamHMCcaHWe pedepaToB, pelieHne 3anad,
UCCIIeIoBaTeNbCKask paboTa, BBIMOJIHEHNE KOHTPOJIBHOU PaOOTHI.

PexomeHaanum mo caMocTosiTeIbHOI padoTe CTy1eHTOB
Ha camocrosarensayto paboty cryaeHtoB no mucuumuiiae b1.B.JIB.14.02 «IIpaBoBas
HH(OPMATHKA» BBIHOCSTCS CIEAYIOLINE TEMBIL:

Ne n/m Tema Bonpocsl, BeiHocuMbie Ha CPC Ovnasn 3aounan
¢opma ¢opma
1 2 3 4 5
1. HNubopmanmonHoe [Tonsatne wHpOpMAaNUK, 3aIMUATBI WHPOPMAIUU H
001IeCTBO u mpaBo. | nHQopManmmoHHOW Oe3omacHocTH. HasHadueHuwe u
[Ipenmer u METONbI | 3a71aul B cdepe obecreueHus: WHGHOPMANMOHHON
npaBoBoii  MH(GOpPMATHKH. | OE30MACHOCTH HA YPOBHE TOCYJapcTBa, Ha YPOBHE 0 0
IMousitue uHpopMmanuy, | peruoHa W Ha JIOKaJbHOM ypoBHe. OCHOBHbIE
3amuThl  WHGOPMAIMUA ¥ | MOJIOKEHHS TEOPUU UH(POPMAIMOHHON 0E30MacHOCTH
HHPOPMAIMOHHOM UH(POPMAIMOHHBIX CUCTEM.
0e30MacHOCTH.
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O030p POCCUIICKOTO 3aKOHONATEIBCTBA B O0JIACTH

Tocynapcrsentas obecriedennss  MHGOPMALMOHHON  GE30MACHOCTH.
MH()OPMAIOHHAs Joktpuna wuH(OpMannonHoit GesomacHoctn PO,
TIOJIMTHKA. . 3akoHBl  «O  rocynapcTBeHHOH  TaitHe»,  «O0
3aK0H0£laT€HBHBII:I YPOBCHb | ypdopmarnn, MHPOPMALMOHHBIX TEXHONOTHAX M O
HH(OPMALHOHHO samure wuHpoOpMamun». OCHOBHBIE HOPMATHBHBIE
0€30I1aCHOCTH. PYyKOBOAIINE AOKYMEHTBI, Kacaromuecs
Kowmmbroreprnbre rOCYNApCTBEHHONM TalHBI W KOH(UAESHIHATBLHOM
IpECTYIICHUA. uHpopmanuu. HopMmaTuBHBIC aKThl aJIMHUHUCTPAIUU
OTBETCTBEHHOCTD 32 | Bonrorpaa B 06NACTH HH(OPMALIHOHHO
COBCPILICHUE 0e30I1aCHOCTH.

KOMITBIOTEPHBIX

IPECTYIUICHUI.

Texuonoruss  paGotsl B | IloHsatHe araku Ha HMHOOPMALUOHHYIO CHCTEMY.

CIPaBOYHO-TIPABOBBIX

Knaccupukanus arak. Buasl TPOTHBHUKOB WIIH

cucremax. Krnaccubpukamus | “HapymuTeneit”’, ux xraccudpukamms. Kanansr yredkn
atak. llomsTHe  yrpo3bl. | HH(pOpPMAIHK: BU3yaJbHO-ONTHUYECKHUH, aKyCTHUECKHUI,
Mognenn YIpo3. | 3JIEKTPOMarHWTHBIH W MaTepHATbHO-BEIIECTBEHHBIH.
Pexomenpanuun no | Ilousitue  yrpo3pl. Mcrounukum yrpo3 M uX
obecreueHHIo knaccupukamusa.  [loctpoeHme — Monenmu  yrpo3
nHpopMannoHHOH opranuzaiuu. [Tpumepsl. CriennanbHble TpeOOBaHUS U
0€3011aCHOCTH. pexomenaanu. [lokasarenu 3amumenHocta. Cucrema
3allUThI l/IH(l)OpMaLII/II/I OT HCCAHKIIMOHUPOBAHHOTO
JnocTyna. PekomeHayemble Mepbl 10  00O€CIeueHHIO
3amuThl MHGOpMalMK B Ipolecce AKCIUTyaTaluu
nHpopManoHHOK CHUCTEMBI. PaspemurensHas
CHCTEMa JIOITyCKa.
HNudbopmammonHast Creranorpaduss u  kpunrorpadus.  BaxkHocTb
Oe3omacHOCTh.  OCHOBHBIC | KpUNITOTpaduH TIPU PEIICHWH 3a7ad  00ecTeUeHHs
TTOHSITHS kpunTorpaduu. | ”HQOPMAIIMOHHOW  OE30MACHOCTH  XO3SMCTBEHHOM
Ba COBPEMEHHBIX | JCATENIFHOCTH W COXPaHEHUS KOH(UICHIMAIbHOM
HaIpaBJICHUS B | uHpopmarmu. OCHOBHBIE TIOHATHS KpUNTOTpaduu.
Kpunrorpaduu. [TonATHE KPUIITOCUCTEMBI, KIIf04a. BO3MOXKHBIE aTaku
Krnaccuueckne Ha  KPHUITOCHCTEMBI, HOHITHE  KPHUNTOAHAIM3A.
KPHIITOCHCTEMBI. HanexxHocTh  kpunTocucTeMbl.  J[Ba  OCHOBHBIX
HampaBJeHUs] B  COBPEMEHHOH  Kpunrorpadud.
OpHoandaBuTHbIE u MHOT0aJI(paBUTHBIC
kpuntocuctembl. Cucrembl I[lezaps u Bukenepa.
BosMoxHOCTH — KpWNTOaHamW3a MHOTOaN(aBUTHBIX
cucreM. PackpriTe cucremsl Biokenepa. HagesxxHOCTh
MHOTOAT(aBUTHBIX CHCTEM. AOCONIOTHO Hale)KHAS
KpUIITOCHCTEMA! “OngHOpazoBbIil OIIOKHOT”.
Kpunrtocucrema DES.
DNEKTPOHHBIN CucteMbl mH(pOBaHUs, HE TpeOyIoNIue TMepenadn
JIOKYMEHTO000pOT U | KIova. [IpoTokoa  WCHONIB30BaHUS  CHCTEMBI
JJICKTPOHHAs noanuck. | «OxHOPa3oBBII OJIOKHOTY, HE TpeOyromuii
Kpunrorpadust ¢ OTKpBITEIM | IEpBOHAYANEHOTO OOMEHa CEKPETHBIMH KIIIOYaMH.
KIIFOYOM. Cuctemsl | Kpunrorpagus ¢ oTkpeITIM  KitouoM. [loHsATue
mnppoBaHus, HE | OTKPBITOr0O M  CEeKpeTHoro moya. [IpuHIMIBI
Tpedyroue neperayy | MOCTPOCHHUS KPHUITOCHCTEM C OTKPBITHIM KITFOUOM.
KITI0Ya. OnexTpoHHas | M3BeCTHBIE KPUNTOCHUCTEMBI C OTKPBITHIM KIIFOUOM H
TTOJIIIHICE. nx amroputmbl. Cucrema RSA. [Inmna kmowa B

KpHITorpaduu ¢ OTKpBITHIM Ko4oM. OJHOCTOPOHHSS
GyHKIMA,  BO3MOXHOCTH €€  HCIOJb30BaHMA.
OneKTpoHHas HOANNCH U NIPHUHIIMIIBI €€ PUMEHEHHUSL.

HNutepHer B 1OpHIMYECKON

nesrenpHoctd.  OCHOBHBIE
TEXHOJIOTUHA MTOCTPOCHHUS
3aIIMIIEHHBIX ncC.

MexceTeBbie OKpaHbI.

OCHOBHBIE TEXHOJOTHH IIOCTPOCHHS 3alMIICHHBIX
HUC. Tlonarue wmexceTeBoro oskpana. IlpaBuna
GUIbTPaLMK ¥ TPUHLMIEI UX puMeHeHus. [lakeTHbie

¢wnbTpel.  IlomuTnka — cereBOM  0€30MacHOCTH.
IMomuTtuka  peanu3ald  MEXCETEBBIX  JKPAHOB.
OyHKIMOHANBHBIE  TPEeOOBaHMS K  MEXKCETEBBIM

9KpaHaM M uUX KommoHeHThl. IIInro3bl ceaHcoBoro u
MIPUKJIIQJTHOTO YPOBHSIL. Hogrie GyHKIIH
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6paHLlMay3p0B. CxeMEI Opranu3alui MCIKCCTCBBIX
OKpPaHOB. Tpe60BaHI/I${ K MCKCCTCBBIM OKpaHaM

7 Texunonorus VPN-cerei. Texnonoruss OOBEIUHCHHS JIOKAIBHBIX CETEH U
OTZEIbHBIX KOMIIBIOTEPOB YE€PE3 OTKPBITYIO BHELUTHIOIO
cpeny Iepefayd [aHHBIX B €IUHYIO BUPTYalbHYIO
ceTh, 00ECIEeYMBAIOIIYIO 3AMIUTy WH(POPMAIIMOHHBIX
MoTOKOB wiM TexHoJorus VPN-cereir. OcobeHHOCTH
VPN. TyHHenmupoBaHWe W €ro  0COOEHHOCTH.
OcHoBHBIE  pasHOBHAHOCTH  VPN-ycrpoiicte 1o
TexHuyeckon peanusauuu. Pomu VPN-yctpolicts.
BapuaHTbl NOCTpOEHUS 3allUIICHHBIX KaHauoB VPN.
Yrposer g VPN. Knaccudpukaums VPN-cereid.
CoBmemienue  VPN-TEXHONTOTHM U MEXKCETEBOTO
skpaHa. Henocratku VPN.

8 3ammra uHbopmaumu B | [Ipobiema obecrieueHus nHpopMannoHHOH
WHTepHer. Oe3omacHOCTH Tpu paboTe ¢ TIIOOAIBHON CEThIO
HNudbopmanmonHast Wureprer. HudpopmanmonHas  0e30macHOCTh B
0€30MacHOCTh B YCJIOBHSX | yCHOBUSIX (yHKIIMOHMpOBaHUS B Poccun rio0ambHBIX
(YHKITMOHUPOBAHHMS B | cereii. VYka3 mpesumeHta PD «O wmepax 1o
Poccun rnobanpHBIX ceTeld. | obecriedueHNI0 — WH(POPMAIMOHHOM  0e30MacHOCTH
Poccuiickoit @enepanmm B chepe MeKTyHApOIHOTO
nH(pOpMaMOHHOTO oOMeHay. Yrpo3sl
nHopManMoOHHON Oe3omacHOCTH TpU  pabore ¢
WurepHer. Bupycsl, HCIIOJIHAEMBIE MOZYJIH,
BCIUIBIBAIOIIME OKHAa W pekiama. lcronb3oBaHue
AHTUBUPYCHBIX IPOrPaMM U MEXKCETEBBIX YKPAHOB IIPU
pabore ¢ UutepHer. IIporpaMmHBIE CpencTBa
TIPOBEPKH Tpaduka u 60pBOBI c
HECAaHKIIMOHNPOBAHHBIM HCIIOJIB30BAaHUEM PECYpPCOB
“H()OPMAMOHHONW CUCTEMBI.

9 TumoBast cTpykTypa 3alIUThl | APXUTEKTypa  THIOBOM  CHCTEMBbl  3alIUTHI  OT
or  HC]I. VYrpasieHne | HECAHKIIMOHUPOBAHHOTO JOcTymna. Muentudukamms u
JIOCTYTIOM. ayreHtudukanua.  [laponsHas — ayTeHTH(UKAIWMS.
IIpaBuna mpumeHenus mnaposiell.  OmHOpa3oBbIE
naponu. IlpuHnunsl koHTpons poctyma. Marpuna
JocTynla U CHUCKM jgocTtyma. IIpousBonbHoe H
MIPUHYIUTETbHOE yhpaBlieHUe JIOCTYIIOM. orT orT
OrpannuuBaronuii uHTepgeiic. PoneBoe ynpasieHue
JIOCTYTIOM. Kpunrorpadudeckas MOJCUCTEMA.
IIporpammHoO-annapaTHble CpeacTBa 3aLUTHI
napopmanuu ot HCH. YcrpoiicTBa BBOma MaeHTH(D-
HBIX NpHU3HAKoB. IlpeumyliecTBa M HEZOCTATKH HX
HCTIONIb30BAHMA. DJICKTPOHHBIE 3aMKH.

HeoTbeMieMbIM 371eMEHTOM y4eOHOT0 Mpoliecca sIBISETCSl cCaMOCTOsITeNbHAs paboTa CTyACHTa.
IIpu camocroATenbHON paboTe JOCTHraercs KOHKPETHOE YCBOGHHE Yy4eOHOro marepuana,
pa3sBUBAIOTCS TEOPETUYECKHE CIIOCOOHOCTH, CTOJIb BaXKHbIE ISl COBPEMEHHOH IMOJIrOTOBKH
cneuuanuctoB. MDopMbel caMOCTOSATENPHOW pabOTHl CTYIACHTOB IO JMCLUUIUIMHE: HamHCaHue
KOHCIIEKTOB, TIOATOTOBKAa OTBETOB K BOIpOcaM, HamucaHue pedepaToB, pelieHue 3ajaad,
UCClIeIoBaTeNbCKas paboTa, BBIMOJIHEHNE KOHTPOJIBHOU PaOOTHI.

3agaHus 17151 CaMOCTOSTENIBHOM pabOThl BKJIIOYAIOT B ¢€0sl KOMIIJIEKC aHAJIIMTUYECKUX 3aaHUI
BBINIOJIHEHUE, KOTOPBIX, MpENoiaraeT TIATeJIbHOE H3yueHHEe HAy4YHOH W yueOHOH JHuTeparyphl,
NEPUONYECKUX U3JIaHUH, a TaKXKe 3aKOHOJATEIbHBIX U HOPMAaTUBHBIX JOKYMEHTOB IIpE/IaraéMbIX B
n.7.4 «YyeOHas JnuTepaTypa U pecypchl MH(POPMALMOHHO-TEIEKOMMYHHUKAIIMOHHOW  CEeTH
«HTEpHETY, YUEeOHO-METOIUYECKOe OOECIICUeHHE CaMOCTOSTEIBHON padOThl OO0YYAIOIMIUXCS IO
JUCLUILIMHEY. 3aJaHUs IPEJOCTABISAIOTCS HA IPOBEPKY B IEYaTHOM BUJE.

PexoMengaumuu nmo padore ¢ auTepatrypoit

[Ipu wm3yueHun Kypca y4eOHOW AUCHUIUIMHBI 0CO0O€ BHUMAHHE CJEAyeT OOpaTuTh Ha
PEKOMEHIyeMYI0 OCHOBHYIO M JOTOJHUTEIBHYIO TUTEPATYPY.
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BaxHpIM 3J€MEHTOM NOJrOTOBKHM K CEMUHApy SBISETCS TIyOOKOEe H3y4yeHHE OCHOBHOM U
JIOTIOTHUTEIHHON JTIUTEPATYPhI, PEKOMEHIOBAHHOM 0 TEME 3aHSTHUS, a TAKXKE TEPBOUCTOYHUKOB. [Ipu
3TOM IIOJIE3HO TPOYUTAHHYIO JIUTEPATypy 3aKOHCHEKTUpOBaTh. KOHCIEKT OOJIKEH OTBEYaTh TPEM
TpeOOBaHUSAM: OBITH COJIEPIKATEIBHBIM, 10 BO3MOKHOCTH KPATKUM U TIPABHILHO O()OPMICHHBIM.

CopepxaTenbHbIM €ro CJlelyeT CUUTaThb B TOM Cllydae, €ClId OH IepelaeT BCE OCHOBHBIE
MBICITH aBTOPOB B IIETTOCTHOM BHjE. M3MOXUTH TEKCT KPATKO — 3TO 3HAUUT MepeaaTh COACpKAHHE
KHHTH, CTaThbU B 3HAUUTEIBHON Mepe CBOMMHM clioBaMu. [Ipu 3TOM cienyeT npuaep>KuBaThCs nMpaBuia
- 3alKChIBaTh MBICTH aBTOpa PaOOTHI JUIIb MOCIE TOTO, KaK OHA XOPOIIO MOHsATAa. B Takom ciydae
MOCTaBJICHHAs 1eNb OyneT AocturHyta. L{uThpoBaTh aBTOPOB M3yd4aeMbIX palboT (C 00s3aTeNbHOU
CCBUIKOM Ha MCTOYHUK) CIIEyeT B TeX CIydasX, €ClIM HaJ0 3allMChIBaTh OYEHb BAYKHOE ONpEeIIeHHe
WJIU MTOJI0KEHUE, 0000IIAOIIUii BBIBOI.

BaxxHo u BHemHee odopmiieHHEe KOHCIEKTa. B ero Hayaie Hago yka3aThb TEMY CEMHHApa,
JaTy HaMWCaHWs, HA3BaHUS JIMTEPATYPHBIX HCTOYHHUKOB, KOTOPHIE OYIyT 3aKOHCTIEKTHUPOBAHBHI.
['myGokast camocTosiTennbHass paboTa HaJg HUMH OOECIEUUT YCICIIHOE YCBOCHHE H3y4aeMOM
JTUCIUTUIAHBI.

OnHMM W3 BaXHEWIIUX  CPEICTB  CEPbE3HOTO  OBJIAACHUS  TEOpUEH  SIBISAETCS
KOHCneKmupoeanue nepeoucmouHuKos.

Jlis cocraBieHHs KOHCIEKTa PEKOMEHIYeTCsl CHayajla MpOoYMuTaTh paboTy LETHMKOM, YTOObI
VSICHUTh €€ OOLIMIA CMBICT W cojfiepkaHue. [Ipu 3TOM MOXXHO chenaTh MOMETKH O €€ CTPYKType, 00
OCHOBHBIX TOJIOXKEHHSX, BBIBOJAX, HAZ0 CTapaThCs OTIMYATh B TEKCT€ OCHOBHOE OT BTOPOCTENEHHOTO,
BBIBOJIbI OT apTYMEHTOB M JOKa3aTeNbCTB. ECIIM €cTh HEMOHSTHBIE CIIOBA, HA/IO B DHIIMKIIOETUYECKOM
CJIOBape HAMTH, U4TO ITO CJIOBO 0003HAYaeT. 3aKOHUUB uTeHHE (maparpada, IJ1aBbl, CTaThH) HAZIO 337aTh
ce0Oe BOMPOCH TaKOTO poja: B yem rinaBHas Mbicib? KakoBBI OCHOBHBIC 3BEHbsI I0Ka3aTenbCcTBa ee? UTto
BBITEKAET U3 yTBEPKIECHUM aBTopa? Kak 3TO cormacyercss ¢ TeM, YTO YK€ 3HAaeTe O MPOUYUTAHHOM W3
JPYTruX UCTOYHUKOB?

SIlcHOCTh M OTUETIMBOCTH BOCHPUATHS TEKCTa 3aBHCUT OT MHOIOrO: OT COCPEIOTOYEHHOCTH
CTYICHTa, OT TEXHUKH YTCHUS, OT HACTOHYMBOCTH, OT SPKOCTH BOOOpaKEHHUS, OT TEXHUKU
(dbuKcUpoBaHUs MPOYUTAHHOTO, HAKOHEL, OT IPYAULUU — OOILIEH U B KOHKPETHO paccMaTpUBaeMOn
npobieme.

Pe3ynbraroM mnepBOHAYaIbHOrO YTEHUS JOJKEH OBITh MPOCTON ni1aH meKkcma u 4emiroe
npeocmasienue o HesICHbIX Mecmax, OTMEUCHHbBIX B KHuUTe. [loce mpeaBapuTeTbHOro 03HaKOMIICHHS,
IpU TIOBTOPHOM YTEHHUU CIEAYET 6bl0eIUmb OCHOBHble MbICIU aA8mopa W WX pa3BUTHE B
MPOU3BEICHNN, 0OpaTUTh BHUMaHUE Ha 0OOCHOBAaHUE OTACIHHBIX TOJOKEHUH, HA METOABI U (OPMBI
JIOKa3aTelbCcTBa, Hamboyiee spkue mpuMepbl. B xome 5Toit paboOThl OKOHYATENBHO OTOMpaeTcs
MaTepHa s 3alUCU U ONPECTISIeTCs €€ BUM: NIAH, Me3UChl, KOHCHEKM.

[Iman 3TO KpaTKui, MOCIENOBATENIbHBIA TEPEYeHbh OCHOBHBIX MBICJIECH aBTOpa. 3alucCh
MPOYUTAHHOTO B BUJIE TE€3UCOB — ITO BBISBICHUE U 3aITUCh OTIOPHBIX MBICIEH TekcTa. Pa3sHuIma Mexmy
IJTAHOM U Te3UcaMU 3aKJII0YaeTcs B CIeAYIOUIeM: B IUIaHe MBICIb Ha3bIBaeTCs (CTaBb BCET/1a BOIPOC: O
4eM roBOpUTCs?), B Te3ucax — GopMynupyercs — (4T0 UMEHHO 00 3TOM TOBOpHTCs?). 3aMUCh OMIOPHBIX
MBICIIEH TEKCTa Ba)KHA, HO TMOJHOTO MPEACTABIECHUS O MPOYUTAHHOM HAa OCHOBAHUHU MOAOOHOMN 3amucu
HE COCTaBHIIb. BaKHO OCMBICIUTH, KaK aBTOP JOKA3bIBAET CBOIO MBICIh, KaK YOSKIaeT B HCTUHHOCTH
CBOMX BBIBOJIOB. Tak BO3HUKAeT KoHcIeKT. dopma 3amucH, Kak Mbl YK€ OTMETHIIH, YCIOXKHSETCS B
3aBUCUMOCTH OT LieJield paboThl: TUIaH — O 4eM?; Te3HUChl — 0 YeM? YTO MMEHHO?; KOHCIIEKT — O 4eM?
YTO UMEHHO? Kak?

KoHcrekT — 3To kpaTkoe mocle0BaTeIbHOe U3JI0KEeHNEe coepkanns. OCHOBY €ro COCTaBISET
IJIaH, TE3UChl M BBIMUCKU. HemocTaTku KOHCHEKTUPOBAHHUSA: MHOTOCIOBUE, LMTHUPOBAaHHE HE
OCHOBHBIX, a CBSI3YIOIIUX MBICIEH, CTPEMJICHUE COXPAHUTh CTUIIMCTUYECKYIO CBS3aHHOCTh TEKCTa B
yiiep0 ero JIOTM4ecKo CTpoWHOCTH. [IpucTynaTh K KOHCIEKTHPOBAHUIO HEOOXOIUMO TOT/Ia, KOTa
CJIOKHITMCh HABBIKU COCTABJICHUS 3aIFCH B BHJIE Pa3BEPHYTOIO MOAPOOHOTO IJIaHA.

®dopma 3anmucu TPU  KOHCIEKTUPOBAHWHM TpeOyeT 0co00ro BHUMAHMS: BaXXHO, 4YTOOBI
COOCTBEHHBIC YTBEPIKICHHUS, DPA3MBIIUICHUS HaJ MPOYUTAHHBIM, YETKO OTACTSUIHCH TPH 3allHCH.
Pa3ymMHee BBIHOCHMTH CBOM TOMETKM Ha IIMPOKHE IOJsI, 3alUChIBaTh HAa HUX JIOMOJHUTENbHBIC
CIPaBOYHBIC JIaHHBIC, MOMOTAIOIINE YCBOSHHUIO TEKCTa (maTa COOBITHS, YIIOMSHYTOIO aBTOpPaMHU;
CBEICHUS O JIMIIe, HA3BAHHOM B KHHIE; TOYHOE COJAepKaHHe TepMUHA). ECiu KOHCIEKTUPYeTCsl TeKCT
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BHYIIUTEIBHOIO 00BbeMa, HEOOXOJUMO YyKa3blBaTh CTPAaHUIbl KHHUI'HM, KOTOpPbIE OXBaThIBaeT Ta WU
VHas 4aCTb KOHCIIEKTA.

Jns yno6cTBa Mojb30BaHUs CBOMMH 3aIIUCSIMU Ba)KHO 03aryIaBUTh KPYIHBIE YaCTH KOHCIIEKTA,
NoYepKUBas 3a20n06ku. CielyeT IOMHUTh O Ha3HAYEHUM KPAaCHOW CTPOKHU, CTPEMHUTBCS K UYETKOU
rpaguke 3amuced — YCTynamH, KOJOHKaMH. M3maraTe InlaBHBIE MBICIM aBTOpa M HMX CHCTEMY
apryMEHTOB HEOOXOIMMO MPEUMYIIECTBEHHO CBOMMH CJIOBaMH, IepepadarhiBas TakuM 0Opa3oM
MH(pOpMaLHIO,— TaK NMPOXOJUT YsCHEHHE €€ CyTH. MbICib, (pa3bl, MOHATHIE B KOHTEKCTE, MOTYT
npuobpectu Oosiee NMPOCTpPAaHHOE H3JIOKEHUE B 3amuch. Ho TEKCT opuruHama CBEpTHIBACTCS, U
CTYZIEHT, 0Tpa0aThIBasl IOTHYECKOE MBIIIUIEHUE, YUYUTCS BBIICIAThH INIABHOE U 00001aTh OJJHOTUITHBIE
CyXJeHus, ogHopoaHble (akTel. Kpome Toro, nemas 3amucu CBOMMM CIIOBaMH, 0000ILasi, CTYAEHT
YYUTCS IUCBMEHHOU PEUH.

3HaHue oOuIel CTpaTeruy YTEHUs, TEXHUKU COCTABJICHHME IUIAaHA U TE3MCOB ONpEAEIseT U
TEXHOJIOTHIO KOHCIIEKTUPOBAHUS:

° BHUMATEJIBHO YUTAaTh TEKCT, MOMYTHO OTMeYas HEMOHSTHBIE MECTa, HE3HAKOMBIE TEPMUHBI U
NOoHATHUS. Beitnucams nHa nona 3HaueHNE OTMEUCHHBIX TOHATHH.

° MIPU TIEPBOM UYTEHHUU TEKCTa HEOOXOIMMO COCTAaBUThH €T0 MPOCHOU NJIAH, TIOCIEIOBATCIHHBIN
MepeyeHb OCHOBHBIX MBICIIEH aBTOpA.

° MPU MOBTOPHOM UTEHHUU TEKCTA BBIIACISATH CUCHIEMY OOKA3amenbCmeé OCHOBHBIX IOJOKEHUMA
paboThI aBTOpA.

° 3aKJTIOYUTEIBHBIN 3Tam pabOThl ¢ TEKCTOM COCTOUT B OCMBICIICHUU paHEe OTMEYCHHBIX MECT H
HX KpAaTKOH MOCIEA0BATEIbHOM 3aMUCH.

° MPU KOHCIIEKTUPOBAHUM HYXHO CTPEMUTHCS 8bIPA3UNIL MbIC/Ib AGMOPA CEOUMU CLOGAMU, ITO
nmomoraer 0oJiee ri1y0OKOMY YCBOSHUIO TEKCTA.

° B paMKax paboThl HaJ MEPBOMCTOYHUKOM BAXKEH yMeENbli omoop uumam. Heobxomaumo

yLII/ITBIBaTB, HACKOJIBKO HpKO, OpI/IFI/IHaJII:HO, CKAaTO H3JIOKCHA MBICJIb. ]_[I/ITI/IpOBaTb HGOGXOI[I/IMO
T€ CYXXJICHHS, Ha KOTOPHIE BIIOCIEACTBHU BO3MOXKHA CCBUIKA KaK Ha aBTOPUTETHOE W3JIOKCHHUE
MHCHUs, BBIBOAA I10 TOMy NN I/IHOMy BOHpOC}/.

KoncnektupoBark 1enecooOpa3Ho HE Ha OTHIEIBHOM JIMCTE, a B OOIIEH TeTpaau Ha OJHOMN
crpanuie Jmcta. OOOpOTHas CTOpPOHA JIUCTA MOXKET OBITh HCIIONB30BaHA ISl JIOTIOJIHEHUH,
HEO0OXOJIMMOCTh KOTOPBIX BBIICHUTCS B JaybHEWIeM. [Ipr KOHCIIEKTUPOBAHUH JIUTEPATYPHI CIEAYET
OCTaBUTH H_II/IpOKI/Ie IOJI4d, I-ITOGI:I 3alIicaTb HA HUX IIJIaH KOHCIICKTA. HOJI}I MOFyT 6]:ITB HNCITIOJIB30BAHBbI
TaKKe JJIs 3alMCH CBOMX 3aMEYaHui, TONOJTHEHUH, BOIIPOCOB. [Ipu BBICTYIIJIEHUN HA CEMUHAPE CTYACHT
MOKET I10JIb30BAaThCA CBOHUM KOHCIICKTOM JIA I_II/ITI/IpOBaHI/IH HepBOI/ICTO‘-IHI/IKa. BCC 06yan01uHec;1
BHUMATEJIHHO CIIYIIAIOT BBICTYIUICHUS OJHOTPYIITHUKOB, OTMEUAIOT CIOPHBIE WM ONIMOOYHBIC
IIOJIOKCHHUSA B HUX, BHOCAT HOHpaBKI/I, HpeI[CTaB.HHIOT CBOU peH_IeHI/IH 148 O6OCHOBaHI/I$I OGCy)K,Z[aeMBIX
npoOieM. B KoHIlE ceMuHapa, Korja MpenoaaBaTesib MOJABOIUT UTOTH 3aHATHS, CTYACHTHI C yU4€TOM
peKOMeH,Z[aL[I/Iﬁ Hpeno;[aBaTemI 148 BBICTYH.HGHI/Iﬁ COKprHI/IKOB JOIIOJIHAKT WU I/ICHpaBJBIIOT CBOU
KOHCIHEKTEI.

Oco0eHHOCTH M3y4YeHH sl JUCUHUIIJIMHBI CTYIeHTAMHU 32049HO0i opm 00yueHM st

CryneHTbl 3a049HOW ¢GopM OOydYeHUS H3y4dalOT OTJCNbHBIE HaWOOJee 3HAYUMBIC TEMBI
JTMCIUTUIAHBI, COTJIACHO OTBEACHHBIM 10 Y4eOHOMY IUTaHY YacaMm, O PYKOBOJCTBOM IPEIOIaBaTels
B XOJI¢ ayIUTOPHBIX 3aHATHI. OCTaTbHBIC TEMbI JUCIUILINHBI CTYICHTHI H3y4alOT CaMOCTOSTENbHO. B
XO0JIE CaMOCTOSITEIIbHON paOOThI CTYJCHTHI MMHITYT KOHTPOJIBHYIO pabOoTy 1O OJHOM M3 MPETIOKEHHBIX
mpernojaBaTeieM TeM. B XoJae 3a4eTHO-DK3aMEHAIMOHHOW CECCHHM CTYACHTHI TMPEICTABISIOT
KOHTPOJIbHYIO paboTy [UIsi OlleHKW. Hanndue MoNoXUTENbHOW OLEHKH SIBISETCS JIOIYCKOM K clade
3a4yeTa 1Mo AUCIUILTHHE.

[IpakTudeckne (CEMHHAPCKUE) 3aHATHS BKIIOYAIOT B CE0S M CIEHMHUAIBHO TOATOTOBJICHHBIC
pedepathl, BRICTYIIICHHS 110 KaKOW-THOO0 CII0KHOUW MITH 0c000 aKTyaabHOM MpolieMe, perieHue 3a1ad.
Ha mpakTudeckom (CeMHHApPCKOM) 3aHSATHU CTYIEHT MPOSBISIET CBOE 3HAHUE MPEIMETA, KOPPEKTHPYET
uH(OpMAIIUIO, TOTYYCHHYI0O B MPOIECCE JEKIMOHHBIX M TPAKTHUYECKUX 3aHATUH, (Qopmupyer
OTpeNleNIeHHBI 00pa3 B TIJa3ax IpenojaBareisi, MOJy4YaeT HAaBBIKM TPAKTHYECKOH paboThl Ha
KOMITBIOTEPE, HABBIKU MTPAKTUYECKOTO PEIICHUS 3a7ad.
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[Ipy npoBeaeHUM 3aHATHI CleqyeT YAENATh BHHMMAaHHE TEOPETUYECKUM BOIpOCaM,
OCOOCHHO M0 CIOXHBIM TeMaM. TeopeTHueckue BOIPOCHI  PacCMaTPHUBAIOTCS  JTHOO
CaMOCTOSITENIbHO, MO0 B CBSI3M C PEIIEHHEM KOHKPETHbhIX 3amad. OOCyKIeHHE TEOpPEeTHUYECKHX
BOIIPOCOB 3aCTaBUT CTYACHTOB HC TOJIbBKO I'OTOBUTH PCHICHUC 3a/1a4, HO U TOTOBUTH TCMY B LICJIOM.
Teopernueckum Bompocam Iiesnecoodpa3Ho yaenarb no 15-20 munyr. [lpu HeoOxoammocTu
TCOPCTUICCKUM BOIIPOCAM MOKET GBITB IIOCBAIIICHA 6OJII>H_Ia}I HacCTb 3aHATHA.

3amaBaeMble CTy/J€HTaM 3aJaud U TEOPETUYECKHE BOIPOCHI Il OOCYXKICHHS Ha
MNPAKTUYCCKUX 3aHATHAX HOOJDKHBI TIIATCIBHO IIPOAYMBIBATHCA, C TCM, I-ITO6I:I OXBaTuTh 110
BO3MOXXHOCTH BCE€ Ba)KHBIE acleKThl TeMbl. KonnuecTBO 3ajaBaeMbIX 3aJad 3aBUCUT OT TEMBI U
CJIOKHOCTH PEIIEHHUs, HO OOBIYHO COCTABIISIET HE MeHee 3-4.

PexomeHgaumm 1o moaAroToBKe K NPOMeKYTOYHON aTTecTaluu

K cnage 3ageta mo UCHUILIMHE JOMYCKAIOTCS CTYICHTHI, MOTYYHUBINNE HE MeHbIe 60 OaoB
npyu Tekymied arrecranuu. [Ipy TOATOTOBKE K 3a4eTy CTYJIEHT BHHUMATEIbHO MPOCMATPUBAECT
BONIPOCHI, MPEAYCMOTPEHHbIE B paboyeil mporpamMme, © TPOAOHKAET 3HAKOMUTBHCS C
PEKOMEHJIOBAaHHOW JuTeparypoil. OCHOBOM Mg cJayu 3adeTa CTYACHTOM SIBISAETCS HM3Yy4EHUE
KOHCIIEKTOB OO30pPHBIX JEKIUH, MPOCITYIIAaHHBIX B TEUEHUE ceMecTpa, MH(OpPMAIUKA MOTy4YEHHOU B
pe3yibTaTe CaMOCTOSTEIFHON PabOTHl M TOJYUYCHHE MPAKTUYECKUX HABBIKOB MPHU PEIICHUU 3a71a4 B
TEUEHHUE CeMecTpa.

dyHIaMEeHT JI000T0 Y4eOHOro Kypca 3aKiIaJbIBaeTCs Ha JIGKIIMOHHBIX M TMPAKTHYCCKUX
3aHATHUSIX, a TaKXe TpPU MOATOTOBKE K HUM. HeoOxommmo BhIpabOTaTh CEphE3HOE OTHOIICHHE K
KOHCIICKTY JICKIIMM, KOTOPBIH JODKEH B TMOJHOM OOBEME OTpa)kaTh COJEp)KaHHE JIEKIMi. 3amucu
JOJKHBI OBITH aKKypaTHBIMH. JKemaTelbHO 0000 BBIACIUTE BCE OMPENEICHHS U KIIFOUYEBBIE MOMEHTHI
nekmur. Oco0o clieyeT OTMETHTh, YTO, HECMOTPSI Ha MPAKTUUECKYI0 HANPABICHHOCTh CEMHUHAPOB U
BBHITIOJTHEHUE BCEX 3aJaHWii Ha KOMIBIOTEPE, CTYJACHTaM HEOOXOIWMO CaMOCTOSITEIBHO 3alUCHIBAThH
KJIFOYEBBIE MOMEHTBI 3aJaHUM B KOHCIIEKT, TOMOJHSA JEKIMU. B cilydyae HeTONMOHUMaHUSI HEKOTOPBIX
MOMEHTOB HE00X0AUMO 0053aTEIbHO 00paIaTHCs K MPETOAaBaTEIN0 32 KOHCYJIbTAI[HEH.

Jlnst GoJiee yCHENMIHOTO OCBOCHHS MaTepuajga HeOOXOIWMO HCIIOIb30BaTh JOMOJHUTEIHHYIO
TuTepaTypy. YUeOHHUK HY)KHO HE MPOCTO YUTaTh, @ U3y4aTh; OCHOBOW 3alIOMHHAHHUS SBJISIETCS TOJIBKO
MMOHNMAaHUE MIPOYUTAHHOTO. Heob6xonumo BBIPa0OTaTh MPUBBIYKY CHCTEMAaTHYECKOU
CaMOCTOSITENTLHON paboThI, «HATACKMBAHUE» K dK3aMEHY WM 3a4eTy AaeT CIAa0blii U TTOBEPXHOCTHBIN
pe3yJibTar.

Jns ycnemHo¥ cnayM 3adeTta CTYACHT JIOJDKEH 3HaTh M MOHUMATh JOCTATOYHO COJIMIHBIN
o0beM Mmartepuania. He oTkmanmpiBaiiTe Tpoliecc 3aydyWBaHWs Ha TOCIEAHUE ITHU TIEPEa 3a4eTOM.
[ToaroroBka 10IKHA BECTUCH C MEPBBIX JIEKIUH.

7. YueOHas auTepaTypa u pecypcbl HHGOPMANMOHHO-TEJIEKOMMYHUKAIMOHHOM ceTH UHTEpHeT

7.1. OcHoBHAas1 IUTEpaTypa
1. Mamok, A.A. Beenenne B nHGOPMAIMOHHYIO O€30MacHOCTh: yueOHoe mocobue. ['opsiuas TuHUS-
Tenexom.2021. Pexxum noctyna: http:// www.iprbookshop.ru/11979 .- 9bC «IPRbooks»
2. Kanusen E.K. MH}opmarmonHbie TeXHOIOTHH B MPO(EeCCHOHANBHOM NESATeTbHOCTH [ DIEKTPOH-
HBI pecypc]: kype neknuid. OpenOypr: OpeHOyprckuii rocynapcTBeHHbIN yHUBepcuteT, DbC
ACB. 2022. Pexxum gocryma: http://www.iprbookshop.ru/54115 . — DbC «IPRbooks»,
OBC Jlans http://lib.ranepa.ru/base/abs-izdatelstva--lan-.html#
OBC IPRbooks http://lib.ranepa.ru/base/abs-iprbooks.html
5. DJEeKTPOHHOE U3AATEIBCTBO «OPAMT» http://www.biblio-online.ru

(O8]

b

7.2. lonoJTHUTEIbHAS JIUTEPaTypa.

1. OcHoBbl HH(OPMAIIMOHHON 0€30MaCHOCTH XO3SHCTBEHHOW AEATENBbHOCTH: ydueOHOoe mocobue /
WN.II. Muxue; BO ®I'BOY BIIO «Poccuiickas akanemMusi HapOJAHOTO XO3AWCTBA M rocyaap-
CTBEHHOM ci1yk0b1». — Bonrorpan: M3a-s8o BO ®I'EOY BIIO PAHXul'C, 2013. — 144 c.

2. IInmaronor B. B. IlporpammHo-amnmapaTHbie cpeacTBa 3amuThl HHGopManuu: yaeOHuk. / M.: U3,
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ueHTp "Axagemus". 2014.

KysnenoB U.H. buznec-6e3omacHocTs [ D1eKTpOHHBIN pecypc]: yuebnoe nocodue. M.: JlamkoB u
K. 2012. Pexxum goctyna: http://www.iprbookshop.ru/10906.— 3bC «IPRbooks»

OBC Jlans http:/lib.ranepa.ru/base/abs-izdatelstva--lan-.html#

OBC IPRbooks http://lib.ranepa.ru/base/abs-iprbooks.html

DnextporHoe H3gaTenseTBo «FOPAWT http://www.biblio-online.ru

JoxTpuna uHpopmarmonHon 6ezonacuHoctu PO (ytB. [Ipesunenrom PD 09.09.2000).

3akoH P® “O rocynapcrsennoit taitne” Ne 5485-1 ot 21.07.1993 r.

3akoH P® “O6 undopmaruu, nHOOPMAITMOHHBIX TEXHOJIOTUAX U 0 3anuTe nHpopmaruu” Ne 149-
@3 ot 27.07.2006

. 3akoH P® “O xommepueckoii Taiine” Ne 98-D3 ot 29.07.2004 1.
. bk V. UaTepHet: npoTokoisl 6e3omacHocTr: Yueonsiid kype. CII6.: [Tutep-nipece, 2012.

3uma B.M., Moamossu A.A., Monnossa H.A. be3onacHOCTE I100aIbHBIX CETEBBIX TEXHOJIOTHMH.
CII6: BXB-IIerepoypr, 2014.

. Kommbrotepaas npectynHocTs U MHGOpManmonHas 6e3omnacHocts /Ilox obm. pexa. A. I1. Jleono-

Ba. Mu.: APIJI, 2014.
MonnossH A.A., Mongossa H.A., CoseroB b.fl. Kpunrorpadus. CII6.: UsnatensctBo «Jlanby,
2013.

7.3. HopmaTuBHBIE€ NPABOBbIE JOKYMEHTHI 1 HHASI MPaBOBasi MH(OpMALIUA

1. Koncturyuus Poccuiickoit ®enepanuu ot 12.12.1993 ( ¢ moci. nonpaBkaMu )

2. ®enepanpHbiii 3akoH oT 27 utoiisa 2006 romga Ne 149-03 «O6 unbopmaruu, nHGOPMAITMOHHBIX
TEXHOJIOTHUSIX U O 3aIIuTe HHPOPMAITUNY;

3. @epepanbHblil 3aK0H OT 27 nronst 2006 rona Ne 152-D3 «O nepcoHaIbHbIX JaHHBIX Y,

4. Tlonoxenue 06 obecrieueHNUH 0E30MACHOCTH MEPCOHATIBHBIX JAHHBIX MPH UX 00pabOTKE B MH-
(bOopMallMOHHBIX CHUCTEMaX MEPCOHAIBHBIX JAaHHBIX, YTBEP>KIECHHOE MocTaHoBlIeHUEeM [IpaBu-
tenbeTBa Poccuiickoit @enepanyu ot 17 Hos6ps 2007 roga Ne 781;

5. Tlopsnmox mpoBeaeHus kiaccupuKanuu WHOOPMALMOHHBIX CHCTEM IEPCOHAIbHBIX JIaHHBIX,
yrBepxxaeHHbIH npukazoM @CTIOK Poccun, ®Ch Poccun u Munnngopmesszu Poccun ot 13
deBpans 2008 roga Ne 55/86/20 (3apeructpupoBan MuntoctoM Poccuu 3 anpens 2008 rona,
peructpanroHHbl Ne 11462);

6. bazoBas Mozenp yrpo3 0€30MacHOCTH MEPCOHAIBHBIX JaHHBIX MPU WX 00padoTke B mH(pOpMa-
LMOHHBIX CUCTEMax MepCOHANbHBIX AaHHBIX (YTBepxkaeHa 3amectureneM aupekrtopa PCTIK
Poccuu 15 despans 2008r.);

7. Meroauka onpeneneHus akTyalbHbIX YTpo3 0€30MacHOCTH NePCOHANBHBIX JaHHBIX MPU UX 00-

paboTke B MH(GOPMALMOHHBIX CHCTEMaX MEPCOHAIbHBIX NaHHBIX (YTBepxkaeHa 3aMecTUTENeM

mupextopa PCTIK Poccun 14 despans 2008r.).

3akoH PO «O rocynapctBennoi taiine» Ne 5485-1 ot 21.07.1993 r.

9. 3akoH P® «O xomMmepueckoit Taiine» Ne 98-D3 ot 29.07.2004 .

*

7.4. UnTepHeT-pecypchl, CHIPABOYHBbIE CHCTEMBI

http://base.garant.ru/ - cipaBoyHO-1IOMCKOBas cuctema «I apaHT»
http://www.consultant.ru/ - cipaBouno-nonckosasi cucrema «Koncynsrant [Tmrocy»
http://www.pfrf.ru/ - obunmanensiii caiit [lencuonnoro dhouga PO

http://www .kremlin.ru/ - opunmansusiii cailt [Ipesunenta PO

http://www.cbr.ru/ - opunnansuerii cait LlenTpansHoro 6anka PO

Odunmansuelii cailit ['ocynapcreennoit J{ymer PO - duma.gov.ru

Odunmaneusiii caidt [IpaButenscTBa Bonrorpaackoit o6mactu - volganet.ru
Odunmansubiii caift [IpaBurenscrBa PO - mpaBuTenscTBO.ph

Odummaneusiii caiit Coeta deneparuu - council.gov.ru

LRI R W=

7.5. UHBIEe HCTOYHUKH
Her
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8. MarepnanbHo-TexHu4eckasi  0a3a, HMH(OPMALMOHHBbIC  TEXHOJIOIHH,
NporpaMMHoe odecrneyeHne 1 HH(POPMALIMOHHbIE CIIPABOYHbIE CHCTEMbI

MarepuanpHo-TexHUYeCcKoe obOecnieuenne auciuiinabl  «[IpaBoBass uHpopmaTHKa»
BKJIIOYAET B ceOsl:

- JIEKIMOHHbIE ayAUTOPUU, OOOpPYIOBaHHBIC BHUACONPOEKIMOHHBIM OOOpPYIOBaHUEM IS
MPE3eHTAIH, CPEeACTBAMU 3BYKOBOCIIPOU3BEICHUS, SKPAHOM;

- TMOMEILEHUsl AJi MPOBEACHUS CEMHHAPCKUX M MPAKTUYECKUX 3aHATHI, 000pyHOBaHHBIE
yueOHOI MeOenbIo;

- KOMIIbIOTEPHBIE KJIAacChl, OCHAIIEHHbIE COBPEMEHHBIMH KOMIBIOTEPAMH C BBIXOJOM B
VHTepHET M YCTaHOBJIIGHHBIMH B CETH CHEIMAIbHBIMH ITAKETaMU MpPOTrpaMM, 00eCHeunBaIOIIMMU
yaeOnbiii iporecc, Bkiatovas CIIC KoncynpranT [lmroc u ["apanT.

JucuurmumHa  JobKHA — OBITh  MOAJEp)KaHa  COOTBETCTBYIOUIMMM  JIMLEH3MOHHBIMU
nporpaMMHbIMU TipoaykTamu: Microsoft Windows 7 Prof, Microsoft Office 2010, Kaspersky 8.2,
CIIC I'apanrt, CIIC KoHcynbTaHT.

[TporpamMmHBbIe cpencTBa obecriedeHus yueOHOTo Mpoliecca BKIIIOYAIOT:

— omeparmonHblie cucteMbl cemeiictBa Windows (10): Microsoft WINHOME 10 RUS OLP NL
AcdmcLegalizationGetGenuine,MicrosoftWinPro 10 RUSUpgrdOLPNLAcdmc;

— naket oucHoro I10 - Microsoft OfficeStd 2019 RUS OLP NL Acdmc;

- IPOTpaMMBbI-apXUBaTOPHI;

- aHTUBHUPYCHBIEC POTPAMMBIL;

- IPOTrPaMMBbI MPE3EHTALNOHHON TpaduKy;

- TEKCTOBBIE PEJIaKTOPHI;

- rpadUUECKHE PEIAKTOPHI,

- OJIEKTpOHHAas TabIuIa;

- 0a3a JaHHBIX;

- CIIC KoncynptanT ILntoc;

- CIIC I'apanT Aspo;

- DJICKTPOHHAs OMOINOTEKA;

- IporpaMma 3JIEKTPOHHOTO TECTUPOBAHUS.

By3 obecrieunBaer KaxJgoro oOydaromerocs paboyMM MECTOM B KOMIIBIOTEPHOM KJlacce B
COOTBETCTBUH C O0BEMOM M3y4YaeMbIX AUCLIMILINH, 00OeCIieunBaeT BbIXO B ceTh IHTEpHET U J0CTyM K
CIIC Kouncynbrant ITntoc u CIIC I"apanT.

MatepuanbHO-TeXHUYECKOE 00ecrieueHrne TUCIUIUIUHBI U1 00y4YalouXcs ¢ OrpaHUYE€HHBIMU
BO3MOKHOCTSIMH 3/I0pPOBbSI U MHBAJIUOB BKIIIOYAET B ce0sl cienyronee:

- yueOHble ayIUTOPHHM OCHAIIEHBI CHEHHATbHBIM O0OpYJIOBaHHEM M yYEOHBIMH MECTaMHU C
TEXHUYECKMMHU CpEeACTBaMH OOyueHHUs Uis OOyYaloIuXcs C PasIMYHBIMH BUIAMU OTPaHUYCHHH
3/10pOBbBS;

- yyeOHasi ayTUTOpHsl, B KOTOPOH 0Oy4yaroTCsl CTYACHTHI C HapylIeHHEM ciyxa o0OpyJoBaHa
KOMITHIOTEPHOW TEXHUKOH, ayJHMOTEXHUKOW (aKyCTHYECKUU YCUIIUTEIh M KOJOHKH), BHJICOTEXHUKON
(MyIBTUMEIMIHBINA MPOEKTOP), MYJIbTUMEAUHHONW cucTeMol. s 0oOydeHus JUI] ¢ HapyIICHUSMHU
CllyXa HCIOJNB3YIOTCSI MYJIbTUMEIUIHBIE CpelCTBa U JPyrue TEXHUUYECKHUE CPEACTB MJsl IpHeMa-
nepefayn yaeOHOH HHPOPMAIIUHU B TOCTYITHBIX (pOpMax;

- Uil ca0OBUASIINX OOYYaIOIIUXCS B JICKIMOHHBIX U YYEOHBIX ayJUTOPHUSAX MPEIyCMOTPEH
MIPOCMOTP YIAJICHHBIX OOBEKTOB (HampHMep, TeKCTa Ha JIOCKEe WJIM Claijia Ha SKpaHe) MpU MTOMOIIN
BUJICOYBEIMUNTENEH ISl yAaJIE€HHOTO IPOCMOTPA;

- uig 00ydaromMXcsl ¢ HapyWIEHUSMU OIOPHO-IBUTATENLHOTO amnmapara B JIGKIIMOHHBIX H
Y4eOHBIX ayUTOPHSIX MPEAYCMOTPEHBI CIICIMAILHO 000pYyI0BaHbIe paboune MecTa;

- JUISI KOHTAaKTHOM M CaMOCTOSITETIbHON pabOThl UCIONB3YETCSI MYJIbTUMEIUHHBIE KOMILICKCHI,
ANEKTPOHHBbIE YUYeOHUKM U YydeOHble MOcOoOUs, aJanTHUPOBAaHHBIE K OTPAaHUYEHUSM 3J0POBbA
00yJaromuXxcs.

OOyyaronuecs ¢ OrpaHMYEHHBIMH BO3MOXHOCTSIMH 3[0POBbSl M HHBAJIUIbI, B OTIMYHUE OT
OCTQJIbHBIX, MMEIOT CBOM creuuduyeckue OCOOEHHOCTH BOCHPHUATHSA, IMEepepaboTKH MaTepuaa,
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BBITTOJTHEHUS] IPOMEXKYTOUHBIX ¥ UTOTOBBIX (pOpM KOHTpOIIA 3HaHUH. OHU oOecIiedeHbl eYaTHBIMU U
3JIEKTPOHHBIMU  00pa30BaTENbHBIMU ~ pecypcaMu  (IPOrpaMMBbl, Y4eOHHKH, Y4eOHBbIE MOcoOus,
MaTeprabl A1l CAMOCTOSTEIBHOM PabOTHI U T. /1.) B OpMax, aJanTUPOBAHHBIX K OTPAaHUYECHUSIM HX
3JI0POBbSI U BOCIIPUATHUS HHPOPMALIUU:

Jnst I ¢ HapyIIeHUSIMH 3pSHUS:

- B Ie4aTHOU (hopMe YBEIUYECHHBIM HIPUPTOM,

- B ()OpMe 3IIEKTPOHHOTO TOKYMEHTA,

JUnist a1 ¢ HapyIIEHUSIMH CITyXa, C HapyIIEHUSIMH OTIOPHO-/IBUTATEJILHOTO anmapara:

- B leyatHou opwme,

- B )OpMe 3IEKTPOHHOTO JOKYMEHTA.

By3 obecrieunBaer Kaxgoro oOydaromerocs paboyMM MECTOM B KOMIIBIOTEPHOM KJlacce B
COOTBETCTBHUH C 00BEMOM M3y4aeMBIX JTUCHUILINH, 0OeCIIeUYNBaET BHIXO B ceTh VIHTEpHET.

[lomemenuss s caMOCTOSITEIBHOM pabOThl  OOYYaIOIIMXCS  BKIIOYAIOT — CIIEAYIOIIYIO
OCHAIIICHHOCTH: CTOJIBI ayJUTOPHBIC, CTYJbs, TOCKH ayIUTOPHBIC, KOMIBIOTEPHI C MOIKIIOYCHUEM K
JIOKAJIbHOM CETH MHCTUTYTa (BKJIIOYasi MPaBOBbIE cUCTeMbl) U MIHTEepHeT.

Jns u3ydeHus: y4eOHOM IMCHMIUIMHBI HCIIONB3YIOTCSI aBTOMATH3MPOBAaHHAsS OMOIMOTEYHAs
MH(POPMAIMOHHAS CUCTEMA U DJICKTPOHHbIE OMOIMOTEUHBIE CUCTEMBI: «YHUBEPCUTETCKas Onbimoreka
ONLINE», «OnekrponHo-ombimoreynas cucremMa wm3gatenbctBa  JIAHbw»,  «DnekrponHo-
o6ubnuoreynas cucrema uznarenbcrBa «tOpaity, «OnexTpoHHO-OnbMMoTeuHas cuctema [IPRbooksy,
«Hayunas snexrponnas 6unbmuorexka eLIBRARY» u ap.
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@DoH/I OLIEHOYHBIX CPEICTB MPOMEKYTOUHON aTTeCTAlUMN
no nucuuniaude b1.B./1B.14.02 «IIpaBoBasi nHpopMaTHKA»

[Ipomexyrounasa arrecrauus no gucuuminHe b1.B./[B.14.02 «IIpaBoBasi uHpopMaTuKa»
IIPOBOJIUTCSI B COOTBETCTBUU € Y4eOHBIM IIAHOM AJIsl O4YHOW (Qopmbl oOyueHus: ¢ I cemecmpe — 6
suoe 3auema ¢ OYeHKOll.

Bomnpocsl K 3a4eTy ¢ OLEHKOM M0 JAMCHUILINHE
«IIpaBoBast UHpOpMATHKA»

1. Bpigenuts 3agauum [paBOBOIO  XapakTepa, InocTaBieHHble B  CTpareruu  pa3BUTHS
nHpopManmonHoro obmectsa Poccun.

2. CdopmynupoBaTh OCHOBHBIE IPUHIMITEI 0OecTieueHHsI HH(POPMAIIMOHHOHN 0€301acHOCTH.

3. UYro Takoe nmpaBoBas nHGOpMATH3AIUSA?

4. OxapakTepu3yiTe OCHOBHBIEC HAlpaBJICHUS MPABOBON HH(DOPMATH3IAIHH.

5. KaxkoBa posib coBpeMeHHBIX HHPOPMAIIMOHHBIX TEXHOJIOTHI B TPABOTBOPUYECKOMN JAEATEITHHOCTH?
6. IlpuBenure mpuMepsl HWHGOPMAIMOHHBIX CHCTEM, HCIONb3YEMBIX B IPaBOTBOPUYECKOM
NeSITeIbHOCTH.

7. KakoBbl BO3MOXHOCTH COBPEMEHHBIX HH()OPMAIIMOHHBIX CHUCTEM NIPU CHCTEMaTHU3alUU
3aKOHOaTeIbLCTBA?

8. IlpuBeaurte mpuMepbl aBTOMATH3UPOBAHHBIX WH(POPMALMOHHBIX CUCTEM, (DYHKIIMOHUPYIOIIUX B
OpraHax BHYTPEHHHX JEJl.

9. Oxapakrepusyiite ['OoCcymapCTBEHHYIO aBTOMAaTH3MpPOBAHHYIO cucteMy «BbiOopel», nemmu ee
CO3/IaHUS U CO3/1aBaEMBbIE C ITOMOIIBIO0 Hee HH(POPMAIIMOHHBIE PECYPCHI.

10. OxapakTepusyiiTe OCHOBHBIE HETOCYAapCTBEHHBIE HH(OPMAIIMOHHO-CIIPABOYHBIE CHCTEMBI
«Koncynprant [Intocy, «Koaekey, «["apant», APM «tOpuct».

11. PackpoiiTe conepkaHue MOHATUS «MHPOPMALMOHHAS 0€30IaCHOCTb)

12. ChopmynupyiTe KU3HEHHO BaXKHBIE HHTEPECH TUYHOCTH, OOIIECTBA U TOCYAapCTBa B
nH(pOpMaLMOHHOI cdepe.

13. KakoBbI OCHOBHBIE 33/1a4u B 00J1acTH oOecreueHruss HHPOPMAIIMOHHON 0€301acCHOCTH?

14. Kak coOoTHOCATCS MOHATUA «0€301MaCHOCTh MHPOPMALIUU» U «3aIUTa HHPOPMAITUN»?

15. Yro Takoe nndopmanmoHHoe opyxue?

16. Kakue cyniecTByroT BUbI HHPOPMALIMOHHOTO OPYKuUs?

17. Kak cormacHo 3akoHy «OO0 wuHbopmanuu, HHPOPMAIMOHHBIX TEXHOJOTHUAX KM O 3allHuTe
uH(OpMAIIUN» OTIPE/ICTICHbI OCHOBHBIE II€TU 3aIIUTHI HHPOpMALUU?

18. B ueMm 3akirouaeTcsi CHCTEMHBIN TTOIXO0/ K 3aiiuTe HHGOpMAaIu?

19. B yem oTnuuune 37eKTPOHHOTO TOKYMEHTOO00POTa OT 3JEKTPOHHOTO OOMEHA TaHHBIMU?

20. PackpoiiTe comepKaHre TOHATHUSI «3JIEKTPOHHBIN TOKYMEHT).

21. B ueM oTiiMuMe NEKTPOHHOTO JOKYMEHTA OT TPAJAUIIMOHHOTO OYMaKHOTO JOKyMeHTa?

22. Yo Takoe 3JIeKTPOHHAs MOMNNUCH?

23. Jlaiite ompeneneHus YCHJICHHON KBaJU(HUIMPOBAHHOW S3JEKTPOHHOM MOANHMCU U YCHICHHOMN
HEKBaTM(UIIUPOBAHHOMN JIEKTPOHHOM TOIITHCH.

24. B yeM 3aKJII04aeTcsi TEXHUYECKOe 00ecrieueHne 3IeKTPOHHOM moaAnucu?

25. Packpoiite cyTh miporiecca cepTuduKanuu 3JIeKTPOHHOU TTOHICH.

26. Uto Takoe ya0CTOBEPAIOMIHI LIEHTP?

27. Kakue TpeOoBaHUS IPEABIBISIIOTCS K YAOCTOBEPSIOIINM IIEHTpam?

28. OxapakTepu3yiTe Ha3HAYeHUE U OCHOBHBIE BOZMOXXHOCTH CIPABOYHBIX ITPABOBBIX CUCTEM.

29. IIpoananusupyiite u knaccuduiupyite Buabl morcka B CIIC.

30. Kak cormacHo 3akoHy «OO0 wuHpopMmanuu, HWHPOPMALMOHHBIX TEXHOJOTHSX M O 3alIUTe
nH(pOpMaLUK» ONpeeTIeHbl OCHOBHBIE LIEH 3aIIUThI HHpOopManuu?

31. B ueM 3akir04aeTcsi CHCTEMHBIH MOIXO K 3a1uTe HHpopManuu?

32. B uem oTau4ue 3JeKTPOHHOTO JOKYMEHTOO00pOTa OT JIEKTPOHHOTO 0OMEHa TaHHBIMU?

33. Packpoiite conep:kaHue NOHATHSI «3JIEKTPOHHBIN TOKYMEHTY.

34. IlonsiTre 3anuThl UHGOPMAUKA U HHPOPMAITMOHHOMN 0€30MacHOCTH.
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35. OcHOBHBIE COCTABIISAIONMINE MHPOPMAIIMOHHON O€30TTaCHOCTH.

36. 3akoHOaTENBHBIN YPOBEHb HH(OPMAIIMOHHOMN 0€301MacHOCTH.

37. KoMObplOTEpHBIE MPECTYIIICHUS.

38. IlonsTHe aTaku Ha HPOPMALIMOHHYIO CUCTEMY.

39. Knaccudukanus aTax.

40. Bupl NpOTUBHUKOB MIIH “HapyIIUTeNei”, uX Kiaccudukanus.

41. Kanamns! yTeuku nHOOpMaInu.

42. [lonsTHE YTpO3BI.

43. VICTOYHUKH YyIpo3 U UX KIacCU(DHUKAITUS.

44. Mopens yrpos.

45. Ananu3 BO3MOXHBIX CIIOCOOOB HapyIIEHUH HH(OPMAIIMOHHON CUCTEMBI.
46. ITomuTrka 6€30MaCHOCTH U €€ peain3aIiusl.

47. OCHOBHBIE TIOHATHS KpUNTOTpapUH.

48. J/IBa OCHOBHBIX HANPAaBIICHUSI B COBPEMEHHOW KpUIITOTpaduu.

49. Knaccuueckne KpUIITOCUCTEMBI M UX kiaccudukanus. [Ipumeps.

50. Kpunroananu3 MHOT0aI(paBUTHBIX CHCTEM.

51. Kpunrocucrema: “OnHopa3oBblii OJO0KHOT .

52. Crangaptsl mmdpoBaHus TaHHBIX.

53. Cucremsl mmdpoBanus, He TPEOYIOIIHNE epeaayy KIItoya.

54. Kpuntorpadus ¢ OTKPBITEIM KITFOUOM.

55. DnexTpoHHas NOANUCH U IPUHIUIIBI €€ IPUMEHEHUS.

56. PykoBoasamue nokymeHnTsl ['octexkomuccuu Poccun.

57. Uncrpykuus CTP-K. Pexomenganuu no 3amure KoHQUIECHINATBHON HHpOPMALIUK.
58. PazpemmrenbHas cucteMa J0mycka.

59. Yrpo3sl nnpopmManoHHoii 6e3omacHocTy npu padote ¢ MIHTEepHET.

60. ApxuTekTypa TUIIOBOM CUCTEMBI 3allIUThI OT HECAHKIIMOHUPOBAHHOTO JAOCTYIIA.

HpaKanecKne 3alaHUA K 3a4€Ty

Tewma 1. 3ammTa 0QUCHBIX JOKYMEHTOB.

PaccmaTpuBaembie BOMIPOCHT:

3ammra 1okymeHToB Microsoft Word oT HECaHKITMOHUPOBAHHOTO JIOCTYTIA.

3amuTa nokyMmeHToB Microsoft Word oT HeCaHKITMOHHPOBAHHOTO U3MEHEHHUSL.

3ammra 1okymeHToB Microsoft Excel oT HeCaHKIIMOHUPOBAHHOTO U3MEHEHHS.

3amuta nokyMmeHToB Microsoft Excel oT HeCaHKITMOHHPOBAHHOTO JOCTYIIA.

3aanus AJi1 CaMOCTOSITEIbHOTO BBITMTOTHEHUS:

3ammra gokymentoB Word.

1. Co3paiite Ha nucke D: B mamnke Barieu rpynmsl manky 3ammura oduca.

2. Habepure B pegaktope Word mpou3BOJIBHBII TEKCT M COXpPAHUTE €ro B Manke 3amuTa opuca
nox nMeneM document].

3. Beibepute meHto CepBucC — Y CTaHOBUTH 3aIIHTY.

4. 3ampeTuTe JIIOOBIC N3MEHEHUST KpOME 3alMCH UCTIPABIICHUN U 3a/1aiiTe mapoiib 12345.

5. TlompoOyiiTe OTpenakTUPOBATh CBOM TEKCT. YJAlMTE HEKOTOPHIE CIIOBAa M JOIUIIHNTE HOBBIE.
[TonmpoOyiite mnpunsaTh Bce wucnpaBieHus (Cepuc — HWcnpasnenuss — [IpuHATHE/OTKIOHUTH
ucnpasnenus). OOpatuTe BHHMMaHHE, YTO BCE W3MEHEHHS B JOKYMEHTe (UKCHPYIOTCS, HO
MPUHSATH/OTKIIOHUTD UX HEBO3MOXKHO.

6. 3aKpoNTE TOKYMEHT, COXPAHUB €ETO.

7. OTKpOWTE JOKYMEHT M MONPOOYHTE IPUHATH UCTIPABICHHUS.

8. CHumuTe 3amuTy JoKyMeHTa. Boioepure menio CepBuc — CHATH 3alIUTY M BBEIUTE MAPOJIb.

9. [MompoOyiiTe MPUHSATHL BCE UCTIPABJICHUS. Y O€IUTECh, YTO UCTIPABIICHUS IPUHSATHI.

10. 3aHOBO 3aIIUTUTE TOKYMEHT, KpPOME 3allMCH UCIIPABIIEHUH U 3aKPOWUTE €r0, COXPAHUB.

11. HaGepute HOBBI MOKYMEHT (OTJIWYHBIM OT TEPBOr0) M COXpaHUTE ero (Mo HMEHEM
document?) B mamnke 3amura oduca.
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12. YcraHoBUTE 3aIUTy 3TOTO JOKyMEHTa, BbIOpaB MeHI0 CepBHC — YCTaHOBUTH 3AIIUTY H
3aIrpeTuB JI00bIe U3MEHEHHs KpOME BCTaBKH MpUMedaHuil. 3anaiite nmapospb 12345.

13. ITonpoOyiiTe OTpeTaKTUPOBATH JOKYMEHT.

14. BeraBbTe 1Ba mpuMeydaHus K J00bIM ¢pparmentam. Menio Beraska — [Ipumeuanue.

15. ITonpoOyiiTe U3MEHUTH OJTHO MPUMEUAHUE U yIATUTh IPYroe.

16. 3akpoiiTe JOKyMEHT, COXpPaHUB €rO.

17. Coznaiite Tpetuii nokymeHT B Word, coxpanuTte ero B mamke 3ammTa oduca moj UMEHEM
document3. YcTaHOBUTE Ha HErO 3aLINUTY, 3aPETHUB JIIOObIE N3MEHEHHSI, KPOME BBOJA TaHHBIX B MOJIS
dbopwm. 3amaiiTe mapons 12345.

18. ITompoOyiiTe OTpemakTUpOBaTh JOKYMEHT. [IpoCMOTpHTE MyHKTHI MEHIO, YTOOBI BBISCHUTH
Baim BO3MOKHOCTH 110 peAaKTUPOBAHUIO JOKYMEHTA.

19. CHUMUTE 3aIIUTY C TOKYMEHTA.

20. Pa30eiiTe Bamr JOKyMEHT Ha ABa pasaena. (YCcTaHOBUTE Kypcop B MECTO pa3pbiBa U BhIOEpUTE
Mento BeraBka — Pa3psiB — HoBbIil pa3aen Ha TEKyIei cTpaHuUIie).

21. YcraHoBUTE 3alIUTy HAa JOKYMEHT, 3alpPETHB JIIOObIE M3MEHEHUs, KpOME BBOJA JaHHBIX B
nosst opm. Mcrnonb3yst KHOTIKY Paznensl, ycTaHOBUTE 3ampeT TOJbKO Ha BTOpoi pasnen. Ilapors
12345.

22. I[TonmpoOyiiTe OTpeaaKTUPOBATH NIEPBBIN M BTOPOM pa3aeiibl JOKYMEHTA.

23. 3aKkpoiiTe JOKyMEHT, COXPaHUB €rO.

24. Co3paiiTe 4eTBepThIl JOKyMEHT B pemaktope Word u coxpaHute ero B make 3amura oduca
nox umeHeM document4.

25. Beibepute mento Cepsuc — [lapamerpsl, 3atem BkIaaky CoxpaHeHHE.

(Ecmu Ber pabortaere B8 Word2t3 unmu XP, To Hago BeIOpath BKkIaaky bezomacHocTs. [TocmoTpuTe
BO3MOKHOCTH 3TOH BKIaaku. OOpaTuTe BHUMaHKue Ha (Priaykok «Y JaisiTh JTUYHBIC CBEACHUS U3 (aiina
IIPU €70 COXPAHEHUM).

26. 3amaiite maposb 7777 Ha OTKpBITHE (Daiina.

27. 3akpoiiTe ailn, COXpaHUB €ro, 3areM momnpoOyiTe OTKpbITh. llonmpoOyiite BBecTH
HEMpPaBUIbHBIN MMapoJib, a 3aTeM OTKPONTE TOKYMEHT C MIPABUIIbHBIM I1apOJIEM.

28. Co3paiiTe mATHIA JOKyMEHT B penakrope Word U coxpaHUTe ero B make 3amuTa oduca moj
uMeHeMm documents.

29. BriGepute mento Cepsuc — I[lapamerpsl, 3aTem Bkianky besomacHocts (CoxpaHeHue amns
Word2000) u 3amaiite mapoJib pazperieHus 3anucu 9999.

30. 3akpoiiTe JOKYMEHT, COXPaHUB €ro U MONpoOyiTe CHOBA OTKPBITh. BbiOepuTe peskum TOIBKO
yreHus1. OTpeTakTUpynTe JOKYMEHT U ToNpoOyiTe ero coxpanutb. Coxpanute kak document5S 1.

31. [lonpoOyiiTe oTKpHITH (paiin documentS 1.
32. 3akpoiite Bce (ailiibl ¥ TOKAKUTE PE3yJbTAT MPEOIaBaTEIo.
3amura nokymeHToB Excel.
1. 3anmyctute Excel u coznmaiite cienyroniyro Tabauiy
dUO Oxutan IIpemus Hroro

2. 3anoHUTE ee /Ui MPOU3BOJIBHBIX TPEX YEJIOBEK, BBOJIS IPOU3BOJIBHBIC YKCIIAa U CYMMUPYS UX B
rpage Uroro.
3. [TocTpoiite KpyroByro auarpammy mo crosodiry Mroro.
. CoxpanuTe (aiin B nmanke 3amura opuca mnoja uMeHem probal.
. CoxpanuTe 3TOT ke ¢aitn B manke 3ammra oduca emie pa3 moa UMeHeM proba?2.
. 3akpoiite Qaiin proba2 u otkpoiite ¢aiin probal.
. Bei6epute mento CepBuc — 3ammra — 3alUTUTD JTUCT U 3a1aiTe mapoias 1111.
. [TompoOyiite oTpenaktupoBath Juct. [lepeligute Ha JInct2 u monpoOyiTe BBECTH NaHHEIC.
9. YcraHoBuTE 3alIUTYy BTOPOTO JIMCTA C mapojeM 2222,
10. Caumure 3amury ¢ Jlucral. Mcnons3yiite meHto CepBuc — 3amura — CHSTH 3alllUTY JHUCTA.
11. Ycranosute 3amuty Jlucral, oTMeTHB TOJMBKO (Dy1ayKoK 3amuTa JUCTa B OTHOIIEHUH OOBEKTOB
v 3a1aB mapoib 1111.
12. TTonpoOyiiTe U3MEHUTD JTaHHbIE B siuciikax. [lompoOyiiTe N3MEHUTH AUarpaMmy.

03N DN K
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13. 3akpoiite daiin, COXpaHUB €T0.

14. Otkpotiite daiin probal u nonpoOyiiTe BHECTH U3MEHEHHS Ha MEPBBIH JIUCT, 3aTEM Ha BTOPOH.

15. 3akpoiite daiin probal u oTkpoiiTe daiin probal.

16. Beibepure meHto CepBuc — 3ammurta — 3amuTUTh KHUTY. OCTaBbTE OTMEYEHHBIM TOJIBKO
¢bnaxok CTpykTypy W 3amaite mapoyib kniga (mpoBepbTe, 4TOOBI ObLIa BKJIIOYCHA AaHTIWKACKAs
packiagka)..

17. ITonpoOyiiTe U3MEHUTD JJAHHBIE Ha JIUCTE. Y OEMUTECh, YTO M3MEHEHHUS BO3MOJKHBI.

18. TlompoOyiiTe yIanuTh MEePBhIA TUCT (ITP. KHOMKA MBIIIN Ha SIPIBIKE JTUCTA BHU3Y CTPAHUILIHI).

19. 3akpoiite daiin, coxpaHUB H3MEHEHHUS, U 3aHOBO OTKPOWTE ero (proba2).

20. Caumure 3ammTy ¢ KHUrd. Mento CepBuc — 3anura — CHATh 3alIUTy KHUTH.

21. YcTaHoBuUTE 3alUTY KHUTH, OTMETUB 00a (priaskka U yCTaHOBHUB MapoJb kniga?2.

22. I[TonpoOyiiTe M3MEHUTH JIaHHBIC HA JINCTE.

23. Boibepure meHro OkHO — CKpBITh ¥ BBEIUTE MAPOJIb.

24. 3akpoiite ¢aiin, COXpaHUB U3MECHCHHUS.

25. Otkpotite ¢aiin proba2. Yoeautech, 4T0 OKHO HE OTOOpakaeTcsl U TaHHbBIC HE BUTHBIL.

26. Beibepute mero OxkHO — OTOOpa3uTh M BBEUTE MApOJIh.

27. CkpoiiTe OKHO U 3aKpoiite (ailsl, COXxpaHUB U3MEHEHHUS.

28. Ilokaxkute pe3ysabTaT IpenoaaBaTeo.

29. CHEUMHUTE 3alIUTY CO BCEX Ballux (haitios.

Jlureparypa:

www.microfoft.com

JleKuroHHBIA MaTepHa.

Tema 2. [TocTpoeHue MoOJEIN yrpo3.

PaccmarpuBaembie BOIPOCHI:

Knaccudukamms atax.

Kananb! yreukn napopmanuu.

[TonsiTue yrpo3sl.

VICTOYHUKH yTpo3 U UX KIACCHU(PHUKALIHSL.

[Toctpoenue Mmonenu yrpos.

Ba,Z[aHI/I}I JJIs1 CaMOCTOATCIBbHOI'O BBIIIOJTHCHU A

[TocTpoiiTe Monens yrpo3 Juisi HEKOTOPOW OpraHW3allMH, 3allOJHUB MPUIAraéMyr TaONHIly Tak,
9TOOBI B sUeliKe cTosuia «ly», ecinm yrposa, ykazaHHas B JaHHOW CTPOKE MPUMEHHUMA JJisi OOBEKTa,
YKa3aHHOTO B JJAHHOM CTOJIOIIE.

Mar
HUT
Komm Cpencr
p uel [CeT p
OBaJIb Ba
e| s
Mo |Cuc|kma|IIp| #HoO- oXxkap
HOoC|37€e|Ten N
n HUT| T |BHAHTIMHOXH| krpledho HOH U
epedyeHb HCTOYHHKOB
p HyTI/I peain3anuu op 6110 TYp| €p | TCJIbH (OXpaHH
yrpos 11 |oru| Hel o
bl |[ku| a | b1 | BIE ou
HH |TaH
ammap - | ns CHUTHAI
aThl H3anuy
o

[AHTPONOTreHHbIe HCTOYHUKH YTPO3

Murepec n[YTeuka 3a C4ET areHTOB
[IPCAHAMEPCHHLIC NCUCTBUABy3yanpHas 1 (OTO pa3Beaka
KPUMHHAIBHBIX CTPYKTYp H

[IPECTYIHBIX TPYNIIHPOBOK;
1 peety PYHIHP Moaudukanns uHbOpMaLN

briokupoBanue nudopmannu

Y HIUTOXKCHNE HH(DOpMAIIH

HpI/IMGHeHI/Ie 3aKJIaa0K

PGFI/ICTpaIII/IH HaBOIOK
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[TpennamepenHble neiicTBUs|Y Teuka HHPOpMaIMN

(BCIIOMOT'aTCJIbHOTO [BuzyanbHas 1 GoTO pa3Beaka
[epcoHana (yOoprukwy,

oxpaHa)

broxupoBanre nHGOpMaIUU

Mo mudukanys nHGOpMAITUH

Y HHUTOKEHNE HHPOPMALUU

[[pumeHeHne 3aKI1a10K

OwmnOku nosb3oBateneid  |biokupoBanue HHGOpPMALMN
Mo mudukanys uHGOpMAITUH

Y HIuTOXKCHNE HH(DOpMAIIH

O1mnoku nporpaMMucToB  |biiokupoBanue HHGOPMAIMN
Moaudukanns uHbOpMaLN

Y HIuTOXKEeHNE HH(DOpMAIIH

TexHOreHHbIEe HCTOYHMKH YIPo3

COom B kaHaNax nepeaadn ulbiokuposanne nHGopMaIuu
CpPEICTBAX CBS3H;

Y HH4TOKEHNE HHPOPMALUU

Cooun B cpencrBax|biokupoBanue nHGoOpMaIUu
PJICKTPOITUTAHUS

Y HHUTOKEHNE HHPOPMALUU

Bo3moxkHocTh  aBapuii  BlbiokupoBaHue nHGOpMaIUu
MH)KEHEPHBIX

(BomocHaOXeHUS,
KaHATM3aLMH) ulY HuuTOXKEeHne nHpopManuu

[KOMMYHHUKAIIMOHHBIX CETAX

BHelnHne CTUXHITHbIE HCTOYHUKH

[Bo3MOXHOCTH yparaHoB Y Mg TOXEeHNEe HHDOpMaH

brokuposanue nudopmannu

Bo3MoxHOCTH aBapuH|Y HUYTOKeHUE WHPOPMaIIN
OJIM3IIEKAIINX
[TPOMBIILICHHBIX 00BEKTOB

brokupoBanre nHGOpMaIUU

B03MO0>XHOCTB MOXKapoB Y HHUTOXKEHNE HHPOPMAUU

Jluteparypa:

12. JIeKuMoHHBIN MaTepuail.

13. OcHoBbI HTHGOPMAITMOHHON 0€301TaCHOCTH XO3SIMCTBEHHOH ACATEIBHOCTH: YaeOHOE
noco6ue / N.I1. Muxues; BO ®I'BOY BIIO «Poccuiickas akageMusi HApOTHOTO
XO03MCTBA M TOCYIAPCTBEHHOM CITyx)0b1». — Bonrorpan: M3a-so BO ®I'BOY BITO
PAHXuI'C, 2013. — 144 c.

14. [TnatonoB B. B. IIporpammHuo-anmapatHbie CpeicTBa 3aUThl HHPOpMaIuu: y4eOHUK. /
M.: U3a. uentp "Axanemus". 2014.

Tema 3. Kinmaccuyeckue KpUNTOCHCTEMBI.
Paccmampusaemvire 6onpochwi:

15.  Knaccuueckas kpunrorpagusi.

16. Kpunrtocucrema Lle3aps.

17.  Kpunrocucrema Buxenepa.

18. [IpakTnueckas peanuzamus cuctemMbl Bukenepa.

19.  Tlonarue MHOTOAN(AaBUTHON KPUNITOCUCTEMBI.

20. Kpunroanann3 MHOTroanhaBUTHOW KPUIITOCHCTEMBI.
21.  Kpunroananus cucreMmsl Buxenepa.

22. Kpunroananus cucrembl «OTHOPA30BbIN OJJOKHOTY.

3aoanus ona camocmosamenbHO20 8bINONAHEHUSL:
1. Otkpoiite daitn CRYPTO1.XLS 1 mocmoTpute Kak peaim3oBaHa cucteMa Bikenepa.
2. Cozpaiite B Excel cnenyromnryto Tabauiry
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OTKPBITHINA TEKCT
ITapoiib

Ko 6ykB Tekcra
Kox 6ykB maposns
CyMMa K0J10B OyKB
Cymma 1o MOyJiro
Kpunrorekcr

3. BeeauTe B IEpBYyIO CTPOKY MPOU3BOIBHBIN TEKCT MO OJHOM OYKBE B KAXKIYIO SYCHKY.

4. BBenute BO BTOPYIO CTPOKY TaOJNHIBI MPOU3BOJIBHBIN Hapoiib MO OAHOM OYyKBE B KaXIYyIO
aueliky. Ecnu 1yimHa naposis MeHbIle JUIMHBI OTKPBITOTO TEKCTa, TO HAaUHUTE HAaOop maposis Jaiblie,
10K HE 3aKOHYUTCS OTKPBITBIN TEKCT.

5. Ucnonw3ys dyakuuro KOJICHMMB, 3amonHuTe 4eTBEpTYIO W TATYIO CTPOKH TAaOMUIBI IS
OIIpeJIeJIEHUs KOJIOB KaXK/10i OyKBBI OTKPBITOTO TEKCTA U TAPOJISL.

6. B niATOI CTpOKE CIOKUTE TPETHIO U YETBEPTYIO CTPOKH.

7. Ecnu B IATOM CTpOKe cymMMa IpeBbIIIaeT 255, TO B IECTON CTPOKE HEOOXO0AUMO OTHSTH 255 OT
yucia B msaTou crpoke. Mcnonp3yiite pynknuo ECJIN.

8. B ceapmoit cTpoke mody4yuTe OYKBBI 3alIU(PPOBAHHOIO TEKCTA, HCHOIB3YS (PYHKIHUIO
CHUMBOJL

9. CaMOCTOSTENbHO, HCIONB3Yys OMNHMCAHHBIC BbIMIE (YHKIHMH, paclIMppyidTe MNOTyYCHHBIH
KpunrToTekcT. st 3Toro co3mainTe HUKE IEPBOM TaOIUIBI BTOPYIO TaOJIHUITY.
10. Pacimmpyiite Tekcr:

KCArz Bl HHIO6XDbr UbADbrprxYULIA'

UCTOJB3Ys Hapoib «mmdp». IIpu Habope TekcTa nporycTuTe Npodesl MexX Ty OyKBaMu.
11. Pacmudpyiite TeKcT:
EbBIAxI[Co boYOox Hlx VYbBI3IMIOdDd ag O3n 2263 PmMuak3
He 3Hasl IapoJis, HO 3Hasi, YTO B 3alIM(POBAHHOM TEKCTE €CTh CIIOBO «UCTHHY.
Jlumepamypa:
4. JIeKuuOHHBIN MaTepHall.

5. OcHoBbI HH(MOPMAITMOHHON 0€30MTaCHOCTH X035 MCTBEHHOH JEATENHHOCTH: YUeOHOe mocodue /
N.I1. Muxnes; BO ®I'bOY BIIO «Poccuiickas akageMus HApOJIHOTO X035MUCTBA U TOCYJapCTBEHHOM
ciyx0b1». — Bonrorpan: M3a-so BO ®I'BOY BITO PAHXul'C, 2013. — 144 c.

6. Ilnatonos B. B. IIporpamMMHo-anmapaTHble CpeCTBa 3alIUThl HHGOpMaIK: yueOHUK. / M.
W3na. nentp "Axkanemusa". 2014.

Tema 4. Kpunrorpagusi ¢ OTKpPBITHIM KJIIOY0M.
Paccmampueaemvie eonpocul:

8. Kpunrorpadus ¢ OTKpBITBIM KITFOYOM.

9. I'enepanus katoueBoii napsl B nporpamme PGP.

10. Opranu3zanusi oOMeHa KIIF0YaMH.

11.  IHudposanue nanupix B PGP.

12. [ToHsiTHE PNEKTPOHHOMN MTOAIUCH.

13. 3amuTa J0KyMEHTOB JIEKTPOHHO! NOAIUCHIO B Tporpamme PGP.

14. [IndpoBanue u 3eKTPOHHAS TTOANMKUCH TOKYMEeHTOB B PGP.
3aoanus 018 camocmosamenbHo20 8bINOIHEHUS.!
1. 3anmyctute PGPtools (ITyck — I[Iporpammer — PGP — PGPtools)
ITossBUTCA MaHenn

2 PGPtools

Al

EEEEE
2. BriOepuTe J€ByI0 KHONKY ¢ ABYMs Kimrouamu. 3amyctutcs Mmonyis PGPkeys co cnimckom Becex

KiIouei Ha Bamem xkommberoTepe. B mone Description ykazaHo, KakoOi 3TO KJTIOU: TOJIBKO OTKPBITHIN
(public key) unu kimroueBast mapa, T.e. OTKPBITBIN M CEKPETHBIN KITt04 B KomruiekTe (key pair).
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(V3 -
3. Co3pgaiiTe HOBYIO KJIIOYEBYIO Iapy, Ha)kaB Ha KHOIKY \2 U BBIIIOJIHUB BCE IIaru Macrepa
CO3JIaHMS KIIFOUEH.
4. Cozpaiite Ha qucke D: manky ¢ Ha3BaHueM Bamiei rpynisbl.

5. DKcnopTUpylTe CBOW OTKPBITHIN KIIIOY B 3TY IAIKy, HAKaB Ha KHOIIKY —— M YKa3aB IIyTh 10
Bamreii manku. B kauecTBe Ha3zBaHus daiiia ¢ KIro4oM ykakute Bamry dhamunuro.

6. Cxonmpyiite Bam ¢aiin Ha cepsep (Server606) B manky PublicKey.

7. UmMnopTUpyiTe W3 TOW MANKH YbU-JIMOO IPYyrue OTKPBHIThIC KItouu. [[sl 3TOro Ha)KMuTe Ha

T

KHOIIKY = u BBIOEpUTE MyTh U Ha3BaHUE (aiina.

8. 3akpoiite okHo PGPkeys.

9. 3anycture Word 1 HaGepuTe MUCHMO KOMY-TH00, Y€l KJIt04Y Bbl UMIOpTUpOoBai. CoXpaHUTe
ATOT TEKCT B BAILIEH MAIIKE.

10. 3ammdpyiite 3TOT aiia OTKPHITEIM KIOYOM 3TOr0 MOJib3oBaTens. JJis 3TOro HaXMuTe
KHOIIKY Ha maHenu PGPtools, ykaxure myTh U Ha3BaHue Bamero daiina, a 3arem K04 B
nosiBuBIIeMcst okHe. CoxpanuTe 3amndpoBaHHblid (aiin B Bameil manke mon ¢amunueit Toro, Komy
Bel nucanm.

11. Cxonmpyiite 10T (paiin Ha cepsep (Server600) B manky TextPGP.

12. CxonupyiiTe u3 3ToM nanku B Bamny nmanky Ha nucke D: daiin, anpecoBanHblii Bawm.

]
.
13. Pacmmpyiite 3T0T (haiiy, HaxkaB KHONKY = WM JIBAK/IbI LIEIKHYB 10 HEMY MBIIIKOM, a
3aTeM BeIOpaB Barir K104 B CIHCKE KITFOUEH.

14. Coznaiite eme oquH JOKYMEHT B peaakTope Word, coxpanus ero B Bameii nanke Ha aucke D:

§
E
15. oamumute 3TOT (haiiy Bamei IEKTPOHHOW MOAMUCKHI0. JIJIsI 3TOT0 HAXKMHUTE KHOTIKY
Ha nanenu PGPtools, ykaxkure nyTh 1 HazBaHue Bamiero daiina, a 3aTem Bamn ko4 B OsSBUBIIEMCS
OKHE.
16. O6parute BHUMaHue Ha (aiiy MOANMKUCH B Bamiel manke. OTKpONTE ero JBOMHBIM MIETIKOM.
17. OtkpoiiTe noanucanHblii Bamu ¢aiin 1 n3MeHuTe ero, COXpaHUB U3MEHEHHUS Ha JTUCKE.
18. Ortkpoiite ¢aitn moaAmMcH IBOWHBIM MIETYKOM eIie pa3. YOemurech, 4TO MOMANMHUCH HE
JEHCTBUTEIIbHA.
19. Coznaiite HOBBIN noKyMeHT B Word. HaGepute HeOObIII0E MTPEIOKEHNUE U CKOITUPYHTE €T0 B
Oydep oOmeHa.

20. IllenKkHUTE MBILIKOM MO KHOIKE E Ha MaHeJNn 33/1a4 B IPaBOM HIKHEM YTIIy.

21. B mosBuBmemcst MmeHto Beibepute Encrypt Clipboard u ykakute Barm kirou.

22. Ha uucrom Mmecte Bamiero noxymeHTa BcTaBbTe TEKCT u3 Oydepa odomena (IIpaBka —
BceraButs). [osBuiics 3ammdpoBaHHbIN TEKCT.

23. CxonupyiiTe ero B 0ydep oOMeHa 1 1o aHAJIOTUH ¢ mMdpoBaHueM pacmudpyiite ero, BLIOpas
nyHkT Decrypt& Verify Clipboard.

24. BeraBbTe pacimmppoBaHHBIN TeKCT U3 Oydepa oOMeHa.

Jlumepamypa:
6. JlekuuoHHBIN MaTepHUal.

7. OcHoBBI HHGOPMAITMOHHON OE30MACHOCTH XO3MCTBEHHOM JAEITeIbHOCTH: yueOHOe mocodue /
N.II. Muxnes; B® ®I'BOY BIIO «Poccuiickas akaaemMuss HApOJHOIO XO3SMCTBAa U
roCyJapCTBEHHOHN ciyxObl». — Bonrorpaa: U3n-so BO ®I'bBOY BIIO PAHXul'C, 2013. —
144 c.

8. IInmaronoB B. B. IlporpamMmMHo-anmnapaTHble cpelcTBa 3alIUThl WHGOpManuU: yuyeOHUK. / M.:
N3p. nentp "Axanemus". 2014.

9. Bsenenue B kpunrorpaduto/ [Tox obmr. pea. B.B. Amenko. — M.: MITHMO “YePo”, 2013.

10. http://pgp2all.org.ru
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Tema 5. 3ammra 0a3 1anabIx Microsoft Access.
Paccmampueaemvie sonpocuwi:
[TocTpoenue 6a3bl maHHBIX B Microsoft Access.
3amuTa 6a3bl JaHHBIX OT OTKPBITHSI.
[Tonp30BaTenu ¥ rpymnmsl.
[TaposibHas 3amura.
0. Pasrpannuenue npas gocryma.
3aoanus ona camocmosamenbHo20 8bINONAHEHUSL:
1. Co3paiite Ha nucke D: B manke Barieit rpynmsl 6a3y gaHHbIX Cexper
2. Coznaiite Tabnuily B pexuMe KOHCTPYKTOpa (TOJie MOMEYEHHOE * SIBISETCS KIIOYEBBIM) M
COXpaHHUTE ee 10 UMEHEM AHKeTa.

=00 N

Hmsa nojst Tun gaHHBIX
Kon CyeTynk

DdHO TexkcToBbIN
Anpec TekcToBBIN
Tenedon TexcToBbIl

3. Bregute B TabnuIly TpH 3aIMCH.

4. YcraHOBHTE ApOJIbHYIO 3aLIUTY Ha 3Ty 0a3y JaHHbBIX (mapoib 1234)

5. Co3paiite Ha nucke D: B mamke Baimiei rpymnmsl 6a3y maHHbIX JlocTyr.

6. Co3pmaiiTe U1t 3TOM 0a3bl JaHHBIX TPYIIIBI oJb30Barenel Student u Others

7. Co3paiite B rpynme Student mosp30BaTess moa cBoel hamuireid u monp3oBatens Studentl.

8. B rpynmne Others co3naiite nmons3oBatens Friends u monb3oBatens Guest.

9. YcranoBure nmapoiib aqMuHUCTpaTopy (admin) 6a3el qaHHBIX (00s13aTeabHO 7777).

10. YcraHoBuTe mMapoiu Uil CO3JaHHBIX BaMH IOJIb30BaTesel (Mapoiy COBMAJAIOT C MMEHEM
MOJTH30BATEIIs ).

11. YcranoBure npaBa jnoctyna K 0aze AaHHBIX Juid Tpynnbl Student Ha Bce neicTBUsA, Kpome
aJIMUHHUCTPUPOBAHUSI.

12. YcranoBute npaBa AocTyna K 6ase naHHbIX 11 rpynnsl Others ToIbKO YTeHHE U JOOaBIIeHUE
JAHHbBIX.

13. YcranoBute s rpynmsl Users mpaBa TOJBKO Ha YTEHHE JAHHBIX M MAKeTa.

14. TlokaxuTe pe3yapTaT IpenoaaBaTeio.

15. CHuMuTE Maposb aAMUHHUCTpATOpa

Jlumepamypa:
3. JlexumoHHBIN MaTepuall.
4. www.microsoft.com

Tema 6. IlpakTHyeckoe NPpUMeHEHHEe MeKCeTeBbIX IKPAHOB.
Paccmampusaemvie eonpocul:

4. [ToHsiTHE MEKCETEBOTO SKpaHa.
5. [punnunst pabotsl ¢ nporpammoit Firewall Outpost.
6. Hacrtpolika nporpaMMHBIX MOAYJIEH.

3adanus 0158 camocmosmenbHo20 8bINOAHEHUS!

Outpost Firewall

1. 3arpy3ure nporpammy Outpost Firewall.

2. Buibepute nynkr Cemesas akmusnocms. OKHO CIIpaBa COJEPKUT MHPOPMAIIUIO O TEKYIIUX
COCMHEHUSX TMPHIOXKEHUH ¢ ceTbio. [lompoOyiiTe mOMyduTh WHGOpPMAIMIO MO KaKOMY-HHOYIb
MyHKTY.

3. Beibepure nyHKT Omkpsimvle nopmsei. OKHO COIEPKUT HHPOPMAIMIO O TOM, KaKHUMH
nporeccaMy Ha KOMITBIOTEPE OTKPBITHI OTIPE/ICTICHHBIC TTOPTHI.

4. TlpocMoTpuTe NYHKTHI Paspeuwiennvlie W 3abrokupoeanHvle, KOTOPbIE COIEpXKaT OOIIYIO
CTaTUCTHKY TI0 COSMHCHUSIM.

5. Beibepute mynkt DNS. KammpoBanue 3anpocoB (T.e. coxpaHeHue oTBeToB B 6aze Outpost) k
DNS 1no3BosieT COKpaTuTh BpeMsi OTKPBITHS CTPAHUI, KOTOPhIe OBLIH IOCEIIECHBI PaHee 3a CYET TOTO,
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YTO KOMIIBIOTEPY HE HYXKHO OyJIeT mepen oTKpbiTHeM oOpaiatsess K DNS cepBepy nis onpeneneHust
IP agpeca oTKpbIBa€MOM CTPAHULIBI.

6. IIpocmotpure KypHnai.

7. lllenkHuTe MpaBoli KHONKOM MBIIIM IO Ha3BaHHUIO Moayis DNS B ieBOM OKHE IpOrpaMMbl U
BbIOEpUTE Ilapamempui.

8. Orpanmnuste k311 DNS Ha 50 3anuceii u yctaHoBUTE CpOK XpaHeHus 10 nHew.

9. Bwibepute mOyHKT /Jlemexmop amak, KOTOPBIA XpaHUT OOIIyl0 WHGOPMAIMIO O 3alluTe
KOMITbIOTEpA OT aTaK, CKAHUPOBAHUS U APYTUX TUIOB 3aMPEUIEHHBIX COCAMHEHUM.

10. IIpocmoTpuTe xypHai. [l{enkHuTe MpaBoil KHOMKOM MBIIINA 1O Ha3BaHUIO MOAYJIS [Jemexkmop
amax B JIEBOM OKHE MporpaMMbl U BeiOepute [lapamempeoi. B 0OkHe HACTpOEK MpHU MMOMOIIY MOI3YHKA
MOJKHO BBIOPATh OJIMH U3 TPEX YPOBHEH TPEBOTH:

Maxcumanvuoni — daiipBoiul OyAeT NpeaynpekaaTh O MOMBITKE MOAKIIOYEHHS AaKe Ha OJUH
OpT.

Obvlunbiti — TmipenynpexaeHue OyneT BBIJAHO TOJBKO IMPH CKAHUPOBAHMM C OJHOTO ajpeca
HECKOJIbKUX IMOPTOB WJIA OMPEIETIEHHBIX TOPTOB, KOTOPBIE MPEACTABIISIIOT ONPEIETICHHBIN HHTEpEC.

bes3paznuunvii —paitpBoi OyIeT CUrHaIU3UPOBATh JIMIIb O PEeabHON aTake Ha KOMIIBIOTEp, a HE
O TIOMBITKE UCIIOTHUTH TaKYI0 aTaKy WM MPOCKAaHUPOBATH MOPTHI.

11. Haxmure kHOTIKY Boiopame ¢hunemp. IIpocMoTpuTe €€ BO3MOKHOCTH.

12. Beibepure myHKT MnmepaxmusHvle 31emernmol. 31€Ch MOKHO 3a0J0KUPOBAThH BCILTBIBAIOIIHE
OKHa, MIEPEXO/IbI 0 peKIaMHbIM caiiTam B IHTepHET.

13. IIpocMoTpuTe MapaMeTpbl HACTPOMKY Uil TaHHOTO MyHKTa (IIpaBas KHOMKa MbIn). Ha Tpex
BKJIaJIKaX pa3MeIleHbl HACTPOMKHU OJIOKUPOBKH BCEX 3JEMEHTOB, KOTOpPhIE MOTYT HAXOIUTHCS Ha
MOCEIIAEMBbIX BEO—CTpPaHMIIAX WJIM B MMOYTE. BONBIIMHCTBO HACTPOCK HUMEIOT TPHU HACTPOUKH:
Paspeweno, 3anpoc n 3anpeweno. 1lpu HaCTpOWKe HY)XHO YYUTHIBAThH TOT (PaKT, YTO HA MHOTHX
CTpaHUIaX CKPUMTHI WK (I3 MOTYT UCTIOIB30BATHCS JUISL CO3/IaHUS MEHIO U €CJIH MX TMOJHOCTHIO
OTKJIIOYWTh, TO HaBUramusi IO caility Oyner HeBo3MokHa. I[loaTomMy, oONTHUMAanbHBIM CTaHET
UCIONIb30BaHUE HACTpPOUKH 3anpoc. Jlig oco0oil HACTPOMKM HEKOTOPBIX CalWTOB B MOJYIe
«HMumepakxmusnvie s1emenmsly» CIYKUT BKIagka «Hckarouenus». C €€ NOMOIIBIO MOYKHO
chopMUPOBATh CHUCOK CAWTOB M HACTPOUTH ISl KaXJAOTO0 U3 HUX OJIOKUPOBKY OMPEIeIIEHHBIX
AJIEMEHTOB. DTOT CIIUCOK UMEET OoJjiee BHICOKUI MPUOPUTET, YeM OOIIHEe HACTPOUKHU OJIOKHPOBKH IS
BCEX CAUTOB.

14. [IpocMOTpuUTE BKJIQJAKHA MMAPaMETPOB, 3alIPETUTE BCILIBIBAIOIINE OKHA M HACTPOWUTE OCTaJIbHOE
110 CBOEMY YCMOTPEHHUIO.

15. Boibepute myHKT Pexnama. Outpost ymMeeT oTceKaTh peKjamy 1Mo pa3Mepy | 1Mo COACPKUMOMY
CCBUIKH, YTO SKOHOMUT TpapuK U YBETUYUBACT CKOPOCTh 3arPy3KH CTPAHMII.

16. Bp13oBuTE MapaMeTpsl JUIsl TaHHOTO MyHKTa (TIpaBas KHOIKA MBIIIH). Y CTaHOBUTE (DIIaXKOK
Ilokazame Kop3umy O peknamel. Ecim B CTaHAAPTHOM CIIMCKE OTCYTCTBYET OINMCAaHUE JUIS
onpejeNieHHOro OaHHepa, M OH 3arpyXaercs MpH IOCEIIEHUU CTPAaHUIbl, TO, OTKPBIB KOP3UHY,
JOCTaTOYHO MBIIIBIO TEPEeTAUTh B Hee OaHHEp, W OH OOIbIIE HHUKOTJA HE OyAeT 3arpykarhCsl.
Bxnanka O6wue no3Bosser BHIOpATh TO, 4eM OYIYT 3aMEHSTHCS BRIPE3aHHbIE CO CTPAHUIL pEKJIaMHbIE
OaHHepbl. 3/1eCh K€ MOXHO CO3JIaTh CIIMCOK CAaHTOB, C KOTOPBIX HE OYyAET BhIpe3aThcs rpaduka u
pekiiama.

17. IlpocmoTpuTeE BCE BKJIAJKU ITAPAMETPOB.

18. Beibepute nmynkt Codepoicumoe. B HacTpolKkax 3TOTO MOAYJS MOXHO 33/1aTh CITUCOK CIIOB,
KOTOphIE MOTYT BCTpEUaThCS Ha CTpPaHHUIC WM B aApece CTPAHHUIBI U KOTOphIE OYAYT CIIYXHTh
Outpost—y CUTHAJIOM TOTO, YTO CTPAHUITY OTOOPaKATh 3aIPEIICHO.

19. IIpocMOTpuTE BO3MOKHOCTH JIAaHHOTO MTYHKTA.

20. Beibepute myHKT Quibmpayusi noumossix 1oxceHutl. B HaCTpoikax 3TOr0 MOIYJS MOKHO
3a/laTh CIUCOK THUIOB (DailJIoB, KOTOPBIE MOJIEKAT MEPESHMEHOBAHUIO, & TaK K€ BKJIIOYHUTH BBIBOJI
WH(POPMAIIMOHHOTO COOOIIEHUS O TOoJydeHHH (aloB ompeaeseHHoro tuma. daityn, TMIm KOTOPOTo
yKa3aH B HAaCTpPOMKax 3TOr0 MOAYJS, MPHU MOJYYEHHUU €r0 MOYTOBBIM KIMEHTOM, MOJIYYHT BTOPOE
pacmupenue «.safe». 9To Mo3BOJIUT M30€KaTh aBTOMATHUYECKOTO BBIIIOJHEHUS MMOYTOBBIM KIHMEHTOM
KO/JIa, YTO MOXKET SBJISITHCS IPUUMHON 3apa’KeHUsI KOMIIBIOTEpA BUPYCAMHU.

21. IlpocmoTpuTte mapameTpbl JAHHOTO MYHKTA U €r0 BO3MOYKHOCTH.
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22. Joctym K OOIIMM HACTPOMKaM MPOTpaMMbl MOKHO TOJYYUTh MPH MOMOIIU MyHKTa MEHIO
Hapamempor — Odwyue N3 TIABHOTO MEHIO TIPOTPAMMBI WJIH HA)KaTHEM COOTBETCTBYIOIIEH KHOIKH Ha
naHenu. BI30BUTE OKHO HACTPOWKH MapaMeTPOB U MTPOCMOTPUTE BKIIAIKy Oowyue.

23. Brnanka «lIpunoswcenus» TO3BOJSET YIPABIATh MpaBUIAMH TOBeIeHUs QaiipBoiia mpu
MOTBITKE JOCTYNa B CETh OMNpENENCHHbIX MpuiokeHud. Ha 53Toil Bkiaake mnepeducieHbl Bce
NPUJIOKEHHUS, KOTOpbIe OOHapyXeHbl Ha Kommbiorepe Outpost-om mpu ycraHoBke. Cpa3y mocie
MHCTAJUISIUY 3TU MPUIIOKEHUS HaXOATCs B TpyIne «/lonbzosamenvckutl yposenvy. JIns HUX co3aHO
OJTHO WJIM HECKOJIbKO TMPaBWJ, YKa3bIBAIOIINX, KAKUM 00pa3oM MPHIIOKEHHUE MOKET OOMEHUBATHCS
JTaHHBIMU C ceThl0. [IpaBUIO MOXHO MPOCMOTPETh UM U3MEHUTH IPU MOMOUIM JABOMHOTO KJIMKa IO
HMMEHU €ro UCTIONHSIeMOoro ¢aiina.

24. IlpocmoTpuTe NpaBuiia JUIsi HEKOTOPBIX IPUIIOKEHUH.

25. TlpunoxxeHus U3 TPYIIbl 3anpeujertsvle NPuiodiceruss HUKOTAa He MOoJIydaT JIOCTyIa B CETh,
BCS WX CETeBas aKTHBHOCTh OyneT mpecedeHa QaiipBomioM. HEKOTOPBIM TPUIIOKEHUSM MOXKHO
MOJIHOCTBhIO OTKPBITH JOCTYIl B CETh, NMEPEMECTUB UX B Ipynny «/Josepennvle npunodscenus». Nx
JIOCTYIl B CEThb HE OTpaHUUYMBAETCS HUYEM, HUKAaKUMH mpaBuiamu. [lepeMelieHue MpUIOKEHUN U3
rpynn B TPyMIy, paBHO Kak U MU3MEHEHHE NMpaBWII, CO3JAHHBIX IJI MPUIOKEHUM, BBIOIHSAETCS MPU
MOMOIIM KHONKH HM3menums. Ilpu momomu KHONKH /[0oOasumb MOXHO BHECTH B CIHCOK HOBOE
MPUJIOKEHUE U 3aTEM CO3/IaTh JJIsl HETO MPaBUIIO OOIIEHUS C CETHIO.

26. Ilepemectute npunoxenne Excel B rpynny 3anpewennvie npunosicenus.

27. IlpocMOTpUTE OCTABIIMECS BKJIAJIKU HACTPOEK MPOTPAMMBI.

28. TTonpoOyiiTe uepe3 ceTeBoe OKPY>KEHHE BBIMTH Ha KOMIBIOTEP cOcena.

29. IIpoBepbTe peakiuio (aiipBosia Ha MOMBITKY COCEIa OOPATUTHCS K BallleMy KOMITBIOTEDY.

30. [epeiiaute B HACTPOIKM OOIIMX MAapaMETPOB MPOTPaAMMBI.

31. Bwibepure Bkianky Cucmemmuvie. YOoepute dnaxox NetBIOS. Temeps Bam kommbroTep
HEOCTYIIEH 110 CETH.

32. JloxxnuTtech, KOTIa Balll COCE/T BHIMOJIHUT MPEABIAYINEe 3aJaHue U TIOMPOOYHTE Yepe3 CEeTeBOe
OKpY>KeHHE 00paTUTHCS K €r0 KOMITBIOTEPY.

33. Bxumrounte dnaxxkok NetBIOS Ha cBoem kommbroTepe.

34. BeI30oBUTE XypHAJ, Ha’KaB COOTBETCTBYIONIYIO KHONKY Ha MaHEIH HHCTPYMEHTOB.

35. IIpocMoTpuTe KypHa.

Jlumepamypa:
5. JlekumoHHbBIN MaTepHall.
6.  Jloxymenranus no pabote ¢ nporpammoii Firewall Outpost.
7. OcHoBBl WHGOPMAIIMOHHOW O€30MaCHOCTH XO3IMCTBEHHOW MACATEIBHOCTH: y4eOHOE

nocobue / W.II. MuxueB; B® ®I'bOY BIIO «Poccuiickas akagemMuss HApOJHOTO XO3AHCTBA U
rocyaapcTBeHHOM cityx0b». — Bonrorpan: N3a-so BO ®I'EOY BITO PAHXul'C, 2013. — 144 c.

8. Ilnmatonos B. B. [Iporpammuo-anmnapaTHbie CpeAcTBa 3aUIUThl MH()OpMAIK: yueOHUK. /
M.: U3n. uentp "Akagemus". 2014.

Tema 7. 3ammra nuanpopmauuu B UntepHer.
Paccmampusaemvie gonpocul:

4. [TpuHIIUTIBI paOOTHI MEKCETEBBIX KPaHOB Mpu padborte ¢ HTepHeT.
5. Hacrpoiika mporpaMMHBIX MOJysel ipu padote ¢ HTepHeT.
6. brokupoBanue HeHY)XHOTO TpauKa U PeKIaMBbl.

3aoanus 0na camocmosmenbHO20 bINOIHEHU:

1. 3arpy3ure nporpammy Outpost Firewall.

2. Otkpoiite B Internet Explorer ctpanuiryy www.yandex.ru

3. Broibepure nyakr Cemegas axmusnocmy. IlpocMoTpure HHGOPMAIMIO O TEKYIIUX
COETMHEHUSIX C CETHIO.

4. Beibepure nyHKT Omxpuimule nopmoi. Ilonyuante HHPOPMALIUIO O TOM, KAKUMH MPOLIECCAMU Ha
KOMITBIOTEPE OTKPBITHI ONPEAEICHHBIC TOPTHI.

5. Ilpocmotpure nyHKTHl Paspewennvie U 3abnroxuposanHvle, KOTOPbIE COIEpPXKAT OOIIYIO
CTAaTHCTHUKY IO COCTMHEHUSIM.
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6. Beibepure mynktr DNS u B mapamerpax orpannubTe k31m DNS Ha 50 3amuceit u ycTaHOBUTE
cpok xpaHeHus 10 nHei.

7. BeiGepute myHKT /[emexkmop amak U B mapaMmeTpax 3anainte OOviuHblll ypPOBEHB TPEBOTH.

8. BrwiOepute nyHKT Humepaxkmuguvie snemenmul. IIpocMoTpuTEe mapamMeTpbl HAaCTPOWKH IS
naHHoro myHkTa. Ha Tpex BkiIagkax pa3MelleHbl HaCTPOWKH OJOKMPOBKHU BCEX 3JIEMEHTOB, KOTOpHIE
MOTYT HaXOJUThCS HA TIOCEUIAeMbIX BeO—CTpaHUIaX WK B ouTe. HacTpoliTe mapameTpsl o cBOEMY
YCMOTPEHHIO (PEKOMEHAYETCs Yallle UCI0Ib30BaTh HACTPOUKY 3anpoc).

9. Otkpoiite B Internet Explorer crpanuiyy www.mail.ru, nmepeiiure no Kakoi-HUOYAb CCBUIKE
HOBOCTEM.

10. TIpocmotputre B Outpost Firewall cTaTUCTHKY MO COEOUHEHHUSM, a TakK)Xe CTaTUCTUKY
JETEeKTOpa aTax.

11. Bei6epute nyHKT Pexnama. Bei30oBUTE mapaMeTphl A1 JaHHOTO MyHKTA. Y CTAHOBUTE (hIIaXKOK
Ilokazame Kop3uHy 015 peKIaAMbL.

12. OTKpoiiTe CTapTOBYIO CTpPaHUIy WWWw.mail.ru ¥ MbIIIbI0 TepeTtamuth B Kop3uny O0ns
peKnamsl peKiiaMHble OaHHEPHI C 3TOM CTPaHUIIBI.

13. 3akpoiiTe CTpaHHWIly W TOMPOOYHTE 3aHOBO €€ OTKpPHITh. [IpoBephTe, UTO MPOUCXOIUT C
peKJIaMHBIMU OaHHEpaMH.

14. IIpocMoTpHUTE BCE OCTABIIMECS BKJIAIKH MapaMeTPOB.

15. Beibepute nyHKT Coodeporcumoe. B HaCTpoHKax 3TOro MOIYJsl MOXKHO 3a/aTh CIIMCOK CIIOB,
KOTOpbIE MOTYT BCTpeuYaThCsi Ha CTpaHHUIC WJIM B aJpece CTPaHULbI MU KOTOpble OYyAYT CIYXXHUTb
Outpost—y CUTHAJIOM TOTO, YTO CTPAHUILy OTOOpaXKaTh 3arpereHo.

16. HactpoiiTe mporpamMmmy Tak, 4ToObl Outpost OJOKHpOBaN BCE CTPAHMIIBI, B aIpece KOTOPHIX
npucytcTByeT cioBo chat. [TonpoOyiite OTKpBITH cTpanuily www.chat.ru.

17. BeiOepute nyHKT Quivmpayus noumosvix 1oxceHuil. B HaCTpoHKax 3TOTO MOJIYJS MOKHO
3a/laTh CHUCOK THIOB (DailyIoB, KOTOPBIE MOJIEKAT MEPESUMEHOBAHUIO, & TaK K€ BKJIIOYHUTH BBIBOJI
MH(POPMAITMOHHOTO COOOIICHUS O MOTyYeHUH (DAMITOB OMPEICTICHHOTO THIIA.

18. 3amaiiTe BBIBOA MH()OPMAIMOHHOTO COOOIIECHUS A BceX (PalIoB ¢ pacuIMpeHHeM .Zip |
neperuMeHoBaHue GailyioB ¢ pacIMPEHUEM .€Xe.

19. IlokaxkuTe pe3ynbTar NpenogaBaTelo.

20. OT™MEHHTE BCE CBOM HACTPOMKH M 3aKPOUTE BCE OTKPHITHIE TPUITOKECHUS.

Jlumepamypa:
4. JleKuroHHBIA MaTepHa.

5.  OcHoBBI MH(POPMAIMOHHON OE30MAaCHOCTH XO3SIMCTBEHHON ACATENBHOCTH: Yy4eOHOE
nocodue / N.I1. Muxues; BO ®I'bOY BIIO «Poccuiickas akazgeMuss HApOIHOTO X03sHCTBA
1 TOCYAApCTBEHHOU iy k0b». — Bonrorpan: M3a-so BO ®I'BOY BITO PAHXuIl'C, 2013. —
144 c.

6. Ilmaronor B. B. [IporpammHo-amnmapaTHbie CpeIcTBa 3alIUThl HHPOpMAIIUN: YICOHHK.
/ M.: U3n. uentp "Axanemus'". 2014.

Tema 8. Tunosas crpykrypa 3amutsl or HCJI. YnpasJ/ienue 10CTynom.

Paccmampueaemvie 6onpocwi:
Tunosas cTpykTypa 3amutsl nHGopmaruu ot HCJI.
[Moncucrema ynpaBiaeHUs JOCTYIIOM.
[TocTpoeHne MaTpuIlbl TOCTYTIA.
JlokymeHTanus oTaena odecneyeHns nHPOPMAIIMOHHON 0€30MacHOCTH.
3aoanus 0na camocmosamenbHO20 GbINOIHEHUA:

o N oW

1. PaccmoTpuTe THTIOBYIO CTPYKTYpY 3amuThl nHGopmaruu ot HC/I.
2. Ilpoagymaiite crpykrypy 3amutel uHQOpManmuu ot HCJl 1m1g  npousBoiIbHON
(BBIMBILIJIICHHOW ) OpTraHU3aInH.
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3. PaccMoTpuTe NOJACHUCTEMY YIPABJICHUS TOCTYIIOM ISl ’TOM OpraHU3alyH.
4. CocTaBbTe TIEpEUYCHb 3aIIUIIAEMBIX HHPOPMAIIMOHHBIX PECYPCOB OPTaHHU3AITHH.
5. IloctpoiiTe MaTpuIly 1OCTyIa JJIsl JAHHOW OpraHu3aluu.
6. CocTtaBbTe OOKYMEHT, OMNpENEISIONIMNA MpaBUiia JOCTYIa IOJIb30BaTENe K pecypcam IpHu
TTOMOIIIH JTUYHBIX UACHTU(HUKATOPOB U MApOJIeH, MpaBuia COCTaBICHUS, CMEHBI M XpaHEHUS MapoJIeH.
7. CoxpaHuTe BCe TOKYMEHTHI B CBOSH JIMYHOM Marnke (M Ha CBOEH IHUCKETe).

Jlumepamypa:
3. JleKuroHHBIA MaTepHa.
4. OcHOBbI MH(POPMAIIMOHHON O€30MaCHOCTH XO3SHUCTBEHHOW JIESITEIBHOCTU: YydeOHOe
nocob6ue / N.I1. Muxnes; BO ®I'bOY BIIO «Poccuiickas akageMusi HApOIHOTO XO3sCTBa
Y TOCYyapCTBEHHOM cyk0b1». — Bonrorpan: N3a-so BO ®I'6OY BITO PAHXul'C, 2013. —
144 c.

CamocrosTebHas paﬁoTa M0 U3YUYECHHUIO TEM TUCHUIIJINHDbI

3amanus i1 CAMOCTOSITENIbHON pa0OThI BKIIOYAIOT B c€0sl KOMIUIEKC aHATMTHUYECKUX 3aJaHUN U
JJIEKTPOHHBIX TECTOB BBIIOJIHEHUE, KOTOPBIX, MpPEANOoiaraeT TIIATEIbHOE HW3YYEHUE HAYYHOU U
y4eOHOW IUTEpaTyphbl, MEPUOMUYECKUX W3AAHMNA, a TaKKEe 3aKOHOJATEIbHBIX M HOPMATHBHBIX
JOKYMEHTOB TMpeajaraeMbix B 1.9 «YueOHO-MeTonuyeckoe W HH(POpPMAIMOHHOE ObOecreyeHue
TUCIUIUIAHBDY. 3aJaHusl MPEIOCTABISIOTCS HAa MPOBEPKY B AJICKTPOHHOM BHUJAE WM Ha OyMa)KHOM
HOCHTEIIE.

3aganus 1J151 CAMOCTOATENbHOM padoThI:

Tewma 1. 3ammTa 0QUCHBIX JOKYMEHTOB.

PaccmaTpuBaemblie BOMIPOCHT:

3ammra 1okymeHToB Microsoft Word oT HECaHKITMOHUPOBAHHOTO JIOCTYTIA.

3amuta nokymMmeHToB Microsoft Word oT HeCaHKITMOHHPOBAHHOTO U3MEHEHHUSI.

3ammra tokymeHToB Microsoft Excel oT HeCaHKIIMOHUPOBAHHOTO U3MEHECHHS.

3amuta nokymMmeHToB Microsoft Excel oT HeCaHKITMOHHPOBAHHOTO JOCTYIIA.

3ananus AJi1 CaMOCTOSITEIbHOTO BBITIOTHEHUS:

3ammra gokymenToB Word.

1. Co3paiite Ha nucke D: B mamnke Barieu rpynmsl manky 3ammura oduca.

2. Habepure B pegaktope Word mpou3BOJIBHBII TEKCT M COXpPAHUTE €ro B Manke 3amuTa opuca
nox nMeneM document].

3. Beibepute meHto CepBuc — Y CTaHOBUTH 3aIIHTY.

4. 3ampeTuTte JIIOOBIC N3MEHEHUST KPOME 3alMCH UCTIPABIICHUN U 3a/1aiiTe mapoiib 12345.

5. TlompoOyiiTe OTpenakTUPOBATh CBOM TEKCT. YallMTE HEKOTOPHIE CIOBA M JOIUIIHNTE HOBBIE.
[TonmpoOyiite mnpunsaTh Bce wucnpaBieHus (Cepuc — HWcnpaenenuss — [IpuHATHE/OTKIOHWUTH
ucnpasienus). OOpatuTe BHHMMaHHE, YTO BCE W3MEHEHHS B JOKYMEHTe (UKCHPYIOTCS, HO
MPUHSATH/OTKIIOHUTD UX HEBO3MOXKHO.

6. 3akpoiiTe JOKYMEHT, COXPaHUB €TO0.

7. OTKpOWTE JOKYMEHT M MONPOOYHTE IPUHATH UCTIPABICHHUS.

8. CHumuTe 3amuTy JoKyMeHTa. Boioepure menio CepBuc — CHATH 3alIUTY U BBEIUTE MAPOIIb.

9. [MompoOyiiTe MPUHSTHL BCE UCTIPABJICHUS. Y O€IUTECh, YTO UCTIPABIICHUS IPUHSATEHI.

10. 3aHOBO 3alIUTUTE TOKYMEHT, KpPOME 3allMCH UCIIPABIICHUH U 3aKPOWUTE €r0, COXPAHUB.

11. HabGepute HOBBI MOKYMEHT (OTJIWYHBIM OT TEPBOr0) M COXpaHUTE ero (MoJ HMEHEM
document?) B mamnke 3amura oduca.

12. YcraHoBUTE 3aIUTy 3TOTO JOKyMEHTa, BbIOpaB MeHI0 CepBHC — YCTaHOBUTH 3AIIUTY H
3aIpeTuB J1I00ble U3MEHEHUsI KpOME BCTaBKH MpUMedaHuil. 3anaiite napospb 12345.

13. ITonpoOyiiTe OTpeaaKTUPOBATH JOKYMEHT.
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14. BcraBbTe 1Ba MpuMedaHus K JTr00bIM GpparmMenTaMm. MeHto BeraBka — [Ipumeuanue.

15. [lonpoOy¥iTe U3MEHUTH OJJHO IPUMEUAHHE U YIATUTh IPYToe.

16. 3akpoiiTe TOKYyMEHT, COXPAHUB €TO0.

17. Co3zpnaiite Tpetuil nokymeHT B Word, coxpaHuTe ero B mamke 3amura opuca moJ UMEHEeM
document3. YcTaHoBHUTE HAa HETO 3alIUTY, 3aMIPETHUB JIOObIE N3MEHEHHUS, KpOME BBOJA JIaHHBIX B MOJIS
dopm. 3anaiite napons 12345.

18. ITompoOyiiTe OTpemakTUpOBaTh JOKYMEHT. [IpoCcMOTpHTE MyHKTHI MEHIO, YTOOBI BBISCHUTH
Baim BO3MOKHOCTH 110 peAaKTUPOBAHUIO JOKYMEHTA.

19. CHUMUTE 3aIIUTY C TOKYMEHTA.

20. Paz0etiTe Bam JOKyMEHT Ha JiBa paszzena. (Y CTaHOBHUTE Kypcop B MECTO pa3phiBa U BhIOEpUTE
Mento BeraBka — Pa3psiB — HoBblI pazzien Ha TeKyllel CTpaHuLe).

21. YcraHoBUTE 3alIUTy HAa JOKYMEHT, 3alpeTHB JIIOOble M3MEHEHHS, KpOMEe BBOJA JAHHBIX B
nonst ¢opm. Mcnone3yst kHONKY Pa3genbl, ycTaHOBUTE 3ampeT TOJbKO Ha BTopod paszen. Ilapoisb
12345.

22. TlonpoOyiiTe OTpeaaKTUPOBATh NEPBbIA U BTOPOIl pa3/ienbl JOKYMEHTA.

23. 3akpoiTe JOKYMEHT, COXPaHUB €TO0.

24. Co3paiiTe 4yeTBEepTHIil TOKyMEHT B penakrope Word u coxpaHuTe ero B make 3amura oguca
nox nMeneM document4.

25. Beibepute mento Cepsuc — [lapamerpsl, 3aTeM Bkiaaky CoxpaHeHHe.

(Ecniu Ber paboraere B Word2t3 unu XP, To Hajmo BeIOpath BKianky besomacHocts. [locMoTpuTe
BO3MOKHOCTH 3TOH BKJIaaku. OOpaTute BHUMaHHE Ha (hIakoK «Y AaisaTh JIMYHbIE CBeleHUs U3 (aiina
MIPU €T0 COXPAHECHUNY).

26. 3apnaiite nmaposb 7777 Ha OTKpBITHE (aiina.

27. 3akpourte ¢aia, COXpaHHMB e€ro, 3areM mnomnpooOyhTe OTKpbITh. [lompoOyiiTe BBecTH
HENPABWIbHBIN M1apoJib, a 3aTEM OTKPONTE TOKYMEHT C IPABUJIBHBIM [1apOJIEM.

28. Co3pmaiiTe mATHIM TOKyMEHT B pefaktope Word u coxpaHurte ero B make 3ammTa oduca mos
umeneM documents.

29. Bribepute menio CepBuc — Ilapamerpsl, 3ateM Bkianky beszomacHocts (CoxpaneHue mis
Word2000) u 3agaiiTe napois paspenienus 3amucu 9999.

30. 3akpoiTe TOKYMEHT, COXPaHUB €0 U MOMPOOYHTE CHOBA OTKPHITh. BRIOEpHUTE PEXXUM TOJIBKO
yreHusi. OTpeJaKkTUPyHTe TOKYMEHT U Monpo0yiTe ero coxpanutb. Coxpanute kak document5 1.

31. IlonpoGyiite oTKpHITH Gaiia documentS 1.
32. 3akpoiite Bce (aiiibl M MOKAXKUTE pPe3yJIbTaT MPEro1aBaTelio.
3ammrta nokymenToB Excel.
1. 3anyctute Excel u co3naiite cneayromyro Tabuiy
OUO Oxnan [Ipemus Uroro

2. 3aroyiHUTE ee s MPOU3BOJIBHBIX TPEX YeNOBEK, BBOS MPOU3BOJIbHBIC YHCIA U CYMMHUPYS HX B
rpade Wtoro.
3. IocTpoiite KpyroByio IuarpaMmy 1o cronaouy KMroro.
. CoxpanwuTe ¢aiin B manke 3ammura oduca 1moj uMmeHem probal.
. CoxpanuTe 3T0T %€ (ailn B manke 3anmra oduca emre pa3 moJ UMeHeM proba2.
. 3akpoiite ¢aiin proba2 u otkpouTe (aiin probal.
. Beibepute mento Cepsuc — 3ammra — 3alllUTUTD JIUCT U 3aaiTe mapons 1111.
. [TonmpoOyiite oTpemakTupoBaTh JHCT. [leperinute Ha JIncTt2 M monmpoOyiTe BBECTH TaHHBIC.
9. YcranoBuTE 3alIUTy BTOPOTO JIUCTA C Mapojem 2222,
10. Caumure 3amuty ¢ Jlucral. Ucnonb3yitte Mento CepBuc — 3amurta — CHATh 3alIUTY JIUCTA.
11. YcranoBute 3amury Jlucral, oTMETHB TOJIBKO (uIaXKOK 3alUTa JIUCTA B OTHOIIEHUH OOBEKTOB
v 3a7aB mapois 1111.
12. TlonpoOyiiTe U3MEHUTH AaHHBIE B stueiikax. [lompoOyiiTe n3MEeHUTh qUarpammy.
13. 3akpoiite daiin, COXpaHUB €T0.
14. Otkpotite daiin probal u nonpoOyiiTe BHECTH U3MEHEHHS Ha MEPBBIH JIUCT, 3aTEM Ha BTOPOH.
15. 3akpoiite daiin probal u oTkpoiiTe daiin probal.

03N L

59



16. Breioeputre menro CepBuc — 3amurta — 3amuTuTh KHUTY. OCTaBbT€ OTMEYEHHBIM TOJBKO
¢bnaxoxk CTpykTypy W 3amaiite maponb kniga (mpoBepbTe, YTOOBI ObLIa BKIIOYECHA aHTIUHCKAs
packiaaka)..

17. TlonpoOyiiTe N3MEHUTH JaHHBIC HAa TUCTE. Y OEIUTECh, UTO U3MEHECHHS BOSMOXKHBI.

18. [TonpoOyiiTe yaanuTh NEPBBINA JUCT (TMP. KHOMKA MBIIITH Ha SIPJIBIKE JTUCTA BHU3Y CTPAHUILHI).

19. 3akpoiite (aiin, coxpaHUB U3MEHEHUS, ¥ 3aHOBO OTKpoiiTe ero (proba2).

20. Caumure 3ammTy ¢ kKHurd. Mento CepBuc — 3anura — CHATh 3alIUTy KHUTH.

21. YcTaHoBuUTE 3alIUTY KHUTH, OTMETUB 00a (priaskka U yCTaHOBHUB MapoJb kniga?2.

22. I[TonpoOyiiTe N3MEHUTH JIaHHBIC HA JICTE.

23. Beibepute meHto OkHO — CKPBITh U BBEAHUTE MTAPOJIb.

24. 3akpoiite (haiin, COXpaHUB U3MEHEHHUSL.

25. Otkpoiite (aiin proba2. Yoenurech, 4To OKHO HE OTOOpa)kaeTcs M IaHHBIE HE BUTHBI.

26. Boibepure merro OxHo — OTOOpa3uTh U BBEIUTE NApPOJIb.

27. CKpoiTe OKHO U 3aKpOnTe (haiisl, COXpaHUB U3MEHEHUS.

28. Ilokaxkurte pe3yabTar NPEnoJaBaTelo.

29. CHUMUTE 3aIIUTY CO BCEX Balux (aiios.

JIureparypa:

www.microfoft.com

JIeKUMOHHBINA MaTepHal.

Tewma 2. [locTpoeHue Moaenu yrpos.

PaccmarprBaemblie BOIIPOCHI:

Knaccudukanus atak.

Kanans! yreuku nnpopmanuu.

[TonsiTue yrpo3sl.

HcTounuku yrpo3 u ux kinaccuduxarus.

[TocTpoenue monenu yrpos.

3aaHus A1 CaMOCTOSITENIbHOTO BBIMIOJHEHUS:

[Toctpoiite Moaenb yrpo3 A HEKOTOPO OpraHW3alliy, 3allOJIHUB MPUIAracMyr0 TabIuIly Tak,
4yTOOBI B siUeilike crosuia «l», ecinu yrposa, ykazaHHas B JaHHOW CTpOKE MpPUMEHHMa JJisi 00BEKTa,

Ka3aHHOTO B TJAaHHOM CTOJIOIIE.

Mar)
HUT

Komnu; Cpencr
Pl Cer p
oBaJlb Ba
e| b
Mo [Cuc|kna|IIp| HO- Hokap
HoCc|3ne|ren| .
I HUT| T [BUAMHTMHOXH| Krpledho HOU 1
epedyeHb HCTOYHHKOB
P IIyTu peanuszanuu op |6mo(typ| ep | TembH OXpaHH
yrpos JIX [OITH| HBI o
Bl [ku | a | I | BIC on
¥H [TaH
anrmap O- | s CHTHA
aThl H3aIny|
458

AHTpOl’IOFeHl—[LIe HUCTOYHMKH YI'po3

MuTepec MlYTqua 3a CYET arcHTOB
[IPCIHAMEPCHHBIC NCUCTBHABy3yanpHas 1 POTO pa3BeKa
KPUMUHAIBHBIX CTPYKTYP

[IPECTYIHBIX TPYIIIHPOBOK;
1 pecty pyfmvp Momuduxarus naGopmarum

brokupoBanre nHGOpMaITUU

Y HHUTOXKEHNE HHPOPMAUU

[[pumeHeHne 3aKI1a10K

[Perucrpaiust HAaBOJAOK

[TpennamepenHble neiicTBUs|Y Teuka HHPOpPMaLMN

2 [BCTIOMOTATENLHOIO [BuzyanbHas 1 GoTO pa3Beaka
[epcoHana (yOoprukwy,

brokupoBanre nHGOpMaITUH
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OXpaHa) Moaudukanns uHbOpMaLN

Y HIUTOXKCHNE HH(DOpMAIIH

[[pumeHeHne 3aKIa10K

OwmnOky nosb3oBateneid  |biokupoBanue HHGOpPMALMN

3 Momuduxarus naGopmarum
Y HH4TOKeHHE HHPOPMAIUU

O1mnoku nporpaMMucToB  |BiiokupoBanue HHGOPMAIMN

4 Momuduxarus naGopmarum
Y HH4TOKeHHE HHPOPMAIUU

TexHOreHHbIEe HCTOYHMKH YIPo3

COom B kaHaNax nepeaadn ulbiokuposanne nHGopMaIuu
5 [cpencTBax CBs3W;

Y HIUTOXKCHNME HH(DOpMAIIH

Cooun B cpencrBax|biokupoBanre nHGoOpMaIUU
6 nexrponuTanus

Y HH4TOKEHNE HHPOPMALUU

BosmoxxHocTh  aBapuil  B|biiokupoBaHue HHGOPMAIMN

MHXCHEPHBIX
7 (BomocHaOXeHUS,
KaHAJIM3ALIH) ulY HuuTOXKEeHne nHpopManuu
KOMMYHHKAITUOHHBIX CETIX
BHenHne CTUXHITHbIE HCTOYHUKH
g B03MOXKHOCTH yparaon Y HruTOXKCHHE MHDOpMATIH

brioknpoBanue nudopmannu

Bo3MoxHOCTH aBapuH|Y HUYTOKeHHE WHPOPMaIUN
9 [Onusnexamux
[IPOMBIIIICHHBIX 00BEKTOB

briokupoBanue nudopmannu

10 [Bo3MOXKHOCTB MOXapoB Y M4 TOXEeHMEe nHOpMaH

JIureparypa:

23. JlekunoHHbBIN MaTepHail.

24. OcHOBBI HH(OPMAIIMOHHOHN 0€30MaCHOCTH XO35HCTBEHHOM JeSITeIbHOCTH: yueOHOe
nocobue / N.I1. Muxues; BdO ®I'bOY BIIO «Poccuiickas akajgemMus HApOIHOTO
XO03sCTBA M TOCYJapCTBEHHOM cy,Obl». — Bonrorpan: M3a-s0 BO ®I'EOY BIIO
PAHXuI'C, 2013. — 144 c.

25.  Ilnaronos B. B. [IporpammHoO-anmapaTHbie CpeCcTBa 3alIUTH HHPOPMALIUU: YICOHHK. /
M.: U3na. uentp "Axanemuda". 2014.

Tema 3. Kinaccuyeckue KpUNTOCUCTEMbI.
Paccmampuesaemsvie sonpocoi:

26.  Knaccuueckast kpunrorpadusi.

27. Kpunrtocucrema Lle3aps.

28.  Kpunrocucrema Buxenepa.

29. [TpakTnueckas peanuzamus cuctemMbl Bukenepa.

30.  Ilonarue MHOToOan(paBUTHON KPUITOCUCTEMBI.

31. Kpunroanann3 MHOTroanhaBUTHOM KPUIITOCHCTEMBI.
32.  Kpunroanaius cucreMsl Bikenepa.

33. Kpunroananus cucrembl «OIHOPA30BbIN OJJOKHOT.

3aoanus ona camocmosamenbHO20 8bINONHEHUSL:
1. Otkpoiite daitn CRYPTO1.XLS 1 mocmoTpute Kak peaim3oBaHa cucteMa Bikenepa.
2. Cozpaiite B Excel cnenyrontyto Tabauiry

OTKpBITHIN TEKCT

ITaponb

Kox 6ykB TekcTa
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Kon 6ykB maposst
CymMa Ko10B OYKB
Cymma 1o MOyJiro
Kpunrorekcr

3. BeeauTe B IepBYyIO CTPOKY MPOU3BOIBHBIN TEKCT MO OHOM OYKBE B KAXKIYIO STYCHKY.

4. BBenute BO BTOPYIO CTPOKY TaOJNMIBI MPOU3BOJBHBIN Mapoiib MO OAHONH OYyKBE B KaXIyIO
aueiiky. Ecnu 1yimHa naposis MeHbIle JUIMHBI OTKPBITOTO TEKCTa, TO HAauHUTE HAaOop maposis Jaiblie,
10K HE 3aKOHYUTCS OTKPBITBIN TEKCT.

5. Ucnonw3ys dyaxkuuro KOJICHMMB, 3amonHuTe 4eTBEpTYIO W TATYIO CTPOKH TAOJMUIBI IS
OTIpeJIeJIEHUS KOJIOB KaXK/10i OyKBBI OTKPBITOTO TEKCTA U APOJISL.

6. B niATOI CTPOKE CIOKUTE TPETHIO U YETBEPTYIO CTPOKH.

7. Ecnu B IATOM CTpOKe cymMMa IMpeBBIIIaeT 255, TO B IECTON CTPOKE HEOOXO0AUMO OTHATH 255 OT
yucia B msaTou crpoke. Mcnonp3yiite pynknuo ECJIN.

8. B cempmoit cTpoke mody4yuTe OYKBBI 3alIU(PPOBAHHOIO TEKCTA, HCHOIB3YSd (PYHKIHUIO
CHUMBOJL

9. CaMOCTOSTENbHO, HCHONB3Yys OMNHMCAHHBIC BbIMIE (YHKIHMH, paclIMppyidTe MNOTyYCHHBIH
KpunToTekcT. st 3Toro co3mainTe HUKE IEPBOM TaOIUIBI BTOPYIO TaOJIHUITY.

10. Pactudpyiite Tekcr:

KCArz Bl HHIO6XDbr UbADbrprxYULIA'

UCTOJB3Ys Hapodb «mrdp». [Ipu Habope TekcTa nporycTuTe Npodesl MexX Ty OyKBaMu.

11. Pacmmudpyiite TeKcT:

EbBIAxI[Co boYOox lx VYbBI3IMIOPDd Hag O3n 2263 PmMuak3

HE 3Hasl IapoJis, HO 3Hasi, YTO B 3alIM(POBAHHOM TEKCTE €CTh CIIOBO «UCTHHY.

Jlumepamypa:

7. JIeKUMOHHBIN MaTepHal.

8. OcHoBbI HHGOPMAITMOHHON 6€30MaCHOCTH XO3SIIICTBEHHOH JAeITeTbHOCTH: yueOHOe TTocoone /
N.I1. Muxnes; BO ®I'bOY BIIO «Poccuiickas akageMus HApOJIHOTO X035MUCTBA U TOCYJapCTBEHHOM
cyx0b1». — Bonrorpan: M3a-so BO ®I'BOY BITO PAHXul'C, 2013. — 144 c.

9. IInatonos B. B. IIporpamMMHo-anmapaTHble CpeCTBa 3alIUThl HHGOpMaIK: yueOHUK. / M.
M3na. nentp "Axagemusa". 2014.

Tema 4. Kpunrorpagus ¢ OTKpPBITHIM KJIIY0M.
Paccmampueaemvie eonpocul:

15. Kpunrorpadus ¢ OTKpBITBIM KITFOYOM.

16.  I'enepauus xiroueBoil mapsl B mporpamMmme PGP.

17. Opranu3zanusi oOMeHa KIIF0YaMH.

18.  IHudposanue nanubix B PGP.

19. [ToHsITHE PNEKTPOHHOM MTOAIUCH.

20. 3amuTa J0KyMEHTOB JIEKTPOHHO! NOAUCHIO B Iporpamme PGP.
21. [IndpoBanue u 3eKTPOHHAS TTOANMKUCH TOKYMEeHTOB B PGP.

3adanus 0158 camocmosmenbHo20 8bINOAHEHUS.!
1. 3anmyctute PGPtools (ITyck — IIporpammer — PGP — PGPtools)
TlogaBurca naneian

25 PGPtools

SlEIEE G

2. BeiOepuTe JIeBy10 KHOTIKY C IBYMs Kirouamu. 3amyctutcs moayib PGPkeys co cnuckoM Beex
Kimoveld Ha Bamem kommbioTepe. B mose Description ykazaHo, Kakoi 3TO KJIHOY: TOJIBKO OTKPBITHIN
(public key) wim knrodueBas mapa, T.€. OTKPBITBIN U CEKPETHBIN Ki1t04 B KoMiuiekTe (key pair).

o

3. Co3naiiTe HOBYIO KJIIOUEBYIO Iapy, Ha)KaB Ha KHOMKY —— U BBIIIOJIHUB BCE IlIard Macrepa
CO3JaHUs KIIOYEH.

4. Cozpaiite Ha nucke D: nanky ¢ Ha3BaHueM Bameit rpymnimsl.
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5. DKCHOPTUPYHTE CBOM OTKPBITHIM KJIIOY B 3TY MAIKy, HA)KaB HA KHONKY —— M YKa3aB MyTh J10
Bamreii manku. B kauecTBe Ha3zBaHus daiiia ¢ KiIro4oM ykakute Bamry dhammunuro.

6. Cxonmpyiite Bam ¢aiin Ha cepsep (Server606) B manky PublicKey.

7. UmMnopTUpyiTe W3 ATOW MAaNKH YbU-JIMOO JIPYyrue OTKPBHIThIC KItouu. [[sl 3TOro Ha)KMuUTe Ha

T

KHOIIKY = u BBIOEpUTE MyTh U Ha3BaHUE (aiina.

8. 3akpoiite okHo PGPkeys.

9. 3anycture Word u HabepuTe MUCHMO KOMY-TH00, Y€l KJIt04Y Bbl UMIOpTUpoBain. CoxpaHUTe
3TOT TEKCT B BAILIEH MAIIKE.

10. 3ammdpyiite 3TOT aiia OTKPHITBIM KIOYOM 3TOr0 ToJib3oBaTens. JJis 3TOro HaXMuTe
KHOIIKY Ha maHenu PGPtools, ykaxure myTh U Ha3BaHue Bamero daiina, a 3arem K04 B
nosiBuBIIeMcst okHe. CoxpaHuTe 3amndpoBaHHblid (aiin B Bameil manke mon ¢amunueit Toro, Komy
Bel nucanm.

11. Cxonmpyiite 10T (paiin Ha cepsep (Server600) B manky TextPGP.

12. CxonupyiiTe u3 9ToM nanku B Bamny nmanky Ha nucke D: daiin, anpecoBanHblii Bawm.

3
.
13. Pacmmpyiite 3T0T (haiiy, HaXxkaB KHOMKY s
3aTeM BeIOpaB Barir Ki1r04 B CIIHCKE KITFOUEH.

14. Coznaiite eme oquH JOKYMEHT B peaaktope Word, coxpanus ero B Bameii nmanke Ha aucke D:

§
E
15. oamumute 3TOT (haids Bamei IEKTPOHHOW MOAMUCKHI0. JIJIsI 3TOT0 HAXKMHUTE KHOTIKY
Ha nanenu PGPtools, ykaxkure nyTh 1 HazBaHue Bamero gaiina, a 3aTem Bamn ko4 B OsSBUBIIEMCS
OKHE.
16. O6parute BHUMaHue Ha (alii MOANMKUCH B Bamiel manke. OTKpONTE ero JBOMHBIM MIETIKOM.
17. OtkpoiiTe noanucanHblii Bamu ¢aiin 1 n3aMeHuTe ero, COXpaHUB U3MEHEHHUS Ha JTUCKE.
18. Ortkpoiite ¢aitn moAmMCcH JIBOWHBIM MIETYKOM eIe pa3. YOemurech, 4TO MOANMHUCH HE
JIEHCTBUTEIIbHA.
19. Coznaiite HOBBIN OoKyMeHT B Word. HaGepute HEOOIbII0E MPEIOKEHNUE U CKOTTUPYHTE €T0 B
Oydep oOmeHa.

WJIM ABAX/bI LIEJIKHYB 110 HEMY MBIIIKOM, a

20. IllenKkHUTE MBILIKOH 1O KHOIKE E Ha MaHeJNU 33/1a4 B IPaBOM HIKHEM YTIIy.

21. B mosiBuBImemcst MmeHto Beibepute Encrypt Clipboard u ykaskute Barm kirou.

22. Ha uucrom Mmecte Bamiero noxkymeHTa BcTaBbTe TeKCT U3 Oydepa obmena (IIpaBka —
BceraButs). [losBusics 3ammdpoBaHHbIN TEKCT.

23. CxonupyiiTe ero B Oydep oOMeHa 1 1o aHAJIOTUH ¢ mMdpoBaHueM pacmudpyiite ero, BEIOpas
nyHkT Decrypt& Verify Clipboard.

24. BeraBbTe pacimmppoBaHHBIN TeKCT U3 Oydepa oOMeHa.

Jlumepamypa:
11. JIekunoHHBIN MaTepural.

12. OcHoBBI HH(OPMAITMOHHON OE30MACHOCTH XO35HCTBEHHON NEesATEIBbHOCTH: yueOHOoe ocodue /
N.II. Muxnes; B® ®I'BOY BIIO «Poccuiickas akagemMuss HApOJHOTO XO3SMCTBAa H
roCyIapcTBEHHON ciay)Obi». — Bonrorpaa: U3n-so BO ®I'bBOY BIIO PAHXul'C, 2013. —
144 c.

13. ITnatonor B. B. [Iporpammuo-anmnaparHbie CpeAcTBa 3auiuThl HHGOpMauu: yaeOHuk. / M.:
N3n. nentp "Axanemus". 2014.

14. Beenenue B kpunrorpaduto/ I[Tox obm. pea. B.B. Amenko. — M.: MITHMO “YePo”, 2013.

15. http://pgp2all.org.ru

Tema 5. 3amuTa 0a3 1aHHbBIX Microsoft Access.
Paccmampueaemvie sonpocuwi:
11. [TocTpoenue 6a3bl qaHHBIX B Microsoft Access.
12. 3amura 6a3bl JaHHBIX OT OTKPBITHUSI.
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13. [Tonp30BaTenu ¥ rpymnmsbl.
14.  IlaposnbHas 3amura.
15. Pasrpannuenue npas gocryma.
3aoanus ona camocmoamenbHO20 8bINONHEHUSL:
1. Co3pnaiite Ha nucke D: B manke Barei rpynmsl 6a3y gaHHbIX Cexper
2. Co3pgaiite Tabnuily B peKUMe KOHCTPYKTOpaA (II0JIE MOMEYEHHOE * SIBISETCS KIIFOUEBBIM) H
COXpAHUTE €€ 10 UMEHEM AHKETA.

Hmsa noJjist Tun gaHHBIX
Kon CyeTynk

DdHO TexkcToBbIN
Anpec TekcToBBIN
Tenedon TexcToBbIl

3. Bregute B TabnuIly TpH 3aIMCH.

4. YcraHOBHTE ApOJIBHYIO 3aLIUTY Ha 3Ty 0a3y JaHHbBIX (mapoib 1234)

5. Co3paiite Ha nucke D: B mamke Barmiei rpymnmsl 6a3y maHHbIx JlocTyr.

6. Co3pmaiiTe U1t 3TOM 0a3bl JaHHBIX TPYINIIBI oJb30Barenel Student u Others

7. Co3paiite B rpynme Student mosp3oBaTess moa cBoel hamuinrei u monb3oBatens Studentl.

8. B rpynmne Others co3naiite nmons3oBatens Friends u monb3oBatens Guest.

9. YcranoBute mapoiib arMuHUCTpaTopy (admin) 6a3el qaHHBIX (00s13aTeabHO 7777).

10. YcraHoBuTe mapoiM JUIsl CO3JaHHBIX BaMH IOJIb30BaTesiel (Mapoiy COBMAJAIOT C MMEHEM
MOJTH30BATEIIs ).

11. YcranoBute npaBa jnoctyna K 0aze AaHHBIX Ui Tpynnbl Student Ha Bce neicTBUsA, Kpome
aJIMUHHUCTPUPOBAHUSI.

12. YcranoBute npaBa AocTyna K 6a3e naHHbIX 11t rpynnsl Others TOIbKO YTeHHE U JOOaBIIeHUE
JAHHBIX.

13. YcranoBute s rpynmnsl Users npaBa TOJBKO Ha YTEHHE JAHHBIX M MAKeTa.

14. TlokaxuTe pe3yabpTaT IpenoaaBaTeio.

15. CHuMuTE Maposb aAMUHHUCTpATOpa

Jlumepamypa:
S. JlexuvoHHBIN MaTepHUal.
6. www.microsoft.com

Tema 6. IIpakTHYeckoe NpUMeHEeHHE MesKCeTeBbIX IKPAHOB.
Paccmampueaemvie gonpocul:

7. [ToHsITHE MEKCETEBOTO SKpaHa.
8. [Mpunnuns! pabotsl ¢ nporpammoit Firewall Outpost.
9. Hacrtpolika mporpaMMHBIX MOAYJIEH.

3adanus 0158 camocmosmenbHo20 8bINOAHEHUS.!

Outpost Firewall

1. 3arpy3ure nporpammy Outpost Firewall.

2. Breibepute nynkr Cemesas akmusnocms. OKHO CIIpaBa COJCPKUT MHPOPMAIIUIO O TEKYIIHUX
COCAMHEHUSX TMPHIOXKEHHH ¢ ceTbto. [lompoOyiiTe moayuuTh WHGOpPMAIMIO MO KaKOMY-HHOYIb
MyHKTY.

3. Beibepure nyHkT Omkpsimvle nopmei. OKHO COIEPXKUAT HHPOPMAIMIO O TOM, KaKHUMH
nporeccaMy Ha KOMITBIOTEPE OTKPBITHI OTPE/ICTICHHBIC TTOPTHI.

4. TlpocMoTpuTe NYHKTHI Paspewennvlie W 3abrokupoeannvle, KOTOPbIE COIEpXKAT OOIIYIO
CTaTUCTHKY TI0 COSMHEHUSIM.

5. Beibepute mynkr DNS. KammpoBanue 3anmpocoB (T.e. coxpaHeHue oTBeToB B 6aze Outpost) k
DNS 1no3BosieT COKpaTUTh BPeMsi OTKPBITHS CTPAHUI, KOTOPhIE OBLIH IOCEIIECHBI PaHee 3a CYET TOTO,
YTO KOMIBIOTEPY HE HYXKHO OyneT mepen oTKpbiTueM oOpamathest K DNS cepBepy mist onpeneneHus
IP agpeca oTKpbIBa€MOM CTPAHUIIBI.

6. ITpocmotpute Kypnai.
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7. llenkHUTE MpaBOd KHOMKOW MBIIIK MO Ha3BaHWiO Moayisi DNS B 1eBOM OkHe mporpaMMbl U
BEIOEpUTE [lapamempur.

8. OrpannubTte K311 DNS Ha 50 3anuceit u yctaHOBUTE CpOK XpaHeHus 10 gHen.

9. BroiGepure nyHKT /[lemexmop amax, KOTOPBIA XpaHUT OOIIyI0 HH(OpMAIMIO O 3alluTe
KOMITBIOTEpA OT aTaK, CKAHUPOBAHUS U IPYTHX TUIOB 3alpPEHICHHBIX COSIUHEHUH.

10. IIpocMoTtpute *)ypHain. lllenkHuTe NpaBoii KHONKON MBIIIN 10 Ha3BAaHUIO MOAYJs Jemekmop
amax B JIEBOM OKHE MporpaMMbl U BeiOepute [lapamempei. B 0OkHe HACTpOEK MpH MOMOIIY MOI3YHKA
MO>KHO BBIOPATh OJMH U3 TPEX YPOBHEW TPEBOTH:

Makcumanvuoni — daiipBoiul OyAeT NpeaynpekaaTh O MOMBITKE MOAKIIOYEHHS AaKe Ha OJUH
MOpT.

Ob6biunbili — TpeaynpexaeHue OyAeT BBIIAHO TOJBKO NPH CKAaHHUPOBAHHMU C OJHOTO ajpeca
HECKOJIbKUX MMOPTOB WJIM ONpPEeAeNIEHHBIX OPTOB, KOTOPBIE MPEICTABISIOT ONpEAeICHHBIA HHTEpEC.

Bespaznuuneiii —paiipBout OyaeT CUrHATU3UPOBaTh JIUIIL O peabHON aTake Ha KOMIIBIOTEp, a HE
O MOMBITKE UCIOJHUTH TAKYIO aTaKy WA MPOCKAHUPOBATH MOPTHI.

11. Haxxmure xkHOTIKY Boiopams ¢punsmp. IIpocMoTpHTE €€ BOZMOKHOCTH.

12. Beibepute nyHKT MHmepakmusHbvle s1emernmsl. 31€Ch MOKHO 3a0JIOKHPOBATh BCIUTHIBAIOIINE
OKHa, IIEPEXObl 10 PEKIAMHBIM caliTaM B MIHTEpHET.

13. IIlpocMoTpuTe MapamMeTpbl HACTPOWKH ISl TAHHOTO MyHKTa (IpaBasi KHOIKa MbIH). Ha Tpex
BKJIQJIKaX Pa3MELICHbl HACTPOHKM ONOKMPOBKH BCEX 3JIEMEHTOB, KOTOpPbIE MOT'YT HaXOJWUThCS Ha
MOCEIaEMbIX BE0—CTpaHMIIAX WJIM B MO4YTe. BOJBIIMHCTBO HACTPOEK HUMEIOT TPHU HACTPOUKHU:
Paspeweno, 3anpoc n 3anpeweno. Tlpn HacTpoiike HYKHO YYUTBIBaTh TOT (DaKkT, YTO Ha MHOTHUX
CTpaHUIAaX CKPUMOTHI WM (I3 MOTYT MCHOJIB30BATHCS UISl CO3/IaHUS MEHIO U €CJIM MX MOJHOCTHIO
OTKJIIOYMTh, TO HaBUTalMs IO caiTy OyaeT HeBO3MoO)kHA. [lo3ToMy, ONTHMAajIbHBIM CTaHET
WCIIONBb30BaHUE HACTpOWKH 3anpoc. Jns o0coOOW HACTPOWKM HEKOTOPHIX CaWTOB B MOIYJE
«Humepakmugnvie s1emMeHmul» CIYXKUT BKIaaka «Hcknovenus». C ee NOMOUIBIO MOXHO
chopMUPOBATh CHUCOK CAaWTOB M HACTPOUTH ISl KaXJOro U3 HUX OJIOKHPOBKY OMpEesIEHHBIX
3JIEMEHTOB. JTOT CIIUCOK UMEET 0oJiee BHICOKHM MPUOPHUTET, YeM 0OIIHe HACTPOHKU OIIOKUPOBKHU IS
BCEX CalTOB.

14. IlpocMoTpuTE BKJIaJKU N1apaMETPOB, 3alIPETUTE BCIUIBIBAIOLME OKHA M HACTPOUTE OCTAIBHOE
10 CBOEMY YCMOTPEHHIO.

15. Boibepure nyHKT Pexnama. Outpost yMeeT OTCeKaTh peKiIaMy 1o pa3Mepy U MO COAEPKUMOMY
CCBUIKH, YTO 3KOHOMUT TpapuK U YBETUUYUBAET CKOPOCTh 3arpy3KH CTPAHMII.

16. BeizoBute mapameTpsl Ul JaHHOTO MyHKTa (IIpaBas KHOMKA MBIIIH). Y CTaHOBUTE (HIaXKOK
Ilokazams kop3uny Onsi pexiamel. Ecnu B CTaHJapTHOM CIHCKE OTCYTCTBYET ONUCAHHUE IS
OIpeieIeHHOro0 OaHHepa, W OH 3arpy)kKaeTcs MpH MOCEIIEHUH CTPAaHUIIBl, TO, OTKPBIB KOP3UHY,
JOCTaTOYHO MBIIIBIO TMEPEeTaluTh B Hee OaHHEp, U OH OoJbllle HUKOTAA He OyAeT 3arpyxkarbCsl.
Bknaaka O6wue mo3BosseT BEIOpATh TO, YeM OyIyT 3aMEHATHCS BBIPE3aHHBIE CO CTPAHHUL PEKJIAMHBIC
OaHHEpBl. 3/1eCh K€ MOYKHO CO37aTh CIHUCOK CaWTOB, C KOTOPBIX HE OyJeT BhIpe3aThcs rpaduka u
pekiama.

17. IlpocMoTpuTE BCE BKIAAKH MapaMeTPOB.

18. Bribepute nmyHKT Codeporcumoe. B HaCTpoHKax 3TOro MOIYJsl MOXKHO 3a/aTh CIIMCOK CIIOB,
KOTOpbIE€ MOTYT BCTpeuYaThCsl Ha CTpaHHUIE WJIM B aJpece CTPaHULbI U KOTOpble OYyAYyT CIYXHUTb
Outpost—y CUTHAJIOM TOT0, YTO CTPAHUILy OTOOpaXKaTh 3arpereHo.

19. IlpocMOTpUTE BO3MOKHOCTU IAHHOTO MTYHKTA.

20. Beibepute myHKT Quiasmpayusi no4mossix 610diceHutl. B HacTpoikax 3TOro MOAYIsl MOKHO
3aJlaTh CIHUCOK THUIOB (ailyioB, KOTOpbIE MOAJEKAT MMEPEUMEHOBAHUIO, a TaK K€ BKJIIOYUTH BBIBOJL
MH(POPMAIIMOHHOTO COOOIICHUsI O TMOJXy4eHUH (ailioB ompeneneHHoro tumna. Paiin, THI KOTOPOTro
yKa3aH B HACTPOHKax 3TOro MOZYJS, IPU MOJYYEHHH €ro MOYTOBBIM KIMEHTOM, MOJYyYUT BTOPOE
pacmpenue «.safe». 9To Mo3BOMUT M30€kKaTh aBTOMATHYECKOTO BBIOJHEHHS TIOYTOBBIM KIMEHTOM
KOJIa, YTO MOKET SIBJISATHCS MPUUMHON 3apakeHUs KOMIIbIOTEpPa BUPYCAMH.

21. IlpocmoTpuTe MapamMeTpbl JAHHOTO ITYHKTA U €r0 BO3MOXHOCTH.

22. Joctym K OOIIMM HACTPOMKaM MPOTPaMMbl MOKHO TOJYYUTH MPH MOMOIIU MYyHKTa MEHIO
Ilapamempur — Ob6wue N3 TIIABHOTO MEHIO MTPOrpaMMbl WM Ha)KaTHEM COOTBETCTBYIOLICH KHONKH Ha
naHenu. BI30BUTE OKHO HACTPOWKHU MApaMeTPOB U MTPOCMOTPUTE BKIAIKy Oowyue.
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23. Bxuanka «[/Ipunoswcenus» TIO3BOJISET YNPABIATH MpaBUJIaMU TOBEACHHS (aiipBoiia npu
IIONBITKE JOCTyIla B CETh ONPEACICHHBIX MpuIokeHud. Ha 3TOM BKIAIKE IEpPEeUnCICHBl BCE
MPUIOXKEHHUs, KOTOpble OOHapyXeHbl Ha KoMibiorepe Outpost-oMm mpu ycraHoBke. Cpaszy mocie
MHCTAJISLUY 3TU IPUIOKEHUS HaX0ATCs B TpynIe «/lonvzosamenvckuil ypogenvy. s HUX co31aHo
OJIHO WJIM HECKOJIbKO TNpaBWJ, YKa3bIBAIOIIMX, KAKUM 00pa3oM IpPUIIOKEHHUE MOKET OOMEHUBAThHCS
JaHHBIMU C ceThbl0. IIpaBUIO MOXHO NMPOCMOTPETH WM U3MEHUTh IIPU MOMOLIM JABOWHOIO KJIMKA IO
HMMEHU €ro UCTIONHSIeMOoro ¢aiina.

24. IIpocmoTpuTe NpaBuiia JUisi HEKOTOPBIX IPUIIOKEHUH.

25. TlpunoxxeHus U3 TPYIIbl 3anpeujertsvle Npuiodxcerusi HUKOTAa He MOoJIydaT JIOCTyIa B CETh,
BCAd HMX CeTeBas aKTUBHOCTh OyneT mnpecedeHa QaiipBomioM. HekoTOpsIM HPUIIOKEHUSM MOXKHO
IIOJIHOCTBIO OTKPBITH JOCTYIl B CETh, NIEPEMECTUB UX B Ipynny «/oeepennvie npunodscenus». Wx
JOCTYIl B CETb HE OTPaHUYMBAETCS HUYEM, HUKAKUMH NpaBuiamu. [lepemernienue mpuiokeHUd u3
TPYII B TPYNIy, paBHO KaK U M3MEHEHUE MPaBUJI, CO3JAaHHBIX JIJISl MPUJIOKEHUU, BBIMOIHSACTCS MPHU
MOMOUIN KHOMNKHU M3menums. Ilpu momouiy KHONKHU /{oO6asumb MOXHO BHECTH B CIIMCOK HOBOE
MPUIIOKEHUE U 3aTE€M CO3JaTh Ul HETO MPAaBHIIO OOIIECHUS C CEThIO.

26. [Tepemecture mpunoxenue Excel B rpynny 3anpewennvie npunosicenus.

27. IlpocMOTpHUTE OCTaBIIMECS BKJIAJKH HACTPOEK IPOrPaMMBI.

28. [TompoOyiiTe uepes ceTeBoe OKPYKEHHE BBIMTH Ha KOMIIBIOTEP COCea.

29. TIpoBepbTe peakuuio (aiipBoia Ha MOMBITKY COCea O0PATUTHCS K BallleMy KOMITBIOTEPY.

30. IepeitanTe B HACTPONKH OOIIMX MTapaMETPOB MPOTPAMMBEI.

31. Beibepute Bknaaky Cucmemmusie. Yoeputre ¢uaxoxk NetBIOS. Temeps Bam kommbroTep
HEJIOCTYTIEH IO CETH.

32. JloxauTtech, KOT/Ia Balll COCEJT BHIITOJIHUT MPEAbIAYIIee 3aJaHue U TIONPOOYHTE Yepe3 CEeTeBoe
OKpYXKEHHE 00paTUTHCS K €r0 KOMIIbIOTEPY.

33. Bxuitounte ¢naxxok NetBIOS na cBoem kommbroTepe.

34. BI30BUTE )KypHaJI, Ha’KaB COOTBETCTBYIONIYIO KHOIIKY Ha IMAHEIN HUHCTPYMEHTOB.

35. IlpocmoTpuTe KypHaJl.

Jlumepamypa:

9.  JlekuuoHHBIN MaTepHUal.

10. JloxymenTanus mo padore ¢ mporpammoit Firewall Outpost.

11. OcHoBBl WHPOPMALMOHHON O0€30MACHOCTH XO3SHCTBEHHOM NEATEIBHOCTH: YydeOHOe
nocobue / W.II. Muxue; BO ®I'bOY BIIO «Poccuiickas akamemusi HAQpOJHOTO XO3SHCTBA U
rOCyJapCTBeHHOH ciykO0b1». — Bonrorpan: M3a-so BO ®I'BOY BIIO PAHXuI'C, 2013. — 144 c.

12. IInmaronor B. B. [IporpammHo-amnmapaTHbie CpeICTBA 3aITUTHI HHPOPMAIUN: YICOHUK. /
M.: U3a. uentp "Axagemus". 2014.

Tema 7. 3amura nngopmanun B UuTEpHeT.
Paccmampusaemvie sonpocwi:

7. [TpuHLIMTIBI PaOOTHI MEKCETEBBIX SKPAHOB MU paboTe ¢ MIHTepHeT.
8. Hacrpoiika mporpaMmmMHbIX MOAyJel ipu pabote ¢ HTEepHeT.
9. BbnokupoBanue HEHYKHOTO TpaduKa U peKIaMbl.

3adanus ona camocmoamenbHo20 8bINOIHEHUSA:

1. 3arpysure nporpammy Outpost Firewall.

2. Otkpoiite B Internet Explorer crpanuiryy www.yandex.ru

3. Beibeputre nynkr Cemesas axkmusnocms. Ilpocmorpute wuHGOPMAIMIO O TEKYIIUX
COEIMHEHUSIX C CEThIO.

4. Beibepute myHKT Omxpvimole nopmot. [lomyaure nHGOPMAINIO O TOM, KAKUMH MPOIIECCaMU Ha
KOMITBIOTEPE OTKPBITHI ONPEACIICHHBIE TTOPTHI.

5. Ilpocmotpute mnyHKTH Paspewenuvie u 3abaokuposanimsie, KOTOPBIE COIEpKAT OOIIYIO
CTaTUCTUKY MO COCTUHEHUSM.

6. Beibepure mynktr DNS u B mapamerpax orpannubTe k31m DNS Ha 50 3amuceit u ycTaHOBUTE
cpok xpaHeHus 10 nHei.

7. BeiGepute myHKT /[emexkmop amak U B mapaMmeTpax 3anainte OOviuHblll ypPOBEHB TPEBOTH.
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8. Bwibepute nyHKT HHmepaxmuenvle snemenmsl. IIpocMOTpUTEe TapaMeTpbl HACTPOWKH IS
TaHHOTO MyHKTa. Ha Tpex BKIajkax pa3MelieHbl HAaCTPOUKH OJIOKMPOBKU BCEX 3JIEMEHTOB, KOTOPHIE
MOTYT HaXOJUThCS Ha MOCeUlaeMbIX BeO—CTpaHuIaX Wi B moute. HacTpoliTe mapamerpsl o cBoemMy
YCMOTpEHHIO (PEKOMEHIYeTCs alle UCIOoIb30BaTh HACTPOUKY 3anpoc).

9. Otkpoiite B Internet Explorer crpanuity www.mail.ru, nmepeiuTe mo Kakol-HUOYIb CCBHLIKE
HOBOCTEH.

10. TIpocmotputre B Outpost Firewall cTaTUCTHKY MO COEOUHEHHUSM, a TakKXe CTaTUCTUKY
JIeTEeKTOpa aTax.

11. BeiGepute nyHKT Pexnama. Bei30oBUTE mapaMeTphl AJII JTaHHOTO MyHKTA. Y CTAHOBUTE (hIIaXKOK
Ilokazams Kop3uHy 07151 peKaambl.

12. OtkpoiiTe CTapTOBYIO CTpaHHMIly Www.mail.ru ¥ MbIIbIO Tepetamuts B Kop3uny 07
peKnambl peKIaMHble OaHHEPHI C 3TOM CTPaHUIIBI.

13. 3akpoiiTe cTpaHUIly W TONPOOYHTE 3aHOBO €€ OTKPHITh. [IpoBepbTe, YTO MPOUCXOAUT C
pEeKJIaMHBIMU OaHHEpaMH.

14. IlpocmoTpuTE BCE OCTABIINECS BKIAAKU IIapaMETPOB.

15. Beibepute nmynkt Codepoicumoe. B HacTpolkax 3TOT0 MOAYJS MOXHO 3a/1aTh CITUCOK CIIOB,
KOTOpBIE MOTYT BCTpEuYaThCs Ha CTpPaHMIIE WJIM B aJpece CTPAaHHUIBI M KOTOpble OyIyT CIIyXXHUTb
Outpost—y CUTHAJIOM TOTO, YTO CTPAHUITY OTOOPaKATh 3aIPEIICHO.

16. Hacrpoiite mporpamMmy Tak, uto0bsl Outpost GIOKHMpOBaJ BCE CTPAHUIIBI, B aJipece KOTOPBIX
npucyTcTByeT coBo chat. [TonpoOyiiTe OTKPHITh CTpaHuIly www.chat.ru.

17. Beibepute myHKT Quibmpayusi noumossix 610diceHutl. B HaCTpoikax 3TOro MOAYIsl MOKHO
3a/laTh CIHUCOK THUIOB (ailyioB, KOTOpbIE MOAJEKAT MMEPEUMEHOBAHUIO, a TaK K€ BKJIIOYUTH BBIBOJ
MH(OPMALIMOHHOTO COOOILEHHS O MOIy4YeHUH (DaiiIoB OMpeeIeHHOTO THIIA.

18. 3anaiiTe BBIBOJ MH(POPMAIIMOHHOTO COOOIICHMs UIsi Beex (ailioB ¢ pacmmpeHueM .zip u
nepeuMeHoBaHue (HailIoB C pacuIMpeHHEM .eXe.

19. IlokaxuTe pe3yapTaT IpenoaaBaTeio.

20. OTMeHHTE BCe CBOM HACTPOUKH U 3aKPONTE BCE OTKPHITHIE IPUIIOKEHUS.

Jlumepamypa:
7.  JleKuuoOHHBINM MaTepual.

8.  OcHoBbl MH(MOPMAIIMOHHONW OE30MACHOCTH XO3SHUCTBEHHOW MICSITENLHOCTU: yueOHOe
nocobue / N.I1. Muxues; BO ®I'bOY BIIO «Poccwuiickast akageMusi HApOJIHOTO XO3s5HCTBA
U TOCY/IapCTBEHHOM Cityk0b1». — Bonrorpan: M3a-so BO ®I'EOY BITIO PAHXul'C, 2013. —
144 c.

9. Ilnaronos B. B. IlporpamMHo-anmnapaTHbIe cpe/ICTBa 3allUTHl HHPOPMALIUHU: YICOHHK.
/ M.: U3x. uentp "Axanemus". 2014.

Tema 8. Tunosas crpykrypa 3amutsl oT HCJI. Ynpasienue gocrynom.

Pacczwampueaefwble eonpocsl.

9. Tunosas cTpykTypa 3amutbl nHGopmaruu ot HCJI.

10.  Iloacucrtema ynpaBieHUs: JOCTYIIOM.

11.  IlocTpoeHue maTpulbl JOCTYyIA.

12. JloxymeHTaus otaena odbecrnedeHuss ”HGOPMAITMOHHONW O€30MaCHOCTH.

3adanus 0158 camocmosmenbHo20 8bINOAHEHUS!

1. PaccMoTpuTe TUIOBYIO CTPYKTYpY 3auThl nHpopmaruu ot HC/I.
2. Ilpomymaiite cTpykTypy 3ammuthl wuHpopManuu ot HCJ[ ama npou3BOIbHOM
(BBIMBILIIIEHHOM ) OpraHu3aIuu.
3. PaccMoTpuTe noJacucTemMy ynpaBieHUs TOCTYIOM ISl ’TOM OpraHu3alyH.
4. CocTaBbTe TIEpEUYCHb 3aAIIUIIAEMBIX HHPOPMAIIMOHHBIX PECYPCOB OPTaHHU3AIIHH.
5. IlocTpoiiTe MaTpuIly 1OCTYyIA JJIsl JAHHOW OpraHu3aluu.
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6. CocraBbT€ JOKYMEHT, OMNpPEACTSAIONIMN MpaBuia JOCTyNa IOJb30BaTEIEH K pecypcaM Mpu
IIOMOIIIN JITUYHBIX I/I,ZleHTI/Iq)I/IKaTOpOB n naponef/'l, ImpaBujia COCTABJICHUS, CMCHBI U XpPAaHCHU A naponeﬁ.
7. CoxpaHuTe BCE JOKYMEHTHI B CBOCH JTUYHOM IMarKe (M Ha CBOCH JTUCKETE).

Jlumepamypa:
5. JlekunoHHBIN MaTepual.
6. OcHOBbI MH(POPMAIIMOHHON O€30MaCHOCTH XO3SHUCTBEHHOW JIESTEIIBHOCTU: ydeOHOe
noco6ue / N.I1I. Muxnes; BO ®I'bOY BIIO «Poccuiickas akageMusi HApOIHOTO X0O3sCTBa
Y TOCYyapCTBEHHOM ciyk0b1». — Bonrorpan: N3a-so BO ®I'6OY BIIO PAHXul'C, 2013. —
144 c.

HUTOTOBBIN DJIEKTPOHHBIN TECT 11O KYPCY
b1.B./IB.14.02 IIpaBoBasi ungopMaTuKa

1. [IpaBoBasi uupopmaTuka — 3710...

A) oOmiecTBeHHass Hayka, H3ydaromash NpoOJeMbl cOOpa, BOCHIPHUSATHSA, PETUCTPALMM, XPaHEHWS,
00pabOTKM ¥ UCMONb30BaHUS HHGOpMAIMK, HWHPOPMAIMOHHBIE TIPOIECCHI M TEXHOJOTHH  C
UCIIOJIE30BAHUEM COBPEMEHHBIX CPEJICTB M METOZIOB €€ aBTOMAaTU3UPOBAHHON 00Pa0OTKH U TIepeIayun.

B) oOmecTBenHas Hayka, wu3yd4aromias oOTpacib HWH(POPMAIMOHHOTO TMpaBa M HCIIOJIB30BaHUE
MH()OPMAIIMOHHBIX TEXHOJIOTHH.

C) nayka, u3ydamollas COBOKYIHOCTb IPABOBBIX HOPM M pEryjlupyeMble UMU OOIIECTBEHHbBIE
OTHONICHHUS, BO3HUKAIOIIME B TIPOIECCHl cOOpa, OOpabOTKH, HAKOIUICHHS, XPAaHCHHs, IMOUCKA U
pacrpocTpaHeHuss UHPOPMaIIUH.

D) mnpuknamHas Hayka, wu3ydaromas mnpoOiieMbl cOopa, BOCHPHUATHS, PETHCTPAINH, XpaHCHHS,
00pabOTKHU M UCTIIOJIb30BaHUS TTPABOBOUN HH(POPMAITHH

E) mpuxnamnas Hayka, u3ydaromasi mpoOiemMbl cOOpa, BOCIPUSTHS, PETUCTPAMH, XpPaHEHHUS,
00pabOTKH M HCTOJB30BAHMS COLMAIBLHO-TIPABOBOM WH(OpManuu, WHGOOPMAIIMOHHBIC MPOILECCH U
TEXHOJIOTUU B MPABOBOW CHCTEME OOIIECTBA C MPUMEHEHUEM COBPEMEHHBIX CPEIICTB M METOJIOB €€
aBTOMATU3MPOBAHHON 00paOOTKHU M TIEpeIayn.

2. IIpu4yuHbBI NOSABJIEHUS MPABOBOM NH(POPMATHKH. ..

A) HE0OXOAUMOCTh ONTUMH3ALIUHN HHPOPMAITMOHHBIX TIOTOKOB B chepe MPABOBOTO PETYIIUPOBAHMS.

B) nosiBnenne 9BM, pacnpoctpaneHue nHOOpPMaIMOHHO-KOMMYHUKAITMOHHBIX TEXHOJIOTHA.

C) ychnoXHEHUsT TPaBOBOTO pETyIUPOBaHUs OOIIECTBEHHBIX TPOIECCOB U HEOOXOIUMOCTh
MOBBIIEHUS 3P PEKTUBHOCTU JESATEIBHOCTH IOPUCTOB.

D) HEeoOXoAMMOCTh aBTOMAaTH3aUKA 00pabOTKU CTATHCTUYECKON HH(POpMAIIHH.

E) HEoOx0omuMocTh pa3pabOTKu METOJIOB U CPEICTB OOPHOBI C KOMITBIOTEPHON MPECTYIMHOCTHIO.

3. K 0CHOBHBIM HanpaBJIeHUSIM Pa3BUTHS NPABOBOH HHPOPMATHKH OTHOCUTCS
A) pa3paboTka aBTOMaTH3UPOBAHHBIX CUCTEM JIJISl TOCYAAPCTBEHHBIX OPTaHOB

B) opranuzanus yyera HOpMaTHBHBIX aKTOB

C) cucreMaruzanusi pOCCUMCKOTO 3aKOHOIaTEIbCTBA

D) aBromaTu3zarust 00paboTKu IPaBOBOM HHPOPMAITUH

E) npumeHeHre BBIYUCTUTEIBHON TEXHUKU B TIOJITOTOBKE IOPUAMUECKUX KAIPOB

4. Undpopmannonnasn cepa noapasaesisieTcsi Ha cjelyllue nNpeaMeTHbIe 00J1acTH
A) co3gaHue U pacpoOCTPAHCHUE UCXOTHON U MPOU3BOTHON MHGOPMAITTH

B) popmupoBanue nHGOpMamoHHBIX pECYPCOB

C) peanmzarus npaBa Ha TTOMCK, MTOJIYYCHHE, TTepeaady u nmotpediaeHne nahopmaruu

D) coznanue u npuMeHeHne HH()OPMAIIMOHHBIX CHCTEM U TEXHOJIOTUI

E) co3nanue un npuMeHeHHE CPEeCTB 1 MEXaHU3MOB HH(POPMAIIMOHHON O€301TaCHOCTH

5. U3 yero cocTouT equHOe HH(OPMANUOHHOE IPOCTPAHCTBO
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A) cpenctBa HHGOPMAIIMOHHOTO B3aUMOCHCTBUS IPAXKIAaH U OpraHU3aIit

B) undopmanmonHbie pecypchl, coiepiKallue NaHHbIe, CBEICHUS W 3HaHUs, 3a(QUKCUPOBAHHBIC HA
COOTBETCTBYIOIIUX HOCUTENAX UH(POPMAIIUI

C) cpenctBa uHPOpPMAITMOHHOHN 0€30MaCHOCTH

D) opranuzanuoHHbIe CTPYKTYpPBI, oOecneunBaronue (yHKIMOHUPOBAHNE TPOCTPAHCTBA

E) cucrema npaBoBoii 3amiuThl HHPOPMALIUU

6. B undopmarusanuio o01ecTBeHHO cepbl BXOAUT:

A) 3amuTa cpecTB MacCOBOM MH(POPMAITUH

B) dopmupoBanue nahopMamoOHHBIX PECYPCOB B HETOCYAAPCTBEHHOM CEKTOPE
C) ctumynrpoBaHue IEATEIBHOCTU MOTpeduTeneld HHPpOopMauu

D) undopmarnmonHnas moaaepikka mpeanpuHUMATEILCTBA

E) ¢dynkuuonupoBanue Mutepuer

7. UudopmManmoHHOE PABO — 3TO...

A) oTpacib pOCCHHCKOTO MpaBa, OTHOCSIIASICS K HHPOpMaIUK

B) coBOKyIMHOCTB IPAaBOBBIX HOPM, PETYIUPYIOIIHUX BOIPOCH HH(POpMAIH

C) oTpacib poCCHIICKOTO MpaBa, peryIupyomas HHGOpMaIMOHHBIE TIPOIIECCH M TEXHOJIOTUU

D) COBOKYNMHOCTb MPaBOBBIX HOPM, PETYIHPYIOIIMX OOIIECTBEHHbIE OTHOLICHMS, BO3HUKAIOLINE B
mporeccsl coopa, oOpaOOTKH, HAKOIUICHHS, XpaHEHHWs, MOUCKA W pacnpocTpaHeHUs WH(opMaiuu,
Kor/a uHpopMaIs SABISETCS KOHEUHOU 1EbI0 IPABOOTHOIICHHIA

E) coBOKymHOCTH TPaBOBBIX HOPM, PETYIHUPYIONIUX TIPOIEecChl cOopa, 00paOOTKH, HAKOILJICHUS,
XpaHEeHHUs1, TIOUCKA U PACIIPOCTpaHEHUs HHPOPMALUU

8. Uto cocTraBisieT npeaMeT HH(POPMALHOHHOIO NIPaBa

A) COBOKYITHOCTB HPABOBBIX HOPM, PETYIHPYIOIIUX BOIIPOCH! HH(POPMAIHH
B) undopmarus

C) nndopmarnmoHHbIe pecypchbl

D) obuiecTBeHHBIE OTHOLICHUS B cepe oOpalieHus: HHpopMauu

E) 3amura nadopmaruun

9. OTaenbHbIE JOKYMEHTbI H MACCHBBI JOKYMEHTOB B HH()OPMAIIMOHHBIX CHCTEMAaX 3TO:
A) 6a3bl JTaHHBIX

B) nndopmannmonHbie MacCUBBI

C) 31eKTpOHHBIE TOKYMEHTHI

D) undopmarmonusie pecypchl

E) cucrema nokymenranumn

10. Caeayromme MHCTUTYTBI BXOASAT B cCHCTeMy HH(GOPMAIMOHHOI0 NIPaBa
A) Ynupasnenue B chepe nHbopmaruu 1 nHGOpMaTH3AUN

B) Nndopmarmonnsie pecypcsl. [lonb30Banne nHOPMALIMOHHBIME pECypcamMu
C) doxymeHTHpOBaHKE HHPOPMAITHH

D) CpencrBa MaccoBoit HHPOpMALIUU

E) Pexnama

11. Kpunrorpadus 37o0...

A) Hayka 0 Meronax mpeoOpa3oBaHUs NAaHHBIX, HAMPABJICHHBIX HA TO, YTOOBI CIENaTh 3TH JTAHHBIE
Oecrone3HbIMU 1J1 HECAaHKIMOHUPOBAHHBIX JIUI]

B) Hayka o MeTtonax u cnoco0ax pacKpsITus IU(PPOB

C) COBOKYMHOCTh METOJIOB, CKpBIBAIOMUX (HaKT Mepesaddl CEKPeTHOW HH(POPMAIMH 3a OTKPBITOM
uHpopmanuen

D) coBOKYyIHOCTh METOJI0B, OOECIEUNBAIOINX a0COMIOTHYIO HA/IeKHOCTh KaHalla Mepeiavdl JaHHbIX
OT TIepexBara

E) mayka o Metogax co3znanusi iiupOBON MOATHCH
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12. Kakas u3 ciielyl0IuX KPUNTOAHAIUTHYECKUX ATAK CHUTAETCSl HanboJiee OMacHoii?

A) Ip¥ HAJIMYWH TOJIBKO OJHOTO 3amu(poBaHHOTO hparMeHTa

B) npu Hanuuuu Oosnpioro Habopa 3auppPoOBaHHBIX (GParMEHTOB

C) npu Hanmuuuu ¢pparMeHTa OTKPHITOTO TEKCTa U COOTBETCTBYIOIIETO MYy KPUIITOTEKCTa

D) npu uzBecTHOM MeTo/I€ MU POBAHUS

E) mpu Bo3MOXxHOCTH BbIOOpa J1H0OOr0 OTKPBITOIO TEKCTAa M IMOJYYEHHUU COOTBETCTBYIOILIETO €My
KPHUIITOTEKCTA

13. Ckoabko pa3auyHbIX KjI04Yeil B cucreme Lle3apsi npu MCnoJb30BAHUM MOJHOIO PYCCKOrO

aagasura?

A) 16 D) 256
B) 33 E) 1024
C) 66

14. Yo siBasieTCH KJIIOYOM B Kpunrocucreme Bukenepa?

A) moboe 1poOHOE YHCITO

B) BenmnuunHa casura ucxoaHoro andaBuTta

C) nepecraBieHHbIN anhaBUT

D) cnyuaiinas mocienoBaTeabHOCTh OYKB, paBHas JJIMHE COOOIIEHUS
E) mo6oe cioBo

15. Kakas u3 nepe4yucjJeHHbIX KPUNITOCHCTEM SIBJISAETCS CHCTEMOI ¢ OTKPBITHIM KJIHOYOM?
A) DES D) T'OCT 28147

B) RSA E) Le3zaps

C) Daurma

16. Moxno au B mnporpamme PGP Bocnosb30BaTbesi 4y:KMM OTKPBITHIM KJIHOYOM JIJIA
pacu¢ppoBanus HHPpOpMALHH.

A) na

B) ner

C) na, ecniv U3BECTEH TOT MAPOJIh

D) na, eciiu mosp30BaTeNb AacT MpaBa HAa paciM(ppoBKy ero HHGOpMaIK U COOOIIUT CBOU Mapoib

E) na, ecnmu mepeGpath Bce Kitoun

17. Kak packpbIBalOTCA KPUNITOCUCTEMbI 0{HOAI()ABUTHOM 3aMeHbI?
A) Takue CUCTEMBI PACKPBITh HENb35

B) monnbIii mepedop kimrouei

C) aHanu3 4yacToOT BCTpEYaeMbIX OYKB

D) nepebop coobmienmit

E) nepectanoBku OyKB KPHIITOTEKCTA

18. Kpunroananus 3to

A) Hayka 0 MeTojax NpeoOpa3oBaHMs JAHHBIX, HAPABICHHBIX Ha TO, YTOOBI CENaTh TH JAHHBIE
0ecroJIe3HbIMU JIJIsl HECAaHKIIHOHUPOBAHHBIX JIUI]

B) Hayka o meTomax u crmoco0ax pacKkpbITUs MU(POB

C) COBOKYIMHOCTh METOJIOB, CKPBIBAIOMIMX (DAaKT mepemayd CEeKpeTHOM MHGpopMaluu 3a OTKPHITON
nHpopmarmen

D) coBOKYIMHOCTh METOJIOB, 00ECHIEUMBAIOIINX A0COMIOTHYIO HAJSKHOCTh KaHaja Mepeladyd JTaHHbBIX
OT TepexBara

E) Hayka o MeTonax cosnanus uGpoBOil MOAIICH

19. Yto siBasieTcs1 K1H040M B Kpunrocucreme Iesapsa?
A) nmroboe coBo
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B) mo60e uncno

C) BenmuuMHa CABUTA UCXOIHOTO andaBura

D) nepecraBneHHsrif andaBuT

E) cnyuaiinas nocne1oBaTeIbHOCTh CHMBOJIOB

20. Kakosa qummHa kiaro4a B crangapre mmmpposanusa 'OCT 28147?

A) 256 our D) 1024 6ut
B) 64 6ur E) 2048 6ut
C) 56 6ut

21. Ha c10:)KHOCTH pelIeHusl KAaKO MaTeMaTH4eCKoil 3a1a4u 0CHOBaHa cuctema RSA?
A) KOJIbI HUCTIPABIISIONINE OITHOKH

B) nuckpetHslii torapugm

C) 3amaua “o prok3ake”

D) paznoxxenue OONBIIMX YUCET HA IPOCTHIE MHOKUTEIN

E) cnoxxenue mo Mozyito iBa

22. Kpunrorpaguyeckuii NpoTOKOJI 3TO

A) metop mudpoBaHHs TaHHBIX

B) meTon kpunToaHnanusa 1aHHBIX

C) metop nepexBara JaHHBIX

D) anroputm oOMeHa uMHpoOpManue MeXIy pa3TuYHBIMU Y4YaCTHHUKAMHU IPH CEKPTEHOHM mepenaye
TAHHBIX

E) ocobas kpuntocucrema

23. Kpunrocucrema «OnHopa3oBblid 0JJOKHOT» 3TO:
A) nepecTaHOBOYHAsI CUCTEMA

B) onHoandaBuTHas cucTeMa mpocTol 3aMEeHBI

C) MHOTOAN(paBUTHASA CUCTEMA

D) cucremMa ¢ OTKPBITBIM KITIOUOM

E) Takoii cuctemsbl He CyIIECTBYET

24. Kaxkoii napoJib Hau0oJ1ee HajgexeH?

A) ®amunus moab30BaTENS

B) ®pa3a u3 kauru

C) cyuaiiHas 1mociaea0BaTeIbHOCTh Udp

D) cnyuaiinast mocne10BaTeIbHOCTh OYKB

E) cnyuaiinas nmocienoBaTeIbHOCTh MPOU3BOJIBHBIX CHUMBOJIOB

25. KakoBa qiiuHa kiao4a B cucreme mmdposanusa DES?

A) 256 6ut D) 1024 6ur
B) 64 6ut E) 512 6ur
C) 2048 6ur

26. Kpunrorekcr 310

A) TEKCT UCXOHOTO COOOIIECHUS

B) tekcr 3amm@poBaHHOr0 COOOIICHHS

C) mapoib

D) tekcT, nosiy4eHHBIH IPU KPUIITOAHAIIN3E
E) xmrou

27. TailiHonuch (cTeranorpagusi) 3To
A) Hayka 0 MeToax MpeoOpa3oBaHMs JaHHBIX, HANPABICHHBIX HA TO, YTOOBI CHENATh 3TH JaHHbIC
Oecrone3HbIMU 1J1 HECAaHKIMOHUPOBAHHBIX JIUI]
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B) Hayka o meTomax u crmoco6ax pacKkpbIThs MU(POB

C) COBOKYIMHOCTh METOJIOB, CKPBIBAIOIIMX (DaKT mepemayd CEeKpeTHOM MHGpopMaluu 3a OTKPHITON
nHpopmarmen

D) coBOKYIMHOCTH METOJIOB, 00ECIEUMBAIOIINX A0COMIOTHYIO HAJSKHOCTh KaHaja Mepeladyn JaHHbBIX
OT TepexBara

E) nayka o MeTonax co3anus uudpoBoil moamucu

28. Uto no3Boasier onpeaeautb Merox Kazucku npu kpunroanajause cucrembl Buskenepa?
A) mapoin

B) oTKpBITHIN TEKCT

C) meron mmppoBaHUs

D) nnuny napons

E) nnuHy OTKpBITOrO TEKCTA

29. Kakas kpunrocucremMa odecneynBaeT adCOJIOTHYI0 HAIE:KHOCTh 3alIUTHI PH NMPaBUJIbHOM
ee UCIOJIb30BaHUH?

A) DES D) OnHopa3oBbiid OJIOKHOT
B) RSA E) Buxenepa
C)T'OCT 28147

30. O0ecnneunBaeT Ju MapoJb Ha BXoA B Windows HaJe:KHYIO 3alIIUTY KoMnbioTepa?
A) na

B) et

C) npu mymne napodst 6onee 10 cuMBoIoB

D) npu cnyqaitHom maposie

E) npu perynspHoi cMeHe napoJs

18 19 | 20 | 21 22 | 23 | 24 | 25 | 26 | 27 | 28 | 29 | 30
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