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1. Hepeqeﬂb IIAHUPYEMBIX pE3yJabTaTOB oﬁyqe}mﬂ nmo JTMCIMIVIMHE, COOTHECEHHBIX C

1.1. OcBanBaeMble KOMIIETEHIIUH

IVIAHMPYEMbIMH pe3yJIbTaTaMH 0CBOEHUsI 00pa30BaTeIbHOM MPOrpaMMbI

Juctiuminuaa B1.B.JIB.14.01 «OcHOBbI MH(OPMAaLMOHHONH 0e30MACHOCTH XO3fIliCTBEHHON aesi-
TeJbHOCTH» 00€CIeunBaeT OBJIACHUE CIEAYIOUIeH KOMIIETeHIIUEN:

Ko
Kopn HanmenoBanmne A HanmenoBanue sTana
JTara OCBOCHHUA
KOMIICTCHIINH KOMIICTCHIIUU OCBOCHHA KOMIICTCHIIUHN
KOMIICTCHIITUU
CrocoOHOCTh CO3/1aBaTh U IOJI-
JICPIKUBATh Oe3omacHbIC
CIIOBHA KU3HEICATEIBHOCTH, B Peanuzanusi  OCHOBHBIX  MPUHLHUIIOB U
vyKoc-8 |7 ’ YK OC-8.1 | nmonoxenuit nHGopManmoHHON 6€30MacCHOCTH
TOM 4YHCJIe MPH BOZHUKHOBEHHUH . .
N . XO3HCTBEHHOM IESATETHbHOCTH.
YpPE3BBIYAWHBIX ~ CHUTyalluid |
BOCHHBIX KOH(DIHUKTOB
CriocobeH AeMOHCTPHUPOBATH M
(OPMHDOBATS HETEPIHMOE OT Peanuzanusi OCHOBHBIX  MPUHLHUIIOB U
YK OC-10 PMHP p YK OC-10.1 | nmonoxxeHuit b XO3SMCTBEHHOU
HOIIICHHE K KOPPYHMIIUOHHOMY
JIeSITeITbHOCTH.

IIOBCACHUIO

1.2. Pe3yabTaThl 00y4eHust

B pesynbrare 0CBOCHUS AUCIUILTUHBI Y CTYACHTOB JOJDKHBI OBITH CHOPMUPOBAHBI:

OTO/TD Kon 3rana
(npu HaJIMYMy npodcTanaapTa) TPyAOBbIe HIH OCBOEHHS PesyabTaTnl 00yuenust
npogeccuoHa bHbIE JeHCTBUS KOMIIeTeHIIUH

Ha YPOBHE 3HAHUMU:
— Hcnonp3yer MeToabl M CHOCOOBI oOecnedeHus
HH(POPMATUOHHON 0e30MmacHOCTH B
npodeccuonanbHoil aestensHoctH. MT B cucreme
Mep 3alIUTH HHPOPMALIHUH.
— Hopmarusasle JOKYMEHTBI 1o 3aIInTe
nHpopManmMK W OpraHM3alys COOTBETCTBYIONIMX
OTZIETIOB B OPTaHHU3ALMIX.

VK OC-8.1 |HaypoBHE yMeHMI:
— CoBpeMeHHBIE METOABI 3alIUTHl WHPOPMAIUU OT
HECAHKIIMOHUPOBAHHOTO IOCTYTIA.
— Ilpumensier  HOBble  HWH(QOPMALMOHHBIE U
TCIICKOMMYHUKAIUOHHBIC  TCXHOJIOTHU; OCHOBHBIC
METOJIOB KpUIITOrpadui;
Ha ypOBHE HaBBIKOB:
— TIpOrpaMMHBIE CPEACTBA 3alIUTBl HMH(OPMAINH;
IIPOTOKOJIBI 3AIIUTHI HH(pOpMALIUH.
Ha YpPOBHE 3HAHUIL:
— Camo00yueHHE B COBPEMEHHBIX KOMIBIOTEPHBIX

YK OC-10.1 cpelax;  BBIABISIET ~ ONACHOCTM U YIpo3bl
nHpOpMaMOHHOM  0e30MmacHOCTH;  NPUMEHEHHE
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OCHOBHBIX MCTOJOB n ImporpamMm 3alIUThI
nH(pOpMaNK; MCHONB30BaHHE METOAOB M CIHOCOOOB
obecrieueHnss HWHMOPMAIIMOHHON 0€30IMacHOCTH €
LEeNbI0  TPENOTBPAIICHHUS HECAaHKIIMOHUPOBAHHOTO
JIOCTYNa, 3JOYMBIIUIEHHON  MOIMU(HKAIMH  WIN
yTparsl CIy)keOHOW wuHpoOpManuu; paboTaeT C
COBPEMEHHBIMH METOJIaMH 3alUThl MH(OOPMAIH OT
HECaHKIIMOHUPOBAHHOTO JIOCTYTIA.

Ha YpOBHE YMEHUII:

— CaMocTOATENPHO pemaeT 3afadd  MpPeAMETHOU
o0Jy1acTi Ha NMEPCOHATBLHOM KOMITBIOTEPE C TIOMOILBIO
HOBBIX nH(pOPMAMOHHBIX TEXHOJIOTUH u
COBPEMEHHBIX MH(POPMAIIMOHHBIX CUCTEM; paboTaeT ¢
MPOrPaMMHBIMH CPEACTBAMH 3aIIUTHI HHOOPMAIHH.
Ha ypOBHE HaBBIKOB:

— Braneer KpunTorpaduieckoi u
creranorpaduyeckon 3aILUTOMN uHpopmanumy;
OCHOBHBIMH METOAaMH M CPEACTBAMHU  3aIlUTHI
nHpopmanuu. PabotaeT ¢ cOBpeMEHHBIMA METOJIaMHU
3amuTel MHQOPMAIMM OT HECAaHKIMOHHPOBAHHOTO
JIOCTyTA. CaMOCTOSITeNIFHO ~ peIlaeT  3amadu
IpeAMETHON 00JIaCTH Ha NMEePCOHAILHOM KOMIIBIOTEpE
C TIOMOIIIBIO HOBBIX MH()OPMAIIMOHHBIX TEXHOJIOTHH 1
COBPEMEHHBIX I/IH(bOpMaLH/IOHHI)IX CUCTEM, OCHOBHBIX
METOZI0B KpunTorpaduu. Paboraet ¢ mporpaMMHBIMU
cpencTBaMu 3amuThl uMHpOpManuu. Pabotaer ¢
MIPOTOKOJIAMH 3aIIUThI HHPOpMALUH.

2. O0beM U MecTO qUCHUILINHBI B cTpyKTYype OIl BO

VYuebHas auctuummHa «OcHOBBI MHGOPMAIMOHHON 0€30MaCHOCTH XO3sIiiCTBEHHOH esi-
TeabHOCTH» BXoauT B biok b1.B.JIB.14.01 Ba3oBas dacte yueOHOro 1uiaHa. JlucruruimHa oOmmm
o0beMoM 72 yaca u3yyaeTcsl B TeUEHHE OJHOTIO CEeMeCTpa U 3aKaHYMBAaeTCs 3a4€TOM B 3 ceMecTpe Ha
0uHOU (hopMe 00yueHwUsI, 00IIasi TPYJOEMKOCTh TUCIUILIMHBI B 3a4E€THBIX eIuHUIax coctanisier 2 3E
(72 4qaca).

JIJis yCHIENTHOTO OBJIAICHUs] TUCITUILIMHON CTYACHTY HE0OXOUMO UCTONh30BaTh 3HAHUS U Ha-
BBIKH, TOJYYECHHbIE UM MPU M3YyUYCHUM TaKWUX AUCITUIUIMH, Kak MaTeMaTuka, ¢usnuka, b1.b.4 noruka,
b1.b.5 BIcmIast MmaTemaTHKa.

3HaHUs, MOJYYEHHbIE B X0/1€ U3YUEHHS JUCHUILTUHBI «OCHOBBI HH(POPMAIIMOHHON 6e301acHo-
CTH XO3SHCTBEHHOU NIEATEIBHOCTI» MOTYT OBITh MOJIE3HBI MPH M3YYEHUH TaKUX MPO(HeCcCHOHATBHBIX
nuctuiuing, kKak b1.b.5 skonomuueckas teopusi, b1.5.9 Teopus BeposiTHOCTEN U MaTeMaTUyecKas CTa-
tuctuka, b1.5.10 coBpemennsie nnpopmaronusie TexHojaoruu, b1.B.JIB.3 maremaTnueckoe moje-
JUPOBAHHUE B COIMOJIOTHH ¥ HOBbIE HHGOpMaIOHHbBIE TexHoJorun, b1.5.8.2 6ubnuoreuno-undopma-
IUOHHBIE CUCTEMBI U TEXHOJOTHHU. B cOOTBeTCTBUU ¢ Y4eOHBIM TUTAHOM (DOPMOI MTPOMEKYTOUHOM aT-
TECTAINH SIBJIIETCS 3a4eT.

[To ouHoO¥ hopMe 0O0yUECHHSI KOTHMUYECTBO aKaJEMHUECKUX YacOB, BBIJCIICHHBIX Ha KOHTAKTHYIO
paboty ¢ mpenoaaBaTesieM (MO BUAAM y4eOHBIX 3aHATHI) — 36 4acoB, HA CAMOCTOSITEIIBHYIO paboTy
oOydaromuxcst — 36 4acos.

dopma NpOMEKyTOYHON aTTeCTallui B COOTBETCTBUH C YU€OHBIM IIJIAHOM — 3aueT.




3. Coaep:kanue u CTPYKTYPa AMCUMILINHBI

3.1. CtpykTypa AUCHUILIMHBI

O0beM TUCHHUILIMHBI, Yac.

®opma
KonrakTHasi padoTta TeKylUIero
o0yyarommmxcs ¢ npenojaa- KOHTPOJIst
Ne HaunMenoBanue TemM BaTeJeM 0 BHJIaM yqeﬁ}“,[x ycuneBaeMo-
n/n (paszeioB) Beero JAHSATHIA CPO cru?,
NPOMEKYTOY-
JIISO*, ;I g’/ ;[03f KCP HI())ﬁ aTTZCTa-
AoT J0T* | T1OT* un
Ounan popma odyuenus
3 cemecmp
[NonsTre nHpOpManny, 3aIINTHI
Tema 1 nHpOpManUU W WHPOPMAIMOHHOH Oe3- 6 2 - - 4 (0]
oracHOocTH. OCHOBHBIE COCTABJISIFOIIIHE.
3aKoHO/IaTeIbHBIA YPOBEHb HH(OPMAIH-
OHHOI ©Oe3omacHocTH. KoMIbloTepHbIe
Tewma 2 npectymieHns.  OTBETCTBEHHOCTh 32 10 2 - 4 4 (0]
COBEpIICHHE  KOMIBIOTEPHBIX  IIpe-
CTYILJICHUH.
Knaccudukanus arak. [Tonstre yrpossl.
Tema 3 Monens yrpos. PeKOMeHI[aEII/II/I o obec- 3 5 i 5 4 0
MEYEHNI0 MHPOPMALMOHHOH Oe30IacHo-
CTH.
OcHOBHBIE IOHATHS KpunTorpaduu. /Isa
Tena 4 COBPEMEHHBIX HANpaBICHUS B KpHII- 3 ) i ) 4 0
torpapun. Krnaccumdyeckne KpHNTOCH-
CTEMBI.
Kpunrorpadust ¢ OTKPBITBIM  KIIIOYOM.
Cucremsl mudpoBanus, He Tpedyronme
Tema 5 nepeaayn (blgnoqa. BQKTEOHHM 12 4 ) 4 4 0
TIOJTINCH.
Tema 6 OCHOBHBIE TEXHOJOTHH MOCTPOCHHUS 3a- 6 5 i i 4 0
nmmeHHBIX MC. MexceTeBbIie dKpaHbl.
Tema 7 Texnonorus VPN-cereil. 6 2 - - 4 o
Tema 8 3ammTta wuHpopManmn B MHTepHer.
HNudopmanronHas  0e30MacHOCTh B 10 ) i 4 4 0
ycnoBusix QyHKuuMoHupoBanus B Poccun
rI100aIbHBIX CETEH.
Tema 9 TumoBast ctpykrypa 3amutel ot HCJI. 6 ) i i 4 OT
YnpasiaeHue TOCTYIIOM. ’
ITpomexyTouHas aTTecTalus 3auer
Bcero: 72 20 16 36 23E

paboma (KP), kornoxsuym (K), acce (3), pepepam (P), oucnym ([), 3a0anus (3) u op.

Ipumeuanue: 4 — gpopmvl mexyueeo konmpoasn ycnegaemocmu. onpoc (0O), mecmupoganue (T), KoHmponvHas

CamocrositensHas padora (CP) mo m3ydeHHWIO TUCIHMIUIMHBI OcymlecTBisercss ¢ npumenenuem JOT.

Hocryn k JIOT ocymiecTBISeTCS KaXIbIM 00y4YarOIIMMCs CAaMOCTOSTEIIBHO € JIFOOOr0 yCTPOWCTBA HA TIOPTAJIE:
https://Ims.ranepa.ru. ITaposas 1 JOTHH K THYHOMY KaOMHETY/TpO(UITI0/y4eTHOH 3alMCH MPeaoCcTaBisieTcs 00y -

YJaIomEeMyCsl IeKaHaATOM.



https://lms.ranepa.ru/

3.2 Conepxxanue 1MCUMILTAHBI (MO1YJIs1)

n/n

HanMeHOBaHHE TEM
(pa3naesioB)

Conep:xanue TeM (pa3iesioB)

Tema 1

IMonstie wHOpMAIMK, 3alIHUTHI
nHpopMar ¥ WH(POPMAITMOHHOMN

Ilonstne wHpOpMAINMK, 3alUTHl  HHQOpPMAIUH U
nH(popManoHHON Oe3omacHoCTH. Ha3sHadyeHne u 3amadyu B
ctepe obecrieueHuss MHGOPMAIIMOHHOW OE30MacCHOCTH Ha
YPOBHE TOCY/apCTBa, HA YPOBHE PETMOHA U HA JIOKATHHOM
ypoBHe. OCHOBHBIE TOJIOKEHUSI TEOPHH WHPOPMAITMOHHON
Oe3omacHocTH  MHQOPMAIMOHHBIX  cucTeM. (OCHOBHBIC
COCTaBJISIONINE obecrnieueHus “H()OPMAITUOHHOM
0€30MacHOCTH XO3SIHCTBEHHOW ATEILHOCTH.

Tema 2

0€30MacCHOCTH. OcHOBHEIE
COCTaBIISIIOIINE.

3aKoHOJATENbHBIN YPOBEHb
WH(POpPMAIIMOHHOW  0€30MacHOCTH.
KommerorepHbie MPECTYIUICHHS.

OTBETCTBEHHOCTh 3a COBEpILIEHHUE
KOMITBIOTEPHBIX ITPECTYIUICHHUH.

BaxxHOCTh 3aKOHOIATENHFHOTO YPOBHS WH(POPMAIMOHHON
oe3omacHocTH. O030p POCCHHCKOTO 3aKOHOAATEIHCTBA B
oOnactu obecrieueHusi UH(DOPMAIMOHHOM 0E30MMacHOCTH.
JloktpuHa wuH(pOpMaIMOHHOW Oe3omacHocTH P®, 3akoHBI
«O rocymapctBeHHOW TaiiHe», «O06 wuHpOpPManHH,
WHPOPMAIIMOHHBIX ~ TEXHOJOTHSX W O  3alluTe
uHopMamy». Jlpyrue 3aKkoHbl U 3aKOHOJATEIbHBIC aKThI.
Konuenuus nndopmannonnoir 6ezonacHocTd. OCHOBHBIE
HOPMAaTHBHBIC PYKOBOJSIIME JOKYMEHTBI, Kacarolluecs
roCcy1apCTBEHHOM TaHbBI 51 KOH(UICHIIHAIbHOM
uHpOpMAIlH, HOPMATHBHO-CIIPABOYHBIE  JOKYMEHTEHI.
HopmartuBHble akTbl aaMuHUCTparuu Bomrorpaga B
00s1acTi MHPOPMALIMOHHOM 0€30MaCHOCTH.
Komneiotepubie mnpectymuieHusi. OTBETCTBEHHOCTh 32
COBEpIIIEHNE KOMITBIOTEPHBIX MPECTYIUIEHUH. YTOIOBHAS U
aJIMUHUCTPATUBHAS OTBETCTBEHHOCTb.

Tema 3

Kmaccuduxamus  arak. [lomstue
YI'PO3BI. Mogaens yIrpos.
Pexomenpamuu 1o  oOecneyeHHIO
MHPOPMAIOHHOHN 0€30MacHOCTH.

IlonssTme arakm Ha  WHOOPMAIMOHHYIO  CHCTEMY.
Kimaccudukamuss  arak. Buasl  TPOTUBHHUKOB — WIIH
“HapymmTeneii”’, ux knaccudurauus. Kanamel yTeuku
MHQOpMAIMK:  BHU3YallbHO-ONTHYECKUH, aKyCTHYECKHUH,
JJEKTPOMATHUTHBIA W MaTepHalbHO-BEIIECTBEHHBIN.
[Honsitre yrpo3sl. IcTouHNKH yTpo3 U UX Kilaccu(uKanus.
Iloctpoenne ™openu yrpo3 oprasuzanud. llpumepsl.
PykoBomsmme  moxymenTsl ['octexkomuccun —Poccun
(DenepanbHasg ciyxba M0 TEXHUYECKOMY U IKCIIOPTHOMY
KOHTpOJIIO) MO 3alUTe OT HECaHKIHOHUPOBAHHOTO
moctyma k wuHpopMarmu. CrenuanbHbie TpeOOBaHUS U
pexomenaanuu. Muctpykuus CTP-K. Pexomenpanuu mno
3amuTe  KOHpuIeHIManbHoW  uHpOpMamuu.  Kiaccsl
3alIMLICHHOCTH CPEICTB BBIYHUCIUTEILHON TEXHUKH U
aBTOMAaTHU3MPOBAaHHBIX ~ CHCTEM MO0  PYKOBOJSIIUM
nokyMmentam ['ocrexkomuccun Poccumn. ITlokazarenu
3amuuieHHocTH.  Cucrema  3aliuTel  MHPOPMAIMH  OT
HECaHKIIMOHMPOBAHHOTO AOCTyNa. PexoMeHmyeMble Mepsbl
M0 OO0CCTICUYCHUIO 3aIluTHl HWHPOPMAIMA B TIPOIECCe
3KCIUTyaTaluu UHPOPMAIIOHHOH CHUCTEMBI.
PaspemmrenpHas cuctema pnomycka. PekoMeHmanuu 10
IUIaHy  JTOpabOTKH  OOBEKTOB  WH(pOpMATH3AIMH  Ha
COOTBETCTBHE TpPEOOBAHUAM PYKOBOISAMIUX JIOKYMEHTOB
T'octexxomuccuu Poccum.




n/n

HanMeHOBaHHE TEM
(pa3naesioB)

Conep:xanue TeM (pa3iesioB)

Tema 4

OCHOBHBIC TIOHATHS KPHIITOTpadUH.
JIBa COBpPEMEHHBIX HAIpaBIICHHUS B
Kpuntorpagpuu. Knaccuueckue
KPUITOCUCTEMBI.

Hctopuueckass cnpaBka. Bo3MoxHbIE — HamnpaBieHUS
pelieHust 3amadd  oOecmedyeHus Iepefadd CeKpeTHOM
unopmanuu.  Creranorpadpuss u  Kpunrorpadus.
Baxnocts  kpunTorpaguM = mpH  pEUICHWH  3ajad
obecrieueHus nH(pOpMAITHOHHON 0e30macHOCTH
XO0351iCTBEHHOMN JEATEIIBHOCTH U COXpaHECHUA
KoH(puaeHIManbHOH uHpopManuyu. OCHOBHBIE MOHATHS
kpuntorpaduu.  [loHATHE  KPHUIITOCHUCTEMBI,  KJIOYa.
Bo3moxxHble aTakh Ha ~ KPUOTOCHUCTEMBI,  IOHSTHE
kpunroananusa. HanexHocts  kpunrocucremsl.  [IBa
OCHOBHBIX HAaNpaBJICHUs B COBPEMEHHOH KpUHOTOrpaduu.
Kiaccnueckne kpunrtocucteMbl. OmHoan(aBUTHBIE W
MHoOroangaBuTHeie KpuntocucteMmbl. Cuctemsl Llesaps u
Buxenepa. BosmoxxHocTH KpUITOAHAIIN32a
MHOroan(aBUTHBIX  CUCT€M.  PackpbiTue  CHUCTEMBI
Bmxenepa. HagexHocTs MHOTOan(aBUTHBIX — CHCTEM.
ONEeKTpOMEXaHNYECKHE mru(poBaIbHBIE MaIINHBI.
AOCOMOTHO HajexxHas KpunrocucreMa: “OgHOpa3oBBIT
6510KHOT”. BO3MOYKHOCTH HCITOJIB30BAHUS TAKUX CHCTEM Ha
MIPaKTHKE. CrangapTsl mdpoBaHus JAHHBIX.
Kpunrocucrema DES. Poccuiickuii ctangapT mudpoBaHus
I'OCT 28147-89. [Ilpobmema BbeIOOpa  HaIEKHOUN
KPUNTOCUCTEMBl ~ JUI1  3allUThl  CBOMX  JIaHHBIX.
[lepcnexTuBbl  pa3BuTUsl  KpunroaHanusa. IIpobnema

Tema 5

Kpunrorpagus c OTKPBITBIM
Kiro4oM. Cucremsl mu(ppoBaHus, He
TpeOyrolmme  mepeiayd  KIkoua.
DNEeKTPOHHASI TOJITHUCH.

Cucremsl mudpoBaHus, He TPeOYIOIUE MepeIadn KIroJa.
[IpoOneMbl UCMONB30BaHUST TaKUX CHUCTeM. [IpoTokon
UCTIONIb30BaHUsl cucTeMbl «OIHOPA30BBIi OJOKHOTY, He
TpeOyrOImuUi  MepBOHAYAIBHOTO OOMEHa CEKPETHBIMHU
krouamu. Kpunrorpadus ¢ oTKpeITEIM KitouoM. [ToHsATHE
OTKPBITOTO M CEKpeTHOro  Kiroua. [lpaBwia  ux
HUCITIOJIb30BaHUs. HpI/IHHI/IHI)I IMMOCTPOCHUSA KPUIITOCUCTEM C
OTKDBHITBIM ~ KJTIO4YOM. M3BeCTHBIE KPUNTOCUCTEMBI C
OTKPBITBIM KIIFOUOM H WX anroputmbl. Cucrema RSA.
Jnnaa xmroua B KpUNTOrpaguu € OTKPBITBIM KIIOYOM.
OnHOCTOPOHHSSA hyHKIHS, BO3MOXKHOCTB ee
UCTIOJIh30BaHUA. JJIEKTPOHHAS TOJINCh W TPUHIUIBI €e
IIPUMCHCHUS.

Tema 6

OCHOBHBIC TEXHOJOTHH MOCTPOCHUS
samumieHuplx  MC.  MexceTeBble
JKpaH#bI.

OCHOBHBIE TEXHOJOTHHU IMOCTpoeHus 3ammieHHbx HC.
[lonsatue mexcereBoro skpana. llpaBuia dunbTpanuum u
NPUHIUOB WX npuMeHeHus. [laketHele  GUIBTPEHL
[TonuTtuka cereBoii OezonacHocTH. [lomuTrka peanuzanuu
MEXKCETEBbIX 3KpaHOB. (DYHKIMOHAILHBIE TPEOOBAHUS K
MEXCETEeBbHIM JKpaHaM © UX KOMIOHEHTHl. LImro36r
CEaHCOBOTO W TPUKIAAHOTO YpoBHA. HoBble (yHKIINN
Opanamays’poB. CXeMbl  OpraHM3allMd  MEXKCETEBBIX
3kpaHoB. OCOOCHHOCTH Pa3IMYHBIX CXEM pealu3alliu, HX
MPEUMYIIECTBA W HEIoCTaTKH. [IpoOieMbl, CBSI3aHHBIE C
MEXCETEBBIMH JKpaHaMu. TpeOoBaHHMS K MEXKCETEBEIM
SKpaHaM




n/n

HanMeHOBaHHE TEM
(pa3naesioB)

Conep:xanue TeM (pa3iesioB)

Tema 7

Texnonorust VPN-ceTei.

TexHomorusi 00beAMHEHUS JOKATBHBIX CETeH W OTHAEIBHBIX
KOMIIBIOTEPOB ~ 4Yepe3 OTKPBITYI0  BHEIIHIOK  Cpeay
nepefaud  JaHHBIX B €AMHYI0O BHPTyaJlbHYIO CETh,
o0ecreunBaroyo 3aluTy HHQOPMALMOHHBIX ITOTOKOB
i texuoniorust VPN-cereit. Ocobernoctu VPN. TynHens
VPN. TynaenupoBanue u ero ocobeHHOCTH. OCHOBHBIC
pazHoBUIHOCTH  VPN-yCcTpoHCTB 1O  TEXHHYECKOU

peanusanuu. Pomn VPN-ycTpoicTB. Bapuanter
MOCTPOCHUS 3alIMIIEHHbIX KaHaioB VPN. VYrpossl mis
VPN. BapuanTsl 3aMUIIEHHBIX COCJIMHECHUM.

Knaccuduxanus VPN-cereii. CoBMelleHne VPN-
TEXHOJIOTUH U MexceTeBoro skpaHa. Hemoctatku VPN.

Tema 8

3ammra uHpopMmauuu B HHTEpHET.
Nudopmarmonnas 06e30MacHOCTh B
YCIIOBUSIX  (DYHKIIMOHUPOBAHHS B
Poccun rmobanbHBIX ceTei.

[Ipobnema obecnieuenus: HHGOPMALMOHHON OE30MaCHOCTH
npu pabore ¢  riobampHONM  ceThio  MHTEepHeT.
Nudopmarmonnas 0e301acHOCTh B YCIOBHSIX
(ynkmonupoBanus B Poccum rino0anmpHBIX ceredl. Yka3
npesugeHTa PO  «O  wmepax 1o  obecredeHHro
uHpopMaIMoHHoN Oe3omacHocTh Poccutickoit deneparuu
B cdepe MEXKIyHapOAHOTO HH(POPMAIMOHHOTO OOMEHa».
Yrpo3sl nHpOpMAITMOHHOH Oe30macHOCTH MpU padoTe ¢
HuTtepHer. Bupycsl, HCTIOJTHSEMbIE MOJTYJIH,
BCIUIBIBAIOIIME OKHa M  peknama. Vcmonb3oBaHue
AQHTUBUPYCHBIX TPOrpaMM M MEXCETEBBIX 3KPaHOB IPH
pabore ¢ HutepHer. IlporpaMMHBIE CpencTBa MPOBEPKHU
Tpaguka W OOpbOBI ¢  HECAHKI[MOHHPOBAHHBIM
UCIIOJIb30BAHUEM PECYPCOB HH(POPMAIIMOHHOM CHCTEMBI.

Tema 9

TumnoBass CTpyKTypa 3alllUThl OT
HCJI. YopaBnenue 10CTyIoM.

ApxuTekTypa THUIIOBOI CHCTEMBI 3aIIUTHI oT
HECAHKIIMOHUPOBAHHOTO JocTyna. MueHtudukanus u
ayrentudukanys. [laponbHas ayreHtudukanus. [IpaBuna
npuMeHeHus: mnaponei. OpHopaszoBble maponu. Cepsep
ayreHTHU(uKauu. [loacucreMa ympaBieHHsS JOCTYIIOM,
MOJCUCTEMA PErUCTpaluu U ydeTa. [I[puHIUNbBl KOHTPOJIA
Joctyna. Marpuna [0CTynma W CHUCKM — JIOCTyMA.
IIpou3BonbHOE M MPUHYIUTENBHOE YIIPABICHUE JOCTYIIOM.
OrpanunuuBatonuii  untepderic. PorneBoe ympasiieHue
noctynoMm. CTaTudeckoe U JUHAMUYECKOE paclpeiesieHue
pouieil. IToncucrema obecrieueHus 11€JIOCTHOCTH.
Kpunrorpadugeckas nmoacrucrema.
[IporpaMmmHo-anmapaTHble CpeICTBa 3aIUTH HHPOPMALIUN
or HCJ. VYcrpoiictBa BBOAa WICHTUDUKAITMOHHBIX
MIPU3HAKOB. Knaccudukariust YCTPOMCTB BBOJA
UACHTU(PUKAIMOHHBIX  IPU3HAKOB. buomerpuueckue
YCTpOICTBA BBOJIa WICHTU()MKAIIMOHHBIX TPU3HAKOB U X
knaccuukammsa. llpenmymectBa W HEJOCTAaTKH WX
WCIIOJIb30BaHUSL. KomOuHMpOBaHHBIC YCTpOICTBA.
ONEeKTPOHHBIC 3aMKH.




Ha camocTositenbHy0 paboTy CTyA€HTOB MO AUCHUIUIHMHE B1.B.JIB.14.01 OcHOBBI HH()OpMAaLIH-

OHHOM 0€30I1aCHOCTH XO03AHCTBEHHOM AeATeIbHOCTH BBIHOCSATCS CIEAYIOIINE TEMBI:

J‘; Tema Bonpocsl, BeiHOcuMBIe Ha CPC g::]:: 3;)231:4?
1 2 3 4 5
1. | llonstue wnHbpopma- | [lonstne  wmHbOpMAaIUH, 3amUTel  WHQOpMAIMH |

IIUH, 3amuThl | HHGOPMAIMOHHON Oe3omacHocTd. HasHauenwe u 3agaud B
nHpOpMAaLIH u | chepe obecneueHuss HHGPOPMALUMOHHONW OE30HACHOCTH Ha
UH(POPMALIIOHHOMN YPOBHE TOCYAapCTBa, HA YPOBHE PETHOHA U Ha JIOKAIBHOM 0] 0
0e301acHOCTH. ypoBHe. OCHOBHBIC TOJIOKEHHS TEOPUH WHPOPMAIIMOHHOM
OCHOBHBIE  COCTaB- | 0€30MACHOCTH MH()OPMAIUOHHBIX CHCTEM.
JSIOIIKE.
2. | 3akoHOJATENbHBIN O030p pOCCHHCKOTO 3aKOHO/JATENhCTBA B 00JNACTH
ypoBeHb  MH(pOpMa- | obecrieueHust HHGOPMALMOHHONW Oe3omacHocTH. JloKTprHa
IUOHHOH Oe3omacHo- | mHGopMaunoHHOH  Oe3omacHocth PO,  3akoHbl  «O
cti. KommbroTepHbie | rocynapcTBEHHOM TaiHey, «006 nHpOPMAIH,
npectymieHus.  Ot- | nHQOPMALMOHHBIX TEXHOJOTMAX M O 3allUTe HHPOPMAILIN». o o
BETCTBEHHOCTh 3a | OCHOBHBIE = HOPMAaTHBHBIE  PYKOBOASIIME  JOKYMEHTHI,
COBEpIIIEHNE Kacarolyecs rocy1apCTBEHHOW TalHBI U KOH(QHICHINATEHON
KOMIBIOTEPHBIX Tpe- | mHpopmManuu.  HopmaTtwBHBIE — aKTBl  agMUHHCTPAIAN
CTYTIJICHUH. Bourorpana B o6actit ”HHOpPMaIMOHHOM 6€30MIaCHOCTH.
3. | Kimaccudukarms [TonsiTne aTaku Ha nH()OPMAITHOHHYIO CUCTEMY.
aTax. [onstne | Knaccuduxamms aTak. Bunsl IIPOTUBHUKOB 15805
YIPO3BL. Mogens | “Hapymmreneii”’, ux kinaccudurauus. Kanamel  yTeukn
yrpo3. Pexomenna- | uadopmanmu: BU3YaJIbHO-ONTUYECKUH, AKyCTHYECKHIH,
muu 1o obecriede- | SJIEKTPOMArHUTHBIA UM MaTepHalbHO-BEIIeCTBEHHBIN. [loHATHE
HUIO WH(pOpManMoH- | yrpo3bl. Mcrounukn yrpo3 u ux kinaccudukanus. [loctpoenue 0 0
HOI 0€30MacHOCTH. Momenu yrpo3 opranuzauuu. [lpumepsl. CrnenuanbHbie
TpeOoBaHUS M pekoMeHAauuu. [lokasarenu 3aIlIMIIEHHOCTH.
Cucrema 3amuThl WHPOPMAIMH OT HECAHKIMOHHPOBAHHOTO
noctyna. PexomeHayemble Mepbl MO OOECIIEUEHHWIO 3allUThl
nHpOpMAINK B TIpoIlecce IKCILTyaTallid HWH()OPMAIMOHHON
cucreMbl. PazpemmrenpHas cucreMa JOIMycKa.
4. | OcuoBuble mnoHATHs | CTeranorpadus u kpunrorpadus. BaxnocTs kpunrorpaduu
kpunrorpaduu. JIBa | mpu pemeHun 3amad  oOecredyeHHs  MH(POPMAIMOHHOM
COBPEMEHHBIX 0€30I1aCHOCTH XO3SIMCTBEHHOM [ESTEIbHOCTH U COXPAHEHUs
HaIlpaBJICHUS B | koHGuAeHIMaNbHOH  wH(popmanmu. OCHOBHBIE  TOHSATHS
KpUITorpadu. KpHUITOTpauH. [lonsTue KPUITOCUCTEMBI, KJTI04a.
Knaccuueckue kpum- | Bo3aMoxkHble ~ aTaku ~ Ha  KPUNTOCHCTEMBI,  IOHATHE
TOCHCTEMBI. KpunToaHanusa. HanexHocTh KpUNTOCHCTEMEL. [IBa OCHOBHBIX
HAIIPaBJICHUS B COBpPEMEHHOMU Kkpuntorpapuu. o o
OnnoandaBuTHBlE W MHOToan(aBUTHBIE KPHITOCUCTEMBI.
Cucrtemsl Leszaps u Bukenepa. BoaMoxHOCTH KpUnTOaHanu3a
MHOTOaNI()aBUTHBIX CHCTeM. PackpeiThe cucteMbl Bmxenepa.
HapexxHocte  MHOTOangaBUTHBIX ~ CUCTEM.  AOCONIOTHO
HanaekHas  KpunrTocucrema:  “OmHOPa3oBBIA  OJIOKHOT”.
Kpunrrocucrema DES.
5 Kpunrorpadus c | Cucrempl mWUQpoBaHus, HE TpeOyloIIMe MepeJadd Kiroya. o o

OTKPBITBIM  KITIOYOM.
Cucremsr mmpoBa-
HUs, HE TpeOyromue
nepeaadn KITI04a.
DIIeKTpOHHAs
MOJIITHCE.

IIpoTokon  WCMONAB30BaHUA cucteMbl  «OmgHOPA30BEII
OJIOKHOT», HE TpeOyIOMMi MepBOHAYAILHOTO OOMEHa
CEKpeTHhIMU KirouaMu. Kpunrorpadus ¢ OTKPBITEIM KIIFOUOM.
[loHsiTHE OTKPBITOTO W CEKPETHOTO Kito4a. [IpuHIMITEI
ITOCTPOCHUST KPUITOCUCTEM C OTKPBHITHIM KITF0OUOM. V3BECTHBIC
KPUITOCUCTEMBI C OTKPBITBIM KIIFOUOM U HMX aJTOPHUTMBI.
Cucrema RSA. JInnHa KIH04a B KPUNTOTPAQUH C OTKPHITHIM
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kimodoM.  OpHOCTOPOHHSISE  (PyHKIMS, BO3MOXKHOCTH €€
WCIOJB30BaHMs. OJNEKTPOHHas TMOANKUCH W TIPUHIUIBI €e
[IPUMEHEHMUSL.

6 OCHOBHBIE ~ TEXHO-
JIOTUM  TIOCTPOCHUS
samumeHuerx MC.
MexceTreBble  3Kpa-
HBL.

OCHOBHBIC TEXHOJOTHH IIOCTpoeHHUs 3ammmeHHbx HC.
[lonsitne wmexcereBoro oskpaHa. IlpaBuna QuiabTpauuu u
npuHIMIE uX npumenenus. [lakerasie ¢unbtpel. [lomuTnka
cereBoil Oe3omacHocTh. [lonmuTHka peann3anyy MeEXCEeTEBBIX
OKpaHOB. qDYHKHI/IOHaJIBHBIe Tpe60BaHI/I$I K MCEKCETCBBIM
9KpaHaM M HUX KoMIoHeHTHl. Illmro3el  ceaHcoBOro u
MpUKIAAHOTO ypoBHS. HoBble ¢yHKIMH OpaHIMay>pOB.
CxeMbl OpraHW3alil MEXKCETEBBIX JKPaHOB. TpeOoBaHHS K
MEKCETEBBIM DKpaHaM

7 Texnonorust  VPN-
ceTel.

TexHomorusi OObEAMHEHUS IJOKAIBHBIX CETEH W OTHEIbHBIX
KOMITBIOTEPOB 4€pe3 OTKPBHITYIO BHEIIHIO Cpely IMepeaadu
JaHHBIX B CIUHYIO BHUPTYAIbHYIO CETh, 00ECIeYHBAIOLIYIO
3alUTy MH(MOPMAIMOHHBIX TMOTOKOB WM TexHonorus VPN-
cereii. OcobOenHoctu VPN. TyHHenupoBaHme W  €ro
ocobennocTr. OCHOBHBIE pa3sHOBUIHOCTH VPN-yCcTpo#cTB 110
TexHudeckon peanusanuu. Pomu VPN-ycrpolicts. BapuaHTel
MOCTPOEHUS 3allMIIEHHBIX KaHaioB VPN. Vrpossl mis VPN.
Kiraccuduxarmust VPN-cereir. Comenienne VPN-texHomornii
u MexceTeBoro 3kpana. Hegocratku VPN.

8 3ammra  uHpOpMa-
uun B VHTepHer.
WNndopmarmonnas
0€30I1aCHOCTD B
yCIOBUSIX  (DYHKIIH-
onmpoBanus B Poc-
cHu rI100aIbHBIX
CeTeH.

[Ipobnema obecnieueHust ”HGOPMALTUOHHON O€30MacHOCTH MpU
pabore c¢ rnobanpHOM cerbto MHTepHer. MHpOpManmoHHas
0e30macHOCTh B yCIOBHSX (yHKIMOHHMpOBaHHS B Poccun
mIO0ANBHEIX ceTed. Ykaz mpesumeHta PO «O mepax 1o
obecniedyeHnio WHGOpPMAIMOHHON Oe3omacHocTH Poccuiickoit
@denepannn B chepe MEXIYHAPOTHOTO HHPOPMALHOHHOTO
oOMeHa». YTpo3bl WHGPOPMAIIMOHHOW 0E30MacHOCTH IpH
pabore ¢ Uarepner. Bupycwl, ucHomHSIEMblE MOIYJIH,
BCIUIBIBAIOLIME  OKHa M pexiama.  lcnonb3oBaHue
AQHTUBUPYCHBIX IPOrPaMM U MEXKCETEBbIX IKPAaHOB IIPU paboTe
c Wurepuer. IlporpamMmHbIe cpencTBa MPOBEPKH TpadHka U
00pHOBI ¢ HECAaHKIIMOHUPOBAHHBIM HCIIOJIb30BAHHEM PECYPCOB
WH(GOPMAITMOHHOW CHCTEMBI.

9 TunoBast cTpykTypa
sammuTel oT  HC/I.
VYnpasnenue no-
CTYTIOM.

ApXUTEKTYpa THUTIOBOH CHCTEMBI 3aIUTHI oT
HECaHKIMOHUPOBAHHOTO  focTyna. Maentudpukauus u
ayrentudukauus. IlaponbHas ayrentudukauus. IlpaBuna
npuMeHeHust maposieid. OpHopasoBble maposd. [IpuHIUTIEL
KOHTPOJIsL AOoCTyna. MaTpuma JocTyna M CHHCKM JIOCTYIHA.
IIpon3BonbHOE W HPUHYAWTENBHOE YIPABIECHUE JOCTYIIOM.
OrpannuuBatommii  uHTepdetic.  PomeBoe  ympaBneHme
noctynoMm. Kpunrorpaduyeckas moxacucrema. [Iporpammuo-
ammapaTtHele cpeactBa 3ammTel uHGopMmauumu ot HC/I.
YcTpoiicTBa BBOJAa MACHTH(-HBIX Mpu3HaKoB. [IpemmymiecTra
U HEJIOCTATKU MX MCHOJIb30BAHMsL. DINEKTPOHHbIEC 3aMKH.

4. MaTepuaJbl TeKYIIEro KOHTPOJISI yCIIEBAEMOCTH 00yYaroUInXcst

4.1. ®opMbI 1 METOABI TEKYIIEr0 KOHTPOJIS YCIIEBAEMOCTH M MPOMEKYTOYHOM aTTeCTANNHU

B xone peanuzanuu aucuuminasl b1.B.JIB.14.01 «OcHoBBI HH(pOpMALMOHHOI 0€30IIACHOCTH XO-
3AHCTBEHHOI JesITeILHOCTH» NCNOMb3YIOTCA Cneaytowme MeToApbl TEKYLLEro KOHTPOAA ycnesaemocTu oby-

yaroLmxea:
Ne HaumeHoBaHue TEM Mertoabl TeKyLero
n/n (pasaenoB) KOHTPOJIf YCIIeBAeMOCTH

Ounas ¢popma

Tema | | Iomstie mudopMmaimy, 3ammThl MHGOPMALME M HH(OPMAIHOHHOM

YcrHbIl
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0e3onacHocTi. OCHOBHBIE COCTaBIISIOLINE. ompoc

3akoHOAATENbHBIA ~ ypOBeHb  HMH(GOPMALMOHHOH  OE€30MACHOCTH. N—

Tema2 | KomnbrorepHele mnpecTyuieHus. OTBETCTBEHHOCTh 3a COBEPILEHHE onpoc

KOMITbIOTEPHBIX NPECTYIUICHHUH.

Tena 3 Knaccugukauus arak. [lonstre yrpossl. Monens yrpos. Pekomennaunu VerHbIi
o obecneyeHnto nHGOpMauMOHHON 0€30MacHOCTH. ompoc

Tena 4 OcHoBHble MOHATUA KpurTorpaduu. J[Ba cOBpeMEHHBIX HAIpPaBICHUS B VerHbii
kpunrorpagun. Kinaccuueckue KpUNTOCUCTEMBIL. ompoc

Tema 5 Kpunrorpagusi ¢ oTkpbITbiM KimtouoM. CucTeMbl IUQpPOBaHUS, HE VCTHBIi
TpeOyIolye nepeJadu Kiova. DIEeKTPOHHAS MOAMHUCH. ompoc

Teva 6 OCHOBHBIE TEXHOJOTHH IMOCTpoeHns 3amuiieHHsx HC. MexcereBbie VerHbIit
SKpaHbI. orpoc

Tema 7 | Texnonmorus VPN-cereil. Yermiit
ompoc

Tema 8 3ammra nabopmanuu B WHTepHEeT. UH(pOpMaImonnas 6e30macHOCTD B VYerHbiit
ycnoBusiX (yHKIMOHUpoBaHus B Poccuu riiobaipHBIX CETeH. omnpoc

YcTHbli

Tema 9 | TunoBas cTtpykrypa 3amutsl or HCJI. Ynpasnenue noctynom. ompoc,

TECTUPOBAHUE

HpI/I IPOBCACHUN 3aHATHI JICKITMUOHHOI'O THIIA: YCTHBIﬁ OIIPOC;
npyu NpOBCACHUN 3aHATHI CCMHHApPCKOro Tuia: MHANBUAYAJIbHBIC 3a1aHUs UIA BBIITOJHCHHS Ha KOMIIBKOTCPE,
P KOHTPOJIC PE3YJIbTATOB CaMOCTOSITEIILHOM pa6OTLI CTYACHTOB: 3JICKTPOHHBIC TCCTHI.

[IpomexyTouHas aTTecTanys MPOBOAUTCS B (opMe 3aueTa METOJOM 3JIEKTPOHHOIO TECTHPOBA-
Hus. K ciade 3auera mo AMCHUIUIMHE JOMYCKAIOTCS CTYAEHTHI, MOJTy4YHBIINE He MeHblle 60 GayioB
npu Tekyuiei arrecrauuu. [Ipu moAroToBke Kk 3a4eTy CTyACHT BHUMAaTEIbHO IMPOCMATPUBAET BOMPO-
CBl, IPEAYCMOTpPEHHBIE paboyel MporpaMMoil, 1 3HAKOMHUTBCS C pEKOMEHOBAaHHON OCHOBHOI JTuTepa-
Typoil. OCHOBOW A7l cllauM 3ayeTa CTYJIEHTOM SIBJISIeTCSl U3Y4YeHHE KOHCIIEKTOB OO30pHBIX JIEKIIUH,
NPOCIYIIAaHHBIX B TEYEHUE ceMecTpa, HHPOpMaLus, [OJyYeHHas: B pe3yJbTaTe CaMOCTOSTEIbHON pa-
OO0TBI, U MPAKTUYECKUE HABBIKH, OCBOCHHBIE MPU PELICHUH 3a/1a4 B TEUEHUE CEMECTpa.

4.2. TunoBble MaTepHAJIbI TEKYIIET0 KOHTPOJIS yCIIeBAEMOCTH 00YYAOIINXCS

3amanust 11 KOHTAKTHOM M CaMOCTOSITEIBHOW paOOThl BKITIOYAIOT B CEOSl KOMILIEKC 3aaHUi
BBITIOJTHEHHE, KOTOPBIX, MPEANoaraeT TIIAaTeIbHOE N3yUYeHNEe HAYYHOU U yUeOHOMH TUTepaTyphl, epu-
OJIMYECKUX HM3JaHHH, a TaKXKe 3aKOHOAATECIBbHBIX U HOPMATHUBHBIX JOKYMEHTOB, MpEJIaraéMbiX B 1.6
«YuebHas nuTepaTypa W pecypchl HH(DOPMAIMOHHO-TEICKOMMYHHUKAIIMOHHON cetn WHTepHer,
y4eOHO-METOIMUECKOe 00CCTICUCHNE CAMOCTOSTEIHFHOM pabOThl 00YJAIOIITUXCSI TIO TUCITUTIITHE.

3aaHusi MPEAOCTABISIOTCS HA MPOBEPKY B AJIIGKTPOHHOM BHJIE WU HAa OyMaKHOM HOCHTEJE.
[IpemnoxenHbie 3aaHUs BBIMOTHSAIOTCS B (JOPME YCTHOTO ONpOca, MyIbTUMEANIHOTO JOKIaia, perie-
HUSA 33/1a4 HAa KOMITBIOTEPE, SJIEKTPOHHOT'O TECTA U T.II.

Tema 1
Ilonsitue uHdopmanum, 3amuThl HMHPOpMANUM W HHPOPMALMOHHOW 0€30MACHOCTH.
OcHOBHBIE COCTABJISIIOLIHUE.

Bomnpocs! ycTHOro onpoca:

1. Tlonstue uHMOpPMAIINH, 3aNIUTHI HHGOPMAIMU ¥ HHPOPMAITHOHHON 6E30MaCHOCTH.
Hasnauenue u 3amauun B cdepe odecrieueHnss HHGOPMAIIMOHHOMW OE30MaCHOCTH Ha yPOBHE TOCY/IapCTRa,
Ha YpOBHE PErvoHa 1 Ha JIOKaJbHOM ypOBHE.

3. OCHOBHBIE MOJIOKEHUS TEOPUU MHPOPMALIMOHHOMN 0€301aCHOCTH HH(POPMAIIMOHHBIX CUCTEM.

4. OcHOBHBIC COCTaBIIOMKE OOecmeYeHWsT WHOOPMAIIMOHHON  O€30MacHOCTH  XO3SHCTBEHHOM
JIeSITEITbHOCTH.

Tema 2
3akoHoaaTe/IbHBII ypoBeHb HH(opManuoHHoii 6Ge3onmacHoctu. KomnblooTepHble mnpe-
crymieHusi. OTBeTCTBEHHOCTD 32 COBepIlieHHEe KOMIBIOTEPHBIX NMPeCcTYIIeHH .
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Bonpocsl ycTHOrO onpoca:

BaxxHOCTH 3aKOHOAATENBHOI'O YPOBHSI HHPOPMAIIOHHOH 6e3011acHOCTH.

00630p poccHiicKOTO 3aKOHOAATETHCTBA B 00JacTH o0ecriedeH st HH)OPMAITMOHHOW 6e301MacHOCTH.
Hokrpuna wunpopmaunonHol OezomacHocTH P®, 3akoHsl «O TOCymapcTBeHHOH TaitHey, «O0
uHpOpMaK, THOOPMALMOHHBIX TEXHOJIOTUAX U O 3aIIUTe HHPOpMaUN.

[pyrue 3akoHBI ¥ 3aKOHOAATENbHBIE akThl. KoHnenmusa nHpopManuoHHONH 6€30MacHOCTH.

OcHOBHbIE HOpPMAaTHBHBIE PYKOBOJIIINE JOKYMEHTBI, Kacalollhecs TOCyJapCTBEHHOW TalHBI H
KOH(pUIeHIMaNbHOH HH(OpPMAaLUK, HOPMATUBHO-CIIPABOYHBIE JOKYMEHTHl. HopMmaTuBHBIC aKThI
aaMuHHECcTpanuy Bonrorpana B 00mact HHPOPMALIMOHHON 6€30M1aCHOCTH.

KomnsrotepHsie nmpectymienus. OTBETCTBEHHOCTD 32 COBEPIIEHNE KOMITBIOTEPHBIX MPECTYTIICHUH.
YroioBHas U aIMUHUCTPATHBHAS OTBETCTBEHHOCTD.

Tema 3
Kiaacenpukanus arak. [lonsitue yrpossl. Mogenas yrpos. Pekomengauum mo odecrneue-

HUK0 HHPOPMAIMOHHO (e30NMaCHOCTH.

—_—
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9]

*©

10.

Bonpocsl ycTHOrO onpoca:

[onsTHe aTaku Ha MHPOPMATOHHYIO CUCTEMY.

Knaccudukanus arak. Buasl npoTHBHUKOB WK “HapymuuTeien”, ux Kiaccupukanus.

Kanambl yreuknm wuHGOpMaNUW: BU3YAIBHO-ONTHUECKHA, AaKyCTHUECKHH, OSJCKTPOMATHUTHBIA |
MaTepUalibHO-BEIlIECTBEHHBIH.

[MonsiTre yrpo3sl. ICTOYHUKH YTPo3 U UX KiIacCU(UKAIHA.

IlocTpoenue Moaenu yrpo3 opranusanui. Ilpumepsr.

PykoBomsamme aokymeHtsl [ocrexxomuccun Poccum (DenepanbHas ciyx0a MO TEXHHYECKOMY H
9KCHOPTHOMY KOHTPOJIO) IO 3allduTeé OT HECAHKIMOHMPOBAHHOTO JIOCTyNa K HWHQOpMaIuu.
CrenmanbHbie TpeOoBanus U pekomernaruu. Uuactpyxkimst CTP-K.

Pexomenpmamun mo 3ammure KoH(pHIeHIHWAaTbHOW WHopMammu. Kiacchl 3aluIIeHHOCTH CpEACTB
BBIUMCIIUTENBHON TEXHUKM W aBTOMAaTH3UPOBAaHHBIX CHUCTEM IO PYKOBOJALIMM JOKyMEHTaM
I'ocrexxomuccuu Poccun.

[oxazatenu 3ammunieHHOCTH. CHCTEMa 3aIUThHl HHPOPMAIIUK OT HECAHKIIMOHHPOBAHHOTO JIOCTYTIA.
Pexomenayemple Mepbl TIO O0OECHEYEeHWIO 3alUThl WHGOPMAMA B TPOLECCE OKCILTyaTarluu
MHQOPMAILIIOHHOHN CUCTEMBI.

PazpemmrensHas cucrema gonycka. Pekomenaanuu no miaHy 1opaboTku 0ObeKTOB MH(pOpMaTH3aUH
Ha COOTBETCTBUE TPeOOBAHMSIM PYKOBOAAIINX JOKYMEHTOB | ocTexxomuccuu Poccum.

Tema 4
OcHoBHbIe MOHATHUSI KpuNTOorpaguu. /[Ba coBpeMeHHbIX HANIPaBJIeHUs B KpUnTorpagum.

Kaaccuueckue KPHIITOCUCTEMBI.

W

10.

Bonpocsl ycTHOro onpoca:

Uctopuueckass cmnpaBka. Bo3moxHbIE HaIlpaBlieHHS pelleHus 3anadn  oOecredeHus Ieperavyu
CEKpeTHOH nH(popMaIm.

Creranorpadus u kpuntorpadus. BaxHocTh Kpunrorpaduu Tpu pelIeHWH 3amad  oOecrieueHUs
WH(POPMAIIMOHHOW O0€30MacHOCTH XO3SIWCTBEHHON NEATENIbHOCTH M COXpPaHEHUs KOH(UICHIIUAIEHOMN
WH(POPMAITIH.

OcHoBHBIC TOHATUS Kpuntorpadguu. [loHATHE KpPUNTOCUCTEMBI, KiIo4a. BO3MOXHBIC aTraku Ha
KPUIITOCUCTEMBI, TOHIATHUE KPUIITOAHAIH3A.

Hapexxnocts kpunrocucTeMbl. JlBa OCHOBHBIX HAampaBiICHHS B COBPEMEHHOW KpHUOTOTpaduu.
Kraccuaeckne KpUNTOCHCTEMBI.

OpnnoandaBUTHBIE U MHOTOAI(ABUTHBIC KPUIITOCUCTEMBI.

Cucremsl llezaps u Bikenepa. BoaMoskHOCTH KpuTTOaHAIH3a MHOTOAI(AaBUTHEIX CUCTEM. PackpeiTre
cuctembl Buxenepa.

HanexxHocTh MHOTOAI(haBUTHBIX CUCTEM. DJICKTPOMEXaHHUECKUE MHU(POBAIbHBIC MALITHHBI.
AOconioTHO HajexHast Kpunrtocuctema: “OgHOpa3oBbI OJOKHOT . BO3MOXXHOCTH HCIONIB30BAHUS
TaKAX CHCTeM Ha mpakTuke. CTaHAapThl U(POBaHUS TaHHBIX.

Kpunrocucrema DES. Poccuiickuii cranmapt mmdpoanus ['OCT 28147-89. Tlpobaema BbiOOpa
HAJICKHOU KPUIITOCUCTEMBI JUIS 3al[UTHl CBOUX JTaHHBIX.

[lepcriektnBbI pazBuTus Kpunroanaitusa. [Ipobiiema momHOTO IEpebopa Beex KITFOUei.

Tema 5
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Kpunrtorpagus ¢ oTkpbIThIM KJI1090M. CrcTeMbl IM(ppoBaHus, He Tpedyomue nepeaa-

Y KJIK04a. BHERTPOHHZISI MMOAIMUCH.

N —

PN R

a

Bonpocsl ycTHOrO onpoca:

Cucremsl mudpoOBaHUs, HE TPEeOYIOIIHE Mepeaadn Kioua.

[IpobiemMBl WCTONB30BAaHUS TaKUX cHCTeM. I[IpOTOKON WCIOMB30BaHMS CHUCTEMBI «OIHOPA30BEIi
0JIOKHOT», HEe TpeOyrIui MepBOHAYALHOTO OOMEHa CeKpeTHhiMH Kirouamu. Kpunrorpadus c
OTKPBITHIM KJIFOUOM.

IToHsITHE OTKPBITOrO U CEKPETHOTO Kitoya. [IpaBuia UX UCIIOJIb30BaHHUS.

[TpuHIIUTIBL TOCTPOEHUS KPUITOCUCTEM C OTKPBITHIM KITFOUOM.

W3BecTHBIE KPUIITOCUCTEMBI C OTKPBITHIM KIIIOUOM U UX anroputMsl. Cuctema RSA.

JnrHa KiroYa B KpUNTOTPAQUH ¢ OTKPBITHIM KITFOYOM.

OnHOCTOPOHHSS (DYHKIIHSI, BO3MOXKHOCTh €€ UCIIOIb30BaHMSI.

DNeKTpOHHAS TOIUCH U MPUHIUIILI €€ TPUMEHEHHUSI.

Tema 6

OcHOBHBIE TEXHOJIOTHH MOCTpoeHus 3amuieHHbIXx UC. MexceTeBble 3KPaHbI.

Bomnpocsl ycTHOro onpoca:

OCHOBHBIC TEXHOJIOTHH TTOCTPOCHUS 3aruimeHabx VC.

[lonsatne mexcereBoro skpaHa. [IpaBmna QuiabTpallii W TPUHIUNB WX NpUMeHeHWs. llakeTHbie
¢uneTpel. [TonuTrHka ceTeBoi 6€30MacHOCTH.

[NomuTHka peamu3auy MeXKCETEBBIX FKPaHOB. DYHKIIMOHAIEHBIC TPEOOBAHMS K MEKCETEBBIM dKpaHaM
1 UX KOMIIOHEHTBHI.

110361 CEaHCOBOTO ¥ MPUKIIAAHOTO YpoBHS. HoBEIC QyHKITNHM OpaHaAMay pOB.

CxeMBbl OpraHu3allid MEXKCETEeBBIX OKpaHOB. (OCOOCHHOCTH PAa3IMYHBIX CXEM peau3aliu, HuX
MPEUMYIIECTBA  HEAOCTATKH.

[IpoGaemsl, CBSA3aHHBIC C MEKCETEBBIMH dKPAaHAMHU.

TpeOoBaHUs K MEKCETEBBIM SKPaHaM

Tema 7

Texunosorusst VPN-cerei.

Bomnpocsl ycTHOro onpoca:

TexHomorust 0ObEAMHEHUS JTOKAIBHBIX CETEW M OTMIENBHBIX KOMITBIOTEPOB Yepe3 OTKPHITYIO BHEITHIOK
Cpeny Tmepenadn JaHHBIX B €IUHYIO0 BUPTYaJbHYIO C€Th, 00ECTIEUNBAIONIYIO 3aIIUTY HHPOPMAIMOHHBIX
MOTOKOB Wi TexHosiorust VPN-cereit.

Oco6ennoctu VPN. Tynnens VPN. TyHHenupoBaHue 1 ero 0cOOEHHOCTH.

OcHoBHBIE pasHOBUAHOCTH VPN-yCTpOWCTB Mo TexHu4eckor peanm3anuu. Pomm VPN-ycTpocTs.
BapuraHThl TOCTpOEHUs 3alUIIEHHBIX KaHanoB VPN.

Yrpossl ans VPN. BapuaHTsl 3alIUIIEHHBIX COETUHEHUH.

Knaccuduramms VPN-cereidi. CoBmenienne VPN-TexHOonmoruié m MexcereBoro skpaHa. Hemoctatkm
VPN.

Tema 8
3amura nHpopmauun B HHTepHer. MHdopmanmuoHHasi 0e30macHOCTL B YCJIOBHAX

¢pynxkunonnpoBanus B Poccun rinodajbHbIX ceTei.

Bonpocs! ycTHOro0 onpoca:

[IpoGnema obecriederns HHGOPMAIMOHHON 0€30MTaCHOCTH MPH paboTe ¢ TI00aNbHOH ceThio HTEpHeT.
HNudopmanmonnas 6€30macHOCTb B yCIOBUAX (YHKIMOHUPOBaHUS B Pocchu rito0abHBIX ceTel.

VYxa3 mpesugenta PO «O mepax mo obecredeHuro uH(OpManuoHHOW Oe3omacHocTH Poccuiickoit
Qenepaiuu B chepe MEXIyHapoOHOro HH(POpMAIMOHHOrO oOMeHa». YTIpo3bl HH(POPMAIMOHHOM
Oe3omacHoOCTH TIpH padoTte ¢ IHTEpHET.

Bupycel, ucnonHseMble MOMIYJH, BCIUIBIBAIONIME OKHAa M pekiama. lcmoib3oBaHHWE aHTHBHPYCHBIX
NPOrpaMM M MEKCETEBBIX SKPaHOB IpH padoTe ¢ MHTepHeT.

ITporpaMmHBIe cpencTBa MPOBEpKH Tpaduka u OOPbHOBI ¢ HECAHKIMOHMPOBAHHBIM HMCIIOJIb30BAHUEM
pecypcoB HHGOOPMAITMOHHOW CHCTEMEI.

Tema 9
Tunosasi crpykrypa 3ammrtsl or HCJl. Ynpasiaenue gocrynom.
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Bomnpocsl ycTHOro onpoca:

1. ApXuWTeKTypa THUIIOBOW CHCTEMBI 3aIUTHI OT HECAHKIIMOHHUPOBAHHOTO aOCTyma. WneHTHhUKanms u
ayTeHTU(HUKAIHS.

2. TlaponbHas ayrenTudukanus. [IpaBuia npuMeHeHNs TaposIeH.

3. OgpnopazoBsie napoiu. Cepsep ayrentuduranuu. [loncucrema ymnpaBiieHHS OOCTYIIOM, HOACUCTEMA
PETUCTpAIH U yUeTa.

4. TIpuHUIMITBEI KOHTPOJIA JOCTyIA. MaTpuia A0CTyIa U CIIUCKHU TOCTYyTA.

5. IIpou3BonabHOE U NPUHYAUTENIBFHOE YIpaBieHue JocTynoM. OrpaHnduBaroni HHTepdeiic.

6. Ponesoe ympasienue goctynoMm. CTaTHdeckoe M AMHAMUYECKoe pacnpenenenne porneil. Ilogcucrema
obecrieueHus nenoctHocTH. Kpunrorpaguueckas nojacucTema.

7. TIlporpammHo-ammapaTHble cpeactBa 3amuTel  uHpopmamun ot HCJl.  VYcrpoiictBa BBOza

UJICHTU(HUKAIIMOHHBIX ~TPH3HAKOB. Kiaccnpukamust ycTpolCTB BBOAA HMICHTH()UKAIMOHHBIX
NPU3HAKOB. bHoMeTpuueckne yCTpoicTBA BBOJAA HIACHTH(OUKAIMOHHBIX NPU3HAKOB M HX
KJaccuuKanus.

HUTOIOBBIN TECT IO KYPCY
«OcHOBBI HHPOPMAITMOHHOI 0€30IIACHOCTH X03SIHCTBEHHOM eATeJIbHOCTH»

DNEeKTPOHHBIN TECT MpeACTaBIsgeT COO0H 3a/1aHusl ¢ BHIOOPOM TOJIBKO OJHOTO MPABUIBHOIO OTBETA U3
npeUiokeHHbIX. Pedynprar mporpamma Unitest BRIBOTUT B MPOICHTAX.

1. Kpunrorpadus 3To

A) Hayka 0 MeToJ1aX ITpeoOpa30BaHus JaHHBIX, HAPABJIEHHBIX HA TO, YTOOBI C/IE€NATh 3TU JaHHbIE Oec-
MOJIE3HBIMU TSI HECAHKITMOHUPOBAHHBIX JIUI]

B) Hayka 0 MeToax u cnoco0ax pacKpbITHs UG POB

C) COBOKYITHOCTh METOJIOB, CKPBIBAIOMIMX (DaKT mepemadn CEeKpeTHOW WH(POPMALUU 32 OTKPBITOM
uHdopmarmen

D) COBOKYITHOCTH METO/OB, 00ECIEUMBAIOLINX a0COIIOTHYIO HAJEKHOCTh KaHalla Mepefadn JaHHBIX
OT Iepexaara

E) nayka o MeTonax cozganus udpoBoii NOIIHCH

2. Kakas 13 cjeAy0uX KpUINTOAHATUTHYECKHX aTaAK CUMTAeTCsl HauboJiee OnacHoi?

A) pH HATMYMK TOJIBKO OJHOTO 3aIM(PPOBAHHOTO (pparmeHTa

B) npu Hanmuun Gosbinoro Hadbopa 3ammdpoBaHHBIX (pparMeHTOB

C) npu HannuuK pparmMeHTa OTKPHITOrO TEKCTa U COOTBETCTBYIOLIETO €My KPUITOTEKCTa

D) mpu n3BeCTHOM MeTo/ie MU POBAHUS

E) npu Bo3MOXHOCTH BBIOOpa JHOOOT0 OTKPBITOTO TEKCTa W IOJyYEHHUH COOTBETCTBYIOILETO €My
KPUITOTEKCTa

3. Cko1bKO pa3jIMYHBIX KJI04Yell B cucteme Lle3apsi npu ncnoJib30BaHUM MOJHOIO PYCCKOIO aJi-
daBura?

A) 16 D) 256
B) 33 E) 1024
C) 66

4. Yto siBJsieTCs KJIIOYOM B Kpunrtocucreme Buskenepa?

A) moboe 1poOHOE YK CIIO

B) BenmmunHa ciBura ucxonHoro angasura

C) nepecTaBiaeHHBIN andaBuT

D) ciyuaiinas mociaenoBaTebHOCTh OyKB, paBHasl IIIMHE COOOIICHUS
E) mo6oe cinoBo

5. Kakasi u3 nepeyncjJieHHbIX KPUNITOCHCTEM SIBJISIETCS CHCTEMOM € OTKPBITHIM KJIKYOM?
A) DES D) T'OCT 28147
B) RSA E) Le3aps
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C) OHurma

6. Mo:xxHo Jin B nporpamMe PGP BocnoJib30BaThest 4y:)KMM OTKPBITHIM KJII0YOM [IJIsl pacmungpo-
BaHUSA WH(POPMALUH.

A) na

B) et

C) na, ecnu U3BECTEH TOT MapOJIb

D) na, ecnu monp30BaTeNb JACT MpaBa Ha pacmu@poBKy ero HH(GpopMaluu U COOOIIUT CBOM Mapoib

E) na, ecnu nepeOpath Bce KItoun

7. Kak packpbIBalOTCS KPUNTOCUCTEMbI 01HOAI(ABUTHOM 3aMeHbI?
A) Takue cUCTEeMBbI PaCKPBITh HENIb3s

B) nonublii epedop kirouei

C) ananu3 4acTOT BCTpeyaeMbIX OyKB

D) nepebop coobiienuii

E) nepecranoBku OyKB KPUITOTEKCTA

8. Kpunroanauius 3to

A) Hayka 0 MeTOoAax IpeoOpa3oBaHus JAHHBIX, HAIPABJIECHHBIX HA TO, YTOOBI CAENaTh 3T JaHHbIE Oec-
MOJIE3HBIMU JUIsl HECAHKIIMOHUPOBAHHBIX JIUI]

B) Hayka o MeTogax u cioco6ax pacKpeIThs MH(PPOB

C) COBOKYIHOCTh METOJIOB, CKPBIBAIOIIMX (DaKT mepepayn CEeKpeTHOW MH(POpPMALUU 3a OTKPBITOM
uHpOpMaLuei

D) coBOKyImHOCTh METOAOB, OOECIIEUMBAIOIMX A0COMIOTHYIO Ha/EKHOCTh KaHaja Iepeiadd JTaHHbIX
OT IepexBara

E) nayka o MeTonax cozganus HudpoBoi noanucu

9. Yto siBJsieTcs KJIH0OYOM B kpunrocucreme Iezaps?
A) nro6oe coBo

B) mo60e uncino

C) BenmmuMHa CIBUTA UCXOIHOTO andaBura

D) nepecraBneHnblii andaBUT

E) cnyuaiinast mocienoBaTeIbHOCTh CHMBOJIOB

10. KakoBa niauna kiao4a B cranaapre mmndposanusa 'OCT 28147?

A) 256 out D) 1024 6ut
B) 64 6ur E) 2048 out
C) 56 6ur

11. Ha c10:kHOCTH pelieHus1 KaKoil MaTeMaTH4ecKoii 3a1a4u ocHoBaHa cuctema RSA?
A) KO/1bI MCTIPABJISIIOIINE OIINOKU

B) nuckpetnsriit torapudm

C) 3amaua “o prok3axe”

D) paznosxenue OONbIIUX YUCEN HA MPOCTHIE MHOXKHUTEIU

E) cnoxxenue no Moyito 18a

12. Kpunrorpadguuyeckunii npoToKoJ1 310

A) Meron mudpoBaHUs TaHHBIX

B) meron kpunroananusa JaHHBIX

C) meTon nepexBaTa JaHHBIX

D) anroput™m oOmeHa mHpoOpManuell MEeXIy pa3IMYHbBIMH YYaCTHHKaMH TIPH CEKPTEHOH mepenaye
JAHHBIX

E) ocob6as kpuntocucrema
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13. Kpunrocucrema «OaHopa3oBblii 0J10KHOT» 3TO:
A) nepectaHOBOUYHAs cHUCTEMa

B) ognoandaBuTHas cucreMa mpocToii 3aMeHbI

C) MHOTOAI(haBUTHAS CUCTEMA

D) cucrema ¢ OTKPBITBIM KIIFOUOM

E) Takoii cucteMbl He CylIECTBYET

14. Kakoii mapoyb Han0oJ1ee HaJeKeH?

A) ®amunus noab30BaTENs

B) ®pa3za u3 kaurn

C) cnyyaifHast mOCI€I0BATEIBHOCTD UMD

D) ciyuaiinas mocieaoBaTeIbHOCTh OyKB

E) cnyuaiiHast mocie1oBaTeIbHOCTh IPOU3BOJIBHBIX CUMBOJIOB

15. KakoBa njuHa kiao4a B cucteme mudposanusa DES?

A) 256 out D) 1024 6ut
B) 64 6ur E) 512 our
C) 2048 our

16. Kpunrorekcr 310

A) TEKCT HCXOJTHOTO COOOIICHHUS

B) Tekct 3ammdpoBaHHOTO COOOIICHUS

C) mapoJib

D) TeKcT, MOTyYeHHBIH TPH KPUIITOAHATH3E
E) xirou

17. Taiinonucsk (cTeranorpagus) 3To

A) Hayka 0 MeTo/1aX ITpeoOpa30BaHus JaHHBIX, HAIPABJIEHHBIX HA TO, YTOOBI C/IE€NATh 3TU JaHHbIE Oec-
MOJIE3HBIMU TSI HECAHKITMOHHUPOBAHHBIX JIUI]

B) Hayka 0 MeToax u cnoco0ax pacKpbITHs UG POB

C) COBOKYITHOCTh METOJIOB, CKPBIBAIOMIMX (DaKT mepemadn CEeKpeTHOW WH(POPMALUU 32 OTKPBITOM
uHdopmarmen

D) COBOKYITHOCTh METO/OB, 00ECIEUMBAIOLINX a0COMIOTHYIO HAJEKHOCTh KaHalla Mepefadn JaHHBIX
OT Iepexaara

E) nayka o MeTonax cozganus udpoBoii NOIIHCH

18. Uto no3BoJsier onpeaeautrs Metoa Kasucku npu kpunroananause cucrembl Bu:kenepa?
A) mapoib

B) oTKpBITHIN TEKCT

C) meton mudpoBaHus

D) nnuny naposis

E) nnuHy OTKpBITOTO TEKCTa

19. Kakas kpunrocucrema odecrneqyuBaeT a0COMIOTHYI0 HAIEKHOCTDH 3aIIUTHI MPH NPABUWIbHOM
ee UCMoJIb30BaHuM?

A) DES D) OnHopa3oBsIii 0JI0KHOT

B) RSA E) Buxenepa

C)T'OCT 28147

20. O0ecneunBaeT JM MapoJb Ha Bxoa B Windows HajesKHYIO 3alIUTY KOMIIbIOTepa?
A) na

B) et

C) npu yae napods 6onee 10 cuMBOIOB
D) npu ciayuaitHom mapoiie
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E) npu perynspHoii cMeHe naposist

21. MoxHo Ju B nporpamme PGP Bocno/ib30BaThesl 4yKUM OTKPBITHIM KJIIOYOM Jis1 pacuud-
poBanus nuHgopManmnu.

A) na

B) et

C) na, ecnu U3BECTEH TOT MapOJIb

D) na, ecnu monp30BaTeNb JACT MpaBa Ha pacmu@poBKy ero HH(GpopMaluu U COOOIIUT CBOM Mapoib

E) na, ecnu nepeOpath Bce KItoun

22. Kak pacKkpbIBAlOTCS KPUNTOCUCTEMbI 0JHOAI(ABUTHOI 3aMeHbI?
A) Takue CHCTEMBI PaCKPBITh HEJb3s

B) nonublii epedop kirouei

C) aHaNM3 4acTOT BCTPEYACMbIX OYKB

D) nepebop coobiienuii

E) nepecTaHoBKM OYKB KPUITOTEKCTA

23. Kpunroanajaus 3To

A) Hayka 0 MeTOoAax IpeoOpa3oBaHus JAHHBIX, HAIPABJIECHHBIX HA TO, YTOOBI CAENaTh 3T JaHHbIE Oec-
MOJIE3HBIMU JUIsl HECAHKIIMOHUPOBAHHBIX JIUI]

B) Hayka o MeTogax u cioco6ax pacKpeIThs MH(PPOB

C) COBOKYIHOCTh METOJIOB, CKPBIBAIOIIMX (DaKT mepepayn CEeKpeTHOW MH(POpPMALUU 3a OTKPBITOM
uHpOpMaLuei

D) coBOKyImHOCTh METOAOB, OOECIIEUMBAIOIMX A0COMIOTHYIO Ha/EKHOCTh KaHaja Iepeiadd JTaHHbIX
OT IepexBara

E) nayka o MeTonax cozganus HudpoBoi noanucu

24. Yto siBasieTcsi KJI0O40M B Kpunrocucreme Llesapsa?
A) nro6oe coBo

B) mo60e uncino

C) BenmmuMHa CIBUTA UCXOIHOTO andaBura

D) nepecraBneHnblii andaBUT

E) cnyuaiinast mocienoBaTeIbHOCTh CHMBOJIOB

25. KakoBa quimna kiaoda B crangapre mudgposanus FOCT 28147?

A) 256 out D) 1024 6ut
B) 64 6ur E) 2048 out
C) 56 6ur

26. Ha cJI05KHOCTH pelieHrsl KAKOH MaTeMaTH4YeCKOi 3a1a4u OCHOBaHa cuctema RSA?
A) KO/1bI MCTIPABJISIIOIINE OIINOKU

B) nuckpetnsriit torapudm

C) 3amaua “o prok3axe”

D) paznosxenue OONbIIUX YUCEN HA MPOCTHIE MHOXKHUTEIU

E) cnoxxenue no Moyito 18a

27. Kpunrorpadguyeckuii IpoTOKO0.J 3TO

A) Meron mudpoBaHUs TaHHBIX

B) meron kpunroananusa JaHHBIX

C) meTon nepexBaTa JaHHBIX

D) anroput™m oOmeHa mHpoOpManuell MEeXIy pa3IMYHbBIMH YYaCTHHKaMH TIPH CEKPTEHOH mepenaye
JAHHBIX

E) ocob6as kpuntocucrema
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27. Kpunrocucrema «OaHopa3oBblii 0JJOKHOT» 3TO:
A) nepectaHOBOUYHAs cHUCTEMa

B) ognoandaBuTHas cucreMa mpocToii 3aMeHbI

C) MHOTOAI(haBUTHAS CUCTEMA

D) cucrema ¢ OTKPBITBIM KIIFOUOM

E) Takoii cucteMbl He CylIECTBYET

29. Kakoii napoJib» HauboJiee HaJAeKeH?

A) ®amunus noab30BaTENs

B) ®pa3za u3 kaurn

C) cnyyaifHast mOCI€I0BATEIBHOCTD UMD

D) ciyuaiinas mocieaoBaTeIbHOCTh OyKB

E) cnyuaiiHast mocie1oBaTeIbHOCTh IPOU3BOJIBHBIX CUMBOJIOB

30. KakoBa qiiuHa kJio4a B cucreMe mudposanust DES?

A) 256 out D) 1024 6ut
B) 64 6ur E) 512 our
C) 2048 our

IIIxana oneHuBaHuA
YcrHbI onipoc

YpoBeHb 3HaHMN, YMEHHUI U HABBIKOB 00YYAIOIIErocs MPU YCTHOM OTBETE BO BPEMsI TEKYIIETO
KOHTPOJIsI orpenensercs: oneHkaMu «O1iamaHo»/ «Xopomoy/ «Y noBneTBoputenbHo»/ «HeynoBierBo-
putenbHO». B Bonrorpamckom mHctuTyTe ynpasienus — ¢unuane PAHXul'C npunsta crnemxyromnias
IIKaja COOTBETCTBUS PEUTUHTOBBIX OIEHOK MATUOAUIBHBIM OI[CHKAM:

- 90 — 100% — «otmuanO» (5);

-75 — 89% — «xopoto» (4);

- 60 — 74 — «ynoBIETBOPUTEINBHOY (3);

- meHee 60% — «HeyIOBIETBOPUTEIHHOY (2).

VYpoBeHb 3HaHUI, YMEHUN U HABBIKOB O00YYaroIIerocs MIPH YCTHOM OTBETE BO BpeMs MpOBeje-
HUSI TEKYIIEr0 KOHTpOJs ompezensiercs O0amiamu B auanaszone 0-100 %. Kpurepusmu oueHuBaHus
IIPU MPOBEJICHUU YCTHOI'O OMPOCa SIBJIAETCS JEMOHCTPALMS OCHOBHBIX TEOPETHUECKUX IOJOKEHUM, B
paMKax OCBaMBaeMOW KOMIETCHIIMHM, YMEHHUE NMPUMEHATH MOJTyYEHHbIC 3HAHUS Ha MPaKTUKE, OBJIAJIe-
HUE HaBBIKAMH aHAJIHM3a U CUCTEMaTH3aluu HHPOPMAIIH.

Mpwv oueHnBaHUM pe3ynbTaToOB YCTHONO OMpoca UCNOJb3yeTCA CNe[yoLWan WKala OLEeHOK:

DTanbl  KOMIIETEHIIMH, TIPEIyCMOTPEHHBIE 00pa30BaTeNbHONH  MPOrpaMMOH,
copmMHupoOBaHEI HAa BEICOKOM ypoBHE. CBOOOIHOE BlIaJICHHE MAaTEPHAIOM, BBISBIIC-
100% - 90% HHUE MEXIIPEIMETHBIX CBsI3eil. YBEepeHHOE Bia/leHUe TTOHATHIHBIM anmnapaToMm Auc-
(oTM4HO) mUIIUHEL. [IpakTHyeckne HaBBIKH MPO(ECCHOHATBHOW AESTENBLHOCTH cHOpMHUPO-
BaHbI Ha BHICOKOM ypoBHE. CIIOCOOHOCTB K CaMOCTOSITEIFHOMY HECTaHAAPTHOMY
PEIICHHIO TPAKTHYECKHX 3a]1a4

Otambl  KOMIIETEHIIMH, MNPEIyCMOTPEHHbIE 00pa30oBaTelbHOM  MPOrpaMMOoH,
chopMUpOBaHBI OCTaTOYHO. JleTaipbHOE BOCIIPOM3BENCHHE YUEOHOTO MaTepuaa.
[IpakTrueckne HaBBIKH MPO(MECCHOHANBHON ACATEIHPHOCTH B 3HAUMTEILHOW Mepe
chopmupoBanbl. [IpUCYTCTBYIOT HAaBBIKM CaMOCTOSITETILHOTO PELICHUS MpaKTH4e-
CKHX 33Ja4 C OTJEIbHBIMU 3JIEMEHTAMHU TBOPYECTBA.

89% - 75%
(xoporo)

Otambl  KOMIIETEHLWH, MNPEAYCMOTPEHHbIE 00pa30oBaTelIbHOM  MPOrpaMMOH,
chopMUpOBaHKl HA MUHUMAJIBHOM ypoBHE. Hanmmume MUHUMABHO JTOITYCTHMOTO
YpOBHSI B yCBOEHHHM Y4eOHOrO0 Marepuaja, B T.4. B CAMOCTOSATEIHHOM PEIICHUU
MpaKkTHUECKUX 3afay. [IpakTndeckue HaBBHIKM NPO(ECCHOHATIBHON NESTEIBHOCTH
chopMHUpOBaHbI HE B IOJHOH Mepe.

74% - 60%
(Y1OBIIETBOPHUTEIIHHO)

meHee 60% Oranbsl KOMITETEHIINH, NPEIyCMOTPEHHBIE O00pa30BaTENbHON MpPOrpaMMoi, HeE
(HeyIOBNIETBOPUTENHHO) |chopMmupoBaHbl. HenocTaTouHbli ypoBeHb YCBOCHUS MTOHSITUIHOTO allapaTa u Ha-
nnure (pparMeHTapHbBIX 3HaHUU 1o auciuiuimHe. OTCYTCTBUE MUHHMMAJIBHO JOMY-
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CTUMOTO YPOBHSI B CAMOCTOSITEIPHOM DPEIICHHH MpPaKTUYeCKuX 3anad. [Ipakrude-
CKHE HaBBIKU NPO(EeCCHOHATIBHOM NeATENbHOCTH HE CHOPMHUPOBAHBI.

TecrupoBanue
YpoBeHb 3HaHMH, YMEHUH M HABBIKOB OOYYaroIEerocsi IMpH YCTHOM OTBETE BO BpeMs
IIPOBEJCHUS TEKYIIEro KOHTpousl ompezensercs Oamnamu B auanasone 0-100 %. Kpurepuem one-
HUBaHUS NPU NPOBEICHUH TECTUPOBAHUS, SBJSETCS KOJUYECTBO BEPHBIX OTBETOB, KOTOPBIE AAJ CTY-
JICHT Ha BOIIPOCHI TecTa. [Ipu pacdere KoamuecTBa 0aJIOB, MOIYYEHHBIX CTYIEHTOM II0 UTOT'aM TECTH -
pOBaHUs, UCHOJIB3YETCs clenyomas popmyna:

E:EXIOO%,
(@)

rac

b — KonuuecTBO 68.J'IJ'IOB, MOJIYYCHHBIX CTYJACHTOM I10 UTOT'aM TCCTUPOBAHUS;
B — xonnaecTBO BEPHBIX OTBECTOB, JAHHBIX CTYJCHTOM Ha BOIIPOCHI TECTA,
O- 061].[66 KOJIMYCCTBO BOIIPOCOB B TECTC.

IIposepka pedepara
VYpoBeHb 3HaHMM, YMEHMH W HaBBIKOB OOyd4arollerocsi mpu NpoBepke pedepara Bo Bpems
IIPOBEJEHUS TEKYIEro KOHTpouis onpenenserca Oamtamu B quanasone 0-100 %. Kpurepusamu one-
HUBaHMS IpU MpoOBepKe pedepaTa ABIAETCSA AEMOHCTPALUS OCHOBHBIX TEOPETHUYECKUX TOJI0XKEHUH, B

paMKax OCBaMBa€MOW KOMIIETCHIIUU.

[Tpu oneHMBaHUU PE3yJIBTATOB YCTHOIO ONPOCA MCIOJB3YETCs CIEAYIONIAs MIKaIa OLEHOK:

Yyamuiics JEMOHCTPHPYET COBEPIICHHOE 3HAHNWE OCHOBHBIX TECOPETHUYECKUX IMOJI0KEHHH, B PaMKax

100% - 90% M
0CBaNBa€MON KOMIIETEHIINH.

VYyamuiics TeMOHCTPUPYET 3HaHUE OOJBIIEH YaCTH OCHOBHBIX TEOPETUIECKHX MOJIOKESHUH, B paMKax
0OCBaNBAaEMOM KOMIIETEHIIVH.

89% - 75%

Yyamuiics 1eMOHCTPUPYET NOCTATOYHOE 3HAHHE OCHOBHBIX TEOPETHYECKHUX MOJ0XKEHHWH, B paMKax

74% - 60% o
0CBaMBacMON KOMIICTCHIIVH.

VYvuamuiicas JeMOHCTPUPYET OTCYTCTBUE 3HAHUS OCHOBHBIX TEOPETHYECKUX IIOJIOKEHUH, B paMKax

menee 60% 9
0CBaMBAEMON KOMITETCHIIH.

IIpoBepka keiica
YpoBeHb 3HAHMH, YMEHHH UM HaBBIKOB OOydalollerocs IpH IPOBEpKe Keiica BO BpeMs
MPOBE/ICHUS TEKYIIEro KOHTPOJs ompenensercs Oamtamu B auanazone 0-100 %. Kpurtepusimu ore-
HUBaHUS IIPU MIPOBEPKE Keiica ABISETCS JEMOHCTPAIUs OCHOBHBIX TEOPETHUECKUX MOJIOKEHUH, B paM-
Kax OCBaMBAEMOM KOMIIETEHLINN.
MpK oLeHMBaHUM Pe3yNbTATOB PeLLeHMA Kelica MCNo/Ib3yeTcA CeAyHoLan LWKaNa OLEHOK:

100% - 90% |Yuamuiics eMOHCTPUPYET COBEPIIEHHOE 3HAHUE OCHOBHBIX TEOPETHUECKHX MOJIOXKEHUM, IMpaKTHie-
CKUX U aHAJIUTUYECKUX HABBIKOB B pAMKaX OCBAWBAaeMON KOMIIETEHILIUU.

89% - 75% |Yuwammiicsi teMOHCTPHpYET 3HaHHE OOJbIIEH YaCTH OCHOBHBIX TEOPETUUECKHUX ITOJIOKEHHH, IPAKTH-
YECKHX M aHAJMTHYECKUX HABBIKOB B PAMKAaX OCBANBACMON KOMIETEHIINH.

74% - 60% |Yuammiics eMOHCTpHpYET NOCTaTOYHOE 3HAHHME OCHOBHBIX TECOPETHYECKUX MOJ0KEHHH, NPAaKTHUYE-
CKUX M aHAJIUTHUYECKUX HABBIKOB B PAMKaX OCBAaHBAaE€MOIl KOMIIETEHIIUH.

MeHee 60% |Yuammiicss 1€MOHCTPUPYET OTCYTCTBHE 3HAHHS OCHOBHBIX TEOPETHYECKHX MOJIOKCHHH, NMpaKTHUe-
CKUX M QHAJIMTHYECKUX HABBIKOB B pAMKaX OCBAHBAEMOI KOMIIETEHIIHH.

Penrenne 3agau
YpoBeHb 3HaHMH, YMEHHMM M HaBBIKOB OO0YyYaroIlerocs MpU pPEIIEHUH 33aJa4 BO BpeMms
NPOBEIEHUS TEKYLEro KOHTpoJs ompeaensercs Oamtamu B auanazone 0-100 %. Kpurepuem ore-
HUBAHUS NPU PELLIEHUH 3ajad, SBJISETCS KOJIMYECTBO BEPHO pelIeHHbIX 3anad. [Ipu pacuere konuue-
cTBa 0ajyIoB, MOJIyYEHHBIX CTYJIEHTOM IO UTOTaM pPELICHUs 3aJad, UCIONb3yeTcs cleaytomas Gopmy-
na:
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E:EXIOO%,
0]

rac B — KOJIMYECCTBO GaJIJ'IOB, HOHy‘IeHHLIX CTy,Z[eHTOM I10 UTOTraM peH_IeHI/ISI 3aJa4,
B — KoM4yecTBO BEPHO PEIIEHHBIX 33134,
O — o0111€€ KOJIMYECTBO 3a/1a4.

YpoBeHb 3HAaHUM, YMEHMH M HaBBIKOB OOY4YalOILErocs IpPHU BBINOJIHEHUHU CUTYalMOHHOMN

Pemenne cuTyaniuoHHOM 3a1a4n

3aJlayd BO BpeMs TMPOBEICHHUsS TEKYIIETO KOHTPOJsS onpeaensercs Oamnamu B nuanazone 0-100 %.
Kputepusmu oreHuBanust sSBisieTcst cOop 1 00001eHne HeoOXoaAuMon HH(GOPMAIIUH, IPABHIEHOE BbI-
MOJITHEHHE HEOOXOIUMBIX PACYETOB, IOCTOBEPHOCTh U 000CHOBAHHOCTH BBIBOJIOB.

Mpu OUEHUBAHUN Pe3yNbTaTOB PeLleHMA CUTYaLMOHHOW 33a4aynm WCNO/b3yeTcA creaylowas LWKanaa

OLEHOK:

100% - 90%

VYuamuiics JEeMOHCTPHUPYET COBEPIICHHOE 3HAHHE OCHOBHBIX TEOPETHYECKHX MOJIOKEHHUH, yMmeeT
cobupath U 0000mAaTh HEOOXOANMYIO WH(POPMALNIO, MPABIIBHO OCYIIECTBISECT PACUETHI, AETaeT
000CHOBaHHBIE BBIBOIbI

89% - 75%

anmnﬁm JACMOHCTPUPYET 3HAHUC OoJIbIIEel YacTH OCHOBHBIX TCOPETUUCCKUX HOJ'IO)KeHPIﬁ, MOXECT
co6paT}, 6OJ'II>HIyIO 4acCTb HeO6XO,HPIM0171 I/IH(I)OpMaIII/II/I, PacCYUTHIBACT HCO6XOZ[I/IMLI€ I1oKasareiu, ac-
JIa€T BbIBOJIbI, JOMYCKAs IPHU 3TOM HEC3HAYNUTECJILHBIC OIIIHOKH

74% - 60%

VYyamuiics AEMOHCTPUPYET 3HAHUE HEKOTOPOM YaCTH OCHOBHBIX TEOPETHUUECKUX MOJIOKEHUM, MOXKET
co0paTh HEKOTOPYIO YacTh HEOOXOMMMOH HH(OpMAINH, PacCUNTHIBACT HEOOXOAMMBIEC IOKA3aTEelH,
JleJIaeT BBIBOADIL, JOIYCKasl IIPH 3TOM OLIHOKH

Mmenee 60%

anmnﬁcsi ACMOHCTPUPYET OTCYTCTBUC 3HAHUSA OCHOBHBIX TCOPETUUCCKUX HOHO)KCHHﬁ, yMeHI/Iﬁ Hu Ha-
BBIKOB B paMKax OCBauBaeMoIl KOMIICTCHIIUU.

5. OneHo4nblie MaTepUuaJibl l'lpOMC)KyTO‘lHOﬁ aTTeCTalluM 10 JUCHUIIJINHE

5.1. Metoasl npoBeieHUsI 3a4eTa ¢ OLEHKOM

3auer NMPpOBOAUTCHA € NPUMEHEHHUHEM CJACAYIOIIUX METOA0B: MCTOA YCTHOr'O OIpoca II0

BOIPOCAM M3 MEepPEUHs MPUMEPHBIX BOIPOCOB U3 II. 5.2.

5.2. OneHoOYHbIE MATEPHAJIbI IPOMEKYTOYHOI aTTeCTALMHU

KommoHeHT TpoMeKyTOUHBII / KIIIOYeBOii HHIUKATOP Kpurepuii oneHnBanus
KOMIETEeHI[HH OlleHUBAHHS
YK OC-8 — MHcnons3yer MeTozbl M cocoObl obecnieyeruss |— JIEMOHCTpPUpYET 3HaHMA OCHOB-
CrocoOHOCTB cO3/1a- | MHPOPMALMOHHON 6e30macHOCTH B mHpodeccro- |HBIX TEOPETHYCCKUX IMOJIOXKCHUN B
BaTh U IO~ HanbHOH AestensHocTy. UT B cucTeMe Mep 3amqu- | OJHOM 00beMe

Jep’)KUBaTh Oe3ormac-

HBIE YCJIOBHUSI JKU3HE-

JIESITSILHOCTH, B TOM
YUCJIE TIPU BO3HUK-
HOBCHUH YPE3BHI-

YalHBIX CUTyalUl U
BOEHHBIX KOH()JIHK-

TOB

Thl MH(pOpManuu. HopmaTHBHBIE JOKYMEHTHI IO
3ammuTe MHGOPMAMM W OpPraHM3als COOTBET-
CTBYIOLIUX OTAENOB B opraHu3anusx. CoBpemeH-
HBIE METOABI 3alIUTHl MH(OPMAIIMH OT HECAHKIU-
OHHPOBAHHOTO JIOCTYTIA.

— Ilpumensier HOBbie UH(DOPMAIMOHHBIC U TENE-
KOMMYHUKAITMOHHBIE TEXHOJIOTUU; OCHOBHBIC Me-
TOJIOB KpUIITOrpaduu; MPOrpaMMHBIC CPEICTBA 3a-
IIUTHI UH(pOpMAITUY; IIPOTOKOJIBI 3aIUThI
nHOopMaIHH.

— Ilpumenser 3HaHUS Ha MPAKTHKE
B MOJIHOM Mepe

— Camoo00y4eHHEe B COBPEMEHHBIX KOMIIBIOTEP-
HBIX Cpelax; BBIBISIET OITACHOCTH W YTPO3BI
WHPOPMAIMOHHON 0€30MacHOCTH; IPUMEHEHHUE
OCHOBHBIX ~METOJOB M MPOrPaMM  3all[HThI
uH(OpMAllMK;  KCIOJNB30BAHHE  METOMOB |
croco0oB oOecreyeHuss HWHPOPMAIMOHHOW 0€3-
OTACHOCTH C TIEJBI0 TPEIOTBPAIICHNS HECAHKIIH-
OHHMPOBAHHOTO JIOCTYyTIa, 3JI0YMBINLICHHO#M

— Buageer HaBbIKaMH aHaJHM3a W
CHCTEMaTH3allii B BEIOPaHHOW ce-

pe
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MOIU(UKAIINN WK YTPaThl cIyx)eOHOH mH(OopMa-
L1H; paboTaeT ¢ COBPEMEHHBIMU METOIAaMH 3aIllH-
TBl MH(OPMAIIMH OT HECAaHKIMOHHUPOBAHHOTO J0-
cTyma.

YK OC-8.1
Peanusanust OCHOB-
HBIX MPUHIIUIIOB
TTOJIOKCHHUI
MH(QOPMAIIMOHHOM
0€30IMacCHOCTH XO-
3HCTBEHHOM JIes-
TEJILHOCTH

— CaMOCTOSTENBHO pellaeT 3afa4yu MpeAMEeTHOH
00JIacTH Ha TEPCOHATBEHOM KOMIBIOTEpE C IIOMO-
IIBI0 HOBBIX HMH(OPMAIMOHHBIX TEXHOJIOTHH H
COBpPEMEHHBIX MH(POPMAITMOHHBIX CHCTEM; paboTa-

— JleMOHCTpUpYeT 3HaHUH OCHOB-
HBIX TeOpeTI/I‘[eCKI/IX ]'[OJ'IO)KGHI/II\/'I B
MOJIHOM 00BEME

€T C TIPOrpaMMHBIMH  CPEICTBaMH  3alHThI
nHpOpMaNUH.

— Buageer Kkpunrorpaduyeckoi n |— IIpumeHsier 3HaHUS Ha MPAKTUKE
creranorpadudeckoli  3ammrToli  wHpOpManuu; |B IOIHOW Mepe

OCHOBHBIMH METOJJaMH M CPEACTBAMH 3alUTHI
nHpopmanuu. PaboTaeT ¢ COBpeMEHHBIMH METO-
JaMu 3allUThl MHQOPMAlMK OT HECAHKIMOHHPO-
BAaHHOI'O AOCTYTA.

— CaMOCTOSITENBHO pellaeT 3aJaul MpeaMeTHOMI
00JIaCTH Ha TEePCOHAIBHOM KOMIIBIOTEPE C TTOMO-
b0 HOBBIX HH()OPMAIMOHHBIX TEXHOJOTHA U
COBPEMEHHBIX HH()OPMAIMOHHBIX CHCTEM; OCHOB-
HBIX MeToMoB Kpunrtorpaduu. Pabotaer ¢
MPOTPAaMMHBIMH CPEJICTBAMH 3aIlIUThI HH(OpMa-
un. Paboraer ¢ mpoTokogamMu 3aIuThl HHGOpMa-
WM.

— Brageer HaBbIKaMH aHaNIM3a U
CUCTeMAaTH3allNk B BBIOpaHHOW ce-

pe

YK OC-10
Crioco0OeH fne-
MOHCTPHUPOBATH H
(hopMupoBaTh He-
TepIUMOE OTHOIIe-
HHE K KOPPYIIIHOH-
HOMY ITOBEJICHUIO

— Hcmonme3yer MeTOABI B crIOcOOBI 0OecTieueHHS
WH(POPMAIMOHHOW 0e30macHOCTH B Mpodeccuo-
HanbHOU nearenbHocTH. UT B cucteme mep 3amim-
Thl MH(pOpManuu. HopmaTHBHBIE JOKYMEHTHI IO
3a1IUTe I/IH(I)OpMaL[I/II/I n opranusanusa COOTBET-
CTBYIOLIMX OTZAENOB B opraHu3auusix. CoBpemeH-
HBIE METOZBI 3aIIUTH HHPOPMAIIUN OT HECAHKITH-
OHHPOBAHHOTO JIOCTYTIA.

— JleMOHCTpUpYET 3HaHMW OCHOB-
HBIX TCOPETHYCCKUX TIIOJIOKESHUH B
IMOJIHOM 00BbeMe

— Ilpumensier HoBbIe MH(DOPMAITMOHHEIE U TENe-
KOMMYHUKAIIMOHHBIE TEXHOJIOTHUH; OCHOBHBIE Me-
TOZOB KpHUITOrpaduu; NporpaMMHBIC CPEACTBA 3a-
UUTHl  WH(pOpMAlUK;  MPOTOKOJBI  3aIUTHI
nH(pOpMAIINH.

— IpumeHsieT 3HaHHUS HA TPAKTHKE
B MOJIHOM Mepe

— Camoo0yueHHEe B COBPEMEHHBIX KOMIIBIOTEP-
HBIX Cpelax; BBIBISET OINACHOCTH M YIPO3bI
WHPOPMAMOHHON 0€30MacHOCTH; IPUMEHEHHUE
OCHOBHBIX ~METOJIOB M  MPOrpaMM  3allUThI
uHopMalUK;  KCHOJNB30BAHUE  METOJOB U
croco0oB obecrieyeHnss WHPOPMAMOHHONW 6€3-
OIIACHOCTH C IIENBI0 IPEJOTBPAIICHNS HECAHKIH-
OHUPOBAHHOTO JIOCTYyTIa, 37I0yMBIIIJICHHON
MOIUGUKAIINH WK YTPaThl cIyxkeOHOH mH(OpMa-
uu; paboTaeT ¢ COBPEMEHHBIMH METOJIaMU 3allli-
Thl MH(OPMAMKM OT HECAaHKIIMOHHUPOBAHHOTO JI0-
cTyma.

— Bnageer HaBbIKaMH aHANW3a U
CHCTEMATH3allii B BBIOPAHHOM Ce-

pe

YK OC-10.1

Peanusanmsa ocHOB-
HBIX OPUHIUIIOB U
noiyoxeuuut b xo-

— CaMOCTOSITEIPHO pEIIaeT 3aiaqyd MpeIMeTHOH
00JIacT Ha NEPCOHAIBEHOM KOMITBIOTEpE C IIOMO-
IO HOBBIX HMH()OPMAIMOHHBIX TEXHOJOTHH |
COBPEMEHHBIX MH(POPMAIMOHHBIX cUCTeM; pabora-
€T C TPOrPaMMHBIMH  CpPEICTBAMH  3aIlUTHI
nHopmanuu.

— JleMOHCTpHUpYET 3HaHM OCHOB-
HBIX TEOPETHYECKUX IIOJOKEHUH B
MIOJTHOM 00BeMe
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3CTBEHHOU J€esl-
TEJILHOCTH.

— Bnageer Kpunrorpaduaeckoi u
creraHorpaduyeckoil  3amuroil  MHQpOpManuy;
OCHOBHBIMH METOJaMH M CPEACTBAMH 3alUTHI
nHpopmanuu. PaboTaeT ¢ COBpeMEHHBIMH METO-
JaMu 3aIlUThl MHQOPMAlMK OT HECAHKIMOHHPO-
BaHHOTO JOCTYTIA.

— Ilpumenser 3HaHUS Ha MPAKTHKE
B MOJTHOM Mepe

— CaMOCTOSTENBHO peuracT 3aga4un HpeHMeTHOﬁ
obiactu Ha NEPCOHATIBHOM KOMIIBKOTEPE C IMMOMO-

— Bnageer HaBblKaMH aHaNM3a "
CUCTeMAaTH3allNk B BBIOpaHHOW ce-

IO HOBBIX HMH()OPMAIMOHHBIX TEXHOJOTHMH M |PE€
COBPEMEHHBIX MH()OPMAIIMOHHBIX CHCTEM; OCHOB-
HBIX MeTonoB Kpuntorpaguu. PabGoraer c
MPOTrPaMMHBIMH CPEICTBaMH 3allUThl HH(pOpMa-
uuu. PaGoraer ¢ nmporokonamu 3ammThl HHPopMa-
UM

[TonHBIA KOMIUIEKT OLEHOYHBIX MAaTE€pPHAJIOB I MPOMEXYTOYHOM aTTecTaluu npeacrtasieH B IIpu-
noxkenuu 1 PII/I.

WX kWD =
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TunoBble OLleHOYHBbIE CPEACTBA MPOMEKYTOYHOM ATTECTAIIUN

Bomnpocsl k 3a4eTy 0 JMCUMILINHE
«OcHOBBI HHPOPMALTMOHHOM 0€30MaCHOCTH X0351iICTBEHHOMH 1esITeJIbHOCTH

[TonsTre 3amuThl HHGOPMALIUK U MTHPOPMAILIMOHHOM 0€30MacHOCTH.
OCHOBHBIE COCTABIISAIOLINE HHPOPMALIMOHHOM 0€30MaCHOCTH.
3aKoHOATEIbHBIA YPOBEHb HHPOPMAIIMOHHOM 0€3011aCHOCTH.
KomMnbrotepHsle pecTyIeHus.

[TonsiTre aTaky Ha HTHPOPMAILTMOHHYIO CUCTEMY .

Knaccudukanus arax.

Buibl NpOTHBHUKOB UM “‘HapyIIUTENel”, X KJIacCHUPHUKAIUS.

Kanansl yreukun nHpOpMaIum.

[TonsTHE YTpO3BI.

VIcTOYHMKH yTpo3 U UX KJIacCH(UKAIIUS.

Mogens yrpos.

AmHanu3 BO3MOXHBIX CIOCOOOB HapyIIeHUH HHHOPMAIIMOHHON CHCTEMBI.
[TomuTHKa 6€30MaCHOCTH U €€ peaTn3alys.

OCHOBHbBIE TIOHATHS KPUITOTpaHH.

JIBa OCHOBHBIX HalpaBJeHHsI B COBPEMEHHON KpUITOrpaduu.
Knaccudeckne kpunrocucTeMsl U ux kinaccudukanus. [Ipumeps.
Kpunroananus MHOToan(paBUTHBIX CUCTEM.

Kpunrocucrema: “OaHopa3oBblii OJIOKHOT .

Crangaptsl U poOBaHUs JaHHbBIX.

Cuctemsl mudpoBanus, He TpeOYIOLIHE Nepeaayn KItoya.
Kpunrorpadust ¢ OTKpBITEIM KIIFOUOM.

DNeKTpOHHAs NOANUCH U IPUHLIMIIBI €€ IPUMEHEHHUS.

PykoBogsamue nokymentsl ['ocrexkomucenu Poccnn.

Wnctpykuus CTP-K. Pekomennaruu o 3ammre KOHQHISHIMATbHON HHOPMAIHH.
PaspemmrenpHas cucreMa JOIyCKa.

MexcereBble SKpaHbl.

Texnomorns VPN-cereii.

VYrpo3sl nHpopMaoHHO#K 6e30macHoCcTy pu padbote ¢ HTEpHET.
ApXUTEKTypa TUIIOBOM CUCTEMBI 3aLUTHI OT HECAHKIIHOHUPOBAHHOT'O J0CTYTIA.
Wnentudukanys u ayreHtudukanus. [laponbHas ayTeHTUDUKAIHSL.
[Toncucrema ynpasiieHHs 1OoCTynoM. MaTpuia 10cTyna ¥ CIIMCKU JOCTYIIA.
IIporpammHo-anmnapaTHbIe cpecTBa 3amuTsl HHpopmarun ot HC/I.
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33. YcrpoiicTBa BBOJA ACHTU(DUKAITMOHHBIX TPH3HAKOB.
34. KommuekcHbIi moaxo/ kK odecrneueHno HHGOPMAIIMOHHON 0€30MacHOCTH OpraHU3allnH.
35. [lepcrieKTHBBI Pa3BUTHS TEXHOJIOTHIA oOecTieyeHns WHPOPMAIIMOHHON 0€30MacHOCTH.

[IpakTHYecKHe KOHTPOJIbHbIE 3aJaHUSA

Tema 1. 3amura 0pUCHBIX TOKyMEHTOB.

PaccmaTtpuBaemblie BOTIPOCHI:

3ammra 1oKkymMeHToB Microsoft Word oT HeCaHKIITHOHMPOBAHHOTO JTOCTYTIA.

3amuTa 1oKymMeHToB Microsoft Word oT HeCaHKIITHOHUPOBAHHOTO U3MEHEHHUSI.

3ammra fokymeHToB Microsoft Excel oT HecaHKIIMOHUPOBAaHHOTO M3MEHEHHUSL.

3amuTa 1oKymMeHTOB Microsoft Excel oT HeCaHKIIMOHUPOBAHHOTO AOCTYTIA.

3aiaHus AJ CaMOCTOSITEILHOTO BBIITOJIHEHUS:

3amuTa nokymeHToB Word.

1. Co3pmaiite Ha aucke D: B mamke Balieil rpynisl manky 3amura opuca.

2. Habepute B penakrope Word mpou3BOIbHBIA TEKCT U COXpAaHUTE €ro B Mamke 3ammra oduca
noj nmeHeMm documentl .

3. Beibepute mento CepBuC — Y CTaHOBUTH 3aIIUTY.

4. 3anperuTte M00bIC U3MEHEHUS KPOME 3aIFCH UCIIPABJICHUH U 3aaiiTe mapoib 12345,

5. IlonmpoOyiiTe OTpenaKkTUPOBaTh CBOM TEKCT. Y IAaIWTE HEKOTOpBIE CIOBAa M JOIUIINTE HOBBIE.
[ToripoOyiiTe mpunsTh Bce ucnpasienus (Cepuc — Vcnpaienus: — [IpuHATE/OTKIOHUTD HCIIPaBe-
Hus). OOpaTuTe BHUMaHKE, YTO BCE U3MEHEHHs B IOKyMEHTE (GPUKCUPYIOTCS, HO MPUHATH/OTKIOHUTD
UX HEBO3MOXHO.

6. 3aKpolTe TOKYMEHT, COXpPAHUB €TO0.

7. OTKpoiiTe JOKyMEHT M MONPOOYHTE MPUHATH UCTIPABIICHHS.

8. CHuMuTe 3ammTy nokymeHTa. Boioepute mento CepBuc — CHATh 3alIUTY U BBEAUTE MapOIIb.

9. lMonpoOy¥iTe NPUHATH BCE UCTIPaBICHUS. Y OeIUTECh, YTO UCTIPABIICHUS IPUHSATHI.

10. 3aHOBO 3alIUTUTE JOKYMEHT, KPOME 3aMUCH UCTIPABJICHUHN U 3aKpONTE €ro, COXPaHUB.

11. HaGepute HOBBI JOKYMEHT (OTIIMYHBIM OT NEPBOr0) M COXPAaHUTE €ro (IoJ HMEHEM
document2) B mamnke 3amnuTa oduca.

12. YcraHoBuUTE 3alIUTy 3TOTO IOKyMEHTa, BbIOpaB MeHI0 CepBUC — Y CTAaHOBUTH 3alIUTY U 3ampe-
THB JI0ObIE N3MEHEHHS KPOME BCTAaBKHM MPUMEYaHui. 3aaaite maponb 12345.

13. [TonmpoOyiiTe OTpeaaKTUPOBATh JOKYMEHT.

14. BcraBpTe Ba MpuMeuyaHus K 1r00biM ¢pparmenTam. Mento BeraBka — [Ipumeuanue.

15. IlonpoOyiiTe N3MEHNUTH OJIHO MPUMEYAHNE U YJAINUTH JPYTOe.

16. 3akpoiiTe TOKYMEHT, COXpPaHHUB €rO0.

17. Co3naiite Tpetuii mokymeHtT B Word, coxpaHute ero B manke 3amura oduca 1moj] UMEHEM
document3. YcraHoBHUTe Ha HETO 3alIUTY, 3alIPETUB JTIOObIE N3MEHEHUS, KpOME BBOJIA TaHHBIX B MO
dbopwm. 3anaiite mapons 12345.

18. IlompoOyiiTe oTpenakTupoBaTh MOKYMEHT. [IpocMOTpUTE MyHKTHI MEHIO, YTOOBI BBIICHUTH
Baim Bo3MOXKHOCTH 1O peAAKTUPOBAHUIO JOKYMEHTA.

19. CHuMHTE 3aIIUTY C TOKYMEHTA.

20. Pa30eiiTe Bamn JOKyMEHT Ha JiBa paszena. (YCTaHOBUTE Kypcop B MECTO pa3pbiBa U BHIOEpPHTE
Mento BeraBka — Pa3psiB — HoBBIit pa3jien Ha TEKyIIei CTpaHHUIIe).

21. YcraHoBUTE 3alIUTY Ha JOKYMEHT, 3allpeTUB JIIOOble M3MEHEHMs, KpOME BBOJA JIaHHBIX B
nonist popm. Mcmonb3ys kHomky Paszmenbl, ycTaHOBUTE 3alpeT TOJNBKO Ha BTOpoH paszaen. Ilaponb
12345.

22. [TonpoOyiiTe OTpeTaKTUPOBATH MEPBBIA U BTOPOU pa3/ieibl JOKyMEHTA.

23. 3aKkpoiiTe TOKyMEHT, COXPaHUB €rO.

24. Co3maiiTe 4eTBEpTHIN JOKYMEHT B penakrope Word ¥ COXpaHHWTE ero B Iake 3ammura oduca
noj nMeHeM document4.

25. Beibepute mento Cepsuc — [Tapamerpsl, 3atem Bkiaaky CoxpaHeHue.
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(Ecmu Bor pabortaere B8 Word2t3 unu XP, To Hamo BeIOpaTh Biaaky besomacHocts. [TocMoTpuTe
BO3MOXXHOCTH 3TOH BKJIaJgku. OOpaTtuTe BHUMaHue Ha (Biakok «YJalaTh TUYHbIE CBeAeHUs U3 (aiina
IIPU €0 COXPAHEHUNY).

26. 3amaiite maposib 7777 Ha OTKpBITHE (Daiina.

27. 3akpoiiTe Qaiis, COXpaHUB €ro, 3aTeM MONPOOYHTEe OTKPHITh. [lonpoOyiiTe BBECTH HETIPABUIIb-
HBII M1apOoJIb, a 3aT€M OTKPOITE TOKYMEHT C MPaBUIbHBIM MapOJIEeM.

28. Cosznaiite maThIii TOKyMeHT B penakrope Word u coxpaHuTe ero B make 3ammuTa oduca 1o
umeHeMm documents.

29. Bribepure mento CepBuc — Ilapametpsl, 3atem Bkiaaky besomacHocts (Coxpanenue s
Word2000) u 3amaiite maposib paszperieHus 3amucu 9999.

30. 3akpoiiTe JOKYMEHT, COXpaHUB €ro U MOMpPOOYyHTEe CHOBA OTKPHITh. BHIOEpUTE PEXXUM TOIBKO
yrenus. OTpenakTupyiTe JOKYMEHT U onpooyiite ero coxpanutb. Coxpanute kak documentS 1.

31. [HonpoOyiite OTKpHITH (paiin documentS 1.
32. 3akpoiite Bce (aiabl U MOKAKUTE PE3yJIBTAT MPEIOIaBaTEIIo.
3amuTa nokymeHToB Excel.
1. 3anyctute Excel v co3gaiite cnegytouyto Tabaunuy
ol71e) Oknag, MNpemna UToro

2. 3anoiaHUTE ee AJIsl IPOU3BOJIbHBIX TPEX YEJIOBEK, BBOS MPOU3BOJIbHBIE YNCIIA U CYMMHPYS UX B
rpage Hroro.

3. ITocTpoiite KpyroByro auarpammy mo crosodiy Hroro.

4. Coxpanurte (aiin B nanke 3amura opuca 1o MMeHem probal.

5. Coxpanute 3TOT ke (aitn B manke 3amura oduca emie pa3 moja uMeHeM proba?2.

6. 3akpoiite aiin proba2 u otkpoiite ¢aiin probal.

7. Beibepute mento CepBuc — 3ammra — 3alUTUTD JTUCT U 3a1aiTe napoiasb 1111.

8. ITonpoOyiite orpenakTuposats aucT. [leperiaure Ha JInct2 u nonpoOyiiTe BBECTH JJaHHBIE.

9. YcTaHoBHTE 3alIUTYy BTOPOTO JIMCTA C mapojeM 2222.

10. Crumure 3amuty ¢ Jlucral. Mcnonb3yiite meHto CepBuc — 3amura — CHATH 3alUTY JIMCTA.

11. Ycranosure 3amuty Jlucral, orMeTHB TOIbKO (uiaxkok 3amura JucTa B OTHOIIEHUH 00BEKTOB
v 3a1aB napoub 1111.

12. TlonpoOyiiTe n3MEHUTH AaHHbIe B sueiikax. [lonpoOyiiTe H3MEHUTH TUarpammy.

13. 3akpoiite ¢aiis, coxpaHus €ro.

14. Otkpoiite daiin probal u nonpoOyiiTe BHECTU N3MEHEHUS Ha MEPBBI JIUCT, 3aTEM Ha BTOPOIl.

15. 3akpoiire ¢aiin probal u oTkpoiite daiin probal.

16. Breibepure menro CepBuc — 3ammura — 3amMTHTh KHUTY. OCTaBbTE€ OTMEUEHHBIM TOJIBKO
¢naxok CTpykTypy M 3amaiiTe nmapoib kniga (mpoBepbTe, YTOObI ObUIa BKIIOUEHA aHIVIMHCKas pac-
KJIQJKa)..

17. IlonpoOy¥iTe U3MEHUTH JTaHHBIC Ha JIUCTE. Y O€AUTECh, YTO U3MEHEHUS BO3MOXKHBI.

18. TlonpoOyiite y1anuTh nepBblid JUCT (Ip. KHOIKA MBILIN HA SAPJIBIKE JIHCTAa BHU3Y CTPAHULIbI).

19. 3akpoiire ¢aiin, coxpaHUB U3MEHEHUS, U 3aHOBO OTKpOiiTe ero (proba2).

20. Caumurte 3amuty ¢ kHuru. Mento Cepsuc — 3amura — CHATh 3aIIUTY KHUTH.

21. YcTaHoBUTE 3alUTy KHUTH, OTMETHB 00a (ha’kka U yCTaHOBHB MapoJib kniga?.

22. TlonpoOyiiTe N3MEHUTH AaHHBIE Ha JIHUCTE.

23. Boibepure MeHt0 OkHO — CKpBITh U BBEJUTE NApOJIb.

24. 3akpoiite (aiia, coxpaHUB U3MEHEHHUSL.

25. Otkpoiite (aiin proba2. Yoeaurech, 4TO OKHO HE 0TOOpaXKaeTcs U JaHHbIC HE BUIHBI.

26. Beibepute MeHi0 OkHO — OTOOpa3uTh U BBEAUTE NAPOJIb.

27. Ckpoiite OKHO U 3aKpoiiTe ¢aiis, COXpaHUB N3MEHEHHUSI.

28. Ilokaxure pe3yJibTaT IPEnoaaBaTeo.

29. CHUMUTE 3alUTy CO BCEX BalluXx (haiios.

Jlureparypa:

www.microfoft.com

JIleKmoHHbBIN MaTepHall.

25


http://www.microfoft.com/

Tema 2. [locTpoeHue MoJienu yrpos.

PaccmarpuBaembie BOIIPOCHI:

Knaccugukanus arax.

Kananb! yreukn nadopmarum.

[TonsiTue yrpo3sl.

HcToyHrKH yrpo3 U UX KIaCCH(HUKAIIHS.

[Toctpoenne monenu yrpos.

3aiaHus AJI CaMOCTOSITEILHOTO BBIITOJIHEHUS:

[Toctpoiite Mozaenb yrpo3 [Uis HEKOTOPOI OpraHu3aliy, 3aloJIHUB MPHJIAaraeMyro TaOJIuIy Tak,
4yTOOBI B siueiike crosuia «1», eciu yrposa, ykazaHHas B JaHHOW CTPOKE MpUMEHUMa /151 00BbEKTa, yKa-
3aHHOr0 B J@aHHOM cTONbLE.
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AHTPONOreHHble UCTOYHUKMN Yrpo3

NHTepec n npegHamepeH-[YTeyka 3a CHET areHToB

Hble AeiCTBUA KPUMUHA/b-|BusyanbHas U GOTO pasBesKa
HbIX CTPYKTYP M NPECTYMHbIX
4 |rPynnupoBok;

BrokunpoBaHue MHGopmaLmm

Moandukaums nHbopmaumnm

YHUYTOXKEHME MHPOPMaLMK

MNpumeHeHMe 3aKkNajoK

Perncrpauma HaBogoK

MNpeaHamepeHHble nen-lyteyka nHdopmaumu

cTBuA BCNoOmMoraTenbHoOro Bmgyaanaﬂ n (bOTO pa3BenKa
nepcoHana (YBOPWMKN,{E 10k uposatme MHbOpMaLK
2 |oxpaHa)

Moandpukaumsa nHbopmaumm

YHUUYTOXEHNe nHbopmaumn

MNpumeHeHMe 3aKNajok

OwunbKM nonb3osatenein  |bAoKMpoBaHWe MHbopMaLUn

3 Mogudukauma nHbopmaumm

YHUUTOXEeHNe nHbopmaumn

Owwnbkn nporpammnctoB  |baoknposaHue MHGopmaLmm

4 Moaundurkauma nHbopmauum

YHUYTOXKEHME MHPOpMaLMK

TexXHOreHHble UCTOYHUKU Yrpo3

Cbou B KaHanax nepegauu

BrokuposaHue MHGopmaLmm

M cpencreax CeBA3n,;

YHUUTOXKEHME MHPOpMaLMK

Cbon B cpeacTBax  3J/1eK-

BrokupoBaHue MHGopmaLmm

TPONMUTaHUA

YHUUTOKEHME MHPOPMaLMK

BO3MOXKHOCTb aBapuit B
WHKEHEPHbIX (somo-

BrokunpoBaHue MHGopmaLmm

CHab}KeHUs, KaHanusauum)
N KOMMYHUKaLMOHHBIX Ce-
TAX

YHUUTOXKEHUE nHbOopMaLmn

26



BHelHMe CTUXUITHbIE UCTOYHUKU

BO3MOXHOCTb yparaHoB YHUUYTOXKEHUE nHbopmaumn

bnoknposaHue nHdopmaLmm

Bo3mMo»KHOCTb aBapuU|YHUUTONXKEeHNe HPopMaLMM
9 |6aM3nexalumMx  NPOMbILL-
NIeHHbIX 06beKToB

BrokupoBaHue MHGopmaLmm

10 |Bo3moXKHOCTb NOXapos YHUUTOXKEHNE UHPOPMaLMM

JIureparypa:
I. JIeKIMOHHBIN MaTepHall.
2. OcHOBbI MH(GOPMAIIMOHHON 0€30MaCHOCTH XO3SMCTBEHHOW NEATEITbHOCTH:

yaebHoe mocobue / N.I1. Muxues; BO ®I'BOY BIIO «Poccuiickas akaneMusi HApOJHOTO XO-
3STUCTBA M TOCYAApCTBEHHOU CiTy)0b». — Bonrorpan: Uzn-so BO ®I'bBOY BITO PAHXul'C,
2013. - 144 c.

3. [Tnatonos B. B. IIporpamMmMHo-anmapaTHbie CpeICTBa 3allUThl WH()OpPMAIUH:
yaeOHuk. / M.: U3n. nentp "Axkanemus". 2014.

Tema 3. Knaccuyeckue KpUNTOCHCTEMBI.
Paccmampueaemvle eonpocul:
1. Knaccudeckas kpunrorpadus.
Kpunrtocucrema Lle3aps.
Kpunrocucrema Buxenepa.
[IpakTnueckas peanuzamus cuctemMbl BrskeHepa.
[TonsiTHe MHOTOAI(PaBUTHON KPUIITOCHCTEMBI.
Kpunroananu3 MHOTrOoanhaBUTHONW KPUIITOCUCTEMBI.
Kpunroananus cucreMsl Buxenepa.
Kpunroananus cucrembr «OMHOPa30BbIi OJOKHOTY.
3aoanus ona camocmosamenbHO20 6bINOIHEHUSA:

1. Otkpoiite daitn CRYPTO1.XLS u nmocmoTpute Kak peasim3oBaHa cucteMa Brokenepa.
2. Cozmaiite B Excel cineayronryro Tabmui
OTKpBITHIN TEKCT
ITaponb
Kox 6ykB TekcTa
Ko 6ykB maposst
Cymma k0J10B OYKB
CymMa 1o MozyJiro
Kpunrorekcr

3. BBeaute B epBYIO CTPOKY MPOU3BOJIBHBIN TEKCT IO OJHON OyKBE B KOXKIYIO STUCHKY.

4. BBenute BO BTOPYIO CTPOKY TaOIHIIBI MPOU3BOILHBIN MapOjIh MO OJHON OYKBE B KOXKIYIO sIUCH -
Ky. Ecnu nnmHa maposst MeHble JJIMHBI OTKPBITOTO TEKCTa, TO HAUHUTE Ha0Op Mapoiisi Jaliblie, MoKa
HE 3aKOHYUTCS OTKPBITBIA TEKCT.

5. Ucnonw3ys ¢yskuuto KOACHMB, 3anonHuTe 4YeTBEPTYIO M IATYIO CTPOKM TaOJMIBI JIJIs
orpezeNeHus: KOJA0B KaKI0H OYKBBI OTKPBITOIO TEKCTa U MapoJIs.

6. B ATOM CTPOKE CIOXKUTE TPETHIO U YETBEPTYIO CTPOKHU.

7. Ecnu B mATON CTPOKE CyMMa MPEBBITIAET 255, TO B MIECTON CTPOKE HEOOXOAMMO OTHATH 255 OT
yucia B naToi crpoke. Mcnonesyiite ¢pynkmuio ECIIN.

8. B cenpMoii cTpoke momyuute OyKBBI 3ami(PpOBaHHOTO TEKCTa, UCMonb3ys GyHkuuo CHUM-
BOJIL.

9. CaMOCTOSITENTbHO, UCITOJIB3Ys OMHMCAHHBIC BBINIE (DYHKIMH, pacmiupyiTe MOTyICHHBIA KPHII-
TOTEKCT. JJis 3TOr0 co3haifTe HUXKE MEePBOU TAOJIHUIIBI BTOPYIO TAOIHUITY.

10. Pactmudpyiite TeKCT:

KCArz Bl YHKOO6XDbr UbAbrprxYULIA'

S A
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UCTIONB3YS Tapoiib «imrdpy. [Ipu Habope TeKCTa MPOITyCTUTE MPOOLITBI MEKTy OyKBaMHU.

11. Pacumudpyiite TeKcT:

EbIAxI[Co boYOx Hlx VYbIzIIOdDd HIag O3n D262 Pmuak3
HE 3Has MapoJisd, HO 3Hasl, YTO B 3alIM(PPOBAHHOM TEKCTE €CTh CIIOBO KUCTHHYY.

Jlumepamypa:

1. JlekimoHHBIN MaTepuall.

2. OcHOBBI HHPOPMALIMOHHOM 6€30M1aCHOCTH X035IICTBEHHOM 1€ATEIbHOCTH:
yueonoe nocodue / N.I1. Muxnes; BO ®I'bOY BIIO «Poccwuiickas akagemMusi HApOIHOTO XO35HCTBA U
rocyaapcTBeHHOU ciryxk0b». — Bonrorpaa: M3a-so BO ®I'BOY BIIO PAHXuI'C, 2013. — 144 c.

3. [Inatonos B. B. IIporpammHo-anmnapaTHbie CpeicTBa 3alIUThl HHPOPMAIUH:
yuebHuk. / M.: U3n. uentp "Axagemus". 2014.

Tema 4. Kpunrorpagusi ¢ 0OTKPBITBIM KJIKY0M.
Paccmampueaemvie 6onpocoi:
Kpunrorpadus ¢ OTKpBITHIM KJIFOUOM.
I'enepanus kinroueBoit napel B nporpamme PGP.
Opranuzanus oOMeHa KIrouaMH.
[udposanue nanusix B PGP.
IlonsATHE NEKTPOHHOM MOAIKCH.
3amuTa 10KyMEHTOB JIEKTPOHHON NMOJANUCKIO B iporpamme PGP.
[udpoBanue u 3IeKTPOHHAS NOAMUCH TOKyMeHTOB B PGP.
3adanus 01 camocmosamenbHo20 8bINOIHEHU.!
1. 3anmyctute PGPtools (Ilyck — ITporpammsr — PGP — PGPtools)
[TosiBuTCS NMaHenb

NNk -

= PGPtools

I8 2 2| el 7|2
2. BriGepuTe neBy10 KHOMKY ¢ AByMs KitouaMu. 3amyctutcs Mmoayibs PGPkeys co cnuckom Beex

krouell Ha Bamem kommbrotepe. B mone Description yka3zaHo, Kakoil 3TO KJIIOY: TOJIBKO OTKPBITHIH
(public key) wm kiroueBas mapa, T.€. OTKPBITBIN M CEKPETHBIN KITF0Y B KomIuiekTe (key pair).

e
(v} o
3. CozpaiiTe HOBYIO KITIOYEBYIO Mapy, HAXKaB Ha KHOIKY \= ¥ BBITIOJIHUB BCE 1Al MacTepa co-
3IaHUS KITIOUEH.
4. Cozpnaiite Ha nucke D: manky ¢ Ha3BaHueM Baiueil rpynmnsl.

5. DKCOPTUPYHTE CBOM OTKPBITHIM KJIIOU B ATY IMANKy, Ha)kKaB Ha KHOMKY —— M yKa3aB MyTh J10
Bameii manku. B kauecTBe Ha3zBaHus (aiiia ¢ KII04oM yKaxuTte Bamry damunuio.

6. Cxonmupyiite Bamr daiin Ha cepsep (Server606) B manky PublicKey.

7. mmopTupyiiTe U3 3TOW MAanKh YbH-THOO APYyTHUe OTKPBIThIC KIFOYH. {151 3TOr0 Ha)KMUTE Ha

"}

KHOTIKY = BbIOEpUTE IyTh U Ha3BaHUE (aiina.

8. 3akpoiite okHo PGPkeys.

9. 3anyctute Word u Habepute mHCbMO KOMY-THO00, Yeil Kitou Bbl UMIIOpTUpoBasin. CoxpaHHUTe
ATOT TEKCT B Balllel Mamke.

10. 3ammdpyiite 3TOT (Gailsl OTKPHITBIM KIFOYOM ITOTO MOJIb30BaTelNs. it 3TOro HaXKMHUTE KHOII-

=
W

Ky Ha naHenu PGPtools, ykaxxkure nyTh W Ha3BaHue Bamiero (aiina, a 3aTemM K04 B HO-
sBuBLIeMcs okHe. Coxpanute 3amudpoBanHblid (aiin B Bameil nanke noza damunueit Toro, komy Bbl
MIUCAJIH.

11. Cxonupyiite 10T (haiin Ha cepsep (Server600) B manky TextPGP.

12. CkonupyiiTe u3 3T0# nanku B Bamy nanky Ha aucke D: gaitn, anpecoBannblii Bam.
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]
[
13. Pacmudpyiite 310T daiin, HakaB KHOIKY &l WIN JIBaX/Ibl IEJIKHYB 110 HEMY MBIIIKOH, a
3aTeM BBIOpaB Bamr kiirou B crimcke KiTrouei.

14. Co3paiite emie oAuH JOKYMEHT B penaktope Word, coxpanus ero B Bamieit manke Ha qucke D:

:
7

15. Monnumute TOT (haiin Bamei 1eKTPOHHON MOANUCKHIO. [|JI 3TOr0 HAXKMUTE KHOTIKY E
Ha nanenu PGPtools, ykaxute myTh u Ha3Banue Barmero ¢aiina, a 3areM Bamn kim0 B osIBUBIIEMCS
OKHE.

16. O6parute BHUMaHUe Ha ¢aiijl MOAMUCH B Ballel manke. OTKpOWTe ero TBOWHBIM IICITYKOM.

17. OTkpoiiTe nognucaHHblil Bamu ¢aiin u n3MeHuTe ero, COXpaHUB U3MEHEHUSI Ha JTUCKE.

18. OTkpoiiTe (Haiis MOAMKMCH JBOWHBIM IIETYKOM €IIe pa3. Y O0eauTech, 4To MOMUCh HE ISHCTBH -
TeJbHA.

19. Coznaiite HOBBIH JokyMeHT B Word. HaGepute HeOoIbIIOE MTPEATIOKEHUE M CKOTUPYHTE €ro B
Oydep oomeHa.

20. IllenKHUTE MBILIKOM MO KHOTIKE E Ha MaHeJNu 33124 B IPAaBOM HIDKHEM YTIIy.

21. B mosiBuBmemcst meHto Beioepute Encrypt Clipboard n ykaxkute Bamr kirod.

22. Ha uuctom mecte Bamiero nmokymeHra BctaBbTe TeKCT u3 Oydepa oomena (IIpaBka — Bera-
BUTH). [losiBUIICS 3ammdpoBaHHBIN TEKCT.

23. CxonupyiiTe ero B Oydep oOMeHa U M0 aHAJOTHHU ¢ IuppoBaHUEM pacuudpyiTe ero, BEIOpaB
nyHKT Decrypt& Verify Clipboard.

24. BeraBbTe pacimppoBaHHbIN TeKCT U3 Oydepa oOMeHa.

Jlumepamypa:
1. JlekunoHHBIN MaTepual.

2. OcHOBBI HHPOPMALMOHHOM 0€301MaCHOCTH XO3IUCTBEHHOM NEATENFHOCTH: yueOHoe nmocodue /
N.II. Muxnes; BO ®I'bOY BIIO «Poccuiickas akageMusi HAQpOJHOTO XO3SIMICTBA U rocyaap-
CTBEHHOH ci1yx0b1». — Bonrorpaa: M3a-so BO ®T'5OY BIIO PAHXuI'C, 2013. - 144 c.

3. IInatonoB B. B. [IporpamMmMHo-anmapaTHble CpeJCTBa 3aIUThl HHDOpMAaIuu: yueOHHuK. / M.:
W3a. uentp "Axagemus'". 2014.

4. Bgenenue B kpunrorpaduro/ I[Tox oom. pea. B.B. Slmenko. — M.: MITHMO “YePo”, 2013.

http://pgp2all.org.ru

e

Tema 5. 3ammra 6a3 nanubix Microsoft Access.
Paccmampueaemvie sonpocuwl:
[Toctpoenue 6a3bl nanHBIX B Microsoft Access.
3amuTa 6a3bl JaHHBIX OT OTKPBITHS.
[Tonp3oBaTenu v rpymsl.
[MTaponbHas 3ammra.
Pasrpannuenue npas gocryma.
3aoanus 0ns camocmosmenbHO20 GbINOIHEHUSL:

1. Coznaiite Ha qucke D: B manke Bamiel rpynmsl 6a3y qaHHbIX Cekper

2. Co3pmaiiTe TabmuIly B peKUMe KOHCTPYKTOpa (TI0Jie TOMEUEHHOE * SIBIISICTCS! KIIFOUYEBBIM) U CO-
XpaHuTe ee No UMeHeMm AHKeTa.

M

Hms moJist Tun gaHHBIX
& Kon CueTyuk

DdUO TexcToBuI

Anpec TekcToBBIH

Tenedon TexcToBBIN

3. Beeaure B TaONIUIy TPU 3aIHCH.
4. YCcTaHOBHTE MApPOJIBHYIO 3AIIUTY Ha ATy 0a3y maHHBIX (mapois 1234)
5. Co3pnaiite Ha nucke D: B manke Bameil rpynmnsl 6a3y naHHbix Joctym.
6. Cozmaiite 17151 3TOM 0a3bl JAaHHBIX TPYNIBI Moab3oBareneit Student u Others
7. Co3paiite B rpynmne Student nonp3oBarens moJi cBoei Gpamuinen u nous3oBatens Studentl.
29



8. B rpynme Others co3naiite mons3oBatens Friends u monb3oBatens Guest.
9. YcraHoBute mapoiib aiMuHuCTpaTopy (admin) 6a3el JaHHBIX (00s13aTEAbHO 7777).
10. YcraHoBuTe mapoiM s CO3/IaHHBIX BaMM I0JIb30BaTesieil (MapojiM COBHANalOT C UMEHEM
TTOJIB30BATEIS ).
11. YcranoBute mpaBa JIOCTyMa K 06a3e JaHHBIX JJid Tpynnsl Student Ha Bce JeHCTBUSA, KpOME afl-
MUHUCTPUPOBAHUS.
12. YcranoBute npaBa AocTyna K 6aze maHHbIX 1 Tpynmsl Others TONBKO YTeHHE U J0OaBICHUE
JAHHBIX.
13. YcranoBute s rpymnmsl Users mpaBa TOJIBKO Ha YTEHUE JaHHBIX U MaKeTa.
14. TlokaxxuTe pe3ynbTar MpernoaaBaTesio.
15. CaumuTe napoiab aAMUHUCTpATOpa
Jlumepamypa:
1. JIeKunMoHHBINA MaTepual.
2. www.microsoft.com

Tema 6. [IpakTHyeckoe NpUMeHEHHEe MeKCETEBbIX IKPAHOB.
Paccmampusaemvie sonpocowi:

1. [ToHsiTHE MEXKCETEBOTO HKpaHa.
2. [Mpuntumer paboTs! ¢ mporpammoit Firewall Outpost.
3. HacTtpolika mporpaMMHBIX MOTyJIEH.

3a0anus 01 camocmosamenbHo20 6bINOJIHEHUA:

Outpost Firewall

1. 3arpy3ure nporpammy Outpost Firewall.

2. Boeibepute nyHKT Cemesgas akmusnocms. OKHO CIpaBa COACPKHUT WHPOPMAITUIO O TEKYIIUX
COEIMHEHUSX MPUJIOKeHUi ¢ ceThto. [lompolyiite moxy4nTh HHGOPMAIUIO MO0 KAaKOMY-HUOYIb MyHK-
Ty.

3. BeiOepure nyHkT Omkpsimole nopmsi. OKHO COAEPKUT UH(GOPMALIMIO O TOM, KAKUMU TPolLiec-
CaMH Ha KOMITBIOTEPE OTKPBITHI ONIPEICIIEHHBIE TIOPTHI.

4. [IpocmoTpuTe MyHKTHI Paspeutennvie u 3ab10Kuposantule, KOTOPbIE COAEPKAT OOIIYIO CTaTH-
CTHKY IO COCJIHHEHUSIM.

5. Beibepute nmynkt DNS. KsmmpoBanue 3anpocoB (T.e. coxpaHeHHe OTBeTOB B 6a3e Outpost) k
DNS no3BossieT COKpaTHTh BpeMsi OTKPBITHS CTPaHMII, KOTOPBIE ObLTH MOCEIIEHBI paHee 3a CYET TOTO,
YTO KOMITBIOTEPY HE HYKHO OyAeT mepes; OTKpbITHeM obOpamiatbes kK DNS cepBepy amns onpeneneHus
IP agpeca oTKppIBa€MOM CTPAaHHULIBI.

6. IIlpocmotpure Kypnai.

7. lllenxkHuTe MpaBoii KHONKOM MBIIIM IO Ha3BaHMIO Moxyssi DNS B neBoM OKHE mporpaMmsl U
BBIOCpUTE [lapamempul.

8. Orpannubte k311 DNS na 50 3anuceit u yctaHoBUTe Cpok XxpaHeHus 10 nHen.

9. Beibepute nyHKT /Jemexmop amak, KOTOPIM XpaHUT 0OIIYI0 HH(POPMAIIHIO O 3alIUTE KOMITBIO-
Tepa OT aTaK, CKAHUPOBAHHUS U IPYTHX TUIIOB 3aNPEIIEHHBIX COCIMHEHUI.

10. IIpocmoTtpuTte *kypHai. lllenkaure mpaBoil KHONMKOI MBIIIN 110 HA3BaHUIO MOAYJS [Jemexkmop
amax B JIEBOM OKHE NPOTrpaMMbl U BeIOepHUTe [lapamempul. B 0KHE HACTPOEK MPHU MOMOIIH MOJI3YHKA
MO>KHO BBIOPATh OJIMH U3 TPEX YPOBHEW TPEBOTH:

Maxcumanvroiti — daipBoi1 OyAeT NpeaynpekaaTh O MOMBITKE MOAKIIOYEHUS J1ake Ha OJUH
MOPT.

Obbiunvll — TmpeaynpexaeHue OyAeT BbIJAHO TOJIBKO TMPH CKaHUPOBAHHHM C OJIHOTO ajapeca
HECKOJIBKMX MOPTOB WJIU OIPEIETICHHBIX MIOPTOB, KOTOPbIE MPECTABIIAIOT ONPECICHHBIN HHTEpEC.

bBespaznuuneiii —aiipBosut OyneT CUrHaTU3UpPOBATh JIMIIb O PEaJbHON aTake Ha KOMITBIOTED, a HE
0 MOMBITKE UCMIOIHUTH TAKYIO aTaKy WM MPOCKAHUPOBATDH MOPTHI.

11. Haxxmure xkHOTIKY Boiopame ¢unvmp. IIpocMoTpHTe €€ BOZMOKHOCTH.

12. Boibepute nyHKT MumepaxmusHuvle 21emermul. 31€Ch MOKHO 3a0J0KHPOBATh BCILIBIBAIOIINE
OKHA, IIepeXO0 bl 110 PEKIaMHBIM caiitaMm B MIHTEpHET.
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13. IIpocMoTpuTe MapameTpbl HACTPOMKY JUIsl JAHHOTO IMyHKTa (IIpaBasi KHOIKa MbI). Ha Tpex
BKJIQ/IKaX pa3MeIleHbl HACTPOUKH OJIOKUPOBKHU BCEX JIEMEHTOB, KOTOPbIE MOTYT HAXOJUThCS Ha MOCe-
IaeMBIX BeO—CTpaHUIAX WM B MOYTE. BOJBIIMHCTBO HACTPOEK MMEIOT TPH HACTPOWKH: Paspeutero,
3anpoc n 3anpeweno. Ilpn HacTpoilke Hy)KHO YUUTBIBATh TOT (PAKT, YTO HA MHOTMX CTPAHUIAX CKPHII-
TBI WU (D31 MOTYT MCIIOTIB30BATHCS JUIS CO3JAHHUSI MEHIO M €CJIM MX MOJHOCTHIO OTKIIFOYHTH, TO Ha-
BUTALUS MO CalTy OyneT HeBO3MO)kHA. [103TOMy, ONTHMaNbHBIM CTAHET HMCIIOJb30BaHUE HACTPOMKH
3anpoc. JIns 0coboit HACTPOWKH HEKOTOPHIX CATOB B MOJyJIe «MHmepakmusHvle 3/1eMeHmbly CIYKUT
BKJIIaKa «Mcknouenusy. C ee MOMOLIbIO MOXXHO c(hOpMUPOBATH CIIUCOK CAHTOB M HACTPOMTH IS
KaXJIOTO M3 HUX OJOKUPOBKY OMPEIEICHHBIX AJIEMEHTOB. JTOT CIIMCOK MMEET 0ojee BBICOKHI MPHO-
pHTET, yeM 00LI1e HACTPOUKH OJIOKMPOBKH JUISI BCEX CATOB.

14. TIpocMoTpuTe BKJIAJKH MapaMETPOB, 3alIPETUTE BCIUIBIBAIOLINE OKHA U HACTPOWTE OCTalbHOE
110 CBOEMY YCMOTPEHHUIO.

15. Beibepure nyHKT Pexnama. Outpost yMeeT OTceKaTh peKiiaMy 10 pasMepy U 10 COAEPKUMOMY
CCBUIKH, YTO SKOHOMUT Tpa(hUK U yBEITHMUUBAECT CKOPOCTb 3arpy3KH CTPAHHULL.

16. Be13oBuTe mapaMmeTpbl Ui JAaHHOTO MyHKTa (IpaBasi KHOMKA MBIIHN). YCTaHOBUTE (hIaskok
Ilokazame kopsumny Ons pexnamei. ECIn B CTaHAAPTHOM CIIMCKE OTCYTCTBYET OIHUCAHUE IS Onpese-
JIEHHOrO OaHHEpa, U OH 3arpy>kaercs MpU MOCELIEHUH CTPAHUIIbl, TO, OTKPBIB KOP3HHY, JOCTATOYHO
MBILIBIO MEPETAIUTh B Hee OaHHEep, U OH OoJibllle HUKOI/IAa He OyneT 3arpyxatbcs. Bxiagka Obwue
MI03BOJIET BBIOPATh TO, YEM OYAYT 3aMEHSTHCS BBIPE3aHHBIE CO CTPAHUI] PEKIAMHbIE OaHHEPHI. 37eCh
K€ MOKHO CO3/1aTh CIIUCOK CaliTOB, C KOTOPBIX HE Oy/eT BbIpe3aThes Tpaduka U pekiama.

17. IlpocmoTpHTE BCE BKJIAJKU TapaMETPOB.

18. Bri6epute nmyHKT Cooeporcumoe. B HacTpoiikax 3TOro MOAYJS MOXKHO 33JaTh CIHUCOK CJIOB,
KOTOpBbIE MOTYT BCTpEYaThCsl HAa CTpPaHMIIE WM B aJpEce CTPaHUIbl U KOTOpbIe OYyIyT CIyKUTh
Outpost—y CUTHAJIOM TOT0, YTO CTPAHUIYY OTOOpaKaTh 3alpereHo.

19. [IpocMoTpuTE BO3MOXKHOCTH JIAaHHOTO MTyHKTA.

20. Beibepute nmyHKT Puivmpayus noumosuvlx 610dcenuii. B HacTpoKkax 3TOro MOAYJS MOXHO
3aaTh CIIMCOK THUIOB (DaiiJIoB, KOTOpPbIE IMOAJEKAT MEPEHMEHOBAHUIO, a4 TaK K€ BKIOYHUTH BBIBOJ
MH(QOPMALIMOHHOTO COOOIIEHUs O IMojSydyeHUH (ainoB ompeneneHHoro tuma. daily, THI KOTOPOTro
yKa3aH B HACTPOMKax 3TOr0 MOAYJS, NMPHU IMOJYYEHUH €ro MOYTOBBIM KIMEHTOM, HOJYyYUT BTOPOE
pacmpenue «.safe». 9To MO3BOIUT M30€XaTh ABTOMAaTHUECKOTO BBIIOJHEHUS MOYTOBBIM KIMEHTOM
KOZIa, YTO MOJKET SIBJISITHCSI IPUUYUHOM 3apakKeHUs] KOMIIbIOTEPA BUPYCaMHU.

21. [IpocmoTpuTe MapaMeTpbl JaHHOTO IIYHKTa U €r0 BO3MOXKHOCTH.

22. Noctyn K oOIIMM HacTpOWKaM MpOrpamMMbl MOKHO MOJyYUTh IIPH MOMOILM ITyHKTa MeHIo [/a-
pamempul — Obuyue U3 TIIABHOTO MEHIO MTPOrpaMMbl WIIM Ha)KaTHEM COOTBETCTBYIOIIEH KHOIKH Ha Ia-
Hesu. BbI30BUTE OKHO HACTPOWKH MMapaMeTPOB M MPOCMOTpUTE BKIAAKy Oouyue.

23. Bxnagka «/Ipunodicenus» MO3BOJIAET YIPABIATh NMpaBUIaMU MOBeAEHUs ¢aiipBoiuia mpu mo-
IIBITKE JIOCTYIIA B CEThb ONPEACIICHHBIX NPWIOKEHUI. Ha 3TON BKIIaJKe NEpedncIIeHbl BCE MPUIIOKE-
HUSI, KOTOpble 0OHapykeHbl Ha KommbloTepe Outpost—oM npu yctanoBke. Cpa3y nocie MHCTaUISALIH
9TH NPUJIOKEHUS HaxondTcs B rpynne «llonvzoeamenvckuii ypoeenvy. [ HUX CO34aHO OJHO WU
HECKOJIBKO MpaBMJI, YKa3bIBAIOLIMX, KAKUM 00pa30M HPUIOKEHHUE MOKET OOMEHUBATHCS JTAHHBIMU C
ceTblo. [IpaBuio MoXKHO MPOCMOTPETH UM U3MEHUTD IIPHU MIOMOILY ABOWHOTO KJIMKA M0 UMEHH €T0 HC-
HoJHsieMoro (aiina.

24. [IpocmoTpuTe TpaBuiIa s HEKOTOPHIX MPUITOKEHUM.

25. IlpunoxkeHust U3 TPYIIbl 3anpeujennsvie npuiodiceHuss HUKOT/1a He MOoJdydaT JOCTYyIa B CEeTb,
BCS UX CETeBas aKTUBHOCTH OyJieT mpecedeHa (alipBosioM. HekoTopbIM NpUIOkKEHUSIM MOXHO IOJI-
HOCTBIO OTKPBITh JJOCTYII B CE€Th, IEPEMECTUB UX B Ipynmy «/Jogepennvie npunoxcenus». IX n1octyn B
CeThb HE OrpaHMYMBAETCA HUYEM, HUKAKMMM IpaBwiaMu. [lepemelnieHue NnpuioKeHUH U3 Ipynn B
IpyIIly, paBHO KaK U U3MEHEHHUE MpaBWJI, CO3JaHHBIX AJIS IMPUIOKEHUH, BBIMOIHAETCS MPHU MOMOLIH
KHOTIKH /M3meHums. Ilpu momomu KHONIKU /[0Oagums MOKHO BHECTH B CIIMCOK HOBOE MPHIIOKEHHE U
3aTeM CO37aTh AJIsl HETO MPAaBUJIO OOILEHHS C CEThIO.

26. ITepemecture npunoxenue Excel B rpynmy 3anpewennsie npunoscenus.

27. IlpocMOTpHUTE OCTABIIUECS BKJIAJKU HACTPOEK MPOTPAMMBI.

28. IlonpoOyiiTe yepe3 ceTeBoe OKpPYKEHUE BBIMTH HA KOMIIBIOTEP COCENA.

29. IIpoBepbTe peakiuio ¢aiipBosia Ha NOMBITKY cOce/la OOPaTUTHCS K BallleMy KOMIIBIOTEPY.
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30. Ilepeiiaute B HACTPOIKK OOLIMX MApaMETPOB MIPOTPAMMBI.

31. Beibepute Brinaaky Cucmemuvie. Yoepure dnaxok NetBIOS. Teneps Bamr KoMIbIOTEp HETO-
CTYIIEH IO CETH.

32. loxauTtech, KOT/Ia Balll COCEJl BHIMOJIHUT MPEAbIAyIIee 3aJaHue U MOMpoOyiiTe uepes ceTeBoe
OKpY’KE€HHE 00paTUTHCS K €T0 KOMIIBIOTEPY.

33. Brmrounte duaxkok NetBIOS Ha cBoem KommbroTEpeE.

34. BpI30BUTE *KypHaJl, HA)KaB COOTBETCTBYIOLIYIO KHOIIKY Ha MAHEIN UHCTPYMEHTOB.

35. IlpocMmoTpuTe KypHa.

Jlumepamypa:
1. JlekimoHHBIN MaTepuall.
2. JoxymeHnrarus no pabote ¢ mporpammoii Firewall Outpost.
3. OcHoBbI HH(MOPMAITMOHHON 0€30MaCHOCTH XO3SHCTBEHHOH NIEATEILHOCTH: YUeOHOE T0-

cooue / WN.II. MuxueB; B® ®I'BOY BIIO «Poccuiickas axkanemMusi HapOAHOTO XO3SHCTBAa U
roCyJIapCTBEHHOM ity )0b». — Bonrorpan: M3a-so BO ®I'EOY BITO PAHXul'C, 2013. — 144 c.

4.  Ilnatonos B. B. [IporpammHo-anmapaTHbIe CpeACTBa 3alIUTHl HHPOPMALUU: yU4eOHUK. /
M.: Uzn. uentp "Akagemus". 2014.

Tema 7. 3ammura nunpopmannu B UHTEpHET.
Paccmampusaemvie sonpocwi:

1. [TpuHIMIBI pabOTHI MEKCETEBBIX IKPAHOB MpH padoTte ¢ MIHTepHeT.
2. Hactpoiika nporpaMMHbIX MoJtyJielt ipu padote ¢ MHTepHeT.
3. bnokupoBaHue HeHYKHOTO TpahuKa U PeKIaMbl.

3adanus 0ns camocmoamenbHo2o 8bINOIHEHU.!

1. 3arpy3ure nporpammy Outpost Firewall.

2. Otkpoiite B Internet Explorer crpanniyy www.yandex.ru

3. Bribepure nynkt Cemesas akmusHocms. [IpocMoTpuTe HHGOPMAIIUIO O TEKYIINX COSAMHEHHU-
AX C CETBIO.

4. Boibepure nyHKT Omxpuimosie nopmel. [lonyunre nabopMaIuio o TOM, KaKUMHU MTpoLieccaMu Ha
KOMITBIOTEPE OTKPBITHI ONPEACTICHHBIEC TOPTHI.

5. IlpocmoTpute MyHKTHI Paspeuiennvie U 3a010KUpo6anusie, KOTOPHIE coaepkKaT OOUIyI0 CTaTH-
CTHKY 110 COETUHEHMSIM.

6. Beibepute mynkr DNS u B mapamerpax orpanmubte ko1 DNS Ha 50 3amuceild © ycTaHOBUTE
cpok xpanenus 10 nHew.

7. Beibepute nyHKT /Jemexmop amak W B IapaMeTpax 3agaiire Obviunblil ypOBEHb TPEBOTH.

8. Boibepute nyHKT MumepaxkmusHule snemenmel. IIpocMoTpuTe apamMeTpbl HACTPOMKHU JUIs AaH-
HOro myHkTa. Ha Tpex Bkiajgkax pa3MelieHbl HACTPOWKH OJIOKHPOBKH BCEX 3JIEMEHTOB, KOTOPHIE
MOTYT HaXOJUThCS Ha MOCEIIaeMbIX BeO—CcTpaHMLax Ui B noure. HactpoliTe mapameTpsl 1o cBoemMy
YCMOTPEHHIO (PEKOMEH IyeTCs Yallle UCIONIb30BaTh HACTPOUKY 3anpoc).

9. Otkpoiite B Internet Explorer cTtpanuily www.mail.ru, mepeidiuTe mo KakoW-HUOYAb CCBLIKE
HOBOCTEH.

10. ITpocmotpute B Outpost Firewall cTatucTuky 1o coeIMHEHUSM, a TAK)KE CTATUCTHKY JIETEKTO-
pa arax.

11. Beibepute nmyHKT Pexiama. BeI30BUTE mMapaMeTphl A7 JaHHOTO MYHKTA. Y CTAHOBUTE (hIIaXKOK
Tlokazams Kop3uHy O/ peKiambl.

12. OtkpoiiTe CTapTOBYIO CTpaHHMIly WWW.Mail.ru ¥ MBI MepeTamuTs B Kop3uny ons pe-
K1ambl PeKIaMHbIe OaHHEPHI C 3TOM CTPaHUIIBI.

13. 3akpoiiTe cTpaHHIly W MONPOOYHTE 3aHOBO €€ OTKPBITh. [IpoBephTe, YTO MPOUCXOAUT C pe-
KJIaMHBIMU OaHHEpaMHu.

14. IlpocmoTpuTe BCE OCTABIIMECS BKIJIAIKU TapaMeTPOB.

15. Beibepute nyHkT Coodeporcumoe. B HacTpoiikax 3TOro MOAYJs MOXKHO 3aJaTh CIUCOK CJIOB,
KOTOpBbIE MOTYT BCTpEYaThCsl HAa CTpPaHMIIE WM B aJpEce CTPaHUIbl U KOTOpbIe OYyIyT CIyKUTh
Outpost—y CUTHAJIOM TOT0, YTO CTPAHUILy OTOOPa)KaTh 3alPelIeHO.

16. Hacrpoiite mporpamMmy Tak, yTo0bl Outpost OJIOKHpOBaNl BCE CTPAHUIIBI, B aJpece KOTOPBIX
npucyTcTBYeT cioBo chat. [lonpoOyiiTe OTKpBITH cTpaHuIly www.chat.ru.
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http://www.chat.ru/
http://www.mail.ru/
http://www.mail.ru/
http://www.yandex.ru/

17. Beibepute nyHkT Quivmpayus noumosgvlx 610xcenuil. B HacTpoikax 3TOro MOAYJSE MOXHO
3aaTh CHHCOK THUIOB (DaiiyioB, KOTOpbIE MOJUIekKAT MEPEMMEHOBAHHIO, a TaK K€ BKJIIOYHUTH BBIBOJ
UH(POPMALMOHHOTO COOOIIEHHS O MOJTyueHHH (HaiIOB ONPEIeICHHOTO THIIA.

18. 3amaiiTe BbIBO MH(DOPMAITMOHHOTO COOOIIECHHS I BCeX (PaiJIoB C pacIUpeHUEM .Zip U Tie-
perMeHoOBaHue (aiyIoB ¢ pacIIMPEHUEM .€Xe.

19. TlokaxkuTe pe3ynbTar MpernoaaBaTesio.

20. OT™MeHuTE Bce CBOM HACTPOMKH U 3aKPOMTE BCE OTKPHITHIE MPUIIOKEHUS.

Jlumepamypa:
1. JIeKIMOHHBIN MaTepHall.
2. OcHoBbI MHGOPMAIIMOHHON O€30MaCHOCTH XO3SMCTBEHHOW NIEATEIbHOCTH:

yueOHoe mocobue / N.II. Muxues; BO ®I'bBOY BIIO «Poccwuiickas akageMusi HapogHOTO
XO035HCTBA M TOCYJAapCTBEHHOU CiIy»)Ob1». — Bonrorpan: MUzn-so BO ®I'BOY BIIO PAH-
Xul'C, 2013. - 144 c.

3. [Inatonos B. B. IlporpammHo-amnmapatHbeie CpeacTBa 3allUThl HHPOpPMALUU:
yuebHuk. / M.: U3n. uentp "Axagemus". 2014.

Tema 8. Tunosas crpykrypa 3amurtsl or HCJ/I. Ynpasiienune gocrynom.
Paccmampusaemvie 6onpocoi:
Tumnosas ctpykrypa 3aumtsl nHGopmaru or HC/I.
[Toacucrema ynpaBiieHHs JOCTYIIOM.
ITocTpoeHne MaTpulbl 1OCTyIIA.
JlokymeHTarus otaena odecreueHuss nHPOpMaIMOHHOW 0€30MacHOCTH.
3aoanus ons camocmosamenbHO20 6bINOIHEHUSA:

1. PaccmoTpuTe TUIIOBYIO CTPYKTYpY 3amuThl nHGopManuu ot HC/I.

2. [Iponymaiite cTpykrypy 3aumthl nHbopManuu ot HCJ[ myist mpou3BoNIbHOM (BBIMBIIIIICHHOK )
OpraHU3aLMH.

3. PaccmoTtpuTe noacucTeMy ynpasiIeHUs JOCTYIIOM Ui TOW OpraHU3aluHy.

4. CocraBbTe NiepeyeHb 3allnuaeMblX HHPOPMAILIMOHHBIX PECYPCOB OPraHU3ALIHH.

5. IlocTpoiiTe MaTpuily 1OCTyNa I JAHHOW OpPraHU3aluu.

6. CocTtaBbTe NOKYMEHT, ONpEICNSIOMMN IMpaBWiia JOCTyNa IOJb30BaTeNell K pecypcaMm IpHU
MOMOIIY JINYHBIX UIEHTU()UKATOPOB U NapoJieil, MpaBuUIa COCTABICHUS, CMEHbI U XpaHEHUs apoJieH.

7. CoxpaHuTe BCe JOKYMEHTbI B CBOEH JIMYHOM Marnke (1 Ha CBOEH IHUCKETeE).

Jlumepamypa:

JlekimoHHbIN MaTepuall.

OcHOBBl MH(POPMALMOHHOW 0€30MaCHOCTH XO3SHCTBEHHOM JAEATENbHOCTH:
yueOnoe nocodbue / N.I1. Muxuer; BdO ®I'BOY BIIO «Poccwuiickas akameMuss HapOJIHOTO
XO34HCTBA U TOCYAAPCTBEHHON ciyxOb». — Bonrorpan: U3a-so BO ®I'OY BIIO PAH-
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[Ixana oueHuBaHuA

YpoBeHb 3HaAHUHN, YMEHUI U HaBBIKOB OOYYAIOIIETOCS MPY YCTHOM OTBETE BO BpEMS MPOMEXKY -
TOYHOMW aTTECTALIMK ONMPEIEISETCS OUEHKAMH «3a4TEHO» WM «He3auTeHo». KpuTepusmu oleHuBaHus
Ha 3a4yeTe SBISETCS JEMOHCTPAIUS OCHOBHBIX TEOPETUUYECKHX IOJIOKEHUH, B paMKaxX OCBaMBAEMOM
KOMIETCHIINHM, YMEHHE MPUMEHSITh MOJY4YCHHBbIC 3HAaHUS Ha mpakTuke. Jnsg aucuuruivmH, (Gopmoi
HUTOTOBOTO OTYETA KOTOPHIX SBJISIETCS 3a4€T, IPUHSATHI CIEAYIOIINE COOTBETCTBHUS:

60% - 100% - «3auTeHOY;

menee 60% - «He 3a4TEHO.

[Tpu ouleHMBaHUU PE3yNBTATOB YCTHOTO ONPOCA MCIIOIB3YETCs CIEAYIONIasl IIKaJIa OLEHOK:

OOyyJaromuiicss JeMOHCTPUPYET COBEPIICHHOE 3HAHWE OCHOBHBIX TEOPETHYECKHX I10-

o/ 0, o o
100% —90% JIOKCHHUHU B paMKaxX OCBAaMBACMOU KOMIICTCHI WU, YMCCT NPUMCHATL IMMOJTYUYCHHLIC 3HAHUA
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Ha NPaKTHUKE, BJIAZICCT HABBIKAMU PCIICHUSA HpO(i)eCCI/IOHaJILHBIX 3aaa4 ¢ UCIIOJIb30BAHHUEM
I/IH(i)OpMaHI/IOHHO-KOMMYHI/IKaI_II/IOHHBIX TEXHOJIOTUH

OOyuatomuiicss AEMOHCTPUPYET 3HAHWUE OOJbIIEH YaCTH OCHOBHBIX TEOPETHUECKHX I0-
JIOKEHUH B paMKax OCBaMBacMON KOMIIETEHIINH, YMEET IPUMEHATh MOIY4YCHHBIE 3HaHUSA
89% —75% |Ha mpakTHKe B OTHAENBHBIX cepax MpodecCHOHANBHON NESTEIbHOCTH, BIaJCeT OCHOB-
HBIMH HaBBIKAMHU pEIIeHUs] MPOPEeCCHOHATBHBIX 33[a4 C HCIOJIb30BaHHEM HH(pOpPMAIH -
OHHO-KOMMYHHKAIIHOHHBIX TEXHOJIOTHH.

OOyyaromuiics AEMOHCTPUPYET T0CTATOYHOE 3HAHNE OCHOBHBIX TEOPETHYECKUX TTOJIONKE-
HUH B paMKax OCBanBaeMOW KOMIICTCHLMH, YMEET HCIOJb30BaTh IMOJyUYCHHbIE 3HAHHS
74% — 60%  |nys penieHns OCHOBHBIX MPAKTHYECKHUX 3a/1a4 B OT/ACNBHBIX cdepax mpodeccHoHATLHON
JeATeNIbHOCTH, YaCTUYHO BJIaJeeT OCHOBHBIMH HAaBBIKAMH PEUICHUs MPO(eCCHOHATBHBIX
3aJa4 ¢ UCII0JIb30BaHUEM I/IH(l)OpMaHI/IOHHO-KOMMYHI/IKa]_[I/IOHHI)IX TEXHOJIOTHI

OOyyJaromuiicss AEMOHCTPUPYET OTCYTCTBHE 3HAHHS OCHOBHBIX TEOPETHUECKUX TTOJIOXKE-

6 O(V HUU B paMKax OCBauBaeMoOil KOMIICTCHIIMHU, HC YMCCT MPUMCHATH IMOJTYYCHHBIC 3HAHUA Ha
MCHEE 0
ITPAKTUKE, HC BJIAZICCT HABBIKAMU PCIICHUSA HpO(I)eCCI/IOHaJII)HBIX 3a1a4 C UCIIOJIb30BAHUCM

I/IH(i)OpMaI_II/IOHHO-KOMMYHI/IKaI_II/IOHHBIX TEXHOJIOTUH

®DOH/BI OIIEHOYHBIX CPEACTB IMPOMEKYTOTHOH aTTECTAIMHA 10 TUCIIATIINHE ITPECTABICHBI B IPIIOKCHHAH 1.

[Tpoueaypa oleHHBaHUS PE3YIBTATOB OOYUEHUS, XapaKTEPU3YIOMIMX 3Tambl (HOPMUPOBAHUS
KOMIIETEHIIUH, OCYIIECTBIISAIOTCA B COOTBETCTBUH ¢ [los10’keHNEM 0 TEKyIEM KOHTPOJIE YCIIEBAEMOCTH
u npoMmexxyTounoi arrecranuu crygaeHToB B ®I'bOY BO PAHXul'C m Permamentom o GamibHO-
peiftuHroBoii cucteme B Bonrorpaackom nHcTuTyTe ynpasienus - punnane PAHXul'C.

6. MeTonnuyecKue MaTepHuaJbl O OCBOCHHIO THCIMILINHBI

MeTtoguuyeckue peKOMEHAANUN 110 HATTMCAHUIO pedepaToB
Pedepar siBisieTcss MHAMBHUIyaJIbHON CaMOCTOSTENBHO BBINOJHEHHON paboToii cryneHTa. Temy
pedepara CTyIeHT BBIOMpaeT U3 TMEpeyHs TeM, PEKOMEHIYEeMbIX TMpernojaBareieM, BeIyIIUM
COOTBETCTBYIOIIYIO JUCHUIUIMHY. Pedepar momkeH comepikaTh CIENyIOIIUEe CTPYKTYpHBIE DJIEMEHTHI:
Tutrynensiii nuct Conepxxanne Bpenenne OcHoBHas yacTe 3axitoueHrne CIHCOK JIUTEpaTyphl
[Tpunoxkenus (mpu HeoOxoauMocTH). TpeboBanus k opopmiieHUto pedeparo: mpudT — 14, Mot — mo
2 cm, uHTepBal — 1, 00bem — He MeHee 10 cTp.

MeToanyeckue yKazaHHusA I 00y4alOMIUXCS 110 OCBOCHUIO U CHUIIIHHBI

[Ipu paGore Cc HACTOSAMMM y4eOHO-METOJMUECKUM KOMIUIEKCOM 0C000€ BHUMAHHE CIIEHAYEeT
o0paTuTh Ha 3HAHHE TEOPETUYECKHX BOMPOCOB HMH(POPMATHKH, HMETh BBICOKUH YpOBEHBb
MH(POPMALMOHHONW KYJBTYpHI, 3HATh YCTPOHCTBO COBPEMEHHOT'O MEPCOHAIBHOTO KOMIBIOTEPA, UMETh
rmyOoOKHe HaBBIKM pabOThl C COBPEMEHHBIMH OINEPAllMOHHBIMU CHCTEMaMU U  O(PHUCHBIMHU
MPUKJIATHBIMA TTakeTamu. [lepes BBITIOTHEHUEM MPAKTHUYSCKHUX 3a/laHui 00s3aTeIbHO JOJKCH OBITh
noJipoOHO pa3o0paH U M3y4YeH TEOPETUUECKHI MaTepHall Mo KaKJI0i TeMe Kypca.

B mpouecce n3ydeHusi Kypca CTYJIEHT JOJDKEH BbIpaOOTaTh HABBIKM M IPUEMBI BIIAJCHUS
COBPEMEHHBIMH TEXHOJOTUSIMU 00pabOTKH, XpaHEHUs, Mepeaadyn U MpUeMa MacCUBOB IOPUAMYECKOMN
UH(POPMALIMU B PA3IMYHBIX OOJIACTSX JESTEIBHOCTH NMPAKTHKA-IOPUCTa U YMETh MX HCIOJIb30BaTh B
COBPEMEHHOM PBIHOYHOM MHUDE.

Jliia Gonee yriayOIeHHOT0 U3Y4YEeHUs TUCHUIUIMHBI, CAMOCTOSTEIbHONW pa3paboTKe TOKIAI0B, CO-
OOIIEHHI B T.U. C UCIMOJIB30BAaHUEM MYJIBTUMEIUIHBIX CPEJCTB, JTUOO BBHIMOJIHEHUHU MPAKTHUYECKON pa-
OOTBI CTyZICHTaM HEOOXOJMMO I0JIb30BAThCS PEKOMEHIOBAHHOM B paboueii mporpaMMe JIMTepaTypoil.
[Ipu camMOCTOSATENBHOM HM3YYEHUHU Kypca PEKOMEHAYETCS MOJIb30BAaThC UCTOUYHUKAMU, YKa3aHHBIMU B
CIIMCKE OCHOBHOU JIMTEPATYPBI.

CprKTypa BpEMEHH, H606X0)11/IM01"0 Ha U3YyYCHUE NUCHUITIJIUHDbI
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®opMa n3ydeHUs1 TUCHUTIIINHEI Bpewms, 3aTpaunBaemMoe Ha U3ydeHue
JHMCHMITINHEL, %0
N3yuenune nureparypsl, peKOMEHIOBAHHON B 40
yueOHOI porpamme
Pemenne 3aa4, NpakTUYECKUX YIIPAKHEHUN U 40
CUTYALIMOHHBIX IIPUMEPOB
N3ydeHue TeM, BBIHOCUMBIX Ha 20
CaMOCTOATEIILHOE PACCMOTPEHUE
Hroro 100

PexoMeHIa1MH 110 NOATOTOBKE K MPAKTHYECKOMY (CEMMHAPCKOMY) 3aHATHIO

[IpakTuyeckoe (ceMUHApPCKOE) 3aHATHE - OJHA M3 OCHOBHBIX (POpM OpraHmzanuu y4eOHOTO
nporiecca, MpeICcTaBisAoNas co00M KONJIEKTMBHOE OO0CYXICHHE CTYACHTaAaMH TEOPETHYECKHX MU
IIPAKTUYECKUX BOIMPOCOB, PELICHHE MPAKTUYECKUX 3aJad I10J PYKOBOACTBOM IIpENoaaBaTess.
OCHOBHO# 1IE€IbIO MIPAKTUYECKOTO (CEMMHAPCKOI0) 3aHATHS SBJISIETCS IPOBEpKa IITyOMHbBI TOHUMaHUS
CTYACHTOM I/I3y‘~Ia€MOI71 TEMBI, y‘-IC6HOFO Marceprajia 1 YMCHUA HU3JIOXKUTL €ro COACPKAHUC SICHBIM U
YETKUM SI3bIKOM, PA3BUTHE CAMOCTOSITEIBHOTO MBILUIEHHUS U TBOPYECKON aKTUBHOCTH y cTyzAeHTa. Ha
NPaKTUYECKUX (CEMHHAPCKHUX) 3aHATUSX MPEIIoIaraeTcss paccMaTpuBaTh HauOoJiee BaXKHBIE,
CYLIECTBEHHBIE, CIIO’KHBIE BOIPOCHI, KOTOpbIE HanboJee TPYJHO yCBauBalOTCs CTyAeHTamMu. [Ipu a3Tom
TOTOBUTHCSI K TNPAKTUYECKOMY (CEMHMHApCKOMY) 3aHSTHIO BCErAa HyXHO 3apaHee. IloaroroBka
NPaKTUYECKOMY (CEMHUHApCKOMY) 3aHSTHIO BKIIIOYAET B ce0sl cieLyrolee:

- 00s3aTeIbHOE O3HAKOMJIEHHE C IUIAHOM 3aHSTHUS, B KOTOPOM COJEPXKATCsl OCHOBHBIE
BOIPOCHI, BBIHOCUMBIE Ha 00CYXJICHHE;

- U3YYCHUC KOHCIICKTOB J'IeKI.IHfI, COOTBCTCTBYIOINX pa3acioB y‘le6HI/IKa, yqe6H0r0 HOCO6I/I${,
COACPpIKaHNA PCKOMCHAOBAHHBIX HOPMATHBHBIX IIPABOBLIX aKTOB;

- paboTa ¢ OCHOBHBIMHU T€PMUHAMHM (PEKOMEH]IYEeTCSl UX BBIYUUTh);

- U3y4eHUe JOTIOJIHUTEIHHON JIUTEPATYpPhI MO TEME 3aHATHUA, Aeas MPH dTOM HEOOXOJMMBIE
BBITIMCKH, KOTOPBIC MOHAA00ATCS MPU 00CYKACHUN HAa CEMUHAPE;

- (opMyIMpOBaHHE CBOEr0 MHEHHUS IO KaXIOMYy BONPOCY M apryMEHTHPOBAHHOE €ro
000CHOBaHHE;

- 3alUCh BO3HUKIIMX BO BPEMs CAMOCTOSTEIbHOM paboOThl C yuyeOHMKaMHU M Hay4yHOH
JUTEpaTypbl BOIIPOCOB, YTOOBI 3aTEM Ha CEMUHAPE MOJIYYUTh Ha HUX OTBETHI;

- oOpaleHre 3a KOHCYJIbTaluel K IpenoaBaTeto.

[IpakTrueckue (CeMHHApCKUE) 3aHATHS BKIIOYAOT B ceOsl BHIIOJHEHHE 3aJaHuil Ha
KOMITBIOTEpPE MO KaKOM-TM00 CII0XKHOM WM 0co00 akTyalbHOM mpobneme, pemieHue 3agad. Ha
MIPAKTUYECKOM (CEMHHApPCKOM) 3aHSTHUU CTYJEHT MPOSIBISIET CBOE 3HAHME IPEIMETa, KOPPEKTHUPYET
MHPOPMALIMIO, MOJYYEHHYI0 B IMpolecce JEKIMOHHBIX M BHEAYJIUTOPHBIX 3aHATHH, (Qopmupyer
ompezeNeHHbI 00pa3 B IJlazax I[pernojaBaTesis, I[0Jy4yaeT BbICOKHE HAaBBIKM OCBOEHHS
UHQOPMALIMOHHBIX  TEXHOJOTHMM  NPUMEHHUTENIBHO B  NpOpEecCHOHAIbHONH  cdepe, HaBBIKH
MIPAKTHUYECKOI0 PELICHUs 3a7a4 Ha KOMIIbIOTEpE.

MeTtoauyeckue peKOMEeHAAalMHU 110 HANMCAHNIO CEMECTPOBOI KOHTPOJIbLHON padoThI

KonTponbHasg pabora siBIsS€TCS WHAMBHIYaJbHON CaMOCTOSITEILHO BBINOJIHEHHON paboToit
CTyAeHTa. BapuaHT KOHTpPOJIbHOW pabOThl CTyIEHT BBIOMpAeT M3 MepeyHs pabdoT, PeKOMEHIYEMBIX
IpernojaaBareseM, BeyIuM JaHHy AucuuiuinHy. KoHnTponbHas pabota, Kak MpaBWilo, JOJKHA CO-
JIEpKaTh CIENyIOIIME CTPYKTYpHbIE d1eMeHThl: TutynbHblil auct Conepxanue Beenenne OcHOBHas
yacTh 3akiatoueHue Crnucok aurepatypsl [Ipunoxkenus (mpu HEOOXOIUMOCTH).

TpeboBanust k oobeMy: He Gonee 15 crpanuu. Odopmienue: pudt TimesNewRoman, 12
upudr, 1,5 unrepsaina, 1,5 cm ab3anubiii oTcTyn. OpUruHaNbHOCTH 10 cucteMe AHTumarnar.BY3 —
He MeHee 60 MpOoIeHTOB.

PexoMeHganmuu mo N3YYCHHUIO MCTOIUYCCKUX MaTCPpHAJIOB
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MeTtoauyeckre MaTepuallbl M0 TUCIHMIUIMHE TO3BOJSIIOT CTYJICHTY ONTHMAaJIbHBIM 00pa3zoM
OpraHHM30BaTh MPOILECC W3YUCHMS JAaHHON TUCHMILUTMHBL. MeToauueckne MaTepualisl o AUCIUIUINHE
NpPU3BAaHBl TIOMOYb CTYJCHTY MOHATH CHEIHU(HUKY HM3ydaeMoro marepuaia, a B KOHEUHOM HTOTe —
MaKCHMaJIbHO TIOJIHO W KadeCTBEHHO €r0 OCBOHMTH. B mepByro ouepenpb CTYICHT IOJDKEH OCO3HATh
npeHa3HaYeHUE METOAMYECKIX MaTepHaIOB: CTPYKTYpPY, LENIU U 3a1a4n. [ 7TOr0 OH 3HAKOMUTCS C
npeaMOyIJI0il, OTrJIaBICHHEM METOJMYECKUX MaTepHajoB, TOBOPS MHA4e, OCYIIECTBISET IEPBHYHOE
3HaKOMCTBO C HHMM. B pa3nene, MOCBSIIEHHOM METOJUYECKAM PEKOMEHAALUSIM 10 HW3yYCHHIO
JMCIUITIMHBL, TPUBOSTCS COBETHI MO TUIAHMPOBAHHUIO W OPTaHM3AIMH HEOOXOIMMOTO ISl M3Y4CHHS
JTUCHUIUIMHBI BPEMEHHU, OINMCAHME IMOCIIEeNOBATEeIBHOCTH NEHCTBUN CTyACHTa («CICHApUH W3yYeHUs
TMCIUIUIMHBD ), PEKOMEHAAMK 10 paboTe C JIMTEepaTypoi, COBETHI IO IOATOTOBKE K JK3aMEHY H
pa3bICHEHUSI 110 TMIOBOY PabOTHI C TECTOBOM CHCTEMOM Kypca 1 HaJl IOMAITHUMU 33JaHusIMU. B nenom
JTAaHHBIE METOJMYECKHE PEKOMEHAlUK CIIOCOOHBI OOJIErYyuTh M3yYCHHE CTYACHTaMH JWCIMIUINHBI U
IOMOYb YCIIEIIHO CAaTh 3K3aMeH. B paszene, copepxkaimieM yueOHO-METOJUMUYECKHE MaTepUalIb
JWCIUIUIMHBL, COACP)KaHNE TPAKTUYECKUX 3aHATUH 10 TUCHUIUIMHE, CJIOBaph OCHOBHBIX TEPMHHOB
JUCHIUTUIAHBL.

HeoThemeMbIM 3JIEMEHTOM Y4eOHOTO MpoIiecca SBISETCS CaMOCTOsITebHAs paboTa CTyIeHTa.
[Ipu camocToaTenbHOI paboTe TOCTUraeTcsi KOHKPETHOE YCBOGHUE YIeOHOT0 MaTepuaia, pa3BUBalOT-
Csl TEOPETHUYECKHE CIOCOOHOCTH, CTOJNb BaKHBIC JUIS COBPEMEHHOW IOJTOTOBKH CHEIHMAHCTOB.
DopMBI CaMOCTOSITETIHHON PabOThl CTYJACHTOB 1O JAUCIUILIAHE: HAITMCAHWE KOHCIIEKTOB, IMOJTOTOBKA
OTBETOB K BOIIPOCAM, HalMCaHUE pedepaToB, pelIeHHEe 3a/1a4, UCCIIeI0BaTeNIbCKas padoTa, BHIIOTHE-
HUE KOHTPOJIBLHOU paboTHl.

PexoMenganum 1o caMocTosITE/IbHOM padoTe CTy/IeHTOB
Ha camocTtositenbayto padory crynenToB mo aucuuruinae b1.B.JIB.14.01 «OcHoBbI nH}popma-
IUOHHOM 0€30MACHOCTH XO0351IiCTBEHHOI 1eSITeJIbHOCTH» BHIHOCITCS CICAYIOIINE TEMBI:

3‘;')1 Tema Bonpocsl, BeiHOcuMBIe Ha CPC g::;: 3(;2;':{?
1 2 3 4 5
1. | lloustue wunbopma- | [lonstue  wHbOpMaruu,  3ammuThl  WHQOpPMAUU U

IUH, 3anUThl | MHGOPMALMOHHON Oe3onmacHocTH. HasHaueHune W 3amgaud B
HHpOpMAIIH u | chepe oOecriedeHUsT WHPOPMAIMOHHON O€30MacHOCTH Ha
MH(POPMAITIOHHOM YPOBHE TOCYIapCTBa, Ha ypOBHE PETrHOHA W HA IJIOKAILHOM 0 0
0e30IacHOCTH. ypoBHe. OCHOBHBIE TIOJIOKEHUSI TEOpUH HWHPOPMAIMOHHON
OCHOBHBIE  COCTaB- | 0€30MACHOCTH MH()OPMAIUOHHBIX CHCTEM.
JISIOLINE.
2. 3aK0HOIATENBLHBIN O030p pOCCHIHCKOTO 3aKOHO/JATENhCTBA B 00JNACTH
ypoBeHb HH(OpMa- | obecrieueHNs] WHGPOPMAIIMOHHONW Oe3omacHOoCTH. JlOKTpHHA
IIMOHHOM Oe30macHo- | MHpOopManMOHHON  Oe3zomacHoct  P®,  3akonsl  «O
ctu. KoMmbroTrepHsle | TocyaapcTBEHHON TaiiHe», «006 UHPOPMAITNH,
npectymwieHns. Ot- | ”HPOPMAMOHHBIX TEXHOJOTHUAX M O 3aluTe HH(OpMaIm». 0 0]
BETCTBEHHOCTH 3a | OCHOBHBIE = HOpMAaTHBHBIE  PYKOBOISIINE  JOKYMEHTHI,
COBEpIIIEHNE Kacarolyecs rocyIapCTBEHHOW TalHBI U KOH(QHICHINATEHON
KOMIBIOTEPHBIX Tpe- | nHPopmanuu.  HopmaTwBHBIE — aKTBl  aqMUHHCTPAIUU
CTYTIJICHUH. Bourorpana B o6actit ”HHOpPMaIMOHHOM 6€30MIaCHOCTH.
3. | Knaccudukanus [lonstne  araku  Ha  HMHGOPMALMOHHYIO CUCTEMY. o o
aTax. [onstue | Knaccuduxamms aTak. Bunsl IIPOTUBHUKOB 158105
YIPO3BIL. Mogens | “Hapymmwmreneii”, ux kinaccuduranus. Kanamel  yTedkw
yrpo3. Pexomenna- | uadopmanmu: BU3YaJIEHO-ONTHYECKUH, aKyCTHYECKHH,
nuu 1o obecmede- | NEKTPOMArHUTHBIN M MaTepUalbHO-BElleCTBeHHEIN. [loHaTHE
HUIO WH(OpManMoH- | yrpo3bl. Mcrounuku yrpo3 u ux kinaccudukanus. [loctpoenue
HOI 0€30IacHOCTH. MoAenu yrpo3 opranmzarnuu. Ilpumepsl. CrenuaabHbIC
TpeOoBaHus W pexkoMeHmaruu. [lokazaTenn 3amUIIEeHHOCTH.
Cucrema 3ammThl WHGOpPMAIMHA OT HECAHKIIMOHHPOBAHHOTO
noctyna. PexomeHayemble Mepbl 1O 00OECIICUEHHUIO 3aIIUTHI
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uHpOpManUu B Tpolecce HIKCIUTyaTalud HHPOPMALUOHHON
cuctembl. PazpemmrensHas cucreMa JomycKa.

OCHOBHBIE ITOHSITHS
kpunirorpadun. JlBa

Creranorpadus u kpunrorpadus. BaxHocTs Kpumnrorpaduu
pH  pemIeHWW 3amad  oOecmedeHus HWHPOPMAITMOHHON

COBPEMEHHBIX 0€30MacHOCTH XO3SIICTBEHHOW NEeSTeIbHOCTH M COXPaHEHUS
HanpaBJICHUS B | koHQuAeHMaIbHOH  mHpopManuu. OCHOBHBIE  TOHSATHUS
Kpunrorpadumu. KpunTorpapum. [onsTre KPUITOCUCTEMBI, KITIOYa.
Knaccuueckue kpur- | Bo3mMokHbIE ~ aTakm  HAa ~ KPUIITOCHCTEMBI,  TOHITHE
TOCHCTEMBI. KpunroaHanusa. HagexHocTs kpunrocucTeMsl. [[Ba OCHOBHBIX
HaTpaBIeHUS B COBpEMEHHOH KpunTorpadpuu. 0
OnnoandaBuTHElE W MHOTOAN(aBUTHBIE KPHIITOCUCTEMBI.
Cucrems! Lezaps u Bukenepa. BozmokHOCTH KpunTOaHaIN3a
MHOTO0aN(aBUTHBIX cHCTeM. Packpbitne cuctemsl BmkeHepa.
HanexHocts  MHOrOoapaBUTHBIX ~ cHCTeM.  AOCOIIOTHO
HajeKHas  kpunrocucrema:  “OmHOpa3oBBId  OJIOKHOT”.
Kpunrocucrema DES.
Kpunrrorpadus ¢ | Cucrempl mudpoBaHusa, HE TpeOyIOMME Iepeaadnd KIro4a.
OTKpBITBIM KJto4doM. | IIpoTokon ~ umcnonb3oBaHus  cucteMbl  «OIHOpa30BBIN
Cuctembl mudposa- | OJOKHOT», He TpeOyIOIIMH NepBOHAYAIBHOTO  OOMEHa
HUS, HE TpeOyromue | CeKpeTHBIMU KifouaMiu. Kpunrorpadus ¢ OTKPBITEIM KIIIOUOM.
nepegadn kimova. | [loHsTHE OTKpPBITOrO W CEKPeTHOTO Kio4a. [IpuHIHITEI
OneKTpoHHasI MOCTPOCHUS KPUITOCUCTEM C OTKPBITHIM KIIt04oM. M3BecTHBIC 0
MO JIITUCH. KPUITOCUCTEMBI C OTKPBHITHIM KIIFOUOM W WX aJITOPUTMEL.
Cucrema RSA. [Inuna ximoya B KpUnTorpaQuu ¢ OTKPHITHIM
kmodoM.  OpHOCTOpPOHHSIST  (PyHKIMS, BO3MOXXHOCTH €€
WCTIONB30BaHMS. OJNEKTPOHHAsl TOANKUCH W TIPUHIIUIEI  ee
MIPUMEHEHHSI.
OcHoBHble  TexHO- | OCHOBHBIE TEXHOJOTMH TOCTpoeHus 3amuiieHHsix HC.
norun  moctpoeHus | [loHsTe MexcereBoro 5kpana. [IpaBwia uibTpanuu u
samumeHHblx  WC. | npuamunel ux npuMeneHus. [laketneie Quabtphl. [lonmntnka
MexceTeBbIe DJKpa- | ceTeBOM Oe3zomacHOCTH. llomuTHKa peamu3anuu MeXCETEBBIX
HB. 9KpaHoB. QDyHKIMOHaIbHBIE TpPeOOBaHUS K MEKCETEBBIM 0
9KpaHaM M HX KoMIoOHeHTHl. IIlmro3sl ceaHcoBoro u
MpUKJIaAHOTO ypoBHs. HoBble ¢dyHkmmm OpaHAMaydpOB.
CxeMbl OpraHM3allMd MEKCETEBBIX JKpaHOB. TpeboBaHUS K
MEKCETEBBIM SKpaHaM
Texnomoruss ~ VPN- | TexHonoruss oObeIWHEHUs JOKaJIbHBIX CETEH M OTIEIBHBIX
CeTei. KOMIIBIOTEPOB HY€pe3 OTKPHITYIO BHEIIHIOI CpEeAy Iepenadu
JaHHBIX B CIUHYIO BHUPTYAIBHYIO CETh, 00ECIIEYHBAIOLIYIO
3alUTy MH(QOPMAIMOHHBIX TOTOKOB WM TexHonorus VPN-
cereir. OcobOenHoctu VPN. TyHHenupoBaHne W  €ro 0
ocoberHoct. OcHOBHBIE pa3HOBUIHOCTH VPN-ycTpolcTB 1O
TexHu4eckol peanusauuu. Pomn VPN-ycrpolicts. BapuaHTel
MOCTPOEeHMS 3aluieHHbIX kaHaioB VPN. VYrpossl gist VPN.
Kiraccnduramus VPN-cereir. Comenienne VPN-texHomornii
U MexcereBoro skpana. Hemocratku VPN.
3ammra  uHpopma- | [Ipobiema obecriedennst nHGOpMALMOHHON OE30MaCHOCTH MPH 0

uuu B MHTepHer.
Nnudopmarnmonnas
0€30IMacHOCTD B
yCIOBUSIX  (DYHKIIH-
oHupoBanusa B Poc-
cHu rI100aJIbHBIX
CeTeH.

pabote c mTiobanbHON cerhio MuTepHeT. MHDOpMarmonnas
0e30macHOCT, B ycHOBHSX (yHKIMOHMpoBaHUS B Poccun
rnobaneHBIX ceTeil. Yka3 mpesuaeHta PO «O wmepax mo
obecniedyeHnto WHGpOpPMAIMOHHON Oe3omacHocT Poccuiickoit
Odenepanun B chepe MEKAYHAPOJHOTO HHGOPMAIMOHHOIO
oOMeHa». YTpo3bl WHGOPMAIIMOHHOW OE30MacHOCTH IPH
pabore ¢ HuTepHer. Bupycel, HCHOIHSIEMBIE MOIYIH,
BCIUTHIBAIONINE  OKHA W  pekiama.  lcrmoms3oBaHHe
AQHTUBUPYCHBIX MPOTPaMM M MEXKCETEBBIX IKPAaHOB IIpH padoTe
¢ Wurepuer. IlporpamMmHbIe cpencTBa MPOBEPKH Tpaduka U
00pbOBI C HECAHKIIMOHUPOBAHHBIM HCIIOJIB30BaHUEM PECYPCOB
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WHQOPMAIIIOHHOHN CHCTEMBI.

9 TunoBas cTpykTypa | ApXUTeKTypa THIIOBOI CHUCTEMBI 3aIIUTHI oT
ammuTtel  or  HC]JI. | HECaHKIMOHUPOBAaHHOTO  JocTyma.  MnmeHTudukamus u
Yupasnenue no- | ayrenTudukanus. llaponpHas ayreHTHdUKanus. [IpaBwmra
CTYTIOM. npuMeHeHus: mapoisieid. OmHopa3oBeie mapoiu. [IpuHIUIBL
KOHTpOJsL AOoCTyma. MaTpuiia JocTynma M CIHUCKH JOCTYIIA.

[Ipou3BoNBHOE M NPUHYIUTENIBHOE YIPABICHHE JOCTYIOM. orT orT

OrpannuuBaromuii  uaTepdeiic.  PomeBoe  ympasieHue
noctynoMm. Kpunrorpaduyeckas moxacucrema. IIporpammuo-
ammapaTHble cpenctBa 3amuTel  uHGopMmammm ot  HCI.
VYcrpolicTBa BBosia naeHTH(]-HBIX TPU3HAKOB. [IpenMyiecTBa
Y HEJIOCTATKU MX MCIOJIb30BAHUS. DIEKTPOHHBIE 3aMKH.

HeoTbeMieMbIM 3JIeMEHTOM y4eOHOTO TpoIiecca SBISETCS CaMOCTOATENbHAs padoTa CTy/ICHTa.
[Tpu camocTosATeNbHOM paboTe JOCTUraeTcss KOHKPETHOE YCBOCHUE yUeOHOro Marepuaia, pa3BUBaIOT-
Csl TEOPETHYECKHE CIIOCOOHOCTH, CTOJh BAKHBIC /IS COBPEMEHHOW ITOJITOTOBKH CIEI[HATHCTOB.
@DopMBI CaMOCTOSTEIBHON PabOThl CTYJCHTOB MO JAUCIUILIMHE: HAIMUCAHWE KOHCIIEKTOB, IMOJTOTOBKA
OTBETOB K BOTpPOCaM, HalMcaHue pedepaToB, pelIeHUe 3aad, HCCIIe0BATEIbCKas padoTa, BHIITOIHE-
HHUE KOHTPOJIHHOM paboTHI.

3amanust ISl CaMOCTOSITEIBHONW paOOThI BKIIFOYAIOT B C€0S1 KOMIUICKC aHATMTUYCCKUX 3aaHUi
BBITIOJIHEHHE, KOTOPBIX, MPEAINOJaraeT TIIATEIIbHOE H3yYeHHE HaydyHOW M y4eOHOW IuTeparyphl,
NEePUOTUYECKUX M3JaHHUN, a TAK)Ke 3aKOHOJATEIbHBIX M HOPMATHBHBIX JIOKYMEHTOB IPEIaraeMbIX B
n. 7.4 «YueOHas nuTepaTypa M pecypchl HMH(OPMAIMOHHO-TEICKOMMYHHUKAIIMOHHOM CeTH
«HTEepHeT», y4eOHO-METOAMYECKOe obOecleyeHrne CaMOCTOSATENbHONM pPadoThl O0yyaroumMxcs Io
JUCLUIUIMHEY. 3ajaHus PEAOCTABIIAIOTCS Ha IPOBEPKY B IE€YaTHOM BHUJIE.

Pexomenganum no padore ¢ urepaTypoii

[Ipu m3ydyeHun Kypca y4uyeOHON IHMCHUIUIMHBI 0CO0O€ BHHUMaHHUE clieyeT oOpaTuTh Ha pe-
KOMEHAYEMYIO OCHOBHYIO U JJOTIOJIHUTENBHYIO JTUTEPATYPY.

Ba)kHpIM 37€MEHTOM MOJATOTOBKM K CEMHUHApy SBISETCS TIyOOKOe H3y4YeHHE OCHOBHOW U
JIOTIOJTHUTENBHOMN JINTEPATYphl, PEKOMEHA0BAHHOM MO TEME 3aHATHS, & TAK)KE IEPBOMCTOUYHUKOB. [Ipn
STOM TOJIE3HO MPOUYUTAHHYIO JUTEPaTypy 3aKOHCIEKTHpoBaTh. KOHCHEKT HOHKEH OTBeYaTh TpeM
TpeOOBaHUAM: OBITH COJIEPKATEIBHBIM, IO BO3SMOXXHOCTH KPAaTKUM U PAaBUIBHO 0(OPMIICHHBIM.

CopepxaTenbHBIM €ro CJeIyeT CYMTaThb B TOM cllyyae, €ClId OH IepeJaeT BCe OCHOBHBIE
MBICIIM aBTOPOB B LIEJIOCTHOM BHJE. M310%UTh TEKCT KpAaTKO — 3TO 3HAYMUT IE€PENaThb COJEPIKAHUE
KHUTH, CTaTbU B 3HAYUTEILHOU Mepe cBoMMU cioBaMu. [Ipu aTOM cienyeT nmpuaepKuBaThCcs MpaBuia
- 3aMChIBaTh MBICIIb aBTOpa pabOoThI JIMIIb TOCJE TOTO, KaK OHa XOpOILIO MoHATa. B TakoMm ciydae
MOCTaBJICHHAs IIeJIb OyJeT JOCTUTHYTa. [[uTupoBaTh aBTOPOB HM3ydaeMbIX padoT (C 00s13aTeabHOM
CCBIJIKOM Ha UCTOYHUK) CIEAYET B TEX CIIy4asX, €CIU HAJIO 3alKMChIBaTh OUYEHb Ba)XKHOE OIPENEICHHE
WJIH TI0JIOJKEHHE, 0000IIArOMMi BEIBO/,

BaxxHo u BHemHee oopmiieHne KOHCTIeKTa. B ero Hauane Hajo yka3aTh TEMY CEMUHapa, AaTy
HaNMCaHMsI, Ha3BaHMsI JIUTEPATYpPHBIX HMCTOYHHMKOB, KOTOpbIE OyIyT 3aKOHCIEKTHpOBaHbBI. | IyOoxas
caMOoCTOsITeNIbHas paboTa HaJl HUMH 00ECIIeUUT YCIENIHOE YCBOCHUE U3Y4aeMOM JTUCIIUTUINHBIL.

OnHuM U3 BaXXHEHIIMX CPEACTB CEPbE3HOIO OBJAJCHHUS TEOPHUEU SIBISIETCS KOHCHEKMUpPOosea-
HUe nepeoucmo4YHUKOS.

Jli1g cocTaBineHHs KOHCIIEKTa PEKOMEH/IyeTCsl CHavyajia MpoYnuTaTh paboTy LETUKOM, YTOObI ysic-
HHUTB ee OOIIMI CMBICI U coziepxaHue. [Ipu 3ToM MOXKHO clieNiaTh TIOMETKU O €€ CTPYKType, 00 OCHOB-
HBIX TOJIOXKEHUSAX, BBIBOJIAX, HAJIO0 CTApaThCsl OTIMYATh B TEKCTE OCHOBHOE OT BTOPOCTEIIEHHOTO, BbI-
BOJIbI OT apTyMEHTOB U JI0Ka3aTeNbCTB. ECiI €CTh HETIOHSTHBIE CII0BA, HAJ0 B SHIUKIIONEANYECKOM CIIO-
Bape HaWTH, YTO ITO CIOBO 000O3Ha4aeT. 3aKOHYMB uTeHHE (maparpada, TiiaBbl, CTaThbH) HAJO 3a1aTh
ce0e BOIpoCkl Takoro poja: B uem riaBHast Mpicib? KakoBbl OCHOBHBIE 3BeHbs JoKa3arenbcTBa ee? Uro
BBITEKACT M3 yTBepKJIeHui aBropa? Kak 310 cormacyercst ¢ TeM, 4TO YK€ 3HAeTe O NMPOYUTAHHOM M3
JpYTUX UCTOYHUKOB?
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SIcHOCTP M OTYETIIMBOCTH BOCHPUATHS TEKCTa 3aBUCUT OT MHOTOIO: OT COCPEIOTOYEHHOCTH
CTYJICHTa, OT TEXHUKHU YTEHUS, OT HACTOWYMBOCTH, OT IPKOCTU BOOOPaKEHUs, OT TEXHUKH (PUKCUPOBA-
HUS IPOYUTAHHOTO, HAKOHEL], OT 3pyIULIMU — OOIIEH U B KOHKPETHO pacCMaTpUBaeMoi IpodieMe.

Pe3ynbpTaTom nepBOHAYANIBHOTO YTEHHS JOJIKEH OBITh MPOCTOM nian mexcma u yemkoe npeo-
cmaeienue 0 HesICHbLIX Mecmax, OTMEUEHHBIX B KHuUre. Ilocne mpenBapuTebHOr0 03HaKOMIIEHHUS, IPU
MOBTOPHOM UYTEHUU CIEAYET 8bl0eiumb OCHOBHblE MbICIU A8Mopa W UX Pa3BUTHE B MPOU3BEACHUU,
00paTuTh BHUMaHNE Ha 0OOCHOBAaHHUE OTACIHHBIX MOJOXKEHUH, HA METOABI U (POPMBI JOKA3aTEIbCTBA,
Haubosee sipkue mpuMepsl. B xozme 3Toit paboThl OKOHUATENHHO OTOMpPAETCS MaTepual JUid 3alucu U
OTIpEEIISAETCS €€ BUJ: NIAH, Me3UChbl, KOHCNEKM.

[Tnan 3TO KpaTKWi, MOCIEI0BATEIbHBIN MepeueHb OCHOBHBIX MBICIIEH aBTOpa. 3amuch MpPOYH-
TaHHOTO B BUJE TE3UCOB — 3TO BBISIBIICHHWE M 3aIllMCh ONOPHBIX MbICIEH TekcTa. PasHuma mexmay
TUTAHOM U T€3HCAMHM 3aKJII0YaeTCs B CIEIYIOIIEM: B IJIaHE MBICJIb Ha3bIBaeTCs (CTaBb BCETAa BOIIPOC: O
94eM rOBOPHUTCS?), B Te3ucCaX — POPMYITUPYETCs — (4TO UMEHHO 00 TOM TOBOPHUTCS?). 3alUCh OTIOPHBIX
MBICIIEH TEKCTa BayKHA, HO TMOJHOTO MPEACTaBICHHs O MPOYUTAHHOM Ha OCHOBAaHUM MOI00HOI 3amucu
HE COCTaBUIIb. Ba’kHO OCMBICIINTB, KaK aBTOP JAOKa3bIBAET CBOIO MBICIIb, KaK YOEKIaeT B UCTUHHOCTH
CBOMX BbIBOJIOB. Tak Bo3HUKaeT KOHCTEeKT. Dopma 3amucu, Kak Mbl y>Ke€ OTMETHIIH, YCIOXKHSETCS B 3a-
BHUCHUMOCTH OT LieJIed paOOThI: TUIaH — O YeM?; T€3UChI — O YeM? YTO UMEHHO?; KOHCIIEKT — O 4YeM? UTO
MMEHHO? Kak?

KoHcnekT — 370 kpaTkoe Mocie10BaTeIbHOE U3JI0XKEHHE cojepkaHusl. OCHOBY €ro COCTaBIISET
IUIaH, Te3UChl M BBIMHCKU. HeqocTaTku KOHCTIEKTHPOBAHMS: MHOTOCIIOBHE, IIUTUPOBAHNWE HE OCHOB-
HBIX, a CBA3YIOIUX MBICIEH, CTPEMJIEHHE COXPAaHUTh CTMJIMCTUYECKYIO CBSI3aHHOCTH TEKCTa B yIiepO
ero Jorudeckoi crpoiHoctu. [IprcTynath K KOHCIEKTUPOBAHUIO HEOOXOAUMO TOT/A, KOT/IA CIIOXKH-
JINCh HaBBIKM COCTABJICHUS 3aIlMCU B BUJE Pa3BEPHYTOr0 MOJPOOHOIO IUIaHA.

®dopma 3anmucy Ipu KOHCIIEKTUPOBAHUU TpeOyeT 0co00ro BHUMaHUs: BaKHO, YTOOBI COOCTBEH-
HbI€ YTBEPXACHHUSA, PAa3MBILUICHUS HaJ MPOYUTAHHBIM, YETKO OTAEISUINCh IpH 3anucu. Pazymnee
BBIHOCUTH CBOM IMOMETKH Ha MIMPOKHE TMOJISA, 3aMKUCHIBATh HA HUX JOMOJHUTENbHBIE CIIPABOYHbIC JIaH-
HbI€, IOMOTAIOIIIE YCBOCHUIO TEKCTA (JaTa COOBITHS, YIOMSIHYTOTO aBTOPAaMU; CBEJICHUS O JIUIE, Ha-
3BaHHOM B KHHIE; TOYHOE cojiepKaHHe TepMHHAa). EciM KOHCHEKTHUpYeTCsl TEKCT BHYIIUTEIHLHOTO
o0beMa, HEOOXOIMMO YKa3bIBaTh CTPAHUIIBI KHUTH, KOTOPbIE OXBATHIBAET Ta WIIM MHASI YAaCTh KOHCIICK -
Ta.

Jlns ynoOcTBa 1oJIb30BaHNUS CBOMMM 3aIIUCSIMU BaYKHO O3arjaBUTh KPYIHBIE YaCTHU KOHCIIEKTA,
noa4yepkuBas 3aconoexku. Cienyer OMHUTh O Ha3HAUYEHUU KPACHON CTPOKH, CTPEMHUTHCS K UETKOM
rpaduke 3anucell — ycTynaMu, KOJIOHKaMu. M3marate riiaBHbIE MBICIIH aBTOPA M UX CUCTEMY apryMeH -
TOB HEOOXOJMMO MPEUMYIIECTBEHHO CBOMMH CJIOBaMH, MepepabaThiBas TakuM oOpa3zoMm uHbOpMa-
IIUI0,— TaK MPOXOJUT YSICHEHHE ee CyTH. MbICib, (hpas3bl, MOHATHIE B KOHTEKCTE, MOTYT NMPHOOpECTH
Oosiee MpocTpaHHOE M3NOKEHHE B 3anmucu. Ho TeKCT opurmuHana cBepThIBA€TCS, U CTYACHT, OTpadaThl-
Bas JIOTUYECKOE MBIIIJICHUE, YUUTCSA BBIACNATH INIABHOE U 00001IaTh OJHOTUIIHBIE CYXKIACHUS, OAHO-
ponusie paxThl. Kpome Toro, enas 3amucu CBOMMH CIIOBaMH, 000011ast, CTyIEHT yUUTCS MTUChMEHHON
peun.

3HaHue o0IIel cTpaTeruu YTeHHs, TEXHUKH COCTaBJICHHE TJIaHa M TE3UCOB OMpEeNsieT U TeX -
HOJIOTHIO KOHCIIEKTUPOBAHHUS:

° BHUMATCJIIbHO YHUTATb TCKCT, MOIYTHO OTMCYAsA HCIIOHATHBIC MCCTA, HC3HAKOMBIC TCPMHUHBI U
NOHSITUS. Boinucams na nons 3HadyeHNE OTMEUYCHHBIX TTOHITUH.

o NpU TIEPBOM YTEHHHM TEKCTa HEOOXOIUMO COCTaBHTH €r0 MPOCHON NIAAH, TIOCIICAOBATECIbHBIN
NepeYeHb OCHOBHBIX MBICIICH aBTOPA.

o NPYA TTOBTOPHOM YTEHHUW TEKCTA BBIICISTH CUCHEMY O0O0KA3amenabCme OCHOBHBIX TOJOXCHUN
paboTHI aBTODA.

o 3aKJIFOYUTENBHBIN 3Tal pabOThI ¢ TEKCTOM COCTOMT B OCMBICIICHHH PaHEe OTMEUEHHBIX MECT U
WX KPaTKOH TMOCJIeI0BATEIIEHOM 3aIHCH.

o [P KOHCIIEKTUPOBAHUU HYXKHO CTPEMHTBLCS GbIPA3UMb MbICIb AGMOPA CEOUMU C/I08AMU, ITO
nmomoraet 0oJee ri1Iy0OKOMY YCBOSHHIO TEKCTA.

o B paMKax paOOTbl HaJ TEPBOMCTOYHHUKOM BaXCH YMENbld oméop uumam. HeoOxomumo

YUYHUTBIBATb, HACKOJILKO SAPKO, OPUTHHAJIBHO, CXKATO HU3JIOKCHA MBICJIb. ]_II/ITI/IpOBaTB HeO6XOI[I/IMO
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T€ CY’KJEHMsI, Ha KOTOpbIE BIOCJEICTBUU BO3MOKHA CCBHUIKAa KaK Ha aBTOPUTETHOE M3JI0XKEHHE
MHEHWUS, BBIBOJIA 110 TOMY UJIM HHOMY BOIIPOCY.

KoncnektupoBath 1enecooOpa3Ho HE Ha OTIEIBHOM JIMCTE, a B OOIICH TeTpaaud Ha OJHOU
cTpanuie Jsucta. OOOpOTHas CTOpPOHA JIMCTa MOXKET OBITh HCHOJb30BaHA JJIsl JOMOJTHEHUH,
HCO6XOI[I/IMOCTI> KOTOPBIX BBIACHUTCA B l[aJII)HGI\/JIIHCM. HpI/I KOHCIICKTHUPOBAHWUU JIUTCPATYPhI CICAYCT
OCTaBUTH LIUPOKHUE TOJISA, YTOOBI 3aMucaTh Ha HUX IJIaH KOHcTeKTa. [1ost MOryT ObITh MCIIOIB30BaHbI
TaK)Ke JJIs 3alIUCU CBOMX 3aMEUYaHu, TONIOJIHEHNH, BOIIPOCOB. [Ipy BBICTYIUIEHNN HA CEMUHAPE CTYIAEHT
MO>KET TOJIb30BAaThCS CBOMM KOHCIIEKTOM JJIsSi LUTHPOBAHHWS TMEPBOUCTOYHMKA. Bce oOywarommecs
BHUMATCJIIBHO CIYHIAOT BBICTYIUICHHA OAHOIPYHIIIHUKOB, OTMEYAIOT CIIOPHBIC WU OIHI/I60‘-IHI>IC
MOJIOKEHUST B HUX, BHOCST IOMPAaBKH, MPEACTABISIIOT CBOM pEHICHUS U 00OCHOBaHHUS 00OCY>KIaeMbIX
npoOiem.

B koHIe cemuHapa, Korja MpernojaBaTesib MOABOIUT UTOTU 3aHATHUSA, CTYJCHTHI C YYETOM pe-
KOMeHL[aIII/If/'I mpernoaaBaTciisi U BI)ICTYHJIGHI/Iﬁ COKYPCHUKOB OOMOJHAKOT WKW HUCIPABIAIOT CBOW KOH-
CIIEKTHI.

Oco0eHHOoCTH U3yYeHH s JUCUUIIIMHBI CTYIeHTAMHU 32049H0i hopM 00yueHust

CryneHTsl 3a04HON (popMm 0OydeHHs HW3ydaloT OTACIbHBIC Hanboyiee 3HAYMMBIC TEMBI JIHC-
[UIUIMHBI, COTJIACHO OTBEJCHHBIM IO Y4eOHOMY IJIaHy Yacam, MOJl PYKOBOACTBOM IpernojaBaTelis B
X04€ ayaAuTOPHBIX 3augaTuii. OCTalIbHBIE TEMBI AUCHUIUIMHBI CTYACHTBI U3Yy4Yar0T CaMOCTOATCIBHO. B
X0JIe CAMOCTOSITENIbHOM pabOThI CTYJEHTHI MUIIYT KOHTPOJIBbHYIO pabOTy MO OJHOM U3 MPEA0KEHHBIX
mperoaaBareneM TeM. B xo/ie 3a4eTHO-2K3aMEHAIMOHHON CECCHU CTYICHTHI MTPEICTABIISIIOT KOHTPOIIh-
HYyI0 paboTy A7 olleHKH. Hannuue mooKUTENbHON OLIEHKH SIBJISETCS JOMYyCKOM K C/aye 3a4era Io
JUCLUATIINHE.

[TpakTrueckue (CeMUHApPCKUE) 3aHATHS BKIIOYAIOT B ceOS M CIEIUAIBHO IMOATOTOBJICHHBIE
pedepatsl, BRICTYIUICHHS 110 KaKOH-JIM00 CI0XHOU WIIH 0CO00 aKTyaIbHOH MpobiemMe, pelieHne 3aaad.
Ha npaktuueckom (ceMUHApPCKOM) 3aHATUU CTYJEHT MPOSIBISIET CBOE 3HAHUE MPEAMETa, KOPPEKTUPYET
MH(POPMALIUIO, TTOJTYYSHHYIO B MPOLIECCE JIEKIIMOHHBIX U MPAKTUYECKUX 3aHATHH, popMupyeT ompene-
JIeHHBIN 00pa3 B Iilazax MpenojaBaTelis, MoJIydaeT HaBBIKU MPaKTUYECKOW paboThl Ha KOMIIBIOTEPE,
HABBIKU TPAKTHYECKOTO PEIICHMS 3a/1a4.

[Tpu npoBeneHUU 3aHATUNA ClEAyeT yAelsITh BHUMaHHE TEOPETUYECKUM BOIPOCAM, OCOOCHHO
TI0 CJIOKHBIM TeMaM. TeopeTndeckue BOMPOChl paCCMATPUBAIOTCS JINOO CAMOCTOSATEIHHO, THOO B CBSI-
34 C pelIeHHeM KOHKpeTHBIX 3ajad. OOCYyKIeHHE TEOPETUYECKUX BOMPOCOB 3aCTaBUT CTY/IEHTOB HE
TOJILKO TOTOBUTH PEIICHUE 33]1a4, HO U TOTOBUTH TEMY B IIeJIOM. TE@OpeTHIECKIM BOIIPOCAM I1e1ec000-
pa3Ho ynensth A0 15-20 munyT. [Ipn He0OX0IUMOCTH TEOPETUUECKIM BOIPOCAM MOKET OBITh MOCBS -
1ieHa OoJIbIIast 4acTh 3aHSATHS.

3anaBaeMble CTyICHTaM 3aJla4i U TEOPETUUECKUE BOMPOCHI AJIs 00CYKIEHUS HA IPAKTHYECKUX
3aHATUAX OOJIKHBI TIIATCIBHO NPOAYMBIBATLCS, C TEM, YTOOBI OXBATUTH 10 BO3MOKHOCTH BCE BaXKHBIE
acnekTsl TeMbl. KonnuecTBo 3aaBaeMbIX 3a7]a4 3aBUCUT OT TEMBI U CIOKHOCTHU PEIICHHUs, HO OOBIYHO
COCTaBJIsIET HE MeHee 3-4.

PexoMeHngaumuu mo noAroToBKe K NPOMeKYTOYHOM aTTeCTAlINH

K cnaue 3adera Mo AMCHMIUIMHE AOMYCKAIOTCS CTYICHTHI, MOMyUYMBIINEe HE MeHbIe 60 0atioB
npu TeKymeﬁ arTecTaluu. HpI/I MOATOTOBKE K 3a4CTy CTYACHT BHUMATCIIBHO IIPOCMATPUBACT BOIIPO-
CBI, IPEyCMOTPEHHBIE B paboueil mporpamme, U MPOJ0JDKAET 3HAKOMHUTBCS C PEeKOMEH0BAHHOM JTH -
TepaTypoil. OCHOBOUM nJisi caauyuM 3adyeTa CTYJIEHTOM SIBIIETCS HM3YyUYEHHE KOHCIEKTOB OO030pHBIX
JIEKIUH, TPOCIYIIaHHBIX B TEYEHHE CeMecTpa, MH(OpMaluu IMOJYYeHHOH B pe3yJbTaTe camoOCTOSA-
TEJIbHON pabOThI U MOIYyYEHNE IPAKTUUECKUX HABBIKOB IIPH PEIICHNUH 33]1a4 B TEYEHHE CEMECTpA.

DyHIaMEHT JII000ro y4eOHOTO Kypca 3aKiIagplBaeTCsa Ha JIEKIMOHHBIX U MPAKTHYECKUX 3aHSA-
THUSIX, @ TAKKE MPH MOATOTOBKE K HUM. Heo0Xo1umo BeIpabOTaTh CEphe3HOE OTHOIIEHUE K KOHCIIEKTY
JIEKIIUH, KOTOPBIN JOJDKEH B TOJTHOM 00beMe OTpaXkaThb COJAEp KaHME JIEKIU. 3aiCH TOJKHBI OBITh
AKKYpaTHBIMH. KenarenpHo 00060 BBIACIIUTE BCC OINPCACIICHUA W KIKOUYCBBIC MOMCHTLHI JICKIIUH.
Oco0o creyer OTMETUTD, YTO, HECMOTPSI Ha MPAKTUYECKYI0 HAIIPAaBIEHHOCTh CEMUHAPOB U BBITIOJIHE-
HHUEC BCEX SaIIaHI/If/'I Ha KOMIIBIOTCPE, CTYACHTaAM HGO6XOIII/IMO CaMOCTOATECIIbHO 3aIllMChIBATh KIIIOUYCBBIC
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MOMEHTHI 33/IaHUI B KOHCTEKT, JOMOJHSIS JIGKIIUU. B ciiyyae HeTOMOHMMaHUsI HEKOTOPBIX MOMEHTOB
HE00X0MMO 00s13aTeNIbHO 00paIaThesl K MPEnoiaBaTeNio 3a KOHCYIbTallueH.

Jlns Oonee ycCHemHOro OCBOEHMsI MaTepuana HEOOXOAMMO MCIIONIb30BaTh JOMNOJHUTEIbHYIO
aUTepaTypy. YUeOHHUK HYKHO HE MPOCTO YUTATh, & U3y4YaTh, OCHOBOMN 3alIOMUHAHUSI SBISETCS TOJIBKO
MOHUMAaHUE MPOYUTAHHOTO. HeoOXoaumo BhIPabOTATh MPUBBIUKY CHUCTEMATHYECKON CaMOCTOSITEIh-
HOM paboThl, «HATACKUBAHUE» K IK3aMEHY WJIM 3a4eTy JaeT CJIa0blil U TOBEPXHOCTHBINA pe3ybTarT.

Jns ycmemHoOM cadyM 3adeTra CTYACHT JOJDKEH 3HaTh W MOHMMATh JOCTATOYHO COJIMIHBIN
o0veM Marepuana. He oTknaapiBaiiTe mpoliecc 3ayyuBaHUS HA TOCIEAHHUE JHU TeEpel] 3a4eTOM.
[ToaroroBka 0JI>KHA BECTUCH C MEPBHIX JICKITHI.

7. Y4eOHas quTepaTypa u pecypchbl HHPOPMALMOHHO-TEIeKOMMYHUKANIMOHHOI ceT UHTepHeT

7.1. OcHoBHas JUTEpaTypa

1. OcHoBbl HH(OpPMALIMOHHOW OE30MACHOCTH XO3SICTBEHHOW AEATENbHOCTH: yuebHoe mocodue /
W.IT. Muxues; BO ®I'bBOY BIIO «Poccuiickast akagemusi HApOJHOTO XO35IUCTBA U TOCYJaPCTBEH -
HOM ciry)0b1». — Bonrorpan: U3a-so BO ®I'6OY BITO PAHXuI'C, 2013. — 144 c.

2. IlmatonoB B. B. [IporpamMHo-anmapaTHble CpeAcTBa 3alIUThl HHPOpManuu: yueonuk. / M.: Uzn.
ueHtp "Axkagemus". 2014.

3. Mamok, A.A. Beenenne B nHGOpMAIMOHHYIO 0€30MMACHOCTD: yueOHoe mocodue. ['opsiuast TuHus-
Tenexom.2011. Pexxum moctyma: http://www.iprbookshop.ru/11979.- 3bC «IPRbooks»

4. Kanusen E.K. MH(popMalimoHHbIE TEXHOJIOTUH B MPOPECCUOHANBHON JESITENbHOCTH [DIEKTPOH-
HBI pecypc]: Kype nekmuii. OpenOypr: OpeHOyprckuii rocyaapcTBeHHbIM yHHBepcuTeT, ObC
ACB. 2015. Pexxum nocryma: http://www.iprbookshop.ru/54115. — DBC «IPRbooksy,

5. JlutBunoB B.A. UH(dopManoHHbIE TEXHOJIOTUN B IOPUAMYECKON NEATEIbHOCTH: yueh. mocodue.
CII6.: ITutep. 2013. - 320 c.

6. OBC Jlans http://lib.ranepa.ru/base/abs-izdatelstva--lan-.html#

7. OBC IPRbooks http:/lib.ranepa.ru/base/abs-iprbooks.html

8. DIEKTPOHHOE U31aTEILCTBO «IOPAUTY» http://www.biblio-online.ru

7.2. lonoJiHUTEILHAS JIUTEPATypa.

1. KysuernoB W.H. busnec-6e3omacHocTh [DeKTpoHHEIN pecypc]: yueOHoe mocodue. M.: JlamkoB u

K. 2012. Pexxum noctymna: http://www.iprbookshop.ru/10906.— 5bC «IPRbooks»

OBC Jlans http:/lib.ranepa.ru/base/abs-izdatelstva--lan-.html#

3BC IPRbooks http://lib.ranepa.ru/base/abs-iprbooks.html

DnektporHoe u3gaTenbetBo «FIOPAMTY http://www.biblio-online.ru

JoxTpuna uHpopmarmonHoi 6ezonacHocta PO (yTB. [Ipesunentom PD 09.09.2000).

3akoH PO “O rocynapcrBennoi taiine” Ne 5485-1 ot 21.07.1993 1.

3akoH PO “O06 undopmaru, HHPOPMAIIMOHHBIX TEXHOJIOTHAX M 0 3amuTe nHpopmarmn” Ne 149-

®3 ot 27.07.2006

3akoH PO “O kommepueckoit TaitHe” Ne 98-D3 ot 29.07.2004 .

. bmk Y. UnTepHet: mpoTokonsl 6e3onacHocT: YueOnbiit kype. CII6.: [Tutep-mpecc, 2012.

10. 3uma B.M., Monnossa A.A., Monnossd H.A. Be3omacHOCTb II100adbHBIX CETEBBIX TEXHOJIOTHM.
CI16: BXB-IlerepOypr, 2014.

11. KommnbroTepHas npecTynmHOCTh U HHpopMarmonHas 6e3onacHoctsb /[lox obur. pen. A. I1. Jleono-
Ba. Mu.: APUJI, 2014.

12. Monnossa A.A., MonnossH H.A., CosetoB b.A. Kpunrtorpadpus. CII6.: M3narensctBo «JIaHby,
2013.

Nk wd

0 90

7.3. HopmaTuBHBIE IPAaBOBbIE JOKYMEHTHI U MHAS NPaBoBasi UH(popManust

1. Koncturymus Poccuiickoit @eneparu ot 12.12.1993 ( ¢ moc:. monpaBkaMu )
®enepanpHbiid 3ak0H 0T 27 utonst 2006 rona Ne 149-D3 «O06 nrpopmanyu, HHGOPMAITHOHHBIX TEXHO -
JIOTUSIX U O 3alIUTe MHPOPMALIUNY,;

3. ®enepanbHblil 3ak0oH 0T 27 utoinst 2006 rona Ne 152-03 «O nepcoHaNbHBIX TaHHBIX);
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4. Tlonoxenue 06 obecreueHNH OE30MACHOCTH MEPCOHATBHBIX JaHHBIX MPH X 00paboTKe B HHPOpMAIH -
OHHBIX CHCTEMax IEPCOHAJBHBIX AaHHBIX, YTBEPXKAEHHOE mocTtaHoBleHueM IlpaBurensctBa Poc-
cuiickoii @enepannu ot 17 HosOps 2007 roma Ne 781;

5. Tlopsmox mpoBeneHHs KiaccH(UKAMKA HWHPOPMAIMOHHBIX CHCTEM IIEPCOHAIBHBIX JaHHbBIX, yTBEp-
xaeHnbii npukazoM @CTIK Pocenn, ®Ch Poccun u Mununngpopmesssu Poccun ot 13 despans 2008
roga Ne 55/86/20 (3apeructpupoBan Muntoctom Poccun 3 ampens 2008 rona, peructpauroHHbBIR Ne
11462);

6. bazoBas mMozens yrpo3 06€30mMacHOCTH MEPCOHATBHBIX JTAHHBIX NMPHU X 00padoTKe B MHQOPMAIIMOHHBIX
CHCTEeMax MepCOHANBHBIX AaHHBIX (YTBepkaeHa 3amectutenem aupekropa @PCTIK Poccun 15 depa-
a5t 2008r.);

7. Metoauka onpeaeneHus aKTyallbHBIX yTrpo3 0€30MacHOCTH epCOHABHBIX AaHHBIX IPH X 00paboTke B
MH(QOPMAIIMOHHBIX CHCTEMAaxX IEePCOHAIBHBIX AaHHBIX (YTBepxkaeHa 3amectureneM aupekropa PCTIK
Poccun 14 deBpamnst 2008r.).

8. 3akoH P® «O rocynapctBenHoii Taitne» Ne 5485-1 ot 21.07.1993 r.

9. 3akoH PO «O xommepueckoit TaitHe» Ne 98-D3 ot 29.07.2004 r.

7.4. UnTepHeT-pecypchl, CIPAaBOYHbIE CHCTEMBbI.

http://base.garant.ru/ - cipaBOYHO-TIOMCKOBas cucTeMa «l apaHT
http://www.consultant.ru/ - cipaBouHo-TiorickoBast cuctreMa «Koncynprant [Lmrocy
http://www.pfrf.ru/ - opunmansuslii caiir [lencnonnoro dponma PO
http://www.kremlin.ru/ - opurnmansusiii caiit [Ipesunenta PO

http://www.cbr.ru/ - opurnmaneusiii caidt LlenTpanpaoro 6anka PO

Odunmanbreiii caiit ['ocynaperBernoi [ymer PO - duma.gov.ru

Od¢wunmansuerii caifT [IpaBurenscTBa Bonrorpaackoit obnactu - volganet.ru
Odwurmanbherii cailT [IpaBurenscTBa PO - mpaBuTenbcTBO.pdh

Odunmaneuerii caiit CoBera ®enepamnuu - council.gov.ru

e Al

7.5. Uuple HCTOYHUKH
Her

8. MarepuajibHO-TexXHMYecKasi 0a3a, MH(POPMAIMOHHBbIE TEXHOJIOTMH, NIPOTPAMM-
HOe o0ecrnieyeHue U NH(POPMALMOHHBIE CIIPABOYHbIE CHCTEMbI

MarepuanbHO-TeXHHUYECKOE oOecrneyeHne AUCHUIUIMHBL  «OCcHOBBI  MHGOPMANMOHHOI
0€30MaCHOCTH X0351iiCTBEHHOI 1esiTeIbHOCTH» BKJIIOYAET B ceOsl:

- JIEKIMOHHBIC AayAUTOPHH, OOOPYAOBAaHHBIE BHUACONPOCKIIMOHHBIM 00OpYIOBaHUEM IS
NPEe3eHTAINH, CPEICTBAMH 3BYKOBOCIIPOU3BEICHHS, DKPAHOM;

- TIOMEINEHHs Ui TPOBEJCHUS CEMUHAPCKUX M MPAKTUYECKUX 3aHATHH, 00OpYIOBaHHBIC
y4eOHOI MeOebIo;

- KOMIIBIOTEPHBIE KJIACCHl, OCHAICHHbIE COBPEMEHHBIMH KOMIIBIOTEpAMH C BBIXOJOM B
WHTEepHET M YCTaHOBIICHHBIMH B CETH CIICIIUAIBHBIMU MAKETaMH IPOrpaMM, OOECIICYHBAIOIIIMHU
yuebnsIit nmpornece, Bkiatodas CIIC Koncynbrant [lnroc u ['apanT.

JucuuiuivHa ~ JODKHA — OBITh  MOJJCP)KaHA  COOTBETCTBYIOIIMMHU  JIMIICH3HMOHHBIMH
nporpaMMHbIMU Tipoaykramu: Microsoft Windows 7 Prof, Microsoft Office 2010, Kaspersky 8.2,
CIIC I'apant, CIIC KoHCyJIbTaHT.

[TporpamMHBbIe cpeacTBa o0ecieyeHHs yueOHOT0 MPoLecca BKIIOYAIOT:

— onepanuoHHble cucteMbl cemerictBa Windows (10): Microsoft WINHOME 10 RUS OLP NL
AcdmcLegalizationGetGenuine,MicrosoftWinPro 10 RUSUpgrdOLPNLAcdmc;

— naket odpucHoro I1O - Microsoft OfficeStd 2019 RUS OLP NL Acdmc;

- IPOTPAMMBI-apXUBATOPHL;

- aHTHBHUPYCHBIE TIPOTPAMMBIL;

- IPOrpaMMBbI MPE3ECHTAMOHHON TpaduKy;

- TEKCTOBBIC PEIAKTOPHI;
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- TpadUUECKUe pPeIaKTOPHI;

- DIIEKTPOHHAsI Ta0JINLIa;

- 0a3a JaHHBIX;

- CIIC KoncynbranT [lmtoc;

- CIIC TI'apant Aspo;

- DIIEKTPOHHAsI OMOINOTEKA;

- IPOrpaMMa IEKTPOHHOT'O TECTUPOBAHMSL.

By3 obecnieunBaet kaxa0ro o0ydaromerocs paboyuM MeCTOM B KOMIBIOTEPHOM Kjlacce B CO-
OTBETCTBHH C 00BEMOM HM3Y4YaeMBIX JUCIHILINH, 00ECTIeYuBaeT BBIXOJA B CeTh MHTEpHET U AOCTYH K
CIIC Koncynawrant [Lmtoc u CIIC I'apanr.

MarepuaibHO-TEXHUYECKOE 00ECTICUCHHE TUCIUTUIMHBI JJI1 O0YYarOIINXCS ¢ OTPaHUYEHHBIMU
BO3MOXXHOCTSIMH 37I0POBbsI 1 MHBAJIMIOB BKIIIOYAET B ce0sl Clieqyrolee:

- y4eOHbIe ayIUTOPUH OCHAIICHBI CIIEUATEHBIM 000pyIOBaHUEM M YY€OHBIMU MECTAMH C TEX -
HUYECKHUMH CPeJCTBAMHU OOydeHHUs NI 00ydaroluXcsl ¢ Pa3lIuYHbIMUA BUJIaMU OTPAaHUYEHUHN 3/10pO-
BB,

- yueOHas ayJIuTOpHs, B KOTOPOH OOYy4aroTCsl CTYJIEHThI C HapyIIeHHEM cllyXa 00opy/oBaHa
KOMIIBIOTEPHON TEXHUKOM, ayJMOTEXHUKOW (aKyCTUYECKUH YCWINTENb M KOJOHKH), BUIECOTEXHUKON
(MyIbTUMEIUNHBIA TPOEKTOP), MYJIbTUMEIUIHON cucteMoil. I oOydeHus JUIl ¢ HapyUICHUSMH
ClIyXa UCHOJB3YIOTCS MyJIbTUMEIUIHBIE CPEACTBA U JIpYIHe TEXHUYECKUE CPENICTB AJIs IpUeMa-repe-
Ja4du yueOHOM MH(pOpMaIUK B TOCTYITHBIX (GOpMax;

- s cnabOBHIAIINX OO0yYarOMUXCs B JICKIMOHHBIX M YYEOHBIX ayAUTOPHUSIX MPETyCMOTPEH
MIPOCMOTP yJIaJeHHBIX OOBEKTOB (HAMpHUMep, TEKCTa Ha JIOCKE WM cllaiifia Ha SKpaHe) MPU MOMOIIH
BUJICOYBEIMUUTEINIEH I yIaJI€HHOTO IPOCMOTPA;

- JUIsi O0ydYaromMxcsi ¢ HapyIIEHUSMU OIOPHO-ABUTaTENILHOTO ammapaTa B JIGKIIMOHHBIX U
y4eOHBIX ayJJUTOPUSIX MPETYCMOTPEHBI CIIEIUAIbHO 000PY/I0BaHbIE pabOYNe MECTa;

- JUTsl KOHTAaKTHOM M CaMOCTOSTEIbHOU pabOThl UCMONB3YETCS MYJIbTUMEIUNHBIE KOMILJIEKCHI,
AIIEKTPOHHBIE YYEOHHKH M ydeOHbIe MOcoOus, aJanTHpPOBAaHHBIE K OTPAaHUYEHHSIM 3JI0POBBS 00Y-
YAIOIIUXCS.

OOyuatomyecs ¢ OrpaHUMYEHHBIMH BO3MO>KHOCTSIMH 370POBbsi U HWHBAJIUJbI, B OTJIINYUE OT
OCTaJIbHBIX, UMEIOT CBOM clienupuiyeckue 0COOEHHOCTH BOCHPUATHUS, MEPepabOTKH MaTepHana, BbI-
MOJIHEHUSI TIPOMEKYTOUYHBIX U UTOTOBBIX (pOpM KOHTpOJsi 3HaHWM. OHM oOecriedeHbl MeYaTHBIMU U
AIIEKTPOHHBIMU 00pa30BaTeNbHBIMU pecypcamu (MIporpaMmbl, yueOHHUKH, YdeOHbIe mocoOusi, MaTepua-
JIB1 7T CAMOCTOSTENIEHOM paboTHI U T. [11.) B pOpPMax, alalTUPOBAHHBIX K OTPAHUYCHHUSM UX 3/10POBBS
U BOCTIPUSTHS UHPOPMAIIH:

Jlis i ¢ HapyIIeHUSIMU 3pEHUS:

- B [Ie4aTHOM (opMe YBETMUECHHBIM MIPUPTOM,

- B (hopme 31eKTPOHHOTO TOKYMEHTA,

Jlist i ¢ HapyIIeHUSIMU CIyXa, ¢ HapyIIeHUSMH OMIOPHO-IBUTAaTEIbHOTO anmnapara:

- B meyatHoi ¢opme,

- B (hopme 31eKTPOHHOTO TOKYMEHTA.

By3 obecrieunBaeT kaxaoro ooydvaromerocss paboyiMM MECTOM B KOMITBIOTEPHOM KJlacce B CO-
OTBETCTBUHU C 00BEMOM M3Y4YaeMbIX JTUCIHUILTHNH, 00eCTIeYnBaeT BBIXO/ B CE€Th MIHTEpHET.

[TomereHus 1sl CaMOCTOSTENIbHOM pabOThl 00YUarOIIMXCSl BKIOYAIOT CIIETYIOIIYI0 OCHAIIECH-
HOCTB: CTOJIBI ay/IMTOPHBIE, CTYJbs, JOCKH ayTUTOPHBIE, KOMIBIOTEPHI C MOJKIIOUEHUEM K JIOKAIbHON
CETH MHCTUTYTA (BKJIIOYasi IPaBOBbIE CUCTEMBI) U MIHTEpHET.

Jns u3yueHus: y4eOHOM NHUCUMIUIMHBI HCHONB3YIOTCS aBTOMATH3MpPOBaHHAs OWOIMOTeUHas
MH(POPMALIMOHHAS CHCTEMa M SJIEKTPOHHBIE OMOIMOTEYHBIE CHCTEMBI: « Y HUBEPCUTETCKAsE OMOIHOTEeKa
ONLINE», «32nexTpoHHO-0nOmmoTeyHas cucreMma usnarenbctBa JIAHbY», «3nexkTpoHHO-O0MOIMOTEY -
Has cucTteMa migarenbcTBa «HOpaiity, «OnexTponHo-6ubaroTeunas cucrema IPRbooksy, «Hayunas
anekTpoHHas oubiamoreka eLIBRARY» u ap.
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(I)eIlepaJIbHOG rocyarapCcrBeHHoc¢ GIOIDKeTHOC Oﬁpa30BaTeJIbH06
yupexaeHue BbICIIero 00pa3oBaHus
«POCCHUHMCKASI AKAJEMUS HAPOJHOT O XO3S1ICTBA

U TOCYJIAPCTBEHHOM CJIYKBbI
TP MPE3UJIEHTE POCCUMCKOM ®EJEPAIIUN»

Bonrorpanckuit unctutyT ynpasienus - puman PAHXul'C
DKOHOMHYECKHUH (aKyIbTET
Kageopa ungopmayuonnvix cucmem u Mamemamuiceko2o MooeIuposanis

YTBEPXIEHA

YYEHBIM COBETOM

Bonarorpaackoro MHCTUTYTa yIpaBJICHUS —
¢mmana PAHXul'C

[TpoTokon Ne 2 ot 23.09.2021 .

ITPOI'PAMMA BAKAJIABPUATA

"®uHaHCcbl M KpeauT"

(HaumeHoB8aHUE 0OPA3068aMENLHOU NPOSPAMMDbL)

®OHJIbI OLIEHOYHBIX CPEJICTB IPOMEXKYTOYHOM
ATTECTAIIUA ITO AMCHUTIJIMHE

b1.B./IB.14.01 OcHoBbI MH(POPMALMOHHOI 0€30ITACHOCTH
XO03IICTBEHHOM 1eITeJIbHOCTH

(K00 U HauMeHO8aHUe OUCYUNTUHDBL)

38.03.01 Dxonomuka (6akajaBpuar)

(K00, HaumeHosaHue HanpasiIeHus NOO20MOBKU /CReYUdIbHOCU)

Ounas, 3a04Has

(¢popma (hopmut) 06yuenus)

I'og mabopa — 2022 r.

Bonrorpan, 2021 r.
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DoHJ 01LIEHOYHBIX cpeacrs l'[pOMC)KyTO‘lHOﬁ aTTeCTalluM 10 TUCHHUIIJINHE

b1.B./IB.14.01 OcHoBbI HH(POPMALMOHHON 0€30MACHOCTH X03SIiICTBEHHOM 1eATEIbHOCTH

[TpomexyTouHasi aTTectanus 1no AucuuIuiiHe OcHOBbI HH(OPMALIMOHHON 0€30MACHOCTH XO0-

351lICTBEHHOI /1eSITeJIbHOCTH TTPOBOJUTCS B COOTBETCTBUU C YUEOHBIM IIJIAHOM JJISi OYHOU (POPMBI
o0yueHus: 6 3 cemecmpe — 8 gude 3auemad.

e Al

T T e U R T T N N B N R S R N I R R N N N R e R R T
NPEPPYWDNDN OOV RANREWD OO0 ANR WD = O

Bomnpocekl K 3a4eTy N0 JMCHUAIINHE
«OcHoBBbI HH(GOPMAITMOHHOW 0€30MACHOCTH X0351iiCTBEHHOM 1eATeJIbHOCTH)

[onsaTtue 3amuTs HHGOPMAIUH 1 MTHPOPMALTMOHHON OE30MTACHOCTH.
OCHOBHBIE COCTABIIAIOLINE HHPOPMALIMOHHOM 0€30MacHOCTH.
3aKoHOJATENbHBIN YpOBEHb HHPOPMAILIMOHHOIN 0€3011aCHOCTH.
KomMmbrotepHsle IpecTyIIeHus.

[lonsiTve aTaky Ha HTHPOPMALTMOHHYIO CUCTEMY.

Knaccudukanus arax.

Bup! IpOTUBHUKOB WU “‘HapyIIUTENel”’, UX Kiaccupukanus.

Kanansl yreukn nHopmMarum.

[TonsTHE YTpO3BI.

VlcTOYHMKH yrpo3 U UX KJIacCH(pUKaIIUS.

Mogens yrpos.

AHanu3 BO3MOXHBIX CIOCOOOB HapyIIeHU HHOOPMAIIMOHHON CHUCTEMBI.
[TonnTrka 6€30MACHOCTH U €€ peaan3anusl.

OCHOBHBIE IOHATHS KPUNITOTpaPUH.

JIBa OCHOBHBIX HalpaBJICHUsI B COBPEMEHHOW KPUMTOTpaduu.

Knaccudeckue kpunrocuctemsl U ux kinaccudukanus. [Ipumepst.
Kpunroananus MHOTOan(aBUTHBIX CHCTEM.

Kpunrocucrema: “OmHopa3oBblii OJJOKHOT .

Crannaptel mpOBaHUS TaHHBIX.

CucteMsl mdpoBaHus, He TPeOYIOLIME Nepeaayn Kitoya.

Kpunrorpadus ¢ OTKpPBITHIM KITIOUOM.

ONeKTpOHHAs MOJIUCH U IPUHLIMIIBI €€ IPUMEHEHHUS.

PykoBogsmue nokyments! I'ocrexkomuccnu Pocenn.

Wnctpykuus CTP-K. Pekomennaruu mno 3ammre KOHQUIEHIMATbHON HH(OPMALHH.
PaspemnrensHas cucrema J10mycKa.

Me:xceTeBble DKPaHBbI.

Texnonorus VPN-cereii.

VYrpo3sl nHpopMaIoHHOH 6e30nacHocTy pu padbote ¢ MHTEpHET.
ApXHTEKTypa TUIIOBON CUCTEMBI 3aILUThI OT HECAHKI[MOHUPOBAHHOTO JOCTYTIA.
Wnentudukanus u ayrentudukanus. [laponbHas ayTeHTUDUKAIMS.
[Toxcucrema ynpasnenus JocTynoM. Marpuna 10CTyIa ¥ CIIUCKH J1OCTyHa.
IIporpammHo-anmnapaTHble cpescTBa 3amuTsl HHGopmarun ot HC/I.
YcrpoiicTBa BBOJAa HICHTU(DUKAITMIOHHBIX TPH3HAKOB.

KommnnekcHbli moaxo/1 K 00ecredeHn o HHPOPMALMOHHON 0€3011aCHOCTH OpraHN3alluy.
[lepcrieKTHBBI Pa3BUTHS TEXHOJIOTHIA o0ecTieyeHns WHPOPMAIIMOHHON 0€301MacHOCTH.

IIpakTHYecKkue 3aaHUsI K 3a4eTy

Tema 1. 3ammra opUCHBIX JOKYMEHTOB.

PaccmaTtpuBaeMbie BOIPOCHI:

3amuTa 1oKkymMeHToB Microsoft Word oT HECaHKITMOHUPOBAHHOTO AOCTYTIA.
3amura qokymeHToB Microsoft Word oT HeCaHKITMOHMPOBAHHOTO U3MEHEHHS.
3amuTa 1oKymMeHToB Microsoft Excel oT HeCaHKITMOHUPOBAHHOTO U3MEHEHUSI.
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3ammra 1oKkymMeHToB Microsoft Excel oT HecaHKIIMOHMPOBAHHOTO JTOCTYTIA.

3amaHus A CaMOCTOSITENILHOTO BBIITOJIHEHUSI:

3amura qokymenToB Word.

1. Co3pmaiite Ha mucke D: B mamke Barmiei rpymbl manky 3ammra oduca.

2. Habepure B pegakrope Word nmpou3BOIBHBIA TEKCT M COXpAaHUTE €ro B marke 3ammra oduca
nox umeHeMm documentl.

3. BriGepute mento CepBuC — Y CTaHOBUTD 3aIlIUTY.

4. 3anpeTuTe JIIOOBIC N3MEHEHHUS KPOME 3alUCH UCTIPABIICHUH 1 3a/1aiiTe mapoiib 12345.

5. IonpoOyiiTe oTpeaakTUPOBaTh CBOM TEKCT. Y AaJIUTE HEKOTOPHIE CIOBA U JIOMHUIIUTE HOBHIC.
[TonpoOyiiTe mpunaTh Bce ucnpanieHus (Cepsuc — Mcnpaienus — [IpuHATH/OTKIOHUTHh UCTIpaBIe-
Hus1). OOpaTtuTe BHUMaHHE, YTO BCE M3MEHEHUS B JOKYMEHTE (PUKCHUPYIOTCS, HO TPUHSITH/OTKIOHHUTD
UX HEBO3MOXHO.

6. 3akpoiiTe TIOKyMEHT, COXpaHUB €ro.

7. OTKpOHTE JOKYMEHT U MOMPOOYITEe MPUHATH UCTIPABICHHUS.

8. CHumuTe 3amuTy AoKymMeHTa. Breioepure menro CepBuc — CHATH 3alUTy ¥ BBEIUTE MApOIIb.

9. [NonpoOyiiTe MPUHATH BCE UCIIPABICHUA. Y O€IUTECH, YTO UCIIPABICHUS IPUHSATHI.

10. 3aHOBO 3aIUTUTE TOKYMEHT, KPOME 3aIUCU UCIPABIECHUIN U 3aKPOHTE €ro, COXPaHUB.

11. HabGepute HOBBII AOKYMEHT (OTIMYHBIA OT TEpPBOr0) M COXpaHUTE ero (TMoJ HMEHeM
document?) B marnke 3amuTa oduca.

12. YcranoBUTE 3allIMTy 3TOTO IOKyMEHTa, BbIOpaB MeHI0 CepBHUC — Y CTaHOBUTH 3alUTY U 3ampe-
TUB JII0ObIE U3MEHEHUS] KpOME BCTaBKU IpUMeydaHuil. 3afaiite napons 12345.

13. TTonpoOyiiTe OTpenaKTUPOBATH TOKYMEHT.

14. BcraBbTe 1Ba mpuMeuaHus K J00bIM GparmenTam. Mento Beraka — [Ipumeuanue.

15. TlompoOyiiTe U3MEHUTH OJTHO MIPUMEUAHUE U YAAIUTh APYTOe.

16. 3akpoiiTe TOKYMEHT, COXpaHUB €rO.

17. Coznaiite Tpetnii qokymMeHT B Word, coxpaHuTe ero B mamke 3amura oduca 1moJi UMEHEM
document3. YcTaHOBUTE Ha HETO 3alIUTY, 3aIPETHUB JIFOOBIE N3MEHEHHUs, KPOME BBOJA JTAHHBIX B TIOJIS
dbopwm. 3anaiite mapons 12345.

18. ITompoOyiiTe OTpenakTUpoBaTh JOKyMEHT. [IpOCMOTpHUTE MyHKTHI MEHIO, YTOOBI BBISCHUTH
Baim Bo3MOXKHOCTH 1O peAaKTHPOBAHHUIO JOKYMEHTA.

19. CHumuTE 3a1UTY C JOKYMEHTA.

20. Pa30OeiiTe Bail JOKYMEHT Ha JBa pasfeina. (YCTaHOBUTE Kypcop B MECTO pa3phbiBa U BhIOEpUTE
Memnto BeraBka — Pa3psiB — HoBbIil paszjien Ha TekyIeil cTpaHuiie).

21. YcraHOBUTE 3alUTy Ha JAOKYMEHT, 3alPETUB JIIOObIe M3MEHEHHs, KpOME BBOJA JaHHBIX B
nonst ¢popm. Vcnonp3ys kHomnKy Pasnenbl, ycTaHoBHTE 3alpeT TOJIBKO Ha BTopod pasnen. Ilaposb
12345.

22. IlonpoOyiiTe oTpeaakTUpOBaTh NEPBBIN U BTOPOW pa3/ieibl JOKYMEHTA.

23. 3akpoiTe TOKYMEHT, COXpPAHUB €TO0.

24. CoznaiiTe 4yeTBepTHIi TOKyMEHT B pefaktope Word u coxpaHuTe ero B make 3ammuTa oduca
nos umeHeMm document4.

25. Beibepute mento Cepsuc — [TapameTpsl, 3areM Bkitagky CoxpaHeHuUe.

(Eciiu Bor pabotaere B Word2t3 nnu XP, To Hago BeiOpaTh BKIaAKy bezonmacHocts. [TocmoTpuTe
BO3MOXKHOCTH 3TOH BKiIagKu. OOpaTtuTe BHUMaHUE Ha (QIIaoK «Y IalsTh JUYHBIE CBEACHUS U3 (paiiina
IIPU €70 COXPAHEHUNY).

26. 3amaitte maponb 7777 Ha oTKpbITHE (Daiina.

27. 3akpoiite ¢aiia, CoOXpaHUB €ro, 3aTeM MONpoOyiTe OTKpHITh. [TonpoOyiiTe BBECTH HEMPABMIIb-
HBIN [1apOoJib, a 3aT€M OTKPOITE TOKYMEHT C MPAaBUIbHBIM MIAPOJIEM.

28. Coznaiite mATHIA JOKYMEHT B penakTope Word u cOXpaHHTe ero B make 3ammTa oduca mos
umeHeMm documents.

29. Boibepute Mmenio Cepsuc — Ilapamerpsl, 3atem Bknanky besomacHocts (CoxpaHeHue st
Word2000) u 3anaiite nmapoiib paszperieHus 3amucu 9999.

30. 3akpoiiTe JOKYMEHT, COXpaHHUB €ro U MOoNnpo0yiTe CHOBAa OTKPHITh. BriOepuTe pekuM TOIBKO
gyreHust. OTpeJakTUpYHTe TOKYMEHT U Tonpooyiite ero coxpannuth. Coxpanure kak documentS 1.

31. IlompoGyiite oTKpbITH (aitn document5 1.
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32. 3akpoiite Bce (aitiibl U MOKAXUTE PE3yJIbTAT MPEINOIaBaTEINIo.
3ammura qokymeHToB Excel.
1. 3anyctute Excel n cozgante cnegytoutyto Tabanuy
(ol71e] Oknag, Mpemnsa UToro

2. 3anoiaHUTE €€ AJI IPOU3BOJIbHBIX TPEX YEJIOBEK, BBOS IPOU3BOJIBHBIE UNCIIA U CYMMUpPYS UX B
rpage WUtoro.

3. IocTpoiite KpyroByto quarpaMmy 1o cronouy KMroro.

4. Coxpanute (haiin B manke 3anmura oduca moja umeneM probal.

5. Coxpaunute 3TOT e (aiin B nanke 3amura opuca emie pas 1noj uMeHeM proba2.

6. 3akpoiite Qaitn proba2 u oTkpoiiTe ¢aiin probal.

7. BeiGepute mento CepBuc — 3amuTa — 3alllUTUTh JIUCT U 3ajaite napoas 1111.

8. [TompoOyiiTe oTpenakTupoBath Juct. [lepeiiaute Ha JInct2 u monpoOyiTe BBECTH JIaHHEIE.

9. Ycra"oBuTE 3alIUTy BTOPOTO JIUCTA C Napojem 2222.

10. Caumure 3amuty ¢ Jlucral. Ucnonb3yiite meHto CepBuc — 3amura — CHATh 3alIUTY JIHCTA.

11. Ycranosure 3amury Jlucral, oTMeTHB TOJIBKO (p1askok 3aIiura JUCTa B OTHOLIEHUH OOBEKTOB
v 3a1aB mapouss 1111.

12. [lonpoOy¥iTe U3MEHUTH JaHHbIE B A4eiikax. [lonpoOyiiTe N3MEHUTH AUArpamMMy.

13. 3akpoiite (aiis, coxpaHUB €ro.

14. Otkpoiite aiin probal u nonpoOyiiTe BHECTH U3MEHEHHUs Ha MEPBbII JIUCT, 3aTEM Ha BTOPOIA.

15. 3akpoiite daitn probal u oTkpoiite ¢aiin probal.

16. Bribepure menro CepBuc — 3ammra — 3amuTuTh KHUTY. OCTaBbT€ OTMEUEHHBIM TOJBKO
bnaxok CTpyKTypy W 3amaiiTe mapoiib kniga (mpoBepbTe, YTOOBI ObliIa BKIIFOUEHA AHTJIMKMCKAs pac-
KJIaJIKa)..

17. TlonpoOyiiTe U3MEHUTH JaHHBIC HA TUCTE. Y O€IUTECh, YTO U3MEHEHUST BO3MOKHEI.

18. [MonpoOyiiTe yAaauTh NEPBbIi JUCT (TIp. KHOMKA MBIIIU HA SPIIbIKE JUCTa BHU3Y CTPAHULIBI).

19. 3akpoiite (aiin, coxpaHUB U3MEHEHHMSI, U 3aHOBO OTKPOWTE ero (proba2).

20. Caumurte 3amuty ¢ KHUru. Menro Cepsuc — 3amura — CHATH 3aIIUTY KHUTH.

21. YcraHoBuTe 3alIUTy KHUTH, OTMETUB 00a (1a’kka U yCTaHOBUB naposib kniga?2.

22. [lonpoOyiiTe U3MEHUTH JIaHHBIE HA JIUCTE.

23. BeiOepute MeHI0 OKHO — CKpPBITh U BBEIUTE NAPOJIb.

24. 3akpoiite ¢ailsl, COXpaHUB U3MEHEHHUS.

25. Otkpoiite ¢aiin proba2. Yoenurech, 4T0 OKHO HE OTOOPaKAETCS U TAHHBIC HE BUIHBI.

26. Boibepure meHto OkHo — OToOpa3uTh U BBEAUTE MAPOJb.

27. CkpoiiTe OKHO U 3aKpoiiTe (aiia, coxpaHUB U3MEHEHUSI.

28. IlokaxkuTe pe3ynbTar NpenogaBaTellto.

29. CHuUMUTE 3alIUTY CO BCeX BaluX (aisos.

Jlureparypa:

www.microfoft.com

JlekmoHHBIM MaTepuail.

Tewma 2. [TocTpoenne Moaenu yrpos.

PaccmarprBaembie BOIIPOCHI:

Knaccudukanus arax.

Kanane! yreuku nndopmanuu.

ITonsATHE YIPO3BIL.

Hcrounuku yrpo3 u ux kinaccuukanms.

[TocTpoenue Moaenu yrpos.

3aaHus AJI CaMOCTOSITENIbHOTO BBIITOJIHEHUS:

[ToctpoiiTe Moaens yrpo3 JUisi HEKOTOPOM OpraHM3alliy, 3alO0JIHUB IpUIaraeMyro TaOJlMIly Tak,
YyTOOBI B siueiike crosuia «1», eciu yrposa, ykazaHHas B JaHHOW CTPOKE NMpUMEHUMa JJ1sl 00BbEeKTa, yKa-
3aHHOrO B AaHHOM cToNbLe.
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AAHTPONOreHHble UCTOYHUKU Yrpo3

WHTepec v npepgHamepeH-

YTeyka 3a cyeT areHToB

Hble AEl\/‘ICTBMH KPUMUHaNb-

BusyanbHas u $oTo passBesKa

HbIX CTPYKTYP M NPECTynHbIX

BrokunpoBaHue MHGopmaLmm

rpPynNnNMpoBOK;

Moandpukaumsa nHbopmaumm

YHUYTOKEHME MHPOPMaLUK

MNpumeHeHMe 3aKNajok

Perncrpauma HaBoAoOK

MNpeaHamepeHHble nen-|

YTeuka nHpopmauum

cTBMA BCNomoratenbHOro

BusyanbHas 1 ¢oTo passeska

nepcoHana (ybopwmKn,

bnoknposaHue nHdopmaLmm

oxpaHa)

Moandpukaumsa nHbopmaumm

YHUYTOXKEHME MHPOpMaLMK

MpuMmeHeHne 3aKNafoK

OwwunbKM nonb3osatenen

BaokuposaHue MHGopmaLmm

Moaundurkauma nibopmauum

YHMYTOXKEHME MHPOopMaLnm

OWKMBKM NPOrpaMmMmnCToB

BioknpoBaHue MHGopmaLmm

Moaundurkauma nHbopmauum

YHUYTOXKEHME MHPOPMaLMK

TexHOreHHble UCTOYHUKN Yrpo3

Cbou B KaHanax nepegauu

BaokuposaHue MHGpopmaLmm

M cpencreax CBA3N,;

YHUUTOXKEHME MHPOPMaLMK

Cbon B cpeacTBax  dJ/1ek-

BrokupoBaHue MHGopmaLmm

TPONMUTAaHUA

YHUUTOXKEHWE MHPOPMaLMK

BO3MOXKHOCTb aBapuit B
WHKEHEPHbIX (Bopo-

BrokupoBaHue MHGopmaLmm

CHabKeHUs, KaHanusauum)
M KOMMYHMWKALMOHHbIX ce-
TAX

YHUUTOXKEHME MHPOpMaLMK

BHelwHMe CTUXUUHDbIE UCTOY

HUKUN

BO3MOXHOCTb yparaHoB

YHUYTOKEHME MHPOPMaLMK

bnoknposaHue nHdopmaLmm

Bo3moXKHOCTb aBapum

YHMYTOXKEHME MHPopMaLnmn

6Ausnexauwmx
NeHHbIX 06bEKTOB

NPOMbILL-

BrokunpoBaHue HGopmaLmm

10

Bo3moXKHOCTb Noxapos

YHUUTOXKEHME MHPOpMaLMK

JIureparypa:

4. JIeKIMOHHBIN MaTepHall.

5. OcHOBbI MHGOPMAIIMOHHON O€30MaCHOCTH XO3SMCTBEHHOW NIEATEIbHOCTH:
yaebHoe nocobue / N.I1. Muxues; BO ®I'bBOY BIIO «Poccuiickas akaneMusi HApOJHOTO XO-
3STUCTBA M TOCYAAPCTBEHHOU City)0b1». — Bonrorpan: Uzn-so BO ®I'BOY BIIO PAHXul'C,
2013. - 144 c.

[Inatonos B. B. IlporpammHo-amnmapatHbeie CpeacTBa 3alUThl HHPOpPMALUU:

yuebnuk. / M.: U3n. nentp "Axkanemus". 2014.

Tema 3. Knaccuyeckue KpUNTOCHCTEMBI.
Paccmampusaemvle 6onpochwi:

9. Knaccuueckas kpunrorpadus.
10. Kpunrocucrema Llezaps.
11. Kpunrocucrema Buxenepa.
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12. [IpakTrueckas peanusanus cucteMsl BukeHepa.

13. [TonsiTe MHOTOAI()aBUTHOW KPUITTOCHCTEMBI.

14. Kpunroananus MHOT0an(paBUTHON KPUITOCHCTEMBI.
15. Kpunroananus cuctemsl Buxkenepa.

16. Kpunroananus cucrembl «OJHOPa30BBIA OIOKHOTY.

3adanus 01 camocmoamenbHo20 8bINOIHEHU.!

1. Otkpoiite daiin CRYPTO1.XLS u mocMoTpuTe Kak peann3oBaHa cucteMa Bukenepa.
2. Cospaiite B Excel cnenyrontyro Tabmuis
OTKpBITHIN TEKCT
[Tapoiib
Kox OykB TekcTa
Kop OykxB nmapost
CyMMa KoJI0B OYKB
Cymma 1o MOAYJIIO
Kpunrorekcr

3. Benute B epByIO CTPOKY MPOU3BOJIBHBIN TEKCT 10 OJHON OYKBE B KOXKIYIO STUEHKY.

4. Beeaurte BO BTOPYIO CTPOKY TaOJIMIIBI IPOU3BOJIBHBIN NApOJIb 110 OJJHOM OyKBE B KXKIYIO sUEH -
Ky. Ecniu nnuHa maposst MeHbIle JJIMHBI OTKPHITOrO TeKCTa, TO HaYHUTE HabOp maposid Aajbliie, MoKa
HE 3aKOHYUTCS OTKPBITBIN TEKCT.

5. HUcnonp3ys ¢ysknuo KOACHUMB, 3anmonHUTEe YETBEPTYIO M TATYIO CTPOKH TAaOJIUIBI IS
OTIpeIeNIeHUs KOJIOB Ka)KA0H OyKBBI OTKPBITOTO TEKCTA U TApOJIs.

6. B mATOM CTpOKE CIOXKUTE TPETHIO U YETBEPTYIO CTPOKHU.

7. Ecnu B mATON CTpOKE cyMMa TpeBhIIIaeT 255, TO B MIECTON CTPOKE HEOOXOUMO OTHATH 255 OT
gucia B maTon crpoke. Mcnonbsyiite pynkuo ECJIN.

8. B cexpMoil cTpoke momyuuTe OYyKBBI 3alIM(pPOBAHHOTO TEKCTa, MCMONb3ys (yHkimo CUM-
BOJIL.

9. CaMOCTOSITENBHO, UCTIOB3YsI OMHMCAHHBIC BBIMIE (PYHKIUH, paciudpyiTe MOTyIeHHBIH KPHII-
TOTeKCT. JlJig 3TOr0 co3aaiiTe HUXKe MepBOM TaOJIUIIBI BTOPYIO TaONIHUILy.

10. Pacmudpyiite Tekcr:

KCArz sl YHHO6Xbr UbAbrorxYIA'

UCTIONB3Ys Tapoib «mmdpy». [Ipun Habope TeKcTa MpomycTUTe MpoodeIsl MeXTy OyKBaMH.

11. Pactmmudpyiite TeKCT:

EbIAxI[Co boYOx HUlx VYbIzIIOdDd Uag O3n D060 Pmuak3

HE 3Has MapoJisd, HO 3Hasl, YTO B 3alIM(PPOBAHHOM TEKCTE €CTh CIIOBO KUCTHHYY.

Jlumepamypa:

4. JlekimoHHBIN MaTepuall.

5. OcHOBBI HHPOPMALIMOHHOM 6€30MaCHOCTH X035ICTBEHHOM 1€ATEIbHOCTH:
yuebHoe nocodue / N.I1. Muxues; BO ®I'bOY BIIO «Poccuiickas akageMus HapoJHOTO XO35HCTBA U
rocyJIapCTBEHHOM ciyx0b1». — Bonrorpan: U3a-so BO ®I'BOY BITO PAHXuI'C, 2013. — 144 c.

6. [Inatonos B. B. IIporpammHo-anmnapaTHbie CpeicTBa 3alIUThl HHPOPMAIUH:
yuebHuk. / M.: U3n. uentp "Axagemus". 2014.

Tema 4. Kpunrorpagusi ¢ 0OTKPBITBIM KJIKY0M.
Paccmampusaemvie gonpocwi:

8. Kpunrorpadus ¢ OTKpBITHIM KJIFOUOM.

9. I'enepanus kinroueBoit napel B mporpamme PGP.

10. Opranuzaiusi o0OMeHa KIFYaMH.

1. udposanue nanusix B PGP.

12. IloHsATHE NEKTPOHHOM MOAIKCH.

13. 3amuTa 10KyMEHTOB JIEKTPOHHON NMOANUCKIO B iporpamme PGP.
14. [udpoBanue u 3MeKTPOHHAS NOANUCH TOKyMeHTOB B PGP.

3a0anus 01 camocmosamenbHo20 6bINOJIHEHUA:
1. 3anmyctute PGPtools (Ilyck — ITporpammsr — PGP — PGPtools)
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TlosgBuTcd naHesin
& PGPtools

)
NMEEEEEE
2. Bribepute neByr0 KHOIKY C AByMs KirodaMu. 3amyctutcs monyib PGPkeys co cnimckom Beex
Kkirouell Ha Bamem kommbrotrepe. B mone Description ykazaHo, Kakoil 3TO KJIIOY: TOJIBKO OTKPBITHIH
(public key) unu kroueBas mapa, T.€. OTKPBITBIM U ceKpeTHBIN KiTtod B komIuiekTe (key pair).
o
3. Co3naiiTe HOBYIO KJIFOUEBYIO Mapy, HaXKaB HA KHOIKY k——— U BBIIIOJHUB BCE 1IaT'¥ MacTepa Co-

3IaHUS KIIIOUEH.
4. Cospaiite Ha nucke D: nmanky ¢ Ha3BaHueM Baiueil rpynmnsl.

5. DkcnopTupyiTe CBOM OTKPBITHIM KIIFOYU B 3Ty NANKy, Ha)KaB HA KHONKY —— U YKa3aB MyTb J0
Bameii nanku. B kauecTBe Ha3zBaHus (aiiia ¢ KIH04oM yKaxuTte Bamry damunutio.

6. Cxonmupyiite Bam daiin Ha cepsep (Server606) B manky PublicKey.

7. UmnopTupyiiTe U3 3TOM MaNKH YbU-JIMOO JPyrue OTKPBIThIE KIFOYM. [ 3TOro Haxxmure Ha

o
KHOTIKY = BbIOEpUTE MyTh U Ha3BaHUE (aiina.

8. 3akpoiite okHo PGPkeys.

9. 3anyctute Word u Habepute NHCbMO KOMY-THO00, Yeil Kitou Bbl UMNOpTUpoBasiu. CoxpaHuTe
ATOT TEKCT B BalleH MaIKe.

10. 3ammdpyiite 3TOT Qaida OTKPBITHIM KIFOYOM 3TOT0 MOJb30BarTeis. /i 3Toro HaXXKMUTE KHOTI-

iz
Cl

Ky Ha nanenn PGPtools, ykaxkute myTh W Ha3BaHue Bamero caiina, a 3atem K04 B TO-
apuBlIeMcs okHe. CoxpaHute 3amudpoBaHHbli (aiin B Bameil nanke nox dpamunueit Toro, komy Bbl
MHUCAJIH.

11. CrommpyiiTe 3TOT (haiin Ha ceprep (Server600) B manky TextPGP.

12. CxommpyiiTe u3 3To# manku B Bamry manky Ha aucke D: ¢aiin, agpecoBanubiii Bam.

s
=
13. Pacumdpyiite 3T0T daiii, HaKaB KHOMKY B WJIW JABAXIbI IIETKHYB MO HEMY MBIIIKOM, a
3aTeM BBIOpaB Baim Ki1rod B CITUCKE KITFOUEH.

14. Co3paiite emie oAuH JOKYMEHT B penaktope Word, coxpanus ero B Bameit manke Ha qucke D:

8
2

15. Monnumute STOT (haiin Bamei 31eKTPOHHON MOANUCKHIO. [l 3TOr0 HAXKMUTE KHOTIKY E
Ha na”esm PGPtools, ykakure myTh 1 HazBanue Bamero ¢aiina, a 3arem Bamr kimtou B mosiBUBIIEMCS
OKHE.

16. O6parure BHUMaHue Ha ¢aiijl MOANKUCH B Ballel manke. OTKPOWTe ero IBOMHBIM IICITYKOM.

17. OtkpoiiTe noanucanubiii Bamu ¢aiin 1 n3MEeHUTE €ro, COXpaHWB U3MEHEHHUS Ha JTUCKE.

18. OTkpoiiTe (haiis MOANMKMCH JBOWHBIM IIETYKOM €IIe pa3. Y O0eauTech, 4To MOIMUCh HE IEHCTBH -
TeJbHA.

19. Coznaiite HOBBIH jokyMeHT B Word. HaGepute HeOombIIOE MTPEAIOKEHHE M CKOTUPYHTE €ro B
Oydep oomeHa.

20. IllenKHUTE MBIIIKOM MO KHOTIKE E Ha MMaHEeJM 3a]1a4 B PAaBOM HUYKHEM YTIIy.

21. B nosBuBmemcs mento Beibepute Encrypt Clipboard u ykaxkute Bam kioy.

22. Ha uncrom mecte Bamiero mokymeHTta BcTaBbTe TeKCT W3 Oydepa oomena (IIpaBka — Bera-
BUTH). [losiBUiICS 3 ppOBaHHBINA TEKCT.

23. Cronupyiite ero B Oydep oOMeHa U 10 aHAJIOTHH C IMH(pPOBaHUEM pacmudpyiTe ero, BEIOpaB
nyHKT Decrypt& Verify Clipboard.

24. BeraBbTe pacmmdpoBaHHbBIN TEKCT U3 Oydepa oOMeHa.

Jlumepamypa:
6. JlekimoHHBIN MaTepHall.

7. OcHOBbI HHPOPMAITMOHHOM 6€30MaCHOCTH XO3IUCTBEHHO! JIeATENbHOCTH: yueOHOe mocodue /

52



N.IT. Muxnes; BO ®I'bOY BIIO «Poccuiickast akaieMusi HApOJAHOTO XO35iUCTBA U ToCyaap-
CTBEHHOU ci1yKO0b1». — Bonrorpan: M3n-so BO ®I'bOY BIIO PAHXuI'C, 2013. — 144 c.

8. IlmaronoB B. B. IIporpammHo-anmapatHbie CpeaCcTBa 3alUThl HHpOpMarmu: yueOHuK. / M.:
N3a. nentp "Axkanemus". 2014.

9. Bsgenenwue B kpunrorpaduto/ [lox o6m. pea. B.B. Amenko. — M.: MITHMO “YePo”, 2013.

10. http://pgp2all.org.ru

Tema 5. 3amuTa 0a3 1anabIx Microsoft Access.
Paccmampueaemvie sonpocui:

6. [TocTpoenue 6a3pl qaHHBIX B Microsoft Access.

7. 3amuTa 0a3bl JAHHBIX OT OTKPBITHSL.

8. [Tonb30BatTeny U rPyHIIbL.

0. [TaponbHas 3ammura.

10. Pasrpannyenue npaB gocryrma.

3aoanus 0ns camocmoamenbHo20 8bINOJIHEHUSL.
1. Co3nmaiite Ha mucke D: B mamke Bariei rpymibl 6a3y maHHbIX Cekper
2. Cozpaiite TabmuIly B peKUME KOHCTPYKTOpA (TI0JI€ MOMEUEHHOE * SIBIISETCS KJIIOUEBBIM) U CO-
XpaHuTe ee No MmeHem AHKeTa.

Nmsa noas Tun naHHbIX
o Kox Cuerunk

®UO TexcToBIi

Anpec TexkcToBBIN

Tenedon TexkcToBbIN

3. Beenute B TaOaMIly TpU 3aMUCH.
4. YcraHoBHTE apOJIbHYIO 3alIUTY Ha 3Ty 0a3y JaHHBIX (mapoib 1234)
5. Cozpnaiite Ha aucke D: B mamnke Baiei rpynmnsl 0a3y gaHHbix Jloctym.
6. Co3naiite /i 3TO# 6a3bl JaHHBIX TPyMIbI Hoib3oBatenedt Student u Others
7. Co3pmaiite B rpynme Student monp3oBaTens mo cBoer hamuineid u mosib3oBatens Studentl.
8. B rpynmne Others co3naiite nons3oBatens Friends u nonb3oBatens Guest.
9. YcranoBure napoiib arMuHucTpaTopy (admin) 6a3el JaHHBIX (00s13aTEALHO 7777).
10. YcraHoBuTe mapoiu Ui CO3/JaHHBIX BaMU IOJIb30BaTesiel (Iapoji COBMAJAIOT C MMEHEM
MOJIH30BATEIIS ).
11. YcranoBuTe nmpaBa JocTymna K 6a3e JaHHBIX I Tpymnnsl Student Ha Bce aeiicTBUs, KpoMe aj-
MUHHCTPHUPOBAHUSI.
12. YcranoBuTe npasa joctyna K 6a3e JaHHbIX Juid rpynnsl Others ToabKo yTeHHe U J00aBlIeHHE
JTAHHBIX.
13. Ycranosure ans rpynnsl Users paBa TOJbKO Ha YTEHHE JAHHBIX U MaKeTa.
14. TlokaxkuTe pe3ynbTar MpernoaaBaTesio.
15. CHuMuTE MapoIib aIMUHUCTPATOPA
Jlumepamypa:
3. JIexuMOHHBIN MaTepuall.
4. www.microsoft.com

Tema 6. HpaKTI/I‘IeCKOE NMPUMEHEHHUE MEKCETEBBIX OKPAaHOB.
Paccmampu@aeﬂ/lble eonpocsl.

4. [ToHsiTHE ME)KCETEBOTO IKpaHa.
5. [Tpunnuns! paboTs! ¢ nporpammoii Firewall Outpost.
6. Hactpoiika nporpaMMHBIX MOJyJIEH.

3aoanus ona camocmoamenbHo20 6bINOAHEHUSA:

Outpost Firewall
1. 3arpy3ure nporpammy Outpost Firewall.

53



2. Breibepute nyHKT Cemegas akmusnocms. OKHO CIIpaBa COACPKHUT WHPOPMAITUIO O TEKYIIUX
COEIMHEHUSX MPUJIOKeHUi ¢ ceThto. [lompolyiite moxy4yuTh HHGOPMAIUIO 0 KAKOMY-HUOYIb MyHK-
Ty.

3. BeiOepure nmyHkT Omkpsimole nopmsi. OKHO COAEPKUT WH(GOPMALIMIO O TOM, KAKUMU TPolLec-
CaMH Ha KOMITBIOTEPE OTKPBITHI OIIPE/IEIICHHBIE TOPTHI.

4. [TpocmoTpuTe MyHKTHI Paspeutennvle u 3ab10Kuposantule, KOTOPbIE COAEPkKAT OOIIYI0 CTAaTH-
CTHKY 110 COETUHEHMSIM.

5. Breibepute nmynkt DNS. KsmmpoBanue 3anpocoB (T.e. coxpaHeHHe OTBeTOB B 6a3e Outpost) k
DNS no3BonisieT COKpaTUTh BpeMsI OTKPBITHS CTPAHUI], KOTOPbIE OBLIIM MOCEUIEHBI PaHee 3a CUYET TOTO,
YTO KOMITBIOTEPY HE HYKHO OyAeT mepes] OTKpbITHeM obOpamiatbes k DNS cepBepy amns onpeneneHus
IP agpeca oTKppIBa€MOM CTPAaHHULIBI.

6. IIlpocmotpure Kypnai.

7. lllenxkHuTe MpaBoil KHOIKOM MBIIIM IO Ha3BaHWIO Moaysiss DNS B neBoM OKHE ImporpamMmsl U
BBIOCpHTE [lapamempul.

8. Orpannuste k311 DNS na 50 3anuceit u yctaHoBuTe cpok xpaHeHus 10 nHen.

9. Beibepute nyHKT /Jemexmop amak, KOTOPIM XpaHUT 0OIIYI0 HH(POPMALIHIO O 3alIUTE KOMITBIO-
Tepa OT aTaK, CKAHUPOBAHMS U JPYTUX TUIIOB 3aIIPEIIEHHBIX COCTUHEHUI.

10. IIpocmoTtpuTte *kypHai. lllenkaure mpaBoil KHONMKOI MBIIIN 110 HA3BaHUIO MOAYJS [Jemexkmop
amax B JIEBOM OKHE MPOTrpaMMBbl U BeIOepHUTe [lapamempul. B 0KHE HACTPOEK MPHU MOMOIIH MOJI3YHKA
MO>KHO BBIOPATh OJIMH U3 TPEX YPOBHEW TPEBOTH:

Maxkcumanvueiii — paipBoi OyJeT Mpeaynpexaarb O MONBITKE MOIKITIOUEHHs JaXe Ha OJUH
MOPT.

Obbiunvll — TmpefaynpexiaeHue OyAeT BBIJAHO TOJIBKO TMPH CKAaHUPOBAHMHM C OJIHOTO ajpeca
HECKOJIbKMX MOPTOB WJIU OIPEIEJICHHBIX MOPTOB, KOTOPbIE MPECTABIIAIOT ONPECICHHBIN HHTEpEC.

Bespaznuuneiii —aiipBosut OyneT CUrHaTU3UpPOBATh JIMIIb O PeabHON aTake Ha KOMITBIOTED, a HE
0 TOMBITKE UCIIOIHUTH TAKYIO aTaKy WM MPOCKAHUPOBATDH MOPTHI.

11. Haxxmure xkHOTIKY Boiopame ¢unvmp. IIpocMoTpHTe €€ BOZMOKHOCTH.

12. Boibepute nyHKT MumepaxmusHuvle 21emeHmul. 31€Ch MOKHO 3a0J0KHPOBATh BCILIBIBAIOIINE
OKHA, IIepeX0bl 110 PEKIaMHBIM caiitaMm B MIHTEpHET.

13. IIpocMoTpuTE MapamMeTpbl HACTPOUKH ISl JAHHOTO MyHKTa (MIpaBasi KHOMKa MbIN). Ha Tpex
BKJIQJIKaX pa3MEIIEHbl HACTPONKU OJIOKHPOBKH BCEX 3JIEMEHTOB, KOTOPbIE MOTYT HaXOUThCS Ha Moce-
[IaeMbIX BeO—CTpaHUIaX WM B MOYTe. BOJBIIMHCTBO HACTPOEK MUMEIOT TPU HACTPOMKH: Paspeutero,
3anpoc n 3anpeweno. llpu HACTPOIKE HYKHO YIUTHIBATH TOT (PaKT, YTO HA MHOTHUX CTPAHHIIAX CKPHII-
THI WK (I3 MOTYT KCIIOJIB30BATHCS TSl CO3J]aHMsI MEHIO M €CJIM UX TOJHOCTHIO OTKIIIOUUTH, TO Ha-
BUTAIMSI IO caiiTy OyJeT HeBo3MOkHA. [103TOMy, ONTUMaJIbHBIM CTaHET MCIOJIb30BaHUE HACTPOUKHU
3anpoc. JIns ocoboit HACTPONKHM HEKOTOPBIX CATOB B MOJTYyJIe « AHmMepakmugHble 31eMeHmbly CITYKUAT
BKIaKa «Hckniouenusy. C ee MOMOUIBIO MOXKHO c(hOpMHUPOBATH CIMCOK CAHTOB M HACTPOHUTDH IS
Ka)KI0T0 U3 HUX OJIOKHPOBKY OMpEENIEHHBIX 3JIEMEHTOB. JTOT CIUCOK MMeeT Oosiee BHICOKHIA MPHO-
pHUTET, 4YeM 0011IMe HACTPOUKH OJIOKHPOBKH I BCEX CAUTOB.

14. IIpocMoTpuUTE BKJIAJIKH MAapaMeTPOB, 3aMPETUTE BCIUIBIBAIOIINE OKHA U HACTPOWTE OCTaIbHOE
10 CBOEMY YCMOTPEHHUIO.

15. BeiGepure nyHKT Pexnama. Outpost ymeeT oTcekaTh peKjiaMy 1o pa3Mepy U M0 COACPKUMOMY
CCBIJIKH, YTO 3KOHOMUT Tpa(uK U YBEIUUUBAET CKOPOCTh 3arpy3KH CTPAHHII.

16. Boi3oBuTe mapameTphl sl JAaHHOTO MyHKTa (MpaBas KHOMKA MBIIIN). YCTaHOBUTE (PIIaxok
llokazams xop3umny 0ns pexkniamvl. Eclii B CTaHAAPTHOM CIUCKE OTCYTCTBYET ONMCAHUE JJI ONpese-
JIeHHOTO OaHHEpa, U OH 3arpy’kaercs MpHU MOCEUIEHUH CTPAHUIII, TO, OTKPHIB KOP3HHY, AOCTATOYHO
MBIIIBIO TIEPETANTUTH B Hee OaHHEp, U OH OOJbIlIe HUKOTIA He Oyaer 3arpyxarbes. Brmanka Oowue
MO3BOJIAET BBIOPAThH TO, YeM OYAYT 3aMEHSTHCS BhIPE3aHHBIE CO CTPAHUI] PEKIaMHbIE OaHHEPHI. 37ecCh
K€ MOKHO CO3/1aTh CIIMCOK CalTOB, C KOTOPBIX HE OyeT BhIpe3aThes Tpaduka U pekiama.

17. IlpocmoTpuTe BCe BKIIAJKU TapaMeTPOB.

18. Bribepute nyHKT Codeporcumoe. B HaCTporKax 3TOTO MOJIYJSl MOXHO 33JaTh CIIUCOK CIIOB,
KOTOpBbIE MOTYT BCTpEYaThCsl HAa CTpPaHMIIE WM B aJpece CTPAHHUIBI U KOTOpble OYyIyT CIY>KUTh
Outpost—y CUTHAJIOM TOTO0, YTO CTPAHUILY OTOOpaKaTh 3arperieHo.

19. IIpocMoTpHTE BOZMOKHOCTH JIaHHOTO ITyHKTA.
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20. Beibepute nmyHKT Quiabmpayusi noumosvlx 1oxcenuil. B HacTpoikax 3TOro MOAYJsi MOXHO
3aaTh CHHCOK THUIOB (DaiiyioB, KOTOpbIE MOJUIekKAT MEPEMMEHOBAHHIO, a TaK K€ BKJIIOYHUTH BBIBOJ
MH(POPMALMOHHOTO COOOIIEHUS O mojyuyeHnH (ainoB ompeneneHHoro tuma. MDaily, THII KOTOPOTO
yKa3aH B HACTPOMKaxX 3TOr0 MOAYJs, MPHU MONYYEHHUH €ro MOYTOBBIM KJIHEHTOM, MOJYyYUT BTOPOE
pacmmpenue «.safe». 9To MO3BOIUT M30€XKaTh ABTOMATHYECKOTO BBITIOJTHEHUS! TOYTOBBIM KIMEHTOM
KOJZIa, YTO MOKET SIBJISTHCS MPUUUHOM 3apa)KeHUSI KOMIIBIOTEPA BUPYCaMHU.

21. IlpocmoTpuTe MapamMeTpsl JaAHHOTO ITyHKTa ¥ €r0 BO3MOXKHOCTH.

22. JlocTym K OOIIMM HAaCcTpOHKaM MPOTrpaMMbl MOKHO TOJTYYUTh MPU MOMOIIH MYHKTa MeHIo //a-
pamempol — Obwue U3 TIIABHOTO MEHIO IPOTPaMMBbl MJIM HA)KaTHEM COOTBETCTBYIOIIEH KHONKH Ha ma-
Henu. BBI30BUTE OKHO HACTPOWKH MapaMeTpoB U MPOCMOTpUTE BKIAAKy Obuyue.

23. Bxnagka «/Ipunoscenus» MO3BOJSET yOPABISATH IpaBUIaMu MOBeACHUS (paiipBosuia mpu mo-
MBITKE JIOCTYIA B CETh OMpPENEICHHBIX NMpuiokeHuil. Ha 3Toil BKiIanke mepedrcieHbl Bce MpUIokKe-
HUSI, KOTOpbIE 00HApYKEHBI HAa KoMmmbioTepe Outpost—om mpu ycraHoBke. Cpasy Mociae WHCTAIIISIIUN
STH TPUIIOKEHUSI HaXonaTcs B rpymnne «llonvzoeamenvckuii ypogenvy. [ HUX CO3MaHO OJHO HIIU
HECKOJIBKO TPaBMJI, YKa3bIBAIOUINX, KAKUM 00pa30oM MPUIOKEHHE MOKET OOMEHUBATHCS JTAaHHBIMH C
ceTbio. [IpaBuno MOXXKHO MPOCMOTPETh UM U3MEHHUTD NP MOMOIIY ABOMHOTO KJIMKA M0 UMEHH €T0 HC-
MOJIHSIEMOTo (aiina.

24. IlpocMmoTpuTe MpaBUiIa i HEKOTOPBIX MPUIOKEHHH.

25. [lpunoxxeHus U3 Tpynnsl 3anpeujernnvie npulodceHuss HIKOTJa He MOoJydyaT JOCTyINa B CETh,
BCS UX CeTeBas aKTUBHOCTH OyJeT mpecedeHa (aipBoiioM. HekoTopbIM MpUIOKEHUSIM MOXHO TMOJI-
HOCTBIO OTKPBITH JIOCTYII B CETh, IEPEMECTUB UX B IpyMIly «/Josepennsie npunodceHus». IX noctyn B
CeTh HE OrpaHMYMBAETCA HHUYEM, HUKAKUMH MpaBwiaMu. [lepemerienue NpuiiokKeHUH W3 TPyHI B
TpyMITy, PABHO KaK ¥ M3MCHCHHE MPABWII, CO3IAHHBIX IS TPUIOKCHHUH, BBITIOIHSICTCS TIPHU MTOMOIIA
KHONIKU M3menums. 1Ipu nmomoliu KHONKU /[0O6a8ums MOKHO BHECTH B CIIHCOK HOBOE MPUIIOKEHHE U
3aTeM CO3/aTh Il HETO MPABUIIO OOIIEHUS C CETHIO.

26. [lepemectute npunoxenue Excel B rpynny 3anpewennvie npunosicernusi.

27. IlpocMOTpHUTE OCTaBIIMECS BKJIAJKA HACTPOEK IPOrPaMMBI.

28. [TonpoOyiiTe uepe3 ceTeBoe OKPYKEHHUE BHINTH HAa KOMITBIOTED coceia.

29. IIpoBepsTe peakuuio (aiipBoia Ha MOMBITKY cocea 00paTUTHCS K BallleMy KOMITBIOTEDY.

30. [lepeiiauTe B HACTPONKH OOIIHMX MapaMETPOB MPOTPAMMBI.

31. Betbepute Briaaky Cucmemnvle. Yoepure duaxkox NetBIOS. Teneps Bain KoMIbloTep HEJO-
CTYITIEH IO CETH.

32. loxxaurech, KOTIa Balll COCEJT BRIMOJIHUT MPEABIIYIIee 3aJaHue U TONPOOYHTE uepe3 CETEBOE
OKpYKEHHE 0OPATUTHCS K €T0 KOMITBIOTEPY.

33. Bxmrounte duaxok NetBIOS Ha cBoeM kommbIOTEpE.

34. BI30BHUTE )KypHAaJI, HA)KaB COOTBETCTBYIOIIYIO KHOIIKY Ha MMaHEIN HHCTPYMEHTOB.

35. [IpocMoTpuTe XypHAa.

Jlumepamypa:
5. JlekuMOHHBIN MaTepHall.
6.  JlokymeHranus mo padote ¢ nmporpammoit Firewall Outpost.
7. OcHoOBBI HH(OPMAIITMOHHON 0€30MACHOCTU XO3SIMCTBEHHOM JIEATEIbHOCTH: Y4eOHOe MOo-

cooue / W.II. MuxueB; B® ®I'BOY BIIO «Poccuiickas akameMus HapOIHOTO XO3SHCTBA W
rocyaapcTBeHHOMU cityk0b». — Bonrorpaa: Msa-so BO ®I'EOY BIIO PAHXuI'C, 2013. — 144 c.

8.  Ilmaronor B. B. IIporpamMmmHo-amnmapaTHbIe CpeCTBA 3aIIUTH HHOOpPMAIUU: YIeOHUK. /
M.: U3n. uentp "Axagemus". 2014.

Tema 7. 3ammura unopmanuu B UnTepHer.
Paccmampuesaemvie sonpocoi:

4. [TpuHLIMIIBI paOOTHI MEKCETEBBIX 3KPAHOB IpU padoTe ¢ HTEpHET.
5. Hactpolika nporpaMMHbIX MOAysel nipu padote ¢ MHTEpHET.
6. bnokupoBanue HeHYKHOTO TpaduKa M PEKIaMBI.

3adanus 01 camocmoamenbHO20 8bINOIHEHU.!
1. 3arpy3ure nporpammy Outpost Firewall.
2. Otkpotite B Internet Explorer ctpanniy www.yandex.ru
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3. Beibepure nynkt Cemesgas akmusHocmy. IIpocmoTpute HHGOPMAIIHIO O TEKYIIUX COSIUHEHH-
X C CETBIO.

4. Bribepure nyHKT Omxpuimsie nopmei. [lonyunre nHpopMaluio o ToM, KAKUMHU [IpoLieccaMu Ha
KOMIIBIOTEPE OTKPBITHI OMPE/ICIICHHBIE MTOPTHI.

5. IlpocmoTpute MyHKTHI Paspewennsie n 3ab10Kuposantsie, KOTOPBIE COIepKaT OOIIYIO CTaTH-
CTHKY 10 COSTUHEHHSIM.

6. Beioepute mynkr DNS u B mapamerpax orpanndste Kom DNS Ha 50 3ammceil © yCTaHOBUTE
cpok xpaHeHus 10 qHen.

7. BeiOepute NyHKT /Jemexkmop amak U B mapaMmeTpax 3anaite O6viuHblll YPOBEHb TPEBOTH.

8. Boibepute nyHKT MHmepaxmusHvle snemenmel. IIpocMoTpUTe apamMeTpbl HACTPOUKH JIIS AaH-
Horo myHkrta. Ha Tpex Bkilajgkax pa3MelIieHbl HACTPOMKH OJIOKHPOBKH BCEX 3JIEMEHTOB, KOTOpPbHIE
MOTYT HaXOJHUThCS Ha MOCEIIaeMbIX BeO—CTpaHMIIaX UM B moute. HacTpoiiTe mapameTpsl Mo cBOEMY
YCMOTPEHHUIO (PEKOMEHIyeTCs Yallle UCTIOIb30BaTh HACTPOIKY 3anpoc).

9. Otkpoiite B Internet Explorer ctpanuiyy www.mail.ru, mepeiiaure 1mo KakoH-HUOYb CCBLIKE
HOBOCTEM.

10. Ilpocmotpute B Outpost Firewall cratuctuky no coennHeHusM, a Takke CTATUCTUKY JETEKTO-
pa artax.

11. BeiGepurte nyHKT Pexnama. Be13oBuTe mapaMeTpsl AJis JAHHOTO MyHKTA. Y CTaHOBUTE (IIaXKOK
Ilokazamv Kop3uHy O0/15 peKiamul.

12. OTKpoHTE CTapTOBYIO CTpPAHHUIy WWWw.mail.ru ¥ MbIIbI0 TiepeTamuth B Kop3uuy ons pe-
KAambl PEKIaMHbIE OaHHEPHI C 3TOM CTPaHMIIBI.

13. 3akpoiiTe cTpaHUIly U MONPOOYHTE 3aHOBO €€ OTKpPBITh. [IpoBephTe, UTO MPOUCXOIUT C pe-
KJIAMHBIMH OaHHEpaMHU.

14. TIpocMoTpuTe BCE OCTABIIUECS BKJIAAKH MTAPAMETPOB.

15. Beibepute nyHkT Codeporcumoe. B HaCTporKax 3TOTO MOJIYJS MOXHO 33JaTh CIIUCOK CIIOB,
KOTOpBbIE MOTYT BCTpEYaThCsl HAa CTpPaHMIIE WM B aJpece CTPAHHUIBI U KOTOpble OYyIyT CIY>KUTh
Outpost—y CUTHAJIOM TOTO0, YTO CTPAHHUIY OTOOpaKaTh 3arpereHo.

16. Hactpoiite mporpammy Tak, 94To0sl Outpost OIOKMpOBa Bce CTPAHMIIBI, B aJipece KOTOPBIX
npucytcTByeT cioBo chat. [TonpoOyiite OTKpHITH cTpanuily www.chat.ru.

17. BeiOepute myHKT Quiabmpayus noumoswvlx e10dceHuti. B HacTpolWKax 3TOro0 MOJIYJIS MOKHO
3a1aTh CIMCOK TUIOB (haiijIoB, KOTOpPbIE IMOAJEKAT MEPEMMEHOBAHUIO, & TaK K€ BKIIOYHUTH BBIBOJ
UHGOPMAIMOHHOTO COOOIIIEHUS O MOIyYeHUH (HaiIoB OMpPEIeIEHHOTO THIIA.

18. 3anaiite BbIBOA MHPOPMALMOHHOTO COOOIICHNUS sl BceX (ailyioB ¢ paclIMpeHueM .zip  me-
perMeHoBaHue (HailIoB ¢ pacUIMpEeHUEM .exe.

19. [lokaxkute pe3ynbTaT MpernogaBaTeo.

20. OTMeHHuTe BCce CBOM HACTPOUKHU U 3aKPOMTE BCE OTKPBITHIC MPHUIIOKEHHUS.

Jlumepamypa:
4. JlekimoHHBIN MaTepuall.
5. OcHOBBI MH(POPMAIIMOHHON O0€30MaCHOCTH XO3SHUCTBEHHOW JESATENbHOCTHU:

yuebnoe mocodue / N.I1. Muxues; BdO ®I'BOY BIIO «Poccuiickas akameMus HapOIHOTO
XO34HCTBa M rOCYAapCTBEHHON ciyxObl». — Bonrorpan: U3a-so BO ®I'bBOY BIIO PAH-
Xul'C, 2013. - 144 c.

6. IInaronoB B. B. IIporpammHo-anmnapatHble CpeacTBa 3allUThl UH(POPMAIUU:
yueOnuk. / M.: U3n. nentp "Axanemus". 2014.

Tema 8. TunoBasi crpykrypa 3amutbl or HCJI. YnpaBiienue noctynom.
Paccmampuesaemvie sonpocoi:

Tunosast crpykrypa 3amutsl uHpopmanuu ot HCJI.

[Toncucrema yrmpaBieHUs JOCTYTIOM.

[TocTpoenne MaTpuIlsl 1OCTyMA.

JlokyMeHnTanus otaena odecnedeHus nHHOPMaIMOHHON O€30MaCHOCTH.
3aoanus 0ns camocmoamenbHo20 8bINOJIHEHUSL.!

1. PaccmoTpuTe TUMIOBYIO CTPYKTYPY 3amuThl nHGopMaiuu ot HC/I.

N
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2. Ilponymaiite crpykrypy 3amuthl uHGopMmamuu oT HCJl nnst mpou3BoiIbHON (BBIMBITIICHHOMN)
OpraHu3aIiy.

3. PaccmoTtpuTe nmojacucteMy yInpaBJIeHHs JOCTYIIOM JIJIsl TOW OpraHu3alliu.

4. CocraBbTe TIepeyeHb 3alIUIIaeMbIX HHPOPMAIIMOHHBIX PECYPCOB OPraHU3AIIHH.

5. Iloctporite MaTpuIly HOCTYyIA JUJIsl JAHHOW OpraHU3alUu.

6. CocTtaBpTe NOKYMEHT, ONpEICNSIOMUNA MpaBWiia JOCTyNa IMOJb30BaTeNell K pecypcaMm IMpHU
MOMOIIY JTUYHBIX UACHTU(PUKATOPOB U MAPOJICH, TPaBUJIa COCTABIICHUS, CMEHBI U XPaHEHUSI TTapOJIeH.

7. CoxpaHuTe BCe JOKYMEHTHI B CBOCH JTUYHOM Marke (M Ha CBOCH JUCKETE).

Jlumepamypa:
3. JlekimoHHBIN MaTepuall.
4. OcHOBBI MH(POPMAITMOHHOW OE30MaCHOCTH XO3SUCTBEHHOW JCSATCIHLHOCTH:

yueOHoe nocodbue / N.I1. Muxues; Bd ®I'BOY BIIO «Poccwuiickas akaaeMuss HapOIHOTO
X035UCTBA U TOCYJAapCTBEHHOU City»O0b1». — Bonrorpan: M3n-so BO ®I'BOY BIIO PAH-
Xul'C, 2013. — 144 c.

HUTOIOBBIN TECT IO KYPCY
«OcHOBBI HH(OPMAIMOHHOW 0€30MACHOCTH X0351/iCTBEHHOI 1eATEJIbHOCTH

ONEeKTPOHHBIM TECT MPEACTaBIsAET cCOOOM 3a1aHus ¢ BBIOOPOM TOJIBKO OJHOIO IPAaBUJILHOTO OTBETA U3
npeioxkeHHbIX. PesynbTar nporpamma Unitest BHIBOAUT B IPOIEHTAX.

1. Kpunrorpadgus 3to

A) Hayka 0 MeTOoAax NpeoOpa3oBaHus JAHHBIX, HAIPABJIECHHBIX HA TO, YTOOBI CAENaTh 3T JaHHbIE Oec-
MOJIE3HBIMU JUIsl HECAHKIIMOHUPOBAHHBIX JINI]

B) Hayka o MeTogax u cioco6ax pacKpeIThs MHPPOB

C) COBOKYIIHOCTh METOJIOB, CKPBIBAIOIIMX (DaKT mepepayn CEeKpeTHOW MH(POpPMALUU 3a OTKPBITOM
uHpOpMaLmei

D) coBOKyNMHOCTh METOAOB, OOECIIEUMBAIOIMX A0COMIOTHYIO HA/IEKHOCTh KaHaja Iepeiadd JTaHHbIX
OT IepexBara

E) nayka o MeTonax cozganus HudppoBoi Noanucu

2. Kakasi u3 ciieyl0IuX KPpUNTOAHAJUTHYECKUX aTaK CYUTAETCS HanboJee OMacHOM?

A) TIpY HAIMYUH TOJIBKO OJTHOTO 3alIM(PPOBAHHOTO PparMeHTa

B) npu Hanuuum Gosbmoro Habopa 3amu(poBaHHBIX GParMeHTOB

C) npu Hanuuuu pparMeHTa OTKPBITOTO TEKCTa U COOTBETCTBYIOIIETO €My KPHUIITOTEKCTa

D) npu u3BecTHOM MeTo/ie MH(PPOBAHUSL

E) mpu Bo3MOXkHOCTM BBIOOpa JIFOOOTO OTKPBITOTO TEKCTa W TOJYYEHUH COOTBETCTBYIOUIETO €My
KPUNTOTEKCTa

3. CKoOJbKO pa3jiMYHbIX KJI04Yel B cucreme Lle3apsi nmpu Mcmoib30BaHUM MOJHOIO PYyCCKOT0 aJI-

¢paBura?

A) 16 D) 256
B) 33 E) 1024
C) 66

4. Yto siBJIsIETCA KJIIOYOM B Kpunrocucreme Buskenepa?

A) moboe 1pobdHOE YHCIIOo

B) BenuumHa ciBura KCXOAHOTO andaBuTa

C) nepecraBieHHbBIN andaBuUT

D) cnyuaiinas mociae10BaTeIbHOCTh OYKB, paBHasl IJIMHE COOOIICHUS
E) mo6oe cioBo

5. Kakas u3 MNEPECINCTCHHBIX KPUIITOCUCTEM ABJISACTCH CHCTEMOH C OTKPLITBIM KJ'IlO‘lOM?
A) DES D) TOCT 28147
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B) RSA E) Le3zaps
C) Daurma

6. Mo:xHo siu B nporpamMme PGP Bocnosib30BaThCsl 4y:KUM OTKPBITHIM KJIIOYOM JI pacmugpo-
BaHMs MH(OPMALUH.

A) na

B) et

C) na, ecnu U3BECTEH TOT MapOJIb

D) na, eciiu mobp30BaTeNb AACT MpaBa Ha paci(pPoOBKY ero nHPOpPMAIMK U COOOIIUT CBOM MapoIib

E) na, ecm mepeOpath Bce KITt0Un

7. Kak pacKpbIBalOTCsi KPUNITOCUCTEMBI OJHOAI(PABUTHOMN 3aMeHbI?
A) Takue cUCTEMBl PaCKPBITh HEJIb35I

B) momnHbIi iepedop kirouei

C) ananu3 4acTOT BCTpeyaeMbIX OyKB

D) nepebop coobieHmit

E) nepecranoBkH OyKB KpUITOTEKCTA

8. Kpunroanayus 31o

A) Hayka 0 MeToJjax MpeoOpa3oBaHMs JaHHbIX, HAIPABJICHHBIX HA TO, YTOOBI C/IENIaTh ITH JAaHHbBIE Oec-
MOJIE3HBIMU TSI HECAHKITMOHHUPOBAHHBIX JIUI]

B) Hayka o MeToax u cnoco0ax pacKpbITHs MG POB

C) COBOKYITHOCTh METOJIOB, CKPBIBAIOMIMX (DaKT mepemayn CEeKpeTHOW WH(POPMALUU 32 OTKPBITOM
uHdopmarmen

D) COBOKYITHOCTH METO/OB, 00ECIEUMBAIOLINX a0COMIOTHYIO HAJEKHOCTh KaHalla Mepefadn JaHHBIX
OT TepexBara

E) nayka o MmeTonax cozganus udppoBoii NOAIHCH

9. Uto aBJasieTcs KJIH04Y0M B kpuntocucreme Llesapsi?
A) mroboe ctoBo

B) nro6oe uncno

C) BenuunHa CIBUra UCXOJHOTO andaBuTa

D) nepecraBiieHHbIH anpaBUT

E) cnyuaiinas mocienoBaTensHOCTh CHMBOJIOB

10. KakoBa nimna kiwo4a B cranaapre mmndposanusa 'OCT 28147?

A) 256 6ut D) 1024 our
B) 64 6ut E) 2048 6ut
C) 56 6ur

11. Ha cj10:xHOCTH pelieHHs1 KaKOil MaTeMaTH4YecKoi 3a1a4n ocHoBaHa cucteMa RSA?
A) KOJIbI HCTIPABIISIOIINE ONTHOKN

B) auckpetnslii norapudm

C) 3amaua “o prok3ake”

D) paznosxeHue OOJNbIINX YUCEN HA POCTHIE MHOXKHUTEIN

E) cnoxenue no Mmoayto 1Ba

12. Kpunrorpadguyeckuii mpoToKoJ 3T0

A) meton mmppoBaHUs JaHHBIX

B) meTon kpunroaHanusa JaHHBIX

C) MeTop nepexBara JaHHBIX

D) anroputm oOMeHa mHpoOpMalueln Mexay pa3lIUYHbIMU YYaCTHHKAMM TPU CEKPTEHOW Iepenaye
JAHHBIX

E) ocobas kxpuntocucrema
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13. Kpunrtocucrema «OaHopa30Bblii 0JJ0KHOT» 3TO:
A) nepecTaHOBOYHAsI CUCTEMA

B) onnoandaButHas cuctema npocToit 3aMeHbl

C) mHOTrOan(aBUTHAs CUCTEMA

D) cucrema ¢ OTKPBITBIM KIIIOUOM

E) Takoii cuctemsl He CyIIeCTBYET

14. Kakoii napoab Han0oJ/1ee Ha/lesKeH?

A) ®aMunus mosk30BaTeNs

B) ®paza u3 kauru

C) ciydaiiHast OC/Ie10BaTENILHOCTD IU(P

D) ciyuaitnasi mocieioBaTeIbHOCTh OYKB

E) cnyuaiinast mocienoBaTebHOCTh IPOU3BOIBHBIX CHMBOJIOB

15. KakoBa qyimHa kiwo4a B cucreme mudposanust DES?

A) 256 6ut D) 1024 6ur
B) 64 6ut E) 512 6ur
C) 2048 our

16. Kpunroreker 310

A) TEKCT HCXOHOTO COOOIICHHUS

B) TekcT 3ammdpoBaHHOTO COOOICHHUS

C) mapoub

D) tekct, mosy4eHHBIH PH KPUIITOAHATIU3E
E) xmrou

17. Taitnonuck (cTeranorpadmusi) 3To

A) Hayka 0 MeToAax IpeoOpa3oBaHus JAaHHBIX, HAIPABJIECHHBIX HA TO, YTOOBI CAENaTh 3T JaHHbIE Oec-
MOJIE3HBIMU JUIsl HECAHKIIMOHUPOBAHHBIX JINI]

B) Hayka o MeTogax u cioco6ax pacKpeIThs MHPPOB

C) COBOKYIIHOCTh METOJIOB, CKPBIBAIOIIMX (DaKT mepepayn CEeKpeTHOW MH(POpPMALUU 3a OTKPBITOM
uHpOpManuei

D) coBOKyIHOCTh METOAOB, OOECIIEUMBAIOIMX A0COIMIOTHYIO Ha/IEKHOCTh KaHaja Iepeiadd JTaHHbIX
OT IepexBara

E) nayka o MeTozax cozganus {udpoBoi Noanucu

18. Yto no3BoJsier onpeaeantbh MeToa Ka3ucku npu kpunroanajanse cucrembl Buxkenepa?
A) mapoib

B) oTKpBITHIH TEKCT

C) meton mudpoBaHus

D) nnuny napost

E) nnuny oTKpBITOrO TEKCTA

19. Kakas kpunrocucremMa odecrieunBaeT a0COJIOTHYI0 HAEKHOCTh 3aIIMTHI MPU NPABUJIBLHOM
ee UCNnoJIbL30BaHun?

A) DES D) OnHopa3oBblif OJI0KHOT

B) RSA E) Bmwxkenepa

C)T'OCT 28147

20. O6ecnneunBaeT JiM NApoJib Ha BXoJ B Windows HajeKHYI0 3alIUTy KoMINbIoTepa?
A) na

B) et

C) ipu anuHe napois 6onee 10 cuMBOJIOB
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D) npwu ciydaiiHom napoiie
E) npu perynsipHOii cMeHe napois

21. Moxno gu B nporpamMme PGP BocnoJib30BaThCsl YY’KMM OTKPBITHIM KJIIOYOM VISl pacmug-
poBaHus UH(pOpMALMH.

A) na

B) et

C) na, ecnu U3BECTEH TOT MapOJIb

D) na, eciiu mobp30BaTeNb AACT MpaBa Ha paci(pPoOBKY ero nHPOpPMAIMK U COOOIIUT CBOM MapoIib

E) na, ecm mepeOpath Bce KITt0Un

22. Kak packpbIBalOTCs KPUNITOCUCTEMbI OJHOAJN(PABUTHOMN 3aMeHbI?
A) Takue cUCTEMBl PaCKPBITh HEJIb35I

B) momnHbIi iepedop kirouei

C) ananu3 4acTOT BCTpeyaeMbIX OyKB

D) nepebop coobieHmit

E) nepecranoBkH OyKB KpUITOTEKCTA

23. KpunroanaJjus 310

A) Hayka 0 MeToJjax MpeoOpa3oBaHMs JaHHbIX, HAIPABJICHHBIX HA TO, YTOOBI C/IENIaTh ITH JAaHHbBIE Oec-
MOJIE3HBIMU TSI HECAHKITMOHHUPOBAHHBIX JIUI]

B) Hayka o MeToax u cnoco0ax pacKpbITHs MG POB

C) COBOKYITHOCTh METOJIOB, CKPBIBAIOMIMX (DaKT mepemayn CEeKpeTHOW WH(POPMALUU 32 OTKPBITOM
uHdopmarmen

D) COBOKYITHOCTH METO/OB, 00ECIEUMBAIOLINX a0COMIOTHYIO HAJEKHOCTh KaHalla Mepefadn JaHHBIX
OT TepexBara

E) nayka o MmeTonax cozganus udppoBoii NOAIHCH

24. Yo siBasieTCA KJIIO4YOM B kpunrocucreme Llezapsa?
A) mroboe ctoBo

B) nro6oe uncno

C) BenuunHa CIBUra UCXOJHOTO andaBuTa

D) nepecraBiieHHbIH anpaBUT

E) cnyuaiinas mocienoBaTensHOCTh CHMBOJIOB

25. KakoBa qiiuHa kiao4a B crangapre mudposanus 'OCT 28147?

A) 256 6ut D) 1024 our
B) 64 6ut E) 2048 6ut
C) 56 6ur

26. Ha ci10:kHOCTH pellieHUs1 KAKOH MaTeMaTH4YeCKOM 3a1a4un 0CHOBaHa cuctema RSA?
A) KOJIbI HCTIPABIISIOIINE ONTHOKN

B) auckpetnslii norapudm

C) 3amaua “o prok3ake”

D) paznosxeHue OOJNbIINX YUCEN HA POCTHIE MHOXKHUTEIN

E) cnoxxenue nmo moyito aBa

27. Kpunrorpaguyeckuii NpoTOKOJI 3TO

A) meton mmppoBaHUs JaHHBIX

B) meTon kpunroaHanusa JaHHBIX

C) MeTop nepexBara JaHHBIX

D) anroputm oOMeHa mHpoOpMalueln Mexay pa3lIUYHbIMU YYaCTHHKAMM TPU CEKPTEHOW Iepenaye
JAHHBIX

E) ocobas kxpuntocucrema
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27. Kpunrocucrema «OaHopa3oBblid 0JJOKHOT» 3TO:
A) nepecTaHOBOYHAsI CUCTEMA

B) onnoandaButHas cuctema npocToit 3aMeHbl

C) mHOTrOan(aBUTHAs CUCTEMA

D) cucrema ¢ OTKPBITBIM KIIIOUOM

E) Takoii cuctemsl He CyIIeCTBYET

29. Kakoii naposb HauboJ1ee HATeKeH?

A) ®amuus OIB30BATEIS

B) ®paza u3 kauru

C) ciyuaifHasi OCJI€I0BATEIBHOCTD ITU(D

D) ciyuaitnasi mocieioBaTeIbHOCTh OYKB

E) ciydaiinasi mocnenoBaTeIbHOCTh MPOU3BOJIEHBIX CHMBOJIOB

30. KakoBa ajuHa Kjiao4a B cucreme mudpposanuss DES?

A) 256 6ut D) 1024 6ur
B) 64 6ut E) 512 6ur
C) 2048 our
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