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Kpanudukanus (creneHb) BHINYCKHAKA: SKOHOMUCT

®opma 00yueHHUsI: OYHAs, 320YHAS

Conepma}me AUCHHUITINHbI

Ne HaunMmeHoBaHHe TEM

n/n (pa3nesioB)

Conep:xanue Tem (pa3/esioB)

[TonsTne wHpOpPMANNK, 3aIMIUTHI
uHpOpMaK ¥ WHPOPMAIMOHHOM

Ilonstne wHOpMaruy, 3amUTel HWHQOpPMAIUH U
uHpopManoHHOH Oe3omacHocTH. HasHauenue wu
3agaud B cdepe obecneyeHuss HHGOPMALUOHHON
0e30MacHOCTH Ha ypOBHE TOCYNapcTBa, HAa YypPOBHE
peroHa © Ha JOKaTbHOM YypoBHe. (OCHOBHBIE
MOJIOKEHUsI TeOpuH HMH(OPMAMOHHONW 0e30MacHOCTH
WH(POPMAITMOHHBIX crcTeM. OCHOBHBIE COCTABIISIONIHE
obecrieueHUs nH(pOPMAITMOHHOH 0e30macHOCTH
XO3SIMCTBEHHOM IEITEeILHOCTH.

0€e30IacHOCTH. OCHOBHEBIE
Tema COCTaBIIAIOLIME.
1
3aK0oHOJATEIbHBIN YPOBEHb
WHPOPMAIIMOHHOH  GEe30IMaCHOCTH.
KommprorepHbie MPECTYIUICHHUS.
OTBETCTBEHHOCTh 3a COBEpIICHHUE
KOMITBIOTEPHBIX MTPECTYILIICHU.
Tema
2

Baxxnocts 3aKOHOJATEILHOTO YPOBHS
uHpOpMaIoHHO# Ge3omacHocTH. O030p POCCHIICKOTO
3aKOHOAATENILCTBA B oOmactu obecrieueHust
HH()OPMAITHOHHOH 0e30MacHOCTH. JloxTpuHa

uHpopmManonnoit Oe3zomacHoctTn P®, 3akoner «O
rocyJapcTBeHHOH  TaiiHe», «0O0  uwHpOpManmy,
MHQOPMAIIMOHHBIX  TEXHOJIOTHSIX M O  3alluTe
nHpopmarm». Jlpyrue 3aKOHBI M 3aKOHOJATENbHBIC
aktel. KoHnenuust mH(pOpManuoHHONW 0€30MacHOCTH.
OCHOBHBIE HOpPMAaTHBHBIE PYKOBOISIINE IOKYMEHTHI,
Kacaroluecs rocyJ1apCTBEHHOM TaHbI u
KOHpUICHIUANTBEHOH  MH(pOpPMALlMK,  HOPMATHUBHO-
CIpaBOYHblE  JOKyMEHTHl.  HopmaTuBHBIE  aKTBhI
aJIMUHHUCTPALIIH Bosrorpana B obJsiactu
UHQOPMAITMOHHOM 6e30MacHOCTH.

Komnerorepusie npectyruieHus. OTBETCTBEHHOCTh 3a
COBEpIICHNE KOMITBIOTEPHBIX NPECTYIUICHHH.
VYrosoBHas ¥ aAMUHUCTPATUBHAS OTBETCTBEHHOCTb.




n/n

HaunmeHoBaHue TeM

(pa3nesioB)

Conep:xanue TeMm (pa3iesioB)

Tema

Knaccudukanmst arak. Ilonarue
YI'PO3BI. Monaens yIrpo3.
PexoMenmanyu 10 00€CIECYEHHIO
WHPOPMAIIOHHOH 6€30MaCHOCTH.

IlonsTne araku Ha WHOOPMAIMOHHYIO CHCTEMY.
Knmaccudukarmums arak. Buabl TpOTUBHUKOB — WITH
“HapymmTeneit”’, ux kinaccupukanua. Kananel yreuku
WH(pOpPMAIINH: BU3YAIbHO-ONTHYECKUH, aKyCTHYECKUH,
3JIEKTPOMArHWTHBIH M MaTepualibHO-BEIIeCTBEHHBIN.
Ilonsatue  yrpossl. HMcTouHuku yrpo3 U HX
KJIaCCH(UKAIIHSL. [Moctpoenue  Mogenu  yrpos
opranuzauuu. IIpumepsl. PykoBomsuiye IOKYMEHTHI
T'octexxkomuccuu Poccum (DepepanpHas ciyxba 10
TEXHUYECKOMY U SKCIOPTHOMY KOHTPOJIIO) IO 3aIUTE
OT HECAHKIIMOHUPOBAHHOIO JOCTyINa K WH(popManuu.
CnenmanbHble  TpeOOBaHMS W pPEKOMCEHIAITHH.
Huctpykmus CTP-K. PekoMeHpmanuu 1o 3amiuTe
KOH(UICHIIUATBHOM uHGpOpPMAITUH. Knaccor
3aIIHUIIEHHOCTH CPEACTB BBIUUCIUTEIBHON TEXHUKU U
aBTOMATHU3UPOBAHHBIX CHCTEM TI0 PYKOBOMISIIAM
nokymenTtam ['ocrexkomuccun Poccuu. Ilokazarenu
3amumieHHocTd. Cructema 3aluThl MHQOPMAUUA OT
HECAaHKLIMOHUPOBAHHOIO Joctyna. PekxomeHnnmyemsle
MEpbl 1O OOECIEYCHUI0 3allUThl HWH(OPMAIUU B
MPOIECCE IKCILTyaTalul MH(POPMAIIMOHHONW CHUCTEMBI.
PazpemnrensHas cucrema Aomnycka. PekomeHnaanuu mno
iaHy JopaboTKh OOBEKTOB WHQOpPMATH3alUU Ha
COOTBETCTBHE TpeOOBaHUSIM PYKOBOISAIIUX
nokymeHToB ['ocrexkomuccuu Poccun.

Tema

OcHOBHBIE OHATHS KpUNTOrpaduu.
JIBa cOBpeMEHHBIX HalpaBiCHHUSA B
Kpunrorpagpum. Knaccuueckue
KPUIITOCHUCTEMBI.

Uctopudeckast crnpaBka. Bo3aMokHbIE HarmpaBiIeHUsS
peleHrst 3aJadd oOecreveHus] Tepenadyn CeKpeTHOH
unpopmaruu. Creranorpaduss u  Kpunrorpadus.
Baxnocte kpunrorpaduu mpu  pemieHWd  3ajad

oOecrnieueHus “H(OPMAITUOHHOM 0e30macHOCTH
XO3SUCTBEHHOW  JICATENILHOCTH W COXPAHEHHs
KOH(DHIEHITHATHHOU nHpopMarum. OCHOBHBIC

noHsTHs Kpunrorpaduu. [loHsATHE KPHUIITOCHUCTEMBI,
KIIto4a. Bo3MOXHBIE aTaku Ha KPUITOCUCTEMBI,

MOHATHE KpHUTITOAHAIN3A. Hapnexxuocts
KPHUIITOCUCTCMBI. I[Ba OCHOBHBIX HAaIIpaBJICHUA B
COBpEMEHHOH Kpunrorpaduu. Knaccnueckue
KPUITOCUCTEMBI. OpnnoandaBuTHEIE u
MHOTOaI(aBUTHRIC KpunTocucTeMbl. Cuctemsl Lle3aps
u Buxenepa. Bo3moxkHOCTH KPUIITOAHAIN3A

MHOTOa/()aBUTHBIX CHCTEM. PacKpbITHE CHCTEMBI
Bwxkenepa. HanmexxHocTh MHOTOAI(aBUTHBIX CHCTEM.
OrnekTpoMexaHHyeckue  Mu(poBanbHbIE  MAIIWHBI.
AOCOIIIOTHO HaJieKHas KPUITOCUCTEMA:
“OnpHopa3oBbId OJIOKHOT”. Bo3MoxxHOCTE
WCIOJB30BaHUSI ~ TaKWX CHUCTEM HAa  IPaKTHKE.
Cranpmaptel mUdpoBaHus JaHHBIX. Kpumrocucrema
DES. Poccuiickuii cranmapt mudposanus ['OCT
28147-89. IIpobnema BBIOOpA HaJeKHOU
KPUOTOCUCTEMBbI I 3aIlUTBl  CBOMX  JIAaHHBIX.
[lepcnexTuBbl pa3BuTHs KpunToaHanuza. IIpobiema
HOJHOTO I1epedopa BCeX KIIFOUEH.
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HaunmeHoBaHue TeM

(pa3nesioB)

Conep:xanue TeMm (pa3iesioB)

Tema

Kpunrorpapuss ¢ OTKPBITHIM
kirogoM. CucTeMbl IMH(POBAHUA,
He TpeOyrolre mnepeaayn KIroua.
DJEeKTPOHHAS TTOIIHCH.

Cuctemsl mumdpoBaHus, He TpeOylomue Mnepeaayn
kiaroda. IIpoOneMbl HCHONIB30BAHUS TAaKUX CHUCTEM.
IIporokon wucmonp3oBaHus cucteMbl «OTHOPA30BHIN
OJIOKHOT», He TPeOYIOINH NMEepBOHAYAIBHOTO OOMEHa
CeKpeTHbIMH Kitouamu. Kpunrorpadus ¢ OTKpHITHIM
KITI04oM. [IOHSITHE OTKPBITOIO M CEKPETHOTO KIIFOYa.
[IpaBuna ux ucnons3oBanus. [IpuHIUIBI TOCTPOCHUS
KPUIITOCUCTEM C OTKpPBITBIM KJIIOUOM. l3BecTHble
KPHUIITOCUCTEMBI C  OTKPBITBIM ~ KIIIOYOM H WX
anroputMmbl. Cuctrema RSA. [Inuna xmoua B
KpUNTOrpauu C OTKPBITHIM KIIFOYOM. OIHOCTOPOHHSIS
¢$yHKuus, BO3MOXHOCTb €e  HCIOJIb30BaHU.
DJeKTpoHHas MOJIKCH ¥ IPUHIIMIIEL €€ TPUMEHECHUSI.

Tema

OcHOBHEIE TEXHOJIOTUHU
noctpoeHust  3amumenasix  UC.
MesxceTeBble IKpaHbI.

OCHOBHBIE TEXHOJIOTHH MOCTpoeHus 3ammuieHHbx UC.
[Tonsatre mexcereBoro skpaHa. [IpaBuna QuasTpanuu
W TIPUHOWNEI WX TpuMeHeHus. [lakeTHbIe GUIBTPEHL
ITonutnka CETeBOM 0e30IMacHOCTH. ITonutHnka
peanu3aluy MEXCETeBhIX AKpaHOB. DYyHKIHOHANIbHBIC
TpeOOBaHMSI K  MEKCETEBHIM JKpaHaM W  HX
KOMITOHEHTHI. 110361  CEaHCOBOTO W MPHUKIIAIHOTO
ypoBHsi. HoBeie ¢yHkumu OpanaMay3poB. Cxembl
OpraHM3allid MEXCETeBBIX OSKpaHOB. (OCOOEHHOCTH
Pa3TUYHBIX CXEM peau3allid, WX MPEUMYIIECTBA M
HepocTaTku. [IpoOneMbl, CBS3aHHBIE C MEKCETEBBIMU
skpaHaMu. TpeOoBaHUS K MEKCETEBBIM DKpPaHaAM

Tema

Texuonorusa VPN-cerel.

Texuomoruss OOBEOUHEHHST JIOKAIBLHBIX CETEH U
OTJIENbHBIX KOMITBIOTEPOB Yepe3 OTKPBITYIO BHEIIHIOO
cpeny nepenayu JaHHbIX B €AUHYIO BUPTYaJIbHYIO CETh,
00eCIIeYnBarOIIyI0 3aIIATY WH()OPMAITHOHHBIX
NOTOKOB i TexHojorus VPN-cereil. OcobeHHOCTH
VPN. Tynnens VPN. TynHenmupoBaHue u €ro
ocobenHoctn. OcHOBHBIE  pa3HOBHIHOCTH  VPN-
YCTPOMCTB II0 TE€XHHYECKOH peanu3zaumu. Poau VPN-
yCTpOMcTB. BapuaHTBl TOCTpOEHMS 3alIUIIEHHBIX
kaHanoB VPN. Vrpossr mma VPN. Bapuantel
3amMIIeHHsIX  coequHennit. Kiaccudukamus VPN-
ceteil. CoBmenienre VPN-TeXHONIOTHH 1 MEXCETEBOTO
skpaHa. Henoctatku VPN.
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HaunmeHoBaHue TeM

(pa3nesioB)

Conep:xanue TeMm (pa3iesioB)

Tema

3ammra uHopmauuu B VHTEpHET.
HNudopmarmonnast 6€30macHOCTD B
YCIIOBUSIX  (DYHKIIMOHUPOBAHUS B
Poccun rmobanbHBIX CeTe.

[IpoGrema obecrniedeHus MH(OPMAITUOHHOM
Oe3zomacHOoCTH TIpH  paboTe ¢ TIOOANBHOW CEThIO
Wnrepuer. MudpopmanmonHass  0e30mMacHOCTh B
yCIIOBUSAX (DYHKIIMOHUPOBaHUS B Poccuu rino0ambHBIX
cereil. VYka3 mpesugeHta PD «O wmepax 1o
obecrieueHuIo nH(pOpMaAITMOHHON 0e30macHOCTH
Poccuiickoii ®enepanu B chepe MEKAYHAPOITHOTO

MH(POPMALIIOHHOTO oOMeHa». Yrpossl
nHpOpMAIMOHHOW  Oe3omacHOoCcTH Tpu  paboTe ¢
Nureprer. Bupycsl, HCIIOJIHSAEMBIE MOLYJIH,

BCIUIBIBAIOLIME OKHAa W pekiama. Vcmonb3oBaHue
AQHTUBHPYCHBIX TIPOTPAMM M MEXKCETEBBIX SKPAHOB IIPU
pabore ¢ Murepner. IlporpammHBIe CpeacTBa
MIPOBEPKHU Tpaduka u 00pHOBI c
HECAaHKIIMOHMPOBAHHBIM ~ HCIOJIb30BAaHHEM PECypCOB
UHQOPMAIIIOHHOH CUCTEMBI.

Tema

TumoBast CTPYKTypa 3allUTBI OT
HCJI. Yopasienue 1oCcTyImoMm.

ApXUTEeKTypa THIIOBOH  CHCTEMbl  3aIUTBHl  OT
HECaHKIMOHUPOBAHHOIO JocTyna. Wnentupukanus u
ayrentudukanmsa.  [laponmpHast — ayTeHTHUHUKaLUS.
IlpaBmia  npumeHenns  maposied.  OJgHOpa3oBbIE
mapomn. CepBep ayreHtudukanmu. [logcucrema
YOpaBIeHHUS IOCTYTIOM, MOJICUCTEMa DPETHCTpalvd U
yueta. [IpuHOMOBI KOHTpoNs JocTyma. Marpuna
JOCTyna MW CHUckM jgoctyma. [IpousBoibHOE U

MIPUHYAUTENBHOE yIpaBJeHne JOCTYIIOM.
OrpannunBatomnii naTepdeiic. PoneBoe ynpasnenue
JIOCTYTIOM. Craruueckoe u JMHAMHUYECKOE

pactipeneneaue poneit. I[logcuctema oOecredeHMsS
uenoctHocTH. Kpunrorpagudeckas mojacucrema.
[IporpamMmmHo-anmapaTHbie cCpencTBa 3aIUTHI
uapopmarmt ot HCJI.  VYcrpoiictBa  BBOIa
UACHTU(UKALMOHHBIX Mpu3HakoB.  Kiaccudukarms
YCTPOWMCTB BBOJA HJICHTH()DHUKAIIMOHHBIX TMPU3HAKOB.
buomerpudeckue yCTpoiicTBa BBOJIA
UACHTU(UKATNOHHBIX MIPU3HAKOB u 170:¢
knaccudukanms. [IpeumyiecTtBa W HEIOCTATKH UX
ucnonp3oBanus. KoMOMHHMpOBaHHBIE  yCTPOWCTBA.
DIIeKTPOHHBIC 3aMKH.
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