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1. Ilepedyenb NJIAHMPYEMBIX Pe3y/JIbTATOB 00y4eHHS 110 JUCHHUIINHE, COOTHECEHHBIX €
IJIAHUPYEMBIMH pPe3y/IbTaTaMH 0CBOECHH 00pa30BaTeJbHON MPOrpaMMblI

1.1. OcBanBaeMble KOMIIETCHIIHHA

Huciunmmuaa  B1.B.JIB.09.02

OcHOBBI

UHGOPMAMOHHOM

0e30IMaCHOCTH  XO3S1liICTBEHHOM

HEATECJIbHOCTH obecneyuBaeT OBJIAZICHUC CICAYHOINMHU KOMIICTCHIIUAMM:

Ko
Kon HanmenoBanue A HanmenoBanue stana
JTara OCBOCHUS
KOMIIETCHIIHN KOMIIETCHIINN OCBOCHHS KOMIICTCHIIHN
KOMIETEHITNH

CrocoOHOCTh MPUHUMATD
ONTUMAIIFHBIE YIIPaBICHICCKIEC CrnocoOHOCTh HCIIOJIB30BAThH MIPOrPaMMHbIE
PEIICHHS C YIeTOM KPUTEPHEB MPOAYKTHI 11 POPMUPOBAHUSI U aHaJH3a 0a3 TaHHBIX

ITKo2 OC-3 COIMAILHO-9KOHOMHYECKOH I1Ko2 OC-3.1 | u npaBoBO# HHPOPMAIIUH C IENBI0 00CCIICUCHUS HH-

3¢ PEKTUBHOCTH, PUCKOB U (hopMaroHHOH 0€301IaCHOCTH

BO3MOXKHOCTEH MCIOJIb30BaHUS
MMEIOIINXCS] pECYPCOB

1.2. Pe3yabTaTrhl 00y4eHust

B pesynbrare ocBOCHUS TUCIUILINHEI Y CTYIEHTOB JOJDKHBI OBITh C(HOPMUPOBAHEI:

3HAHWS B COBPEMEHHBIX KOMITBIOTEPHBIX|
Cpemax W BBIACNEHHS OINACHOCTH YIpPoO3
mH(OpPMAOHHOW 0€30MaCHOCTH.

(Ilpod.  cranmapt «Byxranrepy», yTB.
[Ipukazom Muntpyna Poccuum ot 22

OTO/TD
Koa rana
(npu Hanu4yMu npodcerangapra)
OCBOCHMS PesyabTarsl 00yueHus
TPYAOBBIEe WM NpodeccHOHATBHBIE
. KOMIEeTeHIIUN
aeiicTBUs
Ha YPOBHE 3HAHUM:
— Hcnonesyer MEXyHapOaHbIE CTaHAapTHI
nH(pOpMaMOHHOTO OOMEHa; JaeT OINpeJelieHne IOHITUS
ko2 0C-3 YIpO3bl, 3aIUTHI, BUIOB MPOTUBHUKOB MM “HapyIIUTENEH”;
0 - HarpasJeHa Ha|
6 P . nepevrcisieT MoJeau Oe30MacHOCTH M HMX HPUMEHEHHE;
(bgpMHPOBaHHe [IYDOKHX — SHAHMH B Ha3bIBA€T METOABl KpHUNTOrpaduu; Ha3bIBAET METOABI M
ooMactit gIHq)OpMauHOHHHX crocoOBl oOecriedeHus] WH(POPMAIIMOHHOW O€30IacHOCTH B
[[CXHOJIOTHH, HEODXOMMBIX UL npodeccrnoHabHOM JIeTeIIbHOCTH; HIeHTUHUIUPYET
puoOpeTeHnss HABBIKOB M YMEHHUH
. nH(QOpMAaMOHHbIE TEXHOJIOTHM B CHCTEME MeEp 3aIluThl
yIIPaBJICHHS nHpopmanuei, Kak )
. nHpopManuy; IPUMEHSET HOPMAaTHBHBIC JIOKYMEHTHI IO
B3aMMOCBSI3aHHOM M COOTBETCTBYIOLIUM
. 3amuTe WHQOpPMAIMU M OPraHW3ALMH COOTBETCTBYIOUIMX
0Opazom c(OpMHUPOBaHHO .
OTAEIOB B OpraHM3allMAX; IPUMEHSET PYKOBOAAIINE
BOKYITHOCTH: raHU3alMOHHBIX L
COBOKYIIHOC OpTaHu3aiio ’ JIOKYMEHTBI, KacaroIlnecs FOCy1apCTBEHHOH TalHBbI.
yIpaBIEHYECKHX, skoHomuueckux,| [1Ko2 OC-3.1 "
Ha YpOBHE YMEHHUIl:
mH(pOpMaMOHHBIX, METOINYECKHX,
— JlemoHcTpUpyeT CIOCOOHOCTh caMo0o0yueHus B
[IPOTrPaMMHO-TEXHOJIOTHYECKUX
COBPEMEHHBIX KOMITBIOTEPHBIX CPE/ax; BBIAEISET OMAaCHOCTH
acriexkToB JIeSITEIIEHOCTH o .
U yrpo3bl HMHGOPMALMOHHOW OE30MaCHOCTH; TNPHUMEHSET
yZIOBIIETBOPEHUIO  MH(OPMAMOHHBIX
o OCHOBHBIE METOJbl M MPOrpaMMbl 3alUThl HWHpOpMaILNY;
MOTPEOHOCTEH €  [EeNBI0  MPUHSTHSA
HCTIONB3YeT METOIBI u CII0COOBI obecrnieueHus
bdpekTuBHOrO  pemieHusi, M 110 .
nH(pOpMaMOHHOI 0€30ITaCHOCTH C LENBI0 MPEIOTBPALICHUS
HapaIBaHUIO HMHTEJUIEKTYaJIbHOTO .
HECAaHKIIMOHUPOBAHHOTO JIOCTYyTIa, 3710y MBIIJIEHHON
[TOTEHIMajda B BUAC HH()OPMAIOHHBIX o Sroft mnd
o MOM(UKAIMHU WIH YTPaTHl CiIy>keOHOM nHpopMarmu.
0a3 JaHHBIX 1 0a3 3HAHWMH. it L y1p Y pMan
Ha ypOBHE HaBBIKOB:
— JlemoHCTpUpyeT — HaBBIKM  KpunTorpaduueckod  u
cTeraHorpauyeckodl 3amuThl  MH(QOpMaUUM; TNPHUMEHSET
OCHOBHBIE METO/IbI M CPEICTBA 3alIMThl HHOPMAIHH.
[IKo2 OC-3 HalpaBJeHa  Ha Ha ypOBHE SHAHUM.
cocTapnenue " Npe ACTaBIIEHAE — JleMoHCTpHpPYET 3HAHUSA OCHOBHBIX METOZOB
(HHAHCOBO OTYETHOCTH Kkpunrorpadum, Monenell 0€30IMaCHOCTH, MOHATHS YTPO3BI,
HKOHOMHYECKOTO Cy6},eKTa/ MPOBEICHUE 3allUThl H cocoboB  obecreueHus HH(I)OpMa[IHOHHOﬁ
WHAHCOBOTO  aHalW3a, I[PUMCHCHHE 0e30macHOCTH B IpO(ecCHOHANBHON AEATEIbHOCTH
u » P MKo2 0C-3.2 pOg

Ha YPOBHE YMEHMII:

— IlpumeHseT 3HaHUS B COBPEMEHHBIX KOMIIBIOTEPHBIX
cpemax ¥ BBIIEISIET ONACHOCTH Yrpo3 HH(POPMaIHMOHHOMN
6e3omacHoctu. [IpuMeHsieT OCHOBHBIE METOBI U MPOTrPaMMBbI
3aIIUThl HHPOpMALUU
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imexabpst 2014 r. N 10611) HA YPOBHE HaBBIKOB:

— CB0OOONHO BIaJeeT HAaBBIKAMHM KpUOTOTpaguYecKOd U
cTeHOrpaduyeckor  3amUThl  WHPOPMALMH, OCHOBHBIMH
METOJIAMH ¥ CPEJCTBAMU 3aIUTHI HHDOpMAIH

3anonnsiomes moavko me pesyabmanmul 00yYeHUs, KOMOpbie NIAHUPYEMCsL CHOPMUPOBAND 8 PAMKAX OUCYUNTUHBL
(modyns). Omoenvhbie ypo6HU, He hopmupyemble 6 OUCYUNIUHE (MOOYIE), MO2Ym He YKA3bI8AMbC AL,

2. O0bem U MeCcTO TUCHUILINHBI B cTpykType OIT BO

VYueOnass gucrmuimHa  B1.B.JIB.09.02 «OcHoBbl HH(OPMANMOHHOW 0e30MACHOCTH
XO035I/iCTBEHHO# /1eSiITeJIbHOCTH» OTHOCUTCS K JHUCHUIUIMHAM [0 BBIOOPY BapHaTHMBHOW dYacTu
y4ueOHOro Iiana (4acth, GpopMupyemas ydacTHUKaMH 00pa3oBaTeNbHBIX OTHOMICHUH). JlucuuIinHa
obmuM obveMoMm 108 yac m3ydaercs B TedeHHE OJHOro cemectpa. Ha ounoit popme oOydeHwms
TUCHUIUTNHA u3y4daeTcss B 4 cemecTtpe. OOmas TPyJ0EMKOCTh TUCIUIUIMHBI B 3a4ETHBIX €IUHUIAX
cocraBisier 3 3E (108 yvac).

Jlyist ycrienrHoro OBJIAJCHUS TUCIUIUIMHOW CTYJICHTY HEOOXOJMMO HCIIOJIb30BAaTh 3HAHUS H
HABBIKH, MOJMyUYEHHBIE UM MPU U3YYCHHH TaKUX TUCIUIUIMH, Kak MaTemaruka, ¢usuka, b1.B.J[B.1.2
Jloruka, b1.b.6.1 Maremaruka, bl.b.9 DOxonommueckas teopus, bl.b.36 HamuonansHas
0€301MacHOCTb.

3HaHMS, TIOJYYCHHBIE B XOJE€ W3yYCHUs JTUCHUIUIMHBI «OCHOBBI HMH(DOPMAIIMOHHOU
0€30MacCHOCTH XO3SHCTBEHHOW JAESITENbHOCTU» MOTYT OBITh TOJE3Hbl MPH M3YYEHUH TaKHUX
npodeccuoHanbHbIX aucuuiuiiH, kak b1.b.21 «byxranrepckuii yuer u anamuz», b1.5.30 «OcHoBbI
(MHAHCOBBIX BHIYHCICHUIY.

[To ouHO¥ hopMe 0OYUCHHS KOJTHMUYSCTBO aKaJCMHYECKUX YacOB, BBIJICIICHHBIX HA KOHTAKTHYIO
paboty c mpenoaaBareneM (1o BUAaM YUeOHBIX 3aHATUN) — 52 Yac U Ha CaMOCTOSITENIbHYIO paboTy
oOydatomuxcst — 56 gacoB. B cooTBeTCTBHM ¢ y4eOHBIM ITAHOM (POPMOI MPOMEKYTOYHON aTTECTANN
SBIISIETCS 3a4€T C OLICHKOM.

3. ConepikaHue M CTPYKTYpa AMCHUTIIMHBI

3.1. CTpyKTypa IMCHHILIHHBI

O0BeM TUCHHUIIIMHBI, YaC.
)
KonrakTHas padora
®opma
o0yuarommxcsi ¢
TeKyLIero
Ne HanmenoBanue Tem npenonaBaTeﬁﬂeM 110 BAaM KOHTpOJIS
n/n (pa3zesioB) Bcero YHCOHBIX CPO | ycnesaemoctn®,
3aHATHH MPOMEKYTOTHOI
JIP/ 3/ aTTecTanuu
J/20
pors | 20, | 20, | KCP
JIOT* | TOT*
Ounas ¢popma obyuenus
4 cemecmp
[Mousitue uH(MOpPMALMH, 3aIIUTHI
uHpopManun U HHPOPMAITMOHHOU
Tema 1 (bopman (bopman 12 2 - 4 6 0
6e3omacHOCTH. OCHOBHBIE
COCTAaBJISIFOLIME.
3aKoHOJaTeIbHBII YPOBEHb
nHpopManMOHHOH  0GEe30MacHOCTH.
Tema 2 KomnbrorepHsie MIPECTYTICHUS. 12 2 - 4 6 o
OTBETCTBEHHOCTh 3a COBEpPILICHHUE
KOMITBIOTEPHBIX ITPECTYIIIICHUH.
Knaccudukarmus artak. [lomsTue
03Bl. Monens Tpo3.
Tema3 |2P A P 12 2 - 4 6 0
Pexomenganuu 1mo 00eCHeYeHHIO
nHPOPMAIMOHHOM 6€30aCHOCTH.
OcHOBHBIE TOHATHA KpUITOTpaduu.
Ba COBPEMEHHBIX HAIpaBIICHUS B
Temaq | 283 COBP P 12 2 . 4 6 0
Kpunrorpadun. Kiaccuueckue
KPHIITOCHCTEMBI.




O0beM AUCHUILINHBI, Yac.
KonTakTHas padoTa
ol0yyamommuxcs ¢ Popua
TEeKyIero
Ne HaumeHoBaHUe TeM lipenojasare/ieM o Buaam KOHTPOJISA
7)1 (pasmesioB) Bcero yqeﬁm,lzc CPO | ycmesaemoctn®,
3aHATHU MPOMEKYTOYHOIH
JIP/ 3/ aTTrecTauuu
qor. | 20, | 20, | KCP
J10T* | JOT*
Kpunrrorpadus c OTKPBITHIM
kmodoM. Cuctembl THdpoBaHUS,
Tema 5 HE TpeOylolue mepenavyn KIova. 16 4 . 4 8 0
DIEKTPOHHAS TTOAIHUCH.
Tema 6 OCHOBHBIE TEXHOJIOTUU TOCTPOCHUS
samumeHeix  MC. MexceTeBble 12 2 - 4 6 0]
9KPAaHBL.
Tema 7 Texnonorus VPN-cereil. 12 2 - 4 6 o
Tema 8 3amura uHpopMaruu B MHTEpHET.
HNubopmanmonHas 6€30mMacHOCTh B 10 2 ) 2 6 0
YCIOBUSAX (YHKIMOHHUPOBAaHHUA B
Poccun rio0alibHBIX ceTeil.
Tema 9 TuroBass CTpyKTypa 3alllUThl OT 10 2 ) 2 6 oT
HCJ. Ynpanenue 10CTynOM.
ITpomexyTouHas aTTecTanus 3a4. ¢ oleHKOU
Bcero: 108 20 32 56 33E

Ipumeuanue: 4 — popmor mexywezo konmpons ycnesaemocmu: onpoc (0O), mecmuposganue (T), koHmpoabHAs
paboma (KP), konroxeuym (K), acce (3), pepepam (P), oucnym (), 3a0anus (3) u op.

CamocTtositenpHas padora (CP) mo m3ydeHWIO0 AWCHHIUIHHEI ocymiecTBisiercs: ¢ npumeHerneMm J[OT.
Hocrym k JIOT ocymiecTBIseTcsl KaXIbIM 00yUaIOIIMCS CaMOCTOSITEIBHO C JTFOOOTO YCTPOICTBa Ha TOpTAie:
https://Ims.ranepa.ru. Ilapoas W JOTHH K JUYHOMY KaOMHETY/TPO(HIIO/YIETHON 3amuMCH MPEAOCTABISETCS
o0yJaromeMycs IeKaHaTOM.

3.2 Coneprxanue QU CHUNTHHBI (MOTYJIA)

Ne HaumeHnoBanme Tem
Conep:xanue TeM (pa3iesion)
n/n (pa3neJioB)
Tema | [lonsatue wuHbopmanmu, 3amuThl | [lonstne  wHbOpManmu,  3amUTBl  WHGOPMAMU |
1 nHbopMaul 1 MHPOPMANMOHHON | MHPOpMAMOHHON Oe3omacHocTH. Ha3Hauenwme u 3amaum B
Oe3omacHoCTH. OcHoBHble | chepe obecnieueHns HHGYOPMALMOHHOW O€30MacHOCTH Ha
COCTaBIISIOIIHE. YpOBHE TOCYJapcTBa, Ha yYpOBHE pPErHOHa W Ha JIOKAILHOM

ypoBHe. OCHOBHBIE TOJOXEHHUS TeOpuHd HHGOOPMAIMOHHON
OesonmacHoctn  MHGOpMAUMOHHBIX  cucteM.  OCHOBHBIE
COCTaBJISAIOINE obecnieueHust WHPOPMAITHOHHON
0€30MacHOCTH X035CTBEHHOH eATeIbHOCTH.



https://lms.ranepa.ru/

HaunMmeHOBaHHE TEM

Conep:xanue TeM (pa3aesioB)

n/n (pa3neJioB)
Tema 3aKoHOMaTEILHBINA ypoBeHb | BaXkHOCTh  3aKOHOIATEIBHOIO YPOBHS  HH(POPMAIMOHHON
2 nHpOpMaLMOHHONH  Oe3omacHOCTH. | 6ezomacHocTH. O030p POCCHHCKOTO 3aKOHOAATENbCTBA B
KommbrorepHbie OpecTyIUIeHHs. | obnacti  oOecriedeHus HMHGOPMAIMOHHOW  0E30MacHOCTH.
OTBeTCTBEHHOCTh 3a coBepirenue | JlokTpuHa wHGOpMaInmoHHOW Oe3zormacHocTH P®, 3akoHBl «O
KOMITBIOTEPHBIX MTPECTYTUICHHHN. roCyIapCTBEHHOM TaiHey, «006 nH()OPMAITHIH,
WH(POPMAITMOHHBIX TEXHOJIOTUSAX M O 3allUTe WHPOPMAIIUW.
Jpyrue 3akoHBI M 3aKOHOAATeNbHBIE akTbl. KoHuenmwms
nH(popmarmoHHol Oe3omacHOCTH. OCHOBHBIE HOPMATHBHBIC
PYKOBOISIIME TOKYMEHTHI, KacalolMecsi TrOCyJapCTBEHHON
TalHBl M KOH(UICHIMAILHOW WH()OpPMANIMK, HOPMATHBHO-
CITPaBOYHBIE JTOKYMEHTBHI. HopmatusHbie aKTBI
amMuHACTpary Bonrorpama B o0macté WHPOPMAITMOHHOM
0e30macHOCTH.
Kommbiotepabie  mpectymienns.  OTBETCTBEHHOCTh 32
COBEpIIICHNE KOMITBIOTEPHBIX NPECTYIJICHWA. YTOJOBHAs H
AJIMUHUCTPATUBHAA OTBETCTBCHHOCTD.
Tema Knaccupukanms artak. Ilomsrue | [lonsarue aTaxku Ha MHQOPMAITHOHHYIO CHUCTEMY.
3 YIPO3HI. Mopnens yrpo3s. | Knaccudukarms aTax. Bunbr MIPOTHUBHUKOB W
Pexomenmanimn 1o oOecnedeHuro | “HapymmuTened”’, wux kilaccupukammga. Kananel  yreuku
nH(GOPMAITMOHHON 0€301TaCHOCTH. nHDOpMAaITIH: BH3YaJIbHO-ONITHICCKUH, aKyCTHYICCKHUH,

3JIEKTPOMArHUTHBIA U MaTepUaIbHO-BEIIECTBEHHBIN. [IoHsATHE
yrpo3sl. Mcrounuku yrpo3 u ux knaccudukamus. [loctpoenue
MoJienu yrpo3 opranuzanuu. IIpumepsl. PykoBojsinue
nmokyMmeHThl ['octexkomuccuu Poccum (DenepanbHas ciyxba
[0 TEXHUYECKOMY U IKCIIOPTHOMY KOHTPOJIIO) IO 3aIlUTE OT
HECaHKIIUOHUPOBAHHOTO J0CTyIa K “H(POPMAITIH.
CrienmanbHble TpeOOBaHHMS M peKOoMeHIanuu. MHCTpykuwms
CTP-K. Pexomenpmaiuu 1o 3alure KOH(PHUACHIHAIbLHOM

UHPOpPMALIUH. Kimaccsr 3aIUIIEHHOCTH CPEJIICTB
BBIUMCIUTEIBHON TEXHUKH H aBTOMaTHU3UPOBAaHHBIX CHCTEM I10
pykoBomsimiuM  gokymeHtam — ['ocrexkomuccun — Poccum.

Iokazarenn 3ammmeHHOCTH. CHCTeMa 3aIIUTH WHOPMAIHH
OT HECaHKI[MOHMPOBAHHOTO JOCTyMNa. PeKOMEHIyeMble Mephl
Mo O00ECIECYCHUIO 3allUThl WHpOPMAIMKM B  IPOIECCE
dKCIUTyaTallud WHPOPMAMOHHON cucTeMbl. Pa3pemurenbHas
cucteMa JOMycka. PekoMeHmanuu Mo IulaHy JaopaboTKu
00beKTOB MH(OPMATU3AIMK HA COOTBETCTBHE TPEOOBAHUSIM
PYKOBOJSIINX TOKYMEHTOB 'ocTexkomuccuu Poccun.




n/n

HanmeHnoBaHnue Tem
(pa3nesioB)

Conep:xanue TeM (pa3aesioB)

Tema

OcHOBHBIE TOHATHUS KpunTorpaduu.
JIBa COBpEMEHHBIX HaIpaBICHHUSA B
Kpunrorpaduu. Krnaccuueckue
KPUTITOCHCTEMBI.

Ucropuueckas crnpaBka. Bo3MokHbIE HaIlpaBJIEHUs] PEIICHUS
3aJauyd  o0ecreveHus] Tepeladyd CeKpPeTHOH WH(OpMAaIHH.
Creranorpagus u kpunrorpadus. BaxrHocts kpuntorpaduu
Py pEImIeHHH 3amad  obOecrledeHus HWHPOPMAIHOHHOM
0e30macHOCTH XO3SHUCTBEHHON IEATEIHPHOCTH W COXPaHCHHUS
KoHpuaeHuuansHo  uHMopManuu. (OCHOBHBIE — MOHSTHUS
KpunTorpagpuu. [onsTHe KPHUIITOCUCTEMBI, KJTI0Ya.
Bo3moxnBIE ~ arakm  HAa ~ KPHUITOCHCTEMBI,  TIOHSATHE
KpunroaHanusa. HagesxxHOCTh KpunTocucTeMbl. J[Ba OCHOBHBIX
HanpaBJIeHUs] B COBpeMeHHOW kpunrtorpaduun. Knaccudyeckue
KpunrocuctemMsl. OmHoandaBuTHBIE W MHOroaI(paBUTHBIC
KPUIITOCUCTEMBI. Cucrempr  Ilesaps wu  Bwkenepa.
B03MOXHOCTH KpUNTOAHAIM3a MHOTOI()ABUTHBIX CHCTEM.
PackpriTue CHCTEMBI Buxenepa. HanexHocth
MHOT0aJI()aBUTHBIX CHCTEM. DIIEeKTPOMEXaHHUECKHE
M @poBaNbHbIC MaIIIMHBI. AOCOIIOTHO Ha/IeKHas
kpunrocuctema: “OmgHOpa3zoBbii  OJIOKHOT . B03MOXHOCTH
WCTIONB30BaHMSI TaKMX CHUCTeM Ha mpakTuke. CTaHIapTHI
mmdpoBanust nanHeix. Kpunrocuctema DES. Poccuiickuii
crangapt mudposanuss 'OCT 28147-89. Ilpobiema BbIOOpa
HAJEKHOW KPUITOCUCTEMBI IS 3alllUTHl CBOWUX JIAHHBIX.
[TepcnekTHBBI pa3BUTHS KpHIITOaHANwM3a. [IpodiieMa IMOIHOTO
nepebopa Bcex KITI0UeH.

Tema

Kpunrorpagust ¢ OTKPBHITBIM
kmouoM. Cucrembl MmUppPOBaHUS,
He TpeOymole Mepeaadn KIoya.
DJIEeKTpOHHAs TIOJIUCH.

Cucremsl mudpoBaHus, HEe TpeOyIOMIHe Iepeaadd KIrova.
[MpoGnaeMbl  WCTIONB30BaHMS TaKUX CHCTeM. I[IpoTokon
UCTIONBb30BaHus  CUCTeMBbl «OTHOPA30BbId  OJNOKHOT», HE
TpeOyIOmmuiA  TEepBOHAYAILHOTO  OOMEHa  CEeKpPETHBIMHU
kmouamu. Kpunrorpadus ¢ oTkpbITeIM KirouoMm. [lomsTHe
OTKPBITOTO U CEKPETHOTOo Kiroya. [IpaBuiia ux MCmonb30BaHus.
[TpUHIHMITEI TOCTPOCHUSI KPUITOCHCTEM C OTKPHITHIM KIFOUOM.
W3BecTHBIE KPUNTOCHUCTEMBI C OTKPBITBIM KIIOUOM M UX
anroputMbl. Cuctema RSA. JlyimHa kiroua B kpunrtorpaduu ¢
OTKPBITBIM KIT0UOM. OJJHOCTOPOHHSST (PYHKITUSI, BO3MOXKHOCTh
€€ HCIOJb30BaHUs. DJEKTPOHHAs MOJIINCHh M NPHHLUIBI €€
MIPUMEHEHUSI.

Tema

OcHOBHEBIE TEXHOJIOTHH
noctpoenus 3amuiieHHsx  WC.
MexkceTeBble KpaHBbI.

OCHOBHBIE TEXHOJIOTHM MOCTpoeHHs 3amunieHHeix HC.
[Monsitne MexcereBoro sKkpaHa. [IpaBmna ¢uibTpanuu u
NPUHIMIE UX TpuMeHeHus. [laketHeie ¢uibTpel. [lomuthka
ceTeBoil Oe3omacHoct. llonmuTHka peanu3anuu MEXCETEBBIX
9KpaHOB. (DYHKUMOHAIbHBIE TpPeOOBAaHUA K MEXKCETEBBIM
9KpaHaM W HX KoMIOHeHThl. Ilmro3p1 ceaHCOBOTO W
npukiaagHoro ypoBHs. Hosble QyHKmumM OpaHamayspos.
CxeMbl OpraHu3alMd MEXCETeBBIX 5KpaHoB. OcoOeHHOCTH
pa3IMUYHBIX CXEM pealn3alud, WX TPEeuMyIecTBa |
Hemoctatku.  IIpoOiembl, CBs3aHHBIE C  MEXKCETCBBIMH
skpaHamu. TpeOoBaHUS K MEKCETEBBIM SKpaHaM




n/n

HanmeHnoBaHnue Tem
(pa3nesioB)

Conep:xanue TeM (pa3aesioB)

Tema

Texnonorusa VPN-ceTeii.

TexHonorus OObEOUHEHHS JIOKATBHBIX CETEH M OTIEIBHBIX
KOMITBIOTEPOB 4E€Pe3 OTKPHITYI0 BHEIIHIOW Cpely Mepeiadu
JIAHHBIX B CIMHYIO BHPTYaJbHYIO CETh, 00ECIEUHBAIOIIYIO
3amuTy WHGOPMAIMOHHBIX TOTOKOB WM TexHomorus VPN-
cereit. Ocobennoctu VPN. Tynnens VPN. TyHHeTupoBaHue u
ero ocodbeHHoctu. OcHOBHBIE pa3HOBUIHOCTH VPN-ycTpoiicTs
o TexHuueckod peamuzauuu. Pomu  VPN-ycTpoiicTs.
BapuanTtbl noctpoeHus 3amuieHHbIX KaHaioB VPN. Yrpo3ssl
g VPN. BapuaHnTsl 3aIIUIICHHBIX COEIUHEHUH.
Knaccudurarms VPN-cereii. CoBmemnienue VPN-TexHOIOTHI
U MexceTeBoro skpana. Hepocrarku VPN.

Tema

Poccun rimo0anpHbIX ceTel.

3ammra wHQOpMarmu B MHTEpHET.
HNudopmarmonnass 0e30MacHOCTh B
yCIOBHAX (DYHKIIMOHHPOBAHHS B

[Ipobnema obecrieuenrss HHPOPMAITMOHHONW 0€30ITaCHOCTH TIPH
pabote ¢ rnobanbHoi cethto WHTepner. Mudopmarnmonnas
Oe3omacHOCTh B yCHOBHAX (YHKIHOHWUpOBaHUS B Poccunm
ro0anpHBIX ceTeil. Yka3 mpesumeHta PO «O wmepax 1o
oOecrieueHn0 MH(OPMAIMOHHOM Oe3omacHOCTH Poccuiickoit
Oenepanyin B chepe MEXIYHAPOTHOTO HHGPOPMALUOHHOTO
obMeHay. Yrpo3sl HWHPOPMANMOHHON OE30MacHOCTH TIpH
pabdore c¢ HMuatepHer. Bupychl, WHCHOIHAEMBIE MOIYJIH,
BCIUIBIBAIOIIIE  OKHA M pekiama.  lcmonb3oBaHue
AHTUBUPYCHBIX IIPOTPAMM U MEKCETEBBIX I3KPaHOB IpU padoTe
¢ Hurepner. IlporpaMmHbie cpemcTBa IMPOBEpKH TpaduKa H
0OpBOBI C HECAHKIIMOHUPOBAHHBIM HCIIOJIB30BAHUEM PECYPCOB
WHPOPMAITUOHHON CHCTEMBI.

Tema

TumnoBass CTpyKTypa 3alluThl
HCJI. Yopasnenue 10CTymoMm.

oT

ApxuTekTypa TUIIOBOM CUCTEMBI 3aIUTHI oT
HECAaHKIIMOHUPOBAHHOTO  JgocTyma.  WaeHTudukanmss
ayrentuukanus. [laponeHas ayTtenTuduxauus. IlpaBuna
npuMeHeHus: maponeil. OpHopasoBele maponu. Cepsep
ayreHtudukanuu. IlojcucremMa  ympaBieHUS — JIOCTYIIOM,
MOJCHCTEMa pErucTpauud M ydera. lIpuHIMOBI KOHTpOJIS
Joctyna. Marpuua noctyna u cnucku goctyna. IlponssosnbHoe
Y IPUHYANUTENbHOE YIIpaBlieHHe 1ocTynoM. OrpaHHYUBaIOLINA
untepdeiic. PoneBoe ynpaenenne mocrymom. Cratudeckoe u
JUHAMUYECKOE  paclpelesieHHe  poJieH. IToncucrema
obecnieyeHus 1enocTHocTd. Kpunrorpadudeckas mojacucrema.
[MporpaMMHoO-anmapaTHbIe CpelICTBA 3Tl HHPOPMALIUU OT
HC/I. YcrpoiictBa BBOJga WAECHTU(UKAIMOHHBIX TMPHU3HAKOB.
Knaccupukanms ycTpoiicTB BBOAAa HACHTH()UKALIMOHHBIX
IIPU3HAKOB. buomerpuueckue YCTpOHCTBA BBOJA
WICHTU(QHUKAMOHHBIX TIPU3HAKOB M WX KIacCU(pUKAIHAL.
IlpeumyiiectBa W HEOOCTAaTKM  UX  HCIOJIB30BaHMS.
KombOuHMpOBaHHBIE yCTPONUCTBA. DIIEKTPOHHBIE 3aMKH.

Ha camoctoarensHyo paboTy crygeHtoB mno auciuiuimde B1.B.J(B.09.02 OcHoBbI
HHG(popMALMOHHOH 0€30ITACHOCTH X03AHCTBEHHOM AeATeIbHOCTH BBIHOCATCS CIEAYIOIINE TEMBI:

Ne Tema Bonpocsl, BoiHOcuMbIe HA CPC Ounan 3aounas
n/n ¢dopma ¢popma
1 2 3 4 5

1. | IousTue Ilonstne wHbopMaiuu, 3amuTel HHOOPMAIUU U
nH(popMaIuy, uHpopMarMoHHoi Oe3omacHocTH. HasHauenuwe u 0 0
3aIATHI 3amaun B cdepe obecrneueHuss HHOOPMALMOHHON
nHpopMaluu ¥ | 0€30MaCHOCTH Ha YPOBHE TOCYAAapCTBA, HA YPOBHE
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nHPOPMALUOHH
ou

peruoHa © Ha JIOKaJbHOM YypoBHE. (OCHOBHEIE
MIOJIOXKCHUST TEOPUN WHPOPMAITHOHHON 0e30I1acHOCTH

Oe3omacHOCTH. | MH()OPMALMOHHBIX CHCTEM.
OcHOBHBIE
COCTAaBJISIIOIIHE.
3akonomarensbH | OO030p POCCHIMCKOTO 3aKOHOIATEIBCTBA B 00JACTH
13174 ypOBeHb | obecrieueHnss  MHGOPMALMOHHOH  0€30MacHOCTH.
uHpopmanuons | oktpuHa wuHbOpManmoHHOW Oe3omacHocTH PO,
oM 3akoHBl «O  TOCymapcTBeHHOW  TaitHe», «O0
Oe3omacHocTH. | WH(MDOpPMAITUH, WHPOPMAMOHHBIX TEXHOJOTHSAX H O
Kommnerorepusie | 3amurte uHGOpManum». OCHOBHBIE HOPMAaTHUBHBIE
MPECTYIUICHUs. | PYKOBOAALINE JIOKYMEHTHI, KacaroIyecst
OTBETCTBEHHOC | TOCYAapCTBEHHON TaWHBI ¥ KOH(QWACHIHNATHHOMN
Tb 3a | uapopmanuu. HopmaTuBHBIE aKThl aAMHUHHCTPALIUH
COBEpIIIEHNE Bonarorpana B obnactu WHPOPMALUOHHON
KOMIIBIOTEPHBIX | 0€30IaCHOCTH.
NPECTYIUICHUN.
Knaccudukamm | [lonsitne artaku Ha WHOOPMAMOHHYIO CHCTEMY.
S atak. | Knaccupukanus arak. Bugsl NpOTUBHHKOB WM
ITonsTne “HapymmTeneit”, ux kiaaccudukanus. Kananbsl yreuku
YIPO3BI. UH(POPMALIUH: BU3yaJIbHO-ONTHYECKH,
Mopenp yrpos. | akyCTHUECKHM, 3JEKTPOMArHUTHBIA U MaTepUabHO-
Pexomennmanuu | BeumecTtBeHHbIW. [loHsTHE yrpo3bl. ICTOUHUKN yIpo3
o n ux kmaccudukanus. Iloctpoenue mopenn yrpos
o0ecreYeHnIo opranuzaimu. [Ipumepsl. CrneunanbHeie TpeOOBaHUS
WHPOPMALIMOHH | U peKoMeHAauuu. [lokazarenw 3alUIEHHOCTH.
oM Cucrema 3aIUTHI UHQOpMaIUH oT
0e30IacHOCTH. | HECAaHKIMOHHPOBAHHOIO JoCTymna. PexomeHayemble
MEphl MO0 O0ECHEeYeHHIO 3alIUThl HHPOPMALUHN B
npoliecce IKCILUTyaTalui HHPOPMAITHOHHON CHCTEMBI.
PaspemutenpHas cuctemMa J0MycKa.
OcHOBHBIE Creranorpadust u  kpunrorpadus. BaxHocTh
MIOHSTHA Kpunrorpadguu TPU pPEUIeHUH 3aaad oOecTedeHus
kpunrorpadguu. | UHPOPMAIMOHHONH  0E30MaCHOCTH  XO3SHCTBEHHOMN
HBa JESITeIbHOCTH M COXpPaHEHUs KOH(HICHIHUAIbHON
COBPEMEHHBIX uHpopmaruy. OCHOBHBIE MOHATHS KPUNTOIpaguH.
HanpaBieHust B | [loHsTHE KpUNTOCHCTEMBI, KJr0Ya. Bo3aMoKHBIE
Kpunrorpaduu. | aTaku Ha KPUOTOCHCTEMBI, MOHITHE KPUITOAHAIN3A.
Knaccnueckue | Hamexxnocts  kpunrocucTeMbl. [IBa  OCHOBHBIX
KPUNTOCHCTEM | HampaBlieHHs B  COBPEMEHHOW  Kpunrorpadwuu.
BI. OmnoandaBuTHBIE " MHOT0aJ1haBUTHBIE
kpunrocuctembl. Cucremsl Llesapss u Buxkenepa.
Bo3MoXHOCTH KpUNTOaHaNH3a MHOTr0AN(aBUTHBIX
CHCTEM. PackpsiTne CHCTEMBI Buxenepa.
Hapexnocts MHOToa(haBUTHBIX CHUCTEM.
A0ComoTHO Ha/Ie)KHas KPHUIITOCHUCTEMA!
“Opnnropasossrii 01okHOT . Kpunrocucrema DES.
Kpunrorpagus | Cucremsl mmdpoBanus, He TpeOyrolue nepeaadu
c OTKPBITHIM | Kitoya.  [IpoTOKON ~ HMCHONIB30BaHMS ~ CHUCTEMBI
KJIFOUOM. «OnHOPa30BHIA OJIOKHOTY, He  TpeOyrommi
Cuctemsl NEPBOHAYATILHOTO OOMEHa CEKPETHBIMH KIIIOYaMHU.
mmdpoBaHus, Kpunrorpadus ¢ orkpeiTeiM  KimtouoMm. lloHsTre
He TpeOyromue | OTKPBITOTO W CEKPETHOro  KIto4a.  [IpHHIUIIEI
nepeaayn IOCTPOEHUSI KPUIITOCHUCTEM C OTKPBITHIM KJIIOUOM.
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KJIFOYa. M3BecTHBIE KPUNTOCUCTEMBI C OTKPBITBIM KIIIOUOM U
DeKTpoHHAas ux amroputMbel. Cuctema RSA. JlnnHa kimoda B
HOJIIHCh. Kpunrorpaduu c OTKPBITHIM KIIIOUOM.
OpHOCTOpOHHSIST  (YHKIMS,  BO3MOXKHOCTH €€
UCIIOJIB30BaHMA. DJIEKTPOHHAS NOANCH U IPUHLUIIBI
€e IPUMEHCHHUS.
OcHOBHBIE OCHOBHBIE TEXHOJIOTMH TOCTPOEHHS 3aIlMIEHHBIX
TEXHOJIOTHH HC. Tlonatue wmexcereBoro »3kpaHa. IlpaBuna
MIOCTPOEHNUS bwipTpanMM M OPUHLOUIBL  UX  [IPUMEHEHUS.
3aIUIIIEHHBIX ITaketHsie (OUITBTPEL ITonutuka ceTeBoi
nuc. 6e3onacHoctu. [lonuTrka peann3anyu MeEKCETEBBIX
MesxceTeBble 3KpPaHOB. OYHKINOHAIbHBIE TpeOOBaHMS K
9KpaHBI. MEXXCETEBbIM 3KpaHaM M UX KOMIIOHEHThI. IIImro3bl
CEaHCOBOT0 U NPUKIagHOro ypoBHs. HoBble GpyHKINHT
OpannMayspoB. CXeMbl OpraHuM3aldl MEKCETEBBIX
9KpaHoB. TpeOoBaHUA K MEXKCETEBBIM 3KpaHaM
TexHonorus TexHnomornss OObEOWHEHHS JIOKANBHBIX CEeTed W
VPN-cereti. OTHENBHBIX  KOMIIBIOTEPOB  Ye€pe3  OTKPBITYIO
BHEIIHIOIO Cpely IMepefayd [aHHbIX B EIUHYIO
BUPTYaJbHYI0 CE€Th, OOECHECUMBAIOLIYIO  3aLIUTy
WHQOPMAIIMOHHBIX TOTOKOB MM TexHojorus VPN-
cereii. Ocobennoctn VPN. TyHHenupoBaHHE W €TO0
ocoberHoctn. OcHOBHBIE pazHOBHUAHOCTH VPN-
YCTPOMCTB 110 TEXHUUYECKOU peanu3auuu. Pomu VPN-
yCTpoiCTB. BapuaHThl TOCTPOEHUS 3alIUMIIEHHBIX
kaHagoB VPN. Yrpossr mns VPN. Knaccuduxamms
VPN-ceteit. Cosmemenne VPN-texHoioruii u
MexceTeBoro 3kpaHa. Hemocrarku VPN.
3ammra [Mpobaema obecrieveHust UHQOPMAITHOHHON
nHpopMaruu B | 0e30macHOCTH Tpu padoTe ¢ TII00aTHHOW CEThIO
HNHureprer. Wnrepuer. HWHdopmanumonHas 0e30macHOCT, B
Nudopmanmon | ycnoBusix GyHKIMOHUpOBaHHs B Poccuu rimodanbHBIX
Has cereil. VYka3 mnpesuaeHra Pd «O wmepax mo
Oe3omacHOCTh B | obecrieyeHn0  WH(POPMAMOHHON  0€30MacHOCTH
YCIIOBHSIX Poccuiickoit denepanun B chepe MeKIyHAPOIHOTO
(YHKIMOHUPOB | MH)OPMAIIMOHHOTO oOMeHay. Yrpo3sl
auna B Poccuu | uadopmanmonHoit OGesomacHocTd npu  paboTe ¢
rII00ATEHBIX WNHrepHer.  Bupycel,  UCHOJIHAEMBIE  MOJIYJIH,
cerell. BCIUIBIBAIOIME OKHA W pekiaMa. Mcnonb3oBaHue

AQHTHBUPYCHBIX INPOrPaMM M MEKCETEBBIX 3KPaHOB
npu pabore ¢ Hutepner. Ilporpammusie cpexactBa
MIPOBEPKHU Tpaduka u 60pBOBI c
HECaHKLIMOHUPOBAHHBIM HCIOJIb30BAHHEM PECYPCOB
MH(QOPMALIMOHHON CHCTEMBI.
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9 Tumnoas ApXHTEKTypa THIIOBOM CHCTEMBI 3allUTHl  OT

CTpyKTypa HECaHKLIMOHUPOBAHHOIO AocTyna. ViaenTudukanus u
3aIUTBI or | ayreHtudukanua. [laponpHas  ayTeHTH(UKaIMs.
HCA. IIpaBuna mpumeHenuss mnaposiedi. OnHOpa3oBbIE
VYnpasneHue naponu. [IpuHnunel koHTpons aoctyna. MaTpuna
JOCTYTIOM. JocTynma M CHMCKM jgocTtyma. IIpomsBonbHOE U
MPUHYAUTENHHOE yTpaBJeHHE JIOCTYIIOM.
OrpannunBatouinii uaTepdeiic. PoneBoe ynpasnenne
JOCTYTIOM. Kpunrorpaduueckas MIOICUCTEMA. oT oT
IIporpammHo-anmapaTHbIe CpeacTBa 3aIUTHI

unpopmaruu or HCI. YcrpoiicTBa BBosa HeHTUD-
HBIX IpU3HaKoB. IIpenMyiecTBa M HEJOCTATKH UX
HCIIOJIb30BaHMA. DJIEKTPOHHBIE 3aMKU.

4. MaTtepuaJjbl TEKylIero KOHTPOJIsl YCIIeBAeMOCTH 00y4aromuxcst
4.1. ®opMbI U METOABI TEKYIIEr0 KOHTPOJISI YCIIEBAEMOCTH M MIPOMEKYTOYHOM aTTeCTALMHU
B xone peanuzanuu qucuuiuiniabl B1.B.JIB.09.02 «OcHOBbI MH()OPMAIIMOHHOI 0€30IACHOCTH

XO03SIliCTBEHHOH JeATeJbHOCTI) HCIIOJIB3YIOTCA  CIICAYIOIIUEC METOAbI TCKYHIECTO KOHTPOJIA
CIICBACMOCTHU o6yqa10u1nxc>1:

Ne HaumMmeHoBaHue TeM MeToabl TEKYILIET0
n/n (pa3nesoB) KOHTPOJISl yCIIeBAeMOCTH
Ounas gpopma
Tema 1 [TonsiTie wuHpOpManuy, 3amUTHl HHOOpPMANIUK W HH()OPMAIIMOHHOM VCTHBIH
0e3onacHOCcTH. OCHOBHBIE COCTABIISIIOLIHE. ompoc
3aKOHOAATENbHBI YPOBEHB UH(POPMALTMOHHON 0e30macHOCTH. VCTHBIH
Tema2 |KommploTepHble mnpecTyruieHHs. (OTBETCTBEHHOCTh 3a COBEpIICHHE ompoc
KOMITBIOTEPHBIX IPECTYMICHHN.
VYcrHblit
Tema 3 Knaccudurkarms arak. [lorstue yrpo3sl. Mogens yrpos. Pekomennaruy onpoc
Mo oOecrieYeHno NHPOPMAITHOHHON O€301TaCHOCTH.
YceTHbli
Tema 4 OcHOBHBIE MOHATHS Kpunrtorpaguu. [[Ba cOBpeMEHHBIX HAIlpaBJICHUS B ompoc
kpunrorpadun. Kiaccuueckre KpUnToCUCTEMBI.
Kpunrorpagusi ¢ OTKpeITBIM Kito4oM. Cucrtembl MmUQpoBaHuUs, He VCTHBIH
Tema 5 |TpeOyromue nepeaayn KIroua. DIEKTPOHHAS MMOJIHCh. onpoc
Tema 6 OCHOBHBIE TEXHOJOTMHM NocTpoeHus 3amuineHHbix HMC. MexceTeBbie VCTHBIN
SKpaHbl. orpoc
Tema 7 |Texnonorus VPN-cereil. Yerubli
orpoc
Tema 8 Samura uHGopmanuu B WHTepHer. MudopmanronHas 0e30MacHOCTh B VeTHbIH
ycnoBusAX QyHKIMOHMpOBaHMs B Poccuu riobaibHBIX ceTel. orpoc
YcrHbit
Tema 9 |TumoBas ctpykrypa 3aumutel oT HCJI. YnpaBnerue 0CTymmom. ormpoc,
TCCTUPOBAHHUC

HpI/I IIpOBEACHUN 3aHATHI JICKODMOHHOI'O TUIIa: YCTHBIﬁ OIIpOC;
IIpy MPOBEACHUN 3aHATHI CEMHHAPCKOI'0 THlla: UHANBUAYAJIbHBIC 3alaHU IJIS1 BBIITOJHECHUSA Ha KOMIIBIOTEPE,
P KOHTPOJIC PE3YJIbTATOB CaMOCTOSTEIIbHOMI pa60TLI CTYACHTOB: 3JICKTPOHHBIC TCCThI.
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[TpomexxyTouHast aTTecTalusl MPOBOAUTCS B (QopMe 3adyera METOJOM 3JEKTPOHHOTO
tectupoBanus. K cnade 3auera Mo JUCHUIUIMHE JOMYCKAIOTCS CTY/IEHTHI, MOJMy4HBIINE HE MeHblIe 60
6aytoB mpu Tekyiei arrecraiuu. [Ipu moAroToBke K 3a4eTy CTYJCHT BHUMATEIBHO MPOCMATPUBACT
BOIIPOCHI, MPEAYCMOTPEHHBIE paboyeil mporpaMMoii, 1 3HAKOMUTHCS C PEKOMEHI0BAaHHOW OCHOBHOM
muteparypoil. OCHOBOW JUIsl CaddM 3adyeTa CTYIEHTOM SBISICTCS M3yueHHE KOHCIEKTOB OO30pHBIX
JEKUWH, TMpOCIHYyIIAaHHBIX B TEUEHHE ceMecTpa, uH(opmanus, TMOJIy4YeHHass B pe3yjbTare
CaMOCTOSITENTbHONW paboThl, W NMPAKTHUYECKUE HABBIKH, OCBOCHHBIC NPHU PEIICHUH 3a7ad B TEUCHHE
ceMecTpa.

4.2. TunoBbie MaTEPHAJIbI TEKYLIET0 KOHTPOJISI YCIIEBAEMOCTH 00y4aI0IIMXCS

3agaHus UId KOHTaKTHOM M caMOCTOATENbHON paboThl BKIHOYAIOT B ce0sl KOMIUIEKC 3a/laHUi
BBINIOJIHEHUE, KOTOPBIX, NpEANoyiaraeT THIATEeIbHOE H3yUYeHHE HAy4YHOW M y4eOHOH JuTepaTypshl,
MEPUOANYECKUX U3IAHUM, a TAKXKE 3aKOHONATENIbHBIX U HOPMATUBHBIX JTOKYMEHTOB, NIPEJIaracMbIX B
n.6 «YuebHas nuTepaTypa M pecypchl MH(POPMAIMOHHO-TEIEKOMMYHUKAIIMOHHOW cetu WHTepHer,
yueOHO-MeToJMuecKoe 00ecrieueHre CaMOCTOATEIbHOM paboThl 00YyYaIOLIUXCS 110 TUCLIUITIIMHEY.

3anaHusl MPeAOCTaBISIIOTCS HA MPOBEPKY B IEKTPOHHOM BUJAE WIM Ha OyMaKHOM HOCHTEIE.
[TpenyiosxeHHble 3a1aHNS BBINOIHAIOTCA B (hopMe yCTHOro onpoca, MyJbTUMEIUIHOTO J0KIa/1a, pele-
HUS 33/1a4 Ha KOMITBIOTEPE, IIEKTPOHHOTO TECTA U T.II.

Tema 1
IonsiTne wHpopmanuu, 3amuThl HHGOpMAUM M HHEGOPMANUOHHON 0€30MACHOCTH.
OcHOBHBIE COCTABJAKOIINE.
Bonpoce! ycTHOro onpoca:
[MonsTre HHPOPMAIUH, 3aIIUTH HHGOPMALUK U HHPOPMAIIMOHHOH 0€3011aCHOCTH.
2. Hasnauenue u 3amaun B chepe obecrnieueHus MHGOPMAIIMOHHON 0€30MaCHOCTH Ha YPOBHE TOCY1apCTBa,
Ha ypOBHE PErHOHA U Ha JIOKAITEHOM YPOBHE.
3. OcHOBHBIE TIOJIOXKEHHSI TEOPUH HH()OPMAIIMOHHOHN 0€30ITaCHOCTH WH(OPMAITHOHHBIX CHCTEM.
4. OcCHOBHBIC COCTaBISIfOIIHE  OOecreueHUss HMHPOPMAIMOHHON  0€30MaCHOCTH  XO3SHCTBEHHOM
JESTeITLHOCTH.

=

Tema 2
3aKkoHogaTebHBIH  YpOBeHb HH(poOpMannoHHOW OesomacHoctH. KommnbloTrepHbie
npecrymieHus. OTBEeTCTBEHHOCTD 32 COBEpPILICHHE KOMIIBIOTEPHBIX MPECTYIJICHH .
Bonpocs! ycTHOro onpoca:
Ba)xHOCTH 3aKOHOAATENIBHOTO YPOBHS HH(MOPMAIIMOHHOH 0€30I1acHOCTH.
O030p pOCCHICKOro 3aKOHOATENBCTBA B 001aCTH 0OecriedeHns: HHPOPMAIIMOHHOH 0€3011acHOCTH.
3. JoktpuHa wuHpopManmoHHOH Oe3omacHocTH P®, 3akonel «O rocymapcTBeHHOW TaitHey, «O0
nHpOpMaIuK, UHOOPMAIIMOHHBIX TEXHOJIOTHSX U O 3alIUTe HHHOPMALIUNY.

M=

4. [lpyrue 3aKOHBI M 3aKOHO/AATeNbHbIE akThl. KoHIenys nHpopMaoHHOH 6€301aCHOCTH.

5. OcHOBHBIE HOpPMATHBHBIC PYKOBOISIIME JOKYMEHTBI, KacaloUIMecs TIOCyNapCTBEHHOW TalHBI M
KOHQUJICHIIMAIbHOW WH(OpMAIMK, HOPMATHBHO-CIPABOYHBIE JIOKYMEHThI. HOpMaTHBHBIC aKThI
aaMuHKECcTpauun Bosrorpana B 001acTi nHGOPMAMOHHON 0€30MaCHOCTH.

6. KommbiorepHsie npectymieHnsi. OTBETCTBEHHOCTD 32 COBEPIICHUE KOMITBIOTEPHBIX MPECTYIUICHUH.

7. VYronosHas u AIMUHUCTpaTUBHAaA OTBETCTBCHHOCTD.

Tema 3
Kanaccnpukamma arak. IlonsaTtue yrpossl. Mopeas yrpos. Pexkomenpanmu mo
odecrieyeHU0 MH(OPMAINUMOHHOMN 0€30MACHOCTH.
Bonpocel ycTHOro onpoca:
1. Tlousrue aTaku Ha HHPOPMAIIMOHHYIO CUCTEMY.
Knaccudukanus atak. Bujibl MpOTHBHUKOB WM “HapyIINATENEH”, MX Kiaccuukarms.
3. Kananel yteukn wuHpOpMaUuu: BU3YaJIbHO-ONTUYECKUH, AKyCTUYECKUH, SIEKTPOMArHUTHBIA U
MaTepI/IaJII)HO-BeH_ICCTBeHHLIfI.
4. Tlousarue yrpo3sl. McToUHMKH yIpo3 U UX KiacCH(pHUKaIys.
13
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ITocTpoenue Moaenu yrpo3 opranuszanuu. [Ipumepsi.

PykoBomsmue mokymeHThl ['octexkomuccun Poccum (DenmepanbHas cimyk0a IO TEXHUYECKOMY H
AKCIIOPTHOMY KOHTPOJIIO) TI0 3allUTe OT HECAHKI[MOHUPOBAHHOTO JOCTyNMa K WH(OPMAIIHH.
CriennanbHelie TpeOoBanus U pekomenaanuu. Muacrpykius CTP-K.

Pexomenmanmn mo 3amuTe KoH(GWIAEHIHMATHHOW HHpOpMammu. Kiacchl 3aIIWIEHHOCTH CPENCTB
BBIYMCIIUTEIBHON TEXHUKHM M aBTOMAaTHU3UPOBAHHBIX CHCTEM [0 PYKOBOJSIIMM JTOKyMEHTaM
Tl'ocTexxomuccun Poccum.

ITokazarenn 3anumenHocTH. CricTeMa 3aiuThl HHQOPMAITUH OT HECAHKIIMOHUPOBAHHOTO JIOCTYTIA.
PexomeHnayembie Mepsl 1O OOeCIEUEeHHWIO 3alUThl HWH)OpPMAWKA B TPOILECCe IKCIUTyaTaluu
MH(OPMAITMOHHOW CUCTEMBI.

PazpemmurensHas cuctema gomycka. PekoMenanuu no miany JopaboTKu 00ObeKTOB MH(OpPMATU3aAIUN
Ha COOTBETCTBHE TPEOOBAaHUSIM PyKOBOIIIINX TOKyMEeHTOB I ocTexkomuccun Poccum.

Tema 4
OcHoBHbIe MOHATUS KpunTOorpaguu. /[Ba coBpeMeHHbIX HANIPABJIEHUS B KPUNITOrPaduu.

Kaaccuueckue KPUIITOCUCTEMBI.

1.

o

~

10.

Bomnpocs! ycTHOro onpoca:

Hcropuueckass crpaBka. Bo3Mo)kHBIE HampaBieHHMsl pELICHUS 3ajadd oOecHedyeHusl Iepesadu
CeKpeTHO# nHpOopMaInu.

Creranorpadust u kpunrtorpadus. BakHOCTh KpunTorpaguu Npu pelieHHH 3anad oOecredeHUs
WH(OPMAITMOHHON 0E30MaCHOCTH XO3SHCTBEHHOH HEATeIHhHOCTH W COXpaHEHHS KOH(UICHIIUATHLHON
nH(pOpMAITIH.

OcHoBHble TOHSATHA Kpunrorpaduu. [loHsTHE KpUNTOCHCTEMBI, Kioda. Bo3MoOKHBIE aTaku Ha
KpUINTOCUCTEMBI, ITIOHATHUEC KPUIITOAHAIN3A.

Hapexnocts kpunrocuctembl. J[Ba OCHOBHBIX HampaBiIeHHsT B COBPEMEHHOH KpHIITOrpaduH.
Krnaccuueckre KpUnToCHUCTEMBI.

OpnHoandaBuTHBIE 1 MHOTOANI()ABUTHBIE KPUIITOCUCTEMBI.

Cucrewmsr Llesaps n Bmxerepa. Bo3MoXHOCTH KpUTNITOAHAIIN3a MHOTOAI(ABUTHEIX CUCTEM. PackpeiTie
cucteMbl Bukenepa.

HanexxnocTh MHOTOANI(aBUTHBIX CUCTEM. DJICKTPOMEXaHHUECKHE N (POBATEHBIC MAIIIHHBIL.
AOCOIOTHO HajekHas KpunrocucreMa: “OmHOPa3oBbIi OJ0KHOT . B0O3MOXHOCTH HCIIOJIB30BAHUS
TaKUX CHCTEM Ha npakTuke. CTaHaapThl U (pPOBAHUS JAHHBIX.

Kpunrocucrema DES. Poccuiickuii crangapt mmppoBanus ['OCT 28147-89. IlpobGiiema BbIOOpa
Ha[{e)i(HOﬁ KpUNTOCUCTEMBI JIA 3alllUThl CBOUX JJAHHBIX.

IlepcniekTuBbI pa3BUTUS KpunToaHaiusa. IIpobiema moaHoro nepedopa Bcex KIOUEH.

Tema 5
Kpunrorpadpusi ¢ orkpbIThiM KJIIW0O4YOM. CHcTeMbl M(POBaHUNA, He Tpedylouue

nepeaavu Kjiar4va. 3J'leKTp0HHaﬂ MMOJAIIHUCH.

N =

0 No Ok w

=

Bonpocs! ycTHOro onpoca:

Cuctembl mudpoBaHust, He TPEOYIOIIKE Mepejauy KIIoya.

[IpobOnemMbl HMCHONB30BaHUA TaKWX CHUCTEM. IIpoTokon wucmons30BaHMs CUCTEMBI «OIHOPA30BBIN
OIIOKHOT», HE TpeOyIIIUi IepBOHAYAILHOTO OOMEHa CeKpEeTHBIMHM Kitodamu. Kpumrorpadus c
OTKPBITHIM KITFOUOM.

TIoHsATHE OTKPBITOTO M CEKPETHOIO Kito4a. ITpaBuia UX UCIOJIB30BAHMUS.

TIpyHITUTIBEI TOCTPOCHUS KPUTITOCUCTEM C OTKPBITHIM KITFOUOM.

M3BecTHBIE KPUNTOCUCTEMBI C OTKPBITHIM KIHOYOM U UX anropuTMbl. Cuctema RSA.

JlmHa Kiroda B KpUITOTpadue ¢ OTKPBITHIM KITFOYOM.

OnHOoCTOpPOHHSS (YHKIIMS, BO3MOXKHOCTD €€ MCIIOJIb30BaHUsI.

DIIEKTPOHHAS MOJMKCH U MPUHIIUIBI €€ IPUMEHEHHUS.

Tema 6

OcHOBHBIE TeXHOJIOTUM NOCTPoeHus 3amuineHHbIx UC. MexkceTeBble JKPaHbI.

Bonpocel ycTHOro onpoca:

OCHOBHBIE TEXHOJIOTHH ITOCTpOoeHUs 3amuineHHsx MC.

[MonsiTie MekcereBoro 3kpaHa. [IpaBuna (UIbTpaluu W MPHHIMIBI WX TpPUMEHeHHs. [lakeTHbie
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¢ubTpel. [lonuTHka ceTeBoil 6e30MacHOCTH.

IMonuTHKa peanu3any MEKCETEBBIX 9KpaHOB. DyHKIIMOHATIBHBIE TPEOOBAHHS K MEXCETEBBIM dKpaHaM
U X KOMIIOHEHTH.

[11r03B1 CEAaHCOBOTO W MPHUKIIAAHOTO ypoBHs. HoBble PyHKIMK GpanaMay3poB.

CxeMBbl OpraHM3allMM MEXKCETEeBBIX JKpaHOB. OCOOCHHOCTH pa3MYHBIX CXEM pealn3alud, WX
MPEUMYIIECTBA ¥ HETOCTATKH.

[TpoGremsl, CBSI3aHHBIE C MEKCETEBBIMH DKPaHAMH.

TpeOGoBaHMS K MEKCETEBBIM SKpaHAM

Tema 7

Texnosorus VPN-cereit.

Bomnpocs! ycTHOro onpoca:

TexHonorus o0beINHEHNs JOKAJIbHBIX CETEH U OTAEIbHBIX KOMIBIOTEPOB Y€PE3 OTKPHITYIO BHEILIHIOKO
cpedy nepenavyd JaHHBIX B €AMHYIO BUPTYAJIbHYIO CETh, 00€CIIEUMBAIONIYIO 3aIIUTY HH(POPMAIMOHHBIX
ITOTOKOB MM TexHOIOrus: VPN-ceTel.

Ocobennoctu VPN. Tynnens VPN. TynHenupoBanue u ero 0coOeHHOCTH.

OcHoBHbIe pa3HOBHJIHOCTH VPN-ycTpolicTB mo TexHuueckoil peanusauuu. Pomu VPN-yctpoiicTs.
BapuaHTbI IOCTPOEHHUS 3aILUIIEHHBIX KaHaIoB VPN.

VYrpossl s VPN. BapuaHThl 3a1UILIEHHBIX COCAUHEHHM.

Knaccupuranms VPN-cereit. CoBmemenne VPN-TexHONOTHII W MexceTeBOro skpana. HemocraTku
VPN.

Tema 8
3amura nHpopmauuu B UuTepHer. UHdopmanuoHHass 0e30IaCHOCTbL B YCJIOBHAX

¢pynkumnonupoBanusi B Poccum riio0ajbHbIX ceTei.

M=

N

2N o

Bonpocs! ycTHOro onpoca:

[Tpobnema obecnieueHust ”HPOPMAITMOHHOH 6€30MacHOCTH TP padoTe ¢ rodansHOH ceThio MHTepHeT.
HNudopmarmonHas 6€30MacHOCTh B YCIOBUAX (DYHKIIMOHUPOBaHUS B Poccru T00ATBHBIX CeTeH.

VYka3 mpesunenta PO «O mepax mo obecnedeHnto mH(DOpMannoHHON Oe3omacHocTH Poccuiickoit
Oenepan B chepe MEXKIYHAPOIHOTO WHPOPMAMOHHOTO OOMEHa». YTpo3bl HH(GOpPMAIUOHHON
Oe3onacHocTH npu padote ¢ VIHTEpHeT.

Bupychl, ucnonHseMble MOIYJIH, BCIUIBIBAIOIIME OKHA M pekiama. lcroip3oBaHME aHTHBHPYCHBIX
MPOTpaMM U MEXKCETEBBIX IKpaHOB Tpu pabote ¢ HTEepHeT.

[MporpaMMHBIE CpeicTBa MPOBEPKU Tpaduka U OOpHOBI C HECAHKIMOHHUPOBAHHBIM HCIIOIB30BAHUEM
pecypcoB HHPOPMAIMOHHOH CHCTEMBI.

Tema 9

Tunosas crpykrypa 3amurtsl oT HC/Il. Ynpasienue gocrynom.

Bonpocel ycTHOro onpoca:

ApXUTEKTypa TUIIOBOW CHCTEMBI 3alllUTHl OT HECAHKIIMOHHPOBAaHHOTO nocTymna. Mpentndukamus u
ayTeHTU(UKAIHS.

[TaponbHas ayrentudukanys. IIpasuna npuMeHeHus naposen.

Opnnopaszosele maponu. Cepsep ayreHTudukauuu. lloacucrema ynpaBieHHs JOCTYIOM, HOACUCTEMA
perucTpanuy U ydera.

[IpuHune! KOHTPOIS JocTyna. Marpuiia 10cTyIa ¥ CIIMCKU A0CTYTIA.

[IpousBonbHOE U NPUHYAUTENBFHOE YIIPaBIeHUE JOCTYNOM. OrpaHUYUBAIONINI HHTEP]ENC.

PoneBoe ympasnenue moctynmom. CTatuyeckoe M JMHAMUYECKoe pacmperneneHue poseid. [logcucrema
obecnieuenus nenoctTHocTH. Kpunrorpadudeckas nogcucrema.

[IporpamMHo-anmapatHsle  cpenctBa 3amuThl  uMHGopmammu ot HCJ.  VYcrpolictBa BBoza
WJCHTHU(QHUKAIMOHHBIX  MPU3HAKOB. Knaccudukanusi ycTpoiicTB BBOJAa WACHTH(PHUKAIMOHHBIX
NMpU3HAaKoB. buomMerpudeckue ycTpoiicTBa BBOJAAa WIACHTH(OUKAMOHHBIX MPH3HAKOB H  UX
KJ1accu(puKaIus.

[IpenmymiecTBa ¥ HEJOCTATKM WX HCNOJb30BaHUSA. KoMOWHMpOBaHHBIE YyCTpOWCTBa. DIEKTPOHHBIC
3aMKH.
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UTOI'OBBII TECT IO KYPCY
«OcHOBBI HHPOPMALMOHHO 0€30MACHOCTH X03SHCTBEHHOH 1eATeJIbHOCTH»

DJNEeKTPOHHBIN TECT IpeACTaBIsIeT COO0M 3a1aHus ¢ BHIOOPOM TOJIBKO OJHOIO IIPABUIBHOIO OTBETA U3
npeaoKeHHbIX. Pe3ynbrar mporpamma Unitest BEIBOAMUT B MPOICHTAX.

1. Kpunrorpadgus 3to

A) Hayka 0 MeToJax MpeoOpa3oBaHUs JAHHBIX, HAIPABIECHHBIX HA TO, YTOOBI CAENaTh 3TU JaHHBIC
OecrioIe3HbIMU AJ11 HECAaHKIIMOHUPOBAHHBIX JIUI]

B) Hayka o MeToax u crioco6ax pacKpeITUs MUPPOB

C) COBOKYHMHOCTb METOJIOB, CKpbIBAIOUIMX (DaKT Meperayd CEeKpeTHOW MH(OpMAalUU 3a OTKPHITON
uHpopmanuei

D) coBOKYITHOCTh METOJI0B, OOECIIEUNBAIOIIUX a0CONIOTHYIO HA/JIEKHOCTh KaHalla Mepeiayd JaHHbIX
OT TiepexBara

E) Hayka o MeToniax coznanus uQpoBoil noamnucu

2. Kakas u3 ciieyl0IuX KPUNTOAHAJIUTHYECKHX ATAK CYUTaeTcs HanboJiee ONACHOM ?

A) TIp¥ HATMYUU TOJIBKO OJHOTO 3aU(GPOBAHHOTO PparMeHTa

B) npu Hanuuum Gosbiroro Habopa 3amu@poBaHHBIX GParMeHTOB

C) npu Haymunu (pparMeHTa OTKPBHITOTO TEKCTA U COOTBETCTBYIOIIETO €My KPUIITOTEKCTa

D) npu u3zBecTHOM MeTo/€ MU(PPOBAHUS

E) mpu BO3MOXHOCTH BBIOOpa JIFOOOTO OTKPBITOTO TEKCTa W TOJYYECHUU COOTBETCTBYIONIETO €MY
KPUIITOTEKCTa

3. Cko0JbKO pa3iu4HbIX KJIK4Yeld B cucreme Lle3apsi nmpu McnoJib30BaHUM MOJHOIO PYCCKOIO

andasura?

A) 16 D) 256
B) 33 E) 1024
C) 66

4. Yro sBIAsIETCHA KIHOYOM B Kpunrocucreme Bu:xxkenepa?

A) mo0oe 1poOHOE YHCIIO

B) BennunHa cBUra ucxoaHoro andasura

C) nepecTaBieHHBIN andaBUT

D) ciyyaiinas mocienoBaTebHOCTh OyKB, paBHasl JUIMHE COOOIIEHUS
E) moboe cioBo

5. Kakasi u3 nepeyucJeHHbIX KPUNITOCHCTEM SIBJISIETCS CHCTEMO# ¢ OTKPBHITHIM KJIIOYOM?
A) DES D) I'OCT 28147

B) RSA E) Le3aps

C) Dnurma

6. Moxno .au B mnporpamMme PGP Bocnmoab30BaTbesi 4YYy:KMM OTKPBITHIM KJIOYOM JJs
pacmngpoBanus HH(POPMALMH.

A) na

B) et

C) na, ecnu U3BECTEH TOT NAPOJIb

D) na, ecnu mosib30BaTeNb 1acT MpaBa Ha pacmupoBKy ero HHGOPMAIIMH B COOOIIUT CBOM Mapoiib

E) na, ecnu nepeGpath Bce KIIIOUYH

7. Kak pacKkpbIBalOTCsl KPUNITOCHCTEMbI 0AHOAT(PABUTHOM 3aMeHbI?
A) Takue cuCTEeMBbl PaCKPbITh HEb3sI

B) nonusiii mepedop kitoueit

C) aHanu3 4yacTOT BCTpeyaeMbIX OyKB
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D) nepe6op cooOrieHwmit
E) nepecranoBku OYKB KpHUTITOTEKCTA

8. Kpunroanauaus 3to

A) Hayka 0 MeTojax MpeoOpa3oBaHMs JaHHBIX, HANIPABICHHBIX HA TO, YTOOBI CHIEIAaTh ATU JIaHHBIC
0ecroJIe3HBIMU JIJIsl HECAaHKITHOHMPOBAHHBIX JIUI]

B) Hayka o MeToax u crioco6ax pacKpeITUs MHUPPOB

C) COBOKYITHOCTh METOJIOB, CKPBIBAIOMIMX (DAaKT mepemadr CEeKPeTHOW WHGpOpMAIMU 32 OTKPHITOM
nHpopmaruen

D) COBOKYIHOCTh METOJIOB, 00ECIEUMBAIOMINX aOCOMIOTHYIO HAJEKHOCTh KaHala Mepenadyn JaHHBIX
OT TIepexBara

E) Hayka o MeTonax co3zganus UQPPOBOI MOANHCH

9. Uto siB/IsieTCS KJIHO4YOM B Kpunrtocucreme Llezapsa?
A) nmro6oe coBO

B) nro6oe uncio

C) BenmMuMHA CIBUTA UCXOTHOTO ayihaBUTA

D) nepecraBneHHblIi andaBuT

E) ciydaiinas mocneoBaTelIbHOCTh CHMBOJIOB

10. KakoBa niuHa kiawo4a B cranaapre mudposanusa 'OCT 28147?

A) 256 6ut D) 1024 our
B) 64 our E) 2048 6ut
C) 56 6ur

11. Ha c/107kHOCTH pelieHHs1 KaKOil MaTeMaTH4YeCcKO# 3aa4n ocHOBaHa cucreMa RSA?
A) KOJIbI HCTIPABJISAIONINE OITMOKH

B) nuckpetHslii 1orapudm

C) 3amaua “o prok3ake”

D) paznosxeHue 00NbIINX YUCEN HA IPOCTbIE MHOXKUTENN

E) cnoxxenue no Moayito asa

12. Kpunrorpadpunueckuii mpoToKoJI 3T0

A) meroxa mmpoBaHUs JaHHBIX

B) MeTon kpunToaHanusa JaHHBIX

C) MeTon nepexBaTta JaHHBIX

D) anroput™m obmeHa mH(popMmalued MexJIy pa3iMYyHbIMU yYaCTHUKaMH IpPU CEKPTEHOM mepenaue
JAaHHBIX

E) ocobas kpunrocucrema

13. Kpunrocucrema «OnHopa3oBbiii 0J10KHOT» 3TO:
A) mepecTaHOBOYHAs CHCTEMA

B) onnoandasuTHas cuctema npocToii 3aMeHsbl

C) mHoroandaBuTHas cUCTEMa

D) cucremMa ¢ OTKPBITBIM KIHOYOM

E) Takoii cuctemsbI HE CyIIeCTBYET

14. Kakoii napoab HanGoJiee Ha/lesKeH?

A) ®amunus monb30BaTENS

B) ®paza u3 kauru

C) cnyyaiiHast TOCIE0BATENBHOCTD IIU(P

D) ciyuaiinas mocienoBaTeaIbHOCTh OYKB

E) ciydaiinast mocnenoBaTeIbHOCTh IPOU3BOJIBHBIX CHMBOJIOB
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15. KakoBa nnimna kiaw4a B cucreme mupposanus DES?

A) 256 bur D) 1024 6ut
B) 64 6ur E) 512 6ur
C) 2048 our

16. KpunroTekcT 310

A) TEKCT HCXOHOT'0 COOOIICHHUS

B) tekcT 3ammdppoBaHHOTO COOOIICHMS

C) mapoib

D) tekcT, mosy4eHHbI U KPUNITOAHAIIN3E
E) xmrou

17. Taitnonucsk (creranorpadmus) 310

A) Hayka 0 MeToax MpeoOpa3oBaHMs JAHHBIX, HANPABICHHBIX HA TO, YTOOBI CeNaTh TH JAaHHBIC
0ecroIe3HBIMU [T HECAHKIIMOHUPOBAHHBIX JIHI

B) Hayka o MeToax u crioco6ax pacKpeITUs MHPPOB

C) COBOKYITHOCTh METOJOB, CKPBIBAIOIIUX (AaKT Tepeaaddl CEKpeTHOH HH(OpMalMu 3a OTKPHITOH
nHpopmanuei

D) coBOKyNMHOCTh METOJI0OB, O0ECIICUMBAONINX A0COIIOTHYIO HAJAEKHOCTh KaHalla TepeJadl JaHHbBIX
OT TIepexBara

E) nayka o Metozmax coznanus udpoBoii OAIUCH

18. YUto mo3BoJisieT onpeneauTh MmeToa Kasucku npu kpunroanajaunse cucrembl Bukenepa?
A) napoiib

B) OTKpBITHIN TEKCT

C) meron mmppoBaHuUs

D) nnuny naposst

E) nnuny oTtkpsITOrO TEKCTA

19. Kakas kpunrtocucreMa odecneunBaeT a0COJIOTHYI0 HA1EKHOCTh 3aIUUTHI NPU NPABUIBHOM
ee MCIoJbL30BAHNu?

A) DES D) OnHopa3oBblii OJI0KHOT
B) RSA E) Bmwxenepa
C)I'OCT 28147

20. O6ecneunBaeT JiM NapoJib Ha BX0o B Windows HaJle:KHYI0 3alllUTY KOMNIbIOTepa?
A) na

B) et

C) npu yune naposst 6oxee 10 cuMBosIOB

D) npu ciyuaiinom napouie

E) npu peryssipHoii cMeHe napos

21. MoxHo Jmu B mnporpamme PGP BocCno/jb30BaThbesl 4Y:KMM OTKPBITBIM KJIKOYOM JJIsl
pacmngpoBanus HH(POPMALMH.

A) na

B) et

C) na, eciu U3BECTEH TOT NApOJIb

D) na, ecnu mosib30BaTeNb 1acT MpaBa Ha pacmiPpoBKy ero HHGOPMAIIMH U COOOIIUT CBOM MTapoJib

E) na, ecnu nepeGpath Bce KIIIOUYH

22. Kak pacKkpbIBalOTCH KPUIITOCHCTEMbI OHOAJI(ABUTHOIH 3aMeHbI?
A) TaKkue cuCTEeMBbl PaCKPbITh HEJb3sI

B) nonusiii mepebop kitoueit

C) aHanu3 4yacTOT BCTpeyaeMbIX OyKB
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D) nepe6op cooOrieHwmit
E) nepecranoBku OYKB KpHUTITOTEKCTA

23. KpunroanaJjus 310

A) Hayka 0 MeTojax MpeoOpa3oBaHMs JaHHBIX, HANIPABICHHBIX HA TO, YTOOBI CHIEIAaTh ATU JIaHHBIC
0ecroJIe3HBIMU ISl HECAHKITHOHHUPOBAHHBIX JIUI]

B) Hayka o MeToax u crioco6ax pacKpeITUs MG POB

C) COBOKYITHOCTh METOJIOB, CKPBIBAIOMIMX (DAaKT mepemadr CEeKPeTHOW WHGpOpMAIMU 32 OTKPHITOM
nHpopmaruen

D) COBOKYIHOCTh METOJIOB, 00ECIEUMBAIOMINX aOCOMIOTHYIO HAJEKHOCTh KaHala Mepenadyn JaHHBIX
OT TIepexBara

E) Hayka o MeTonax co3zganus uGpoOBOi MOIIICH

24. Yto aBasieTcs KJIWO4Y0M B kpunrocucreme Ilezaps?
A) nmro6oe coBO

B) nro6oe uncio

C) BenmuuuHa cBUTa UCXOIHOTO ayihaBUTa

D) nepecraBneHHblIi andaBuT

E) ciydaiinas nocneioBaTeIbHOCT CHMBOJIOB

25. KakoBa quimHa kJo4a B crangapre mugposanus F'OCT 281477

A) 256 6ut D) 1024 our
B) 64 our E) 2048 6ut
C) 56 6ur

26. Ha ci10:kHOCTM pellieHHsI KAKOH MaTeMaTH4YecKo 3a1a4un ocHOBaHa cuctema RSA?
A) KOJIbI HCTIPABJISAIONINE OITMOKH

B) nuckpetHslii 1orapudm

C) 3amaua “o prok3ake”

D) paznosxeHue 00IbIINX YUCEN HA IPOCTbIE MHOKUTEIH

E) cnoxxenue mo momynto 1Ba

27. Kpunrorpagu4ecKuii IpoOTOKOJ 3TO

A) meroxa mmpoBaHUs JaHHBIX

B) MeTon kpunToaHanusa JaHHBIX

C) MeTon nepexBaTta JaHHBIX

D) anroputm obmeHa mH(popMalred MexJy pa3IMYHbIMH yYaCTHUKAaMHU MpPU CEKPTEHOW Iepenaue
JAaHHBIX

E) ocobas kpunrocucrema

27. Kpunrocucrema «OaQHopa3oBblii 0JIOKHOT» 3TO:
A) mepecTaHOBOYHAs CHCTEMA

B) onnoandasuTHas cuctema npocToii 3aMeHsbl

C) mHoroandaBuTHas cUCTEMa

D) cucremMa ¢ OTKPBITBIM KIHOYOM

E) Takoii cuctemsbI HE CyIIeCTBYET

29. Kakoii naposb HauboJ1ee Haj1e:xKeH?

A) ®amunus monb30BaTENs

B) ®paza u3 kauru

C) cnydaiinasi mocle10BaTeIbHOCTh UMD

D) ciyuaiinas mocienoBaTeaIbHOCTh OYKB

E) cnyuaitHas mocienoBaTeIbHOCTh MPOU3BOJILHBIX CUMBOJIOB
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30. KakoBa quimHa kJia1o4a B cucreme mugposanusi DES?

A) 256 our D) 1024 6ut
B) 64 6ur E) 512 6ur
C) 2048 our

[Ixajna oneHUBAHUS
YcrHblii onpoc

VYpoBeHb 3HaHUN, YMEHUI 1 HABBIKOB 00YYarOIIErocsi IpU YCTHOM OTBETE BO BpeMs TEKYIIEro
KOHTpoOJNsi  ompenensiercs  omeHkamu  «OrimmyHo»/  «Xopomoy/  «YIOBIETBOPUTEIHHOY/
«HeynoBneTBOpUTENBHO.

B Bonrorpaackom nnctutyte ynpasienus — unuane PAHXul C npunsTta cnemyromas mkana
COOTBETCTBHS PEUTUHIOBBIX OLIEHOK MATHOAITIBHBIM OLIEHKAM:

- 90 — 100% — «otmuanO» (5);

-75 — 89% — «xoporo» (4);

- 60 — 74 — «ynoBnerBopuTenbHOY (3);

- MeHee 60% — «HeyOBIETBOPUTEIHLHOY (2).

YpoBeHb 3HaHMM, yMEHMII M HaBBIKOB O0Oy4Yarollerocs IPU YCTHOM OTBETE BO BpEMs
MIPOBEJICHUSI TEKYIIEro KOHTPOJs ompenensercsa Oamnamu B guana3zone 0-100 %. Kpurtepusmu
OLICHMBAHMUS IIPH MPOBEIECHUU YCTHOI'O OIpOCa SIBISETCS JEMOHCTpALMs OCHOBHBIX TEOPETHYECKHX
IIOJIOKEHUH, B pPaMKax OCBAaWBAa€MOM KOMIIETCHLIMM, YMEHHE INPUMEHATH IOJyYEHHBbIE 3HaHMs Ha
IIPaKTUKE, OBJIaJICHUE HAaBbIKAMU aHAJIM3a U CUCTEMATHU3allM1 HH(OPMALIUK.

ITpu onleHMBaHUM PE3yJIHTATOB YCTHOTO OIIPOCA MCIIOJIb3YETCs CIEAYIOIIAs IIKala OLEHOK:

Oransl KOMIIETCHIINH, IIPElyCMOTPEHHBIE 00pa3oBaTeIbHOM
nporpaMMoii, cgopMupoBaHBl Ha BBICOKOM ypoBHE. (CB0OOOIHOE
BJIQJICHHE  MaTepuajoM,  BBIIBICHHUE  MEXIPEAMETHBIX  CBsI3EH.
YBepeHHOE  BJaJE€HUE  IOHATUHHBIM  aNlapaToM  JUCLMIUIUHBL.
IIpakTrnueckue HAaBBbIKU npodeccuoHanbHOM JIEeATEIIBHOCTH
c(OpMHPOBAHBI Ha BBICOKOM YPOBHE. CriocoObHOCTb K
CaMOCTOSITEJIbHOMY HECTaHAAPTHOMY PELICHHIO MPAKTUYECKUX 3a/1a4

100% - 90%
(oTIMYHO)

Oransl KOMIIETEHIINH, IIPEAYCMOTPEHHBIE o0Opa3oBaTeNbHOI
POrPaMMOi, copMUpOBaHBI JOCTaTOYHO. JleransHOE
89% - 75% BOCIIPOM3BEJCHHE Yy4eOHOro Mmarepuana. llpakTudeckne HaBBIKH
(xoporo) npodecCHOHANbHOW  JEATeNbHOCTH B 3HAYMTENBHOH  Mepe
chopmupoBanbl. [IpUCyTCTBYIOT HaBBIKM CaMOCTOSITEILHOTO pPELICHUS
NPaKTHYECKHX 33124 C OTAEIbHBIMU 2JIEMEHTAMH TBOPUYECTBA.

Oransl KOMIIETEHIINH, IIPEAYCMOTPEHHBIE o0Opa3oBaTeNbHOI
OporpaMMoil, cpopMHpOBaHBl Ha MHUHHMaJIbHOM ypoBHe. Hamuuue

74% - 60% MUHUMAJIBHO JIOIyCTUMOTO YPOBHS B YCBOEHUHM Y4eOHOT0O Marepuasa, B
(YOBJIETBOPUTENBHO) | T.4. B CAMOCTOSITEJIbHOM PEIICHUH MpaKkTHUecKuX 3ajad. [IpakTuueckue
HaBBIKU MTPO(ECCHOHANBHON 1eATEeNbHOCTH C(OOPMUPOBAHBI HE B MOJIHOM
Mmepe.

Oransl KOMIIETEHIINH, MPelyCMOTPEHHbIE o0pa3oBaTenbHON
nporpaMMmoii, He copmupoBaHbl. HenocTaTouHblii ypoBEeHb YCBOEHUS

Mmenee 60% NOHATUMHOIO amnmapara W Haauuue (QparMeHTapHbBIX 3HAHUK 110
(HeyoBJIEeTBOPHUTENBHO) | mucuuiuinHe. OTCYTCTBHE MHMHUMAJIbHO JOMYCTHMOTO YypPOBHS B
CaMOCTOSITEIbHOM ~ PELIEHUM NpaKkTHYeckux 3agad. [Ipaktuyeckue
HaBBIKHU PO ECCHOHATIBHOMN I€ATEIbHOCTH HEe C(OPMHUPOBAHBI.

TectupoBaHue
YpoBeHb 3HaHW, YMEHHH ¥ HaBBIKOB OOYYalOIIErocs IPH YCTHOM OTBETE BO BpeMs
MPOBEACHUS TEKYIEro KOHTpOJs ompenensercs Oamwramu B auanazone 0-100 %. Kpurepuem
OLICHUBAHUS MIPU MPOBEJACHUU TECTHUPOBAHMUS, SBIISAECTCS KOJIMYECTBO BEPHBIX OTBETOB, KOTOPBIE I
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CTYIEHT Ha BOIpPOCHI TecTa. [Ipu pacdere xoimyecTBa OAJJIOB, OMYYEHHBIX CTYJCHTOM IO UTOTaM
TECTUPOBaHUs, UCTOIb3yeTCA ciienyromas popmyna:

5=2 100,
0

rne

b — xonmuecTBO 0aI0B, MOMYYSHHBIX CTYACHTOM IO UTOr'aM TECTUPOBAHMUS,
B — xonmmuecTBO BEPHBIX OTBETOB, ITAHHBIX CTYJJCHTOM Ha BOIIPOCHI TECTA;

O — o011ee KOJIMYECTBO BOIIPOCOB B TECTE.

IIpoBepka pedepara
YpoBeHb 3HaHMN, YMEHWI M HABBIKOB OOydalomIerocs MpH IpoBepke pedepara BO Bpems
MIPOBEJICHUSI TEKYIIEro KOHTpOJsl ompezaensercs ©Oamiamu B nuanazoHe 0-100 %. Kpurepusmu
OLIGHUBAHMS TIIpH TpOBEpKe pedepara SBISAETCS JEMOHCTPAIUS OCHOBHBIX TEOPETUUYECKHUX

HOHOX(GHHﬁ, B paMKax OCBaMBacMOM KOMIICTCHIIUH.

HpI/I OLCHUBAHUU PE3YJIbTATOB YCTHOI'O OIIPOCA UCIIOJIBb3YCTCs CICAYIOIIAA MKaJIa OIICHOK:

VYyanmiics JeMOHCTPUPYET COBEPIICHHOE 3HAHUE OCHOBHBIX TEOPETHUYECKHUX IOJIOKEHUW, B paMKax
OCBaMBaeMOM KOMIIETEHIIUH.

100% - 90%

VYuanuiics IeMOHCTPUPYET 3HAHKUE OOJIBIIEH YaCTH OCHOBHBIX TCOPETHYCCKHUX TOJOKCHHUH, B paMKax

89% - 75% M
OCBaNBaEMON KOMIIETCHIIHH.

anmﬂﬁc;l JACMOHCTPUPYCT AOCTATOYHOC 3HAHUC OCHOBHBIX TCOPCTUYCCKUX HOHOX(@HHﬁ, B paMKax

74% - 60% .
OCBaNBaEMON KOMIIETCHIIIH.

anmﬂﬁc;l ACMOHCTPUPYCT OTCYTCTBUC 3HAHUA OCHOBHBIX TCOPCTUYCCKHUX HOHO)KGHHﬁ, B paMKax

Mmenee 60% 9y
0CBaMBAEMOI KOMIIETEHIIUH.

IIpoBepka keiica
YpoBeHb 3HAHMN, YMEHMH W HaBBIKOB OOydYarollerocs Npu IpOBEpKe Kelica BO BpeMs
IIPOBE/ICHUS] TEKYIEro KOHTpoJs ompenensercs Oamnamu B auanazoHe 0-100 %. Kpurepusmun
OLICHMBAHUS IMIPH MPOBEPKE Kelica SBISETCS IEMOHCTpAlUsl OCHOBHBIX TEOPETUUYECKUX TMOJIOKEHHM, B
paMKax OCBauBaeMOU KOMIIETEHIIUH.
ITpu onleHMBaHUM PE3yJIbTATOB PEUICHMsI Keiica HCIIOJIb3YETCs CIEeAYOIas IKala OI[EHOK:

100% - 909% |Yuammiics JAEMOHCTPUPYET COBEPILICHHOE 3HAHUE OCHOBHBIX TEOPETHUUECKUX  IOJIOKEHUH,
MPAaKTUUYECKUX U AHAIUTUYECKUX HABBIKOB B paMKaX OCBaWBaeMOIl KOMIIETEHIIUH.

899 - 75% |Yuammiicss aeMOHCTpUpYeT 3HaHHME OOJIbIIEH YacTH OCHOBHBIX TEOPETHYECKUX TOJOKEHUH,
MPAKTUYECKUX M aHAJIMTUYECKUX HaBBIKOB B paMKaX OCBaMBaeMOMN KOMIETEHIIUN.

74% - 60% |Yuamuiica JE€MOHCTpPUPYET JOCTAaTOYHOE 3HAHUE OCHOBHBIX TEOPETHYECKUX  IIOJIOKEHUH,
MPAKTUYECKUX U aHATMTHUECKUX HAaBBIKOB B paMKax OCBaWBaeMON KOMIIETEHITUH.

MeHee 60% |Yuauuiicsa 1eMOHCTPUPYET OTCYTCTBHE 3HAHHSA OCHOBHBIX TEOPETHUECKUX MOJIOKEHUH, MPaKTUYECKUX
1 aHAJIMTUYECKUX HABBIKOB B PAMKaX OCBaMBA€MOUM KOMIETEHIMH.

Pemenne 3anau
YpoBeHb 3HaHWI, YMEHUH U HaBBIKOB OOYYalOIIerocsl NpU PEIICHUU 33/ad BO BpeMs
MPOBEACHUS TEKYIIEro KOHTpOs ompenensercs Oamwramu B auanasone 0-100 %. Kpurepuem
OLICHMBAHUS TpPHU PEIICHUM 33a]ady, SIBISETCA KOJIMYECTBO BEPHO peEIIeHHbIX 3aaad. [Ipu pacuere
KOJIMYECTBA OAJIJIOB, MOJYYCHHBIX CTYJEHTOM IO UTOTAM PEIICHUs 3a]lay, UCTIONb3YeTCs CIAeAYoIIast

bopmymna:
B
b =—x100%,
0
rae b — konnvecTBo 6aJIOB, MOMYYEHHBIX CTYICHTOM MO UTOTAM PELICHUS 3a/1ay;

B — xonuuecTBO BEpHO pelIeHHBIX 3a]1a4;
O — 00111€€ KOJIMYECTBO 3a7a4.
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Pemenne cuTyanimoHHOM 3a1aun

YpoBeHb 3HaHUH, YMEHH M HABBIKOB OOYYAalOLIErocs MpPU BBIIOJHEHUU CUTYallMOHHOM
3a/1aud BO BpeMsi TPOBEICHHs TEKYIEro KOHTPOJI onpenensercs Oamramu B auanazone 0-100 %.
Kpurepusimu oneHuBanus siBisieTcst cOop u 0000meHne HeoOXxoauMon HH(GOpMAIMH, MPaBHILHOE
BBINOJIHEHNE HEOOXOAUMBIX pacueTOB, JOCTOBEPHOCTh U OOOCHOBAHHOCTh BBIBOJIOB.

[Ipu oneHMBaHUU PE3yJbTATOB PEUICHUS CHUTYAaLMOHHOM 3aJa4yl UCIIOJB3YETCs CIEAyIoUiast

HIKaJia OCHOK:

100% - 90%

VYyamuiicss IeMOHCTPUPYET COBEPIICHHOE 3HAHWE OCHOBHBIX TEOPETHYECKUX IIOJIOKCHUH, yMeeT
cobupars ¥ 0000ImaTh HEOOXOAUMYI0 WH(OpPMANUIO, MPAaBUIFHO OCYLIECTBISIET PACYETHI, JeaeT
000CHOBaHHBIE BBIBOJbI

89% - 75%

Yyamuiics JACMOHCTPUPYECT 3HAHUC OoJIbIIEH YacTH OCHOBHBIX TCOPCTUICCKUX HOHOH(CHHﬁ, MOXECT
CO6paTL 6OJ'H>HIyIO 4acCTb HeO6XO,E[I/IMOﬁ I/IH(I)OpMaIII/II/I, pacCUUThIBACT HeO6XO,HI/IMLIe I10Ka3aTeCu,
ACJIAcT BbIBOJbI, JOMMYCKasA IMPU 9TOM HE3HAYNUTCIILHBIC OIIHOKHU

74% - 60%

VYyamuiicss JeMOHCTPUPYET 3HAHUE HEKOTOPOH YacTH OCHOBHBIX TEOPETHUECKUX MOJIOKEHUH, MOXKET
co0paTh HEKOTOPYIO 4YacTh HEOOXOIMMOM WH(OPMAIUH, PACCUUTHIBACT HEOOXOJUMEIC MOKA3aTEIH,
JICNIaeT BBIBOJIBI, IOMTYCKasl TPH 3TOM OIIMOKU

menee 60%

VYyanmiics JeMOHCTPUPYET OTCYTCTBHE 3HAHUS OCHOBHBIX TEOPETHUUECKUX IOJIOKEHUH, YMEHUU U
HaBBIKOB B paMKaX OCBaMBa€MOU KOMIIETEHIIUN.

5. OueHouHble MaTepHaJIbl npomemyTquOﬁ aTrTreCcTallum 1o JTMCHMIIJINHE

5.1. MeToabl npoBeieHUsI 3a49€Ta ¢ OLEHKOM
3adyeT NMPOBOAUTCH C NMPHUMEHEHHEM CJEeAYIIIUX METOJ0B: METOJ] YCTHOTO OIpoca 0
BOIIPOCAM M3 TIEPEUHS MPUMEPHBIX BOIIPOCOB U3 1. 5.2.

5.2. OueHo4HbIe MaTepHAJIbI IPOMEKYTOYHOM aTTeCTALMU

Ko
Kox HaumeHnoBanue A HaumeHnoBanue sTana
JTana OCBOCHUS
KOMITETEHIINT KOMITETEHIINN OCBOEHHS KOMIICTEHIINU
KOMITCTEHIINT
Cnoco6HOCTh TPUHUMATD
ONITHMAJIbHBIE
YIpaBJIeHIECKUE PEICHUS
Cr1ocoOHOCTB HCIIONB30BAaTh IPOTPAMMHBIE
C Y4ETOM KpHUTEpHUEB
COLMAILHO MPOAYKTHI A7 pOopMUpPOBaHMS U aHAIH3a 0a3 TaHHBIX
[TIKo2 OC-3 H . [IKo2 OC-3.1 | u npaBOBO# HH(POPMALIKH C IENIBI0 00CCIICUCHHUS HH-
HYKOHOMHYECKON .
(hopManoHHOH OE30MaCHOCTH
3¢ HEKTHBHOCTH, PUCKOB U
BO3MOXKHOCTEH
HCTIOBb30BaHUS
HMEIOIINXCS PECYPCOB

Onucanue nmokasarejei u KPpUTEPUEB OLICHUBAHUS KOMIICTCHIMHA HA PA3JIMYHBIX dTallax €¢ (l)OpMP[pOBaHl/Iﬂ

JTan 0CBOEHMA Iloka3zarenn Kpurepuii
KOMIeTeHIIUH OlleHUBAHMSA OLleHUBAHUSA
IIKo2 OC-3.1 — Hcnonw3yer MexayHapomHble cTaHAapTsl MHGOp- |— [leMOHCTpHpyeT 3HaHuWil oc-
CrnocoOHOCTE HCIONB- | MAIMOHHOTO OOMEHA; JAET ONpPEJEIEHHE TMOHATUS | HOBHBIX TEOPETUYECKUX MOJIO-
30BaTh MPOTPAMMHBIC | yTPO3bl, 3alIUTHL, BUAOB NPOTHBHUKOB WM ‘‘HAPYIIH- |>KEHHUH B TIOJHOM 0OBEME

MPOAYKTHL s (hopMu-
poBaHUS U aHaNM3a 6a3
JIaHHBIX W IIPaBOBOH
nHPOPMALINU C MENBI0
obecrieuenust uHOP-
MAaIMOHHOM Oe3orac-
HOCTH

Temei”’; mepedncisieT MoAen 0e30MacHOCTH U MX TPH-
MEHEHHE; Ha3blBAaeT METO/Ibl Kpunrorpaduu; Ha3plBaeT
MEeTOABl M crocoObl obecrieueHHs WH(POPMAIMOHHON
0e30macHOCTH B TMPOQPECCHOHANBHON JCSITEILHOCTH;
uaeHTUGHUIUPYET HHPOPMAIIMOHHBIE TEXHOJIOTHH B CH-
cTeMe Mep 3aluThl MHPOPMAIMHU; MPUMEHSET HOpMa-
TUBHBIE JOKYMEHTHI 110 3aIUTe HHPOPMAIIMH U OpraHH-
3allMM COOTBETCTBYIOUIMX OTJIEJIOB B OpPraHU3alusX;
MIPUMEHSET PYKOBOJSIINE JIOKYMEHTHI, Kacarolluecs
rOCyJIapCTBEHHOH TallHbI.
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— JleMOHCTpHpPYET CHOCOOHOCTh caMooOydeHHs B co- |— [IpuMeHsieT 3HaHHUs Ha Ipax-
BPEMEHHBIX KOMITBIOTEPHBIX CPE/iaX; BIJACISIET OMACHO- | THKE B IOJIHOM Mepe

CTH M yrpo3bl HHDOPMALMOHHOW OE30MaCHOCTH; MPH-
MEHSET OCHOBHBIC METOJBI U MPOrPAMMBI 3aIlUThl WH-
(hopMaImu; UCTONB3YET METOJIBI U CIIOCOOBI obecmeye-
HUsI MTHPOPMAIOHHOW 0€30I1aCHOCTH C LIEJIBIO MPEeIoT-
BpAIllCHUs] HECAHKIMOHHPOBAHHOTO JOCTYIa, 3J10-
YMBIIUICHHOH MOTUMUKALNKA WIH YTPaThl CIyKeOHOM
nH(GOPMAIIHH.

— JleMoHCTpHpyeT HaBBIKM Kpunrorpapuyeckoii u |— Braneer HaBblkamu aHaim3a
cTeraHorpapu4ecKkoil 3amuTel HHPOPMALMK; IPUMEH- | M CHCTEMaTH3aliK B BEIOpaHHOI
€T OCHOBHBIC METOIBI W CPEICTBa 3aIIUTHl WHpOpMa- |chepe

MM,

[TonHbl KOMIUIEKT OLIEHOYHBIX MAaTEpHAJIOB JUIsl MPOMEXKYTOYHOM aTTecTallud MpEeACTaBiIeH B
[Tpunoxenun 1 PIT/.

TunoBble OLleHOYHBIE CPEACTBA IPOMEKYTOYHOM aTTeCTAllUH

Bomnpocsl k 3a4eTy 1o IMCHMILINHE
«OcHOBBI HH(OPMALMOHHOM 0€30MACHOCTH X0351iiCTBEHHOM 1eATeJIbHOCTH)

1. [TonsTHe 3amuTel HHGOPMAIMH 1 HHPOPMALMOHHONW OE30MACHOCTH.

2. OCHOBHBIE COCTABIIAOLIME HH(POPMALIMOHHOM 0€30M1acHOCTH.

3. 3aKOHOATEIBHBIN YPOBEHb HH(OPMAIIMOHHON 0€301TacCHOCTH.

4. KommnbroTepHble pecTynIeHus .

5. [TonsiTve aTaku Ha HHPOPMALIMOHHYIO CUCTEMY .

6. Knaccudukanus arak.

7. Buipl npOTHUBHUKOB WK “HapyIIUTENeH”, X Kiaccuukanus.

8. Kananb! yreuku nnpopmanuu.

9. [TonsiTue yrpo3ssi.

10. HcTouHMKH yrpo3 U UX Kilaccu(UKalus.

11. Mopens yrpos.

12. AHaJn3 BO3MOXKHBIX CITIOCOOOB HapyILIEeHNH HMH(POPMAITMOHHON CHCTEMBI.

13. [TonuTrka 6€30MaCHOCTH U €€ pean3alius.

14. OCHOBHBIE IOHATHUS KpUOTOrpaduu.

15. JIBa OCHOBHBIX HalpaBJIeHUs] B COBPEMEHHON KpUNTOrpaduu.

16. Knaccuueckue kpunrocuctemsl M ux kiaccudukanus. [Ipumepsi.

17. KpunToanann3 MHOroan(paBUTHBIX CUCTEM.

18. Kpunrocucrema: “OnHopazoBblif GJOKHOT .

19. Cranpaptel nppoBaHUs JaHHBIX.

20. Cucremsl mudpoBaHus, He TpeOyOLIUe epeJadn KIroya.

21. KpunTorpadus ¢ OTKpbITBIM KIIFOUOM.

22, DJeKTpOHHAs MOANUCH U IPUHLUIIBI €€ TPUMEHEHHUS.

23. PykoBonsmue nokymeHTsl ['ocrexkomuccuu Poccun.

24, Nuctpykuus CTP-K. Pekomennamuu mo 3amure KOHQHUISHIMAIHON HH(OPMAIIHH.
25. PaspemmurensHas cucteMa JI0mycKa.

26. MeskceTeBble SKpaHbl.

27, Texnonorust VPN-cereii.

28. Yrpo3sl nHpOpMamoHHON 6e30nmacHoCTH pu padbote ¢ HTepHer.

29. APXUTEKTYpa THIIOBOW CUCTEMBI 3alIIUTHI OT HECAHKIITHOHMPOBAHHOTO JTOCTYTIA.
30. Wnentudukanys u ayrentudukanus. [laponbHas ayTeHTUUKAILUS.

31. [Toncucrema ynpaBieHus JOCTYIIOM. MaTpuIiia 10CTyma U CIIACKA JOCTyTA.

32. [TporpammMHo-anmapaTHbie cpeacTBa 3amuThl nHGopmaru ot HC/I.

33. YcTpoiicTBa BBOJA HACHTH(DUKAMOHHBIX IPU3HAKOB.

34. KommnekcHbli moaxo/ kK o0ecreyeHn o HPOPMALMOHHOM 0e30MacHOCTH OpraHu3alliy.
35. [TepcniekTUBBI pa3BUTHS TEXHOJIOTHN obecrieueHust HH(GOPMAITMOHHONW 0€30MacHOCTH.
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IIpakTHYeckHe KOHTPOJIbHBIE 32JAHUS

Tewma 1. 3ammTa 0QUCHBIX TOKYMEHTOB.

PaccmaTprBaemblie BOIIPOCHI:

3amuTa 1okyMeHToB Microsoft Word oT HeCaHKIIMOHMPOBAHHOTO AOCTYTIA.

3ammra fokymMeHToB Microsoft Word oT HecaHKIIMOHUPOBAaHHOTO H3MEHEHUSI.

3amuTa nokyMmeHToB Microsoft Excel oT HeCaHKIIMOHMPOBAHHOTO U3MEHEHUSI.

3ammra fokymMeHToB Microsoft Excel oT HeCaHKIIMOHUPOBAHHOTO JIOCTYTIA.

3aanus AJi1 CaMOCTOSITENIbHOTO BBIMOJHEHUS:

3ammra tokymentoB Word.

1. Coznaiite Ha qucke D: B mamnke Bamiel Tpynibl Hanky 3ammra oguca.

2. Habepure B penakrope Word nmpou3BOJIBHBIN TEKCT U COXpAaHUTE €ro B mamke 3ammTa oduca
noj umeneM documentl.

3. Bribepute meHto CepBuc — Y CTaHOBHUTH 3aIIUTY.

4. 3anperuTte M00bIC N3MEHEHUS KPOME 3alMCH UCIIPABICHUH U 3a/1aiiTe mapob 12345,

5. IlompoOyiiTe OTpenakTUPOBATh CBOM TEKCT. YJaJIMTE HEKOTOPHIC CIIOBA M JIOMHIIUTE HOBHIE.
[TorpoOyiite npunsate Bce wucnpasinenus (Cepuc — MHWenpasnenus — IIpuHSATH/OTKIOHHUTH
ucnpasienusi). OOpaTtuTe BHHUMaHHE, YTO BCE HW3MEHEHHUS B JIOKyMEHTE (UKCHUPYIOTCA, HO
MPUHATH/OTKIIOHUTH UX HEBO3MOXKHO.

6. 3akpoilTe TOKYMEHT, COXPaHUB €rO0.

7. OTKpoOTEe JOKYMEHT U MONPOOYHTE NPUHATH UCIPABICHUS.

8. CHuMuTe 3amuTy noKymeHTa. Beibepute meHto CepBuc — CHATB 3alIUTY U BBEAUTE MAPOJIb.

9. [NompoOy¥iTe MPUHATH BCE UCITPABJICHUS. Y O€TUTECH, YTO UCIIPABIICHUS IPUHSTHI.

10. 3aHOBO 3alUTUTE JOKYMEHT, KpOME 3aIlMCH UCTIPABICHHUM U 3aKPOITE €ro, COXpPaHUB.

11. HaGepute HOBBIM JOKYMEHT (OTJIMYHBI OT IEPBOr0) U COXpAHUTE €ro (moj HMEHEM
document?) B manke 3amuta oduca.

12. YcraHoBUTE 3amIMTy 3TOTO JOKYMEHTa, BhIOpaB MeHIO CepBHUC — YCTaHOBUTH 3allUTy H
3anpeTHB JII00ble U3MEHEHHsI KpOMe BCTaBKU IpuMedaHuil. 3anaite napons 12345,

13. TlorpoOyiiTe OTpeaaKTUPOBATh JOKYMEHT.

14. BecraBbTe /1Ba mpuMeyaHus K J00bIM GparmenTam. MeHto Beraska — [Ipumedanue.

15. IlonpoOyiiTe N3MEHNUTH OJIHO MPUMEYAHNE U YJAINUTD JPYToe.

16. 3akpoiiTe JOKYMEHT, COXpPAHUB €TO.

17. Coznaiite Tpetuii nokymeHT B Word, coxpanurte ero B mamnke 3ammTa oduca moj UMEHEM
document3. YcTaHOBUTE Ha HEro 3alIUTY, 3alPETUB JIIOObIE N3MEHEHHS, KpOME BBOJA JTAHHBIX B MOJIS
dbopwm. 3agaiite mapons 12345.

18. IlonpoOyiiTe oTpenakTHpoBaTh JAOKYMEHT. [IpocMOTpHUTE MYHKTHI MEHIO, YTOOBI BBIICHUTDH
Baiu BO3MOXKHOCTH 110 peAaKTUPOBAHUIO JJOKYMEHTA.

19. CHuMuTE 3aIIUTY C JOKYMEHTA.

20. Pa30eiiTe Ball JOKYMEHT Ha JiBa pasjena. (Y CcTaHOBUTE Kypcop B MECTO pa3phiBa U BbIOepUTE
Mento BeraBka — Paspeis — HoBbIM pa3zien Ha TEKyIIeH CTpaHULE).

21. YcraHoBUTE 3alIUTY Ha JOKYMEHT, 3allpeTUB JIIOObIE MU3MEHEHMs, KpOME BBOJA JITAaHHBIX B
nonst ¢opm. Mcnone3ys kHONKy Pa3genbl, ycTaHOBUTE 3ampeT TOJNBKO Ha BTOpo# pasnen. Ilapons
12345.

22. TlonpoOyiiTe OTpeJaKTHPOBATh NEPBbIA U BTOPOIl pa3/iensl JOKyMEHTA.

23. 3aKkpoilTe TOKYMEHT, COXPaHUB €rO0.

24. Co3naiiTe 4eTBepTHIil TOKYMEHT B penakrope Word U coxpaHuTe ero B make 3ammuTa oduca
o umeHeMm document4.

25. Bribepute mento Cepsuc — [lapamerpsl, 3aTem Bkiaaky CoxpaHeHHe.

(Ecniu Brr pabotaere B Word2t3 unu XP, To Hamo BeIOpath BKiIaaky besomacHocts. [locMoTpuTe
BO3MOKHOCTH 3TOM BKJIagku. OOparuTe BHUMaHUE Ha (Iaxok « Y AasaTh JUUHBIE CBEACHUS U3 (aiina
MIPU €T0 COXPAaHEHUN ).

26. 3anaiite naponb 7777 Ha OTKpBITHE (aiia.

27. 3akpoite (aiin, coxpaHHMB ero, 3areM MompoOyiTe OTKpbITh. IlompoOyiiTe BBecTH
HENPAaBWIBHBIN 11apoJib, a 3aT€M OTKPONTE TOKYMEHT C IIPABUIILHBIM [1apOJIEM.
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28. CozpaiiTe mATHI TOKyMEHT B penakrope Word u coxpaHuTe ero B nake 3ammra oduca moa
umeHeM documents.

29. Bribepure mento Cepsuc — I[lapamerpsl, 3aTem Bkianky beszomacHocts (CoxpaHeHue ais
Word2000) u 3amaiite mapoJib paszpemieHus 3anucu 9999.

30. 3akpoiiTe JOKYMEHT, COXpaHUB €ro U MonpoOyiTe CHOBAa OTKPHITh. BbIOEpUTE PEKUM TOIBKO
yreHus. OTpeTakTUPYHUTe JOKYMEHT M MONpoOyiTe ero coxpanuth. Coxpanute kak document5 1.
31. [lonpoOyiite OTKpHITH (haiin documentS 1.
32. 3akpoiite Bce (ailibl U MOKKUTE PE3yJIbTAT MPEIOaaBaTEINo.
3ammra nokymentoB Excel.
1. 3anyctute Excel u co3naiite cienyromyo TadIuiry

ol7[e] Oknag MNpemuna Utoro

2. 3anonHUTE €€ Ui IPOU3BOJIBHBIX TPEX YEIOBEK, BBOJIS IPOM3BOJIbHBIE YUCIA U CYMMUPYS UX B
rpade Htoro.

3. [Toctpoiite KPyroByr auarpaMmmy 1o ctojioiy Hroro.

4. Coxpanute ¢aiin B nanke 3amuTa odurca noj uMeHem probal.

5. CoxpanuTte 3TOT ke ¢aits B manke 3amura oduca eie pa3 mojJ IMCHeM proba?2.

6. 3akpoiite Qaiin proba2 u oTkpoiite daiin probal.

7. Beioepute menro Ceppuc — 3aniura — 3alllUTHTD JIUCT U 3aaiTe mapons 1111.

8. ITonpoOyiite oTpenakTupoBats JaucT. [lepeliaure Ha JIncT2 u nonpoOyiiTe BBECTH JaHHbIE.

9. YcraHoBute 3aluTy BTOPOTO JIUCTA C Maposem 2222,

10. Caumure 3amuty ¢ Jlucral. Ucnons3yiite meHto CepBuc — 3amura — CHATh 3a10UTY JIMCTA.

11. YcranoBute 3amury Jlucral, oTMeTuB TOJIBKO (u1aykOK 3aluTa JUCTa B OTHOIIEHUH O0OBEKTOB
Y 3a1aB napois 1111.

12. TTonpoOyiiTe MI3MEHUTH NaHHBIE B stueiikax. [lonpoOyiiTe n3MEHUTh Auarpammy.

13. 3akpoiite ¢aiin, COXpaHHB €ro.

14. Otkpotite daiin probal u nmonpoOyiiTe BHECTH W3MEHEHHS Ha TIEPBBIH JIUCT, 3aTEM Ha BTOPOH.

15. 3akpoiite ¢aitn probal u oTkpoiite aiin proba2.

16. Breibeputre menio CepBuc — 3amura — 3amuTuTh KHUTY. OCTaBbT€ OTMEUYEHHBIM TOJIHBKO
¢naxok CTpykTypy W 3amaiite maponb kniga (mpoBepbTe, uTOOBI ObLIa BKJIIOYEHA AHIJIMHCKas
packiaaKa)..

17. IlonpoOyiiTe M3MEHUTD JTAHHBIE Ha JIUCTE. Y OEAUTECH, YTO U3MEHEHUSI BO3MOXKHBI.

18. [onpoOyiiTe yaanuTh nepBblil JUCT (Mp. KHOIKA MBIIIN Ha SPJIbIKE JHCTA BHU3Y CTPAHUIIBI).

19. 3akpoiite (aiin, coxpaHUB U3MEHEHUS, U 3aHOBO OTKpoiiTe ero (proba2).

20. CanMute 3amuty ¢ kHUru. Menro Cepsuc — 3anura — CHATB 3alIUTY KHUTH.

21. YcraHoBuUTE 3alIMTY KHUTH, OTMETHUB 00a (priakka ¥ yCTaHOBUB Mapoib kniga?2.

22. TlonpoOyiiTe N3MEHUTH JIaHHbIE HA JIHUCTE.

23. Beibepute MeHt0 OkHO — CKpBITh U BBEUTE MapOJIb.

24. 3akpoiite (haiin, COXxpaHUB U3MEHEHHUS.

25. Otkpoiite (aiin proba2. Yoenurech, 4To OKHO HE OTOOpakaeTcs U JAHHBIE HE BUHBI.

26. Bribepute meHro OxHo — OTOOpa3UTh M BBEIUTE NApPOJIb.

27. CkpoiiTe OKHO U 3aKpoiTe (aiisl, COXpaHUB U3MEHEHUSI.

28. Ilokaxkure pe3yabTaT MPEnoJaBaTelo.

29. CHUMHUTE 3alIUTy CO BCeX Balux (aitnos.

JIureparypa:

www.microfoft.com

JleknmoHHBIN MaTepHail.

Tewma 2. [locTpoenne Moenu yrpos.
PaccmarprBaembie BOIIPOCHI:
Knaccudukanus arak.

Kanans! yreuku nnpopmanuu.
ITonsTHE YrpO3BHL.
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VICTOYHMKH yTpo3 U UX KJIACCH(PHUKAIIHAL.

[Toctpoenue monienu yrpos.

3al[aHI/I$I JJ11 CaMOCTOATCIBbHOI'O BBIITIOJTHECHU A

[Toctpoiite Moaenb yrpo3 Ajsi HEKOTOPO OpraHM3alvy, 3alOJHUB MPUJIaraeMyro TaOJIHIly Tak,
9TOOBI B SUEHKe cTosuia «1», ecnm yrposa, yKa3aHHas B JaHHOW CTPOKE NMPUMEHUMA ISl OOBEKTa,
YKa3aHHOTO B JAHHOM CTOJIOLE.
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AHTPOMNOreHHble UCTOYHUKMU Yrpo3

NHTepec nlYTeuyka 3a cyeT areHToB

npefHaMepeHHbIe BusyanbHana n ¢oTo passeska
0EUCTBMA  KPUMMUHANbHbIX
CTPYKTYP W NPecTynHbIX

1 FPYNNMPOBOK; Moaudunkauma nHdopmauum

BnoknposaHue nHpopmaLmm

YHUUTOKEHNE NHPOopMaLmm

MpumeHeHne 3aknagok

Pernctpauna HaBoaokK

MpeaHamepeHHble VTeuka nHdopmaumm

nencreusa BusyanbHasa u ¢oTo pa3BesKa

BCMOMOraTeIbHOro T y————
2 |nepcoHana (ybopLumkm,

oxpaHa) MoauduKaumua nHGopmamm

YHUUTOXKEHNE NHPOopMaLmm

MpumeHeHWe 3aKNa0K

OwwnbKkn nonb3osateneit  |bnokuposaHue MHbopMaLUK

3 Moaudunkauma nHdopmaumum

YHUUTOXKEHNE NHPOopMaLum

OWwmnBKKM NporpaMmncTos  |baoknposaHme nHbopmalmm

4 Moaundukaumna nudopmaumm

YHUUTOXKEHNE NHPOopMaLum

[TeXHOreHHble UCTOYHUKU Yrpos3

C6bou B KaHanax nepegauv|bnokuposaHue nHbopmaumn
5 v cpeacTBax cBA3M;

YHUUTOXKEHWE MHPOopMaLmm

Cboun B cpeactBax|bnokuposaHue MHGopmauum
6 |snekrponuranus

YHUUTOXKEHWE MHPOopMaLmm

Bo3smoxKHOCTb aBapuii  B|baokupoBaHue nHbopmauun
NH}KEeHepHbIX

7 (BopocHabkeHus,
KaHanmsauum) 7
KOMMYHMUKALMOHHbIX CETAX

YHUUTOKEHWUE MHPOopMaLmm

BHeluHMe CTUXUIHbIE UCTOYHUKU

Bo3mMOKHOCTb yparaHos YHUUTOXKEHWE MHbopMaLnm

BroKkupoBaHue MHGopmMaLmm
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Bo3moKHOCTb aBapuU|YHUUTOXeHME MHPOopMaLUn
9 [6an3nexalumx
NPOMBILLNEHHbIX 06bEKTOB

BnoknposaHue nHpopmaLmnn

10 |BO3MOXKHOCTb NoXapos YHUUTOXKEHWE MHPOopMaLmK

Jlureparypa:
1. JIekinoHHBIN MaTepua.

2. OcHOBBI MH(POPMALTMOHHOW OE30MACHOCTH XO3SUCTBEHHOH NEATENBbHOCTH: yueOHoe mocodue /
N.I1. MuxueB; BO ®I'BOY BIIO «Poccuiickas akageMusi HapOJHOTO XO3sICTBA U Tocyiap-
CTBEHHOM ciykO0b1». — Bonrorpan: M3a-8o BO ®I'BOY BIIO PAHXul'C, 2013. — 144 c.

3.IInatono B. B. IIporpamMmMHo-anmapaTHbIe CpeacTBa 3aIlUThl HHDOpMAIuu: yueOHUK. / M.:
W3a. uentp "Axanemus". 2014.

Tema 3. Knnaccuueckue KpUnToOCHCTEMBI.
Paccmampueaemvie sonpocoi:
Knaccuueckas kpunrorpadus.
Kpunrocucrema Lle3aps.
Kpunrocucrema Buxenepa.
[IpaxTrueckas peanusanus cucteMsl Buxenepa.
[Tonatue MHOroan(aBUTHON KPUITOCUCTEMBI.
Kpunroananu3 MHOroan(paBUTHON KPUIITOCUCTEMBI.
Kpunroananus cucremsl Buxkenepa.
Kpunroananus cuctems! «O1HOPa30BbIil OJIOKHOTY.

3a0anus ona camocmosmenbHO20 8bINOIHEHUSA:
1. Otkpoiite ¢aitn CRYPTOL.XLS u nocMoTpuTe Kak peann3oBaHa cuctema Brkenepa.
2. Cosnaiite B Excel ciaenyrornyro Tabwi
OTKpBITBII TEKCT
ITaposb
Koz OykB TekcTa
Koz OykB nmaposst
CymMmMa k0710B OYKB
CyMmMa o MozyJiro
Kpunroreker

3. BBeaure B epByI0 CTPOKY IMPOU3BOJIbHBINA TEKCT MO OJHOM OYKBE B KaXIyI0 sUEHKY.

4. BBenuTte BO BTOPYIO CTPOKY TaOJMIIBI NMPOU3BOJIBHBIM Maposib MO OAHOW OyKBE B KaXKIYIO
saueiiky. Ecam uimHa naposis MeHblIe JUIMHBI OTKPBITOTO TEKCTa, TO HAYHUTE HaOOp MapoJsl Jaliblile,
MIOKa HE 3aKOHUUTCS OTKPBITHIN TEKCT.

5. Ucnonw3ys ¢yakmuio KOACHMB, 3anonHuTe uYeTBEpTYIO U MATYIO CTPOKH TaOIMLBI JUIs
oTpesieNIeHUs] KOJI0B KaXK10M OYKBBI OTKPBITOI'O TEKCTa U MapoJisl.

6. B 1AT0M1 CTPOKE CIOKUTE TPETHIO U YETBEPTYIO CTPOKH.

7. Ecnu B mATOM CTpOKE CyMMa MPEBBIIIAET 255, TO B IMIECTONU CTPOKE HEOOXOUMO OTHATH 255 OT
yucia B nsaToi crpoke. Mcnons3yiite pynkuo ECJIN.

8. B ceapmoii cTpoke mnosiyuute OYKBBI 3alIM(pPOBAHHOTO TEKCTA, MCMONb3Ys (QYHKLHUIO
CUMBOJL

9. CamocCTOSTeNbHO, HUCHOJb3yS OMNHCAHHBIE BbINIE (QYHKIUH, paclu@pyiiTe MNOTyYEeHHBIN
KPUNTOTEKCT. J{J1s 3TOro co3naiite HUXKe epBOi TabIHUIIBI BTOPYIO TaONIHUILy.

10. Pacmmudpyiite TeKcT:

KCArz Bl YHKOO6XDbr UbADbrprxYUIIA'

WCIIONB3Ys apodib «mmdpy». [Ipu Habope TekcTa mpormyCcTUTE MPOOEITBl MEXAY OyKBaMH.

11. Pactuu¢pyiite Tekcr:

EblAxI[Co bBoYOn Hlx VYbBI3IIO®ODd Hllag D0 2263 PmMuax3

HE 3Hasl apoJis, HO 3Has, YTO B 3aIlIU(POBAHHOM TEKCTE €CTh CIIOBO KUCTHHY.

27

N~ wNE




Jlumepamypa:
1. JlekunoHHBII MaTepHal.

2. OcHOBBI HH(OPMAITMOHHON 0€301TaCHOCTH X035UCTBEHHOH ACATEIBHOCTH: YueOHOe Tocodue /
N.I1. Muxnes; BO ®I'BOY BIIO «Poccuiickas akagemMusi HApOJIHOTO X035HUCTBA U TOCYJapCTBEHHOM
cmyx0b1». — Bonrorpan: M3a-so BO ®I'bOY BITO PAHXul'C, 2013. — 144 c.

3. Ilnatonos B. B. IlporpamMmMHo-anmapaTHble cpeCcTBa 3alIUThl HHGOpMAIHK: yueOHUK. / M.
N3na. nentp "Axanemusa". 2014.

Tema 4. Kpunrorpagusi ¢ OTKPbITHIM KJIHY0M.
Paccmampusaemvie sonpocwi:
Kpunrorpadus ¢ OTKpBITBIM KIIFOUOM.
I'eneparnus kiroueBoii napsl B mporpamme PGP.
Opranu3zanus oOMeHa KII0YaMH.
udposanue nanubix B PGP.
[loHsATHE PNEKTPOHHOMN MOAMKCH.
3ammTa JOKYMEHTOB 3JIEKTPOHHOM MOINKCHIO B Tporpamme PGP.
IudpoBanue u IEKTPOHHAS MOANUCH JOKyMeHTOB B PGP.
3adanus ona camocmosamenbHo20 8blNONHEHUS:
1. Bammyctute PGPtools (ITyck — ITporpamMmsr — PGP — PGPtools)
[TosiBUTCS maHenb

NogakowhE

25 PGPtools

)
NMEEEEEE
2. BoiOepute JIeBYIO KHOIKY C IBYMs Kilto4aMu. 3amyctutcs Moayib PGPKeys co crimckom Beex

Kioueit Ha Bamem kommbrotepe. B mome Description ykasano, Kakoi 9TO KIIFOY: TOJNBKO OTKPBITHIN
(public key) nnu xiroueBas napa, T.€. OTKPBITBIN M CEKPETHBIN KJIt0Y B KomIuiekTe (Key pair).

=
(v} -
3. Co3paiiTe HOBYIO KIIIOYEBYIO Iapy, Ha)KaB Ha KHOIKY \= Y BBHITNIOJIHUB BCE IIarM MacTepa
CO3JaHus KIIIOUEH.
4. Cozpnaiite Ha ntucke D: manky ¢ Ha3BaHueM Bateit rpynmnsbl.

5. DKCHopTUpPYITE CBOM OTKPBITHIN KJIIOY B 3Ty MAIKy, HAKaB Ha KHONIKY —— M YKa3aB MyTh J10
Bameii manku. B kauecTtBe Ha3BaHus (aitia ¢ Kiro4oM ykaxute Bamry damumnuto.

6. Crxonupyiite Baur daiin Ha cepsep (Server606) B manky PublicKey.

7. UmnopTupyiiTe U3 3TOW NManKu YbH-JIUOO IPYrue OTKPHIThIC KItOUYU. sl TOro Ha)XMUTE Ha

~
KHOIIKY = BbIOEpUTE MyTh U Ha3BaHUE Qailna.

8. Bakpoiite okHO PGPKeys.

9. 3ammyctute Word u HabepuTe MUCBMO KOMY-JH00, Yeil Kitod Bbl uMIoptupoBain. CoxpaHuTte
9TOT TEKCT B BallIeH MaIKe.

10. 3ammdpyiite >TOT aiil OTKPBHITHIM KIOYOM 3TOr0 MOJib3oBaTens. JJis 3TOro HaXMuTe
KHOIIKY Ha nmaHenn PGPtools, ykaxurte myTe W Ha3BaHue Barero daiina, a 3areM KIOY B
nosiBuBLIeMcst okHe. CoxpaHuTe 3amu@poBaHHblid (aiin B Bameil nanke noa damunueid Toro, komy
BsI ucanm.

11. Ckommupyiite 30T (haiin Ha ceprep (Server600) B manky TextPGP.

12. CxonupyiiTe u3 3Toi nanku B Bamry nanky Ha aucke D: ¢aiin, agpecoBanuslii Bam.

.
.
13. Pactmudpyiite 3ToT (haiis, HakaB KHOTIKY s
3aTreM BbIOpaB Bari kiito4 B CIUCKE KITIOYEH.

14. Co3znaiite eme oauH J0KyMeHT B peaakTope Word, coxpanus ero B Bamieit mamnke Ha aucke D:

WJIM ABaXK[bI IIEJTKHYB MO HEMY MBIIIKOM, a
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15. oamumute 3TOT (haiii BaIiei SIeKTPOHHOM MOAMKUCKI0. JIJIT ’TOT0 HAKMHUTE KHOIIKY
Ha nanenu PGPtools, ykaxure myTh 1 Ha3zBanue Bamero ¢aiina, a 3arem Bamn kiirou B mosiBUBILIEMCS
OKHE.
16. O6patute BHEMaHUE Ha (ailyl moANKCH B Baliel nanke. OTKpoWTe ero TBOWHBIM MICITYKOM.
17. OTkpoiiTe noanucanHbli Bamu ¢aiin u ©3MEeHUTE ero, COXpaHWB U3MEHEHHUS Ha JTUCKE.
18. Ortkpoiite (aiin MOANMUCH NBOWHBIM IIEIYKOM emie pa3. YOeauTech, YTO MOANKNCH HE
JNIEUCTBUTENLHA.
19. Co3naiite HOBBIN nokyMeHT B Word. HaGepuTe HeOobIoOe peiiokeHNe U CKOIIUPYITE ero B
o0ydep oomeHa.

20. [{enKHUTE MBILLIKOW 10 KHOIIKE E Ha [aHEeJM 3aJa4 B IPAaBOM HUKHEM YIILy.

21. B nosiBuBiemcs mento Beidepute Encrypt Clipboard u ykakure Bam kittou.

22. Ha uymctom Mecte Bamrero mokymeHTa BcTaBbTe TeKCT W3 Oydepa obOmena (IIpaBka —
BcraButs). [losiBuiics 3amm@poBaHHBINA TEKCT.

23. Cxonupyiite ero B 0ydep oOMeHa ¥ 1Mo aHaJIOTUHU ¢ MUGpPOBaHUEM paciIuPpyHUTe ero, BHIOpaB
nynkt Decrypt&Verify Clipboard.

24. BeraBbTe paciingpoBaHHbIi TeKCT u3 Oydepa odOmeHa.

Jlumepamypa:
1. JIekimoHHBIM MaTepua.

2. OcHOBBI HH(POPMAIIMOHHOM 0€30MaCHOCTU XO3AUCTBEHHOU NEATENBHOCTH: yueOHoe mocobue /
N.I1. MuxueB; BO ®I'bOY BIIO «Poccuiickas akageMus HapOJHOTO XO035HUCTBA U Tocyaap-
CTBEHHOI ciyx0b1». — Bonrorpaza: M3a-so BO ®I'BOY BIIO PAHXuI'C, 2013. — 144 c.

3. [InmaronoB B. B. IlporpaMmHo-anmapaTHble cCpeAcTBa 3amuThl HH(popMaruu: yuyeOHuk. / M.:
N3n. nentp "Axanemus". 2014.

4. Beenenue B kpunrorpaduro/ [Tox o6m. pen. B.B. Smenko. — M.: MITHMO “YePo”, 2013.

5. http://pgp2all.org.ru

Tema 5. 3ammra 0a3 ganubsix Microsoft Access.
Paccmampusaemvie sonpocoi:
IMTocTpoenwue 6a3bl qanHbIX B Microsoft Access.
3amuTa 0a3bl JAHHBIX OT OTKPBITHUSL.
[Tonb30BaTeny u rPyMIIbL
[TaposibHas 3anuTa.
Pasrpannuenue npas goctymna.
Baoanus 013 camocmosmenbHo20 bINOIHEHUS.!

1. Coznaiite Ha qucke D: B mamnke Bareii rpynmsl 6a3y qaHHBIX CekpeT

2. Cozpnaiite Tabnuily B pexuMe KOHCTPYKTOpa (IMOJ€ MOMEYEHHOE * SIBIISIETCS KIIFOUEBBIM) U
COXpaHHUTE €€ 10 UMEHEM AHKeTa.

agrwbdE

Nmsa noas Tun naHHbIX
Kopg, CyeTunk

dUO TexcToBBIN
Anpec TekcTOoBbBIN
Tenedon TexcToBbIi

. Beenure B TaOnuIly TpU 3aMuCH.
. YCcTaHOBHTE MAapoOJIbHYIO 3aIIMTY Ha 3Ty 0a3y JaHHBIX (mapoib 1234)
. Coznaiite Ha qucke D: B manke Bamie rpynmsl 6a3y JaHHbIx JJoctym.
. Co3paiite st 3T0M 0a3bl JaHHBIX IPyIIBI Mosk30Bateneit Student u Others
. Cosmaiite B rpymme Student moss3oBaresist Mo cBoel hamuirei u mosap3oBatess Studentl,
. B rpynmnie Others coznaiite monb3oBatens Friends u mons3oBarens Guest.
9. YcranoBuTE Mapoiib aAMUHUCTpaTopy (2dmin) 6a3bl TaHHBIX (00s3aTebHO 7777).
10. YcraHoBuTe MapoiM JUIsl CO3JaHHBIX BaMH I10JIb30BaTesiel (Maposid COBMAJAIOT C MUMEHEM
MOJTH30BATETIsN ).

03N DN KW
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11. YcranoBuTe npaBa nocTymna K 0a3e JaHHBIX i Tpynmbl Student Ha Bce aeiicTBUs, Kpome
aJIMMUHHUCTPUPOBAHUSI.
12. YcraHoBuTe npaBa A0CcTyna K 6a3e maHHbIX uist rpynmnsl Others Tonbko uteHue u qo0aBieHue
JAHHbBIX.
13. YcranoBure mist rpynnbsl USErs mpaBa TOIbKO HA YTEHHE JIAHHBIX M MAKeTa.
14. Tlokaxxute pe3ysbTaT IPENnoaaBaTeto.
15. CaumuTe napoiabs aAMUHUCTpATOpa
Jlumepamypa:
1. JleknmoHHbBIA MaTepual.
2. www.microsoft.com

Tema 6. HpaKaneCRoe NMPUMEHEHUE MEKCETEBBIX JKPAHOB.
Paccmampueaesze eonpocol.

1. [ToHnsiTHE ME)KCETEBOTO IKpaHa.
2. [Tpuniuns! paboTs! ¢ nporpammoii Firewall Outpost.
3. Hacrpoiika mporpaMMHBIX MOIYJICH.

3adanus 013 camocmoamenbHo20 6bINOIHEeHUs.!

Outpost Firewall

1. 3arpyswure nporpammy Outpost Firewall.

2. Breibepute nyHkT Cemegas akmusnocms. OKHO CIpaBa COACPKHUT WHPOPMAIUIO O TEKYIIHUX
COCIMHEHUSIX TMPUWIOKEHUH ¢ cerbto. [lompoOyiite monyuuth HHPOpPMALMIO TO KaKOMY-HHOYIb
IIyHKTY.

3. BeiOeputre nyHKT Omkpsimvle nopmei. OKHO COIEPKUT HHPOPMAIMIO O TOM, KaKHUMHU
IpoLieccaMyi Ha KOMITBIOTEPE OTKPBITHI OIIPEIETICHHBIE IOPTHI.

4. TlpocmotpuTe NYHKTHI Paspeuienuvie M 3abnoxuposanuvie, KOTOPbIE cOAEpKaT OOILIYIO
CTaTUCTUKY II0 COEIUHEHUSIM.

5. Beibepute nmynkt DNS. KsmmpoBanue 3anpocoB (T.e. coxpaHeHue oTBeToB B 0a3e Outpost) k
DNS no3BoisieT COKpaTUTh BPEMs OTKPBITHSI CTPAHUL, KOTOpPbIE OBLIM MOCELEHBI paHEE 3a CYET TOrO,
YTO KOMIBIOTEPY HE HYXKHO OyJeT mepen oTKpbiTHeM oOpamaTthest K DNS cepBepy it onpeaeneHus
IP agpeca oTKppIBa€MOM CTPAHMIIBL.

6. IIpocmotpute JKypnai.

7. llenkauTe MpaBOi KHOMKOW MBIIIH 10 Ha3BaHWIO Moaysisi DNS B jeBOM OKHE mporpamMMbl
BbIOepute [lapamempui.

8. Orpanmnuste k311 DNS Ha 50 3anmceit u ycranoBute cpok xpanenust 10 gHei.

9. Bribepure nyHKT /Jlemexkmop amax, KOTOPBIA XpaHUT OOIIyI0 HH(OpMAIMIO O 3aluTe
KOMIIBIOTEpA OT aTaK, CKAHUPOBAHUS U IPYTHX THIIOB 3alpEIICHHBIX COEINHEHUI.

10. IIpocmoTtpute )ypHain. lllenkHuTe MpaBoii KHONKOM MBIIIN 110 Ha3BaHUIO MOLYJIs /Jemexmop
amax B JIEBOM OKHE NporpaMMbl U BelOepute [lapamempyol. B 0okHe HACTpOEK NMpH MMOMOIIM MOJI3YHKa
MO>KHO BBIOpaTh OJJMH U3 TPEX YPOBHEW TPEBOTU:

Maxcumanvnoiti — daipBoit OyAeT NPeIynpekIaTh O IMOMBITKE MOIKIIOUEHUS JaKe Ha OJIUH
OpT.

Obvlunbiti — TpenynpexaeHue OyAeT BBIJIAHO TOJBKO IMPH CKAHWPOBAHHWU C OJIHOTO ajpeca
HECKOJIBKUX [TOPTOB WJIN ONIPEAEIEHHBIX IOPTOB, KOTOPBIE IPEACTABIIAIOT ONIPEIEICHHbII HHTEPEC.

bespaznuunveiii —paiipBosut OyeT CUTHAIU3UPOBATH JIMILb O PEaIbHOM aTake Ha KOMIIBIOTEp, a He
O MOMBITKE UCIOJHUTH TAKYIO aTaKy WM IPOCKAaHUPOBATh ITOPTHI.

11. Haxxmute kHOTIKY Boiopame ¢hunemp. IIpocMoTpuTe €€ BO3MOKHOCTH.

12. Beibepure nmyHKT MHmepakmuseHvle d1emenmyl. 31€Ch MOKHO 3a0JJOKMPOBATh BCILIBIBAIOIINE
OKHA, IEPEXO/BbI IT0 PEKJIIAMHBIM caiiTaM B MIHTepHeT.

13. IIpocMoTpuTe MapaMeTpbl HACTPOMKH Ul TaHHOTO MyHKTa (IIpaBas KHoIka MbImn). Ha Tpex
BKJIaJIKaX pa3MeIleHbl HACTPOWKH OJOKUPOBKH BCEX AJIEMEHTOB, KOTOPbIE MOTYT HaXOAWUTHCS Ha
MOCEIIaeMBbIX BeO—CTpaHMLAX WJIM B TMOYTe. BONBIIMHCTBO HACTPOEK HMMEIOT TPU HACTPOMKH:
Paspeweno, 3anpoc n 3anpeweno. Tlpun HacTpOlKe HYKHO YYUTHIBATH TOT (PaKT, YTO HA MHOTHX
CTPaHMILIAX CKPUITHI WIM (I MOTYT MCIOIB30BATHCS Ui CO3JAAHUS MEHIO M €CIIM UX MOJHOCTBIO
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OTKJIIOYMTh, TO HaBUTalus Mo caity OyneT HeBo3MokHa. [lo3ToMy, ONTHMAaabHBIM CTaHET
WCIIOIb30BaHUE HACTpOUKH 3anpoc. Jlnsg o0coOo0l HACTPOWKHM HEKOTOPHIX CaWTOB B MOJIYJIe
«HMumepakmuenvie s1emeHmul) CIYyXUT BKIaaka «HMcknovenua». C €€ NOMOUIBIO  MOXHO
chOopMUPOBATh CIUCOK CAWTOB M HACTPOUTH ISl KaXJOro U3 HUX OJIOKUPOBKY OMNPEEIIEHHBIX
3JIEMEHTOB. JTOT CIIUCOK UMEET 00Jiee BHICOKHI IPHUOPHUTET, YeM OOIIHe HACTPONKN OIIOKUPOBKHU ISt
BCEX CalTOB.

14. IlpocMoTpuTe BKJIAJKH [apaMeTPOB, 3alIPETUTE BCIUIBIBAIOLINE OKHA U HACTPOMTE OCTAJILHOE
10 CBOEMY YCMOTPEHHUIO.

15. Beibepute nyHKT Pexnama. Outpost yMeeT oTceKaTh PeKjIamMy 1o pa3Mepy H MO COACPKUMOMY
CCBUIKH, YTO SKOHOMUT Tpa(hUK U yBETUUMBACT CKOPOCTD 3arpy3KU CTPAHHIL.

16. Bpi3oBuTe mapaMeTpbl AJsl JaHHOTO MyHKTa (IIpaBas KHOMKA MBIIIH). YCTaHOBUTE (DIaxok
llokazams kop3uny Ons pexiamel. Ecnu B CTaHJApTHOM CIIMCKE OTCYTCTBYET OIMCAHHUE JUIS
orpejeNieHHOro OaHHepa, W OH 3arpyXaercs MpH IOCEIIEHUU CTPaHUIbl, TO, OTKPHIB KOP3UHY,
JOCTaTOYHO MBIIIBIO NEPETAIIUTh B Hee OaHHEp, W OH OOJbllle HHUKOTJIAa He OyneT 3arpykarbcs.
Bxnanka Obwue no3Bosser BoIOpATh TO, 4eM OYIyT 3aMEHSTHCS BBIPE3aHHbIE CO CTPAHUIL PEKJIAMHBIE
OaHHepbl. 3/1eCh K€ MOXHO CO3JIaTh CIIMCOK CAaHTOB, C KOTOPHIX HE OyJeT BbIpe3aThCs rpaduka u
pekiiama.

17. IlpocmoTpuTe BCE BKJIAJKU TAPAMETPOB.

18. Bribepute nyHkT Coldeporcumoe. B HACTpoiikax 3TOro MOAYJS MOKHO 3a/laTh CIUCOK CJIOB,
KOTOpBIE MOTYT BCTpEYaThCcs Ha CTPAHMIE WM B aapece CTPAHHUIBI U KOTOpble OYIyT CIIYXKHTb
Outpost—y curaaaom TOro, 4YTo CTPAHUILy OTOOPaXKaTh 3aMPEIICHO.

19. [IpocMOTpuUTE BO3MOKHOCTH JIAaHHOTO MTyHKTA.

20. Beibepute myHKT Quibmpayus noumossix 10dceHutl. B HacCTpoHKax 3TOro MOIYJS MOKHO
3a7aTh CIIMCOK TUIOB (DaiIOB, KOTOPHIE MOMJIEKAT MEPEHMEHOBAHMIO, & TaK K€ BKIIOYHTH BBIBOJ
MH(OPMALIMOHHOTO COOOIIeHHsI O MOJdy4YeHHH ¢ailioB ompeneneHHoro tumna. daiin, THO KOTOPOro
yKa3aH B HAcTpOHKax 3TOr0 MOAYJsS, IPU MOJIYYEHHHM €ro MOYTOBBIM KIMEHTOM, MOJYYHUT BTOPOE
pacmupenue «.safe». 9To Mo3BoiUT M30€KaTh aBTOMATHUYECKOTO BBIMOJIHEHHUS MOYTOBBIM KIHEHTOM
KOJIa, YTO MOJKET SIBJISATHCS IPUUMHOMN 3apa’keHUsl KOMIIBIOTEPA BUPYCAMHU.

21. IlpocmoTpuTe MapamMeTphl JAHHOTO ITYHKTA U €r0 BO3MOKHOCTH.

22. JlocTyn K OOIIMM HAacTpoilKaM IpOorpaMMbl MOKHO MOJYYHUTh HPHU MOMOIIM IYHKTa MEHIO
Ilapamempur — Ob6wue N3 TIIABHOTO MEHIO TPOrpaMMBbl UM Ha)KaTHEM COOTBETCTBYIOLIEH KHONKH Ha
naHesnu. BeI30oBuTe OKHO HACTPOMKH MapaMEeTPOB U MPOCMOTPUTE BKIaAKy Obduyue.

23. Bknaaka «/Ipunodcenus» TO3BOJSET YNPaBIATh MpaBWIIaMU MOBEACHMs QaiipBoiuia MpH
IIONBITKE JOCTyIla B CETh ONPEICICHHBIX IpWIOKEHUWH. Ha 3ToM BKIIaJKe NEpedncIIeHbl BCE
NPUIIOKEHUS, KOTOpble OOHapy»eHbl Ha KommbioTepe Outpost—-om mpu ycraHoBke. Cpasy mocie
MHCTAJUISIUU 3TU MPUIIOKEHUS HaXOAATCs B Tpynie «/lonv3o06amensckutl yposenvy. Jljid HUX CO3/1aHO
OJTHO WJIM HECKOJIBKO MpaBHJI, YKa3bIBAIOIIMX, KAaKUM 00pa3oM IMPHIIOKEHHE MOXET OOMEHMBATHCS
JaHHBIMU C ceThbl0. [IpaBUII0O MOXHO NMPOCMOTPETh WM U3MEHUTHh MPU MOMOIIM JBOMHOTO KJIHMKa IO
MMEHHM ero MCIOJHAEMOro Qaiina.

24. I[IpocmoTpuTe TIpaBuiIa sl HEKOTOPHIX MPHUIIOKESHH.

25. IlpunokeHns U3 TpynIsl 3anpeujernvle npulodiceHusi HAKOT1a He IMoJIydaT JOCTyla B CETb,
BCAd MX CeTeBas aKTUBHOCTh OyneT mnpecedeHa QaifpBoiioM. HekoTOpsIM NpPUIIOKEHUSM MOXKHO
IIOJIHOCTBIO OTKPBITH JOCTYIlI B CEThb, NIEPEMECTUB UX B Ipynny «/[osepennvie npunodicenus». Vx
JOCTYN B CETh HE OTPaHUYMBAETCS HUYEM, HUKAaKMMH NpaBuiamu. [lepemelieHne npuiokeHui u3
Ipynn B IpynIly, paBHO KaKk U M3MEHEHHE INpaBW, CO3JAHHBIX JJIS NMPHJIOKEHUHN, BBIOJIHAETCS MIPH
oMo KHONKH HM3menums. Ilpu momomm KHOUKH /[oOasumbs MOXHO BHECTH B CIIMCOK HOBOE
MPUIIOKEHUE U 3aTE€M CO3/aTh Il HETO MPABUIIO OOIIEHUS C CEThIO.

26. [lepemecture npunoxenue Excel B rpynmy 3anpewennvie npunoscenus.

27. IlpocMOTpHUTE OCTaBIIMECS BKJIAJKA HACTPOEK IPOIPAMMBI.

28. IlonpoOyiiTe yepes ceTeBoe OKPY>KEHUE BHIUTH Ha KOMITBIOTEP COCEIa.

29. TIpoBepbTe peakiuio (aiipBoia Ha MOMBITKY COCe1a OOPaTUTHCS K BallleMy KOMIIBIOTEPY.

30. Ilepeiiaute B HACTPOHKU OOILIMX MAPAMETPOB MPOTPAMMBI.

31. BeiGepute Bknaaky Cucmemmnsie. Yoepute ¢uaxoxk NetBIOS. Temepr Bam kommbroTep
HEJOCTYTIEH IO CETH.
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32. JloxauTtech, KOT/Ia Balll COCEJT BBHIMTOJIHUT MPEIbIAYyIIee 3alaHue U MONPOOYHTE Yepe3 CETeBOE
OKpYyKeHHE 00paTUTHCS K €T0 KOMITBIOTEPY.
33. Bxumrounte ¢naxxok NetBIOS na cBoem kommbroTepe.
34. BeI30BUTE KypHAaJ, HA)KaB COOTBETCTBYIOIUIYIO KHOIIKY Ha MaHEId HHCTPYMEHTOB.
35. IIpocMoTpuUTE KypHAI.
Jlumepamypa:

1.  JlekunoHHBIN MaTepHal.

2.  JlokymenTanus o pabore ¢ nporpammoii Firewall Outpost.

3. OcHOBBI HHPOPMAIIMOHHOIN 0€30MaCHOCTH XO35IMICTBEHHOMN NESTEIBHOCTH: yueOHOe Io-
cobue / N.I1. Muxues; BO ®I'BOY BIIO «Poccuiickas akagemusi HApOJHOTO XO3SMCTBA U TOCY-
JTapCTBEHHOM ity )0b1». — Bonrorpan: M3a-so BO ®I'BOY BITO PAHXul'C, 2013. — 144 c.

4.  Ilnatonos B. B. [Iporpammuo-anmapaTHbie CpeAcTBa 3alIUThl HH(pOpMaIu: yaeOHHK. /
M.: U3n. uentp "Akagemus". 2014.

Tema 7. 3amurTa ungopmanuu B UnTepHeT.
Paccmampusaemvie sonpocwi:

1. [TpuHIUIBI pabOTHI MEKCETEBBIX SKPaHOB IpH padote ¢ HTEepHeT.
2. Hactpoiika nporpaMMHbIX MoayJiel ipu padote ¢ MHTepHeT.
3. bnokupoBaHue HEHYXHOTO TpauKa U peKIaMbl.

3adanus ona camocmosamenbHo20 8bINOIHEHU:

1. Barpysute nporpammy Outpost Firewall.

2. Otkpoiite B Internet Explorer crpanuiy www.yandex.ru

3. BeiGepure mnynkr Cemesas axmugnocms. IlpocMoTpuTe uHGOPMALKUIO O TEKYIIUX
COEIUHEHUSIX C CEThIO.

4. Boibepure nyHKT Omxpuimoie nopmsi. [lonydanre nadopMalnio o ToM, KAKUMH [IPOLIeCCaMu Ha
KOMIIBIOTEPE OTKPBITHI OIIPEIEIICHHBIE TOPTHI.

5. Tlpocmotputre nyHKTHl Paszpewennvle u 3abnrokuposanHvle, KOTOpPbIE COJEPXKaT OOIIYIO
CTaTUCTUKY I10 COEIUHEHUSIM.

6. Beibepure nynkr DNS u B mapamerpax orpanuubte K31 DNS Ha 50 3anmcei u ycraHOBHUTE
cpok xpaHeHus 10 qHei.

7. BeiOepute nyHKT [Jemexmop amak U B TapaMeTpax 3aj1aiite Obvlunblii ypOBEHb TPEBOTH.

8. BwiGepute nyHkt Uumepaxmuenvie snemenmsi. IIpocMoTpuTe mapaMeTpbl HACTPOWKH JIS
JaHHOTO NMyHKTa. Ha Tpex BKiaJakax pa3MelleHbl HAaCTPOWKH OJIOKMPOBKHU BCEX 3JIEMEHTOB, KOTOpHIE
MOTYT HaXOJUThCSl Ha MOCellaeMbIX BeO—cTpaHuIax win B noute. HacTpoiite mapamerpsl Mo cBoeMy
YCMOTPEHUIO (PEKOMEHIyeTCs Yallle UCTIOIb30BaTh HACTPOIKY 3anpoc).

9. Otkpoiite B Internet Explorer crpanuimy www.mail.ru, nepeiante mo Kakoi-HHUOYb CChLIKE
HOBOCTEH.

10. TIpocmorputre B Outpost Firewall cratuctuky mo coenMHEHHSM, a TaKKe CTATHCTUKY
JETEKTOpa aTak.

11. Beibepute nyHKT Pexniama. Bei3oBUTE mapaMeTpsl Ui JaHHOTO MMyHKTa. Y CTAaHOBUTE (DIIaXKOK
Ilokazams Kop3uHy OJisl peKaambl.

12. OtkpoiiTe CTapTOBYH CTpaHHIly WWW.Mail.ru u Meimbpio neperaniuts B Kopsuny oOns
pexnamsl peKiiaMHble OaHHEPHI C 3TOM CTPaHUIIBI.

13. 3akpoiiTe CTpaHHWIly W TONMPOOYWTE 3aHOBO €€ OTKpHITh. [IpoBephTe, YTO MPOUCXOIUT C
peKIaMHBIMU OaHHEpaMH.

14. IIpocMOTpuUTE BCE OCTaBUIMECS BKJIAJIKH apaMETPOB.

15. BeiGepute nyHKT Coodeporcumoe. B HacTpoiikax 3TOr0 MOIYJsl MOXHO 33JaTh CIIMCOK CIIOB,
KOTOpbIE€ MOTYT BCTpeYaThCsl Ha CTpPaHHIE WM B aJpece CTPAHUIBI U KOTOpble OyAyT CIYXHUTb
Outpost—y curnanom Toro, 4To CTpaHUIYy 0TOOpaXKaTh 3arperieHo.

16. HactpoiiTe mporpamMmmy Tak, yToOb1 Outpost OJOKHpPOBaAT BCE CTPAHMIIBI, B apece KOTOPBIX
npucyTcTBYeT cioBo chat. [Tonpolyiite OTKpHITH cTpaHuIly WWW.chat.ru.

17. Beibepute nmyHKT Quivmpayus noumoeulx 610xcenuil. B HaCTpoikax 3TOT0 MOIYJISI MOXKHO
3a]aTh CIIMCOK TUIOB (PaljIoB, KOTOpPHIE MOAJIEKAT MEPEMMEHOBAHMIO, & TaK )K€ BKIIIOYUTH BBIBOJ
MH(OPMALIMOHHOTO COOOIIEHNUS O MOTyYeHUH (DaiijioB ONPEIEICHHOTO THIIA.
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http://www.yandex.ru/
http://www.mail.ru/
http://www.mail.ru/
http://www.chat.ru/

18. 3anaiite BBIBOJI MH(POPMAIIMOHHOTO COOOMICHHs Ui BceX (ailyioB ¢ pacmupeHueM .Zip u
neperuMeHoBaHue GailyioB ¢ pacHIMpEHUEM .EXE.
19. Ilokaxxure pe3yabTaT MIpenogaBaTelo.
20. OT™MeHHTE BCE CBOM HACTPOMKH M 3aKPOMTE BCE OTKPHITHIC TPUIIOKEHUS.
Jlumepamypa:
1. JleknuoHHBIM MaTepual.

2. OcHOBbI MH(POPMAIIMOHHON 0€30MacHOCTU XO3SIICTBEHHOHN AEATEIbHOCTU: yueOHOe MOCOo-
6ue / N.II. Muxues; BO ®I'bOY BIIO «Poccuiickas akagemusi HApOJIHOTO XO3SHCTBA U
rocyJapcTBeHHOM ciyx0b1». — Bonrorpan: M3n-so BO ®I'bOY BITIO PAHXwuI'C, 2013. —
144 c.

3. IInatonoB B. B. IIporpammHo-amnmapaTHbIe CpeIcTBa 3aluThl HHGOpMaIu: yaeOHuk. / M.:
W3n. nentp "Akanemus". 2014.

Tema 8. TunoBasi crpykrypa 3amutsl or HCJI. Ynpasienue 1ocTynom.
Paccmampueaemvre eonpocui:
Tunosas cTpykrypa 3amutsl nHpopmanuu ot HCI.
[loacucrema ynpapiieHUs! TOCTYTIOM.
[TocTpoenue MaTpulibl 10CTyHA.
JlokyMeHTamus otaena odecrnedeHrs nHHOpMalMOHHONW O€301MacHOCTH.
3adanus ona camocmosamenbHo20 8bINOIHEHU:
1. PaccmoTpuTe TUIIOBYIO CTPYKTYPY 3amuThl nHbopMaruu ot HC/I.
2. Ilpogymaiite crpykrypy 3ammrtbl wuH@opmauuu ot HCJ| 18 npousBosbHOM
(BBIMBIIIJICHHOM ) OpraHU3aIiH.
3. PaccmoTpuTe noacucTeMy ynpaBlieHUs JOCTYIIOM AJIsl TOW OpraHU3al|Hy.
4. CocTtaBbTe NiepeyeHb 3alIUIIAeMbIX HH(POPMAIIMOHHBIX PECYPCOB OPraHU3AINH.
5. Iloctpoiite MaTpuIly HOCTYyIIA JJIsl JAHHOW OpraHU3aluu.
6. CocraBbTe HOKYMEHT, OIpENENSIONIMi MpaBuia JIOCTyNa IOJb30BaTelied K pecypcam Mpu
MIOMOIIIY JINYHBIX UACHTH(PHUKATOPOB U ApOJIeH, MPaBHUiIa COCTABICHHUS, CMEHBI U XPAaHEHUS MapOJIei.
7. CoxpaHuTe BCe JOKYMEHTHI B CBOEH JTMYHOM MarKe (U Ha CBOEH JUCKETE).
Jlumepamypa:

NS

1. JlexnuoHHBII MaTepHall.

2. OcHOBBI WH(POPMAIIMOHHON 0€30MaCHOCTH XO3SHUCTBEHHOW JESITeIHHOCTH: y4eOHOE IMOCO-
oue / W.II. Muxues; BO® ®I'BOY BIIO «Poccuiickas akageMusi HApOJHOTO XO3SICTBA U
rocyAapcTBEHHOU ciykO0b». — Bonrorpaa: U3n-so BO ®I'BOY BIIO PAHXul'C, 2013. —
144 c.

IIIxana omeHUBaAHUSA
YpoBeHb 3HaHHI, YyMEHHI ¥ HaBBIKOB O0OydYaroIIerocs MPU YCTHOM OTBETE BO BpeMs
MIPOMEXYTOYHON AaTTECTAIIMH OIMPEACISETCS OIEHKAMHU «3aUTEHO» WM «HEe3a4TeHo». Kpurepusmu
OLICHUBAHUS HA 3a4eTe SBISETCS JEMOHCTPAIMsSI OCHOBHBIX TEOPETHYECKHX IOJIOKEHUI, B paMKax
OCBaMBAaeMON KOMITETECHITUH, YMEHHUE TIPUMEHSATH MTOJIYICHHbBIC 3HAHUS HA TpaKTHKe. J{JIs TUCIUIUINH,
(hOopMOit HITOrOBOTO OTYETa KOTOPBIX SABJISACTCS 3a4eT, PUHSATHI CIICTYIONNE COOTBETCTBHS:
60% - 100% - «3auTeHOY;

meHee 60% - «He 3a4TEeHOY.

ITpu onleHMBaHUM PE3yIbTATOB YCTHOT'O ONPOCA UCTIONIB3YETCS CIEAYONIast IKala OLEHOK:

Oranbl  KOMIIETCHIIMH, MPEeIyCMOTPEHHBbIE 00pa30BaTENbHON  MPOTPaMMOIA,
chopMUpOBaHbl Ha BBICOKOM ypoBHe. CBOOOJHOE BIIAJICHHE MaTEPUAIIOM,
100% - 90% BBISIBJICHHE MEXKIIPEAMETHBIX CBs3€H. YBEPEHHOE BIIAJICHHE IOHATHUHBIM
(oTM4HO) amnmapatoM  JMCHUIUTMHBL.  [IpakTHYeCKHWe  HABBIKM  MPOQECCHOHATBLHON
nesTenpbHOCTH  C(OPMHpPOBAHBI Ha  BBEICOKOM  ypoBHE. CmocoOHOCTH K
CaMOCTOSITEJIbHOMY HECTAHJAPTHOMY PEIICHHUIO MPAKTUICCKUX 33124
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Oranbl  KOMIICTCHIIMH, MPEIyCMOTPEHHBIC 00pa30BaTENbHONH  MPOTPaMMOiA,
chopMHPOBaHbBI JTIOCTATOYHO. JleTambHOE BOCIPOU3BEACHUE YYEOHOTO MaTepHana.
[IpakTrueckne HaBBIKH TPOGECCHOHAIBHON ACATEIIEHOCTH B 3HAYUTEIHLHOM Mepe
chopmupoBanbl.  [IpHCYTCTBYIOT  HaBBIKM  CaMOCTOSITEIILHOTO  PEIICHUS
MPAKTHYECKUX 3a/1a4 C OTJEbHBIMH JIEMEHTAMH TBOPYECTBA.

89% - 75%
(xoporio)

Orambl  KOMIIETCHIIMH, TPEIyCMOTPEHHBIE  00pa30BaTENLHOW  MPOrPaMMON,
chopMHpOBaHBl HA MHHUMAIbHOM YpOBHe. Hanndyme MUHMMAIBHO IOITYyCTUMOTO
YPOBHSI B YCBOSHHM Y4eOHOTrO MaTepuayia, B T.4. B CAMOCTOSTCIIEHOM DPEUICHHH
MPaKTUYEeCKUX 3aaad. [IpakThuecKhue HaBBIKM MPOMECCHOHANBHOW NEATEIHHOCTH
c(hopMHpPOBaHEI HE B IIOJTHOH Mepe.

74% - 60%
(YIOBJIETBOPUTEIHHO)

Oranbl KOMIICTCHIIMU, MPEAYCMOTPEHHBIE 00pa30BaTeIbHONW NPOrpaMMOM, He
chopmupoBanbl. HenoctaTo4HbINl ypOBEHb YCBOCHHSI TMOHSATHUIHOIO ammapara u
Hanngue (parMeHTapHBIX 3HAHWKA TO auciuruinHe. OTCYTCTBHE MHHHMAIBHO
JOIyCTUMOTO YPOBHA B CaMOCTOSITEIFHOM pEIIEHHH MPaKTHYeCKUX 3a]ad.
[TpakTHyeckre HaBbIKH MPO(ECCHOHATBHON NIEATEIHHOCTH HE C(DOPMHUPOBAHEI.

menee 60%
(HEey IOBIIETBOPUTEINHLHO)

[Iponienypa oreHUBaHHS PE3yIHTATOB OOYUYCHHs, XapaKTEPU3YIOIIMX 3Tarbl (OPMHUPOBAHHS
KOMITIETCHIINH, OCYIIECTBIISIOTCS B COOTBETCTBUU C [losioKeHHEM O TEKYIIIEeM KOHTPOJIE YCIIEBAEMOCTH
u mpoMexytouHoil arrecraiuu ctyaeHToB B ®I'bOY BO PAHXul'C u Permamentom o GamiabHO-
pelTHHTOBOM cucTeMe B Boirorpaackom nHCTUTYTE yipaBieHus - ¢pumane PAHXul C.

6. MeToauuecKkue MaTepHaJibl 110 OCBOCHHUIO TUCHHUIIIIMHBI

MeTonnyeckue peKoOMeH/IalMM 10 HAMKCAHUIO pedpepaToB
Pedepar sBisieTcss UHANBUAYAIBHON CaMOCTOSATENBHO BBIOJIHEHHOM padoToil ctynenTta. Temy
pedepara CTyIeHT BBIOMpaeT W3 IMEPEYHS TEeM, PEKOMEHAYEMBIX IpEro/aBareieM, BeIyIUM
COOTBETCTBYIOIIYIO AUCHUIUIMHY. Pedepar nomkeH comepkarh CIEAYIONIUe CTPYKTYPHBIE 3JIEMEHTHI:
Turyneusiii muct Copnepxxkanue Baenennme OcHoBHas uacTh 3axitoueHue CIHCOK JIUTEpaTypbl
[Tpunoxenus (mpu HeoOxoaquMocTH). TpeboBanus k ohopmiieHuro pedeparos: mpudt — 14, mons — mo
2 cm, uaTepBai — 1, o0bem — He Menee 10 ctp.

MeTtoauyeckue ykazaHus AJs 00y4aroIuXcs 10 OCBOCHUIO JMCIUIIIHHBI

IIpu pabote ¢ HacTOAUMM Y4eOHO-METOJIUYECKUM KOMIUIEKCOM 0Cc000e BHMMaHHE CJelyeT
oOpaTuTh Ha 3HAHHE TEOPETHYECKHX BONPOCOB HHPOPMATHUKU, HMETh BBICOKUH ypOBEHb
MHGOPMALMOHHOMN KyJIbTYphl, 3HaTh YCTPOUCTBO COBPEMEHHOT'O MEPCOHATBLHOIO KOMITBIOTEPA, UMETh
rnyOoKHe HaBbIKM paboThl C COBPEMEHHBIMH ONEPAlMOHHBIMH CHCTEMaMH U O(UCHBIMHU
NpUKIaJIHBIMU TlakeTamu. Ilepes; BHINOTHEHNEM MPAKTHYECKUX 3a/JaHUN 00s13aTENIbHO JOJIKEH ObITh
1oJIpoOHO pa3o0paH U U3yUYeH TEOPETUUECKUN MaTepHal Mo KaxkJoi TeMe Kypca.

B mpouecce u3yueHHs Kypca CTYIEHT JOJDKEH BbIpaOOTaTh HABBIKM M IPHUEMbI BIIAJICHUS
COBPEMEHHBIMU TEXHOJIOTHSIMH 00pabOTKH, XpaHeHUs, epeaayl U MpHeMa MacCUBOB IOPHIMYECKOM
nH(pOpMaLlUK B PAa3IMYHBIX 00JACTSIX NEATEIbHOCTU MPAKTUKA-IOPUCTA U YMETh UX HCIOJIb30BaTh B
COBPEMEHHOM PBIHOYHOM MUPE.

s 6oree yriayOJEHHOTO M3y4YeHUS NUCUHUILUIMHBI, CaMOCTOSITENIbHOM pa3paboTke 0KJIa/oB,
COOOIIEHUH B T.Y. C UCHOJb30BAHUEM MYJIBTUMEIUNWHBIX CPEJICTB, TUOO BBHIOJHEHUH MPAKTUYECKOM
paboThl CTyA€HTaM HEOOXOJMMO IIOJIb30BAaThCA PEKOMEHJ0BaHHOM B pabouell mporpamme
nutepaTypoil. IIpu camMoCTOSTENBHOM M3yUYE€HUHN Kypca PEKOMEH]yeTCs M0JIb30BaThCsl UICTOYHUKAMM,
yYKa3aHHBIMU B CIIHCKE OCHOBHOM JIUTEPATYPBHI.

CTpyKTypa BpeMeHH, He00X0AUMOI0 HA U3yYeHUe TUCIHIIHHBI

dopma u3yueHus TUCIUTUTHHBI Bpewmsi, 3aTpauriBaeMoe Ha U3yUYCHHE
IUCIAIUINHEL, %
W3ydenue nureparypbl, peKOMEH/IOBAaHHOM B 40
y4ueOHOM mporpaMme
Pernienue 3a1a4, NpakTHYECKUX YIPAKHEHUN U 40
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CUTYaIMOHHBIX PUMEPOB
N3yuenne TeM, BEIHOCUMBIX Ha 20
CaMOCTOSITEITbHOE PACCMOTPECHHE

Hroro 100

PexomMeHganmu nmo moAroToBKe K NPaKTHYECKOMY (CEeMHHAPCKOMY) 3aHATHIO

[IpakTuyeckoe (CeMHUHAPCKOE) 3aHATHE - OJHA M3 OCHOBHBIX (POPM OpraHM3aluu y4eOHOTO
nporecca, IMpeacTaBisAomas co00i KOMIEKTUBHOE OOCYXKIEHHE CTYIEHTaMH TEOPETHUYECKUX U
[IPAKTUYECKUX BOIPOCOB, PELIECHUE MPAKTUYECKUX 3alad 1107 PYKOBOJCTBOM IIpemojaBaTelis.
OCHOBHOH LIEIbIO IPAKTUYECKOTO (CEMUHAPCKOI0) 3aHATHS SABJSIETCS NPOBEpKa IiTyOUHBI TOHUMaHUS
CTYACHTOM HSYHaGMOfI TCMBI, y‘-I€6HOFO Marcepuaja U1 YMCHUA HU3JIOKHUTL €ro COACPIKAHUC SICHBIM H
YETKUM SI3bIKOM, Pa3BUTHE CAMOCTOSATEIBHOTO MBIIUIEHUS U TBOPUYECKON aKTUBHOCTHU y cTyJeHTa. Ha
NPAaKTUYECKNX (CEMHHAPCKUX) 3aHATUAX IMPeIojaracTcs paccMaTpuBaTh HaubOosiee BaKHBIC,
CYLIECTBEHHbIE, CJIOKHBIE BOIIPOCHI, KOTOpbIE HauboJiee TPYJHO yCBaUBAIOTCA CTyAeHTaMu. [Ipu sTom
TOTOBUTBCS K INPAKTUYECKOMY (CEMHMHApCKOMY) 3aHATUIO Bceraa Hy»KHO 3apaHee. [loaroroBka k
IPAKTUYECKOMY (CEMUHAPCKOMY) 3aHSTHIO BKIIIOYAET B ce0sl cieryrolee:

- 00s13aTeIbHOE O3HAKOMJICHHE C IIJJAHOM 3aHATHS, B KOTOPOM COJAEpXKarcs OCHOBHbIE
BOIIPOCHI, BBIHOCHMBbIE Ha 00CYKJICHUE;

- W3y4YeHHUE KOHCIEKTOB JICKIIUH, COOTBETCTBYIOIIMX Pa3/eliOB YUeOHHKA, yUeOHOTO 1MOcoOus,
COJIep’KaHUsl PEKOMEHI0OBAHHBIX HOPMAaTHUBHBIX [TPABOBBIX AKTOB;

- paboTa ¢ OCHOBHBIMH TEPMHHAMH (PEKOMEHYETCS UX BHIYUUTh);

- U3YYCHUC I[OHOJIHI/ITGJII:HOfI JIUTCPATYPHI 110 TEMC 3aHATHUA, ACIasd IIPU 3TOM HCO6XOI[I/IMI>I€
BBIITMUCKH, KOTOPBIC HOHaI[O6$ITC$I IIpu 060y)K,I[€HI/II/I Ha CEMHHApPC;

- (opMyIUpOBaHME CBOErO0 MHEHHUs IO KaXJIOMy BOIPOCY M apryMEHTUPOBAaHHOE €ro
000CHOBaHMUE;

- 3allUChb BO3HUKIIMX BO BPEMs CAMOCTOSATENBHOW pPabOThl C ydyeOHMKaMM U Hay4dyHOU
JUTEPaTypbl BOIPOCOB, YTOOBI 3aTEM HAa CEMUHAPE TOIYYUTh Ha HUX OTBETHI;

- oOpaleHne 3a KOHCYJIbTalMel K MpernojaBaTeto.

[IpakTueckue (CeMHHApCKUE) 3aHATHUS BKIIOYAIOT B ceOsl BBIOJHEHHE 3aJaHUNl Ha
KOMIIbIOTEpPE MO KaKOH-THOO CIOXKHOM MM 0co00 akTyalbHOW mpoOieme, pemeHue 3agad. Ha
MIPAKTUYECKOM (CEMHHApPCKOM) 3aHSTUM CTYJIEHT MPOSBISET CBOE 3HAHUE MPEAMETa, KOPPEKTUPYET
uHpOpMalNIO, MOJYYEHHYI0 B Ipolecce JEKIMOHHBIX M BHEAYJIUTOPHBIX 3aHATUH, (QopMmupyer
omnpejieNeHHbld 00pa3 B TIJla3ax I[penojaBaresis, II0Jy4yaeT BbICOKHME HaBBIKM OCBOEHUS
MH(GOPMALIMOHHBIX ~ TEXHOJIOTMH  NpPUMEHHUTENbHO B  mpodeccHoHalbHOW  cdepe, HaBBIKU
MPAKTUYECKOI0 PelIeHus 3a7ad Ha KOMIIbIOTEPE.

MeTtoauyeckne peKOMEHAAlMHU 110 HAMMCAHNIO CEMECTPOBOM KOHTPOJILHOM padoThI

KonTponbHast pabora sBIsS€TCS WHAMBUAYAIbHOH CaMOCTOSITENIbHO BBIMOJIHEHHOW paboToi
cTyAeHTa. BapuaHT KOHTpoibHOW pabOThl CTyZIEHT BBIOMpAaeT W3 MepeyHs paboT, PeKOMEHIYEMBIX
npenojaBaTesieM, BeIyIlIUM JaHHYI AucuMIUIMHYy. KoHTponbpHas pabora, Kak NpaBUIIO, JOJKHA
COJIEPKATh CIEAYIOINE CTPYKTYpHbIE 31eMeHThl: TutynbHbli uct Coaepxanue Beenenne OcHoBHas
yacTh 3akinoueHue Crnucok aurepatypsl [Ipunoskenus (mpu HEOOXOAUMOCTH).

TpeboBanus k o0vemy: He Oonee 15 crpanun. Odopmienue: pudr TimesNewRoman, 12
mpudt, 1,5 uarepsana, 1,5 cm ab3anusiit oTcTyn. OpUrHHAIBHOCTD 1O cucTteMe AHTUIUTaruat.BY3 —
He MeHee 60 MPOIEHTOB.

PexomeHnaanuu no n3y4eHn0 MeTOAMYECKUX MaTepHaIOB
Metoauueckie Marepualibl MO JUCHUILUIMHE TO3BOJISIOT CTYAEHTY ONTHMAJbHBIM 00pa3oM
OpPraHMU30BaTh MPOLECC U3YUECHMs TaHHOW TUCLUIUINHBL. MeToaudeckue MaTepuallbl M0 JUCHUILINHE
MpHU3BaHbl NIOMOYb CTYJIEHTY MOHATh CHEUMPHUKY HU3y4aeMOro Marepuana, a B KOHEYHOM MTOre —
MaKCHMaJbHO IOJHO U KAaueCTBEHHO €ro OCBOMTHb. B mepBylo oyepenp CTYIAEHT JOJKEH OCO3HATh
IpeAHa3HAYEHNE METOANYECKUX MAaTEPUAIIOB: CTPYKTYPY, LEIU U 3a1a4u. [ 3TOro OH 3HaKOMUTCS C
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npeaMOyIoil, OriaBIeHHEM METOIMYECKMX MaTepUalioB, TOBOPsS HMHAYe, OCYIIECTBISET MEPBUYHOE
3HaKOMCTBO ¢ HMM. B paszene, NOCBSAIEHHOM METOJUYECKUM PEKOMEHAALUSAM [0 H3YyYEHUIO
JTMCUUIUIMHBI, IPUBOJAATCS COBETHI MO IJIAHWPOBAHUIO M OpraHU3alMyd HEOOXOIUMOTO Ui W3Y4EHHs
JUCLUIUIMHBl BPEMEHH, OIMCAHME I0CIEI0BAaTEIbHOCTH IEHCTBUH CTyJeHTa («CLEHApUil HM3y4deHUs
TMCLUUIUIMHBI» ), PEKOMEHAAUU MO paboTe ¢ JTUTEepaTypoil, COBETHI MO MOATOTOBKE K 3K3aMEHy H
pa3bsICHEHUS 110 MOBOLy PabOThI C TECTOBOM CUCTEMOM Kypca U HaJl JOMAIIHUMHU 3aJaHusIMU. B nieom
JAHHBIE METOJUYECKHE PEKOMEHJALUU CIOCOOHBI O0JIETYUTh W3YUYEHUE CTYACHTAMH IUCIHILIMHBI U
IIOMOYb YCIIEHUIHO CAaTh 3K3aMeH. B paszene, conepxaimeMm y4eOHO-METOJUUYECKHE MaTepHabl
JUCLUIUIMHBL, COJEpKAHNWE NPAKTUYECKUX 3aHATUN IO AUCLUIUIMHE, CJIOBapb OCHOBHBIX TEPMHHOB
JTMCUUTUIAHBL.

HeoTbeMieMbIM 371€eMEHTOM yu4eOHOT0 Mpoliecca SBIAETCS CaMOCTOATeNbHAs paboTa CTyAeHTa.
IIpu camocToATeNnbHON paboTe JOCTUraeTcs KOHKPETHOE YCBOEHHE Y4YeOHOro MaTepuaa,
pa3sBUBAIOTCS TEOPETUYECKHE CIIOCOOHOCTH, CTOJb BaXKHBbIE [UI COBPEMEHHOW IOATOTOBKU
cneuuanuctoB. DopMbl caMOCTOSATENBHOW pabOTHl  CTYJIEHTOB M0 JUCHUIUIMHE: HAIMHCAaHUE
KOHCIIEKTOB, TIOATOTOBKAa OTBETOB K BONpOCaM, HalucaHWe pedepaToB, pELIEHHE 3ajad,
UCCIIeIoBaTeNbCKas paboTa, BHIMOJIHEHHE KOHTPOJIbHON paOOTHI.

PexoMenganmu 1mo caMocTosiTe/IbHOM padoTe CTY/ICHTOB
Ha camocrositensHyto paboty cTyAaeHTOB 10 AuCHUIUIMHE «OCHOBBI HH(OPMALMOHHOI
0€30IaCHOCTH X03SCTBEHHOM AeSITeJIbHOCTH) BBIHOCSTCS CJIEAYIOIINE TEMBI:

li\j‘i Tema Bonpocsl, BbiHOCHMBIe HAa CPC g::;: 3;?);::[
1 2 3 4 5
1. | Ilonsarue [lonsitne  wHbopmanuu,  3amuTel  wHQOpMamUU U

nH(pOpMAIUH, nH(pOpMaIMOHHOW Oe3omacHocTH. Ha3HavueHne W 3amadu B
3aIIUTHI chepe obecreyeHus: WHPOPMAMOHHON O€30MaCHOCTH Ha
uHQOpMaIH U | ypOBHE TOCYAapCTBa, Ha YPOBHE PETMOHA W Ha JIOKAJIHLHOM 0 0
MH(POPMAILTIOHHON ypoBHe. OCHOBHBIE IIOJIOKEHHS TEOPUH HHPOPMALMOHHOMN
Oe3omacHOCTH. 0e30macHOCTH HH()OPMAIIMOHHBIX CHCTEM.
OcHoBHbIE
COCTaBJISIIOLINE.
2. 3aKoHOHATENBbHBIN O030p  pOCCHHCKOTO  3aKOHOJATENLCTBA B OONacTH
YPOBEHB obOecrieueHrss MH(OPMAIMOHHON Oe3omacHocTH. JlokTpHHA
WHPOPMAITUOHHON uHpopManMoHHOH  Oe3omacHocth  P®D,  3akonsr  «O
0e3omacHoCTH. roCyJapCTBEHHON TaitHe», «O6 UHQOPMALIH,
KommerorepHbie WHPOPMAIMOHHBIX TEXHOJOTHSAX M O 3alUTe WHPOPMAIHI. 0 0
NPECTYIUICHHSL. OCHOBHBIE =~ HOPMAaTHBHBIE  PYKOBOISIINE  JOKYMEHTHI,
OTBETCTBEHHOCTh 32 | KacaloLIHecsl rOCyJapCTBEHHON TallHbI M KOH(HUICHINAIBHON
COBEpILEHHE uHpopmanmy.  HopmaTuBHBIE ~ aKThl  aJAMUHHUCTPALUH
KOMITBIOTEPHBIX Bourorpana B obiacti nHpOpMamoHHON 6€30aCHOCTH.
MIPECTYIIICHU.
3. | Knaccuduxauus IlonsiTne  araku  Ha  MHQOPMALMOHHYID  CHCTEMY.
aTax. [onsrue | Knaccudukanms aTak. Bunbl IIPOTUBHUKOB WINA
YIpO3BI. Mopens | “Hapymmureneit”’, wux kimaccubukanusa. KaHamel  yTeukm
yIpos3. WHPOPMAIIH: BU3YaJIbHO-ONTUYECKUH, AKyCTHYECKHH,
Pekomengauum 1o | 3IEKTPOMAarHUTHBIM W MaTepualibHO-BellecTBeHHBIN. [lonsaTHe
o0ecreveHunto yrpo3sl. Mcrounuku yrpo3 u ux knaccuuxamms. [loctpoenne 0 0
MHQOPMAITMOHHOH Mojenu yrpo3 opranuzanmu. Ilpumepsl. CrenuaibHbIE
0e3o0macHoCTH. TpeOoBaHUs M pekoMeHnanuu. llokazaTenu 3allMIIEHHOCTH.
Cucrema 3amurthl WHGOpPMAIMK OT HECAHKIIMOHHPOBAHHOTO
Joctymna. PekoMmeHayemble Mephl MO0 O0ECHEeUeHHIO 3allUThI
MHPOpPMaLMK B TpoLecce 3KCIUTyaTalud HH(POPMAIMOHHOM
cuctembl. Pa3pemmrenpHas cuctemMa JOMycKa.
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OCHOBHBIE TOHSITHUA

Creranorpagus u kpunrorpadus. BaxxHocTs Kpunrorpapuu

kpuntorpadpun. JlBa | mpu  pemieHHMH 3amad  oOecmedeHus  HMHQPOPManHnOHHOM
COBPEMEHHBIX 0€30I1aCHOCTU XO3SHCTBEHHON MIEATEJIbHOCTH M COXPaHEHUs
HaIpaBICHU B | koHpuaeHIManbHOH uHpopMauuu. OCHOBHBIE  TOHSTHS
Kpunrorpapuu. Kpunrorpagpuu. [lonsTne KPHUIITOCHUCTEMBI, KJII0Ya.
Krnaccuueckue Bo3Mo)HBIE ~ aTaku ~ Ha  KPUNTOCUCTEMbI,  IIOHATHE
KPUITOCUCTEMBI. KpunToaHanusa. HagesxHocTs KpunTocuCTEMEBI. J[Ba OCHOBHBIX
HaIpaBJIeHUs B COBpEMEHHOMN Kpunrorpaduu. ) )
OpmuoanaBuTHEIE W MHOTOAI(aBUTHBIE KPHUITOCHCTCMEL.
Cucremsl Llesapsa u Bukenepa. Bo3aM0OXHOCTH KpUNTOaHaIN3a
MHOTOoaI(haBUTHBIX cHcTeM. PackpbiTne cuctembl BuskeHepa.
Hanexnocts  MHOroanaBUTHBIX  cHCTeM.  AOCOIIOTHO
HaneKHas  Kpunrocuctema:  “OmgHOpazoBBI  OJIOKHOT .
Kpunrocucrema DES.
Kpunrrorpadus ¢ | Cucrempl mmdpoBanus, He TpeOymomue Mepenadn KIova.
OTKpBITHIM KJtouoM. | IIpoTokon  ucnomp3oBanust ~ cuctemsl  «OZHOPA30BBIM
Cucremsl OJIOKHOT», He TpeOyroIui TMepBOHAYAIBHOTO OOMEHa
mu(poBaHUS, HE | CeKpeTHBIMH Kitrouamu. Kpunrorpadus ¢ OTKPBITBIM KIIIOYOM.
Tpedyromme IloHsATHE OTKPHITOTO W CEKpeTHOro kKmoya. [IpuHOuIEL
nepegadu KJIfO4a. | MOCTPOEHUSI KPUIITOCUCTEM C OTKPBITHIM KIIFOUOM. V3BecTHbIE ) )
OJeKTpOHHAs KPUIITOCUCTEMBI C OTKPBITBIM KIIOUYOM M HUX aJTOPUTMBI.
MOJMHKCH. Cucrema RSA. [lnnHa ximroua B Kpunrtorpaduu ¢ OTKPBITHIM
kimo4oM.  OAHOCTOPOHHSS  (QYHKIHS, BO3MOXKHOCTH €€
WCIIOJIb30BaHMs. OJIEKTpOHHAs TMOANHMCh W MPUHLUIBL ee
IPUMECHEHHUSL.
OcHOBHBIE OCHOBHBIE TEXHOJOTMM mHocTpoeHus 3amumeHHsix HC.
TEXHOJIOTHH [MonsitTne wmexcereBoro oskpaHa. [lpaBuma ¢uapTpanuu u
MOCTPOCHUS OpUHOMITEL UX npuMeHeHus. [lakerHsie GuubTpsl. IlonuTuka
samumieHHbix  WC. | ceteBoii OezomacHocTh. llonmuTrka peanu3amuyu MeKCETEBBIX
MexceTreBbie 9KpaHoB. QDyHKIMOHATBHBIE TpPeOOBAHUS K MEKCETEBBIM ) )
SKpaHbl. 9KpaHaM W HX KoMIoHeHTHl. [Ilmo3sl ceaHcoBoro wu
npukiagHoro ypoBHs. HoBele ¢yHKUMM OpaHAMayspoB.
CxeMbl OpraHM3allid MEXCETEBBIX 3KpaHOB. TpeOoBaHus K
MEKCETEBbIM dKpaHaM
Texuomorust  VPN- | Texnomoruss o0ObeIUMHEHUS JOKAIBLHBIX CETEW M OTHAEIBHBIX
cerei. KOMITBPIOTEPOB Yepe3 OTKPBHITYIO0 BHEIIHIOIO Cpely Mepeaadu
JAHHBIX B €AWHYIO BHUPTYaJbHYIO CETh, O0ECIICUMBAIONIYIO
3alUTy MHPOPMAIMOHHBIX MOTOKOB WK TexHojorus VPN-
cereii. Ocobennoctn VPN. TyHHenupoBanue u  €ro 0 0
ocobenHoctn. OcHOBHBIE pa3HOBUAHOCTH VPN-ycTpoiCTB 10
TexHu4ecko peanusauuu. Ponmu VPN-ycrpoiicts. BapuaHTtsl
MOCTpOEHUs 3auuiIeHHbIX KaHanmoB VPN. Yrpossr s VPN.
Knaccuduramus VPN-cereii. CoBmerenne VPN-TexHOMOTHIA
u MexceTeBoro 3kpana. Henocrarku VPN.
3amuTa [Mpobnema obecrieueHust HHPOPMAIMOHHON OE30ITACHOCTH MPH
uHpOpMaIH B | pabote c rnobanbHOi cerhio WMuTepHer. MHbopmannonHas
WHTepHer. Oe3omacHOCTE B YCIOBUSX (YHKIMOHUpOBaHus B Poccun
WNudopmarnmonnas ro0anpHBIX ceTe. Ykaz mpesupeHta PO «O wmepax mo
0e30macHOCTh B | obecrieuenuto nHGOpMAMOHHONW Oe3onmacHocTH Poccuiickoit
YCIIOBUSIX Oenepann B cepe MEKAYHAPOJHOTO HHPOPMALIMOHHOTO
(GYHKIMOHUpPOBaHUST | OOMeHa». YTpo3bl HMHOOPMAIMOHHOW 0E30MacHOCTH IPH ) o
B Poccun | pabore ¢ WuTepner. Bupycel, wucHIonHsAeMble MOIYJIH,
rI100AJIBHBIX CETEH. BCIUIBIBAIOLME  OKHA W pekiama.  Vcmonb3oBaHue
AHTUBHUPYCHBIX MPOTPAMM U MEXKCETEBBIX SKPAaHOB MPH paboTte
¢ Uurepner. [IporpamMmHble cpeicTBa NMpoBepkH Tpaduka u
00pbOBI C HECAHKIIMOHUPOBAHHBIM HCIIOJIb30BAHHEM PECYPCOB
MH(POPMALMOHHON CUCTEMBI.
TunoBast cTpykTypa | ApXUTeKTypa TUIIOBOM CHCTEMBI 3aITUTHI or| OT oT

37




3ammtel o7  HC/I. | HecaHKIMOHMPOBAaHHOTO  AOoCcTyma.  MaeHtudukauus u
Yupasnenue ayrentudukanusa. IlaponbHas ayreHtudukanus. [IpaBuia
JIOCTYTIOM. npuMeHeHus: mnapoiei. OmgHopa3oBble mapoiu. [IpuHIHITEL
KOHTpoJIA JAOCTyma. MaTpuia nocTyna W CHHMCKH JOCTyTIa.
[IponsBonbHOE W TPUHYIAUTEIHHOE YIPABICHHE JOCTYIIOM.
OrpannunBaromuii  uHTepdeiic.  PomeBoe  ympaBnenune
noctynoM. Kpunrorpaguueckas noacuctema. [Iporpammuo-
anmapaTtHele cpeacTBa 3amuThl uHpopMmaumun ot HC/.
VYcerpoiicTBa BBosa naeHTH(D-HBIX Tpru3HakoB. [IpemMyrmiecTsa
Y HEJIOCTATKH X HMCIOJIb30BaHMsL. DJIEKTPOHHBIE 3aMKH.

HeoTbheMiieMbIM 3JIEMEHTOM Y4EOHOTO Tpoliecca SBISETCS CaMOCTOSTEIbHAsE padoTa CTY/ICHTA.
IIpu camocroATenbHON paboTe JOCTUraeTcss KOHKPETHOE YCBOEGHHE Y4eOHOro Marepuana,
Pa3BUBAIOTCS TEOPETUYECKHE CIIOCOOHOCTH, CTOJb BaXKHBIC JUII COBPEMEHHOW TOATOTOBKH
cnenuanucToB. DOOpPMBI  CaMOCTOSTENILHONH pabOThl CTYJAEHTOB MO JUCIMIUIMHE: HAIMHCAHUE
KOHCIIEKTOB, TIOJTOTOBKAa OTBETOB K BONpOCaM, HamucaHue pedepaToB, peIICHHE 3al1ad,
HCCIIeIOBATENbCKas paboTa, BHIMOJIHEHHE KOHTPOJIBHON PaOOTHI.

3amanus ISl CaMOCTOSITENIbHON paboThl BKIIIOYAIOT B c€0sl KOMILJIEKC aHATUTUYECKUX 3aJaHHi
BBITIOJTHEHUE, KOTOPBIX, MPEIIoJiaracT TIIATEIbHOE HM3yYeHUE HAyYHOW W Y4eOHOH IUTEepaTyphl,
MEPUOJIMYCCKUX U3JIAaHHI, a TAK)KE 3aKOHOJIATEIbHBIX U HOPMATHBHBIX JOKYMEHTOB IpEIjiaracMpiX B
n. 7.4 «YdebHas jwmTeparypa € pecypchl UHGOPMAIMOHHO-TCIICKOMMYHHKAIIMOHHON CEeTH
«HTEpHET», Y4EeOHO-METOIMYECKOe O0ECHEUEeHUE CaMOCTOSATENBHOW pPabOThl OO0YYaIOMIMXCS 10
TUCIUILTAHEY . 3a/IaHus TIPEOCTABISIOTCS HA MIPOBEPKY B IIEYATHOM BHUJIC.

Pexomengaumnu mo padore ¢ aurepatrypoit

[Ipy wu3yueHuu Kypca ydeOHOM IUCHMIIIMHBI 0CO0O€ BHHMMaHHE CleJyeT oOpaTUTh Ha
PEKOMEH1YEMYIO OCHOBHYIO U JOIOJIHUTENIBHYIO JIUTEPATYPY.

BaxHbIM 37€MEHTOM HOJATrOTOBKM K CEMHHApy SBJsETCs IIyOOKoe HM3yYyeHHE OCHOBHOH U
JIOTIOJIHUTEIBHON JIUTEPATyphbl, PEKOMEHIOBAHHOMN MO TEME 3aHATHUS, a TAK)Ke MEPBOMCTOYHUKOB. [Ipu
9TOM IIOJIE3HO TPOYUTAHHYIO JIMTEPATYpPY 3aKOHCIEKTHUPOBaTh. KOHCIEKT NOKEH OTBEYaTh TPEM
TpeOOBaHUAM: OBITh COJEPIKATEIBHBIM, 110 BO3MOKHOCTH KPAaTKUM U IPABUILHO 0(OPMIICHHBIM.

CopepxaTenbHBIM €ro CJEIyeT CUMTaTb B TOM CIlIydae, €ClIM OH IIEpPelaeT BCE OCHOBHBIE
MBICIIM aBTOPOB B ILIEJIOCTHOM BHJ€. M37I0KUTh TEKCT KpAaTKO — 3TO 3HAUUT MepeaaTh COAEpKaHHE
KHWIH, CTaTbH B 3HAYUTEIIBHON Mepe CBOMMH ciioBamu. IIpu 3ToM ciieyeT npuaepKuBaThCs IpaBuila
- 3allMChIBaTh MBICIb aBTOpa pabOTHI JMIL MOCJIE TOro, KaKk OHA XOpOILO MOHsATAa. B TakoM ciyuae
nocTaBiieHHas 1enb OyneT AocTUrHyrta. LluThpoBaTh aBTOPOB HM3yuyaeMbIX palboT (¢ 00s3aTernbHOMN
CCBUIKOM Ha MCTOYHUK) CIEAYET B TeX CIydasX, €ClIM HaJ0 3alliChIBaThb OYEHb BAYKHOE ONpEIEICHUE
WJIU TTOJI0KEHUE, 0000IIAOIINIi BEIBOI.

BaxxHo u BHemHee odopmiieHHe KOHCIEKTa. B ero Hauyaie Hago yka3aThb TEMY CEMHHapa,
JaTy HaluCaHWsl, Ha3BaHUS JMTEPATYpHBIX HCTOYHUKOB, KOTOpbIE OYIyT 3aKOHCIEKTHPOBAHBI.
I'myOokass camocrosiTennbHas paOoTa HaJ HUMHM OOECIEUYUT YCIEIIHOE YCBOCHHE H3y4aeMoi
JUCIUIUINHEL.

OmHMM W3 BaXHEWIIUX  CPEACTB  CEPbE3HOTO  OBJIAJACHUA  TEOPUEU  SBISETCS
KOHCneKmupoeanue nepeoucmoyHuKos.

Jlis coctaBieHHs KOHCIEKTa PEKOMEHIYETCsl CHayalla MpoYMuTaTh paboTy LETUKOM, YTOOBI
YSACHUTH €€ OOIIMil CMBICI U cofep:kaHue. [Ip 3TOM MOXHO clienaTh MOMETKH O €€ CTPYKType, 00
OCHOBHBIX TOJIOKEHUSX, BBIBOJAX, HAJ0 CTApaThCs OTVIMYATh B TEKCTE OCHOBHOE OT BTOPOCTEIIEHHOTO,
BBIBOJIbI OT APTyMEHTOB M J0KAa3aTeNIbCTB. EC/IN €CTh HENMOHSTHBIE CIIOBA, HA/0 B DHIMKIIONEINIYECKOM
ClIOBape HaiTH, YTO ATO CI0BO 0003HAYaeT. 3aKOHYMB uTeHHe (maparpada, IaaBbl, CTaTbU) HA/IO 337aTh
cebe BOMpoCHl Takoro poja: B uem rinaBHas Mpicib? KakoBbl OCHOBHBIE 3BEHbs JJ0Ka3zaTeabcTBa ee? UTto
BBITEKAET U3 YTBEpKJIeHU aBTopa? Kak 3To corimacyercss ¢ TeM, 4TO y»K€ 3HAaeTe O MPOYUTAHHOM M3
JPYTUX UCTOYHUKOB?

SIcHOCTh M OTYETIMBOCTH BOCHPUATHUS TEKCTa 3aBUCUT OT MHOIOTO: OT COCPEIOTOYEHHOCTH
CTYJI€HTa, OT TEXHMKH YTEHHs, OT HAaCTOHYMBOCTH, OT SPKOCTH BOOOpPAXKEHHUS, OT TEXHUKH
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(bUKCHpOBaHHS MPOYUTAHHOTO, HAKOHEI, OT IPYAMUIIUUA — OOIIEH M B KOHKPETHO paccMaTpHBacMOU
npobieme.

PesynpTaToOM TEpBOHAYATBHOTO YTCHHS JOJIKEH OBITh TPOCTOU NIaH MeKCma U yemkoe
npeocmasiieHue 0 HesCHbIX Mecmax, OTMEUYeHHbIX B KHUTe. [locne mpenBapuTeIbHOrO 03HAKOMJICHHUS,
IpU TOBTOPHOM UTEHHUH CIEAYET 8blOeNUMb OCHOBHbIE MbICAU aA8mopa W WX pPa3BUTHE B
MIPOU3BEACHNHU, OOpaTUTh BHUMaHHWE Ha 00OCHOBAaHUE OTIEIbHBIX MOJOXKEHHI, Ha METOJIbI U (POPMBI
JI0Ka3aTesibcTBa, HauOosiee sipkue MpuMepel. B xome 3Toil paboThl OKOHYATENBHO OTOMpaeTcs
MaTepual IS 3alUCH U ONPEeNsieTCs €€ BU: NIaH, Me3UCbl, KOHCHeKN.

[Iman »TO KpaTKWi, MOCIEIOBATEIIbHBII MEPEYeHb OCHOBHBIX MBbICIECH aBTOpa. 3amuch
MIPOYUTAHHOTO B BUJIE T€3UCOB — ATO BBISBJICHUE U 3aMMCh OMOPHBIX MBICIEH TekcTa. PazHuia mexay
IJIAHOM U Te3UCaMH 3aKJIF0YaeTCs B CIEeIYIONIeM: B TJIaHE MBICIb Ha3bIBAeTCs (CTaBb BCET/Ia BOIIPOC: O
4eM roBOpUTCs?), B Te3ucax — GopMyIupyercs — (4TO UMEHHO 00 3TOM TOBOPHUTCs?). 3alCh OMIOPHBIX
MBICIIEH TEKCTa Ba)KHA, HO MOJHOIO MPEACTAaBICHUS O TPOYUTAHHOM Ha OCHOBAaHUU MOJAO00HOM 3amucu
HE COCTaBHUIllb. BaXkKHO OCMBICIUTB, KaK aBTOP JOKa3bIBAET CBOIO MBICIb, KaK YOEK/IaeT B UCTUHHOCTH
CBOMX BBIBOJIOB. Tak BO3HUKaeT KOHCHEKT. dopma 3amucu, Kak Mbl YK€ OTMETHIIU, YCIOXKHSAETCS B
3aBUCHMOCTH OT IieJiel pa0oThI: IJIaH — O YyeM?; TE3UChl — O YeM? 4TO UMMEHHO?; KOHCIIEKT — O 4eM?
YTO UMEHHO? KakK?

KoHcIekT — 3To KpaTKoe mociieIoBaTeIbHOE U3NI0KEHHE coiepkaHusi. OCHOBY €ro COCTABIISIET
IJIaH, TE3UChl M BBIMUCKU. HeaocTaTKW KOHCHEKTUPOBAHUS: MHOTOCIOBUE, IIMTUPOBAHHE HE
OCHOBHBIX, @ CBA3YIOIIUX MBICJICH, CTPEMIICHHE COXPAaHUTh CTUIUCTUYECKYIO CBA3aHHOCTH TEKCTa B
yiep0d ero jorudeckoi crpoiHocT. [IprcTynath K KOHCHEKTHPOBAHUIO HEOOXOAMMO TOT/A, KOTAa
CJIOKHJTMCH HABBIKU COCTABJICHUS 3alMCH B BUJIE PA3BEPHYTOTO MOIPOOHOTO IJIaHA.

dopma 3amucu MpU KOHCIEKTHPOBAHUM TpeOyeT o0co0Oro BHUMAHHUS: Ba)XHO, YTOOBI
COOCTBEHHBIC YTBEPKICHHUS, PAa3MBINUICHUS HaJ MPOYUTAHHBIM, YETKO OTACSUITMCH TPH 3aIlHCH.
Pa3zymMHee BBIHOCHUTH CBOM TOMETKH Ha IIUPOKHE IIOJIS, 3alKMChIBaTh HAa HUX [JOMOJIHHUTEIbHBIC
CIIpaBOYHbBIC JIAHHBIC, IMTOMOTAIOIINE YCBOCHHUIO TEKCTa (aTa COOBITHS, YIOMSHYTOTO aBTOpPaMU;
CBEICHHUS O JIMIIe, HA3BaHHOM B KHUTE; TOYHOE COJAepKaHue TepMuHa). Eciii KOHCIEKTUPYETCsl TEKCT
BHYIIMTEIHLHOTO 00BhEMa, HEOOXOJAMMO YKa3blBaTh CTPAHHIIBI KHHUTH, KOTOPHIC OXBATBIBACT Ta WIIU
WHas 4YacCTh KOHCIIEKTAa.

st ynoOcTBa MOJIb30BaHUSI CBOMMHE 3aIMCSIMU BaXKHO 03arJIaBUTh KPYITHBIE YaCTH KOHCTIEKTA,
NoAYepKUBas 3a20106xku. Cieayer NOMHUTh O HA3HAUYEHUM KPACHOM CTPOKH, CTPEMHUTBHCSA K YETKOM
rpaduke 3amuceld — yCTynmaMu, KOJIOHKaMH. M3jarath TJlaBHBIE MBICIH aBTOpa U HUX CHUCTEMY
apryMEHTOB HEOOXOJUMO TMPEUMYIIECTBEHHO CBOMMH CJIOBaMH, MepepadarbiBasi TakuM 00pa3oM
nH(pOpMaIHIO,— TaK MPOXOJUT YSICHEHHWE €€ CyTHU. MbIChb, ¢pa3bl, MOHATHIE B KOHTEKCTE, MOTYT
npuoOpectu Oosee MPOCTPAaHHOE H3JIOKEHHEe B 3amucu. Ho TEKCT OpuruHama CBEpPTHIBACTCS, U
CTYJICHT, OTpadaThIBasi JIOTHUYECKOE MBIIIVICHUE, YUUTCS BBIJCISTH II1aBHOE U 0000IaTh OTHOTHUITHBIE
cyaeHusi, ogHopoaHbie (akTel. Kpome TOro, nenas 3amuici CBOMMHU CIOBaMH, 0000IIas, CTYyAECHT
YYUTCSI TUCbMEHHON PEUH.

3HaHue OOIIel CTpaTeruu UTEHHS, TEXHUKH COCTABJIICHUE ITUIaHA M TE3HCOB OMNpEAeNsieT U
TEXHOJIOTHIO0 KOHCTIEKTUPOBAHMUSI:

o BHUMATCJIIBHO YWUTATb TCKCT, MOIYTHO OTMCYAsA HCIIOHATHBLIC MECTA, HE3HAKOMBIC TCPMUHLI H
NOHATHSL. Boinucams na nonsa 3HaueHNE OTMEUYCHHBIX MTOHITHA.

o MIpH MEPBOM YTEHHH TEKCTa HEOOXOJMMO COCTaBUTH €r0 MPOCHION NIAH, TIOCIEAOBATEIHHBIN
nepeueHb OCHOBHBIX MBICIICH aBTOpA.

o MIPU TIOBTOPHOM YTEHHUU TEKCTa BBIACISATH CUCHMEMY O0KA3amenbCmeé OCHOBHBIX TMOJIOKEHUN
paboTHI aBTODA.

° 3aKJIIOYUTENBLHBIN dTall pa6OTBI C TCKCTOM COCTOHUT B OCMBICICHUN paHCC OTMCUYCHHBIX MECT U
WX KpPaTKOW MOCTIEI0BATENBHOMN 3aMUCH.

o IIPU KOHCIIEKTUPOBAHUH HY>KHO CTPEMUTHCS GbIPA3UNIL MBICTIb AGMOPA CEOUMU COBAMU, ITO
rmoMoraet 0oJiee TIIyOOKOMY YCBOEHHUIO TEKCTa.

. B paMKax paOoOThl HaJ TEPBOMCTOYHHKOM BaXXCH yMENblii omébop wuumam. HeobOxoammo

YYUTBIBaTh, HACKOJBKO SIPKO, OPUTHHAIIBHO, CKATO M3JI0KEeHAa MBICHb. [[uTupoBarh HE0OX0aAMMO
T€ CYXJIEHMsI, HA KOTOpbIE BIIOCJIEICTBUM BO3MOXHA CChLIKA KaK HA aBTOPUTETHOE U3JI0KEHHE
MHEHUS, BBIBOJIA 110 TOMY MJIM HHOMY BOIIPOCY.
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KoHcriekTrpoBaTh 1e71eco00pa3HO He Ha OTIENBHOM JHCTe, a B OOIIeH TeTpaaud Ha OJHOM
crpanurie Jmcra. OOOpOTHasi CTOpOHA JIMCTa MOXET OBITh WCIONB30BaHA ISl JOTIOJHEHHH,
HEOOXOIUMOCTh KOTOPBIX BBIICHHTCS B JajibHeWIeM. [Ipu KOHCIEKTHPOBAHUU JIUTEPATYPhI CIEAYET
OCTaBUTh IIMPOKHE TIOJIS, YTOOBI 3alicaTh HA HUX IUIAH KOHCIEKTa. [101st MOTyT OBITh MCIOJIB30BaHbI
TaKXKe ISl 3alMCU CBOMX 3aMEUYaHUM, TOTIOJIHEHUH, BOMPOCOB. [Ipy BHICTYIUICHUH HA CEMUHAPE CTYICHT
MOXET II0JIb30BaThCSI CBOMM KOHCIIEKTOM JUIS IIMTHPOBAHMs TEPBOMCTOYHHMKA. Bcee oOywaromuecs
BHUMATEIbHO CIYIIAIOT BBICTYIUICHUS OJHOTPYIIITHUKOB, OTMEYAIOT CIIOPHBIE WA OIIMOOYHBIC
MOJIOKEHUSI B HUX, BHOCST IOINPABKH, MPEICTABISIFOT CBOU pPEHICHUs] U 00OCHOBaHHS OOCYXIIaeMbIX
pooIIeM.

B koHIle cemmHapa, KOrja TIperoaaBaTellb MOJBOJUT HTOTH 3aHITHS, CTYIACHTHI C y4e€TOM
PEKOMEHIAlM TPEToAaBaTeNisi U BBHICTYIUICHUH COKYPCHHKOB JOTOJHSIOT WA WCIPABISIOT CBOU
KOHCIIEKTHI.

Oco0eHHOCTH U3y4YeHHs TUCHUILIUHBI CTY/IeHTaMHU 3204HO0i GopM 00yueHust

Crypentsl 3aoyHoi ¢GopM O0O0yueHUS H3y4yalOT OTJeNIbHbIe HauOojiee 3HAUYMMBbIE TEMBI
JUCHUIIIIMHBI, COTJIaCHO OTBCACHHBIM II0 y‘-I€6HOMy I[JIaHy 4YacaM, oA pyKOBOACTBOM IIPCIIOAaBaTCIIA
B XOJI€ ay/IUTOPHBIX 3aHATUN. OcTaabHbIE TEMbI AUCIUIUIMHBI CTYAEHThI U3y4YatOT CAMOCTOSTENIbHO. B
XOZI€ CaMOCTOSTEIBHON paObOTHI CTYJCHTHI MMUITYT KOHTPOJIBHYIO PadOTy MO OJHOM M3 MPEATIOKEHHBIX
mpernojaBaTeieM TeM. B XoJe 3a4eTHO-2K3aMEHAIMOHHOM CEeCCHM CTYAEHTHI MPEACTaBISIOT
KOHTPOJIbHYIO paboTy Juisl olleHKU. Hanuuue mosioKUTEeIbHOW OLIEHKH SIBISETCS JOIyCKOM K claye
3ayeTa 1o AUCLUUILIIHHE.

[TpakTueckue (CeMHUHApPCKUE) 3aHATHUS BKIIOYAIOT B €e€0S U CHELMAIBHO IOJIrOTOBIIEHHBIE
pedepatbl, BRICTYIIIICHUS 110 KaKOKH-THO00 CI0KHOM UM 0c000 aKTyalnbHOM MpoliieMe, peiieHue 3a1ay.
Ha npaxTtrueckoM (CceMHHApCKOM) 3aHATUU CTYJIEHT MPOSIBIISIET CBOE 3HAHUE MPEAMETA, KOPPEKTUPYET
uH(pOpMaLIHIO, TOIYYEHHYI0O B TMPOLECCe JEKIUMOHHBIX M MPAKTHUUECKUX 3aHATUH, (opmupyer
OmpeNelICHHBIM 00pa3 B TJia3ax MperojaBaTeis, MOJy4aeT HaBBIKM IPAKTUYECKON pabOThl Ha
KOMITBIOTEPE, HABBIKM MIPAKTHUECKOTO PEUICHHS 3a/1a4.

IIpn mnpoBeacHUM 3aHATUM CIEAyeT YJIEIATh BHUMAHUE TEOPETMYECKUM BOIIPOCaM,
OCOOCHHO IO CIOXHBIM TeMaM. TeopeTHYecKkue BOIPOCHI  paccMaTpPHUBAIOTCS  JHOO
CaMOCTOATENIbHO, MO0 B CBSI3M C PEHICHUEM KOHKPETHBIX 3anmad. OOCyXIEHHE TEeOpEeTUUECKHUX
BOIIPOCOB 33aCTAaBUT CTYJACHTOB HE TOJBKO F'OTOBUTH PEIICHHE 33]1a4, HO U TOTOBUTh TEMY B LIEJIOM.
TeopernueckuMm BompocaMm IienecoodpasHo yaensath a0 15-20 munyt. Ilpu HeoOXomumocTH
TEOPETUYECKUM BOIIPOCAM MOKET OBITh MOCBSIIEHA OONbIIAs YaCTh 3aHATHUS.

3amaBaemMble CTyJEHTaM 3a/Jaud MU TEOPETHYECKHUE BOMPOCHI ISl OOCYXJIECHHsS Ha
MPAKTUYECKUX 3aHATUSAX MJOJDKHBI TIIATENBHO MPOIYyMBIBATHCSA, C TEM, UYTOObI OXBATUTH IIO
BO3MOKHOCTH BCE Ba)KHBIE acleKThl TeMBl. KoamuecTBo 3aJaBa€MbIX 3aJa4 3aBUCUT OT TEMBI U
CJI0)KHOCTH PEIIeHHsI, HO OOBIYHO COCTaBIsIET HE MeHee 3-4.

PexomMenaanum no noAroToBKe K NpPOMe:KYTOYHOMH aTTecTaAlMH

K cmaue 3avera mo AMCHMIUIMHE AOMYCKAKOTCS CTYACHTHI, MOJyUYHBIINE HE MeHbIe 60 0amioB
mpu Tekyuled arrectanuu. [Ipm MOArOTOBKE K 3a4eTy CTYACHT BHHUMATEIBHO MPOCMATPHUBAET
BOIIPOCHI, TPEIyCMOTPEHHBIE B pabodeil mporpamMme, W TPOJOJDKAET 3HAKOMHUTBCA  C
pPEKOMEHIOBaHHOW JuTeparypoil. OCHOBOW IS cla4dd 3adeTa CTYACHTOM SIBISIETCS H3y4YeHHUE
KOHCIIEKTOB OO30pPHBIX JICKIUH, MPOCTYIMIAaHHBIX B TCUCHHE ceMecTpa, MHPOPMAIUU TIOTYYSHHOU B
pe3ysbTaTe caMOCTOSTENHHONW pabOThl M MONyUYeHUE MPAKTUYECKHX HABBHIKOB MPHU PEIICHUU 33/1a4 B
TE€YEHHE CEMECTpA.

OyHIaMeHT Jr000r0 y4eOHOTO Kypca 3aKiIaablBaeTCs Ha JIEKIMOHHBIX U TMPaKTUYECKUX
3aHATHSX, a TaKXKe MPU TMOATOTOBKE K HUM. HeoOXoamMo BBIpa0OTaTh CEPhE3HOE OTHOIICHUE K
KOHCIIEKTY JIeKI[Ui, KOTOPBIA JOKEH B IMOJHOM O0BEeMEe OTpaKaTh COACpkKaHHE JICKIUi. 3amucu
JOJDKHBI OBITH aKKypaTHBIMHA. JKenaTebHO 0c000 BBIICITUTEL BCE ONPEICICHHS U KITFOYEBBIC MOMEHTBI
nekuuu. Ocobo ciaenyeT OTMETHTh, YTO, HECMOTPS Ha MPAKTUYECKYIO HAMPABICHHOCTh CEMUHAPOB U
BBITIOJTHEHUE BCEX 3a/JIaHMIl Ha KOMIIBIOTEpE, CTYJEHTaM HEO0OXOJAMMO CaMOCTOSITEIHHO 3alUCHIBATh
KIIFOUEBbIE MOMEHTHI 33/IaHUi B KOHCIIEKT, JIOTONHSS JIEKIIUU. B cilydae HeTOMOHUMAaHUS HEKOTOPBIX
MOMEHTOB HEOOXOIMMO 00513aTeTbHO 00paIIaThCs K MPENo1aBaTelo 3a KOHCYIbTAIUEH.
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s Gonee yCHEIIHOrO OCBOEHHUSI MaTepuallia HeoOXOAMMO HCIOJIb30BaTh JONOIHUTEIBHYIO
TuTepaTypy. YUeOHUK HY>KHO HE MPOCTO YUTaTh, @ U3y4aTh; OCHOBOW 3alIOMUHAHMUSI SIBJSIETCS] TOJIBKO
IIOHUMAHUE  MPOYUTAHHOTIO. HeoGxomuMo  BbIpaboOTaTh ~ NPUBBIYKY  CHCTEMaTHYECKOU
CaMOCTOSITENIbHOM paboThl, «HATACKMBAHUE» K SK3aMEHY WJIM 3a4eTy JaeT Clladblii U MOBEPXHOCTHBIN
pe3yJbTar.

Jns ycnemHo# cliauu 3a4eTra CTyACHT JOJDKEH 3HATh U NOHUMATh JIOCTATOYHO COJIMIHBIN
o0beM Marepuana. He oTkmagpiBaiiTe Ipolecc 3ay4MBaHUS HA IOCICIHUE IHU TIEpell 3aueTOM.
[ToaroroBka J0JI’KHA BECTUCH C MEPBBIX JIEKIIUI.

7. YueOHas auTepaTypa u pecypcbl HHGOPMANMOHHO-TEJIEKOMMYHUKANIMOHHOM ceTn UHTEpHET

7.1. OcHoBHAas1 IUTEpaTypa
1. Mamok, A.A. Beeaenne B nHOOPMAIIMOHHYIO 0€30MMaCHOCTh: yueOHoe mocodue. ['opsiuas TuHus -
Tenexom. 2021. Pesxxum moctyna: http://www.iprbookshop.ru/11979 .- 9BC «IPRbooks»
2. Kanusen E.K. MnpopmanoHHbIe TEXHOIOTUU B IPOPECCHOHATBHON JESITENbHOCTH [DIEeKTPOH-
HBI pecypc]: kypc nekiuit. OpenOypr: OpeHOyprckuii rocyaapcTBeHHbIH yHuBepcurer, DbC
ACB. 2022. Pexxum noctyma: http://www.iprbookshop.ru/54115 . — 3BC «IPRbooksy,
OBC Jlans http://lib.ranepa.ru/base/abs-izdatelstva--lan-.html#
SBC IPRbooks http://lib.ranepa.ru/base/abs-iprbooks.html
DIEKTPOHHOE U3aTEIHCTBO «IOPAMT» http://www.biblio-online.ru

o s w

7.2. lonotHUTE/ILHAS JJUTEpPaTypa

1. Kysnenos U.H. busnec-6e3o0macHocTh [DNeKTpOHHBIN pecypc]: yueOHoe mocodue. M.: JlamkoB u

K. 2012. Pexxum noctyna: http://www.iprbookshop.ru/10906.— DBC «IPRbooks»

OBC Jlans http://lib.ranepa.ru/base/abs-izdatelstva--lan-.html#

3BC IPRbooks http://lib.ranepa.ru/base/abs-iprbooks.html

DnextporHoe H3aTenseTso «FOPAUT hitp://www.biblio-online.ru

JloktpuHa uHpopmaimonHoit 6ezonacHoctu PO (ytB. [Ipesugentom PO 09.09.2000).

3axoH P® “O rocynapcrsennoit taitne” Ne 5485-1 ot 21.07.1993 r.

3akoH PO “O6 unpopmanyu, THPOPMALMOHHBIX TEXHOJIOTUAX U 0 3auure uHpopmanuu” Ne 149-

@3 ot 27.07.2006

3akoH P® “O kommepueckoit TaitHe” Ne 98-D3 ot 29.07.2004 r.

9. bBmk Y. UaTepHeT: IpOTOKOIBI Oe30macHoCcTH: Yuebnsiit kype. CII6.: [Turep-npecc, 2012.

10. 3uma B.M., Monnossa A.A., Moagossa H.A. be3onacHOCTh I100abHBIX CETEBBIX TEXHOIOTHIA.
CI16: BXB-IlerepOypr, 2014.

11. KommnbroTepHast IpecTymHOCTh U MHpOpMaLmonHas 6e3onacHocTs /Ilox obm. pen. A. I1. JIeoHo-
Ba. Mu.: APIJI, 2014.

12. Monnossin A.A., MongossiH H.A., CoseroB b.f. Kpunrorpadus. CII6.: M3garensctBO «Jlauby,
2013.

Nogakown

o

7.3. HopmaTuBHBIEC IPABOBbIE JOKYMEHTHI M HHasI IPABOBasi HHGOpPpMAaL U

Koncrurymus Poccuiickoit @eaepaunu ot 12.12.1993 ( ¢ moc:n. nonpaBkamu )

2. @enepanbhbiii 3akoH oT 27 urosst 2006 roma Ne 149-@3 «O6 nHpopmanuu, "HOOPMALMOHHBIX TEXHO-

JIOTHSIX | O 3aluTe HH(OPMALIUN»;

®enepanbHblil 3ak0H 0T 27 utoiist 2006 rona Ne 152-03 «O nepcoHaIbHBIX JaHHBIXY;

4. Tlonoxenne 00 obOecriedeHN 0€30MaCHOCTH NEPCOHATBLHBIX JaHHBIX NPU UX 00paboTke B mH(pOpMaLy-
OHHBIX CHUCTEMaxX TEepPCOHAIBHBIX JAHHBIX, YTBEPXKJIECHHOE MocTtaHoBiIeHueM [IpaButenbcTBa Poccuii-
ckoit @eneparuu ot 17 HOsOpst 2007 roma Ne 781;

5. Tlopsimox mpoBeneHus: KiaccupUKanuyd HHPOPMALMOHHBIX CHUCTEM IEPCOHANBHBIX NaHHBIX, YTBEp-
xaennslii npukazoM GCTIK Poccun, ®Ch Poccun u Munundopmcepsizu Poccun ot 13 derpans 2008
roga Ne 55/86/20 (3apeructpupoBan MunroctoMm Poccuu 3 ampens 2008 roma, peructpaidioHHbIi No
11462);

=

w
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http://www.iprbookshop.ru/11979
http://www.iprbookshop.ru/54115
http://lib.ranepa.ru/base/abs-izdatelstva--lan-.html
http://lib.ranepa.ru/base/abs-iprbooks.html
http://www.biblio-online.ru/
http://lib.ranepa.ru/base/abs-izdatelstva--lan-.html
http://lib.ranepa.ru/base/abs-iprbooks.html
http://www.biblio-online.ru/

6. bBasoBas Mozenb yrpo3 6€30MacHOCTH MEPCOHATBHBIX TAaHHBIX MPU UX 00paboTKe B MH()OPMAIIOHHBIX
CHUCTEMax TMePCOHATBHBIX MaHHBIX (YTBepxkaeHa 3amecturenem aupekropa PCTIOK Poccun 15 derpa-
a5t 2008r.);

7. Metonuka onpeeneHus akTyallbHBIX YIpo3 0€30MacHOCTH EPCOHANBHBIX IaHHBIX MPU UX 00paboTKe B

WH(POPMAITHOHHBIX CUCTEMaX IMepCOHABHBIX NaHHBIX (Y TBepxkaeHa 3aMmectureneM aupekropa @CTIK

Poccun 14 dheBpans 2008r.).

3akoH P® «O rocynapcrBenHoi taitHe» Ne 5485-1 ot 21.07.1993 .

9. 3akon P® «O xommepueckoit TaitHe» Ne 98-D3 ot 29.07.2004 1.

©

7.4. UuTEepHET-pecypcChl, CIPABOYHbIE CUCTEMbI

http://base.garant.ru/ - cnpaBouHo-monckoBas cuctema «I apaHT»
http://www.consultant.ru/ - cnpaBouno-nionckoBas cucrema «Koncynprant I[Taroc»
http://www.pfrf.ru/ - opurmaneueiii caiit [lencnonnoro gpounna PO
http://www.kremlin.ru/ - opunumansusii caiir Ipe3uaeara PO

http://www.cbr.ru/ - opunmanshsiii caiit LlentpansHoro 6anka PO

Odunmansueiii caiit ['ocynapcteennoit Jymer PO - duma.gov.ru

Odunmanbhelii caiit [IpaBurenscrBa Bonrorpaackoii odmactu - volganet.ru
Odunmanbueiii caiiT [paButenscTBa PO - nmpaBuTenbcTBO.pdh

Odunmansherii caiitr CoBera @eneparuu - council.gov.ru

CoNok~wWNE

7.5. UHble HCTOYHUKH
Her

8. MarepnanbHo-TexHu4eckass  0a3a, HH(OPMALMOHHbIE  TEXHOJIOTHMH,
nporpaMMHoe odecrneyenne 1 HH(POPMALMOHHbIE CIIPABOYHbIE CHCTEMbI

MarepuanbHO-TeXHHUYECKOE o0ecrneyeHne AUCHUIUIMHBL  «OCHOBBI  MHGOPMALMOHHOI
0e30MacCHOCTH X035IiICTBEHHOM 1esITeJIbHOCTH» BKJIIOYAET B ceOsl:

- JIEKUMOHHBIE AayAUTOPUH, OOOPYIAOBaHHBIE BUICONPOCKIIMOHHBIM O00OpYyJIOBaHUEM IS
Mpe3eHTali, CPeICTBAMU 3BYKOBOCIIPOU3BEICHUS, SKPAHOM;

- TIOMEIIEHUs JUI TNPOBEJCHHUS CEMUHApCKUX M IMPAKTHMYECKUX 3aHATUH, 000pyJOBaHHBIE
yueOHOI Mebenblo;

- KOMIIBIOTEpHBIE KJIACChl, OCHAIEHHBIE COBPEMEHHBIMM KOMIBIOTEpAMH C BBIXOJOM B
VHTEepHET W YCTaHOBJIEHHBIMH B CETH CIENUAIBHBIMH IaKeTaMH MPOTPaMM, OOECTICUYMBAIOIIHNMHU
yueOHsIii mponece, Bkiatodass CIIC Koncynbrant [Tntoc u I'apanT.

JucuurmumHa — JOJDKHA — OBITh  MOAJIEPKaHA  COOTBETCTBYIOUIMMH  JIMIICH3MOHHBIMHU
nporpaMMHbIMH Tnipogykramu: Microsoft Windows 7 Prof, Microsoft Office 2010, Kaspersky 8.2,
CIIC T"apant, CIIC KoHcynbTaHT.

[TporpammMHBIe cpeficTBa oOecrieueH s yueOHOro Mpoliecca BKIIOYAoT:

— onepanoHHble cucteMbl cemericta Windows (10): Microsoft WINHOME 10 RUS OLP NL
AcdmcLegalizationGetGenuine,MicrosoftWinPro 10 RUSUpgrdOLPNLAcdmc;

— maket oucuHoro 10 - Microsoft OfficeStd 2019 RUS OLP NL Acdmc;

- IPOTPaMMEBI-apXUBATOPHI;

- QaHTMBHUPYCHBIE TIPOTPAMMBI;

- IPOTpaMMBI TPE3EHTAIIMOHHON TpaduKu;

- TEKCTOBBIE PEIaKTOPHI;

- rpauueckre peJaKTophl;

- JJIEKTPOHHAs! TabIuIla;

- 0a3a JaHHBIX;

- CIIC Koncynsbtanrt [1mtoc;

- CIIC TI'apanT Aspo;

- JJIEKTPOHHAas OMOINOTEKa;

- IpOrpamMma 3JIEKTPOHHOI'O TECTUPOBAHMSL.
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By3 obecrieunBaer Kax7oro obOydaromierocs padOYMM MECTOM B KOMITBIOTEPHOM Kjacce B
COOTBETCTBUM C 0OBEMOM H3y4aeMbIX JAUCLUILINH, 00ECIIEUNBACT BBIXOA B CeTh VIHTEpHET U 10CTyM K
CIIC Koncynbrant ITntoc u CIIC I'apanr.

MarepuanbHO-TEXHHUUYECKOE 00ecneueHNe AUCHUILIMHBIL U1 00y4aroIuUXcsl ¢ OrpaHUYCHHBIMU
BO3MO>XHOCTSIMU 37J0POBbSI 1 HHBAJIUI0B BKIIIOUAET B c€0s ClIEqyIOIIEE:

- y4eOHbIE ayJUTOPHM OCHAILEHb! CIIELHUAIbHBIM 00OpYIOBaHMEM U Y4EOHBIMH MECTaMHU C
TEXHUYECKMMHU CpEACTBAMH OOydeHHs Ui OOYyYaloIUXCs C PAa3IUYHBIMH BUIAMU OTpaHUYCHHMA
310pOBbBS;

- ydeOHasi ayJUTOpHUs, B KOTOPO 00y4aroTcs CTyIEHTbl ¢ HapylLIEHHEM cilyXa 000pyroBaHa
KOMIIBIOTEPHOW TEXHUKOM, ayIMOTEXHUKOMN (aKyCTUUYECKUN YCHIIUTEIb U KOJOHKH), BUACOTEXHUKON
(MyJIbTUMEIUMHBIA TIPOSKTOP), MYJIbTUMEIUNHON cucTemon. [ oOydeHus JuI] ¢ HapyIICHUSIMHU
CllyXa MCIIOJIb3YIOTCSI MYJbTUMEIUMHBIE CPEICTBA U JIPYrM€ TEXHUYECKUE CPEICTB JUIsl IpHeMa-
nepeaayn yueOHou MH(GOpMauK B JOCTYIIHBIX (opmax;

- s c1a0OBHIAMIMX OOYYAIOMIMXCS B JIGKUIMOHHBIX U YYEOHBIX ayJUTOPUAX IMPETyCMOTPEH
IIPOCMOTP yJAJIEHHBIX OOBEKTOB (HAaIpUMep, TEKCTa Ha JOCKE WM cilaija Ha SKpaHe) Ipu IOMOLIU
BUJICOYBEIMUNTENEH ISl YAAJIEHHOTO IPOCMOTPA;

- U1 o0yyaroluxcs ¢ HapyLIEeHUSMU OIOPHO-ABUIaTEeNbHOIO ammapara B JIGKLIUOHHBIX U
Y4eOHBIX ayJJUTOPHUSX MPEyCMOTPEHBI CIIEHAIbEHO 000py/I0BaHbIE paboyne MecTa;

- JUI KOHTAaKTHOM M CaMOCTOSATENIbHOM pabOThl MCIOIB3YEeTCS MYJIbTUMEIUMHbBIE KOMIUIEKCHI,
JJIEKTPOHHBIE YYEOHMKH W Yy4yeOHbIE IOCOOMsS, aJaNTHPOBAHHBIE K OrPAaHUYEHUSIM 3I0POBBS
oOy4aromuxcs.

OOyuaroniyecss ¢ OrpaHMYEHHBIMM BO3MOXHOCTSIMU 3[0POBbSl M HMHBAJIUIbI, B OTIMYUE OT
OCTaJIbHBIX, MMEIOT CBOM creuu(puyeckue OCOOCHHOCTH BOCIPHSTHUSA, IepepadoTKH MarepHaa,
BBITIOJIHEHUS TPOMEKYTOUYHBIX U UTOTOBBIX ()OPM KOHTPOJIS 3HaHWH. OHHM 00ecTiedeHbl IeYaTHBIMU U
3JIEKTPOHHBIMU  00pa30BaTeNIbHBIMU ~ pecypcaMu  (IpOrpaMMbl, y4eOHHMKH, YydeOHbIe MOcoOus,
MaTepHalIbl A1l CAMOCTOSTEILHON paboOTHl U T. 1.) B (OpMax, afanTUPOBAHHBIX K OTPAHUYCHUSM HX
3JI0pOBbSI U BOCIIPUATHUS UHPOPMALIUU:

Jlist i1 ¢ HapyLIEHUSIMU 3pEHUS:

- B IEYaTHOM (pOopMe yBETUUYEHHBIM IIPUPTOM,

- B (hopme 371eKTpOHHOTO JOKYMEHTA,

Jlia i1 ¢ HapyLIeHUsIMU CIIyXa, C HapyLIEHUSIMU OIIOPHO-/IBUTaTEJILHOTO aIapara:

- B meyatHou ¢opme,

- B (hOpMe 3JIEKTPOHHOTO JOKYMEHTA.

By3 obecrnieunBaer kaxxgoro oOydaromierocss pabouMM MECTOM B KOMITBIOTEPHOM KJIacce B
COOTBETCTBHH C 00BEMOM HM3y4aeMbIX TUCLMILIMH, 00ECTIE€UMBAET BBIXO B C€Th MIHTEpHET.

[Tomemenuss sl  CaMOCTOSITENIBHOM — pabOThl  OOyYarOIIMXCS  BKJIIOYAIOT — CJIETYIOIIYIO
OCHALIIEHHOCTB: CTOJIBl ayJAUTOPHBIE, CTYJbS, JOCKH ayIUTOPHBIE, KOMIBIOTEPHI C MOAKIOYEHUEM K
JIOKQJIbHOM CeTH MHCTUTYTA (BKJIIOYasl paBoOBbIe cUcTeMbl) U IHTEepHeT.

Jnis n3ydyeHus yuyeOHOM AMCHUIUIMHBI MCHOJB3YIOTCS aBTOMATHU3MPOBaHHas OuOIMoTedHas
nH(OpMalIMOHHAs CUCTEMA U AJIEKTPOHHbIE OMOIMOTEUHbIE CUCTEMBI: « Y HUBEpCUTETCKasi OMOInoTeKa
ONLINE», «OnekrponHo-0ubOianoTeunas cucrema wu3garensctBa JIAHby, «OnekTtpoHHO-
oubnuoTeuHas cucrema m3aarenberBa «lOpait», «dnekTpoHHO-OubaMoTeunas cuctema [PRbooksy,
«Hayunast snexkrponnas oubnuorexka eLIBRARY» u np.
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denepajbHOE TOCYyIaPpCTBEHHOE 0K0I2KeTHOE 00pa3oBaTeibHOe
yupe:KIeHue BhICIIEro 00pa3oBaHus
«POCCHMICKASI AKAJJTEMHSI HAPOJTHOI'O XO3SIICTBA
U TOCYJAPCTBEHHOM CJIYKBbI
IPU NPE3UJIEHTE POCCUNCKOM ®EJEPALIUN»

Bonrorpanckuit unctutyT ynpasienus - punuan PAHXul'C
DKOHOMHYECKHUH (aKyJIbTET
Kadenpa nuapopMaImioHHBIX CUCTEM U MATEMATHYECKOTO MOJICITUPOBAHHS

YTBEPXX/JIEHA

Y4EHBIM COBETOM

Bosrorpaackoro HHCTUTYTa yIpaBICHUS —
¢umana PAHXul'C

[Ipotokon Ne 2 ot 23.09.2021 r.

INPOI'PAMMA CIIEHUAJIMTETA

""IKOHOMMKO-TIPABOBOE o0ecneYeHne IKOHOMUYecKoi Oe3omacHocTu'

(HaumeHoBaHUE 0OPA3068AMENLHON NPOSPAMMbL)

®OH/IbI OLIEHOYHBIX CPEJCTB MPOMEKYTOUYHOI ATTECTALIUA
MO JUCHUTIJINHE

b1.B./1B.09.02 OcHOBbI MH(POPMALMOHHON 0€30IIACHOCTH
XO031iCTBEHHOH /1eTeJIbHOCTH

(KOO U HauMeHOo8aHUe OUCYUNIUHBL)

38.05.01 DxonoMHuueckas 0e30MaACHOCTDL

(K00, Haumenosane HanpagieHus NOO2OMOBKU /CReYUaTbHOCU)

Ounas, 3a04Has

(¢popma (popmwr) 0byuenus)

I'oxg mabopa — 2022 1.

Bonrorpan, 2021 r.
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DoH/1 OLIEHOYHBIX CPEACTB NPOMEKYTOUHON aTTECTALMH M0 TUCHHUIINHE
B1.B./1B.09.02 «OcHOBbI HH(GOPMANMOHHOMH 0€30MACHOCTH X0351liCTBEHHOM J1eSITeJIbHOCTID)

[IpomexxyTouHasi arrectanusi Mo JucUMIUIMHE OCHOBbI MH(OPMAIMOHHOI 0e30MacHOCTH
XO0351iiCTBEHHOI /1esITeJIbHOCTH IIPOBOJUTCSA B COOTBETCTBHH C YUEOHBIM IJIAHOM IS OYHOM (hOPMBI
oOydeHwus: 8 3 cemecmpe — 6 gude 3auema.

Bonpochl k 3a4eTy N0 JUCHHUILINHE
«OcHOBBI HHPOPMALMOHHON 0€30ITACHOCTH X03SIHMCTBEHHOM 1eATEJTbHOCTH

1. [TonsiTre 3amuTh HHGOPMAITMU U HHPOPMAIIMOHHON O€301TaCHOCTH.

2. OcHOBHBIE COCTABISIONTNE HHPOPMAITMOHHOM 0€30TTaCHOCTH.

3. 3aKoHOJAaTEIbHbIN YPOBEHb HH(OPMALIMOHHON 0€3011acCHOCTH.

4. KommbroTepHbIe MpecTyIeHHUs.

S. [TonsATHE aTaku HA UHPOPMALMOHHYIO CUCTEMY .

6. Knaccudukanus atax.

7. Buibl NpOTUBHUKOB UM “HapyLIUTENeH”, UX KiIaccu(HUKaIus.

8. Kanainer yreukn nadopmarim.

9. [TonsiTHE YyrpoO3bI.

10. HcTouHnKH yrpo3 U UX KiacCu(pUKaIus.

11. Monensb yrpos.

12. AHaiau3 BO3MOXKHBIX CIIOCOO0OB HapyIIEHUH HH(OPMALlMOHHON CUCTEMBI.

13. [TonuTrka 6€30NACHOCTH M €€ pear3allus.

14. OCHOBHBIE TIOHATHS KpUNTOTpapUH.

15. JlBa OCHOBHBIX HalPaBJIEHUs B COBPEMEHHOW KpUNITOTpaduu.

16. Knaccuueckne kpunrocuctemMsl U UX kiaccudukanus. [Ipumepsr.

17. Kpunroanann3 MHOTroan(aBUTHBIX CUCTEM.

18. Kpunrocucrema: “OnHopa3oBblii OJOKHOT .

19. CranpapTsl LIMPPOBAHUS JaHHBIX.

20. Cucremsl mudpoBaHus, He TPEOYIOLIUE Mepeaayu KIrya.

21. Kpunrorpadus ¢ OTKpPBITHIM KIIIOUOM.

22, DJeKTpOHHAs TIOANKCH Y IPUHIIUTIBI €€ TPHMEHEHHS.

23. PykoBogsamue nokymentsl I ocrexkomuccuu Poccnn.

24. Nuctpykuusa CTP-K. Pekomennanuu no 3amure KOHPUACHIIMAIBHONW HHDOpMAIUH.
25. PazpemnrenbHas cucteMa JI0ImyckKa.

26. Me:xceTeBble SKpaHBbI.

27. Texnonorust VPN-cereit.

28. Yrpo3bl uHpOpMaLIMOHHOW 6€301acHOCTH Npu padote ¢ MHTepHeT.

29. ApPXUTEKTYpa TUIIOBOM CUCTEMBI 3aLUThI OT HECAHKIIMOHUPOBAHHOTO JOCTYTIA.
30. Unentuduxanus u ayreHTudukanus. [laponpHas ayreHTUUKALINS.

31. [Toncucrema ynpasieHus AOCTYOM. Marpuiia 10CcTyna U CIUCKU AOCTYyIa.

32. [TporpammHo-amnnaparHble cpeacTBa 3amuThl nHGopmanuu ot HCJI.

33. YcTpoiicTBa BBOJA HICHTU(DUKALIMOHHBIX TPU3HAKOB.

34. KomrmtekcHsIit moaxos k obecrnedeHno nHGOPMAITMOHHONW 0€30MaCHOCTH OPraHU3aIluH.
35. [TepcniekTHBBI pa3BUTHUS TEXHOJIOTHHA o0ecTiedeHrs HHPOPMALIMOHHOM 6€30MacHOCTH.

HpaKanecmue 3a/laHUs K 3a4Y€Ty

Tema 1. 3ammra opUCHBIX TOKYMEHTOB.

PaccmaTpurBaeMblie BOMIPOCHT:

3ammra 1okyMmeHToB Microsoft Word oT HeCaHKITMOHUPOBAHHOTO JIOCTYTIA.

3ammra fokyMeHToB Microsoft Word oT HecaHKIIMOHUPOBAaHHOTO U3MEHEHUS.

3ammTa 1okyMeHToB Microsoft Excel oT HeCaHKIIMOHUPOBAaHHOTO U3MEHEHHS.
45



3amuTa 1okyMeHTOB Microsoft Excel oT HeCaHKITMOHHPOBAHHOTO AOCTYTIA.

3anaHus AJi1 CaMOCTOSITEIbHOTO BBITOHEHHUS:

3ammra fokymenToB Word.

1. Co3pnaiiTe Ha nucke D: B marnke Bamiei rpynisl nanky 3amnura oduca.

2. Habepure B pegaktope Word mpou3BOJIBHBIN TEKCT M COXPAHUTE €ro B Manke 3amuTa opuca
nox nMeneM document]l.

3. Beibepute menro CepBuC — Y CTaHOBUTH 3alIHTY.

4. 3anpeTuTe JIFOOBIC N3MEHEHUST KPOME 3alMCH UCTIPABIICHUN U 3a/1aiiTe mapoiib 12345.

5. TIlompoOyiiTe OTpenakKTUPOBATh CBOM TEKCT. YJaJIMTE HEKOTOPHIC CIIOBA M JOMHIINTE HOBHIE.
[Tonpobyiite mnpunsaTsh Bce wucnpasienus (Ceppuc — MHWcenpaBnenus — [IpuHSATH/OTKIOHUTH
ucnpasienusi). OOpaTtuTe BHHUMaHHE, YTO BCE HW3MEHEHHUS B JIOKyMEHTE (UKCHUPYIOTCA, HO
MPUHATH/OTKIIOHUTH UX HEBO3MOXKHO.

6. 3akpoiiTe JOKYMEHT, COXPAHUB €TO0.

7. OTKpoiiTe JOKYMEHT U MONPOOYHTE MPUHATH UCIIPABICHHS.

8. Cuumure 3amuTy gokyMeHTa. Boioepure mento CepBuc — CHATD 3alIUTy U BBEIUTE MAPOJIb.

9. [NompoOyiiTe MPUHSATH BCE UCIIPABJICHUS. Y O€TUTECH, YTO UCTIPABIICHUS IPUHSTHI.

10. 3aHOBO 3alUTUTE JOKYMEHT, KPOME 3aIllMCH MCTIPABICHHUI U 3aKPOITE €ro, COXpPaHUB.

11. HaGepute HOBBIH JOKYMEHT (OTJIMYHBI OT IEPBOr0) M COXpPAHUTE €ro (Mo HMEHEM
document?) B manke 3amnuta oduca.

12. YcrtaHoBUTE 3amMTy 3TOTO JOKYMEHTa, BhIOpaB MeHIO CepBHUC — YCTaHOBUTH 3allUTy H
3anpeTHB JII0Oble U3MEHEHHsI KpOME BCTaBKU IpUMedaHuil. 3anaiite napons 12345.

13. TlorpoOyiiTe OTpeaaKTUPOBATH JOKYMEHT.

14. BcraBbTe nBa mpuMeuyaHus K 00bM ¢pparmeHTam. Mento BeraBka — [Ipumeuanue.

15. IlonpoOyiiTe M3MEHHUTH OJJHO PUMEUAHHE U YIATUTH IPYTOe.

16. 3akpoiiTe JOKyMEHT, COXPaHUB €rO.

17. Co3paiite Tpetuii mokymeHT B Word, coxpaHUTe ero B mamke 3ammra odrica moJ NUMEHEM
document3. YcTaHoBHTE HAa HETO 3alIUTY, 3alIPETHUB JIIOObIE U3MEHEHHs, KPOME BBOJIAa IAHHBIX B MOJIS
dopmM. 3anaiiTe mapons 12345.

18. IlonpoOyiiTe oTpenakTupoBaTh JOKYMEHT. I[IpocMOTpHUTE MYHKTHI MEHIO, YTOOBI BBISICHUTDH
Baiu BO3MOXKHOCTH 110 peAaKTUPOBAHUIO JOKYMEHTA.

19. CHuMuTE 3aIIUTY C JOKYMEHTA.

20. Pa30eiiTe Ball JOKYMEHT Ha JiBa pasjena. (Y CcTaHOBUTE Kypcop B MECTO pa3phiBa U BbIOepUTe
Mento BeraBka — Paspeis — HoBblM pa3zien Ha TEKyIIeH CTpaHULE).

21. YcraHoBUTE 3alIUTy Ha JOKYMEHT, 3allpeTUB JIIOOble M3MEHEHHs, KpOME BBOJA JAHHBIX B
nonst ¢opm. Mcnone3ys kHONKy Pa3genbl, ycTaHOBUTE 3ampeT TOJNBKO Ha BTOpo# pasnen. Ilapons
12345.

22. TlonpoOyiiTe OTpeJaKTHPOBATh NEPBBIA U BTOPOIl pa3aessl JOKyMEHTa.

23. 3akpoiiTe TOKyMEHT, COXPaHHUB €TO.

24. Co3naiiTe 4eTBepThIil TOKYMEHT B penakrope Word U coxpaHuTe ero B nake 3amura oduca
oz uMeHeM document4.

25. Bribepute mento Cepsuc — [Tapamerpsl, 3aTeM Bkiaaky CoxpaHeHue.

(Ecnu Bor paboraere B Word2t3 unu XP, To Hago BeIOpaTh BkiIanky besomacHocts. [TocMoTpuTe
BO3MOKHOCTH 3TOM BKJIagku. OOpaTtuTe BHUMaHME Ha (Iakok «YJalsaTh JIMUHbIE CBeACHUS U3 (aiina
MIPU €T0 COXPAaHEHUNY ).

26. 3anaiite naponb 7777 Ha OTKpBITHE (aiina.

27. 3akpoite aiin, COXpaHHUB e€ro, 3aTreM MOMpoOyiTe OTKpbITh. IlompoOyiiTe BBeCTH
HENPAaBWIBHBIN 11apoJIb, a 3aT€EM OTKPOMTE TOKYMEHT C IPABUIIBHBIM I1apOJIEM.

28. Co3pmaiiTe mATHIA TOKyMEHT B pefakTope Word u coxpaHuTe ero B make 3ammura oduca moj
umeneM documents.

29. Bribepure mento CepBuc — Ilapamerpsi, 3ateM BkIanky beszomacHocts (CoxpaHeHue st
Word2000) u 3amaiite napospb pasperieHus 3anucu 9999.

30. 3akpoiiTe JOKYMEHT, COXpaHUB €ro 1 NonpoOyiiTe CHOBAa OTKPHITh. BriOepuTe pexuM TOJIbKO
yreHus. OTpeakTUpyHTe TOKYMEHT U NonpoOyiiTe ero coxpanutb. Coxpanute kak document5 1.

31. IlompoGyiite oTKpHITH (aitn documentS 1.
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32. 3akpoiite Bce (aiiibl U MOKAXKUTE pe3yNIbTaT MPEro1aBaTelio.
3ammra nokymentoB Excel.
1. 3anyctute Excel u co3naiite cienyromyo Tadiuiry
®no Oknag, Mpemna UToro

2. 3anogHUTE ee Ui MIPOU3BOJIBHBIX TPEX YEIOBEK, BBOJIS IPOU3BOJIbHBIC UHCIA U CYMMUPYS UX B
rpage Uroro.

3. [TocTpoiite KpyroByro auarpammy mo crosoiy Hroro.

4. Coxpanurte (aiin B nanke 3amura opuca 1o IMeHeM probal.

5. CoxpanuTe 3TOT e (aiin B manke 3amura oduca emie pas moj uMeHeM proba2.

6. 3akpoiite Qaiin proba2 u otkpoiite Qaiin probal.

7. Beibepute mento CepBuc — 3ammuTa — 3alUTUTD JIUCT U 3aaiTe mapoiasb 1111.

8. ITompoOyiite oTpenaktuposats JucT. [lepeiinute Ha JIuct2 u monpoOyiiTe BBECTH JTaHHBIC.

9. YcTaHoBHTE 3alIUTY BTOPOTO JIMCTA C mapojeM 2222,

10. Caumure 3amury c Jlucral. Mcnons3yiite meHto CepBuc — 3amurta — CHATH 3alLUTY JIUCTA.

11. YcranoBute 3amuty Jlucral, orMeTuB ToapKO (1askoK 3aluTa JUCTa B OTHOLIEHUH O0BHEKTOB
u 3a1aB napoisib 1111.

12. TlonpoOyiiTe U3MEHUTH JAaHHbIE B stueiikax. [lonmpoOyiiTe U3MEHUTh AUarpaMmy.

13. 3akpoiite (haiin, coxpaHHUB €ro.

14. Otkpoiite daiin probal u nonpoOyiiTe BHECTH U3MEHEHUS Ha MEPBBIH JHUCT, 3aT€M Ha BTOPOM.

15. 3akpoiite ¢aiin probal u oTkpoiite aiin proba2.

16. Boibepure menro CepBuc — 3ammra — 3amUTUTh KHUTY. OCTaBbTE OTMEUYEHHBIM TOJIBKO
¢bnaxoxk CTpykTypy W 3amaiite mapoib kniga (mpoBepbTe, 4TOOBI ObUIa BKIIFOUCHA AHTIIMICKAs
packiagka)..

17. TlonpoOyiiTe N3MEHUTH JaHHBIC HA JTUCTE. Y OCIUTECh, UTO U3MCHCHHS BOSMOKHBI.

18. TTonpoOyiiTe y1anuTh nepBblid JUCT (IIP. KHOMKA MBIIIN HA SPJIBIKE JIMUCTA BHU3Y CTPAHULIBI).

19. 3akpoiite (aiin, coxpaHUB U3MEHEHHsI, U 3aHOBO OTKpOiiTe ero (proba2).

20. CanMute 3amuty ¢ kHuru. Menro Cepsuc — 3anura — CHATB 3alIUTY KHUTH.

21. YcraHoBuUTE 3alIMTY KHUTH, OTMETUB 00a (priakka ¥ yCTaHOBUB Mapoib kniga?2.

22. TlonpoOyiiTe N3MEHUTH JIaHHbIE HA JHCTE.

23. Bribepute MeHt0 OkHO — CKpBITh U BBEIUTE MAPOJIb.

24. 3akpoiite ¢aiin, COXpaHUB U3MEHECHHS.

25. Otkpoiite Qaiin proba2. Yoeaurech, 4To OKHO HE OTOOpa)kaeTcsl U JaHHbIE HE BUJHBI.

26. Bribepute meHto OxkHO — OTOOpa3UTh ¥ BBEUTE MApOJIh.

27. CKpoiTe OKHO U 3aKpoiite ¢ailsl, coOxpaHUB U3MEHEHHSI.

28. Ilokaxkure pe3yabTaT MPenoJaBaTelto.

29. CHMUMHUTE 3alUTY CO BCEX BaluXx (haiios.

Jluteparypa:

www.microfoft.com

JlekmoHHbBIN MaTepHail.

Tema 2. [TocTpoeHre MOJIENN yIPO3.

PaccmarpuBaembie BONPOCHI:

Knaccudukamnms atax.

Kanane! yreuku nnpopmanuu.

[TonsTHE yrpo3sl.

HcTounuku yrpo3 u Ux KiaccuuKarms.

[Toctpoenue monienu yrpos.

3ajaHus A9 CaMOCTOSITENIbHOTO BBIMIOJTHEHUS:

[TocTpoiiTe Monens yrpo3 uisi HEKOTOPOW OpraHW3allid, 3aIllOJIHUB MPUIaraeMyro TaOJUIly Tak,
9TOOBI B siUeliKe crosuia «1», ecnu yrposa, yKazaHHas B JIaHHOM CTpOKe MpUMEHHMa Uil 00BEKTa,
YKa3aHHOTO B JAHHOM CTOJIOIIE.
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AHTPOMOreHHble UCTOYHUKM Yrpo3
NHTepec n|YTeuka 3a cyet areHToB
npeaHamepeHHble BusyanbHas 1 ¢oTo pa3BesKa
AACTBUA  KPUMUHANbHBIXE o oea e MHGOPMaLMM
CTPYKTYP M NPecTynHbIX
1 Mogaudurkauma nHdopmauum
rpynnuMpoBoOK;
YHUUTOMKEHNE MHPOopMaL UK
MpumeHeHWe 3aKNagoK
Pernctpauna HaBoaokK
MpegHamepeHHble YTeuka nHdbopmauum
AEeNcTenA BusyanbHasa u poTo pa3BesKa
nomoraTte/ibHor
BCMoMorate/ibHoro BrokupoBaHue MHGopmaLmm
2 |nepcoHana (y6opu.|,MKM,M o o
oamburKauma nHbopmaumnm
oxpaHa) A 4 pman
YHUUTOMKEHNE MHPOopMaL UK
MpumeHeHWe 3aKNagoK
OwnbKM nonb3oBatenen  |baoknposaHue HPopmaumm
3 Moaudurkauma nHdopmauum
YHUYTOMKEHNE MHPOopMaL UK
OWwnBKM NnporpammncTos  |BaokuposaHue MHGoOpMaLLUK
4 Moaundukaumna nudopmaumm
YHUYTOMKEHNE MHPOopMaL UK
TeXxHOoreHHble UCTOYHUKU Yrpo3
Cbomn B KaHanax nepeaaym|bnoknposaHme MHbopmaLmMm
5 |v cpeactBax cBAsu;
pea ! YHUUTOXKEHNE MHPOopMaL K
Cbom B cpeacTsax|bnioknpoBaHue nHGopmaLmm
6
S/IEKTPONUTAHNA VHUUYTOMEHWE MHPOPMALUK
Bo3amoxkHoCTb aBapuii  B|baokupoBaHue nHbopmauum
NHKEeHEepPHbIX
7 (BopocHabkeHus,
KaHaM3aLum) u|YHnuTOXKEHNE MHOPMaLnK
KOMMYHMKALMOHHbIX CETAX
BHelLHMe CTUXUITHbIE UCTOUHUKHU
g BO3MOKHOCTb yparaHoB YHUUTOXKEHNE MHPOopMaLum
BnoknposaHue nHpopmaLmm
Bo3MoXKHOCTb aBapuUU[YHUUTOXKEHNE MHPOPMALMM
9 [6am3nexalumx
NPOMbIWEHHBIX 06bekTog |[P/1OKMPOBaHNE MHGOPMaLK
10 [Bo3morkHoCTb noxapos YHUUTOXKEHNE MHPOopMaLm
Jluteparypa:
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4. JIeKIIMOHHBIN MaTepHal.

5. OcHOBBI HH(POPMAITMOHHOW OE30MACHOCTH XO3AUCTBEHHOM JESATEIBHOCTH: yueOHoe mocodue /
N.I1. MuxueB; BO ®I'BOY BIIO «Poccuiickas akageMusi HapOJHOTO XO3sICTBA U ToCyiap-
CTBEHHOM ciyk0b1». — Bonrorpan: M3a-8o BO ®I'BOY BIIO PAHXul'C, 2013. — 144 c.

6.I1natonoB B. B. IIporpammHo-anmapatHbie CpencTBa 3amuThl HHGOpMAK: yueOHHUK. / M.:
W3a. uentp "Axanemus". 2014.

Tema 3. Kitaccuueckue KPUIITOCUCTEMBI.
Pacczwampueaemwe eonpocol.

9. Knaccnyeckas kpunrorpadus.

10. Kpunrocucrema Ie3aps.

11. Kpunrocucrema Buxenepa.

12. [IpakTuueckas peanusainus cucreMsl Binkenepa.

13. [Tonatue MHOTOAN(aBUTHON KPUITOCHCTEMBI.

14. Kpunroananus MHOTr0anhaBUTHOW KPUIITOCHCTEMBI.
15. Kpunroananus cucremsl Buxenepa.

16. Kpunroananus cucremsl «OAHOPa30BbIiA OIOKHOTY.

3adanus ona camocmosamenbHo20 8bINOIHEHU:
1. Otkpoiite daitn CRYPTOL.XLS u mocMoTpuTe Kak peain3oBaHa cucteMa BrokeHnepa.
2. Cozmaiite B Excel cienyromryro tabmui
OTKpBITBII TEKCT
ITaposb
Koy OykB Tekcra
Ko 6ykB napouis
CymMmMa K0710B OYKB
CyMMa 110 MOYJIIO
Kpunroreker

3. Benute B epBYIO CTPOKY IMPOU3BOJIbHBIN TEKCT 110 OJJHOM OYKBE B KaXKAYIO SUEHKY.

4. BenuTe BO BTOPYIO CTPOKY TaOJMIbI MPOU3BOJIBHBIM Mapoib MO OAHOM OyKBe B KaKIyIO
saueiiky. Eciau yMHa naposist MeHbIe JJIMHBI OTKPBITOrO TEKCTa, TO HAUHUTE HaOOp maposisl Jalnblie,
IIOKa HE 3aKOHYUTCS OTKPBITHIN TEKCT.

5. Ucnons3ys ¢ynkumio KOJICHMB, 3anonHuTe 4eTBEpTYIO U MHATYIO CTPOKHM TaOIUIBI AJIs
OIpeJIeJIEHUs] KOJIOB KaX/101 OYKBBI OTKPBITOIO TEKCTA U MapOJIsl.

6. B mAT0# cTpOKE CI0KUTE TPETHIO U YETBEPTYIO CTPOKH.

7. Ecnu B IATOM CTpOKe cyMMa IpeBbIILAeT 255, TO B MIECTON CTPOKE HEOOXOIUMO OTHATH 255 oT
yucia B msaToi crpoke. Mcnonb3yiite Gpynkiuto ECJIN.

8. B ceapmoit cTpoke mody4yuTe OYKBBI 3alIM(PPOBAHHOTO TEKCTa, HCHOJIb3Ys (QYHKLHUIO
CUMBOJL

9. CaMOCTOATENbHO, HCHONb3Yys OMNHMCAaHHBIE BbIMEe (YHKIMM, paclIMpyiTe MNOTyYSHHbIH
KpunToTekcT. I 3Toro co3aaite HUXe 1epBoi TabJIUIbI BTOPYIO TaOJIUILY.

10. Pacimu¢pyiite Tekcr:

KCArz sl UHKO6XDbr UbAbrprxYlIA'

HCTIONB3Ys apodib «mmdpy». [Ipu Habope TekcTa mpoIrmycTUTE IPOoOeTbl MeXAy OyKBaMHu.

11. Pactu¢pyiite Tekcr:

EblAxI[Co bBoYOn Hlx VYbBI3IIODd Hllag D0 2263 PmMuax3

HE 3Hasl MapoJis, HO 3Has, YTO B 3aIlIU(POBAHHOM TEKCTE €CTh CJIOBO «UCTHHYY.

Jlumepamypa:

4. JIeKIMOHHBIN MaTepHall.

5. OcHoBbI HHPOPMAITMOHHOM 0€30MaCHOCTH X03SIICTBEHHOM 1eATEIbHOCTH: YyueOHoe nocodue /
N.I1. Muxnes; BO ®I'BOY BIIO «Poccwuiickast akagemMusi HApOJIHOTO X035HMCTBA U TOCYJapCTBEHHOM
cyx0b1». — Bonrorpan: M3a-so BO ®I'bOY BITO PAHXul'C, 2013. — 144 c.

6. Ilnatonos B. B. IlporpamMmMHo-anmapatHble cpecTBa 3alIUThl HHGOpMAIK: yueOHUK. / M.
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W3n. nentp "Akanemus". 2014.

Tema 4. Kpunrorpagusi ¢ OTKPBITBIM KJIHY0M.
Paccmampusaemvle 6onpocwi:

8. Kpunrorpadus ¢ OTKPBITHIM KITIOUOM.

9. ['enepanms xkaroueBoit napsl B mporpamme PGP.

10. Opranuzanys oOMeHa KIHYaMu.

11. [udposanue nanupix B PGP.

12. [ToHsATHE PIEKTPOHHOMN MOAIKCH.

13. 3ammTa JOKYMEHTOB 3JIEKTPOHHOM MOANKCHIO B porpamme PGP.
14. [IudpoBanue u AEKTPOHHAS TOAMUCH TOKyMeHTOB B PGP.

3adanus 0158 camocmosmenbHo20 6bINOJAHEHUSA:
1. 3amyctute PGPtools (ITyck — IIporpammer — PGP — PGPtools)
TlogaBuTcda nanein

= PGPtools

NEEEEEE

2. Bribepute J€BYIO KHOIMKY C IBYyMs Kito4aMu. 3amyctutcst Moayinb PGPKeys co cruckom Beex
KiIroueit Ha Bamem kommbrotepe. B mone Description yka3aHo, Kakoil 3TO KJIFOY: TOJBKO OTKPBITHIN
(public key) niu kimroueBas mapa, T.€. OTKPBITBIN M CEKPETHBIN Ki1rou B KoMiuiekre (Key pair).

[
[V o
3. Co3paiiTe HOBYIO KIIOYEBYIO MMapy, Ha)KaB Ha KHOIKY \: W BBITNIOJHUB BCE IIard MacTepa
CO3JIaHHS KITIOUCH.
4. Cozpaiite Ha nucke D: manky ¢ Ha3BaHueM Barieit rpymnibl.

5. DKcnopTUpyiTe CBOM OTKPBITHIM KIIIOY B 3Ty MaIKy, HaKaB Ha KHOIIKY —— U YKa3aB IIyTh 110
Bameii nanku. B kauectBe Ha3zBaHus (aiina ¢ KirouoM ykaxurte Bamry damunuto.

6. Cxonmpyiite Bamr ¢aitn Ha cepsep (Server606) B manky PublicKey.

7. UmnopTtupyiite U3 3TOH ManKu 4bU-THOO0 Jpyrue OTKPBIThbIE KIIOUHW. s 3TOro Ha)KMHUTE Ha

-
KHOIIKY = i BbIOEpUTE MyTh U Ha3BaHUE (aiina.

8. 3akpoiite okHO PGPKeys.

9. 3amyctute Word u HabepuTe MUCHbMO KOMY-JIH00, Yell K04 Bbl UMIOPTUpOBain. CoXpaHHTe
9TOT TEKCT B BallleH NaIlKe.

10. 3ammdpyiite 3TOT (aia OTKPBHITBIM KIOYOM 3TOTr0 MOjb3oBarens. i 3TOro HakMUTE
KHOIIKY Ha maHenn PGPtools, ykaxuTe myTe M Ha3BaHue Bamiero aiina, a 3areM KIOY B
nosiBuBIIeMcs okHe. CoxpaHute 3amudpoBaHHbli (aitn B Bameil nanke nmoa ¢gaMuiueit Toro, KoMy
BsI nucanm.

11. Ckommupyiite 3ToT (haiin Ha ceprep (Server600) B manky TextPGP.

12. CxonupyiiTe u3 310l nanku B Bamry nanky Ha aucke D: daiin, agpecoBanHnblii Bam.

3
.
13. Pactmudpyiite 3ToT (haiis, HaskaB KHOTIKY s
3aTreM BbIOpaB Bari kiitod B CIIUCKE KITIOYEH.

14. Co3znaiite emie oauH J0KyMeHT B peaakTope Word, coxpanus ero B Bareit manke Ha aucke D:

B

15. MonnumuTe TOT (hailn Bamied 31eKTPOHHON MOANKMCHIO. J{JIs1 TOro HaXXKMHUTE KHOIKY
na manenu PGPtools, ykaxwure myTh u HazBanue Barero daiina, a 3arem Barn k104 B MosSBUBIIIEMCS
OKHE.

16. O6parute BHUMaHue Ha (ali MOAMKUCH B Bamiel mamnke. OTKpONTe ero JBOMHBIM MIEITIKOM.

17. OtkpoiiTe noanucanHblii Bamu ¢aiin 1 n3aMeHnTe €ro, COXpaHUB U3MEHEHHUS Ha JTUCKE.

18. Ortkpoiite ¢aitn MoANMCH IBOWHBIM MIETYKOM eIe pa3. YOemurech, YTO TOMANMUCH HE
JNENUCTBUTEIIbHA.

WJIM ABaXK[bI IIEJTKHYB MO HEMY MBIIIKOM, a
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19. Co3naiite HOBBIN noKyMeHT B Word. HaGepute HeOombIoe peiiokeHie U CKOIUPYITE ero B
O0ydep oOmeHa.

20. IlenKHUTE MBIIIKOH MO KHOIIKE E Ha MaHeNn 33124 B IPABOM HIDKHEM YTIIy.

21. B nosBuBIemcs mento Beibepute Encrypt Clipboard u ykakure Bam kimrou.

22. Ha uymcrom mecte Bamero mokymeHTa BcTaBbTe TeKCT M3 Oydepa obOmena (IIpaBka —
BceraButs). [osiBuics 3ammdpoBaHHbBIN TEKCT.

23. CxommpyiiTe ero B 0ydep oOMeHa 1 1o aHaJIOTHH ¢ M dpoBaHueM pacmudpyiite ero, BLIOpas
nyukt Decrypt&Verify Clipboard.

24. BeraBbTe pacmmppoBaHHbBIN TeKCT U3 Oydepa oOMeHa.

Jlumepamypa:
6. JlekunoHHBIN MaTepHa.

7. OcHOBBI HH(OPMAITMOHHON 0€30IaCHOCTH XO3SHCTBEHHOM JESITEeIbHOCTH: yuyeOHoe mocodue /
N.I1. MuxueB; BO ®I'bOY BIIO «Pocculickas akajgeMusi HApOJIHOTO XO35IMCTBa U rocyaap-
CTBEHHOM ciyxk0b1». — Bonrorpan: M3a-8o BO ®I'BOY BIIO PAHXul'C, 2013. — 144 c.

8. [InatonoB B. B. IIporpamMmMHo-anmapaTHble cpeAcTBa 3alUThl UHGOpMAUU: y4eOHuK. / M.:
W3n. uentp "Axagemus". 2014.

9. Bsenenue B kpunrorpaduro/ ITox oom. pen. B.B. fAmenko. — M.: MITHMO “YePo™, 2013.

10. http://pgp2all.org.ru

Tema 5. 3amura 6a3 ganubsix Microsoft Access.
Paccmampusaemvle 6onpochwi:
[Moctpoenue 6a3bl nanubix B Microsoft Access.
3amura 6a3bl JaHHBIX OT OTKPBITHUS.
[Tonws30Barenyu U rpynmsl.
[TaponpHas 3amuTa.
10. Pazrpanunuenue npas gocryma.
3aoanus ona camocmosamenbHO20 8bINOIHEHUSA:

1. Coznaiite Ha qucke D: B manke Bamie rpynimsl 6a3y qaHHbIx Cekper

2. Cozpaiite Tabiauily B peXUMe KOHCTPYKTOpa (IOJe MOMEUYEHHOE * SBISEeTCS KIIOYEBBIM) U
COXpaHUTE €€ M0 UMEHEM AHKeTa.

©oNe®

Hma mouas Tun JaHHBIX
Kon CyeTunk

DO TexcToBBIN
Anpec TekcToBbIf
Tenedon TexcToBbIT

. BBenure B Tabnuily Tpu 3amucH.
. YcTaHOBUTE MApOJIbHYIO 3aIMTY Ha 3Ty 0a3y AaHHBIX (mapons 1234)
. Co3zpnaiite Ha aucke D: B mamnke Baieit rpynmnsl 06a3y naHHbIX JlocTym.
. Cosmaiite 1yt 5TOM 0a3bl TaHHBIX IPYMITBI oJb30Baresei Student u Others
. Cozpnaiire B rpynmne Student mone3oBaresns nox cBoeit hamuuieii 1 moap3oBaters Studentl.
. B rpynmie Others coznaiite monb3oBatens Friends u mons3oBarens Guest.

9. YcranoBute napoiis agMuHUCcTpaTopy (admin) 6a3sl TaHHEIX (00s3aTeabHO 7777).

10. YcranoBute maponu A CO3JAAHHBIX BaMH TOJIb30BAaTENeH (MapoM COBMAJAIOT ¢ MMEHEM
MOJIL30BATEIS).

11. YcranoBute mpaBa JocTyna K 0a3e MaHHBIX i rpymmsl Student Ha Bce aelcTBHs, KpoMe
aAMUHUCTPUPOBAHMUSL.

12. YcranoBuTe mpaBa J0cTyna K 6a3e naHHbIX st rpymmbl Others Tonbko uteHue u 1o0aBiieHHe
JTAHHBIX.

13. Ycranosute muist rpynmbsl USErs mpaBa TOIBKO HA YTEHHE TAHHBIX M MAaKeTa.

14. IlokaxxuTte pe3yabTaT NIpenogaBaTelto.

15. CaHumuTe maposs aAMUHUCTPATOpa

0N L W

Jlumepamypa:

51



3. JIeKMOHHBIN MaTepuall.
4, www.microsoft.com

Tewma 6. [IpakTHYecKkOe MPUMeHEHHE MesKCeTeBbIX IKPAHOB.
Paccmampusaemvie sonpocwi:

4. [ToHsITHE MEXKCETEBOTO HKpaHAa.
5. [MpuHimne! padotsl ¢ nporpammoii Firewall Outpost.
6. Hactpolika nporpaMMHBIX MOTyJIEH.

3aoanus 013 camocmoamenbHo20 6biNOJIHEeHUs.

Outpost Firewall

1. Barpysure nporpammy Outpost Firewall.

2. Breibepute nyHkT Cemegas akmugnocms. OKHO clpaBa COACPKHUT WHPOPMAIUIO O TEKYIIHUX
COEAMHEHUSX MpPUIIOKEHUH ¢ cerbto. [lompoOyiiTe monyd4uTh MHPOPMALUIO MO KakoMy-HHOYIb
IIyHKTY.

3. Boibepure nyHkT Omxpuimovie nopmul. OKHO COAEPKUT HHPOPMALMIO O TOM, KaKUMH
IIpoLieccaMy Ha KOMITBIOTEPE OTKPBITHI OIIPEIETICHHBIE TIOPTHI.

4. TlpocMoTpute NYyHKTHl Paspewennvie n 3abnokupoeannvie, KOTOPblE COJEpXKaT OOILYyIO
CTaTUCTUKY TI0 COEIUHEHUSIM.

5. Beibepute nmynkt DNS. KsmmpoBanue 3anpocoB (T.e. coxpaHeHne oTBeToB B 6a3ze Outpost) k
DNS no3BosisieT COKpaTUTh BPEMs OTKPBITHSI CTPAHUL, KOTOpPbIE OBLIIM MOCELEHB] paHEE 3a CYET TOrO,
YTO KOMIBIOTEPY HE HYXKHO OyneT mepe] oTKpbiTHeM obpamaTthest K DNS cepBepy uist onpeaeneHus
IP agpeca oTKpbIBa€MOM CTPAHULBI.

6. [Ipocmotpute XKypnai.

7. UlenkauTe MpaBoil KHOMKOW MBIIIH 1O Ha3BaHUI0 Moaysisi DNS B 1eBOM OKHE mporpamMmbl
BbIOCpUTE [lapamempul.

8. Orpannuste k311 DNS Ha 50 3anmceit u ycranoBute cpok xpanenust 10 guei.

9. Beibepure nyHKT /Jlemexmop amax, KOTOPBIA XpaHUT OOIIyr0 HH(OpPMALUIO O 3alluTe
KOMIIBIOTEpA OT aTaK, CKAHUPOBAHUS U IPYIHX THIIOB 3alpEIICHHBIX COEINHEHUI.

10. IIpocmoTtpuTe )ypHain. lllenkHuTe npaBoii KHONKOM MBIIIN 110 Ha3BaHUIO MOAYJs [Jemexmop
amax B JIEBOM OKHE NporpaMMbl U BelOepute [lapamempyol. B 0OkHEe HACTpOEK NMpHU MMOMOIIM MOI3YHKa
MO>KHO BBIOpaTh OJJMH U3 TPEX YPOBHEH TPEBOTH:

Maxcumanvnoiti — daipBost OyAeT NPeIynpekIaTh O IMOMBITKE MOIKIIOUEHUS JaKe Ha OJIUH
OpT.

Obvlunbiti — TmpenynpexaeHue OyAeT BBIJAHO TOJBKO IMPH CKaHMPOBAHWU C OJHOTO ajpeca
HECKOJIBKUX [TOPTOB WJIN ONIPEAEIEHHBIX IOPTOB, KOTOPBIE IPEICTABIISIFOT ONIPEIEICHHBIN HHTEPEC.

bespasznuuneiii —¢paiipBosut OyeT CUTHAIU3UPOBATH JIMILb O PEaIbHOM aTake Ha KOMIIBIOTEp, a He
O MOMBITKE UCIIOJHUTH TAKYIO aTaKy WJINA IPOCKAHUPOBATH MOPTHI.

11. Haxxmute kHOTIKY Boiopame ¢hunemp. IIpocMoTpuTe €€ BO3MOKHOCTH.

12. BriGepute NyHKT Mumepaxmusnsie snemenmol. 31€Ch MOXKHO 3a0JI0KMPOBATh BCILIBIBAIOIINE
OKHa, IEPEX0bI 110 PEKJIIAMHBIM caiiTaM B MIHTepHeT.

13. IIpocMoTpuTe MapaMeTpbl HACTPOMKH Il TAHHOTO MyHKTa (IIpaBasi KHOIKa MbIn). Ha Tpex
BKJIaJIKaXx pa3MeIlleHbl HACTPOWKH OJOKUPOBKH BCEX 3JEMEHTOB, KOTOpPhIE MOTYT HAXOAMUTHCS Ha
MOCEIIaeMBbIX BeO—CTpaHMIAX WJIM B TMOYTe. DBONBIIMHCTBO HACTPOEK HMEIOT TPU HACTPOMKH:
Paspeweno, 3anpoc n 3anpeweno. Tlpn HaCcTpOWKe HYKHO YUYUTHIBATH TOT (PaKT, 4TO HA MHOTHX
CTPaHMIIAX CKPUITHI WIM (I MOTYT MCIOIB30BATHCS Ui CO3JJaHUS MEHIO U €CJIM UX MOJHOCTHIO
OTKJIIOUWTh, TO HaBHramusi Mo cailty Oyaer HeBo3MoxkHa. I[loaToMy, ONTHMAaNbHBIM CTaHET
UCMOJb30BaHUE HAcTpoiiku 3ampoc. Jlns oco0oif HACTPOMKH HEKOTOPBIX CAaHTOB B MOjyJie
«HMumepakmugnvle d1emeHmul) CIYXUT BKIaaka «HMckmovenua». C ee NOMOUIBIO MOXHO
c(OpMHpOBATH CIIMCOK CAaWTOB M HACTPOMUTH JJS KAKIOTO M3 HUX OJIOKHUPOBKY OIpPEIEICHHBIX
AJIEMEHTOB. DTOT CHHCOK UMEET O0siee BHICOKUN MPUOPUTET, YeM O0IIKE HACTPOHKH OJOKUPOBKH JJIS
BCEX CalTOB.

14. IIpocMoTpHTE BKIAJIKK MapaMeTPOB, 3alIPETUTE BCIUIBIBAIOIINE OKHA U HACTPOMTE OCTaJIbHOE
110 CBOEMY YCMOTPEHHUIO.
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15. Boibepute myHKT Pexnama. Outpost yMeeT 0TceKaTh peKiIaMy 1o pa3Mepy U MO CONEPKUMOMY
CCBUIKH, YTO SKOHOMUT Tpa(UK U YBEIMUUBAECT CKOPOCTh 3arpy3KH CTPAHULL.

16. Be13oBuTe mapamerpsl Ui JAaHHOTO IMYHKTa (IIpaBas KHOIMKA MBIIIHN). YCTaHOBUTE (HIaXKOK
Ilokazame Kopsumy Ons peknamel. Ecim B CTaHZApTHOM CIUCKE OTCYTCTBYET ONMCaHUE Ui
OIpeieIeHHOro OaHHepa, W OH 3arpy)kaeTcsl MpHU TMOCEIIEHUH CTPAHHIBI, TO, OTKPHIB KOP3HUHY,
JOCTaTOYHO MBIIIBIO MEPETAlIUTh B Hee OaHHep, W OH OoJibllle HMKOIZA He OyIeT 3arpyKaTbCsl.
Bxuaaka Obwue mo3BoiseT BEIOpATh TO, YeM OyIyT 3aMEHSTHCS BBIPE3aHHBIE CO CTPAHUL] PEKIAMHBIC
OaHHepbl. 3/1eCh K€ MOXHO CO3JaTh CIIMCOK CalTOB, C KOTOPBIX HE OyAeT BbIpe3aTbcs rpaduka U
peknama.

17. IlpocmoTpuTe BCE BKJIAJKU [TaPAMETPOB.

18. Beibepute myHkT Codepoicumoe. B HacTporikax 3TOro MOy MOXHO 3aJlaTh CITMCOK CJIOB,
KOTOpBIE MOTYT BCTpEYaThCcs Ha CTPAHMLE WM B aapece CTPaHMUILBI U KOTOpble OYIyT CIIYXHTb
Outpost—y curHanom Toro, 4To CTpaHUIy 0TOOpaKaTh 3alpereHo.

19. [IpocMOTpUTE BO3MOXKHOCTH JIaHHOTO MTyHKTA.

20. Beibepure myHKT Quabmpayusi noumossix 1oxceHull. B HaCTpolKax 3TOro MOIYJISI MOKHO
3a7aTh CIMCOK TUIOB (DalIOB, KOTOPHIE MOMJIEKAT MEPEMMEHOBAHMIO, & TaK )K€ BKIIIOYUTH BBIBOJ
MH(GOPMALIMOHHOTO COOOIIEHUsI O MOIy4YeHuH ¢ailioB ompeneneHHoro tumna. Paiin, TUII KOTOPOro
yKa3aH B HacTpPOMKax 3TOro MOAYJS, IPHU MOJIYYEHHH €ro MOYTOBBIM KIIMEHTOM, MOJIYYHUT BTOPOE
pacupenue «.safe». 9To M03BOIUT U30€XkKaTh ABTOMAaTUUYECKOTO BBIIOJHEHUS MOYTOBBIM KIMEHTOM
KOJIa, YTO MOJKET SIBJISTHCS IPUUMHOMN 3apa’keHUsl KOMIIBIOTEPA BUPYCAMHU.

21. IIpocmoTpuTe MapamMeTphl JAHHOTO ITYHKTA U €r0 BO3MOXHOCTH.

22. JlocTyn K OOIIMM HAcTpOKaM IpOrpaMMbl MOKHO MOJYYHUTh IPU MOMOLIM ITYHKTa MEHIO
Ilapamempur — Obwue N3 TIIABHOTO MEHIO IIPOrpaMMbl WIIM Ha)KaTHMEM COOTBETCTBYIOIIEH KHOIKU Ha
naHesnu. BeI30oBuTe OKHO HACTPOMKH MapaMETPOB M MPOCMOTPUTE BKIAIKy Oduyue.

23. Bkuaaka «/Ipunodcenus» TO3BOJSET YNpPaBIATh NpaBWIaMU NOBEACHMs (QaiipBoiuia MpH
IIONBITKE JOCTyIla B CETh ONPEICICHHBIX IpWIokeHud. Ha 3ToM BKIIaJKe NEpEeYuciIeHbl BCE
IPUIIOKEHUS, KOTOpble OOHapyxeHbl Ha Kommbiorepe Outpost—-om npu ycraHoBke. Cpasy mocie
MHCTAJUISILUU 3TU IPUIOKEHUS HaXOATCs B Tpynie «/lonv3o6amensckutl yposenvy. Jljid HUX CO3/1aHO
OJTHO WJIM HECKOJIbKO MpaBHJI, YKa3bIBAIOIIMX, KAaKUM 00pa3oM IMPHIIOKEHHE MOXKET OOMEHMBATHCS
JAHHBIMU C CEeThbI0. [IpaBUI0O MOXKHO MPOCMOTPETh WM MU3MEHUTh MPU MOMOIIM JIBOMHOTO KJIHKa IO
MMEHHM ero MCIIOJHAEMOro Qaiina.

24. [IpocmoTpuTe TIpaBuiIa IJisi HEKOTOPBIX MPUIIOKESHH.

25. IlpunoskeHns U3 TpynIsl 3anpeujerHvle npulodiceHuss HAKOTa He IoJIydaT JOCTyla B CETh,
BCAd MX CeTeBas aKTUBHOCTh OyneT mnpecedeHa QaiipBoiioM. HekoTOpsIM NPUIIOKEHUSM MOXKHO
IIOJIHOCTBIO OTKPBITH JOCTYII B CEThb, NIEPEMECTUB UX B Ipynny «/fosepennvie npunodicenus». Vx
JOCTYN B CETh HE OTPaHUYMBAETCS HUYEM, HUKAKMMH NpaBuiamu. [lepemelieHne npuiokeHun u3
Ipynn B IPyNIly, paBHO KaKk U M3MEHEHHE NPaBWII, CO3NAHHBIX JJIS NMPWJIOKEHUMN, BBITOJIHACTCS IIPU
MOMOIIN KHOMNKHU M3menums. Ilpu momouiy KHONKHU /{oOaéums MOXHO BHECTHM B CIIMCOK HOBOE
MPUIIOKEHUE U 3aTE€M CO3/JaTh I HETO MPABUIIO OOIIEHUS C CEThIO.

26. [lepemecture npunoxenue Excel B rpynny 3anpewennvie npunodsicenus.

27. IIpocMOTpHUTE OCTABIIMECS BKJIAJKNA HACTPOEK IIPOrPaMMBI.

28. IlonpoOyiiTe yepes ceTeBoe OKPY>KEHUE BBIUTH HAa KOMITBIOTEP COCEIa.

29. TIpoBepbTe peakiuio (aiipBoia Ha MOMBITKY COCe1a 0OPAaTUTHCS K BallleMy KOMIIBIOTEPY.

30. Ilepeiiaute B HACTPONKU OOILIMX MAPAMETPOB MPOTPAMMBI.

31. BeiGepute Bknaaky Cucmemmusie. Yoepute ¢uaxoxk NetBIOS. Temepr Bam kommbroTep
HEJOCTYTIEH IO CETH.

32. Jlo’)xaureck, KOTa Balll COCE/l BHIIOIHUT MpebIaylee 3alaHue 1 Monpolyiite yepes cereBoe
OKpY’KEeHHE 00paTUTHCS K €70 KOMITBIOTEPY.

33. Bxurounte ¢naxxok NetBlOS na cBoem kommbroTepe.

34. BpI30BHUTE *KypHAaJI, HA)KaB COOTBETCTBYIOILIYIO KHOIKY Ha ITaHEeJIM HHCTPYMEHTOB.

35. IlpocmoTpuTe KypHa.

Jlumepamypa:
5. JIeKumMoHHBIN MaTepuail.
6.  Jlokymenrtanus o pabore ¢ mporpammoii Firewall Outpost.
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7. OcHOBBI HH(OPMAIIMOHHOHN 0E30MACHOCTH XO3HCTBEHHOM JEATEIHOCTH: yueOHOEe T0-
cobue / N.I1. Muxues; BO ®I'BOY BIIO «Poccuiickas akageMuss HApOIHOTO XO3SIMCTBA U TOCY-
TapCTBEHHOM ciykO0bl». — Bonrorpan: U3a-so BO ®I'EOY BIIO PAHXul'C, 2013. — 144 c.

8.  Ilmaronos B. B. IIporpamMHo-annapaTHble CpeICTBa 3allUThl HH(OPMALUU: YUeOHHUK. /
M.: U3n. uentp "Axkanemus". 2014.

Tema 7. 3amura ungopmanun B UnTepHeT.
Paccmampusaemvle éonpocwi:

4. [TpuHIUIBI pabOTHI MEKCETEBBIX SKPAaHOB IpH pabote ¢ HTepHeT.
S. Hacrpoiika nporpaMMHBIX MOayJel ipu padote ¢ IHTEepHeT.
6. bnokupoBaHue HEHYKHOTro TpauKa U peKIaMbl.

3adanus ona camocmosamenbHo20 8bINOIHEHU:

1. 3arpysute nmporpammy Outpost Firewall.

2. Otkpotite B Internet Explorer crpanuiy www.yandex.ru

3. BeiGepure mnyHkr Cemesas axmuenocms. IlpocmoTpuTe uHGOPMALKMIO O TEKYIIHUX
COEJIUHEHUSIX C CETHIO.

4. Boibepure nyHKT Omxpuimoie nopmei. [lonydanre napopMalnio o TOM, KaKUMH IIPOLIeCCaMu Ha
KOMIIBIOTEPE OTKPBITHI OIIPEICIICHHBIE TOPTHI.

5. Tlpocmotpure nyHKTHl Paszpeuwennvle u 3abrokuposanHvle, KOTOpPBIE COJEPXKAT OOIIYIO
CTaTUCTUKY II0 COEITUHEHUSIM.

6. Bribepure mynkt DNS u B mapamerpax orpanuuste k31 DNS na 50 3amuceit u ycraHoBuTe
cpok xpaHeHus 10 qHei.

7. Boibepute myHKT /[Jemexmop amak v B napaMmeTpax 3agaiite OoviyHblll ypOBEHb TPEBOTH.

8. BwiGepute nyHkr Uumepaxmuenvie snemenmsi. IIpocMoTpuTe mapaMeTpbl HACTPOWKH JIs
JaHHOTO MyHKTa. Ha Tpex BkIIajgkax pa3MelieHbl HACTPONUKHU OJIOKUPOBKHU BCEX JIEMEHTOB, KOTOpHIE
MOTYT HAaXOJHUThCS Ha MOCEIIAaeMbIX BeO—CTpaHUIaX Wi B modte. HacTpoiite mapaMmeTpsl o CBOEMY
YCMOTpPEHHIO (PEKOMEH/TyETCsI Yallle UCI0JIb30BaTh HACTPONKY 3anpoc).

9. Otkpoiite B Internet Explorer crpanuimy www.mail.ru, nepeinte mo Kakoi-HHUOYb CChLIKE
HOBOCTEH.

10. TIpocmorputre B Outpost Firewall cratuctuky mo coenMHEHHSIM, a TaKKe CTATHCTUKY
JETEKTOpa aTak.

11. Beibepute nyHKT Pexiama. Bei3oBUTE mapaMeTpsl Ui JaHHOTO MMyHKTa. Y CTAaHOBUTE (DIIaXKOK
Ilokazams Kop3uHy OJisl peKaambl.

12. OtkpoiiTe cTapTOBYH CcTpaHWily WWW.mail.ru u Meimbio neperanuts B Kopsuny oOas
peKaamsl peKIaMHble OaHHEPHI C TOW CTPAHMIIBI.

13. 3akpoiiTe CTpaHHWIly W TONPOOYWTE 3aHOBO €€ OTKPHITh. [IpoBephTe, YTO MPOUCXOIUT C
peKIaMHBIMU OaHHEpaMH.

14. IlpocmoTpuTe BCe OCTABIIMECS BKIAAKU ITapaMeTPOB.

15. BeiGepute nyHKT Coodeporcumoe. B HacTpoiikax 3TOro MOIYJsl MOXKHO 33JaTh CIIUCOK CIIOB,
KOTOpbIE€ MOTYT BCTpEYaThCsl Ha CTpPaHHIE WM B aJpEce CTPAHUIBl U KOTOpble OyIyT CIYXHUTb
Outpost—y curnanom Toro, 4To CTpaHUILy OTOOpaKaTh 3arpereHo.

16. Hactpoiite mporpamMmmy Tak, yToOb1 Outpost OJOKHpPOBaAT BCE CTPAHMIIBI, B apece KOTOPBIX
npucytcTByet ciioBo chat. [TonpoOyiite oTKpeITH cTpanuily Www.chat.ru.

17. Beibepute nmyHKT Quivmpayusi noumoeulx 610xcenuti. B HaCTpoKkax 3TOTO MOIYJISI MOXKHO
3a]aTh CIIMCOK TUIOB (PaliioB, KOTOPbIE MOAJIEKAT MEPEMMEHOBAHMIO, & TaK )K€ BKIIIOYUTH BBIBOJ
MH(OPMALIMOHHOTO COOOIIIEHNUS O MOIyYeHUN (HaliIoB OMPEEIIEHHOTO THIIA.

18. 3anaiite BBIBOJI MH(POPMAIIMOHHOTO COOOMIEHHs Ui BceX (ailyioB ¢ pacmupeHueMm .Zip u
neperuMeHoBaHue GaillioB ¢ pacHIMPEHUEM .EXE.

19. Ilokaxkure pe3yabTaT MIpPENnogaBaTelo.

20. OT™MeHHTE BCE CBOM HACTPOMKH U 3aKPOWUTE BCE OTKPBITHIEC MPUIIOKEHHUS.

Jlumepamypa:

4. JlekuMOHHBIN MaTepHAll.
5. OcHOBbI MH(QOPMAIIMOHHON 0€30MacCHOCTU XO3SIICTBEHHOHN AEATEeIbHOCTU: y4eOHOE IMOCO-
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6ue / N.II. Muxue; BO ®I'bOY BIIO «Poccuiickas akagemusi HApOJHOTO XO3SHCTBA U
rocyIapcTBeHHOM ciyx0b1». — Bonrorpan: M3n-so BO ®I'bOY BITIO PAHXwuI'C, 2013. —
144 c.

6. IlnatonoB B. B. IIporpammHo-amnimapaTHbIe CpencTBa 3auThl HHGOpMaIu: yaeOHuK. / M.:
W3n. nentp "Axkanemus". 2014.

Tema 8. TunoBasi crpykrypa 3amutsl or HCJI. YnpasieHue 10cTynom.
Paccmampueaemvre eonpocur:
Tunosas cTpykTypa 3amuthl nHGopmanuu ot HC/I.
ITogcucrema ynpasiieHHs JOCTYIIOM.
[TocTpoenue matpuubl 1O0CTYyNA.
JlokyMeHTamus otaenna odecnedeHus nHHOpMaIMOHHONW OE30IMaCHOCTH.
3adanus ona camocmosamenbHo20 8bINOJIHEHUSA:
1. PaccMoTpuTe TUIIOBYIO CTPYKTYpY 3amuThl nHpopmanuu ot HCJI.
2. [Ilpomymaiite crTpykTypy 3ammuthl wuHpopmanuu ot HCI ang  mpou3BOIBHOM
(BBIMBILIIICHHOM ) OpraHu3aIuu.
3. PaccMmoTpuTe nojacucteMy ynpaBlIeHHs JOCTYIIOM JIJIsl ’TOM OpraHU3aluu.
4. CoctaBbTe MepeueHb 3alUIIaeMbIX HH(OPMAIIMOHHBIX PECYPCOB OpraHN3aLNH.
5. IlocTpolite MaTpuily 10CTyna Jjs JaHHOW OpraHU3aluu.
6. CocraBbTe JOKYMEHT, OIpENEISIONIMI IMpaBuia JOCTyla IOJb30BaTelIe K pecypcam Ipu
MTOMOIIH JIMYHBIX UACHTU(PUKATOPOB U MapoJieHi, MpaBuia COCTaBICHUS, CMEHBI M XpaHEHHUSI TapoJieii.
7. CoxpaHuTe BCE JOKYMEHTHI B CBOEH JIMYHOM Marke (U Ha CBOEH JUCKETE).
Jlumepamypa:

N O

3. JlexunoHHBIN MaTepUa.

4. OcHOBbI MH(QOPMAIIMOHHOW 0€30MaCHOCTH XO3SIMCTBEHHOH NeATeIbHOCTH: y4yeOHOEe MOCOo-
oue / N.II. Muxues; B® ®I'BOY BIIO «Poccuiickas akanemusi HApOJIHOTO XO3SHCTBA U
rocyAapcTBeHHOU ciykOb». — Bonrorpaa: U3n-so BO ®I'bOY BIIO PAHXul'C, 2013. —
144 c.

HUTOTOBBIN TECT IO KYPCY
«OcHOBBI HH(POPMALMOHHOM 0€30IIACHOCTH X0351/iCTBEHHOM 1eATEJIbHOCTH»

DJEeKTPOHHBIN TECT MpeACTaBiIsieT COOOM 3aaHus C BHIOOPOM TOJIBKO OJHOT'O MPaBHIIBHOTO OTBETA U3
npeokKeHHbIX. Pe3ynbrar mporpamma Unitest BEIBOAMUT B MPOICHTAX.

1. Kpunrorpagus 310

A) Hayka 0 MeToAax MpeoOpa3oBaHUs JAaHHBIX, HAlpPaBJIEHHBIX HA TO, YTOOBI CAENaTh 3THU JaHHBIE
0ecroJIe3HBIMU TSI HECAaHKITHOHUPOBAHHBIX JIUI]

B) nHayka o MeTozax u coco0ax pacKpbITHs IUPPOB

C) COBOKYITHOCTh METOJIOB, CKPBIBAIOMIMX (DaKT mepemadn CEeKpeTHOW WHGOpMaluu 3a OTKPHITOM
uHpopmanuen

D) coBOKyITHOCTH METOI0B, 00ECTIEUNBAIOIITUX AOCOMIOTHYIO HAJSKHOCTh KaHaJla Mepeavyn JaHHBIX
OT TepexBara

E) Hayka o MeToniax cozganusi UG poBoil moAnucu

2. Kakas u3 cjieyolux KpUNTOAHATUTHYECKUX ATAK cCUMTaeTcs HanboJiee onacHoi?

A) Ipy HATMYUH TOJIBKO OJHOTO 3alIM(ppPOBAHHOTO (pparMeHTa

B) npu Hanuuuu 60mb110ro Habopa 3appoBaHHBIX GpParMeHTOB

C) npu HanuuuK pparMeHTa OTKPHITOrO TEKCTa U COOTBETCTBYIONIETO €My KPUIITOTEKCTa

D) npu u3zBectTHOM MeTo/I€ MIH(PPOBAHUS

E) npu Bo3MOXXHOCTH BBIOOpa JIOOOTO OTKPBITOTO TEKCTa W IOJYYEHUH COOTBETCTBYIOILETO €My
KpUINITOTEKCTA
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3. CkoabKO pa3aMYHBIX KJII04Yeill B cucreme ILle3apsi mpu McnoJib30BaHHM TOJHOIO PYyCCKOIo

andasura?

A) 16 D) 256
B) 33 E) 1024
C) 66

4. Yro siBJIsIeTCH KJIKYOM B Kpunrocucreme Bu:xkenepa?

A) mroboe 1poOHOE YHCIIO

B) BenmmumHa cBUTa CXOMHOTO andaBuTa

C) nepecraBieHHbIN anpaBUT

D) ciyuaiinasi mociieIoBaTeIbHOCTh OYKB, paBHAsl JUIMHE COOOIICHUS
E) mo6oe cioBo

5. Kakas u3 MEPECINCICHHBIX KPUIITOCUCTEM ABJISACTCH CHCTEMOMH ¢ OTKPLITBIM KJII090M?

A) DES D) I'OCT 28147
B) RSA E) Le3aps
C) Duurma

6. Moxno Ju B mnporpamme PGP Bocnmoib3oBaTbesi 4y:KMM OTKPBITBIM KJIIOYOM JIJIsl
pacmngpoBanusa HH(POPMALKH.

A) na

B) et

C) na, eciu U3BECTEH TOT MAPOJIb

D) na, ecii mop30BaTeNb AacT MpaBa Ha pacm(poBKy ero nHGpopMauu 1 COOOIIUT CBOW TapOIIb

E) na, ecnmu mepeOpath Bce KIItoun

7. Kak pacKpbIBalOTCsl KPUNITOCHUCTEMBI OIHOAN(PABUTHON 3aMeHbl?
A) Takue CHCTEMBI PaCKPBITh HEJIb35

B) nonusiii nepedop kitoueit

C) ananu3 yacToOT BCTpeyaeMbIX OyKB

D) nepe6op cooOrieHwmit

E) nepecranoBku OyKB KpUNITOTEKCTA

8. Kpunroanaius 3to

A) Hayka 0 MeToAax MpeoOpa3oBaHMs JAaHHBIX, HAlpPaBJIEHHBIX HA TO, YTOOBI CAENaTh 3TU JaHHBIE
0ecroJIe3HBIMU TSl HECAaHKIITHOHHUPOBAHHBIX JIUI]

B) nHayka o meToax u coco0ax pacKkpbITUs IUPPOB

C) COBOKYITHOCTh METOJIOB, CKPBIBAIOMIMX (DaKT mepemadr CEeKpeTHOW WH(OpMaluu 3a OTKPHITOM
uHpopmanuein

D) coBOKyIHOCTh METOJ0B, OOECIEUNBAIOLINX a0CONIOTHYIO Ha/IeKHOCTh KaHalla Mepeiadd JaHHBIX
OT TepexBara

E) Hayka o MeToniax coznanus HuppoBoi MOANNCH

9. Yto siBasieTcsi KJI0O4Y0M B Kpunrocucreme Lezaps?
A) moboe croBo

B) nro60oe uncio

C) Benu4MHa cIBHUTa UCXOTHOTO andaBuTa

D) nepecraBnenHblit andaBuT

E) cnyyaiinas mocine0BaTeIbHOCTh CHMBOJIOB

10. KakoBa quimHa kio4a B cranaapre mugposanus FOCT 281477

A) 256 6ur D) 1024 our
B) 64 6ur E) 2048 6ut
C) 56 6ut
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11. Ha c105kHOCTH pelieHus KaKoi MaTeMaTH4YecKoil 3a1a4u ocHOBaHa cuctema RSA?
A) KO/IbI HCTIPABJISIONINE OMIHOKH

B) nuckpetHnslii norapudpm

C) 3amaua “o prok3ake”

D) paznosxeHue 60IbIINX YUCEN HA TPOCTbIE MHOKUTEIH

E) cnoxxenue no MofyJito J1Ba

12. Kpunrtorpadguveckuii mpoTOKO0JI 3TO

A) metop mudpoBaHHs TAHHBIX

B) MeTon kpunToaHnanusa JaHHBIX

C) Merox nepexBaTta JaHHBIX

D) anroputm oOMeHa umHdopmanueld MeXAy pa3Iu4yHbBIMU yYaCTHHUKAaMHU MPHU CEKPTEHOH mepenaue
JTAHHBIX

E) ocobas xpunrocucrema

13. Kpunrtocucrema «OaHopa30oBblii 0JI0KHOT» 3TO:
A) nepecTaHOBOYHAsI cUCTEMA

B) onnoandaButHasg cuctema npocToil 3aMeHbl

C) mHOTOANpaBUTHAS CHCTEMa

D) cucreMa ¢ OTKPBITBIM KIHOYOM

E) Takoii cuctemsbl He CyIIECTBYET

14. Kakoii naposib Han0os1ee HagexeH?

A) ®amuus noas30BaTeNs

B) ®pa3a u3 kauru

C) ciyuaiiHas mocne10BaTeIbHOCTD (P

D) ciyuaiinas mocie10BaTeIbHOCTh OYKB

E) cnydaiinast mocnenoBaTeIbHOCTh MPOU3BOJIBHBIX CHMBOJIOB

15. KakoBa nnmna kiaw4a B cucreme mupposanusa DES?

A) 256 6ur D) 1024 6ur
B) 64 6ur E) 512 6ur
C) 2048 our

16. Kpunroreker 310

A) TEKCT UCXOHOT0 COOOIIEHUS

B) tekcT 3ammdppoBaHHOTO COOOIIECHMS

C) naposnb

D) tekcT, mosy4eHHbI IpU KpUNTOAHAIIN3E
E) xirou

17. Taiinonucek (cTeranorpagusi) 3To

A) Hayka 0 MeToJax MpeoOpa3oBaHUs JaHHBIX, HANpPaBJIEHHBIX HA TO, YTOOBI CAENaTh 3TU JaHHBIE
0ecroJIe3HbIMU JUIsl HECAaHKIIMOHUPOBAHHBIX JIUI]

B) nayka o meTozax u cnoco6ax pacKpbITus HH(PPOB

C) COBOKYIHOCTh METOJOB, CKPBIBAIOIIMX (DAaKT mepemayd CeKpeTHOM MHGpopMaluu 3a OTKPHITOH
uHpopmanuen

D) coBOKYIMHOCTh METOJIOB, 00ECHEUMBAIOIINX aOCOMIOTHYIO HA/Ie)KHOCTh KaHaja Mepelayn JTaHHBIX
OT IepexBara

E) nayka o MeTozax coznanus 1uppoBoii moamiucu

18. Yto no3poJsier onpeaeauTb meroa Kasnckn npu kpunroanaamnse cucrembl Bu:kenepa?
A) mapoib

57



B) OTKpBITHIN TEKCT

C) merona mudpoBaHus

D) nnuny naposst

E) nyimHy OTKpBITOro TeKcTa

19. Kakas kpunrocucrema odecneyuBaer a0COJMIOTHYI0 HAIEKHOCTh 3alIMTHI P MPABUJILHOM
ee UCMOoJIb30BAHNU?

A) DES D) OnHopa3oBbiii OJIOKHOT

B) RSA E) Bmwxkenepa

C)T'OCT 28147

20. OdecneunBaeT Ji NapoJib Ha BXoJ B Windows HaJesKHYI0 3allIUTY KOMIIbIOTepa?
A) na

B) mer

C) ipu anmmHe napodist 6osee 10 cHMBOJIOB
D) npu ciydaiiHom napoiie
E) npu perynspHoit cMeHe naposis

21. Moxno au B mnporpamme PGP Bocnmo/sib3oBaThesi 4Yy:KHM OTKPBITHBIM KJIIOYOM J1JIs1
pacmngpoBanusa HH(POPMALKH.

A) na

B) et

C) na, ecnu u3BeCTEH TOT MapOJIb

D) na, ecii mosp30BaTeNb JacT MpaBa Ha pacuM(poBKy ero HHGpOpMauu u COOOIIUT CBOW apOIIb

E) na, ecnmu mepeOpath Bce KIItoun

22. Kak pacKpbIBalOTCsl KPUNITOCHCTEMbI OHOAJN(ABUTHOM 3aMeHbI?
A) Takue CHCTEMBI PaCKPBITh HEJIb35

B) nonusiii mepebop kitoueit

C) ananu3 yacToOT BCTpeyaeMbIX OyKB

D) nepebop cooOtieHuit

E) nepecranoBku OyKB KpUNITOTEKCTA

23. KpunroaHajius 310

A) Hayka 0 MeToAax MpeoOpa3oBaHMs JAaHHBIX, HAlpPaBJIEHHBIX HA TO, YTOOBI CAENaTh 3TU JaHHBIE
0ecroJIe3HBIMU TSl HECAaHKIITHOHHUPOBAHHBIX JIUI]

B) nHayka o MeTozax u cnoco0ax pacKpbITHs IUPPOB

C) COBOKYITHOCTH METOJIOB, CKPBIBAIOMIMX (DAKT Tepemaddl CEeKPeTHOW WHGOpMaluu 3a OTKPHITON
uHpopmanuein

D) coBOKyIHOCTh METOJ0B, OOECIEUNBAIOLINX a0CONIOTHYIO Ha/IeKHOCTh KaHalla Mepeiadd JaHHBIX
OT TepexBara

E) Hayka o MeToniax cozganusi U poBoil moAnucu

24. Yto sBasieTcs KI04Y0M B Kpunrocucreme Llezapsa?
A) moboe croBo

B) nro60oe uncio

C) Benu4MHa cIBHUTa UCXOTHOTO andaBuTa

D) nepecraBnenHblit andaBuT

E) cnyyaiinas mocine0BaTeIbHOCTh CHMBOJIOB

25. KakoBa jummHa kiao4a B crangapre mugposanus FOCT 28147?

A) 256 6ur D) 1024 our
B) 64 6ur E) 2048 6ur
C) 56 6ut
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26. Ha cJ105KHOCTH pelieHMsl KAKOM MaTeMaTHYeCKO 3a1a4u OCHOBaHa cuctemMa RSA?
A) KO/IbI HCTIPABJISIONINE OMIHOKH

B) nuckpetHnslii norapudpm

C) 3amaua “o prok3ake”

D) paznosxeHue O0NbIINX YUCEN HA IPOCTbIE MHOXKUTEIN

E) cnoxxenue no MofyJito J1Ba

27. Kpunrorpagpuieckni NpoToKoJI 3TO

A) metop mudpoBaHHs TAHHBIX

B) MeTon kpunToaHnanusa JaHHBIX

C) Merox nepexBaTta JaHHBIX

D) anroputm oOMeHa umHdopmanueld MeXAy pa3Iu4yHbBIMU yYaCTHHUKAaMHU MPHU CEKPTEHOH mepenaue
JTAHHBIX

E) ocobas xpunrocucrema

27. Kpunrocucrema «OxHopa3oBblid 0JI0KHOT» ITO:
A) nepecTaHOBOYHAsI cUCTEMA

B) onnoandaButHasg cuctema npocToil 3aMeHbl

C) mHOTOANpaBUTHAS CHCTEMa

D) cucreMa ¢ OTKPBITBIM KIHOYOM

E) Takoii cuctemsbl He CyIIECTBYET

29. Kakoii napo.b HauboJ1ee HaTeKeH?

A) ®amunus mobp30BaTeNs

B) ®pa3a u3 kauru

C) cnyyaiiHasi IOCJIEJOBATEIBHOCTD UMD

D) ciyuaiinas mocie10BaTeIbHOCTh OYKB

E) cnyuaiinas mocnenoBaTebHOCTh MPOU3BOJIBHBIX CUMBOJIOB

30. KakoBa quimHa KJia104a B cucreme mudposanus DES?

A) 256 6ur D) 1024 6ur
B) 64 6ur E) 512 our
C) 2048 our

59



		2023-07-06T15:57:44+0300
	Алмосов Александр Павлович
	Я подтверждаю точность и целостность этого документа




