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1. Ilepedyenb NJIAHMPYEMBIX Pe3y/JIbTATOB 00y4eHHS 110 JUCHHUIINHE, COOTHECEHHBIX €
IJIAHUPYEMBbIMHU Pe3y/IbTaTAMH 0CBOCHHS 00pa30BaTeIbHOI MPOrpaMMbl

1.1. OcBanBaeMble KOMIIETCHIIHHA

Huciunmaa b1.B.J[B.09.01 IIpaBoBasi uHdopmaTika oOecricunBacT OBJIAJICHUE CICAYIOMUMHU

KOMIICTCHI UMM
Kog
Kon HaumenoBanue HaumenoBanue stana
JTara OCBOCHUS
KOMIIETCHIINN KOMICTEHITHH OCBOCHHS KOMIIETCHIINN
KOMIICTCHIINN

CrocoOHOCTh MPUHUMATH
ONTHUMAIIFHBIC YIIPABICHUECKIE CrnocoOHOCTh HCIIOJIB30BAThH MIPOrPaMMHEIC
pEIIeHNs C YIeTOM KPUTEPHEB MPOAYKTHI s POpMUPOBAHMS U aHATHM3a 0a3 TaHHBIX

I1Ko2 OC-3 COIMATIbHO-9KOHOMHYECKOH I1Ko2 OC-3.1 | u nmpaBoBOif HHPOPMALIKH C IEITBI0 00CCIICUCHHUS HH-

3¢ PEeKTUBHOCTH, PUCKOB U (hopMaroHHO# 0€30MacHOCTH

BO3MO>KHOCTEH HCIIO0JIb30BaHUS
HUMEIOLINXCSL PECYPCOB

1.2. Pe3yabTaThl 00y4eHHs

B pesynbrare ocBOCHUS TUCIUILINHEI Y CTYIEHTOB JOJDKHBI OBITh C(HOPMUPOBAHEI:

1
OT®TO / Kon arana
(npu naawiu npodemandapma) OCBOCHHSA Pe3ynpraTsl 00ydeHUs
TPY/OBBIC WIIH l}pO(i)eCCI/IOHaHLHLIe KOMITETEHIIHI
JIeUCTBHS
Ha YPOBHE 3HAHUM:
— Hcnonssyer MEK/TyHapOIHbIE CTaH/aPTHI
HHPOPMALMOHHOTO OOMEHA; JaeT OMNpPEC/ICHHE MOHITUSL
YIpO3bl, 3alUTHl, BUIOB MPOTUBHUKOB WIN “‘HAapyLIUTENEH”;
[1Ko02 0c-3 HatlpagJicHa — ~Ha nepeyrcisieT Monenu Oe30MacHOCTH W WX INPHMCHEHHE;
(opmipoanme - riyGoxux  suammii B Has3bIBAaCT METOJBI KpHUITOTpaduu; Ha3bIBa€T METOABI M
oOmacTi . MH(OPMAIHOHHBIX crocoOpl  obecnieueHnss WHG)OPMAIIMOHHON 0€30macHOCTH B
TeXHOIIOTHH, HEOOXOZMMBIX ot npodeccrnoHabHOM JIeATeIIHOCTH; UIeHTUHUIUPYET
pUOOpETEHUsT  HABBIKOB 1 yMeHHH UH(POPMAIIMOHHBIE TEXHOJOIHM B CHUCTEME MEP 3alIUTHI
Y TIpABIICHIT e Hopmanuet, KaK uHdopManuy; TPUMEHSET HOPMATHBHBIE JIOKYMEHTBI MO
P3AMMOCBASANHON 1 COOTBETCTBYIOLIM 3ammTe WH(pOpPMANMM W OpPraHU3alUud  COOTBETCTBYIOLIMX
o0pasom ) copmHpoBaHHOi OTAEJIOB B  OpraHM3alMsx; [PUMEHSET PYKOBOJIIHE
COBOKYITHOCTH: OPTAHHSAMHUONHBIX, e 5 - JIOKYMEHTBI, KacaroIlHecsi FOCy1apCTBEHHOH TalHBbI.
YIIpaBJIeHYECKHUX, HKOHOMHYECKHX, 31 Ha ypOBHE yMCHII:
Eggﬁf;h:ﬁ:ﬁzggmrqucengmeCKHX’ — JleMoHCTpUPYET CIOCOOHOCTh caMo0OyueHHs B
A CIICKTOR eATENBHOCTH o COBPEMEHHBIX KOMIILIOTEPHBIX CPEaX; BBIACIAET ONMACHOCTH
\ HoBIETBOPCHIIO HH(OPMAIHOHHBIX U yrposel HWH(pOpMAnMOHHOH OE30MacHOCTH; HPUMEHSET
HoTpeGHOCTEH ¢ LENbI  TIpHHATHS OCHOBHBIE METO/ABl W TIPOTPaMMBI 3alIUThl HH(OPMAINH;
hdhCKTHBHOTO  pemcHus, M 10 HCTIONIB3YET METOzBI n CIIOCOOBI obecrieueHns
I — HHTEIICKTYaIbHOTO nH(pOpMaMOHHON 0E30MacHOCTH C LENbI0 TpeOTBpAIIEHIA
HOTeHIMANA B BHIC MH(OPMALMOHHHIX HECAaHKIIMOHUPOBAHHOTO noctyna, 37I0yMBIIIJIEHHON
623 JAHHEIX 1 6a3 SHAHIIL MOIU(HUKAIMN WIH YTPATHl CIy>KeOHOM HHPOpMAIHH.
Ha ypOBHE HABBIKOB:
— JlemoHcTpUpyeT HAaBBIKU KpUITOTpagrIecKon 31
cTeraHorpauuecKod 3amUThl  MH(DOPMAIMH;, NPUMEHSIET
OCHOBHbIE METO/IbI M CPEJICTBA 3aLUThl HHPOPMAIHH.
[IKo2 OC-3 HampaBjieHAa  HA Ha ypPOBHE 3HAHUM:
cocTaBieHHe u NPEACTABICHUE|  [[k00 OC- |~ JleMoHCTpHpYET 3HAHHS OCHOBHBIX METOJI0B
(DHHAHCOBOW OTYETHOCTH SKOHOMHYECKOTO) 3.2 kpuntorpaduu, Mojeneil 0e30HacHOCTH, MOHATHS YTIPO3bI,
cyObekTal  mpoBeleHHE — (PUHAHCOBOTO ' 3a00UTBI W CIIOCO0OB  oOecredeHuss MH(POPMAIOHHON
aHausa, [IPUMCHCHUC 3HaHMSA B 6e30macHoCTH B POodeCCHOHAIBHOMN JISSITEbHOCTH

! Jlns oGpasoBarenbHbIX mporpamm, peanusyembix o ®I'OC, u 11 yHUBEPCATLHBIX KOMIIETEHIMI TIepBasi KO-

JIOHKA MOXCT HEC 3aI10JIHATHCA
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COBPEMEHHBIX KOMIIBIOTEPHBIX Cpefax u Ha YpOBHE YMEHUIL:

BBIICJICHUA OIIaCHOCTHU YIrpos| — Ilpumensier 3HaHMA B COBPEMEHHBIX KOMIIBIOTEPHBIX
H(OPMAIHOHHOIT GE30MaCHOCTH. cpellax W BBIIEISCT OMACHOCTH Yrpo3 HUH(POPMAIMOHHON
(Ilpo.  crammapr  «byxramrep», yTB. 6e3omacHoCTH. [IpuMeHsieT OCHOBHBIE METObl U MPOTPAMMBbI
[Ipukazom Muntpyga Poccum ot 22 3aIUThl KHYOPMALHHU

Inexabpst 2014 r. N 10611) HA yPOBHE HABBIKOB:

— CB0oOOsHO BnajzeeT HaBBIKAMH KpuOTorpaduyeckoil u
cTeHOorpaduyeckol  3amuTel  HMHGOPMAIUK, OCHOBHBIMHU
METOAAaMH M CPEICTBAMY 3AIIUTHl HHPOPMALHU

3anoansiomes moavKko me pe3yabmamsl 00y4eHUs, KOmopble NAAHUPYEeMCcs CHOPMUPOBAMDb 8 PAMKAX OUCYUNTUHBL
(mooyns). Omoenvhbie yposHU, He hopmupyemble 8 Oucyuniute (Mooyie), MO2ym He YKa3bl8amuvCs.

2. O0beM U MecTO TUCHUILIMHBI B cTpyKTYype OIl BO

VYyeobnas qucuurumaa b1.B.JIB.09.01 «IIpaBoBasi uH(poOpMATHKA» OTHOCUTCS K AUCITUTUTHHAM
mo BBIOOpPY BapuaTHBHOW dYacTH ydeOHoro TtuiaHa (4acth, Qopmupyemas ydacTHUKAMHU
oOpasoBareNbHBIX OTHOIIEHUH). JluciumirmHa o0muM o0beMom 108 yac n3ydyaercs B T€UYCHUE OJHOTO
cemectpa. Ha ouHo#l popme oOydeHus nucHuminaa u3ydaercs B 4 cemecrpe. O0mas Tpy10eMKOCTh
JTUCIUTIIMHBI B 3a4eTHBIX eauHuIax cocrasiser 3 3E (108 yac).

Jns ycnemrHoro OBNAJEHUs AUCIUIUIMHONW CTYJIEHTY HEOOXOIMMO HCIOJb30BaTh 3HAHUS M
HABBIKH, MOJyUYE€HHBIE UM MPU U3YUYCHHH TaKUX IUCIUIUIMH, KaK MaTemaTuka, ¢pusuka, b1.B.JIB.1.2
Jloruka, b1.b.6.1 Marematuka, bl.b.9 DOkonomuueckas Tteopusa, bl1.b.36 Haumnonanshas
0€3011aCHOCTb.

3HaHMS, TIOJIYYCHHBIE B XOJE€ W3yYCHHUs JUCHHUIUIMHBI «OCHOBBI HH(DOPMAIIMOHHOU
0€30MacHOCTH XO3SHCTBEHHOW JAESITENbHOCTU» MOTYT OBITh TOJE3Hbl MPH M3YYEHUH TaKHUX
npodeccuoHanbHbIX aucuuiuinH, Kak b1.b.21 «byxranrepckuii yuer u anamuz», b1.5.30 «OcHoBbI
(DMHAHCOBBIX BBIUYMCICHU.

[To ouHO¥ hopMe 0OYUCHHS KOJTHMUSCTBO aKaJCMHYECKUX YacOB, BBIJICIICHHBIX HA KOHTAKTHYIO
paboty c mpenoaaBareneM (10 BUAAM YUeOHBIX 3aHATUN) — 52 Yac U Ha CaMOCTOSITENIbHYIO paboTy
oOyuaromuxcs — 56 4acoB. B cooTBeTcTBHU € y4eOHBIM IITAHOM (OPMOI POMEKYTOUHON aTTeCTalluu
SIBIISICTCS 3a4€T C OI[CHKOM.

3. Conep:xaHue ¥ CTPYKTYpPa IMCHHMIIIHHBI

3.1. CtpykTypa IMCHUILTHHBI

O0beM TUCIHILIHHBI, YaC.
KounrakTHas padora
o0yualommxcs ¢ Dopma
TEeKyLIero
Ne HaumeHoBaHue TeM fipenofagarte/IemM 110 Buiam KOHTPOJIsA
n/n (pasnesos) Bcero yqeﬁm’l} CPC | ycmeBaemoctn®,
35‘/“’”“;3/ MPOMEKYTOUHOIH
JIP aTTecTalMK
ggﬁ’ 20, | %0, | KCP '
JA0T* | 10T*
Ounasn ¢hopma o0dyuenusn
4 cemecmp
[onste wHOpMaUK, 3aMIUTHI
Tema 1 nHpopmManun ¥ MHGOPMALMOHHOM 12 5 ) 4 6 0
6e30MmacHOCTH. OcHOBHBIE
COCTABJISIFOLIHE.
3aKoHOJaTeIbHBIH YPOBEHB
MHPOPMAMOHHOW  OE30MaCHOCTH.
Tema 2 KomnsrotepHsie MIPECTYIUICHNUS. 12 2 - 4 6 o
OTBETCTBEHHOCTh 3a COBEpIICHHE
KOMITBIOTEPHBIX ITPECTYIICHUH.




n/n

HanMeHoBaHMe TeM
(pa3nesioB)

O0beM IUCHUIIMHBI, Yac.

Bcero

KonTakTHas pa6ora
odyualommxcsi ¢
npenojgaBaTtejeM 0 BUAAM
Y4eOHBIX
3aHSITHI

Jp/ | 13/
30, | 30, | KCP
JOT* | 1OT*

J/0,
JOT*

CPC

Dopma
TeKyl1ero
KOHTPOJIs

yenesaemocTu®,
NPOMEKYTOYHOIM
aTTecTanuu

Tema 3

Knaccupukanus arak. I[loHsaTue
YTPO3BI. Mogenb yIpos3.
Pekomenmarmu 1o  00ECIIEYCHUIO
nH(OpMalMOHHO 6e30I1acHOCTH.

12

Tema 4

OCHOBHBIE TIOHSITUS KpUNTOTpaduu.
JIBa COBpPEMEHHBIX HalpaBJICHUS B
KpunTorpadum. Knaccuueckne
KPHIITOCUCTEMBI.

12

Tema 5

Kpunrrorpadus c OTKPBITHIM
kiroyoM. Cuctemsl mmdpoBaHus,
He TpeOylomue mnepenadn KIo4a.
DJeKTpOHHAsI MOIIHCH.

16

Tema 6

OCHOBHBIE TEXHOJIOTHH TTOCTPOCHHUS
samuieHaelx  MC.  MexkceTeBble
9KpaHBbI.

12

Tema 7

Texnonorus VPN-cereii.

12

Tema 8

3amura uHGOopMaiuu B MHTEpHET.
WudopmanmonHas 06e30MacHOCTh B
yCHOBUSIX  (DyHKIMOHUpPOBaHHS B
Poccui r106abHBIX CeTeH.

10

Tema 9

Tunosasg cTpyKTypa 3alUTbl OT
HC/I. YnpaBieHnue J0CTymnoM.

10

oT

[IpomexyToyHas aTTecTauus

3au. ¢ OIEHKOH

Bcero:

108

20 32

56

33E

3aounasn ¢o,

pma o0yuenus

Tema 1

WudpopmanmonHoe oOmecTso u
mpaBo. [lpemmMer w©  MeTOIBI
npaBoBoil mHPopmatuku. [lonsarue
HHpOpMAINH, 3aIUTHI
uHpOpMaUUd ¥ HHOOPMAIOHHON
0€30I1aCHOCTH.

6,25

0,25 - -

Tema 2

Tl'ocynapcTBeHHas
nHpopMannoHHas MOJINTHKA.
3aKoHOIaTEeIBHBII YPOBEHb
nHpopMaMOHHOH  ©e30macHOCTH.
Kommsrotepusie MIPECTYTIIICHUS.
OTBETCTBEHHOCTh 3a COBEpLICHHE
KOMITBIOTEPHBIX ITPECTYIIIICHUH.

7,25

0,25 - 1

Tema 3

TexHonorus paGoOTHl B CIPAaBOYHO-
MIPaBOBBIX CHCTEMaX.
Knaccupukanmus arak. [lonsrue
YIPO3BL. Mopens yIpos.
Pexomenganun 1o oOecredeHUIO
nHPOPMAIMOHHOH 6E€30aCHOCTH.

7,25

0,25 - 1

Tema 4

WndopmanronHas 6e30MacHOCTb.
OCHOBHBIE TTOHSITHS
kpunrorpaduu. J[Ba COBpeMEHHBIX
HamlpaBJIeHUS B KpUOTOTpaduH.
Kilaccuueckue KpUunToCUCTEMBI.

7,25

0,25 - 1




Tema 5

ONEKTPOHHBIA JOKYMEHTOOOOPOT H
AJIEKTPOHHAS OJIITUCH.
Kpunrorpadgus ¢ OTKPBITHIM
kio4oM. CHCTEMBI IU(PPOBAHHUS,
He TpeOyromue Iepenadyn Kikoya.
DJICKTPOHHAS TOIHUCH.

12,25

0,25 - 4 8 o

Tema 6

Wurepuer B IOpUAUYECKON
JIESTEIIBHOCTH. OcHOBHBIE
TEXHOJIOTUH MOCTPOEHHS
samumeHeix  MC. MexceTeBrlie
JKPAHBL.

7,25

0,25 - 1 6 o

Tema 7

Texnomoruss VPN-ceTei. 6

Tema 8

3amura nHGOpManmu B MHTEpHET.
HNubopmanmonHas 6e30MacHOCTh B
YCIOBHSAX (DYHKIIMOHHPOBAaHUS B
Poccuu riao0anbHBIX CETEH.

8,25

0,25 - - 8 o

Tema 9

TunoBast CTpyKTypa 3allMTBl OT
HCJI. YnpaBneHue 10CTyHIOM.

6,25

0,25 - - 6 orT

ITpomexxyToUHast aTTeCTalHsI 4

4 3a

Bcero: 12

2 8 4 58 23E

Ipumeuanue: 4 — popmor mexyweco koumposs ycnesaemocmu: onpoc (0), mecmuposanue (T), konmponvHas
paboma (KP), konnoxeuym (K), acce (3), pepepam (P), oucnym (/]), 3a0anus (3) u op.

CamocTtositenpHas padora (CP) mo m3ydeHWIO0 AWCHHIUIHHEI ocymiecTBisiercss ¢ npumeHerneMm J[OT.
Hocryn k JIOT ocymiecTBISeTCs KaXIbIM 00YJYaIOIIMMCS CaMOCTOSTEIBHO C JIFO0OTO YCTPOMCTBA Ha MOpTAaJIe:
https://Ims.ranepa.ru. Ilaponb u JIOTHH K JUYHOMY KaOMHETY/PO(HIIO/yU4eTHON 3aliCH MPEI0CTaBISETCS
o0yJaromeMycs IeKaHaTOM.

3.2 Conepxxanue I CHUILTHHBI (MOXYJIA)

Ne HanmenoBanue tem
Conep:xanue TeM (pa3ieoB)
n/n (pa3nesioB)
IMonsTue uHpopManuy, 3aIIUTHI nHpopmanuu u
nHdopmanmonHoii Oe3onmacHocTH. HasnHauenme u 3amaunm B
WudopmannonHoe 0OLIECTBO W TIPaBo. .
. | chepe obecrieueHuss HWHOOPMAIMOHHON OE30MACHOCTH Ha
Ipeamer " METOJIbI HpaBOBOU
YPOBHE TOCYZapcTBa, Ha YPOBHE PETHOHA M Ha JIOKAJbHOM
Tema 1 nndopmaruku. Ilonstue wuHPOpMaImy, o
ypoBHe. OCHOBHBIE TIOJIOKEHUSI TEOPHM HH(POPMAIIMOHHON
3aIINTHI nHpopMannu "
N 06e3omacHOCT  HMH()OPMAIIMOHHBIX  CHCTEM. OcHOBHBIE
HHPOPMAMOHHOW 0E€30MaCHOCTH. .
cocTaBisonpe obecrieueHus HHGpOpMaMOHHON 0e30MacHOCTH
XO35IIICTBEHHOH J1€ATEIbHOCTH.
BaxHOCTh  3aKOHOAATENLHOTO  YPOBHSI  HMH(OPMAIMOHHOMN
6e3omacHocTi. O030p POCCHHCKOTO 3aKOHOJATENbCTBA B
obOmactn  obOecniedeHWss WHQPOPMANMOHHOW  0E30MaCHOCTH.
JoxtpuHa wHpOpMannoHHOW Oe3omacHocTH P®, 3akoHb «O
rocyJapCTBEHHOM TaliHe», «06 HHPOPMAITUH,
TocynapcTBeHHast pHdopMaronHas | WHPOPMAIMOHHBIX TEXHOJIOTHAX M O 3alUTe HHPOPMALUM.
OJMTHKA. 3aKOHOIATEIbHBIH ypoBeHp | APYTHE 3aKOHBl M 3aKOHOJATelbHble aKThl. Konuenuus
) HH(OPMALHOHHO 6e3omacHocty. | MHpopManmonHoit Ge3omacHoCTH. OCHOBHBIE HOPMAaTHBHBIE
Tema Kommsrotepasie npecTyiuieHus. | PYKOBOJSIIME JIOKYMEHTBI, KacarOMecs IOCYapCTBEHHOM
OTBCTCTBCHHOCTB 3a COBEPLIEHUE TaWHBI " KOH(I)I/UICHHI/IaHLHOI‘/'I I/IH(l)OpMaHI/II/I, HOPMaTHUBHO-

KOMIIBIOTEPHBIX NPECTYIIIIEHUH.

CIIPaBOYHBIC JOKYMCHTHI. HOpMaTI/IBHBIe AKThl AaAMHUHUCTpAIUN
Bonrorpazga B o6nactu nHGOpMAIIMOHHON 0€30TTACHOCTH.
KomMmnerorepHslie MPECTYIUIEHHUS. OTBETCTBEHHOCTH 3a
COBEpIIICHIE KOMITBIOTEPHBIX IPECTYIUICHUH. YTOJOBHAas |
aJIMAHUCTPATHUBHAS OTBETCTBEHHOCTD.



https://lms.ranepa.ru/

n/n

HanmeHnoBanue TeM
(pa3nesioB)

Conep:xanue TeM (pa3ienoB)

Tema 3

Texnonmoruss pabOTBl B CIPABOYHO-
MPaBOBBIX cucTeMax. Kiaccudukamms
atak. [lonsatue yrposel. Mojenb yrpos.
PexoMenmanmn o 00€eCIIEUEHNTO
WHPOPMAMOHHONW OE30MTaCHOCTH.

[onsitue aTaku Ha “H(OPMALMOHHYIO CHCTEMY.
Kiaccudukanms aTax. Bunast MIPOTHUBHUKOB W
“Hapymuteneii”, ux kinaccupukaums. KaHamel  yTeuku
“HPOPMAIUH: BHU3YaJIbHO-ONITUYECKHM, aKyCTHYECKHH,
3JIEKTPOMArHUTHBIA W MaTepualbHO-BellecTBeHHbIN. [loHsATHE
yrpo3sl. Mcrounnku yrpo3 u ux knaccudukanus. [loctpoerne
Mojenu  yrpo3 opranusauuu. [lpumepsl.  PykoBopsiiue
nokyMeHThl ['octexkomuccun Poccum (demepanpHas ciayxOa
M0 TEXHHYECKOMY M SKCIIOPTHOMY KOHTPOJIO) MO 3aIfuTe OT
HECAHKLIMOHUPOBAaHHOI'O JocTymna K nHpOpMaNnH.
CrneunanpHple TpeOOBaHUST W peKkoMeHnanuu. VHCTpyKims
CTP-K. Pexomenpamuu 1o 3ammre KOH(UAECHIHMAIEHON
nHdopmanum. Knaccet 3alUIIEHHOCTU CpeacTB
BBIUUCIIUTENIPHON TEXHUKU M aBTOMAaTU3UPOBAaHHBIX CHCTEM IIO
PYKOBOISIIMM  JIOKyMeHTaM  ['octexxkomuccuu  Poccum.
[Tokazarenu 3ammmeHHOCTH. CHcTeMa 3amuThl WHGOpPMAIIH
OT HECAaHKIIMOHUPOBAHHOIO 10CTyMNa. PekoMeHnayeMble MEpHI 110
obecrieueHnIo 3aUThl HHPOPMALIUHU B MPOIEcce IKCILTyaTaluu
WHPOPMAMOHHOW  CHCTEeMBL.  Pa3pemmrensHas  cucteMa
nmormycka. PekoMeHmamum 1o IUTaHy JOPaObOTKH OOBEKTOB
nHdopmaruzanun Ha COOTBETCTBHE TpeOOBaHUIM
pykoBosaMX foKyMeHTOB ['ocrexxomuccuu Poccuu.

Tema 4

HNubopmanmoHHast 0e30MIacHOCTb.
OcHoBHBIE NOHATHS KpunTorpaduu. /a
COBPEMEHHBIX HaTpPaBJICHUS B
Kkpurrorpaduu. Knaccuueckue
KPHIITOCHCTEMBI.

Hcropuueckast crnpaBka. Bo3MOXKHBIE HampaBICHHUs PEIICHUS
3aJayd  00eCIe4YeHUsl IepeJadydl CEeKPeTHOH HWH(OpMaLUH.
Creranorpadust u kpunrorpadus. BaxsocTs Kpunrtorpaduu
Opyd  peuleHuH  3a7a4  o0ecnedyeHus:  WHPOPMAIMOHHOMN
6e30MaCHOCTH XO3SAHCTBEHHOW MEATENPHOCTH U COXPaHEHUS
KoHpuaeHnManpHo#  uHPopmanuu. OCHOBHBIC  MOHSATHS
kpuntorpadun. [TonsiTre kpunrocucTeMsl, Kiroya. Bo3moxxHbie
aTakl Ha  KPHUIITOCHCTEMBI, IOHATHE  KPHUNTOAHAIH3A.
HanesxHOCTh KpHNTOCHCTEMBI. J[Ba OCHOBHBIX HAIpPaBIICHUSA B
coBpeMeHHOH kpunrorpadun. Kiaccnueckne KpUITOCHCTEMBI.
OnHoandaBUTHBIE W MHOTOAI()ABUTHBIE  KPHUITOCHCTEMBI.
Cucremsl Le3zaps u Buxenepa. Bo3moxkHOCTH KpHUnTOaHaIM3a
MHOTOaJI(paBUTHBIX CHCTEM. PackpwiTHe cucTeMbl BikeHepa.
HanexuocTts MHOT0aI()aBUTHBIX CHCTEM.
OnekTpoMexaHnyeckue MmuppoBajbHbIe MaIIUHBL. AOCOJIIOTHO
HaJexXHas  Kpunrocucrtema:  “OmHOPa3oBbIil  OJOKHOT”.
B03MOXHOCTh HCIIONB30BAaHUS TAaKUX CHCTEM Ha MpPaKTHKE.
Crangaptel muppoBanus jgaHHbix. Kpunrtocucrema DES.
Poccuiickuit  cranmapt mmdppoBanus [OCT  28147-89.
ITpoGiema BBIOOpa HaNEKHOH KPHUITOCHCTEMBI IS 3AIIUTHI
CBOMX JaHHBIX. [lepcrleKTHBBI pa3BUTHS KPHUITOAHAIM3A.
[TpoGuiema nostHOTO MIEpedopa BeeX KITOUeH.

Tema 5

DJEeKTPOHHBIA  JTOKYMEHTOOOOpPOT  H|
JIEKTpOHHas mojanuck. Kpunrorpagus c
OTKPBITBIM KITFOYOM. CucteMsr
mmdpoBanus, He TpeOyroIue Hepenadyn
KITt04Ya. DJIEKTPOHHASI TIOATHCH.

Cuctembl muQpoBaHus, He TpeOyloIMe Meperadn KiIodva.
ITpoGmembl  WCTIONB30BAaHMS  TakMX  cucreM. lIpoTokon
WCTIONB30BaHUs  CHCTeMBl  «OmHOpa3oBBI  OMOKHOT», HE
TpeOyIONNi MepBOHAYAIIEHOTO 0OOMEHA CEeKPETHBIMH KITIOYaMH.
Kpunrorpadus ¢ oTkpsITeIM KiafodoM. [IoHATHE OTKPHITOTO U
cekpeTHoro kmodva. IIpaBuma mx ncmonp3oBaHUs. [IpHUHIHIED
MOCTPOCHUS KPHUIITOCUCTEM C OTKPBITBIM KIIF04OoM. V3BecTHbIE
KPUINTOCUCTEMBI C OTKPBITBIM KITIOYOM M WX aQJTOPHUTMBL
Cucrema RSA. Jlnuna kiaroya B KpUNTOTpadUHU C OTKPBITHIM

KJIIIOYOM. O,HHOCTOpOHHSISI q)yHKL[I/IH, BO3MOXHOCTb €
HCIIOJIB30BaHUA. SHCKTpOHHaH noANnucChr W HOPUHOUIBL €€
MMPpUMCEHCHUS.




n/n

HanmeHnoBanue TeM
(pa3nesioB)

Conep:xanue TeM (pa3ienoB)

Tema 6

Hntepner B IOpUANYECKOIT
JestenbHOCTH. OCHOBHBIE TEXHOJOTMU
MIOCTPOCHHUS 3aIUIICHHBIX ncC.
MexceTeBble 3KpaHBbI.

OCHOBHBIC ~TEXHOJIOTMH TMOCTpOoeHHs 3amuiieHHsix  UC.
[Monstue wMexcereBoro oskpana. [IpaBuna QuubTpammu u
MPUHIUNE X TpuMeHeHus. [laketHsie GuibTpel. [lonuTHka
ceTeBoi Oe3zomacHoCTH. [lonHWTHKA peanm3alii MEKCETEBBIX
9KkpaHoB. @DyHKIMOHAIBHBIE TPeOOBAHMS K MEXKCETCBBIM
9KpaHaM W w©X KOMIOHeHTH. IlImro3sl ceaHcOBOTO U
MPUKIIaTHOTO ypoBHA. HoBble (yHKIIMN OpaHaMay’poB. CXeMbl
OpTaHU3aIA MEKCETEBBIX AKpPaHOB. OCOOEHHOCTH Pa3IUYHBIX
CXeM pealu3alld, WX MPEUMYIIecCTBa W  HEJIOCTATKH.
[IpoOnembl,  CBsS3aHHBIE C  MEXKCETCBBIMH  JKpaHAMH.
TpeboBaHMs K MEKCETEBBIM 3KpaHAM

Tema 7

Texuomorus VPN-ceteii.

TexHonoruss OOBEIUHEHUS JOKAJIBHBIX CETCH W OTICIBHBIX
KOMITBIOTEPOB 4Y€pe3 OTKPBHITYI0 BHEIIHIOIO Cpely Mepeaadn
JNAaHHBIX B COUHYI0 BHPTYalbHYIO CETh, OO0ECIICUYHNBAIOIIYIO
3aATy WHOOPMAIMOHHBIX TMOTOKOB WM TeXHOJorus VPN-
cereit. Ocobennoctr VPN. Tynnens VPN. TyHHenmupoBaHue u
ero ocooeHHocTr. OCHOBHBIE pa3sHOBUIHOCTH VPN-ycTpoiicTB
Mo  TexHuyeckod peanmuzanuu. Pomu  VPN-ycrpoiicTs.
BapuanTel nmoctpoenus 3amuiieHHbIX kKaHaioB VPN. Yrpossr
s VPN. Bapuantsl 3alIUIIEHHBIX COEMHEHUH.
Knaccudukamnust VPN-ceteit. Comemnierare VPN-TexHOMOrHIA 1
MexcereBoro 3kpaHa. Hemocrarku VPN.

Tema 8

3ammra wHpopMmanmuu B  MHTEpHeT.
HNHbopmanmonHas  0e30MacHOCTh B
ycnoBusx (pyHKIHoHUpoBaHUA B Poccun
TII00ABHBIX CETEH.

[Ipobnema obecrnieueHnss HHYOPMAITMOHHOW OE30MMACHOCTH TPH
pabote ¢ TioOanmpHOW ceThio HMHTepHer. MHpopMarmoHHas
0e30macHOCTh B YCIOBHAX (yHKIHOHHpOBaHUS B Poccuu
rI00ABHBIX ceTel. Yka3 mpesuaeHta PD «O mepax mo
obecrieueHn0 WHQOPMAIMOHHON Oe3omacHocTH Poccuiickoit
Oenepauun B chepe MeXKAYHAPOAHOIO HHPOPMAIMOHHOTO
obOMeHa». YTpo3sbl nHpopMannoHHoit 6e30macHOCTH Npu padoTte
¢ UnrepHer. Bupychl, ucnosHseMble MOAYJH, BCIUIBIBAIOIINE
OKHa U pekyaMa. Mcronbp30BaHHE aHTHBUPYCHBIX MPOTPaMM U
ME)XCETEeBBIX 3KpaHOB Ipu pabdore ¢ MHTepHeT. [Iporpammubie
cpencraa IIPOBEPKHU Tpaduka u 60pB0BI c
HECaHKIIMOHUPOBAHHBIM HCTIOJh30BaHUEM pecypcoB
HHPOPMAIMOHHOW CUCTEMBI.

Tema 9

TumoBas crpykrypa 3amutel ot HC/I.
VYpasieHue A0CTYIIOM.

ApXUTEeKTypa THUIIOBOI1 CHCTEMBI 3aITUTHI oT
HECaHKIIMOHUPOBaHHOTO  Joctyna.  Mnentudukanms  u
ayrentudukanusa. [laponbHas ayrentudukanus. I[Ipasuia
npuMeHenus mapodiell.  OpnHopazosble  maponn.  Cepsep
ayreHtudukaruu. Ilojcucrema  ympaBieHUS  JIOCTYIIOM,
MOZICUCTEMa PETHCTpaluy M ydera. [IpUHIMIBI KOHTPOJIS
Joctyna. Marpuiia gocTymna 1 CIicku pocryna. [IponsBonbHoe
Y TIPUHYIUTENBHOE YIIpaBieHHe A0cTynoM. OrpaHnduBaroni
unrepgeiic. PoneBoe ympasnenue nocrymoMm. CraTHdyeckoe U
JUHAMUYECKOE pacnpeneneHue poneil. Ioxncucrema
obecnieuenns nenoctHoctH. Kpunrorpadugeckas moacucrema.
[TporpamMMHO-anmapaTHbIE CpPEACTBA 3aIUTH MH(DOPMAIMH OT
HCZA. VYcrpoiictBa BBOAa HACHTHU()HUKAIMOHHBIX ITPU3HAKOB.
Knaccudukanus ycTpoWCTB BBOAA  HACHTU(DHKAIIMOHHBIX
IIPU3HAKOB. buomerpuueckue YCTpOMCTBa BBOJA
WACHTU(QUKAIMOHHBIX MPU3HAKOB W WX KJIACCHU(DHUKAIHNS.
IIpeumymectBa UM HENOCTaTKU  UX  HCHOIb30BAHUS.
KomOuHMpOBaHHbIE YCTPOHCTBA. DIEKTPOHHBIE 3aMKH.




HH(OPMATHUKA» BBIHOCITCS CIEAYIOLINE TEMBI:

Ha camoctoarensHyo paboty cryaentoB mo auciummae b1.B.JIB.09.01 «IIpaBoBas

Ne n/m Tema Bonpocsl, BeiHocuMBbIe HAa CPC Ounan | 3aouman
dopma dbopma
1 2 3 4 5
1. WndopmannonHoe [onarne wHQOpPMAIUKM, 3aIIUTEl WHPOPMALUK U
o0miecTBo u mpaBo. | nHpOpMAMOHHOH Oe3omacHOocTH. HasHadeHue w
[penmer u MeTonsl | 3amaun B cepe obecmedeHUs HHGOPMAIIMOHHOM
mpaBoBOH  HMH(MOPMATHKH. | OE30MIACHOCTH HA YPOBHE TOCYINapcTBa, Ha YPOBHE 0 0
IMonsiTne nHpopManuy, | peTHOHA W Ha JIOKaTbHOM ypoBHe. (OCHOBHBIE
3aUTEl  MHQOpMAUMU U | MOJIOXKEHUsS Teopuu HH(OPMALMOHHOW 0E€30IacHOCTH
nH}popManMOHHOH MH(OPMALMOHHBIX CUCTEM.
0€301acHOCTH.
2. O030p pOCCHHCKOrO 3aKOHOJATENBCTBA B 00JIaCTH
T'ocynapcTsentas obOecriedeHrss ~ UH(POPMAIMOHHOW  OE30MACHOCTH.
HHpOpMALIOHHAA Joktpuna wuH(pOpMaMOHHOW Oe3omacHocTH PO,
TOJMTHKA. . 3akoHbl «O  rocymapcTBeHHOH  TaiiHe»,  «OO0
3aK0Ho;[aTem,H1,n:1 YPOBCHE | yphopmanuy, HHPOPMAIMOHHBIX TEXHONOTHAX H O
HH(OPMALHOHHOH 3amuTte uHGopManuu». OCHOBHBIE HOPMAaTHBHBIC
GesonacrocT. pyKOBOAAIINE JOKyMEHTBI, KacarouIuecst 0] 0]
KommbrotepHeIe TOCYapCTBEHHOM TaWHBI ®  KOH(UACHIIUATBEHON
TIPECTYILICHHA. nHpopmannu. HopmaTuBHBIE aKTBl aIMHUHHCTpPALMN
OTBETCTBEHHOCTH 32 | Bonrorpana B obnactu nH(popMannoHHOH
COBCpIICHHC 6e30MacHOCTH.
KOMIIBIOTEPHBIX
IIPECTYIUICHUH.
3. Texuomoruss  paborel B | [lonaTne araku Ha WHOOPMALMOHHYIO CHCTEMY.
CIPaBOYHO-TIPABOBBIX Knaccudukanms arak. Bunsl TPOTHBHUKOB WK
cucremax. Kraccubukaius | “HapymmTencit”, ux xiaccudukaims. Kananel yreuku
arak. [loHsatue  yrpossl. | HHpOPMALUU: BU3YaIbHO-ONTHYECKUH, aKyCTUYECKHUMH,
Mogenb YIpo3. | JIEKTPOMAarHUTHBII M MaTepualbHO-BEIIECTBEHHBIMN.
Pexomennannu mo | ITonsitue  yrpos3sl. Mcrounmkum  yrpo3 © WX
obecrieueHnto knaccudukanua.  Iloctpoenme  Monenu  yrpos 0 0
nH}opMannoHHOH opraumzanuu. [Ipumepsl. CrienanbHble TpeOOBaHUS 1
0€3011acHOCTH. pexomenaanu. [Tokasarenu 3anpmenHocTH. Cucrema
3alMUTel  MHGOpPMAMM OT HECAHKIMOHHPOBAaHHOTO
Joctyma. PekomeHIyeMble Mephl IO OOECTIeYeHHUI0
3aIUTEl  MH(GOPMAIMK B TpoLEecce 3KCIUTyaTalluu
UH(OPMALMOHHOH CHUCTEMBI. PaspemmrensHas
crcTeMa JIOMyCKa.
4. Wudopmanmonnas Creranorpagpuss u  kpunrorpadpus.  BaxnocTh
6ezomacHoctb.  OCHOBHbIE | KpunTorpaguu Ipu pelmeHud 3ajad  o0ecreyeHus
TIOHATHS kpunrorpaduu. | nHGOpPMAIMOHHON  0E30IACHOCTH  XO3SIMCTBEHHOMH
Ba COBPEMEHHBIX | JIEATEIbHOCTH W COXpaHeHHs KOH(HAEeHIMaIbHON
HarnpaBJICHUS B | nHpopmaruu. OCHOBHBIC TOHATHS KpHUITOrpaduu.
Kpurrorpaduu. [MonsTre kKpunTocucTeMsl, Kiltoya. Bo3MoXXHBIE aTaku
Krnaccuueckne Ha  KPHUNTOCHCTEMBI, TMOHITHE  KPHUITOAHAJIH3A.
KPUNTOCUCTEMBI. Hapexnocts  kpunTocucreMsl.  [IBa  OCHOBHBIX
HamlpaBJICHWS B  COBPEMEHHOH  KpUHOTOTpaduH. o (0]
OpHoandaBUTHBIE u MHOTO0aJI()aBUTHBIE
kpuntocucteMbl. Cuctembl llesaps um Bwkenepa.
Bo3MOXXHOCTH ~ KpWUNTOaHANW3a MHOTOAN(aBUTHBIX
cucteM. Packpsitue cucremsl Bukenepa. Hanexnocts
MHOT0aJI()aBUTHBIX CHCTEM. AOCOJIOTHO HaaeXHas
KpPHUIITOCHCTEMA! “OnHOpa3oBbIi OJI0KHOT”.
Kpunrocucrema DES.
5 ONEeKTPOHHBIN Cucrembl mmdpoBaHus, He TpeOyromye mepenadn
JOKyMEHTO000pOT u | kmoda.  IIpoTokon ~ HUCHONB30BaHMUS ~ CHCTEMBI
JJIEKTPOHHAS noanucek. | «OxHOpa3oBbIil OJIOKHOTY, HE TpeOyromuit 0 0
Kpunrorpadus ¢ OTKpHITEIM | IEPBOHAYATHHOTO OOMEHa CEKPETHBIMH KIFOYaMH.
KITIOYOM. Cuctems! | Kpunrorpagust ¢ OTKpbITBIM ~ KimrouoM.  [lonsATue
mu¢poBaHus, HE | OTKPBITOTO M CeKpeTHoro  kimoda. IIpuHnmmnsr
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Tpebyromue nepenayu
KITIOYa. DIEKTPOHHAS
TIOJIITHCh.

MIOCTPOEHHUS KPHUITOCHCTEM C OTKPBITBIM KIFOUOM.
W3BecTHBIE KPUNTOCUCTEMBI C OTKPBITBIM KIIOYOM U
ux amroputmel. Cucrema RSA. [Inuna kmoda B
KpuITorpaduu ¢ OTKpBITHIM Kito4oM. OZHOCTOPOHHSS
(GYHKIMS,  BO3MOXKHOCTH €€  HCIOJIBb30BaHUS.
OeKTpOoHHAas MOANUCH U IPUHIIMIIBI €€ IPUMEHEHHUSL.

HHTepHeT B 10pUIMYECKOU
nestenbHOCTH.  OCHOBHBIE
TEXHOJIOTUH MOCTPOEHHUS
3aIUIIEHHBIX ncC.
MexceTeBble 3KpaHBbI.

OCHOBHBIE TEXHOJOTMHM TIOCTPOEHHS 3aIlUIIEHHBIX
HC. Tlonarue wMmexceTeBoro osKkpaHa. IlpaBuna
¢GUIBTpaIUK ¥ IPUHLUIEI UX MpuMeHeHus. [lakeTHbIe
¢umpTpel.  IlonmmTuka — cereBoil  0€30HAaCHOCTH.
IlomuTuka  peamu3anyM  MEXCETEBBIX  DKPaHOB.
@OyHKONOHANBHBIE  TPeOOBAaHUSI K  MEKCETCBBIM
JKpaHaM M UX KoMNOHeHTsL IIImo3bl ceaHcoBOro u
MIPUKJIAJHOTO YpPOBHSL. Hossle byHKIMN
OpanaMayspoB. CXeMbl OpraHM3allMM MEXCETEBBIX
9KpaHoB. TpeboBaHUs K MEKCETEBBIM DKpaHaM

Texuomorus VPN-ceteii.

TexHosmorns OOBEAWHEHUsS JIOKAJIbHBIX CceTell U
OTJENbHBIX KOMIIBIOTEPOB Yepe3 OTKPBITYI0 BHELIHIOK
Cpely mepeJaud JaHHBIX B EAMHYIO BHUPTYaJbHYIO
ceTh, O0ECNEYMBAIONIYIO0 3alUTy HH(OPMAIMOHHBIX
MoTOKOB MiHM TexHoyorust VPN-cereit. OcobenHocTH
VPN. TyHHenmupoBaHHE W €0 OCOOCHHOCTH.
OcHoBHble  pazHoBUAHOCTH  VPN-ycrpoiicTB 1o
TexHuueckod peanuzauu. Pomu  VPN-ycTpoicTs.
BapuanTbel mocTpoeHus 3alIUIIEHHBIX KaHaioB VPN.
VYrpo3sr mis VPN. Krnaccupukamus VPN-cereii.
Coemenierne  VPN-TeXHONMOTHH M MEXCETEBOTO
skpana. Henocratku VPN.

3amura
Hurepuer.
Wudopmannonnas
0€301acCHOCTh B YCJIOBHSX
(YHKITMOHUPOBAHHS B
Poccun rimo0abHBIX CETEM.

nHpopmanuu B

[Ipobnema obecrieueHus nHpopMannoHHO
0e30MacHOCTH MpH paboTe ¢ TI00AIbHOW CEThIO
Wnrepner.  WudopmaunonHas  Oe3omacHOCTb B
ycIoBUsIX (YHKIHOHMpOBaHUs B Poccun riodanbHBIX
cereil. VYka3 mpesupeHta PO «O wMepax 1o
obecriedeHni0O  MH(POPMAIMOHHOH  0E30MacHOCTH
Poccuiickoit denepanmm B chepe MEKITyHAPOTHOTO
nH(pOpPMaMOHHOTO oOMeHay. Yrpo3s!
WHPOPMAMOHHOW 0Oe30macHOCTH TIpH  paboTe ¢
Wnrepner.  Bupycbl,  ucmonmHseMble — MOJIYJIH,
BCIUIbIBAIOLIME OKHa ¥ pekiama. lcrnonb3oBaHue
AQHTUBHUPYCHBIX IIPOTPaMM M MEXCETEBBIX IKPAHOB TPH
pabore ¢ UutepHer. IIporpammHBIE CpencTBa
HPOBEPKU Tpaduka u 60pBOEI c
HECAHKIIMOHUPOBAHHBIM HCIOJIb30BAHUEM PECYPCOB
UH(OPMALIMOHHOM CHCTEMBI.

TumoBas cTpykTypa 3amuThl
or HCH.  VYnpasaenue
JOCTYTIOM.

ApXUTEKTypa THIIOBOH CHCTEMBI  3aIlUTHl  OT
HECaHKIIMOHNPOBAHHOTO JnocTyna. Unenrtudukamus n
ayrenTudukanmsa.  [laponbHas — ayreHTHHKanus.
[IpaBuna npumeHenuss naponeid. OgHOpa3oBbIE
nmaponu. IlpuHOMIBL KOHTpoONs poctyma. Matpuna
JocTynma W coucku jgocryma. IlpousBombHOe U
MIPUHY IUTEITBHOE yIpaBJIeHUE JOCTYTIOM.
OrpannunBaronuii naTepdetic. PoneBoe ymnpasieHne
JOCTYIIOM. Kpunrorpadungeckas MOJICHCTEMA.
[IporpammHO-anmapaTHbIe cpezncTBa 3aIUTHI
napopmanuu ot HCJIl. YcTpoiicTBa BBOJAa HIEHTH(-
HBIX TIPU3HAKOB. IlpemMyImiecTBa W HETOCTATKH HX
HCIONb30BaHUs. DIEKTPOHHBIE 3aMKH.
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4. MaTtepuaJjbl TEKylIero KOHTPOJIsI YCIIeBAeMOCTH 00y4aromuxcst

4.1. @opMbI 1 MEeTOAbI TEKYLEI0 KOHTPOJISI YCIIEBAeMOCTH M IIPOMEKYTOYHOM aTTecTalluu

B

xone peamuzauuu  guciuiuiieel - B1.B.J1B.09.01  «IIpaBoBas uHQopmaTuka»
UCIOJIb3YIOTCS CIIEAYIOIINE METO/IbI TEKYILEro KOHTPOJI yCIIeBAEMOCTH 00yYarOIIUXCS:

Ne HaumeHnoBanmne tem MeToasbl TeKyIero
n/n (pa3aesoB) KOHTPOJ1 yCIIeBaeMOCTH
Ounas ¢popma

udopmannonHoe oOmectBo u mpaBo. [lpeamer W MeToasl NpaBOBOH oS-
Tema 1 [uHbopmaruku. Ilomstne  uwHpOpManuu, 3ammTel  WHQOPMALUH U

MHGOPMAIIMOHHOM 0€30MACHOCTH. orpoc

["ocynapcTBeHHass MH(OpMaNMOHHAS MOJHWTHKA. 3aKOHOJATENBHBIH YPOBEHB Ve THbi
Tema2 |[mHpOpMaLMOHHOMN 6e3omnacHoCTH. KommnerotepHsie MPECTYIUICHUS.

OTBETCTBEHHOCTbH 33 COBEPIICHHE KOMIBIOTEPHBIX MPECTYIUICHHH. orpoc

TexHosMOTHA PabOTHI B CIIPAaBOYHO-TIPABOBBIX cucTeMax. Knaccudukanus aTak. N O—
Tema 3 ([[Tomstue yrpo3sl. Mojens yrpo3. PekoMeHmanmmu 1m0 0O0ECIICUEHUIO

MHGOPMAIMOHHON 0€30IMaCHOCTH. onpoc
Tema 4 MubopmanmonHass Oe3omacHOCTh. OCHOBHBIC TMOHSTHS Kpunrorpaduu. [Isa VYcrHbli

COBpEMEHHBIX HampasieHus B KpunTorpadun. Kiaccnyeckue KpUITOCHCTEMBI. onpoc

JIEKTPOHHBIN JOKYMEHTOOOOPOT M 3JIEKTpOHHas moxnuck. Kpunrorpadus c N O—
Tema 5  |oTKpBITEIM KiTF04OM. CHCTeMBI IN(POBAaHKS, HE TPEOYIOMINE MePeAadn KIoda.

ONEeKTPOHHAsI TOMNUCH. onpoc
Tema 6 VHTEepHET B IOPUANYECKOI NeATenbHOCTH. OCHOBHBIE TEXHOIOTHU MOCTPOEHHUS YcTHBIN

BamunieHHbIx UC. MexceTeBble 9KpaHbl. orpoc

Texnonorus VPN-cereil. YerHbii
Tema 7

onpoc

Tema 8 Samura wuHbopMmanuu B HWHTepHer. MHpopmanuonHas 0€30MacHOCTh B Yerubiid

ycaoBusixX GyHKunoHupoBaHus B Poccuu rio0asnbHbIX ceTel. onpoc
Tema 9 Tunosas cTpykrypa 3amutsl oT HC/l. Ynpasienue noctynom. YerHbii

OIIpPOC, TECTUPOBAHHUE
3aounas ¢popma

Hudopmanmonnoe o00mecTBo u mpaBo. [IpeaMer W METOABI MPaBOBOI N o—_——
Tema 1 [uHdopmaruku. Ilonstne  wHpOpManuu, 3amMTel  UHGOPMALUH U

MHPOPMAIIMOHHOW OE€30MTaCHOCTH. orpoc

['ocynapcTBeHHass MH(pOpManMOHHAS MOJIHWTHKA. 3aKOHOJATENBHBI YPOBEHBb NoT—
Tema 2  [WHPOPMAIHOHHON 0e30macHOCTH. KommerorepHsie MPECTYIUICHUSL. olIbOC

OTBETCTBEHHOCTD 33 COBEPIIECHHE KOMIIBIOTEPHBIX MPECTYTLICHHH. P

TexHosorns padoOTHI B CIIPaBOYHO-TIPABOBBIX cucTeMax. Knaccudukamnus aTak. NoT—
Tema 3 [[lomsatue yrpo3el. Mopens yrpo3. PekoMeHmamum 10 0OECIICYCHHUIO

MHPOPMAIMOHHOW OE€30MaCHOCTH. ornpoc
Tema 4 MudpopmannonHas Oe3omacHOCTh. OCHOBHBIC TMOHATHS Kpunrorpaduu. JlBa YerHblid

COBpEMEHHBIX HampasieHus B Kpuntorpadun. Kiaccnyeckne KpUITOCHCTEMBI. onpoc

JJIEKTPOHHBIN JOKYMEHTOOOOPOT W 3JIeKTpOHHAs mojanuck. Kpunrtorpadus c No——
Tema 5  |oTKpBITEIM KFO4OM. CHcTeMBI NG POBaHUS, He TpeOyOlie epeadu Kioya.

JIEeKTPOHHASI TOIMHUCh. orpos
Tema 6 VHTEpHET B IOPUANYECKOI 1esTenbHOCTH. OCHOBHBIE TEXHOJIOTHH ITOCTPOCHHUS YerHbli

BanmrmieHHbIX VIC. MexceTeBble SKpaHbl. ompoc

Texnonorus VPN-cereii. YerHbli
Tema 7

ompoc

Tema 8 Bammra wuHbpopmammu B WHTepHer. MH(bopmamuoHHas 0e30mMacHOCTh B YcrHbiid

[YCITOBHSIX (DYHKITMOHUpOBaHMS B Poccuu ri1o0aibHBIX CeTeH. onpoc

Tumosas cTpykrypa 3amutsl oT HC/l. Ynpasienue noctymnom. YerHbli
Tema 9 o1poc,

TECTUPOBAHUE

HpI/I IIPpOBCACHUN 3aHATHI JICKODUOHHOI'O TUIIA: YCTHBIﬁ OIIpOC;
IIpy MPpOBEACHUN 3aHATHI CEMHHAPCKOI'o THlla: UHANBUAYAJIbHBIC 3alaHUs IJIS1 BBIITOJHCHHSA Ha KOMIIBIOTEPE;

I[P KOHTPOJIC PE3YJIbTATOB CaMOCTOSTEIIbHOMI pa60TLI CTYACHTOB: 3JICKTPOHHBIC TCCThI.
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[TpoMexxyTodHas arTecTalysl MPOBOAUTCA B (opMe 3adera METOJAOM YCTHOTO Ompoca H
BBITIOJTHEHUS 3aJaHuii Ha KommbioTepe. K crnade 3auera 1Mo JHUCHUIUIMHE JOMYCKalOTCA CTYJEHTHI,
MOJy4YMBIIKE HE MeHble 60 O6aymuioB mpu Tekymiel arrecranuu. [Ipy MOATOTOBKE K 3a4eTy CTYAEHT
BHHUMATEJIbHO MPOCMATPUBAET BOIPOCHI, MIPEAYCMOTPEHHbIE pabouell MporpaMMoii, 1 3HAKOMHUTBCS C
PEKOMEHJIOBAaHHOM OCHOBHOM smTeparypoid. OCHOBOM [yIsi cAaud 3adeTa CTYJICHTOM SBIISICTCS
M3Y4YeHHE KOHCIIEKTOB OO30PHBIX JEKIUil, MPOCIyIIAHHBIX B TEYEHHE CeMecTpa, HHGOpMalus,
MOJIy4CeHHAsT B PE3ylbTaTe CaMOCTOSITEIIBHON PabOThI, W TMPAKTUYECKHE HABBIKH, OCBOCHHBIC TpU
pElIeHNH 3a]a4 B TEUEHHUE CEMECTpa.

4.2. TunoBbie MaTEPHAJIbI TEKYLIET0 KOHTPOJISI YCIIEBAEMOCTH 00y4aI0IIMXCS

3agaHus UId KOHTaKTHOM M caMOCTOATENbHON paboThl BKIHOYAIOT B ce0sl KOMIUIEKC 3a/laHUi
BBITIOJIHEHUE, KOTOPBIX, NPEANoyiaraeT TIIATeIbHOE H3yYeHHE HAy4YHOM W ydeOHOH nuTepaTypshl,
MEPUOANYECKUX U3IAHUM, a TAKXKE 3aKOHONATENIbHBIX U HOPMATUBHBIX JTOKYMEHTOB, NIPEJIaracMbIX B
n.6 «YuebHas nuTepaTypa M pecypchl MH(POPMALMOHHO-TEIEKOMMYHUKAIIMOHHONW cetu WHTepHer,
yueOHO-MeTOJMUeCcKoe 00eCrieueHrEe CaMOCTOATENbHOM paboThl 00Y4aIOLIUXCS 110 TUCLUITIIMHEY.

3anaHusl MPeAOCTaBISIIOTCS HA MPOBEPKY B IEKTPOHHOM BUJAE WIM Ha OyMaKHOM HOCHTEIE.
ITpenyiosxeHHbIE 3a1aHUS BBINOIHAIOTCA B (hopMe yCTHOrO Onpoca, MyJIbTUMEIUIMHOTO J0KIa1a, pele-
HUS 33/1a4 HAa KOMIIBIOTEPE, AIEKTPOHHOI'O TECTA U T.II.

Tema 1
Hudpopmaunonnoe odmectso u npapo. [lpeamer m meToabl MpaBoBoil MH(OPMATHKM.
[MonsiTe H(pOpMaun, 3alIUTHI MH(POPMAIITUU U HHPOPMALMOHHOM 0€30IACHOCTH.
Bonpocel ycTHOro onpoca:
[NonsiTre mHPOpMaNHH, 3aMIUTH HHOOPMAITUN 1 HH(HOPMAITMOHHOW OE301TacHOCTH.
2. Haznauenwe u 3amaun B chepe obecnedeHnss HHPOPMAMOHHOMN 6€30MaCHOCTH Ha YPOBHE TOCYIapCTBa,
Ha YPOBHE PErHOHA U Ha JIOKAJIbHOM YPOBHE.
3. OCHOBHBIE IOJIOKEHHUS TEOPUU HHPOPMALIMOHHOM 0€30MacHOCTH HH()OPMAITMOHHBIX CHCTEM.
4. OcHOBHBIC COCTaBIsIFOIME OOecrieyeHus] HMH(OPMAIMOHHONW  0E30MaCHOCTH  XO3SMCTBEHHOM
JeSITEIIbHOCTH.

=

Tema 2
I'ocynapcrBennasi  MHQOPMALMOHHAA  NOJHMTHKA. 3aKOHOAATEIbHBbIH  yYPOBEHb
uHpopMannoHHoi Oe3onacHoctu. KomnblorepHble mnpectymjieHuss. OTBeTCTBEHHOCTH 3a
COBEpLICHUE KOMIIBIOTEPHBIX NMPECTYIVICHUH.
Bomnpocskl ycTHOTO onpoca:
1. BaxHOCTb 3aKOHOJATEIHFHOTO YPOBHS HHPOPMALIMOHHOH 0€301IaCHOCTH.
2. O030p POCCHICKOr0 3aKOHOATENILCTBA B 00s1acTH oOecnieueHusI HHPOPMALIMOHHON 0€30MacHOCTH.
3. JoktpuHa wuHpopMannoHHOH Oe3omacHocTH P®, 3akonel «O rocymapcTBeHHOW TaitHey, «O0
nHpOpMaIuK, UHOOPMAIIMOHHBIX TEXHOJIOTHSX U O 3alIUTe HHHOPMAIIAN.

4. [lpyrue 3aKOHBI M 3aKOHO/ATeNbHbIE akThl. KoHlenus nHGOopMaoHHOM 6€3011acCHOCTH.

5. OcCHOBHBIE HOpPMATHBHBIE PYKOBOZSIIME JOKYMEHTHI, Kacalollecs TOCyJapCTBEHHOM TaWHBI H
KOHQUJICHIIMAIbHOW WH(pOpMAIMK, HOPMATHBHO-CIPABOYHBIE JIOKYMEHThI. HOpMAaTHBHBIE aKThI
aaMuHECcTpanun Bosrorpana B 001acTi nHGOPMAMOHHON 0€30MaCHOCTH.

6. KommbiorepHsie npectymieHnsi. OTBETCTBEHHOCTD 32 COBEPIICHUE KOMITBIOTEPHBIX NMIPECTYIUICHUH.

7. VYronosHas u AIMUHUCTpaTUBHAaA OTBETCTBCHHOCTD.

Tema 3
Texnosorns padoTsl B CIpaBOYHO-NPaBOBLIX cucTemax. Kinaccupukanus arak. Ilonsatue
yrpo3bl. MogeJsb yrpo3. PekoMenaanum mno odecrnedyeHur0 MH(PoOpM. 0e30aCHOCTH.
Bonpocel ycTHOro onpoca:
1. Tlonsrue aTaku Ha HHPOPMAIIMOHHYIO CUCTEMY.
Knaccudukanus atak. Bujibl MpOTHBHUKOB WM “HapyIINTENeH”, MX Kiaccuukars.
3. Kananel yreukn wuH(pOpMaLUU: BHU3YaIbHO-ONTUYECKUH, AKyCTUYECKUH, SIEKTPOMArHUTHBIA U

N
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MaTepraIbHO-BEISCTBCHHBIN.

[MonsTHe yrpo3sl. IcTOUHMKH yrpo3 1 UX KIacCUPUKAIIUS.

ITocTpoenue moaenu yrpo3 opranusanuu. [Ipumepsi.

PykoBomsmme nokymenTsl l'octexkomuccun Poccuu (DepepanbhHas cinyx0a MO TEXHUYECKOMY U
OKCIIOPTHOMY KOHTPOJIO) TIO 3al[UTe OT HECAHKIIMOHUPOBAHHOTO [OCTylMa K WH(OPMAIIHH.
CriertmanbHble TpeOoBanus U pekoMmeHaanuu. Macrpykuus CTP-K.

PexomeHnpanmu 1o 3amuTe KOH(pUIACHIHMATbHOW WHPOpMarmu. Kiacchl 3allMIICHHOCTH CPEICTB
BBIYHACIUTENFHOW TEXHUKH W aBTOMAaTH3WPOBAHHBIX CHCTEM TIO0 PYKOBOISIIIMM JOKyMEHTaM
I'octexxkomuccuu Poccun.

[Noka3zatenu 3anumeHHOCTH. CHcTeMa 3aIuThl HHGOPMAIIMK OT HECAHKITMOHUPOBAHHOTO JIOCTYTIA,
PexoMeHayeMbie Mepbl 1O OOCCIICUCHHWIO 3alllMThl HMH(QOpPMAIMA B MPOLECCE IKCIUTyaTaluu
HH(POPMAITHOHHONW CHCTEMBI.

PazpemmurensHas cuctema gomycka. PekoMenanuu no miany JopaboTKu 00beKTOB MH(OpMATU3AIUN
Ha COOTBETCTBUC TPEOOBAHUSAM PYKOBOJAIIMX TOKyMEeHTOB I ocTexkomuccuu Poccuu.

Tema 4
Nudopmanuonnas  O0e3onmacHoctb. OCHOBHbIe TOHATHA  Kpunrorpagpuu. J(Ba

COBPEMCHHBIX HAalIPpaBJCHUA B KpnnTorpa(]mn. Kaaccuueckue KPHUIITOCUCTEMBI.

1.

2.

o

~

10.

Bonpocsl ycTHOro onpoca:

Hcropuueckasi crpaBka. Bo3MokHBIE HampaBieHHMsI pELICHUS 3aJadd  oOecrieueHus Iepenadn
CEKpeTHOI nHpOopMAaInu.

Creranorpaduss u kpunrorpadus. BaxHocTs kpunTtorpaduu IMpH pPEMICHUH 3aqad OOecTeueHUs
MH(OPMAITMOHHON 0€30MaCHOCTH XO3SHCTBCHHOM ICATEIBHOCTH W COXPaHCHHS KOH(UICHIMATLHOM
WHPOPMALIUH.

OcHoBHble noOHATHA Kpunrorpaduu. IloHsTne kpunTocucremsl, Kimoya. Bo3MokHBIE aTakd Ha
KPUIITOCUCTEMBI, TOHATHE KPUIITOAHAIIN3A.

Hanexxnocts KpumrTocucteMbl. JIBa OCHOBHBIX HAampaBlieHHssT B COBPEMEHHOH Kpunrorpadwuu.
Kiaccnueckre KpUnTocUCTEMBL.

OpHoandaBuTHBIE 1 MHOTOAJI()aBUTHBIE KPUIITOCUCTEMBI.

Cuctemsr Llesaps u Bmkenepa. Bo3MokHOCTH KpunToaHAIN3a MHOTOQNI()aBUTHBIX CUCTEM. PackpeiTie
cucrtembl BuxeHnepa.

Hapnexunocts MHOTrOoan(paBUTHBIX CUCTEM. DIIEKTPOMEXaHUUECKUE MM (POBATbHBIE MAILLIMHEI.
AOcoiroTHO HanexHas Kpunrocuctema: “OmgHopa3oBbIil OJOKHOT . BO3MOXHOCTH HCIOIB30BaHUS
TaKWX CUCTEM Ha mpakThke. CTaHIapThl MUPPOBAHUS TaHHBIX.

Kpunrocucrema DES. Poccuiickuit cranmapt mmdposanus 'OCT 28147-89. IlpoGnema BbiOOpa
HAJEKHOW KPUIITOCUCTEMBI JUTSI 3aIIUTHI CBOMX JTaHHBIX.

[TepcniekTHBEI pa3BUTHS KpuliToaHaiu3a. [Ipobiiema momHoro mepedopa BcexX KITOUEH.

Tema 5
DJIeKTPOHHBIN JOKYMEHTO00OPOT U 3J1eKTPOHHAsA noanuchb. Kpunrorpagus ¢ OTKpbITHIM

KJ11090M. CucTeMbl llIl/I(l)pOBaHl/Iﬂ. BﬂeKTpOHHaH noaANnucCh.

N =

O No bk w

Bonpocs! ycTHOro onpoca:

Cuctembl mudpoBaHst, He TPEOYIOIINE Mepejauu KIIoya.

[IpoOnemMbl HMCHONB30BaHUA TaKWX CHCTEM. IIpoTokon wucmoiap30BaHMs CUCTEMBI «OIHOPA30BBIN
OJIOKHOT», HEe TpeOyrIIUi IMepBOHAYAILHOTO OOMEHa CEKpPETHBIMH Kitouamu. Kpunrorpadus c
OTKPBITHIM KJITIOUOM.

TIoHsATHE OTKPBITOTO M CEKPETHOIO Kitoua. ITpaBuiia UX UCHOIB30BaHHUS.

[IpuHIUIBI TOCTPOEHUS KPUIITOCUCTEM C OTKPBITHIM KIHOUOM.

M3BecTHBIE KPUNTOCUCTEMBI C OTKPBITHIM KIHOYOM U UX anropuTMbl. Cuctema RSA.

JlmHa KTr09a B KpUNTOTpaduH ¢ OTKPBITHIM KITFOYOM.

OnHocTOpOHHSIS (YHKIIHMS, BO3MOXKHOCTD €€ MCIIOJIb30BaHUsI.

DIIEKTPOHHAS MOJIMKCH U MPUHIIUIBI €€ IPUMEHEHHUS.

Tema 6
HNHTepHer B 10OpUAMYECKON JaesATeJbHOCTH. (OCHOBHBbIE TEXHOJOIMMH MOCTPOCHUSA

3ammeHHbIX UC. MexceTeBble JKpaHbI.

Bomnpocsl ycTHOro onpoca:
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OCHOBHBIE TEXHOJIOTHH MOCTpOeHus 3amumeHHbIx MC.

ITonsTne mexcereBoro skpana. IlpaBmna QuibTpanny ¥ NPUHIOUNB UX HpUMeHeHus. IlakeTHsle
¢ubTpel. [lonuTHka ceTeBoil 6e30MacHOCTH.

[Monutnka peanu3anny MEKCETEBBIX SKpaHOB. DyHKINOHANBHBIE TPEOOBAHUS K MEKCETEBBIM DKpaHaM
Y X KOMITOHEHTHI.

[11r03B1 CEaHCOBOTO U NMPUKIATHOTO YpoBHA. HoBBIe yHKIMM OpaHIMayspoB.

CxeMbl OpraHu3allid MEKCETEBBIX SKpaHOB. (OCOOCHHOCTH pAa3MUYHBIX CXEM pealu3alud, WX
MPEUMYIIECTBA M HETOCTATKH.

[TpoGiiemsbl, CBsI3aHHBIE C MEKCETEBBIMH YKPaHAMH.

TpeboBaHHs K MEKCETEBBIM DKpaHAM

Tema 7

Texnoaorus VPN-cereii.

Bomnpoce! ycTHOro onpoca:

TexHomorus 00beTMHEHHS JIOKATBHBIX CETeH M OTIAENBFHBIX KOMITBIOTEPOB Yepe3 OTKPHITYIO0 BHEIIHIOO
cpeny mepenayd JaHHBIX B €IWHYI0 BUPTYAIbHYIO CETh, 00ECIIEYHBAIONIYIO 3aIUTY WH(OPMAITMOHHBIX
MOTOKOB MK TexHoJorus VPN-ceTeid.

Ocobennoctu VPN. Tynnens VPN. TyHHenupoBaHue u ero 0COOCHHOCTH.

OcHoBHbIE pa3HOBUAHOCTH VPN-ycTpoiicTB mo TexHuueckoi peanuzauuu. Poau VPN-ycTpoiicTs.
BapuaHTbI NOCTPOEHHUS 3aILUILIEHHBIX KaHaoB VPN.

Yrpo3sl st VPN. BapuaHThl 3alUILIEHHBIX COEIUHEHUH.

Knaccudurammss VPN-ceteit. CoBmemenne VPN-TexHOMOTHH M MeXceTeBoro 3kpana. HemocraTku
VPN.

Tema 8
3amura uHpopmauuu B UnrepHer. UndopmanuonHass 0e30MaCHOCTbL B YCJIOBHAX

(pynxuuonuposanus B Poccuu riiodanbHbIX ceTeil.

N =

N
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Bomnpocskl ycTHOro onpoca:

[IpobGiiema obecrieueHwst nHGOPMAITMOHHOM Oe30macHOCTH TipH padoTe ¢ riI00ankHOM ceThio MHTEpHeT.
HNudopmanmonHas 6e300acHOCTh B YCIOBHAX GYHKIIMOHUPOBaHHS B Poccuu rio0anbHBIX ceTei.

VYka3 mnpe3unenta PO «O mepax mo obecrnieueHuto uHDOpManMOHHON Oe3omacHocTH Poccuiickoit
@Denepann B cdepe MEXIYHApOAHOrOo WHGPOPMALMOHHOIO OOMeHa». YTpo3bl HHGOPMAaLMOHHON
6e3onacHocTy npu padote ¢ IHTEpHET.

Bupycel, ucnonHsemMble MOAYJM, BCIUIBIBAIOIIME OKHA M peknama. Mcrnoiap30BaHHE aHTUBHPYCHBIX
MIPOTrpaMM M MEXCETEBBIX 3KpaHOB Ipu padote ¢ HTepHET.

IIporpaMMHBIE cpeacTBa NpoBEpKU Tpaduka U OOpHObI C HECAHKIMOHHUPOBAHHBIM HCIIOJIB30BAHUEM
pecypcoB HHGOPMAITUOHHOW CUCTEMBI.

Tema 9

Tunosas crpykrypa 3amurtsl oT HC/I. Ynpasiaenune gocrynmom.

Bomnpocsl ycTHOro onpoca:

ApXUTEKTypa TUIOBOW CHCTEMBI 3allUTHl OT HECAHKLHMOHHPOBAHHOTrO noctymna. Wpentudukamus u
ayTeHTU(UKALHAL.

[TaponsHas ayrentudukanus. [IpaBuia npuMeHeHNs mapojei.

Onnopazosble naponu. Cepsep ayreHTuukauuu. Iloacucrema ynpaBieHHs AOCTYNOM, MOJACHCTEMaA
PEruCTpalyy U y4era.

IIpuHuIEl KOHTpPOIISL JoCcTyna. MaTpuna AoCTyna U CIIACKHU TOCTYTIA.

[TponsBonbHOE M MPUHYANTEIBHOE YIpaBieHne 1octynoM. OrpaHnauBaomuil narepdeiic.

Ponesoe ynpasnenue poctynom. Cratudeckoe M AMHAMHYECKOe pacnpeneneHue poiseid. Ilogcucrema
obecnieuenus nenoctTHocTH. Kpunrorpaduaeckas nogcucrema.

[IporpamMHuo-anmapatable  cpenctBa  3amuthl  MHGopMmarmu ot  HCJ[.  VYcrpoiictBa BBOJA
HWACHTU(QUKALMOHHBIX MPU3HAKOB. Knaccudpukanuss ycTpoiicTB BBOJa HWAECHTH(PHUKALMOHHBIX
npu3HaKkoB. buomerpuueckme ycrpoiictBa BBOAa HACHTH(OUKAIMOHHBIX NPU3HAKOB M HUX
KJIaCCU(UKAITHSL.

IIpeumymiecTBa M HENOCTaTKU UX HUCHONb30BaHUA. KoMOMHMpOBaHHBIE YCTPOWCTBA. DJIEKTPOHHBIE
3aMKH.
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UTOI'OBBII TECT IO KYPCY
«IIpaBoBast uH(pOPMATHKA»

DJNEeKTPOHHBIN TECT IpeACTaBIsIeT COO0M 3a1aHus ¢ BHIOOPOM TOJIBKO OJHOIO IIPABUIBHOIO OTBETA U3
npeaoKeHHbIX. Pe3ynbrar mporpamma Unitest BEIBOAMUT B MPOICHTAX.

1. [IpaBoBasi unpopmaruka — 3710...

A) oOmecTBeHHass Hayka, M3ydamoolas IpoOnemMbl cOopa, BOCHpPUSTUS, PErUCTPAlMM, XpPaHEHUs,
00pabOTKM ¥ UCIOJB30BaHUS HHGPOpPMAWH, HWHPOPMALMOHHBIE TPOLECCHl M TEXHOJOTHH C
UCIIOJIb30BAHUEM COBPEMEHHBIX CPE/ICTB M METOJIOB €€ aBTOMATU3MPOBAaHHON 00pabOTKH U Nepeaadn.

B) oOmecTBeHHass Hayka, Hu3ydaromias oOTpaciib HH(POPMALMOHHOTO TIpaBa M HCIOJIH30BAHUE
MH(POPMALIMOHHBIX TEXHOIOTUH.

C) Hayka, uW3ydaiomias COBOKYIHOCTb IPAaBOBBIX HOPM M DETYJIHpyEeMble MMM OOIIECTBEHHBIE
OTHOILICHMS, BO3HHMKAIOIIME B Ipolecchl cOopa, oOpabOTKM, HAKOMJIEHUS, XPAaHEHMs, IIOUCKA U
pacripocTpaHeHHs HHPOPMALIUH.

D) npuxiagHas Hayka, u3yvaromas HOpoOiembl cOOpa, BOCHPUATHS, PEruCTpalUM, XpaHEHUs,
00pabOTKH M UCIIOIB30BAHUS IPABOBON MH(POPMALIUU

E) npuxnagnas Hayka, u3yuatromas npoOneMbsl cOopa, BOCIPHATHSA, PErUCTPAllMM, XpaHEHUs,
00pabOTKM ¥ WCIIOJNB30BaHUS COLMAIBHO-TIPABOBON WMH(pOpManmu, WHHOPMAIMOHHBIE MPOIECCH U
TEXHOJIOTUU B IPAaBOBOM CHUCTEME OOILECTBa C NMPUMEHEHHEM COBPEMEHHBIX CPEJCTB U METOJOB €€
aBTOMATU3HPOBAHHON 00paOOTKHU U MepeayH.

2. lIpu4nHbBI NOSABJICHUS IPABOBO HH(POPMATHKH. ..

A) He00X0MMOCTh ONTHUMH3ALNY HH()OPMAIIMOHHBIX ITOTOKOB B Chepe MPaBOBOTO PEryIMPOBAHHSL.

B) nosBnenne 9BM, pacnpocrpanenue nHpHOpMaIMOHHO-KOMMYHHKAIIMOHHBIX TEXHOJIOTHIA.

C) ycioxHeHHs IpaBOBOIO pPETyJIMpPOBaHUsA OOIIECTBEHHBIX HPOLECCOB U HEOOXOJIUMOCTh
noBBIIEHUS 3()(PEKTUBHOCTHU IEATEIHHOCTH IOPUCTOB.

D) Heo6x0aMMOCTh aBTOMATU3aIUN 00pabOTKH CTaTUCTUYECKOM HH(pOpMAIIHH.

E) HeoOxoauMocTh pa3pabOTKH METO/IOB U CPEACTB OOPHOBI ¢ KOMIIBIOTEPHOM MPECTYIHOCTBIO.

3. K 0CHOBHBIM HANIPABJIEHUSAM Pa3BUTHSA NIPABOBOii HH(POPMATHKH OTHOCUTCS
A) pa3zpaboTka aBTOMaTH3UPOBAHHBIX CUCTEM JIJIsl TOCYIapCTBEHHBIX OPraHOB

B) opranu3zanus yueta HOpMaTUBHBIX aKTOB

C) cucremaruzaiusi pocCUHCKOro 3aKOHOATEIbCTBA

D) aBromaruzanus 00pabOTKH paBoBOW MH(pOpMaLIUU

E) npuMeHeHne BEIYNCINUTENbHOW TEXHUKHU B MTOANOTOBKE IOPUANYECKHX KAJPOB

4. Undopmannonnasn cepa nmoapasaensiercss Ha ciaeqylolue NpeAMeTHbIE 001aCTH
A) co3nanue U pacipocTpaHEHUE UCXOTHOM U MPOU3BOIHON HH(MOpMAITUH

B) hbopmupoBanme nHPOPMALIMOHHBIX PECYPCOB

C) peanmm3zamus nmpaBa Ha TOUCK, MTOJTyYeHHE, Tiepeaady U MoTpedieHne nHPpopMaIuu

D) coznanue u npumMeHeHne nHGOPMAIIMOHHBIX CUCTEM M TEXHOJIOT Uil

E) co3nanue un npuMeHeHne CpeiCTB U MEXaHW3MOB HH(OPMALIMOHHON 6€301acHOCTH

5. I3 4ero cocTouT eAUHOE HH(POPMALMOHHOE POCTPAHCTBO

A) cpencrBa MHGOPMAITMOHHOTO B3aUMOJICHCTBUS TpakJjaH U OPraHU3aIHii

B) undpopManmoHHble pecypchl, coAep Kallve JaHHble, CBEeHUsS M 3HaHUS, 3a(pUKCHpOBaHHBIE Ha
COOTBETCTBYIOLIMX HOCUTEISX HHPOPMALIUU

C) cpencta mHPOPMAITMOHHOM 0€30MTaCHOCTH

D) opranusanuoHHble CTPYKTYphbl, oOecreunBarolye GyHKIMOHUPOBaHUE MPOCTPAHCTBA

E) cucrema npaBoBo# 3a1UTHI HHPOPMALIUU

6. B nnopmaTuzanuio o01mecTBeHHOM cepbl BXOIMT:
16



A) 3amuTa cpeacTB MaccoBoil HH(opMaIu

B) dopmupoBanue nHPOpMaAITMOHHBIX PECYPCOB B HETOCYAPCTBEHHOM CEKTOPE
C) crumynrpoBaHue AEATEIBHOCTH MOTpeduTeneit nHpopMauu

D) undopmanmonHas noaaepxka npeArnpuHIMaTeIbCTBA

E) pynkumonupoBanue MutepHer

7. UH(popManMOHHOE NIPABO — 3TO...

A) oTpacib pocCHICKOro Mpasa, OTHOCAIIASACS K HH(POPMALIH

B) coBOKymHOCTB IPaBOBBIX HOPM, PETYIUPYIOLINX BOIPOCH HH(pOpManuu

C) oTpacib poccHICKOro Mpaa, peryupyorias HHHOPMaMOHHBIE TPOLECCH K TEXHOJIOTUH

D) cOBOKYIMHOCTh MpaBOBBIX HOPM, PErYJUPYIOIIUX OOLIECTBEHHBIC OTHOILICHUS, BO3HUKAIOIIUE B
nporecchl coopa, 0OpabOTKM, HAKOIUICHHsS, XPaHEHWUs, MOMCKAa M PacIpoCTpaHeHHs] WH(POpPMAINY,
Koraa uHQopManys SBISETCS KOHSYHOU IIEIIbI0 IPAaBOOTHOIICHUH

E) COBOKYyMHOCTh MPaBOBBIX HOPM, PErYIUPYIONIUX MPOIECChl cOopa, 0OpabOTKH, HAKOIUICHUS,
XpaHeHUsI, TIOMCKA ¥ paclpocTpaHeHNs HHYOpMaLUuH

8. Uto cocTaBisieT nmpeaMeT HHGPOPMAMOHHOTO NIPaBa

A) COBOKYITHOCTB TIPABOBBIX HOPM, PETYIUPYIOMINX BOIPOCH HH(pOpMaIiu
B) undopmarnus

C) undopmarnmoHHbIe pecypchl

D) o6mecTBeHHBIE OTHOIICHHS B chepe oOpaineHus HHPOpMAIIH

E) 3amuTa nndopmarmu

9. OTaebHbIE JOKYMEHTHI H MACCHBBI JIOKYMEHTOB B HH()OPMALMOHHBIX CHCTEMAX ITO:
A) 6a3bl JTaHHBIX

B) undopmanrionHpie MacCUBBI

C) aneKTpOHHBIE IOKYMEHTHI

D) undopmarmonssie pecypcbl

E) cuctema noxymeHTanuu

10. Caeayromue HHCTUTYTBI BXOAAT B CHCTEMY HH(OPMAILIMOHHOTIO NIpaBa
A) Ynpasnenue B cepe nHpopManuu 1 nuHGopMaTu3auu

B) Undopmannonnsie pecypcesl. Ilonbp3oBanne HHGOpMaIMOHHBIMU pecypcaMu
C) JoxymeHTrpoBaHnue uH(HOpMaIIH

D) Cpenctsa maccoBoii nHpopmManuu

E) Pexnama

11. Kpunrorpadus 370...

A) Hayka 0 MeToAax MpeoOpa3oBaHMs JAaHHBIX, HAlpPaBJIEHHBIX HA TO, YTOOBI CAENaTh 3THU JaHHBIE
Oecrioe3HbIMU AJ11 HECAaHKIIMOHUPOBAHHBIX JIUI]

B) nHayka o MeToax u cnoco0ax pacKpbITHs IUPPOB

C) COBOKYHMHOCTb METOJIOB, CKpbIBAIOLIMX (DaKT Iepenayd CEKpeTHOW HHpopmanuu 3a OTKPHITOU
uHpopmanuei

D) coBOKYITHOCTH METOJI0B, 00ECTICUNBAIOIINX a0COTIOTHYIO HAJACKHOCTh KaHaja TMepefadyn JTaHHBIX
OT TIepexBara

E) Hayka o MeToniax cozganusi UG poBoil moAnucu

12. Kakas u3 cieayommux KpUNTOAHAJIUTHYECKUX ATAK CYUTAETCH HanboJ1ee ONacHon?

A) Ipu HATMYUH TOJIBKO OJHOTO 3alIM(pPOBAHHOTO (pparMeHTa

B) npu Hanuuuu 60mb110ro Habopa 3appPoOBaHHBIX GParMeHTOB

C) npu HanuuuK pparMeHTa OTKPHITOrO TEKCTa U COOTBETCTBYIOLIETO €My KPUIITOTEKCTa

D) npu u3zBectTHOM MeTo/I€ MIU(PPOBAHUS

E) npu Bo3MOXXHOCTH BBIOOpa JIOOOTO OTKPBITOTO TEKCTa W TOJYYEHHH COOTBETCTBYIOIIETO €My
KpUINITOTEKCTA
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13. CkoubKko pa3ju4yHbIX KjIKOYeill B cucreme Lle3apsi mpu MCNoJb30BAHMH MOJHOIO0 PYCCKOI0

aagasura?

A) 16 D) 256
B) 33 E) 1024
C) 66

14. Yto sAiBJsIeTCA KJIKYOM B Kpunrocucreme Bu:xxenepa?

A) mroboe 1poOHOE YHCIIO

B) BenmunHa ciBura ucXoaHOro andasura

C) nepecTaBieHHBIN andaBUT

D) ciyyaiinasi mociie10BaTeIbHOCTh OyKB, paBHAast JUIMHE COOOIIECHUS
E) moboe cnoBo

15. Kakasi n3 nepeymc/JieHHbIX KPUINITOCUCTEM SIBJISIETCS CHCTEMOM ¢ OTKPBITHIM KJIKYOM?
A) DES D) 'OCT 28147

B) RSA E) Le3aps

C) Daurma

16. Moxuo au B mnporpamme PGP Bocmosib30BaThbesi 4yKHM OTKPBITBIM KJIIOYOM JUISI
pacuudppoBanust napopmanuu.

A) na

B) Her

C) na, eciiu U3BECTEH TOT NAPOJIb

D) na, ecnu monp30BaTeNb JacT MpaBa Ha paciin@poBKy ero HHGpOpMaIuK U COOOIIUT CBOM Mapoib

E) na, ecniu mepeGpats Bce Kitoun

17. Kak packpbIBalOTCSI KPUNITOCHUCTEMbI 0JHOAI(ABUTHOM 3aMeHbI?
A) Takue CUCTEMBI PACKPBITh HENb35

B) nonnsIii nepedop kirouei

C) ananu3 4acTOT BCTpeYaeMbIX OyKB

D) nepebop coobiennmii

E) nepecranoBku OyKB KpUNITOTEKCTA

18. Kpunroananus 3to

A) Hayka 0 MeToJax MpeoOpa3oBaHUs JaHHBIX, HAIPABJIEHHBIX HAa TO, YTOOBI clelaTh 3TU JIaHHBIE
0ecroJIe3HbIMU JUIsl HECAaHKIIMOHUPOBAHHBIX JIUI]

B) nayka o MeTozax u crioco6ax pacKpbITus IH(PPOB

C) COBOKYIMHOCTh METOJOB, CKpPBIBAIOIIMX (DaKT mepenadn CEeKpeTHOM MHpopMaluu 3a OTKPHITOH
uHpopmanuen

D) coBOKyNHOCTh METOJIOB, 00eCHeUUBAIOIINX aOCOMIOTHYIO HAJeKHOCTh KaHala Mepeadd JaHHBIX
OT IepexBara

E) nayka o MeTozax coznanus nuppoBoif moamucu

19. Yto siBasieTcst K1104oM B kKpunrocucreme Iesapsa?
A) nmroboe coBo

B) nro6oe uncino

C) BenmuumHa CABUTA UCXOAHOTO ayipaBuTa

D) nepecraBneHHbIi anpaBuT

E) cnyuaiinas nocnenoBaTeIbHOCTh CUMBOJIOB

20. KakoBa qiiuHa kioua B cranaapre mudposanust FOCT 28147?
A) 256 6ut D) 1024 6ur
B) 64 6ur E) 2048 out
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C) 56 6ur

21. Ha c105)KHOCTH pelieHusl KAaKOH MaTeMaTH4eCcKoil 3a1a4u 0CHOBaHa cuctema RSA?
A) KOJIbI HCTIPABJISAIONINE OITMOKH

B) nuckpetHslii 1orapudm

C) 3amaua “o prok3ake”

D) pa3znoxenue OOIBIINX YKCET HA POCTHIE MHOXKHUTEIH

E) cnoxxenue no Moayiito asa

22. Kpunrorpaguieckuii IpoTOKOJ 3TO

A) meton mudpoBaHUS TaHHBIX

B) MeTon kpunToaHanusa JaHHBIX

C) mero nepexBata JaHHBIX

D) anroput™m obOmena mHpopMalmeld MexXIy pa3iIMYHbIMH yYaCTHUKAMHU IPU CEKPTEHOW meperaue
JAHHBIX

E) ocobas xpunrocucrema

23. Kpunrocucrema «OagHopa3oBblii 0JIOKHOT» 3TO:
A) nepecTaHOBOYHAsI CUCTEMA

B) onnoandaButHas cucTemMa mpocToil 3aMeHBbI

C) MHOTOaN(aBUTHAS CUCTEMA

D) cucremMa ¢ OTKPBITBIM KIHOYOM

E) Ttakoii cuctemsl He CyIIeCTBYET

24. Kakoii napoJb Hau0oJiee HaJleKeH?

A) ®amunus noap30BaTENs

B) ®paza u3 kauru

C) cnyyaiiHast IOCIE0BATEIBHOCTD (P

D) ciyuaiinas mocieoBaTelIbHOCTh OYKB

E) ciayuaiinas mocienoBaTeIbHOCTh MPOU3BOJIBHBIX CUMBOJIOB

25. KakoBa quiuHa kjioua B cucreme mudposanust DES?

A) 256 6ur D) 1024 6ut
B) 64 6ur E) 512 6ur
C) 2048 6ur

26. Kpunrorekcr 310

A) TEKCT UCXOTHOTO COOOIIEHUS

B) Tekct 3amm@poBaHHOr0 COOOIIECHUS

C) maponb

D) TekcT, mosyuyeHHbIH NpH KpUNTOAHATTU3E
E) ximrou

27. TailiHonuch (cTeranorpadusi) 3To

A) Hayka 0 MeTojax NpeoOpa3oBaHMs JAHHBIX, HANPABICHHBIX HA TO, YTOOBI CAENaTh ATU JaHHBIE
Oecroe3HbIMU AJ11 HECAaHKIIMOHUPOBAHHBIX JIUI]

B) nayka o metoax u cnoco0ax packpbITUs IUPPOB

C) COBOKYHMHOCTb METOJIOB, CKpbIBAIOUIMX (DaKT Meperadd CEeKpeTHOW MH(OpMaluu 3a OTKPHITON
uHpopmanuei

D) coBOKYITHOCTH METOJI0B, 00ECTICUNBAIOIINX a0COTIOTHYIO HAJACKHOCTh KaHaja Tepeaadyn JTaHHBIX
OT IepexBara

E) Hayka o MeToniax coznanusi U poBoil moanucu

28. Uto no3BoJsier onpeaenTs Metoa Kasucku npu kpunroaHaiause cucreMbl Buzkenepa?
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A) mapoib

B) OTKpBITHIN TEKCT

C) meron mmppoBaHUs

D) nynuny naposs

E) nnuHy OTKpBITOrO TEKCTA

29. Kakasi kpunrocucremMa odecneynBaeT adCOJIOTHYI0 HAJ€KHOCTD 3aIUTHI PH NPABHUJIbHOM
ee UCIO0JIb30BAHNU?

A) DES D) OnHopazoBblii 6JIOKHOT

B) RSA E) Bwxkenepa

C)T'OCT 28147

30. OdecneunBaeT JiM NapoJb Ha BXoJ B Windows HaJesKHYI0 3allIUTY KOMIIbIOTepa?
A) na

B) mer

C) npu pumne naposs 6onee 10 cuMBOJIOB
D) npu ciyuaiiHom napoiie
E) npu perynspHoii cMeHe mapos

IIxana oneHUBaHUSA
YcrHblii onpoc

YpoBeHb 3HaHUI, YMEHUN U HaBBIKOB 00YYaroIIerocst Ipyu YCTHOM OTBETE BO BpEMs TEKYILETO
KOHTpOJdsl  ompexaensiercss  oueHkamu  «OrianunHo»/  «Xopomo»/  «YAOBIETBOPUTEIHHO»/
«Hey1oBIeTBOPUTEILHOY.

B Bonrorpaackom unctutyte yrpasienus — ¢punnane PAHXul C npunsTa cneayromas mkana
COOTBETCTBHS PEHTUHTOBBIX OIEHOK MATHOAIIILHBIM OI[CHKAM:

- 90 — 100% — «otmu4HO» (5);

-75 — 89% — «xopomio» (4);

- 60 — 74 — «ynoBneTBopuTENLHOY (3);

- meHee 60% — «HEeyIOBJIETBOPUTETHLHO (2).

YpoBeHb 3HaHWI, YMEHHH M HaBBIKOB OOydYaroIlerocs IMPU YCTHOM OTBETE BO BpeMs
MPOBEACHUS TEKYIEro KOHTPOJs ompeaensercs Oamnamu B aumanazone 0-100 %. Kpurepusmu
OLICHMBAHUs MPHU MPOBEACHUH YCTHOI'O ONpPOCa SABISIETCS JAEMOHCTpALMS OCHOBHBIX TEOPETHUYECKUX
MOJIOKEHUH, B paMKax OCBAaWBAa€MON KOMIIETEHIIMM, YMEHHE NPUMEHSATh IOJIyY€HHbIE 3HAHUS Ha
MpaKTUKE, OBNIAJICHHE HABBIKAMU aHallM3a U CUCTeMAaTHU3alli HH()OPMAIIHY.

HpI/I OLCHUBAHUU PE3YJIbTATOB YCTHOI'O OIIPOCA UCIIOJIB3YCTCs CIICAYIOIIAasd MIKaJIa OLICHOK:

Oransl KOMIIETEHIINH, IIPElyCMOTPEHHBIE o0pa3oBaTeNbHOM
nporpaMMoii, chopMUpOBaHBI Ha BBICOKOM ypoBHe. (CBoOoaHOE
BJIQJICHUE  MAaTEpUajoOM, BBIABICHHUE  MEXIPEAMETHBIX  CBSI3EH.
YBepeHHoe BJIaZICHHUEC MOHSATUHHBIM arrmapaTom JAUCHUITIINHBI.
[TpakTnueckue HaBbIKU npodeccuoHaIbHON JIESTEIIbHOCTH
c(hopMHPOBaHbI Ha BBICOKOM YPOBHE. CrnocoGHOCTh K
CaMOCTOSITEIbBHOMY HECTaHJAAPTHOMY PEUICHHIO MPAKTUYECKUX 3a/1a4

100% - 90%
(0TIHMYHO)

Oransl KOMIIETEHIINH, peLyCMOTPEHHBIE o0Opa3oBaTeNbHOI
POrPaMMOi, copMupoBaHbI JIOCTaTOYHO. JleranpHOE
89% - 75% BOCIIPOM3BEJICHHE Yy4eOHOro Mmarepuaia. llpakTudeckne HaBBIKH
(xopor1o) npodecCHOHaNbHOW  JEATENFHOCTH B 3HAYMTENBHOH  Mepe
chopmupoBanbl. [IpUCyTCTBYIOT HaBBIKM CaMOCTOSITEILHOTO DPELICHUS
NPaKTHYECKHX 33124 C OTACIbHBIMHU 3JIEMEHTAMH TBOPUYECTBA.

74% - 60% Oransl KOMIIETEHIINH, IPElyCMOTPEHHBIE o0pa3zoBaTenbHOU

20



(YIOBIETBOPUTENHHO) | MpOrpaMMol, chopMupoBaHBl Ha MHHHUMAIbHOM ypoBHe. Hammuwme
MUHUMAJBHO JIOMYCTUMOTO YPOBHS B YCBOEGHUHU Y4eOHOT0o Marepuasa, B
T.4. B CAMOCTOSITEIbHOM PELIECHUM MpaKkTHdecKkux 3anad. [Ipaktuyeckue
HaBBIKU MPO(ECCHOHANBHON 1eATeNbHOCTH C(HOPMUPOBAHBI HE B MOJIHOM

Mepe.
Oransl KOMIIETEHIINH, MIPEAYCMOTPEHHBIE o0Opa3oBaTesIbHOI
nporpamMmmoii, He chopmupoBaHbl. HemocTarodHblil ypoBEeHb YCBOCHHS
Menee 60% NOHATUMHOTO amnmapara M Haauuue (parMeHTapHBIX 3HAHUK 110

(HeyIOBIETBOPUTENHHO) | aucuuiinHe. OTCyTCTBHE MUHUMAIBHO JOIMYCTHMOTO YPOBHS B
CaMOCTOSITEIbHOM ~ PEHICHHHM MPAaKTUYeCKUX 3ajad. [IpakTudeckue
HABBIKU PO(GECCUOHATBLHON JACSITEILHOCTH HE CHOPMUPOBAHBI.

TecTupoBanue
YpoBeHb 3HaHMM, yMEHMII M HaBBIKOB OOY4YaroIIEerocs IPpU YCTHOM OTBETE BO BpEMs
MIPOBEJICHUSI TEKYIIEro KOHTPOJs ompexaensercs Oamwtamu B auanazone 0-100 %. Kpurepuem
OLICHMBAHMSI IIPU MPOBEIACHUM TECTHUPOBAHUS, SIBJISETCS KOJUYECTBO BEPHBIX OTBETOB, KOTOpBIE Aall
CTYIEHT Ha BOIpockl TecTa. [lpu pacdere xonnyecTBa 0OaljioB, MOJYYEHHBIX CTYJAEHTOM IO UTOram
TECTUPOBAHUs, UCIOJIb3yeTCA clienytomas popmya:

5=2 1000,
0

rac

b — xonuuecTBO 6aJ'IJ'IOB, MOJIYUYCHHBIX CTYACHTOM 11O UTOI'aM TECCTUPOBAHUS,
B — kommuectBO BCPHBIX OTBCTOB, JaHHBIX CTYJCHTOM Ha BOIIPOCHI TECTA,
O- 06mee KOJIMYCCTBO BOIIPOCOB B TCCTC.

IIposepka pedepara
YpoBeHb 3HaHHI, YMEHUH M HaBBIKOB OOYydYalollerocss mpu MpoBepke pedepata BO Bpems
MPOBEACHUST TEKYIIET0 KOHTpOJIs ompenensiercs Oamtamu B auamnazone 0-100 %. Kpurepusmu
OLICHWBAaHUS TpPHU TpoBepke pedepara SABISETCA JIEMOHCTpAIMsl OCHOBHBIX TEOPETHUYECKHX

MOJIO)KEHUH, B pAMKaxX OCBaUBA€MOW KOMIIETCHIIUY.

[Tpu ouleHMBaHUK PE3yNBTATOB YCTHOI'O ONPOCA MCIOJIb3YETCA CIEAYIONIasl KA OLEHOK:

yan.[PIﬁCH JACMOHCTPUPYCT COBCPIICHHOC 3HAHUEC OCHOBHBIX TCOPCTHUCCKUX HOHO)KCHHﬁ, B paMKax

100% - 90% .
OCBaNBaeMON KOMIIETEHIIIH.

yan.[PIﬁCH JACMOHCTPUPYCT 3HAHUC OoJIbIIIEH YaCTH OCHOBHBIX TEOPETUICCKUX HOHO)KGHI/Iﬁ, B paMKax

89% - 75% M
OCBaNBaeMON KOMIIETCHIIIH.

yan.[PIﬁCH JACMOHCTPUPYCT AOCTATOYHOC 3HAHUC OCHOBHBIX TCOPCTUYCCKUX HOJ'IO)KeHPIﬁ, B paMKax

74% - 60% .
0CBaMBaE€MOW KOMIIETCHIIUH.

y‘lamHﬁCH JACMOHCTPUPYCT OTCYTCTBUC 3HAHUS OCHOBHBIX TCOPCTUYCCKUX HOJ'[O)KGHHﬁ, B paMKax

Menee 60% 9
OCBAanMBACMOHN KOMIICTCHIINHA.

IIpoBepka keiica
YpoBeHb 3HaHMI, YMEHMH W HaBBIKOB OOydYarollerocs Mpu IpoBepKe Kelica BO BpeMms
MPOBEJICHUSI TEKYIIEro KOHTpOJs ompexaensercs Oamramu B nuanazoHe 0-100 %. Kpurepusmu
OLICHMBAHUS TMPH MPOBEPKE Kelica SBISETCS IEMOHCTpAlUsl OCHOBHBIX TEOPETUUYECKUX TMOJIO0XKEHHM, B
pamMKax 0CBauBaeMOM KOMIIETEHIUH.
[Tpu onleHMBaHUM PE3yJIbTATOB PELICHMsI Keiica HCIOJIb3YEeT s CIEeAYoIas IKada OI[eHOK:

100% - 90% |Yuammiics JAEMOHCTPUPYET COBEPIICHHOE 3HAHUE OCHOBHBIX TEOPETHUUECKUX  IOJIOKEHUH,
MPaKTUYECKUX U aHAJIMTUYECKUX HABBIKOB B pAMKaX OCBaUBA€MON KOMIIETEHLIUH.

89% - 75% |Yuammiics peMOHCTpHpYeT 3HaHHME OOJbIIEH YacTH OCHOBHBIX TEOPETHUYECKHX IMOJIOKCHHH,
IIPAKTUYECKUX U aHAJMTUYECKUX HABBIKOB B PAMKAX OCBaMBAEMOM KOMIIETCHIIHU.
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74% - 60% |Yuamuiica JOEeMOHCTPUpPYET JOCTaTOYHOE 3HAHHUE OCHOBHBIX TEOPETHYECKUX  IOJIOKECHUH,
MIPaKTUYECKUX U aHATUTHYECKUX HaBBIKOB B PaMKaxX OCBaWBaeMON KOMIIETEHIIUU.

MmeHee 60% | Ydamuiics 1eMOHCTPUPYET OTCYTCTBUE 3HAHHUS OCHOBHBIX TEOPETUUECKHUX IOJIOKEHUH, MPAKTHYECKUX
U aHAJIMTUYECKUX HABBIKOB B PAMKaX OCBAaMBacMOI KOMIIETECHIIHU.

Pemnenue 3anau
YpoBeHb 3HAHMH, YMEHHA M HaBBIKOB OOYYAlOIErocsi MpH pEIICHWH 337ad BO BpeMs
MIPOBEJICHUSI TEKYyIIEero KOHTPOJs ompexaensercs Oamtamu B auanazone 0-100 %. Kpurepuem
OLICHMBAHMS TNpU pEIICHUU 3a/ad, SBISIETCS KOJMYECTBO BEPHO pELIEHHBIX 3anad. llpu pacuere
KOJIM4YecTBa 0ayuIoB, MOJYUYEHHBIX CTYACHTOM IO UTOraM pEIIeHUs 3a/lad, UCIOJIb3YeTCs CleAyomas

dbopmyna:
5=5100%,
0

rae b — komruecTBO 6aNI0B, MOTYUYCHHBIX CTYJASHTOM 10 UTOTAM pPEIICHUS 3a/1a4;
B — konmyecTBO BEPHO PEIICHHBIX 33]1a4;
O — 00111€€ KOJIMYECTBO 3aa4.

Pemienne cuTyanmoOHHOM 3a1a4u
YpoBeHb 3HaHWI, YMEHHA M HABBIKOB OOYYAIONIETOCS MPH BBIIOJHEHUU CHTYallMOHHOM
3aJjaud BO BpeMsl IPOBEJECHMS TEKYIIEro KOHTpOJIs omnpenensercss Oamnamu B quanasone 0-100 %.
Kpurepusimu orieHuBaHus siBIsieTcsi cOop u 0000ImeHne HeoOXxonuMol HH(OpMAIH, MPaBUIIEHOE
BBINOJIHEHNE HEOOXOAUMBIX Pacu€TOB, JOCTOBEPHOCTh U 0OOCHOBAHHOCTh BBIBOJIOB.
IIpn oueHHMBaHUM pE3yJbTAaTOB PELICHUS CUTYALMOHHOM 3aJa4M HCIIOIb3YETCS CIIeIyHoIas
LIKaJ1a OLICHOK:

Vyamuiics N€MOHCTPHPYET COBEPIIEHHOE 3HAHUE OCHOBHBIX TEOPETUYECKHMX IOJNOKEHUH, yMeeT
1009% - 90% |coGupats ¥ 0600IATE HEOOXOAMMYIO HHGPOPMALUIO, NPABWILHO OCYILECTBIAET PACUETHI, AEIAET
0GOCHOBAHHBIE BBIBOJIBI

Vyammuiicss IEMOHCTPUPYET 3HAHHWE OOJBIIEN YaCTH OCHOBHBIX TEOPETHUECKHMX MOJOKEHHH, MOMKET
89% - 75% |coGpars Gonburyo 4acTh HeOOXOAMMON HH(OPMAIMH, PACCYUTHIBAET HEOOXOAMMBIE MOKA3ATEINH,
JIENAET BBIBOJIBL, JIONYCKask IPH 3TOM HE3HAYUTENbHbIE ONUOKH

Vuaruiicss IEMOHCTPUPYET 3HAHUE HEKOTOPOW 4aCTH OCHOBHBIX TEOPETHYECKHUX TIOJIOKEHUH, MOKET
74% - 60% |coOpaTh HEKOTOPYHO YAaCTh HEOOXOAMMOM HH(POPMALUM, PACCUMTHIBAET HEOOXOIMMBIE TOKA3aTENH,
JIENAET BBIBOJIBL, TOTYCKAs P 3TOM OIIMOKH

VYyanmiics JeMOHCTPUPYET OTCYTCTBHE 3HAHUS OCHOBHBIX TEOPETHUUECKUX IOJIOKEHUM, YMEHUH U

menee 60% o
HABBIKOB B paMKaX OCBaAaMBACMOU KOMIICTCHIIUN.

5. OueHo4YHbIe MaTepHAIbl IPOMEKYTOYHON ATTECTALMH 110 AUCHHUILIMHE
5.1. MeToasb! NpoBeieHUs 3a4eTa ¢ OLeHKOH
3ayer mpoBOAMTCH € NPHMEHEHHEM CJIEAYIOINMX METOJO0B: METOJ YCTHOIO OIpoca IO

BOIIPOCaM M3 MEPCUHA NPUMEPHBIX BOIIPOCOB U3 II. 5.2.

5.2. OneHo4HbIe MaTEePHAJIbI IPOMEKYTOYHOM ATTECTALMHI

Ko
Kon HanmenoBanue A HanmenoBanue 3Tama
JTarna 0CBOCHHUsI
KOMITETEHIIMH KOMITETEHIIMH OCBOCHUSI KOMITETCHIMN
KOMIIETeHIMH

CrnocoOHOCTh MPUHUMATD CrnocoOHOCTh UCTIOJIB30BATh ITPOTPAMMHBIE
ONTHMAJIbHBIE YIIPABICHYECKUE MPOJYKTHI 1 (POPMUPOBAHUS U aHaU3a 6a3 JaH-
PELICHUsI C YYETOM KPHTEPHUEB HBIX U [TPaBOBOI HH(OpMALINH C LIeNbI0 obecrede-

[MKo2 OC-3 COLIMANIEHO-D)KOHOMHYECKOH [TKo2 OC-3.1 HUsI THPOPMaMOHHO 6e30macHoCTH

3¢ EKTUBHOCTH, PUCKOB H

BO3MO>KHOCTEH HCII0JIb30BaAHHS
HMEIOLINXCSL PECYPCOB
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Onucanne nokasareseil 1 KpUTepHeB OLlCHUBAHNS KOMIIeTCHIMH HA Pa3IHYHBIX 9Tanax ee GopMHPOBaHHSA

Cr1ocCOOHOCTH  MCITOJIB30-
BaTh MPOTPAMMHBIE IIPO-
IMyKTBI U1 (popMHUpOBa-
HHS W aHaju3a 0a3 JaH-
HBIX W MPaBOBOU WH(OP-
MaluK C ILeIbI0 obecrie-
ueHHs WH(POPMAIMOHHON
0€30IMaCHOCTH

IpeCTaBIeHHs O MIPAaBOBOI MH(pOpPMaLUH, IpoLeccax
obopora wHpopMarmmu W HHPOPMATH3ALUU B
IpaBoOBOH cdepe; ompenenseT CpeicTBa, METOABl U
TEXHOJIOTUH perIeHus npo¢ecCHOHAIBHO-
OPHCHTHPOBAHHEIX 3a/ad ¢ IPUMEHCHHUEM HOBEHUIINX
KOMIIBIOTEPHBIX M KOMMYHHKaIMOHHBIX TEXHOJIOTHH;
UCIIONIb3YeT  OCHOBHBIE ~ METOABI  O0ecHedYeHus
nH(OpMaLMOHHOI 0E€30MacHOCTH; AaeT OINpeleiCHUE
OCHOBHBIX TIOJIOKEHUH Teopud HH(POPMALMOHHON
6e3omacHocTH MHPOPMaIMOHHBIX cucTeM;
XapakTepuzyer  Monenu  0e30macHOCTH U HX
NPUMEHCHHE;  Ha3blBaeT  CIIOCOOBI  HapyLICHHI
“HGOPMAITMOHHOH 0€30ITaCHOCTH.

JTan ocBOEHUS IToka3aTtennb Kpurepuii
KOMIIETEHIUH OlIEHHBAHUS OlLIEHHBAHUS
MKo2 OC-3.1 —dopMynHpyeT 0a30BEIE TeopeTdecKue | — JJeMOHCTPHPYET 3HAHUH  OCHOBHBIX

TEOPETHUYECKUX TIOJIOKECHUI B MOJIHOM
o0BeMe

—OmnpenensieT OMMACHOCTH U YTPO3bl HH(YOPMAITOHHOH
0e30MacHOCTH; TPHMEHSET OCHOBHBIE METOIBl U
OpPOrpaMMbl  3alIUTHl  MHGOPMALUH;  HCIIOJB3YET
METOABI M CHOCOOBI obOecneueHuss WH(GOPMAIIMOHHOMH
Oe3omacHOCTH c LEIbIO NpeOTBpaNICHHs
HECAaHKIIMOHUPOBAHHOTO JIOCTYMa, 3JO0YMBIIIJICHHOMN
MOJM(UKALMU WK yTPAThl CiIyKeOHOH nHpopmanny;
MPUMEHSET HOBBIE uH(pOopMaLMOHHbIE u
TEICKOMMYHHKALMOHHbIE ~ TEXHOJOTMH  MNPaBOBOU
nH(opMaTHKH.

—IIpumenseTr 3HaHMSA Ha TPAKTHUKE B
MIOJIHOM Mepe

—JleMOHCTpUpYET HaBBIKM KPHNTOTpa)UUECKOH U
creraHorpaguueckoi 3aILUTBI nndopmanumy;
MPUMEHSET OCHOBHBIE METOJBI U CPEIACTBAMU 3ALIUTHI
uHpOpMAaLMK; WCHOJNB3YeT HABBIKK  PabOTBI  C
HOPMAaTHBHBIMU JOKyMEHTaMU o 3aIuTe
uHGOpMaIMK W OpraHHW3alell COOTBETCTBYIOLINX
OTJEINIOB B OpraHU3alUsiX; OCYILECTBIISIET
CaMOCTOSITENIbHOE ~ PEHIEHHE  3aJad  IPEIMETHOMN
o0J1acTu Ha MEPCOHAIBLHOM KOMIIBIOTEPE C IOMOIIBIO
HOBBIX nH(pOPMAIMOHHBIX TEXHOJIOTUI u
COBPEMEHHBIX HH(OPMALIMOHHBIX CUCTEM.

- Bna,ueeT HaBbIKaMU aHaJIn3a u

cUCTEeMaTH3alliu B BEIOpaHHOI chepe

IPacuer
rokasaTeseH,
XapaKTepU3YIOIIIX
(buHAHCOBO-
PKOHOMHYECKYTO

CBOIHBIX]

—JleMoHCTpUpYeT  3HaHUS ~ OCHOBHBIX  METOJIOB
kpuntorpaduu, Mopeneld Oe30MacHOCTH, ITOHATHS
yIpo3bl, 3alMThl W  CIOCOOOB  oOecredeHus
HHPOPMATMOHHON Oe3omacHoOCTH B
npoecCHOHANIbHON eATeIbHOCTH

—JleMoHCTpupyeT 3HaHUW OCHOBHBIX
TeOpeTI/I‘{eCKI/IX HOHO)KGHI/Iﬁ B IIOJIHOM
o0beMe

0e30MacHOCTh
(hopmMupoBanue
BBIXOJTHBIX
MHPOpPMAITTT
TarHOCTHKH

MAacCHBOB,
IS

—IIpuMensieT 3HaHUS B COBPEMEHHBIX KOMITBIOTEPHBIX
cpenax u BBIJIETISIET OIIaCHOCTH yrpo3
nH(pOopManMoOHHOH 6e3omacHocTH. [Ipumenser
OCHOBHBIE ~ METOJABl W  TNPOTPaMMBl  3aIIUTHI
uHpOpMALIUT

—IIpumMensier 3HaHMS Ha TPAKTHKE B
MIOJIHOM Mepe

0€301acHOCTH
PKOHOMHUYCCKUX
CyOBEKTOB

—CBoOonHO BiajeeT HaBBIKAMH KPHUNTOTpaduaecKoit
U CTeHOTpaguyecKoW  3amuTBl  HWHGOPMAIHH,
OCHOBHBIMH METOJJaMH M  CPEICTBAMH  3aI[UTHI
nHPOpPMALIIT

—Bnageer HaBelkaMHM — aHaIM3a
CHUCTeMaTH3alliK B BRIOpaHHOH cepe

n

IlonHBIM KOMILIEKT OIICHOYHBIX MaTCpHraJIOB I HpOMC)KyTO‘-IHOfI arreCTallu MNpCACTABJICH B

[Tpunoxennn 1 PIT/.
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Tunosbie OLIEHOYHBbIE CPEACTBA MPOMEKYTOYHOM aTTeCTAIMI

Bomnpocsl k 3a4eTy o IMCHHUILINHE
«IIpaBoBast uH(pOpMATHKA»

1. Belgenuts 3amaud  OpaBOBOIO  XapakTepa, IocTaBieHHble B Crpareruu  pa3BUTHSA
nHpopManroHHOTO 061ecTBa Poccun.

2. CdopmynupoBaTh OCHOBHBIC TPUHITUIIBI OOECTICUCHHS MH(POPMAITMOHHONW O€30MaCHOCTH.

3. UYro Takoe npaBoBas uHbopmaruzanus’?

4. Oxapakrepu3ylTe OCHOBHBIC HAIpPaBJICHUS MPABOBOI MH(OpMaTH3AINH.

5. KakoBa posib cOBpeMEHHbIX HHPOPMALIMOHHBIX TEXHOIOIUI B IPAaBOTBOPUYECKOM 1EATEILHOCTHU?
6. IlpuBeaure mpuMepsl HWH(POPMAIMOHHBIX CHCTEM, HCIIOJIB3YEMBIX B IPABOTBOPUYECKOM
NEsITeIbHOCTH.

7. KakoBbl BO3MOXXHOCTH COBPEMEHHBIX HH()OPMAIIMOHHBIX CHUCTEM TIPU CHUCTEMAaTHU3aIUH
3aKOHOJAaTeIbCTBA?

8. IlpuBeauTte mpuUMepbl aBTOMATH3HMPOBAHHBIX WH(POPMALMOHHBIX CUCTEM, (YHKIIMOHHPYIOIIUX B
OopraHax BHYTPEHHUX JIe]l.

9. Oxapakrepusyiite ['ocymapcTBEHHYIO aBTOMAaTH3HpPOBAHHYIO cucteMy «BpiOopb», menm ee
CO3JIaHMsI U CO3/1aBAaeMbI€ C IOMOIIBIO Hee HH(OPMALIMOHHbIE PECYPCHI.

10. OxapakTepusyiiTe OCHOBHBIC HETrOCYJapCTBEHHbIE HH()OPMAIIMOHHO-CIIPABOYHBIE CHCTEMBI
«Koncynperanr [lmocy, «Konekey, «"apant», APM «tOpucty.

11. Packpoiite copepkaHue MOHATUS «MH(POPMAIIMOHHASI 0€30MTaCHOCTHY

12. ChopmynupyiiTe )KU3HEHHO Ba)KHbIE HHTEPECHI IMYHOCTH, OOIIECTBA U FOCYy1apCcTBa B
nH(POPMAIMOHHOM cdepe.

13. KakoBbI OCHOBHBIE 33/1a4u B 00J1acTH obOecrieueHrss HHPOpMaIMOHHOMN O6e30macHoCcTH?

14. Kak cooTHOCATCS IOHATHS «0€30IacHOCTh MHPOPMALIUU» U «3aluTa HHPOopMarum» ?

15. Yro Takoe nnpopmanmonHoe opyxue?

16. Kakue cymiecTByIOT BHAbI HH()OPMAIIHOHHOTO OPYKHS?

17. Kak cormacHo 3akoHy «O0 wuH(opmanuy, HHOOPMAIMOHHBIX TEXHOJOTHUAX M O 3aluTe
nH(OpMaLIUN» OIPeIeTIeHbl OCHOBHBIE LIENIH 3alllUThl HH(OpMaLnn?

18. B uem 3axitouaercs CHCTEMHBIN MOAXO] K 3aIIuTe HHpopMaruu?

19. B uem oTnmume 37eKTPOHHOTO JIOKYyMEHTO000pOTa OT 3JIEKTPOHHOTO OOMEHa TaHHBIMU?

20. Packpoiite cofepkaHue MOHATHS «3JIEKTPOHHBIM JOKYMEHT.

21. B yem oTiIMYHE AIIEKTPOHHOTO JOKYMEHTA OT TPAIUIIHOHHOTO OyMa)KHOTO JOKyMeHTa?

22. Yto TaKoe 3JIeKTPOHHAs MOMUCH?

23. Jlalite ompeneneHusl yCHJICHHOW KBaTM(PUIMPOBAHHON AIIEKTPOHHOW TOANUCH U YCHIJICHHOM
HEKBaTU(PULIMPOBAHHOHN 3JIE€KTPOHHON MOIHCH.

24. B 4eM 3aKiIr09aeTcs TEXHHUECKOe 00eCIIeueHUE JIEKTPOHHOM MOAIHCH?

25. Packpoiite cyTh npolecca cepTu(UKaIUK 3JTEKTPOHHONU MOIHCH.

26. Yto Takoe yI0CTOBEPSIONIH IIEHTP?

27. Kakue TpeOoBaHMS NPEIbABISAIOTCS K YAOCTOBEPSIIOIUM LIEHTpaM?

28. OxapakTepu3yiTe Ha3HaYeHHE U OCHOBHBIE BO3MOYKHOCTH CIIPABOYHBIX ITPABOBBIX CHCTEM.

29. Ilpoananu3upyiite u knaccupunupyiire Buabl norcka B CIIC.

30. Kak cormacHo 3akoHy «OO0 wHpopManuu, WHPOPMAIMOHHBIX TEXHOJIOTHUSAX W O 3allluTe
uHpOpMaLUN ONpeIeTIeHbl OCHOBHBIE IIETH 3aIlUThl HH(popMaruu?

31. B yem 3akimro9aeTcss CHCTEMHBIN TIOJIXO/T K 3aIuTe HH(OpMaIum?

32. B ueM oTiIn4MeE 3JIEKTPOHHOIO JOKYMEHTO000pOTa OT 3JIEKTPOHHOIO OOMEHa TaHHBIMU?

33. Packpoiite comepikaHue TOHATHS «3JIEKTPOHHBIA JOKYMEHT).

34. TlonsTHe 3ammThl HHOPMAUK U UH(HOPMAIIMOHHOHN 0€30MacHOCTH.

35. OcHOBHBIE COCTABJISAIONTNE HHPOPMAIIMOHHOW 0€30TIaCHOCTH.

36. 3akoHOAATENbHBIN YpOBEeHb HHPOPMALIMOHHOM O€301acHOCTH.

37. KoMITbl0TEepHBIE TIPECTYIIICHUS.

38. IlonsaTHe aTaky Ha HHPOPMAITMOHHYIO CUCTEMY.

39. Kimaccudukanus aTtax.
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40. Buapl NpOTUBHUKOB WJIH “HapyIIUTeNeil”, uX Kiaccuukanus.

41. Kanamnsl yTeukd HH(OOpMAIUH.

42. TlonsiThe yrpo3sbl.

43. VICTOYHUKH YyTpo3 M X KiaccuuKarus.

44. Mopaens yrpos.

45. Ananu3 BO3MOXHBIX CITOCOOOB HApYIIEHUH HHPOPMAITMOHHON CHCTEMBI.
46. [Tonutrka 6€30MaCHOCTH H €€ peaTu3alusl.

47. OCHOBHBIE MMOHATHSI KpUNTOrpaduu.

48. JIBa OCHOBHBIX HANpaBJeHHUS B COBPEMEHHON KpUNTOrpaduu.

49. Knaccuueckue KpUIITOCUCTEMbI U UX Kiaccupukanus. [Ipumepsr.

50. Kpunroananus MHOToa1(paBUTHBIX CHCTEM.

51. Kpunrocucrema: “OnHopa3oBblii OJ0KHOT .

52. Crangapthl M pPOBAHKS TaHHBIX.

53. Cucremsl mmdpoBanus, He TPEOYIOUIHE Epeaayy KIIroya.

54. Kpunrorpadus ¢ OTKPBITHIM KIIFOUOM.

55. DnekTpoHHas MOANUCH U IPUHIUIIBI €€ TPUMEHEHHUS.

56. PykoBonsiue nokymeHTsl ['ocrexkomuccuu Poccun.

57. Nucrpykuus CTP-K. Pekomenganuu 1o 3ammre KOHQUICHIHATLHOW HH()OPMAITUH.
58. Pa3zpemmrenbHas cucteMa J0MycKa.

59. Yrpo3sl nHpopMannoHHo# 6e30macHocTH pu padore ¢ MIHTEpHET.

60. ApXuTeKTypa TUIIOBOM CHCTEMBI 3aIIUTHI OT HECAHKIIMOHUPOBAHHOT'O JOCTYTIA.

Hp AKTHUYCCKHE KOHTPOJBHBIC 3a/ITaHUA

Tema 1. 3ammra 0(hUCHBIX JOKYMEHTOB.

PaccmarpuBaeMble BOPOCHI:

3ammra fokymMeHToB Microsoft Word oT HecaHKIIMOHUPOBAHHOTO JIOCTYIIA.

3amura 10KymMeHToB Microsoft Word oT HeCaHKIIMOHUPOBAaHHOTO U3MEHEHMSL.

3amuTa 1okymMmeHToB Microsoft Excel oT HecaHKIIMOHMPOBAaHHOT'O U3MEHEHUSI.

3ammra fokyMeHToB Microsoft Excel oT HeCaHKIIMOHUPOBAHHOT'O JIOCTYTIA.

3aaHus 4J11 CaMOCTOSITENIbHOTO BBIMOJTHEHHUS:

3ammra fokymenToB Word.

1. Coznaiite Ha qucke D: B manke Baiiel rpynmnsl nanky 3amura oduca.

2. Habepure B pegaktope Word npou3BOIbHBII TEKCT M COXpaHUTE €ro B manke 3amuTa opuca
noJ umeHeM documentl.

3. BeiGepute meHto CepBHC — Y CTaHOBUTD 3aLIUTY.

4. 3anperuTte M00ble N3MEHEHUS KPOME 3alllCH UCIIPABIEHUN U 3a1aiiTe napoip 12345.

5. IlonpoOyiiTe OTpenakTUPOBaTh CBOM TEKCT. Y IAJIUTE HEKOTOpPbIE CIIOBA M JOMHILUTE HOBBIE.
[TonpoOyiite mnpunsaTh Bce wucopasieHuss (Cepsuc — MHWcempaBnenus — IIpuHATH/OTKIOHUTH
ucnpasienus). OOpatuTe BHUMAaHHE, 4YTO BCE HU3MEHEHHUS B JOKYMEHTE (UKCUPYIOTCS, HO
MIPUHSATH/OTKIIOHUTh UX HEBO3MOXKHO.

6. 3aKpoONTE TOKYMEHT, COXPAHUB €TO.

7. OTKpoiiTe JOKYMEHT U MONpOoOYyHTEe NPUHSATH UCTPABICHUS.

8. CHumuTe 3a1uTy AOoKyMeHTa. Boibepure mento CepBuc — CHATH 3alIUTy U BBEIUTE MAPOJIb.

9. IlonpoOyiiTe MPUHATH BCE UCIIPABICHUA. Y O€TUTECH, YTO UCIIPABIICHUS IPUHSTHI.

10. 3aHOBO 3alIUTUTE TOKYMEHT, KpPOME 3allMCH UCIIPABIEHUI U 3aKPOHTE €r0, COXPaHUB.

11. HaGepute HOBBIH JOKYMEHT (OTJIMYHBIM OT MEPBOr0) U COXpaHUTE ero (Mmoj HMEHEM
document?) B mamnke 3amura oduca.

12. YcraHoBuTe 3allUTy 3TOro JIOKyMeHTa, BbIOpaB MeHI0O CepBHC — YCTaHOBUTH 3aIIUTy U
3aIpeTuB J00ble U3MEHEHUsI KpOME BCTaBKM MpUMedaHuil. 3agaiite napons 12345.

13. ITonpoOyiiTe OTpeAaKTUPOBAThH JOKYMEHT.

14. BecraBbTe 1Ba mpuMeyaHus K J00bIM Gparmentam. Menio BeraBka — [Ipumedanue.

15. IlonpoOyiiTe N3MEHUTH OJIHO MPUMEYAHNE U YIAIUTD JPYToe.

16. 3akpoiiTe JOKYMEHT, COXpAaHUB €TO.
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17. Co3zpnaiite Tpetuil nokymeHT B Word, coxpaHute ero B mamke 3amura oduca MoJ UMEHEM
document3. YcTaHOBHTE HAa HETO 3alIUTY, 3alIPETUB JIOObIE H3MEHEHUS, KPOME BBOJA JAHHBIX B MOJIS
dopm. 3anaiite napons 12345.

18. TlonpoOyiiTe oTpemakTUpOBaTh JOKYMEHT. IIpocMOTpHTE NMyHKTHI MEHIO, YTOOBI BBISCHUTH
Baiu BO3MOXKHOCTH 10 pE€AAKTUPOBAHUIO JJOKYMEHTA.

19. CHUMUTE 3aIIUTY C TOKYMEHTA.

20. Pa30eiiTe Baml TOKyMEHT Ha ABa paszeina. (YCTaHOBUTE Kypcop B MECTO pa3pbiBa M BHIOCpUTE
Mento BeraBka — Pa3peiB — HoBbIi pa3aernn Ha TeKyliel CTpaHuIIe).

21. YcraHoBUTE 3alUTY Ha JOKYMEHT, 3allpeTUB JIIOObIE M3MEHEHHs, KpOME BBOJA JAHHBIX B
nonst ¢opm. Mcnonb3yst kHONKY Pa3genbl, ycTaHOBUTE 3ampeT TOJBKO Ha BTOpod paszen. Ilapoins
12345.

22. TTonpoOyiiTe OTpeIaKTHPOBATh NEPBbIA U BTOPOH pa3/ieinbl JOKYMEHTA.

23. 3akpoiTe JOKYMEHT, COXpPAaHUB €TO0.

24. CosznaiiTe 4eTBepThIi JOKYMEHT B penakrope Word u coxpaHuTe ero B nake 3amura oduca
nox nMeneM document4.

25. Breibepure mento Cepsuc — [lapamerpsl, 3aTeM BkiIanky CoxpaHeHHE.

(Ecnu Bol pabotaere B Word2t3 unu XP, To Hago BeiOpath BKiIanky bezonmacuocts. [locmoTtpure
BO3MOKHOCTH 3TOH BKJIagku. OOparuTe BHUMaHUE Ha (IaxoK « Y AajsTh JUYHBIC CBEACHUS U3 (aiina
IIPH €70 COXPAHECHUI).

26. 3amaiite maposb 7777 Ha oTKpbITHE (Daiina.

27. 3akpoite (aiin, COXpaHHB e€ro, 3aTeM MOMpoOyiTe OTKpbITh. l[lompoOyiiTe BBeCTH
HENPAaBWIbHBIN 11apoJib, a 3aT€M OTKPONTE TOKYMEHT C IIPAaBUIIbHBIM [1apPOJIEM.

28. Coszpaiite maThlil TOKyMeHT B peaakTope Word u coxpaHuTe ero B make 3amura oguca moj
nMeHeM documents.

29. Bribepure meno Cepsuc — [lapamerpsi, 3aTem Bkiaaky besomacHocts (CoxpaneHue st
Word2000) u 3agaiite nmapois paspenienus 3amucu 9999.

30. 3akpoiiTe JOKYMEHT, COXpaHUB €ro 1 monpoOyiiTe CHOBa OTKPBITh. BbIOepUTE peKUM TOJIBKO
gyreHusi. OTpeqaKkTUpyHTe TOKYMEHT U onpoOyiTe ero coxpanutb. Coxpanute kak document5 1.

31. [lonpoGyiite oTKpHITH (haiin documentS 1.
32. 3akpoiite Bce (pailyibl U TOKKUTE PE3yJIbTAT MPENO aBaTENo.
3amuta nokymeHToB Excel.
1. 3anyctute Excel u co3naiite cienyromryto tadauiy
®dUO Oxutan [Tpemus Hroro

2. 3anoaHUTE ee I IPOU3BOJIBHBIX TPEX YEIOBEK, BBOJIS IPOU3BOJIbHBIC YHCIA U CYMMUPYS UX B
rpage Uroro.
3. [TocTpoiite kpyroByro auarpammy mo crosodiy Hroro.
. CoxpanuTe (aiin B manke 3amuTa opuca moJ1 MMeHeM probal.
. CoxpanuTe 3TOT ke ¢aitn B manke 3ammra oduca emie pa3 noj MMeHeMm proba2.
. 3akpoiite Qaiin proba2 u otkpoiite ¢aiin probal.
. Beibepute mento Ceppuc — 3ammra — 3aUTUTD JTUCT U 3aaiTe mapoias 1111.
. [lompoOyiiTe oTpenaktupoBath Juct. [leperiqute Ha JInct2 u monpoOyHTe BBECTH JaHHEIE.
9. YcTaHoOBHTE 3alIUTY BTOPOTO JIMCTA C mapojeM 2222,
10. Caumure 3amury c Jlucral. Mcnons3yiite mento Cepuc — 3amura — CHATH 3alUTY JIUCTA.
11. Ycranosute 3amuty Jlucral, orMeTHB TONMBKO (priaykok 3ammTa JUCTa B OTHOIIEHUH 0OBEKTOB
u 3a1aB napousib 1111.
12. TlonpoOyiiTe n3MEeHUTh AaHHbIE B siueiikax. [lonpoOyiiTe H3MEHUTh AUarpaMmy.
13. 3akpoiite (haiin, cOXpaHUB €ro.
14. Otkpoiite ¢aiin probal u monpoOyiiTe BHECTH H3MEHEHHUSI Ha TIEPBHIH JIMCT, 3aTEM Ha BTOPOIA.
15. 3akpoiite ¢aitn probal u oTkpoiite aiin proba2.
16. Bribeputre menro CepBuc — 3amurta — 3amuTuTh KHUTY. OCTaBbT€ OTMEYEHHBIM TOJIHKO
¢naxok CTpykTypy W 3aaaiite maposub kniga (mpoBepbTe, uTOOBI ObUIa BKJIIOUEHA aHTIIHUICKas
packiagka)..

03N DN K
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17. TlonpoOyiiTe N3MEHUTH JaHHbBIE HA TUCTE. Y OETUTECH, YTO U3MEHEHUS BO3ZMOYKHEI.

18. ITonpoOyiiTe yaanuTh NEPBBIA JUCT (Mp. KHOMKA MBIIITH Ha SIPJIBIKE JTUCTa BHU3Y CTPAHUIIHI).
19. 3akpoiite daiin, coxpaHUB U3MEHEHUS, ¥ 3aHOBO OTKPOiiTe ero (proba2).

20. Caumute 3ammTy ¢ KHUurd. Mento CepBuc — 3anurta — CHATh 3alIUTy KHHUTH.

21. YcTaHOBUTE 3alIUTY KHUTH, OTMETUB 00a (priaskka U ycTaHOBUB Hapoib kniga2.

22. I[lonpoOyiiTe N3BMEHHUTH JIaHHBIE HA JINCTE.

23. Boibepute meHto OkHO — CKpBITh ¥ BBEIUTE MAPOJIb.

24. 3akpoiite ¢aiii, COXpaHUB U3MCHCHHS.

25. Otkpoiite (aiin proba2. Yoenurech, 4To OKHO HE OTOOpa)kaeTcs U JAaHHBIC HE BUIHBI.
26. Beibepute meHto OkHO — OTOOpa3uTh U BBEIUTE MMAPOJIb.

27. CKpoiTe OKHO U 3aKpoiTe (haiisl, COXpaHUB U3MCHEHUSI.

28. [lokaxkute pe3ynbTaT MpernogaBaTeiio.

29. CHUMUTE 3alIUTy CO BCEX Bamux (aitios.

Jlureparypa:

www.microfoft.com

JIeXxIMOHHBIN MaTepHall.

Tewma 2. [locTpoenne Mmoaenu yrpos.

PaccmaTpurBaemblie BONPOCHI:

Knaccudukanus atax.

Kananel yreuku nnpopmanuu.

[TonsTHE yrpo3sl.

HcTounuku yrpo3 v ux kiaccupuKarms.

[Toctpoenue monenu yrpos.

3amaHus A1 CaMOCTOSITENIbHOTO BBIMOJHEHUS:

[TocTpoiiTe Mozens yrpo3 uisi HEKOTOPOW OpraHu3alluy, 3allOJIHUB MpUIaraeéMyro TaOJIMIly Tak,
4yTOOBI B siUelike crosuia «1», ecnu yrposa, ykazaHHas B JIaHHOH CTpOKe NMpUMEHHMA ISl 00BEKTa,

Ka3aHHOT'O B JAHHOM CTOJIOIIE.

Mar
HUT
Komm Cpexncr
Pl |Cer pen
OBaJIb Ba
e| s
Mo |Cuc|kna|Ilp| Ho- noxap
Hoc[ane|Ten| .,
n HUT| T |BHAMHTMHOMKMH| Krpledho HOW U
epedYeHb HCTOYHMKOB
Oyt H3anMu op |6iso|Typ| ep | TenpH OXpaHH|
yrpos y peasan P YP{ P JIA [OITH| HBI pv
Bl |[KU | a | BI | BIE oM
UH |TaH
anmap - | us CHUTHAJ
aTbl n3anuy]
vt
u
112 (3|4 5 6718 9

AHTPONOreHHbIe HCTOYHHUKH yIPo3

MHTepec HlVTer{Ka 3a CUET arcHTOB
[IPEAHAMEPEHHBIC NEUCTBUA|By3yanpHas U POTO pa3Benka
KPUMHHAIBHBIX CTPYKTYp H

[IPECTYIIHBIX TPYIIIHPOBOK;
1 peety PYHIHP Moandukanus nHpopManuu

biokupoBaHue HHPOPMALIH

Y HIUTOXKEeHNE HH(OpMAIIH

[IpuMmeHeHue 3aKiagoK

Perncmaunﬂ HaBOIOK

[IpenHaMepeHHble neHCTBUAY Teuka HHpOpMaIim

(BCIIOMOT'aTCJIBHOTO BusyanbHas 1 PoTo pa3Benka
[epcoHana (yOopmukw,

2 |oxpana)

biokupoBaHue HHGOPMAIIH

Momnduxanns nHGOpMaITUH

Y HIuTOXKEeHNE HH(OpMAIIH

HpI/IMGHGHI/Ie 3aKJIaJJ0K
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OmmOku mosib3oBateneit  |bnokupoBanue wHGOpMAIIH

3 Mo nudrkamnus nHGOpMAITHN

Yanutoxenue nHGopManuu

Ommbku mporpaMmucToB  |biokupoBanue nHPOPMALINH

4 Momndukanus HHGOpMAITII

YHnuToxeHue nHGopmManuu

TexHOreHHbIe HCTOYHMKH YIPo3

COou B KaHanax nepenaun U|baokupoBaHue HHPOPMALIUU
5 [cpencTBax cBs3M;

Y HIUITOXKCHNE HHpOpMAINU

Co6ou B cpeacrBax|biokupoBanue HHPOPMALTIH
6 pnexrponuranus

Y HIUITOXKEHNE HHpOpMAINU

BosmoxxHocTh  aBapuil  B|biiokMpoBaHHe HHPOPMALUU
HKCHEPHBIX

7 (BoJOCHA0XKEHUS,
kaHaM3aLm) ulY HUUITOXeHHE HHOpMaLN

[KOMMYHUKAIIUOHHBIX CETAX

BHenmHue CTUXHITHBIE HCTOYHUKH

[B03MOXKHOCTBL yparaHos YHnuToxenue nHGopmManuu

brokupoBaHue HHOPMALIH

[Bo3MoKHOCTH aBapuu|Y HIUTOXEeHUE HHDOpMAIIK
g [Omu3nexanux
[IPOMBITIJICHHBIX 00BEKTOB

biokupoBaHue HHGOPMALH

10 |BO3MOKHOCTB MOKapoB Y HIUTOXKCHNE HHpOpMaNU

Jlureparypa:

1. JleKunoHHbBIN MaTepuall.

2. OcHOBBI HH(OPMAIIMOHHOM 0€30MaCHOCTH X035IICTBEHHON AEATENbHOCTU: Y4eOHOe
nocobue / N.I1. Muxues; BO ®I'bOY BIIO «Poccwuiickast akagemMusi HApOIHOTO
XO03sICTBA M FOCYJapCTBEHHOM ci1yxk0b1». — Bonrorpan: U3a-s0 BO ®I'BOY BIIO
PAHXuI'C, 2013. — 144 c.

3. [Tnatono B. B. [IporpamMHo-anmnapaTHbIe cpe/ICTBa 3allUThl HHQOpMaIuK: yueOHHUK. /
M.: U3a. uentp "Axanemus". 2014.

Tema 3. Knaccuueckune KpUnToCHCTEMBI.
Paccmampusaemvie 6onpochwi:

4. Knaccuueckas kpunrorpadus.

5 Kpunrocucrema Ile3aps.

6 Kpunrocucrema Buxenepa.

7. IIpakTrHueckas peanuzanus cucteMsl BuxkeHnepa.

8 [TonsiTue MHOTOANI(AaBUTHON KPUITOCHUCTEMBI.

9. Kpunroananus MHOroanhaBUTHON KPUIITOCUCTEMBI.

10.  Kpunroananus cuctemsl Bikenepa.

11. Kpunroananus cucremb! «OTHOPa30BbIi OJIOKHOTY.

3aoanus 0na camocmosamenbHO20 GbINONIHEHUL:

1. Otkpoiite ¢aitn CRYPTOL1.XLS u nocMoTpuTe Kak peann3oBaHa cuctemMa Brmkernepa.
2. Cozpnaiite B EXxcel crenyrontyto Tabmuiy

OTKpBITHIN TEKCT

ITaposb

Kon O6ykB Tekcta

Ko 6ykB mapouis

Cymma Ko10B OYKB

Cymma 1o MOyJiro
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‘ Kpunrorekcr ‘ ‘ ‘ ‘ ‘

3. Beeaute B epByI0 CTPOKY MPOU3BOJIBHBIN TEKCT MO OHON OYKBE B KXKIYIO STYCHKY.

4. BenuTe BO BTOPYIO CTPOKY TaOJMIBI MPOU3BOJIBHBIA Mapoib MO OAHOM OyKBE B KaKIYIO
sueiiky. Eciau nyMHa maposisi MeHbIIe JJIMHBI OTKPBITOrO TEKCTa, TO HAYHUTE HA0Op Mapoiis Aajblile,
10K HE 3aKOHYUTCS OTKPBITHIN TEKCT.

5. HUcnonp3ys ¢ynkuuro KOJACHMB, 3amonHuTe 4eTBEPTYHO M MATYH) CTPOKH TaOIMIIBI IS
OIpeJIeJIEHUS] KOJIOB KaX/10i OYKBBI OTKPBITOTO TEKCTA U MAPOJISL.

6. B 114101 CTpOKE CIIOKUTE TPETHIO U YETBEPTYIO CTPOKH.

7. Ecnu B mATON CTPOKE cyMMa IPEBBIIIAeT 255, TO B MIECTON CTPOKE HEOOXOIMMO OTHATH 255 OT
yucIa B msaTou crpoke. Mcnonb3yiite Gpynkiuto ECJIN.

8. B ceapmoii cTpoke mOIy4YHTEe OYKBBI 3alIU(PPOBAHHOTO TEKCTA, HWCHOIB3YS (QYHKLIHUIO
CHUMBOIJL

9. CaMOCTOSITENTbHO, HCIONb3Yysl OMNHMCAaHHBIC BhIIE (YHKIMH, pacmU(pyldTe MOTYUSHHBIA
KpunToTekcT. [l 3Toro co3iaiite HUXe MepBoi TaOIUIBI BTOPYIO TaOIUILy.

10. Pacmudpyiite TekcT:

KCArz Bl HYHKOO6XDbr UbAbrdrxUlIIAg'

UCTONB3ys napoiis «umdpy». Ilpu Habope TekcTa mporrycTuTe Mpooesbl MEX Ty OyKBaMu.

11. Pacuudpyiite TeKkcT:

EbIAxI[Co beoYOon Hx VYbIzIIOdDd IMllax On 3363 Pmuak3

HE 3Has mapoJisi, HO 3Has, YTO B 3alIU(POBAHHOM TEKCTE €CTh CIIOBO KUCTHHY».

Jlumepamypa:

1. JlekunOHHBINM MaTepua.

2. OcHoBbl HHGOPMAITMOHHOM 0€30MaCHOCTH XO03SIIICTBEHHOM IeATeIbHOCTH: yueOHoe nocodue /
N.I1. Muxnes; BO ®I'BOY BIIO «Poccuiickas akageMus HApOJIHOTO X035UCTBA U TOCYIaPCTBEHHOMN
ciyx0b1». — Bonrorpaa: Uza-so BO ®I'bOY BIIO PAHXul'C, 2013. — 144 c.

3. IImatonos B. B. IlporpamMmMHo-anmapaTHble CpeacTBa 3aUIUThl HHGOpMaIK: yueOHuK. / M.
W3na. nentp "Axkanemusa". 2014.

Tema 4. Kpunrorpagusi ¢ OTKpPbITBIM KJIIOYOM.

Paccmampusaemvlre éonpochwi:
Kpunrorpadus ¢ OTKpBITHIM KIIIOUOM.
I'enepanus kir0oueBoii mapel B mporpamme PGP.
Opranuzanys oOMeHa KIr4aMu.
Iudposanue nanabix B PGP.
ITonsiTHE DIEKTPOHHON MOAIHCH.
3ammTa JOKyMEHTOB JIEKTPOHHOW NONHCHI0 B Tporpamme PGP.
HIudpoBanue u 3IeKTPOHHAS MOANUCH T0KyMeHTOB B PGP.

3adanus ona camocmosamenbHo20 8bINOIHEHU:

1. Bamyctute PGPtools (ITyck — I[Iporpammsr — PGP — PGPtools)
[TosiBuTCS MaHenb

NoabkowhE

25 PGPtools

NMEEEEEE

2. Boibepute JIeBYIO KHOIKY C IBYMs KiIFo4aMu. 3amycTutcst Moayib PGPKeys co crmckom Beex
KiIroueil Ha Bamem xommbrotepe. B momne Description ykasaHo, Kakoil 9TO KJIFOY: TOJIBKO OTKPBITBINA
(public key) nnu kiroueBas mapa, T.€. OTKPBITHIN M CEKPETHBIN KIIt04 B KomiuiekTe (Key pair).

=
(v} -
3. Co3paiiTe HOBYIO KIIIOYEBYIO IMapy, Ha)KaB Ha KHOIKY \= Y BBHITIOJIHWB BCE IIIATH MacTepa
CO3JaHus KIIIOUEH.
4. Cozpaiite Ha nucke D: manky ¢ Ha3BaHueM Barmeit rpynmnsl.

5. DKCnopTUpyITE CBOM OTKPBITHIM KJIIOY B 3Ty MAIKy, HAKaB Ha KHONIKY —— M YKa3aB MyTh J10
Bamreii manku. B kauecTBe Ha3BaHus (aitna ¢ Kiro4oM ykaxkute Bamry dhamumnuto.
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6. Cxonmpyiite Bamr ¢aiin Ha cepBep (Server606) B manky PublicKey.
7. UmnopTupyiTe U3 3TOW MANKH YbH-JTHOO IPYrue OTKPBIThIC KIHOYW. JIJIsl ATOr0 HaXXMUTE Ha

~a

KHOIIKY = BbIOEpUTE MyTh U Ha3BaHue (aiina.

8. 3akpoiite okHO PGPKeys.

9. Bammyctute Word u HabepuTe MUCHbMO KOMY-JTH00, Yeil KITt04 Bbl UMITOPTUPOBaH. CoXpaHHTe
3TOT TEKCT B BAILIEH MAIIKE.

10. 3ammdpyiite 3TOT aiia OTKPHITHIM KJIOYOM 3TOr0 ToJib3oBaTens. s 3Toro HakmMuTe
KHOTIKY na manenu PGPtools, ykaxure nmyts U HasBanue Bamero (aiiza, a 3areM K04 B
nosiBuBIIeMcs okHe. Coxpanute 3ammudpoBannbiii (aiin B Bameil manke non damuinmeir Toro, KoMy
Bol ucanm.

11. Ckomupyiite 30T (paiin Ha cepsep (Server600) B manky TextPGP.

12. CronmpytiTe u3 3Toi nanku B Bamry nanky Ha qucke D: ¢aiin, anpecoBanHbiii Bam.

54
[
13. Pactmmdpyiite 3TOT (haiis, HaKaB KHOIKY B
3aTreM BbIOpaB Bar K104 B CITUCKE KITFOYCH.

14. Co3pnaiite emie oaun 10KyMeHT B peaakrope Word, coxpanus ero B Bamieii nanke Ha aucke D:

3
A

15. TlognumuTe 3T0T (haiin Bameil 31eKTPOHHOW NOAMUCKHI0. [l 3TOro HaXXMHUTE KHOIIKY E
Ha manenu PGPtools, ykaxute nyTh 1 Ha3Banue Bariero ¢aiina, a 3arem Barir Kit04 B MOSIBUBIIEMCS]
OKHE.

16. O6parute BHMMaHUE Ha (aiijl MOANKUCH B Baliel rmanke. OTKpOWTe ero TBOMHBIM IIEITUYKOM.

17. OTkpoiiTe noanucaHHblii Bamu ¢aiin u n3MeHUTe €ro, COXpaHUB U3MEHEHHS Ha JIUCKE.

18. OrtkpoiiTe (aityi MmoaNUCH JTBOMHBIM IIEIYKOM eIle pas. YOeauTech, 4TO TOMNUCH HE
JNIEUCTBUTENILHA.

19. Co3naiite HoBbIi mokyMeHT B Word. Habepute HeOoJIbII0E MIPEIOKEHHE M CKOIUPYHTE €ro B
oydep oOmeHa.

HJIN ABAXKIbI IICJIKHYB I10 HEMY MBIIHKOﬁ, a

20. IleaKkHUTE MBILIKOM MO KHOMKE E Ha MaHeNu 33/1a4 B IPaBOM HMKHEM YTIIy.

21. B nosiBuBmemcs Mento Beioepure Encrypt Clipboard u ykakure Bamn kittod.

22. Ha uucrom Mecte Bamiero noxkymeHTa BcTaBbTe TeKCT U3 Oydepa obomena (IIpaBka —
Bcrasuts). [losBuiics 3ammgpoBaHHbIN TEKCT.

23. Cxonupyiite ero B 0ydep oOMeHa 1 10 aHAJIOTHH ¢ MK pOBaHUEM pacIudpyiiTe ero, BEIOpas
nynkt Decrypt&Verify Clipboard.

24. BeraBbTe pacinpoBaHHbIN TeKCT U3 Oydepa oOMeHa.

Jlumepamypa:
1. JlexkunoHHBIN MaTepUa.

2. OcHoBbI HH(POPMAITMOHHON 0€30MaCHOCTH XO3SHCTBEHHOW NEesTELHOCTH: yueOHOoe ocobue /
N.II. Muxuaes; BO® OI'BOY BIIO «Poccuiickass akagemMuss HApOJHOIO XO34HMCTBA U
rocyapcTBeHHOU ciykOb1». — Bonrorpan: M3n-so BO® ®I'bOY BIIO PAHXuI'C, 2013. —
144 c.

3. IImaronoB B. B. [IporpamMMHo-anmapaTHBIE cpelcTBa 3alIUTHl WHGOpMaNuU: yueOHUK. / M.:

W3n. uentp "Axanemus". 2014.

Beenenue B kpunrorpaduro/ Ilog obm. pen. B.B. Amenxo. — M.: MITHMO “YePo”, 2013.

5. http://pgp2all.org.ru

B

Tema 5. 3amura 6a3 nanabrx Microsoft Access.
Paccmampusaemvie 6onpocul:

[Toctpoenwue 6a3bl qanHbIX B Microsoft Access.

3amuTa 6a3bl JaHHBIX OT OTKPBITHSL.

ITonb3oBaTenu v rpymnmsl.

[MaponpHas 3ammra.

NS
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S. PasrpannueHue mpas gocryna.
3a0anus 0ns camocmosamenbHo20 8bINOIHEHUS.:
1. Co3paiite Ha aucke D: B mamnke Barmieit rpymnmnsl 6a3y ganHbIx Cekper
2. Cozpaiite Tabauily B peXUME KOHCTPYKTOpa (I0J€ MOMEUYEHHOE * sBISETCS KIIOYEBBIM) U
COXpaHMTE €€ 10 UMeHEM AHKeTa.

Hmsa noas Tun gasHHbBIX
Kopn CueTyuk

dUO TexcToBwIi
Anpec TexcToBbIl
Tenedon TekcToBbIf

3. Beenute B TaOIUIy TpH 3aIHCH.

4. YCcTaHOBHTE MapOJIBHYIO 3alUTy Ha ATy 0a3y maHHBIX (mapois 1234)

5. Co3paiite Ha nucke D: B mamke Baeit rpynmsl 6a3y naHusix JlocTym.

6. Co3maiite uIst 5TOM 0a3bl JaHHBIX TPYIIILI MoJb30Bareiei Student u Others

7. Co3naiite B rpymme Student mosbp3oBaresist Mo cBoel Gpamuirei u monb3oBatens Studentl.

8. B rpymmnie Others co3naiite monb3oBarens Friends u monb3oBatesns Guest.

9. YcranoBuTe napoiib agMuHUCTpaTopy (admin) 6a3bl TaHHBIX (00s3aTebHO 7777).

10. YcraHoBuTe maposiu JUisl CO3JaHHBIX BaMHU IOJIb30BaTelNeil (Mapojid COBMANalOT ¢ MMEHEM
MTOJIb30BATEIs).

11. YcranoBure mpaBa qocTyna K 0ase MaHHBIX s rpynmsl Student Ha Bce meilicTBHs, Kpome
aMUHUCTPUPOBAHMUSL.

12. YcraHoBuTe mpaBa J0cTyna K 6a3e qaHHbIX Juist rpymmbl Others Tonbko uTeHne u 1o0aBicHue
JTAHHBIX.

13. YcranoBute qist rpynmsl USers mpaBa TOJIbKO Ha YTEHHUE JAHHBIX U MaKeTa.

14. IlokaxxuTte pe3yabTaT penojaBaTelto.

15. CHUMUTE Mapoib aIMUHUCTPATOPA

Jlumepamypa:
1. JlekuuoHHBIM MaTepuar.
2. www.microsoft.com

Tema 6. HpaKTuquKoe NPUMEHEHUE MEKCETEBBIX JKPAHOB.
Paccmampu@aeMble 60npocovl.

1. [ToHsITHE MEKCETEBOTO SKpaHa.
2. [MpuHImns! padbotsl ¢ mporpammoii Firewall Outpost.
3. Hacrpoiika mporpaMMHBIX MOAYJIEH.

3adanus 013 camocmoamenbHo20 6bINOJIHEHUs.!

Outpost Firewall

1. 3arpy3suTte nporpammy Outpost Firewall.

2. Buibepute nynkt Cemesas akmusnocms. OKHO CIIpaBa COJAEPKHUT WUHPOPMAIIUIO O TEKYIIUX
COEIMHEHUSX MpUIIOKEeHUH ¢ cerbto. [lompoOyiiTe mMOMydYuTh HMHPOPMALUIO MO KakoMy-HHOYIb
MyHKTY.

3. Boibepure nyHKT Omxkpvimosie nopmuvl. OKHO COAEPKUT HHGPOPMAIMIO O TOM, KaKUMH
IpoLeccaMy Ha KOMITBIOTEPE OTKPBITHI OMPEIETICHHBIE TOPTHI.

4. TlpocMoTpuTe NYyHKTHl Paspewennvie W 3abrokupoeannvlie, KOTOPblE COJEpKaT OO0
CTaTUCTUKY TI0 COETUHEHUSIM.

5. Beibepute nmynkt DNS. KsmupoBanue 3amnpocos (T.e. coxpaHeHue oTBeToB B 6aze Outpost) Kk
DNS no3BossieT COKpaTUTh BpEMsI OTKPBITHS CTPAHUL, KOTOpPbIE ObLIN MOCEIIEHBI paHEe 3a CYET TOrO,
YTO KOMIBIOTEPY HEe HYXHO OyneT mepes oTKpeiTueM obpamarbes K DNS cepBepy i onpenesneHus
IP agpeca oTKppIBa€MOM CTPAHMIIBI.

6. IIpocmotpute JKypnai.

7. llenkauTe MpaBOi KHOMKOW MBIIIH 1O Ha3BaHWIO Moayiss DNS B jeBoM OKHE mporpamMMbl
BbIOepute [lapamempui.

8. Orpannuste k311 DNS Ha 50 3ammceit u ycraHoBuTe cpok xpaHeHust 10 gHEH.
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9. Bribepure mnyHKT /Jlemexkmop amax, KOTOPBIA XpaHUT OOIIyI0 HH(OpMAIMIO O 3aluTe
KOMIIbIOTEpA OT aTaK, CKAHUPOBAHUS U APYTUX TUIOB 3alIPELUICHHBIX COSANHEHUH.

10. IIpocMoTtpuTe *)ypHain. lllenkHuTe NpaBoii KHONKON MBIIIN 110 Ha3BaHUIO MOAYJs [Jemexmop
amax B JIEBOM OKHE MporpaMmsl U BelOepute [lapamempol. B 0kHe HacTpoeK IMpU MOMOLIM MOJI3YHKa
MO>KHO BBIOPATh OJJMH U3 TPEX YPOBHEH TPEBOTH:

Maxkcumanvueiii — QaiipBoimt OyAeT Npeaynpekiarb O MONBITKE MOIKIIOYEHUS JaXe Ha OIUH
OpT.

Obbiunbili — npeaynpexaeHue OyAeT BbIIAHO TOJIBKO IPU CKaHMPOBAHUHM C OJHOIO ajpeca
HECKOJIbKUX [TOPTOB WJIN OIIPECIIEHHBIX IOPTOB, KOTOPbIE IIPECTABISAIOT ONPEAEICHHbII HHTEpeC.

Bespaznuuneiii —paiipBosut OyeT CUTHATU3UPOBATh JIMIIb O PeabHOM aTake Ha KOMITBIOTED, a HE
O HOMBITKE UCIIOJIHUTh TaKyIO aTaKy WM MPOCKAHUPOBATH IOPTHI.

11. Haxxmure xkHOTIKY Boiopams ¢punsmp. IIpocMOTpHUTE €€ BOZMOKHOCTH.

12. Beibepute nyHKT MHmepakmusHbvle semernmsl. 31eCh MOKHO 3a0JI0OKHPOBATh BCILIBIBAIOIITNE
OKHa, IIEPEXO0bl 110 PEKJIIAMHBIM caiiTaM B MIHTepHET.

13. IIlpocMoTpuTe MTapamMeTpbl HACTPOUKH JUIsl TAHHOTO IyHKTa (IIpaBasi KHOMKa MbImH). Ha tpex
BKJIQ/IKAX Pa3MEIICHbl HACTPONKM OJOKMPOBKH BCEX 3JEMEHTOB, KOTOPHIE MOTYT HAaXOJHUTbCA Ha
IIOCEIIaeMbIX BeO—CTpaHMLAX WIM B IOYTe. BOJBLIIMHCTBO HACTPOEK MMEIOT TpPU HACTPOHKU:
Paspeweno, 3anpoc n 3anpeweno. Tlpu HacTpolke HYKHO YYHTHIBATH TOT (aKT, YTO HA MHOTHUX
CTpaHMLIAX CKPUIITHI WIM (I3 MOTYT MCIOJB30BATHCA Ui CO3AAHUS MEHIO M €CIIM UX IOJHOCTBIO
OTKJIIOUWTh, TO HaBUramusi IO cailTy Oyner HeBo3Mo)kHa. I[loaTomMy, ONTHMAaNbHBIM CTaHET
UCNOJb30BaHUE HAcTpoiiku 3anpoc. Jlns oco0oi HACTpPOMKM HEKOTOPbIX CAaHTOB B MOjyJie
«HMumepakmugnvle dnemeHmul) CIYyXUT BKIaaka «HMcknovenua». C ee NOMOUIbIO MOXHO
c(OpMHpOBATH CIIUCOK CAHTOB M HACTPOUTH ISl KAXKAOIO M3 HUX OJIOKUPOBKY OINpPEAEICHHBIX
3JIEMEHTOB. JTOT CIIUCOK UMEET 00Jiee BHICOKHI MPUOPHUTET, YeM OOIIHE HACTPONKU OJIOKHPOBKH IS
BCEX CaHTOB.

14. IlpocMoTpuTe BKJIAJKU [1apaMETPOB, 3alIPETUTE BCIUIBIBAIOLINE OKHA U HACTPOMTE OCTaIbHOE
10 CBOEMY YCMOTPEHHUIO.

15. Beibepute nyHKT Pexnama. Outpost yMeeT 0TceKaTh peKyiaMmy o pa3Mepy U MO COJIEPKUMOMY
CCBUIKH, YTO SKOHOMHT Tpa(UK U YBEIHMUUBAECT CKOPOCTh 3arpy3KH CTPAHUL.

16. Bpi3oBuTe mapaMeTrpsl AJs JaHHOTO MyHKTa (IIpaBasi KHOMKA MBIIIM). YCTaHOBUTE (IaskoK
Ilokazame Kopsumy Ons pexknamel. Eciu B CTaHAApTHOM CIIMCKE OTCYTCTBYET OMNMCAaHUE JUIS
olpesiesieHHOro OaHHepa, W OH 3arpyXaercs IMpH IOCELIEHUH CTPaHUIlbl, TO, OTKPBIB KOP3UHY,
JOCTaTOYHO MBIIIBIO MEPETAIIUTh B Hee OaHHEp, W OH Oojbllle HUKOrJa He OyneT 3arpykarbcs.
Bxnanka Obwue no3Bosser BbIOpATh TO, YeM OYyT 3aMEHSTHCS BBIPE3aHHbIE CO CTPAHUIL pEKJIaMHbIE
OaHHepbl. 3/1eCh K€ MOXHO CO3JaTh CIIMCOK CalTOB, C KOTOPBIX HE OyjAeT BbIpe3aTbcs rpaduka u
pekiama.

17. IlpocmoTpuTe BCE BKJIAJKH TaPAMETPOB.

18. Boibepute nmyHkT Codepowcumoe. B HacTpolKax 3TOr0 MOIYJIsSE MOXHO 33JaTh CIIMCOK CJIOB,
KOTOpbIE MOTYT BCTpeuYaTbCs Ha CTpPaHULE WM B aJgpece CTPaHHULbl U KOTOpble OyIyT CIIy>KUTh
Outpost—y curnaisom Toro, 4To CTPaHUILy OTOOpaKaTh 3aMpernieHo.

19. IlpocMOTpHUTE BO3MOXKHOCTH JAHHOTO ITYHKTA.

20. Beibepute myHKT Qurbmpayusi noumossix 1oxceHull. B HaCTpolkax 3TOro MOIYJsI MOKHO
3a]aTh CIIMCOK TUIOB (PaliioB, KOTOPbHIE MOAJIEKAT MEPEMMEHOBAHMIO, & TaK )K€ BKIIIOYUTH BBIBOJ
MH(OPMALIMOHHOTO COOOIIeHHsI O MOJIy4YeHHH ¢ailioB ompeneneHHoro tumna. daiin, THO KOTOPOro
yKa3aH B HACTPOMKax 3TOr0 MOAYJs, NPU IOJYYEHHUU €ro MOYTOBBIM KIMEHTOM, MOJIYYUT BTOPOE
pacmpenue «.safe». 9To mo3BoiUT U30€KaTh aBTOMATUYECKOTO BBIMOIHEHHS] TOYTOBBIM KIMEHTOM
KOJIa, YTO MOJKET SBJIATHCS IPUUMHOMN 3apak€HUsI KOMIIBIOTEPA BUPYCAMHU.

21. I[IpocmoTpuTe napameTpsl JAHHOTO MYHKTAa U €r0 BO3MOXKHOCTH.

22. Jloctyn K OOLIMM HAcTpOHKaM MpPOTpaMMbl MOXKHO IOJIyYUTh NPH MOMOIIM MYHKTAa MEHIO
Ilapamempur — Obuwyue N3 TIABHOTO MEHIO MPOTPaMMbl HJIM Ha)KaTUEM COOTBETCTBYIOUIEH KHONKU Ha
naHeny. BbI30BUTE OKHO HACTPOIKHM MapaMeTpoB U MPOCMOTpUTE BKIAIKy Obwue.

23. Bxnanka «/lpunoowcenus» TO3BOJSET YHPaBIATh MpaBUIaMHM TOBeleHUs (QaiipBoiia mnpu
MOMBITKE JOCTyla B CETh ONPEICICHHBIX MpuiIokeHHH. Ha 3Toil BKIaake mnepeduciceHsl Bce
MIPUJIOXKEHHUS, KOTOpble OOHapyXeHbl Ha KoMibioTepe Outpost—oMm mpu ycrtaHoBke. Cpasy mocie
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MHCTAJISILUY 3TU IPWIOKEHUS HaXOAATCs B rpyniie «/lonv3oeamensckuil ypogenvy. Jlid HUX CO3aHO
OJIHO WJIM HECKOJIbKO TpaBWJI, YKa3bIBAIOIINX, KAaKUM 00pa3oM NPUIIOKEHUE MOXKET OOMEHUBATHCS
JAHHBIMU C ceThI0. [IpaBMiio MOXKHO MPOCMOTPETh WJIM U3MEHUTH MPHU MOMOIIU JIBOWHOIO KJIMKA IO
HMMEHHU ero UCIIONHIEeMOoro ¢aiina.

24. [IpocmoTpuTe paBuiIa s HEKOTOPBIX MPHIIOKESHHI.

25. IlpunoxkeHus U3 Tpynnbl 3anpeujerHvie NPpulodiCceHyss HUKOTla He MOoJIydaT JOCTyra B CeTh,
BCS WX CETeBas aKTHBHOCTH OyjaeT mpecedeHa (arpBouioM. HEKOTOpPHIM MPHIOKEHHUSIM MOXKHO
MOJIHOCTbIO OTKPBITH JOCTYIl B CETh, MEPEMECTUB UX B Ipynmy «/[osepenHvie npunosscerusn». Ux
JOCTYN B CETh HE OTPaHUYMBAETCS HUYEM, HUKAKMMH npaBuiamu. [lepemeleHue npusaoKeHUN u3
TPyIIl B TPYNIy, paBHO KaK U U3MEHEHUE MpaBWJi, CO3AAHHBIX ISl MPUJIOKEHUMN, BBIIOIHICTCS MPHU
MOMOIIN KHOMNKHU M3menums. Ilpu momou KHONKU /{oOasums MOXKHO BHECTU B CIIMCOK HOBOE
MPUIIOKEHUE U 3aTE€M CO3/aTh Il HETO MPABUIIO OOIIEHUS C CETHIO.

26. Ilepemecture npuioxenue Excel B rpynmy 3anpewennvie npunosicenus.

27. IIlpocMOTpHUTE OCTaBIIMECS BKJIAJKA HACTPOEK IPOIPAMMBI.

28. [TonmpoOyiiTe yepes ceTeBoe OKPYKEHHE BBINTH Ha KOMITBIOTEP COceIa.

29. IIpoBepbTe peakuuio (aiipBoia Ha MOMBITKY COCEIa OOPATUTHCS K BallleMy KOMITBIOTEDY.

30. Ilepeiiaute B HACTPONKU OOIIMX MAPAMETPOB MPOTPAMMBI.

31. Beibepure Brnanky Cucmemmuvie. YOepure ¢umakoxk NetBIOS. Tenepp Bamr xommbroTep
HEOCTYTICH IO CETH.

32. loxxnurech, KOT1a Balll COCEJT BHIMOIHUT MPEABIAYIIEe 3aJaHue U TONPOOYHTE Yepe3 CETEBOE
OKpYKEHHE 00pPaTUTHCS K €T0 KOMITBIOTEPY.

33. Bxumtounte duaxok NetBIOS na cBoem kommbroTepe.

34. BeI30BUTE *KypHaJI, HA)KaB COOTBETCTBYIOIIYIO KHOIIKY Ha MTAHETH HHCTPYMEHTOB.

35. IIpocmoTpuTe XypHa.

Jlumepamypa:

1.  JlekunoHHBIN MaTepHal.

2. Jloxymenrarus mo pabote ¢ mporpammoii Firewall Outpost.

3. OcHoOBBl WH(POPMAIMOHHON 0€30MacHOCTH XO3SHCTBEHHOH NEATENBbHOCTH: Yy4deOHOe
nocobue / M.II. Muxues; BO ®I'bOY BIIO «Poccuiickas akaneMus HaApOAHOTO XO3SHCTBa U
rocyaapcTBeHHOMU ciryk0b». — Bonrorpaza: M3a-so BO ®I'BOY BIIO PAHXuI'C, 2013. — 144 c.

4.  IlnaronoB B. B. [IporpamMmMHo-anmapaTHbie CpeICTBa 3alIUTHI HH(OPMAIIUK: YUeOHHK. /
M.: U3n. uentp "Axanemus". 2014.

Tema 7. 3amura ungopmanun B UnTepHer.
Paccmampusaemvle 6onpochwi:

1. [TpuHIMIIBI pabOTHI MEKCETEBBIX 3KPaHOB IpU padoTe ¢ HTepHET.
2. Hacrpoiika nporpaMMHBIX MoayJieit ipu padote ¢ IHTepHeT.
3. brnokupoBaHue HEHYHOTO TpapuKa U peKJIaMbl.

3adanus ona camocmosamenbHo20 8bINOIHEHU:

1. Barpy3ute nporpammy Outpost Firewall.

2. Otkpoiite B Internet Explorer crpanuiy www.yandex.ru

3. Broibepure nynkr Cemegas axmusHocmb. IlpocMoTpuTe HHGOPMAIMIO O TEKYIIUX
COEIMHEHUSIX C CEThIO.

4. Beibepure nmyHKT Omxpuvimule nopmol. Ilonyunte HHGOPMAIUIO O TOM, KAKUMH IIPOLIECCAMU Ha
KOMITBIOTEPE OTKPBITHI ONPEIEICHHbIE TTOPTHI.

5. Tlpocmotpure mnyHKTH Paspewennvie M 3abrokuposanHvle, KOTOPBIE COAEPKAT OOLIYIO
CTaTUCTUKY TI0 COETUHEHUSIM.

6. Boibepure nmynkr DNS u B mapamerpax orpanuubte K31 DNS Ha 50 3anmmceit u ycraHoBuTe
cpok xpaHeHus 10 qHew.

7. BeiOepute nyHKT [lemexmop amak U B mapaMeTpax 3anaiite Obvlunbill ypOBEHb TPEBOTH.

8. Bwibepute myHkT HMnmepaxmuenvie snemenmsi. IIpocMOTpuTEe TapaMeTpbl HACTPOWKH JIS
JTaHHOTO MyHKTa. Ha Tpex BKJaJakax pa3MelleHbl HAaCTPOWKH OJIOKMPOBKU BCEX JIEMEHTOB, KOTOPBIE
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MOTYT HAaXOJHUThCS Ha MOCEIIAaeMbIX BeO—CTpaHuIax uiu B nouyre. Hactpoiite mapamerpsl o cBoemy
YCMOTpPEHHIO (PEKOMEHIyeTCs Yallle UCI0Ib30BaTh HACTPOUKY 3anpoc).

9. Otkpoiite B Internet Explorer crpanumy www.mail.ru, nepeiante mo Kakoi-HHOYb CCHUIKE
HOBOCTEH.

10. TIpocmotputre B Outpost Firewall cratuctuky mo coenMHeHHSM, a TaKKe CTaTHCTUKY
JIETeKTOpa aTak.

11. Beibepute nyHKT Pexiama. Bei3oBUTE mapaMeTpbl sl JaHHOTO MYHKTa. Y CTAHOBUTE (hIIaXKOK
Ilokazams Kop3uHy O0Jisl peKaambl.

12. OtkpoiiTe CTapTOBYIO CTpaHHIly WWW.Mail.ru u Mblmbpi0 mneperamuts B Kopsuny 0is
peKamsl peKiiaMHble OaHHEPHI C 3TOM CTPaHUIIBI.

13. 3akpoiiTe CTpaHHWIly W TOMPOOYWTE 3aHOBO €€ OTKpHITh. [IpoBephTe, YTO MPOMCXOIUT C
peKIaMHBIMU OaHHEpaMH.

14. TIpocMoTpuTE BCE OCTABIIMECS BKJIAAKH MapamMeTPOB.

15. Beibepute nyHkT Coodeporcumoe. B HacTpoilkax 3TOro MOAYJS MOKHO 3aJlaTh CIUCOK CJIOB,
KOTOpbIE MOTYT BCTpeYaThCsl Ha CTpaHHIE WU B aJpece CTPAHUIBI U KOTOpble OyAyT CIYKUTh
Outpost—y curnanom Toro, 4To CTpaHUILy OTOOpaXKaTh 3arperieHo.

16. Hactpoiite nporpammy Tak, yToObl Outpost GIOKHpOBaJl BCe CTPaHUIIbI, B aJpece KOTOPHIX
npucyTCcTBYET cioBo chat. [TonpoOyiiTe OTKphITH cTpaHuily WWW.chat.ru.

17. Beibepute nyHKT Quibmpayus noumosvix e1odceHuli. B HaCTpoikax 3TOro MOAYJSI MOYKHO
3aJ1aTh CHUCOK THUIIOB (pailjloB, KOTOpbIE MOAJEKAT MEPEHMMEHOBAHUIO, & TaK K€ BKIIIOUUTH BHIBOJ
MH(OPMALIMOHHOTO COOOIIIEHHUS O MONTyYeHU! (HaiIoB OMPEEIIEHHOTO THIIA.

18. 3anaiite BBIBOJ MH(POPMAIIMOHHOTO COOOMICHHs Ui BceX (ailyioB ¢ paciiupeHueM .Zip u
neperuMeHoBaHue GailyioB ¢ pacHIMPEHUEM .EXE.

19. TlokaxuTe pe3yJbTaT MPENoIaBaTelo.

20. OTMeHHTe BCe CBOM HACTPOUKH U 3aKPONTE BCE OTKPHIThIC MPHUIIOKEHUS.

Jlumepamypa:
1.  JlekumoHHBIA MaTepual.

2. OcHOBBI MH(OPMALMOHHOW OE30MaCHOCTH XO3AWCTBEHHOH NEsATETbHOCTH: yueOHOoe
nocobue / N.ITI. Muxues; BO ®I'bOY BIIO «Poccuiickast akajieMusi HApOIHOTO XO3sIHCTBA
U TOCYAapCTBEHHOM i1y k0b». — Bonrorpan: M3a-so BO ®I'BOY BITO PAHXul'C, 2013. —
144 c.

3. Ilnaronos B. B. [IporpamMHo-annapaTHbIe cpe/ICTBa 3aIUThl HHPOPMALUHU: YIEOHUK.
/ M.: U3x. uentp "Axanemus". 2014.

Tema 8. TunoBasi crpykrypa 3amutbl oT HCJI. YnpasieHue 1octynom.

Paccmampusaemvie sonpocoi:
Tunosast ctpykrypa 3amutsl nHpopmanuu or HCJI.
[Toacucrema ynpaBiaeHUs JOCTYIIOM.
[TocTpoeHre MaTpHIIBI TOCTYTIA.
JoxymeHnTanus oTaena odbecrneueHuss ”HGOPMAITMOHHONW O€30TTacCHOCTH.
3a0anus ona camocmosamenbHO20 8bINOIHEHUS:

PobdE

1. PaccMoTpuTe TUIIOBYIO CTPYKTYPY 3amuThl nHbopMaiuu ot HCJI.
2. Ilpomymaiite crTpykTypy 3ammutel wuHpopmanuu ot HCI mng mpou3BOIBHOM
(BBIMBIIIJIEHHOW) OPTaHU3AIIHH.
3. PaccMoTpuTe noacucTemMy yrnpaBieHUs: JOCTYIIOM ISl TOW OpraHu3allii.
4. CocTaBbTe TIepeUYeHb 3aIIUIIAEMBIX HHPOPMAIIMOHHBIX PECYPCOB OPraHU3AIIHH.
5. IlocTpoiiTe MaTpuIly AOCTYyIA JJIsl JAHHOW OpraHU3aluy.
6. CocTtaBbTe JOKYMEHT, ONPEIENSIONIMN IMpaBUiia JOCTyIa IOJb30BaTelIel K pecypcam Ipu
TTOMOIIIH JTUYHBIX UACHTU(PUKATOPOB U MAPOJICH, MpaBUiia COCTABJICHHS, CMEHBI U XPAaHCHUS TTapoJieH.
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7. CoxpaHuTe BCe JOKYMEHTHI B CBOEH JTMYHOM Marke (U Ha CBOEH JUCKETE).

Jlumepamypa:
1. JleknmoHHbBIA MaTepual.
2. OcHOBBl HMH(OPMAITMOHHONH OE€30MAaCHOCTH XO3SHUCTBEHHOM JEATENLHOCTH: ydeOHOe
nocobue / N.I1. Muxue; BO ®I'bOY BIIO «Poccuiickas akageMuss HapOIHOTO XO3sIHCTBA
U TOCYIapCTBEHHOM CiryX0b1». — Bonrorpan: M3a-so BO ®I'BOY BIIO PAHXuI'C, 2013. —
144 c.

Ixana oueHuBaHuA

YpoBeHb 3HaHMM, yMEHMII M HaBBIKOB OOYy4YaroIIEerocs IPU YCTHOM OTBETE BO BpEMs
IIPOMEXYTOYHOM aTTECTALMMU OINPEAEIACTCS OLCHKAMHU «3a4TCHO» WIM «HE 3auTeHo». Kpurepusmu
OLICHMBAHUs Ha 3a4eTe SBJIIETCS JEMOHCTPALMSA OCHOBHBIX TEOPETHUYECKUX IIOJIOKEHUM, B paMKax
OCBAaMBACMOM KOMIIETCHIIMH, YMEHHUE IPUMEHATH [IOJyYECHHBIC 3HAHWSI HAa IPAKTHKE.

Jns qucnuiuinH, GOpMOI UTOTOBOTO OTYETa KOTOPBIX SIBJISETCS 3a4€T, MPUHSITHI CIEAYIOIINE
COOTBETCTBHUS:

60% - 100% - «3auteHoy;

MeHee 60% - «He 3a4TEHOY.

Y CTaHOBIIEHBI CIEAYIOUIUME KPUTEPUH OLIEHOK:

VYyarmiicsi IeMOHCTPUPYET COBEPIICHHOE 3HAHNE OCHOBHBIX TEOPETUUCCKUX MOT0KEHUIH,
B paMKax ocBanBaeMoOM KOMIICTCHIWH, YMCCT MNPHUMCHATH IIOJYYCHHBLIC 3HAHUA Ha
MPaKTUKE, BIAJCET HABBIKAMH aHAIM3a U cHCTeMaTu3aluu (UHAHCOBOW MH(popManuu B
00J1aCTH IPaBOBON WH()OPMATHKH

100% - 90%

Yyamuiicss JAEMOHCTPUPYET 3HaHHME OOJIBIICH YacTH OCHOBHBIX TEOPETUUYCCKHX
HOJ'IO)KCHPIfI, B paMKax OCBanBaeMoi KOMIICTCHINHU, YMCET MNPUMCHATH IOJYUYCHHBIC
89% - 75% |3HaHWA HA TPaKTUKE B OTAETHHBIX c(epax Mpo(ecCHOHATBHON NesTeNFHOCTH, BIaleeT
OCHOBHBIMM HAaBBIKAMU aHAJIM3a U CHCTeMaTu3anu (GuHaHCOBOW MH(MOPMAIMU B 00TIaCTH
paBoBOH MHQOPMATHKH

VYyammiicsi JeMOHCTPUPYET JIOCTaTOYHOE 3HAHHE OCHOBHBIX TEOPETHUYECKHX IMOJIOKCHUH,
B paMKax OCBaMBAaeMOH KOMIIETEHIIMH, YMEET HCIOJIb30BaTh ITOJyYEHHbIC 3HAHMS IS
74% - 60% |pemieHUS OCHOBHBIX TMPAKTHYECKMX 3a7ad B OTHACIBHBIX cdepax npodeccuoHaabHON
JeSITEIbHOCTH, YaCTHYHO BJaJIeeT OCHOBHBIMH HaBBIKAMH aHajM3a M CHCTEMaTH3aIlH
(hmHaHCOBOI MH(OPMALIMK B 00JIACTH MPABOBOH MHPOPMATHKH

VYyamuiicsi AeMOHCTPUPYET OTCYTCTBHE 3HAHUSI OCHOBHBIX TEOPETHUYECKHX TIOJIOKEHHH, B
paMKax OcCBanBaeMOW KOMIIETCHIMH, HE YMEEeT NPUMCEHATH IOJIyuYeHHbIe 3HAHHS Ha
MpaKTUKe, HEe BJaJiceT HaBbIKAMU aHAIM3a U cCUCTeMaTu3alu (UHaHCOBOH MH(popMamn
B 00yacTy MpaBoBOW MH(OPMATHKHU

MmeHee 60%

6. MeToandyecKkue MaTepHuaJbl 10 OCBOCHUIO TUCIHHUITIMHDBI

Meroanyeckue peKOMeHAAlUH 110 HANIMCAHUIO pedepaToB
Pecdepar siBisieTcs MHAUBUAYaTBbHONW CaMOCTOSITEIBHO BBIMOIHEHHON paboToil cTyaenrta. Temy
pedepara CTyIeHT BBIOMpaeT U3 TMEpEeYHs TeM, PEKOMEHIYEeMbIX IpenojaBareieM, BelyIIUM
COOTBETCTBYIOIIYIO AUCUUIUIMHY. Pedepar nomkeH copepikarb CIelylollue CTPYKTYPHBIE JIEMEHTHI:
Tutynensiii et Conepxkanue Bsenenne OcHOBHasg dacTh 3aximtodeHHe CIHCOK JMTEpaTyphl
[Tpunoxenus (mpu HeodxoaumocTH). TpeboBanus k opopmiieHuto pedeparon: mpudt — 14, momnst — mo
2 cm, uaTepBal — 1, o0bem — He Menee 10 cTp.

MeTtoauyeckue ykazaHus AJs1 00y4aroluXcs 110 OCBOEHUIO JMCIUIIIHHBI
IIpu pabore ¢ HacTOALMM Y4eOHO-METOIUYECKUM KOMILIEKCOM 0c000e BHMMAaHHE CJelyeT
oOpaTuTh Ha 3HAHME TEOPETUYECKUX BOIMPOCOB HHGOPMATUKHU, HMETh BBICOKMH YpOBEHb
MH(GOPMALIMOHHOM KyJIbTYphl, 3HATh YCTPOUCTBO COBPEMEHHOT'O MEPCOHATBLHOIO KOMITBIOTEPA, UMETh
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r1yOOKHe HaBbIKM pabOTBl C COBPEMEHHBIMH ONEPAI[MOHHBIMH CHCTEMaMH U O(UCHBIMHU
NPUKIAJAHBIMU MakeTaMu. Ilepesl BBINOIHEHHEM MPAKTHUYECKUX 3aJaHUM 00s3aTE€IbHO TOJDKEH OBITh
o IpoOHO pa300paH U U3YUYEH TEOPETUUECKUN MaTepHal 1o KaxkJIoi TeMe Kypca.

B npouecce m3ydeHuss Kypca CTyIEHT AOJDKEH BbIpaOOTaTh HABBIKM W INPUEMbI BIaJCHUS
COBPEMEHHBIMU TEXHOJOTHSIMH 00pabOTKH, XpaHeHHs, NIepeayll ¥ MpUeMa MAaCCHBOB IOPHINYECKOM
MHGOpMALUU B PA3IMUYHBIX O0JIACTIX AEATEIBHOCTH MPAKTUKA-IOPUCTAa U YMETh UX MCIIOJIb30BaTh B
COBPEMEHHOM PBIHOYHOM MUPE.

s Gosee yriryOJEHHOTO HM3Yy4€HUsS TUCLMIUIMHBI, CAMOCTOSTEIbHOM pa3paboTKe IOKIaJ0B,
COOOIIEHUH B T.Y. C UCHOJIb30BAHUEM MYJIBTUMEAUWHBIX CPEJICTB, JIMOO BBITOJHEHUH MPAKTUYECKON
paboThl cTyneHTaM HEOOXOAMMO TIOJB30BATHCS PEKOMEHJIOBAHHOM B pabouell mporpamme
auTeparypoil. IIpu caMOCTOSTENIEHOM M3yYEHUN Kypca PEKOMEHYeTCs I0JIb30BaTbCsl MCTOYHUKAMM,
YKa3aHHBIMU B CIIMCKE OCHOBHOM JINTEPATYPBHI.

CprKTypa BpEMEHH, HQOGXOJII/IMOFO Ha U3YyYC€HUEC TUCHUIIINHBI

dopma n3yueHHs AUCHHUIUTHHBI Bpewms, 3aTpaunBaemMoe Ha HU3ydeHHE
IUCIHAIUINHEL, %
W3yuyeHune nutepaTypbl, peKOMEHI0BaHHOW B 40
y4eOHOM MporpaMme
Pemenne 3a1a4, NpakTHYEeCKUX YIPaKHEHUN U 40
CUTYaIlMOHHBIX TPUMEPOB
W3y4enue TeM, BBIHOCUMBIX Ha 20
CaMOCTOSITEITbHOE PACCMOTPEHHUE
Htoro 100

PexoMeHIa1IUM 110 MOATOTOBKE K MPAKTHYECKOMY (CeMHMHAPCKOMY) 3aHATHIO

[TpakTueckoe (CEeMHHApPCKOE) 3aHATUE - OJIHA U3 OCHOBHBIX ()OpPM OpraHu3aluu y4eOHOTro
npoliecca, IMpeJcTaBisAomas co00il KOIEKTUBHOE OOCYXKIEHHE CTYICHTaMH TEOPETHUECKUX U
MIPaKTUYECKUX BOMNPOCOB, pELIEHHE TMPAaKTUYECKUX 3a/Jad I0J PYKOBOJCTBOM IpernojaBaTels.
OCHOBHOM 1IETIbIO MPAKTUYECKOTO (CEMUHAPCKOI0) 3aHATHS ABJSETCS MPOBEpKa ITyOUHBI TOHUMAaHUS
CTYJEHTOM M3y4aeMoOW TeMbl, yueOHOro MaTepuaga U YMEHHS U3JI0KUTh €r0 COJEp)KaHue SCHBIM U
YETKUM SA3BIKOM, PA3BUTHE CAMOCTOATEIBLHOTO MBIIIIEHHS U TBOPUYECKON aKTMBHOCTH y cTyaeHTa. Ha
MPaKTUYECKUX (CEMMHAPCKUX) 3aHATHSAX MpelroyiaraeTcsd paccMaTpuBaTh HaubOoIee BaKHBIE,
CYLIECTBEHHBIE, CIIOKHBIE BOIIPOCHI, KOTOPBIE HanboJiee TPy IHO yCBauBaloTCs cTyaeHTaMu. [lpu sTom
TOTOBUTHCS K TMPAKTUYECKOMY (CEMHUHApCKOMY) 3aHSTHIO BCeraa Hy»XHO 3apaHee. [loaroroBka k
MPAaKTUYECKOMY (CEMUHAPCKOMY) 3aHATHIO BKIIIOYAET B ce0sl cieryrolee:

- 00s3aTeNbHOE O3HAKOMJIEHHE C IIJIAHOM 3aHATUS, B KOTOPOM COJEPXKATCi OCHOBHBIC
BOIPOCHI, BBIHOCUMBbIE Ha 00CYXJICHHE;

- U3y4YEHHE KOHCIIEKTOB JIEKIUIl, COOTBETCTBYIOLINX Pa3/esioB yuyeOHHKa, y4eOHOro nocoous,
COJIepKaHUsl PEKOMEHI0OBAHHBIX HOPMAaTHUBHBIX ITPABOBBIX AKTOB;

- pa60Ta C OCHOBHBIMH TCPMHUHAMU (peKOMCH,Z[yeTCH ux BBIy‘-II/ITB);

- U3YYCHUC )IOHOHHI/ITCJIBHOﬁ JIUTEPATYPHI [0 TEME 3aHATUA, ACTIAasd IIPH 3TOM H€O6XO)II/IMI)Ie
BBIITMUCKH, KOTOPBIC HOHaI[O6}ITC}I pu O6cy)KIleHI/II/I Ha CEMHHApE;

- (opMyIUpOBaHME CBOErO MHEHHUS IO KaXJIOMy BOINpPOCY M apryMEHTUPOBAaHHOE €ro
000CHOBaHHE;

- 3allUCh BO3HUKIIMX BO BpEeMs CaMOCTOSATENBbHOM paboThl ¢ y4eOHMKAMH W Hay4HOM
JUTEePaTyphl BOIIPOCOB, YTOOBI 3aTEM Ha CEMHHApE MOIYyUYUTh HA HUX OTBETHI;

- oOpaleHre 3a KOHCYJIbTalMel K MpernojaBaTeio.

[IpakTueckue (CeMHHAapCKUE) 3aHATHUS BKIIOYAIOT B ceOsl BBINOJHEHHE 3aJaHUNl Ha
KOMIIbIOTEpPE MO KaKOH-THOO CIOXKHOM MM 0co00 akTyanbHOW mpoOieme, pemeHue 3aaad. Ha
MPAKTUYECKOM (CEMHHApPCKOM) 3aHSTUM CTYJEHT MPOSBISET CBOE 3HAHUE MpEeAMETa, KOPPEKTUPYET
uHpOpMaIHIO, MOJYYEHHYI0 B Ipolecce JEKIMOHHBIX M BHEAYJIUTOPHBIX 3aHATHH, (QopMmupyer
omnpejeNeHHbId 00pa3 B TIJla3ax IMpenojaBaTelis, IOJydyaeT BbICOKHME HAaBBIKM OCBOEHUS
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MH(POPMALIMOHHBIX  TEXHOJIOTMH  NPUMEHHUTENbHO B  mpodeccHoHalbHOW  cdepe, HaBBIKH
MPaKTHYECKOTO PEeIICHNUS 3a/1a9 Ha KOMITBIOTEpe.

MeTtoauyeckue peKOMeHAalM U 110 HANMCAHNIO CEMEeCTPOBOM KOHTPOJILHOH padoThI

KontponbHas paOoTa sBIsSeTCS WHAMBHUIYaJbHOH CAMOCTOSITEIBHO BBINOJIHEHHON pPaboTOM
cTyaeHTa. BapuaHT KOHTpOJIbHOW pabOThI CTYyIEHT BBIOMpAeT W3 MepeyHs padoT, PEKOMEHYEMBIX
IpernojiaBaTeneM, BeAyIIUM JaHHYI AucuuiuiMHy. KoHTponbHas pabora, Kak IpaBMilo, JOJKHA
COJIEpKaTh CIEAYIOLIME CTPYKTYpHbIE 31eMeHThl: TutyneHsiil tuct Conepxanne Beenenne OcHoBHas
yacTh 3akmroueHue Crucok tutepaTypsl [punoskenus (mpu HEOOXOIUMOCTH).

TpeboBanust k 00beMy: He Oosee 15 crpanun. Odopmienue: Ilpudt TimesNewRoman, 12
mpudT, 1,5 uareppana, 1,5 cM adb3amnubiil orcTyn. OpUrHHaIBHOCTH MO cuctemMe AHTUIUIarnat.BY3 —
He MeHee 60 MPOLEHTOB.

PexoMeHpanuu 10 U3YyYEHUI0 METOAMYECKUX MAaTEPHAJIOB

Metoanueckie MaTepualibl M0 JUCIHHILIMHE MO3BOJSIOT CTYIEHTY ONTHMAaJbHBIM 00pazom
OpraHu30BaTh MPOLECC M3YUYEHUs JAHHOM AUCHUIUIMHBL. MeTonuueckue Marepuanibl 10 AUCIHUILUIMHE
MPU3BaHBI TIOMOYb CTYJICHTY IMOHATH CHEIU(PHUKY H3y4aeMOro marepuaia, a B KOHECYHOM HTOTe —
MaKCUMaJbHO TIOJIHO M Kauye€CTBEHHO €ro OCBOMTh. B mepByro ouepenp CTYyAEHT AOKEH OCO3HaTh
IIpeAHa3HAYEHNE METOANYECKUX MAaTEPUAIIOB: CTPYKTYPY, LeIH U 3a1a4u. 11 5T0ro OH 3HaKOMUTCS C
npeamOyJioil, OrJaBIeHUEM METOJUYECKHX MaTepuajoB, TOBOPS WHAYe, OCYIIECTBISET MEPBUYHOE
3HAKOMCTBO C HHMM. B paszgene, NOCBAIIEHHOM METOAMYECKUM PEKOMEHIALUSAM II0 HM3YyYECHHIO
JTUCHUILTAHBL, IPUBOJIATCS COBETHI MO IUIAHUPOBAHUIO U OPraHU3alMd HEOOXOIUMOTO ISl U3YUYCHUS
JUCLUIUIMHBl BPEMEHH, ONMCAaHUE IOCIEA0BATEILHOCTU JNEHCTBUM CTyAEeHTa («CLIEHapUil H3ydeHus
JUCHUILTMHBDY ), PEKOMEHAAMU 10 paboTe ¢ JTUTEpaTypoil, COBETHI MO MOJATOTOBKE K IK3aMEHY W
pa3bSICHEHUS 110 TIOBOTy PabOTHI C TECTOBOM CHCTEMOH Kypca M HaJl JOMAIIHUMU 3alaHusIMH. B 1iemom
JaHHBIE METOJIMYECKUE PEKOMEHJIAIUU CIIOCOOHBI OOJIErYnTh U3YUYEHHE CTYJICHTAMH JUCUUIUIMHBI U
[IOMOYb YCIIEIIHO CcJaTh 3K3aMeH. B pasnene, coxaepkaiieM ydeOHO-METOAMYECKUE MaTepHUaIbl
JUCLMIUIMHBL, COAEP)KaHNWE NMPAKTUYECKUX 3aHATUN IO JHUCLUILIMHE, CJIOBAPh OCHOBHBIX TEPMHHOB
JTUCIUIIAHBL.

HeoTbeMieMbIM 371eMEHTOM yueOHOT0 Mpoliecca SBIsSETCS CaMOCTOATENbHAs padoTa CTy/IeHTa.
IIpu camocrosiTenbHOM paboTe JOCTHraeTcsi KOHKPETHOE YCBOEHHE YydeOHOro marepuana,
pPa3BUBAIOTCS TEOPETUYECKHE CIIOCOOHOCTH, CTOJb Ba)KHbIE JUIsI COBPEMEHHOM MOJArOTOBKU
cnenuanucToB. @POpMBI  CaMOCTOSITENIbHON pabOThl CTYJEHTOB IO JUCLHMIUIMHE: HAalHUCaHue
KOHCIIEKTOB, TIOATOTOBKAa OTBETOB K BONpOcaM, HalucaHue pedepaToB, peEUIeHHe 3ajad,
uccienoBarenbckas padboTa, BHIIOJTHEHNE KOHTPOJIbHOU paboThl.

PexomeHnaanum mo caMocTosiTeJibHOM padoTe CTyIeHTOB
Ha camocrostenpHyto paboty cryaeHtoB mno guctuminHe b1.B.JIB.09.01 «IIpaBoBas
HH(OPMATUKAY» BEIHOCITCS CJIEIYIONINE TEMBI:

Ne n/mm Tema Bonpocsl, BeiHocuMbIe Ha CPC Ovnas 3aounas
dopma dopma
1 2 3 4 5
1. WudopmannonHoe [lonsTre wHpOpMamuK, 3amUTBl MHOOPMALMH U
o01ecTBo u npaBo. | uHpopMaMoHHOW Oe3omacHocTH. HasHauenwe w
Ipeamer u MeTOABl | 331aun B cdepe obecrnedeHuss WHPpOpPMaUNOHHOMN
paBoBOW  MHPOPMATHKHU. | OE30MaCHOCTH Ha YPOBHE TOCYJapCTBa, HAa YpPOBHE 0 0
IMonsitue nHbOpMANNK, | pETHOHA ¥ Ha JIOKATbHOM ypoBHe. OCHOBHBIE
3am|Tel  WHOGOPMANKMK ¥ | TIOJIOKEHHS] TeOpHUH MH(OPMAIOHHOH 0e30macHOCTH
nHGOPMATMOHHON WH(POPMAMOHHBIX CHCTEM.
0€30MacHOCTH.
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O030p POCCHHCKOTO 3aKOHONATENICTBA B 00IacCTH

l'ocynapcreennast obecrieyeHnsi  MHQOpMALMOHHON  0E30IacHOCTH.
MH(pOpMALHOHHAS Hoktpuna wuH(pOPMAIMOHHOW Oe3omacHocTH  PD,
TOJIATHKA. . 3akoHbl  «O  rocymapcTBeHHOH — TaifHe», «O0
3aK0HOIlaT€ﬂBHHI:I YPOBCHL | yydopmarun, HHPOPMALMOHHBIX TEXHONOTHAX M O
MH(OPMALMOHHO 3ammre uHpopManuu». OCHOBHBIC HOPMATHBHBIC
0€30MacHOCTH. PYKOBOASIIHE JOKYMEHTBI, Kacaroluecs
KommbrotepHsie rOCYIapCTBEHHONM TaliHBl W KOH(UAEHIHATHLHOM
HPECTYIUICHHS. undopManuyu. HopMaTHBHBIE aKThl aJMHHHCTPALUH
OtseTcTBeRHOCTH 33 | Bonrorpana B obmacth  MH(OPMAIMOHHO#
COBEpIICHUE 0€30MaCHOCTH.

KOMITBIOTEPHBIX

MIPECTYIUICHUH.

Texuonoruss  paborsl B | [loHsiTHe araku Ha HHPOPMAIUOHHYIO CHCTEMY.

CIIPAaBOYHO-TTPABOBBIX

K.]'IaCCI/I(l)I/IKaHI/Iﬂ atak. Bunpl MMPOTUBHUKOB  WJIN

cucremax. Knaccupukanus | “Hapymmrenei”, ux knaccupukanus. Kanansl yredxu
arak. [lonsatue  yrpossl. | HHpOpPMAUUU: BU3yaITbHO-ONTHYECKUH, aKyCTUYECKHUMH,
Mopens yIpo3. | DJIEKTPOMArHUTHBIA U MaTepHaIbHO-BEIECTBEHHBIMH.
PexomeHnnanuun no | Ilowarue  yrposel. HMcrouHuku yrpo3 H©  HX
obecrieueHnIo knaccudukanua.  IloctpoeHme  Momenu  yrpos
nHpopMannoHHOH opraumzanuu. [Ipumepsl. CriennanbHble TpeOOBaHUS 1
0€301acHOCTH. pexomeraanu. [lokasarenu 3amumenHoctd. Cucrema
3amuThl  MHPOPMAIMKM OT HECAaHKIMOHWPOBAHHOTO
Joctymna. PekoMeHmyeMble Mepbl IO  0OECICUCHHIO
3amuThl MHGOPMALMK B IIpOLEcCe HKCIUTyaTalluu
nH}pOpMaMOHHOK CHUCTEMBI. PaspemmrensHas
crcTeMa JIOMycKa.
Wudopmannonnas Creranorpagpus u  kpunrorpadus.  BaxHocTb
OezomacHocts.  OCHOBHbIE | KpunTorpaguu Ipu pemieHuH 3aaady  00eCHeYeHUs
MIOHATHUS kpuntorpaduu. | ”HGOPMALMOHHON  0E30IaCHOCTH  XO3SIMCTBEHHOM
IBa COBPEMEHHBIX | JEATENIbHOCTU W COXpaHeHHs KOH(HACHIHaIbHOU
HaTpaBJIeHUSA B | nHGopmanu. OCHOBHBIE TOHATHA KpHUITOrpaduu.
Kpurrorpaduu. [TonsTHe KpuUNTOCHCTEMBI, KIIf04Ya. BO3MOXHEIE aTakn
Krnaccuueckne Ha  KPHUNTOCHCTEMBI, TMOHATHE  KPHUITOAHAJIH3A.
KPHIITOCHCTEMBI. Hanexxnocts  kpumrtocucteMbl.  J[Ba  OCHOBHBIX
HampaBJCHUs B  COBPEMEHHOH  Kpunrorpadwuu.
OnHoangaBuTHBIE u MHOToa(aBUTHEIE
kpuntocuctembl. Cucrembr llesaps u Bukenepa.
B03MOXXHOCTH ~ KpHMNTOAaHAIW3a MHOTOAN(paBUTHBIX
cucteM. Packpsitue cucremsl Bukenepa. HanexHnocts
MHOTOaNI()aBUTHBIX CHUCTEM. AOCOJIOTHO HaJEKHas
KPHUIITOCHCTEMA! “OnHOpa30BHI OJIOKHOT”.
Kpunrocucrema DES.
ONeKTpOHHBII Cucrempl mmdpoBanus, He TpeOyromye mnepenadn
JOKyMEHTO000pOT n | xmova.  [IpoTokonx  WCHONB30BaHMA  CHCTEMBI
JJICKTPOHHAS noanuck. | «OaHOpa30BBIH OJIOKHOTY, HE TpeOyromuit
Kpunrrorpadust ¢ OTKpHITBIM | TIEpBOHAYANBHOTO OOMEHa CEKPETHBIMH  KIIFOYaMH.
KIFOUOM. Cuctems! | Kpunrorpaguss ¢ oTkpwIThIM  KitouoM.  [lonsATHE
mmppoBaHus, HE | OTKPBITOTO M  CEKPETHOro Kioda. IIpuHIMIEL
Tpebyromue nepefayn | MOCTPOSHHUS] KPHUIITOCHCTEM C OTKPBITBIM KITFOUOM.
KITI0Ya. OnexTpoHHas | V3BeCTHBIE KPUNTOCHUCTEMBI C OTKPBITHIM KIIOUYOM H
MHOJIHUC. ux amroputmbl. Cucrema RSA. JlnmHa xmoda B

KpuUnrorpaduu ¢ OTKPHITEIM KM04oM. OZHOCTOPOHHSASA
¢$yHKIHS, BO3MOXHOCTb ee HCTIONB30BaHUs.
OneKTpOHHAas! MOANUCH U IPUHIIMIIBI €€ IPUMEHEHHUSL.

HnTepHer B ropuandeckoi

nesitenbHOCTH.  OCHOBHBIE
TEXHOJIOTUH [IOCTPOCHHUS
3al[UIIEHHBIX HcC.

MexceTeBbie OKpaHbI.

OCHOBHBIE TEXHOJOTMHM TOCTPOEHHS 3aIlUIIEHHBIX
HUC. Tlonarue wmexceTeBoro nskpaHa. IlpaBuia
¢UIbTPaLMK ¥ IPUHLUIEL UX NpuMeHeHus. [lakeTHbIe

¢unbTpel.  IlomuTnka — cereBoM  0€30MacHOCTH.
[MonuThka  peanu3allMd  MEXKCETEBBIX  DKPAHOB.
@dyHKIMOHANBHBIE  TpeOOBaHMSI K  MEKCETEBBIM

3KpaHaM M MX KOMIOHEHThl. IIIro3bl ceaHcoBoro u
MNPHUKJIAJHOTO YPOBHS. Hogsle ¢$yHKIMN
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OpanamayspoB. CXembl OpraHu3aldd MEKCETEBBIX
9KkpaHoB. TpeOoBaHMs K MEKCETEBBIM KpaHAM

7 Texunonorus VPN-ceteii. TexHosoruss 0ObEAUMHEHMS JIOKAJIbHBIX CETEd H
OTJIENbHBIX KOMIIBIOTEPOB U€pe3 OTKPHITYIO BHEIIHIOIO
cpelly Tmepelayd JaHHBIX B EIUHYI0 BUPTYalIbHYIO
CeTh, O0OCCICUMBAMIIYIO 3AIMUTY HHPOPMAIUOHHBIX
moTokoB miH TexHomorus VPN-cereii. OcobeHHOCTH
VPN. TyHHenupoBaHHe€ W  €ro OCOOCHHOCTH.
OcHoBHBIE  pa3HOBUAHOCTH  VPN-ycTpoiictB 1o
TexHuueckond peanuzanuu. Pomn  VPN-ycTpolicTs.
BapuanTbel mocTpoeHus 3alUIIEHHBIX KaHanoB VPN.
VYrpo3sr mis VPN. Krnaccupukamus VPN-cereii.
CoBmemenne VPN-TeXHOIOTHIT W MEXCETEBOIO
skpaHa. Hegocratku VPN.

8 3amura uHpopMmanuu B | [IpoGiema oOecrieueHus UHPOPMAIUOHHOM
WntepHer. 0e30macHOCTH MpH  paboTe C TI00ATBHOW CEThIO
Wudopmannonnas Wnrepner.  WudopmaunonHas  Oe3omacHOCTb B
0e30MacHOCTh B YCJIOBHAX | YCIOBUSIX (YHKIHOHHMpOBaHUS B Poccum rio0ambHBIX
(YHKIIMOHHPOBaHUS B | cete. VYka3 mpesumeHta Pd «O wmepax 1o
Poccuu rio6anbHBIX CETEH. obecrieyeHr0  MH(DOPMAIMOHHOH  OE30MacHOCTH
Poccuiickoit @enepanmm B chepe MEKIyHAPOIHOTO
nH(pOpPManMOHHOTO oOMeHay. Yrpo3st
WHPOPMAMOHHOW Oe30macHOCTH TIpH  paboTe ¢
Wnrepner.  Bupychl,  ucmomHseMble  MOIYJH,
BCIUIBIBAIOIME OKHAa MW pekiaaMa. lcmonp3oBanne
AQHTUBHPYCHBIX IIPOTPaMM M MEXCETEBBIX HKPAHOB IIPH
pabore ¢ UutepHer. IIporpammHBIe CpelncTBa
MIPOBEPKU Tpaduka u 060pBOBI c
HECaHKI[MOHUPOBAHHBIM HCIOJBb30BAaHUEM PECYPCOB
nH(OPMAMOHHOM CHCTEMBI.

9 TunoBas cTpykTypa 3alUThl | ApXUTEKTypa THIIOBOM  CHCTEMBI  3aIlUTBl  OT
or HCJl. VYnpaBieHue | HEeCaHKUMOHHPOBAHHOTO jAocTymna. VpeHTndukanus u
JOCTYTIOM. ayreHTu(dukanma.  [laponpHas — ayTeHTH(UKanus.
IIpaBuna npumeHenus naponed. OgHOpa3oBbIE
nmaponu. IlpuHOMIBI KOHTpoONs poctyma. Matpuna
JOCTyma ¥ CIHUCKM JocTyna. llpom3BonbHOoEe U
MIPUHY JUTELHOE yIpaBlieHUuE JIOCTYIIOM. oT oT
OrpannunBaromuii uaTepdetic. PoneBoe ymnpasieHne
JIOCTYTIOM. Kpunrorpaduueckas MoACUCTEMA.
[IporpammHO-anmapaTHbIe CpeacTaa 3aIUTHI
unpopmarun or HCJl. YcrpoiictBa BBOJa uaeHTH-
HBIX TPHU3HAKOB. IIpenMyIiecTBa M HEIOCTATKH HX
UCIIOJIB30BaHMSL. DIEKTPOHHBIE 3aMKH.

HeoTbsemiemMpIM 351EMEHTOM Y4eOHOTO TIpoIiecca SBISETCS CAaMOCTOSTENbHAs paboTa CTyIeHTA.
IIpu camocrosdTenbHON paboTe AOCTUraeTcss KOHKPETHOE YCBOEHHE Y4eOHOro MaTepuana,
Pa3BUBAIOTCS TEOPETUYECKHE CIIOCOOHOCTH, CTONb BAaXKHBIE [UII COBPEMEHHOW TOATOTOBKH
cneunanuctoB. @DopMbel caMOCTOATENBHONW pabOTHl CTYJEHTOB M0 JAMCLUUIUIMHE: HalhcaHue
KOHCIIEKTOB, TIOATOTOBKAa OTBETOB K BONpOCaM, HamucaHWe pedepaToB, peEIIeHHe 3aad,
ucclieIoBaTeNbCcKas paboTa, BBINOJIHEHHE KOHTPOJIbHON pabOTHI.

3amanus ISl CaMOCTOSITEIHHOW pabOThl BKIIFOYAIOT B ¢€0s1 KOMIUIEKC aHAIMTHYECKUX 3aJIaHUN
BBITTOJIHEHUE, KOTOPBIX, NpEANoiaraeT THIaTeIbHOE H3y4Y€HHE HAy4YHOH W ydeOHOH JHMTepaTryphl,
MEPUOTNIECKUX M3JIAaHHA, a TAaK)Ke 3aKOHOJATEIbHBIX U HOPMAaTHBHBIX JOKYMEHTOB IpEIaraéMbIX B
n.6.4 «YyeOHas JnuTepaTypa U pecypchl HMH(POPMALMOHHO-TEIEKOMMYHUKAIIMOHHOW  CeTH
«HTEepHeT», y4eOHO-METOAMYECKOe OOecCreueHue CaMOCTOSTENbHOM paboThl 00ydYaromuXxcs IO
TUCLUIUIMHEY. 3aaHus PEAOCTABISIOTCS Ha IPOBEPKY B IE€YaTHOM BHUJIE.

Pexomengaumnu mo padore ¢ aurepaTrypoit

[lpyu wm3yueHHH Kypca y4eOHOM IUCHMIUIMHBI 0CO0O€ BHHMMaHHE CleqyeT oOpaTHTh Ha
PEKOMEHIYEMYIO OCHOBHYIO U JOTOJIHUTENbHYIO JIUTEPATYPY.
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BaxHBIM 37€MEHTOM MOJrOTOBKM K CEMHHApy SBISETCS TIyOOKOoe H3yuyeHHEe OCHOBHOM H
JOTIOJIHATEIBHOMN JINTEPATYPhl, PEKOMEHIOBAHHOM IO TEME 3aHATHUSA, a TAK)KE IEPBOMCTOYHUKOB. [Ipn
9TOM IIOJIE3HO NPOYUTAHHYIO JIMTEPATYpPy 3aKOHCIEKTHPOBaTh. KOHCIEKT IOKEH OTBEYaThb TPEM
TpeOOBaHUAM: OBITh COJIEPKATEIbHBIM, 10 BO3MOKHOCTH KPATKUM M MIPABUIBHO O()OPMIIEHHBIM.

CopnepxaTenpHbIM €ro CJeIyeT CUMTaTb B TOM Cllydae, €ClIM OH IIepellaeT BCE OCHOBHbBIE
MBICIIM aBTOPOB B LIEJIOCTHOM BHJAE. M3I0KUTh TEKCT KpPAaTKO — 3TO 3HAYUT IEpefaTh COACPKAHHE
KHMIH, CTaTbU B 3HAUUTEIILHON Mepe CBOUMH cioBaMH. [Ipu 3ToM ciieyer npuaepKuBaThCsl IpaBuUiia
- 3aIMChIBaTh MBIC/Ib aBTOpa padOThI JIMLIb IIOCJIE TOTO, KAaK OHA XOPOILO MOHATa. B Takom ciyuae
IocTaBlIeHHas Lenb OyneT AocTurHyra. LlutupoBaTh aBTOpOB HM3yuyaeMbIX paboT (¢ 00s3aTenbHON
CCBUIKOM Ha MCTOYHUK) CIEAYET B T€X CIIydasX, €CJIM HaJ0 3allUChIBaTh OYEHb BAYKHOE ONPE/EIICHUE
HJIM IOJIOJKEHHE, 0000IIAIOIIHI BHIBOI,.

BaxHo u BHemHee oopmieHne KOHCIEKTa. B ero Havane Hajo yka3aThb TEMy CEMHUHapa,
JaTy HalWUCaHWs, Ha3BaHUS JIMTEPATYpPHBIX HCTOUYHUKOB, KOTOpPble OyIyT 3aKOHCHEKTHPOBAHBI.
I'myGokast camocTosiTenibHAsi paboTa HaJA HUMH OOECIIEYHT YCIIEIIHOE YCBOCHHE H3ydaeMoi
JUCLUILINHBI.

OgHuM U3 BaXHEWIIMX  CPEACTB  CEPbE3HOIO  OBJAJACHUA  TEOpUEH  sIBIsIETCA
KOHCNEeKmupoeanue nepeoucmoyHuKoe.

Jlis cocraBieHHs KOHCIEKTa PEKOMEHJYETCsl CHayajla MPOYUTaTh padoOTy LEIMKOM, YTOObI
YSCHUTh ee OOIMil cMbICI U cofep:kaHue. IIpm 3TOM MOXKHO clienaTb OMETKH O €€ CTPYKType, 00
OCHOBHBIX IOJIOKEHUSAX, BBIBOJAX, HAJ0 CTApaThCs OTVIMYATh B TEKCTE OCHOBHOE OT BTOPOCTEIIEHHOTO,
BBIBOJIbI OT aPTyMEHTOB M J0Ka3aTeNIbCTB. ECiM €CTh HENIOHATHBIE CII0BA, HA/I0 B DHIUKIIONEINYECKOM
CJIOBape HaiTH, YTO 3TO CIOBO 00O3HAYaeT. 3aKOHYMB uTeHHe (naparpada, IaaBbl, CTaTby) HA/I0 337aTh
cebe BOIpockl Takoro poja: B uem riaBHast Mpicib? KakoBbl OCHOBHBIE 3BEHbs Jl0Ka3aTeabeTBa ee? Uto
BBITEKAET U3 yTBEpXkAeHUM aBTopa? Kak 3TO cornacyercs ¢ Te€M, UTO yXKe 3HAeTe O INPOYUTAHHOM U3
JpYTUX UCTOYHUKOB?

SIcHOCTh M OTYETIIMBOCTH BOCHPUATUS TEKCTa 3aBUCUT OT MHOIOIO: OT COCPEJOTOYEHHOCTH
CTYAI€HTa, OT TEXHMKM UTEHMs, OT HACTOHYMBOCTH, OT SPKOCTH BOOOpPaKEHUS, OT TEXHUKHU
(UKCUPOBAaHHUS MPOYUTAHHOTO, HAKOHEI, OT APYAUIMH — OOLIEH W B KOHKPETHO paccMaTpUBAEMOM
npobieme.

PesynpTaToOM nEepBOHAYAIBHOTO YTEHMSI JOJIKEH OBITh NPOCTOW nIaH mekcma u uemkoe
npeocmasienue o HesICHbIX Mecmax, OTMEUeHHbIX B KHUTre. [locie npeaBapuTeabHOro 03HaKOMIICHHUS,
IpU TIOBTOPHOM YTEHUU CIEAYET 6bl0eIUnb OCHOBHblE MbICIU aémopa W WX pPa3BUTHE B
NIPOU3BEJCHNH, OOpaTUTh BHUMaHWE HAa OOOCHOBAaHUE OT/AEIbHBIX MOJOXKEHUH, HA METOJbl U (OPMBI
JIOKa3aTelibcTBa, HauOoyiee spKue MNpuMepsl. B xome 3Toil paboThl OKOHYATETBHO OTOMpaeTcs
MaTepual Ul 3alIUCH U ONPEIEINIAETCS €€ BUA: NAAH, Me3UCbl, KOHCNeKM.

[Inan 5TO KpaTKuii, MOCJIENOBATENbHBIM IIEpEeYeHb OCHOBHBIX MBICIEH aBTOpa. 3aIuch
IIPOYUTAHHOTO B BUJIE TE3UCOB — ITO BBIABICHUE U 3aIMCh ONOPHBIX MBICIEHN TekcTa. PasHuna Mexay
IJTAHOM UM T€3UCaMHM 3aKJI0YaeTcs B CIEAYIOUIEM: B IUIaHE MBICIb Ha3bIBaeTCs (CTaBb BCEI/Ia BOIIPOC: O
4yeM TroBOpuTCs?), B Te3nucax — popmynupyercs — (4To UMEHHO 00 3TOM roBOpUTCs?). 3aUCh OMOPHBIX
MBbICIIEN TEKCTa BayKHA, HO MOJIHOIO MPEACTAaBIEHUS O MPOYMTAHHOM Ha OCHOBAaHUU MO00HOH 3amucu
HE COCTaBMIIb. Ba)kHO OCMBICINTB, KaK aBTOP JJOKAa3bIBAET CBOIO MBICIb, KaK yOeXK/IaeT B ICTUHHOCTH
CBOMX BBIBOJIOB. Tak BO3HUKaeT KOHcHEeKT. dopMma 3amucu, Kak Mbl YK€ OTMETHIIU, YCIIOXKHSIETCS B
3aBHCUMOCTH OT Liesiel paboThl: TIaH — O 4eM?; Te3HUChl — O YeM? YTO UMEHHO?; KOHCIIEKT — O 4eM?
YTO UMEHHO? Kak?

KoHCIEKT — 3TO KpaTKOE MOCIEN0BATENILHOE U3I0KEHUE coaepkaHus. OCHOBY €ro COCTaBIISIET
IJIaH, TE3UChl M BBIMUCKU. HexocTaTku KOHCHEKTUPOBAHUSA: MHOTOCIOBUE, LMTHUPOBAHHE HE
OCHOBHBIX, a CBSI3YIOLIUX MBICJIEH, CTPEMJIEHHE COXPAHUTh CTHIIMCTUYECKYIO CBSI3aHHOCTH TEKCTa B
yiiepb ero jormdeckoi crpoitHocTu. [IprcTynaTh K KOHCHEKTUPOBAHUIO HEOOXOAMMO TOT/AA, KOraa
CJIO’KMJIMCh HaBBIKM COCTABIICHUS 3alMCH B BHJIE Pa3BEPHYTOI0 MOJPOOHOTO IIIaHa.

®dopma 3anmucu TPH  KOHCMEKTHPOBAHUM TpeOyeT 0CO00TO BHUMAHHUSA: Ba)XHO, YTOOBI
COOCTBEHHBIE YTBEPXJCHUS, Pa3MBIIUICHUS HaJ MPOYUTAHHBIM, YETKO OTIEISUIMCh MpPU 3allHCH.
Pa3zymMHee BBIHOCHUTH CBOM TOMETKM Ha IIMPOKHUE IOJISI, 3alKMChIBaTh HAa HUX [JOMOJHHUTEIbHBIE
CIIpaBOYHBIC JaHHBIE, NOMOTAIOIINE YCBOCHHUIO TEKCTa (Jara COOBITHS, YMOMSHYTOIO aBTOPaMH;
CBEICHUSI O JIMIIe, HA3BAHHOM B KHUTE; TOYHOE CO/epKaHue TepMuHa). Eciii KOHCIEKTHUpPYETCsl TeKCT
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BHYIIUTEIHLHOTO 00BhEMa, HEOOXOAMMO YKa3blBaTh CTPAHHIIBl KHHUTH, KOTOPHIE OXBATHIBACT Ta WIIU
WHas 4acCTh KOHCIIEKTAa.

Jlist ynoOcTBa MOTh30BaHMSI CBOMMH 3aMMMCSIMHU BaKHO 03arjaBUTh KPYITHBIC YACTH KOHCIIEKTA,
MOAYEpKUBas 3a207106Kku. Cieayer NOMHUTh O HAa3HAYEHUM KPACHOM CTPOKH, CTPEMHUTBHCS K YETKOM
rpaduKke 3amuced — YCTyNaMmH, KOJOHKaMH. M3maraTh TJIaBHBIE MBICIIM aBTOpa M HUX CHCTEMY
apryMEHTOB HEOOXOJMMO IMPEUMYIIECTBEHHO CBOMMH CJIOBaMH, IepepadarbiBas TakKUM 00pa3oM
nHPOPMALINIO,— TaK NMPOXOAMUT YSCHEHHE €€ CyTH. MpICib, (ppa3bl, MOHATHIE B KOHTEKCTE, MOTYT
npuobpectu Oosee MPOCTPaHHOE H3JNOKEHHEe B 3amucd. Ho TekcT opuruHaga cBEpThIBACTCS, U
CTYJEHT, OTpabaThIBasi IOTUYECKOE MBIIIICHUE, YUYUTCS BBIACIATH TJaBHOE U 00001IaTh OAHOTUITHBIE
CyXJeHus, ogHopoaHble (akTel. Kpome Toro, nenmas 3amicu CBOMMHM CJIOBaMH, 0000Ias, CTYAEHT
YUYUTCS TUCBMEHHOM PEUH.

3Hanue oOmIel CTpaTeruu YTEHUS, TEXHHUKU COCTABJICHME IUIaHA U TE3HCOB OINpPENEeNsIeT H
TEXHOJIOTHIO0 KOHCIIEKTUPOBAHMUS:

J BHUMATEJIFHO YUTAaTh TEKCT, IMOIYyTHO OTMEYas HEMOHSATHBIE MECTa, HE3HAKOMBIE TEPMHUHBI H
NOHATHA. Boinucams na nona 3HaueHre OTMEYCHHBIX MTOHATHH.

J IpU TIEPBOM YTEHHU TEKCTa HEOOXOAWMO COCTABUTHh €r0 HPOCHON MaH, TIOCIIEI0BATEIbHBIN
NepevYeHb OCHOBHBIX MBICIICH aBTOPA.

. IpU MMOBTOPHOM UYTCHHH TEKCTAa BBIACISATH CUCHEMY O0OKA3AMENbCME OCHOBHBIX ITOJIOKECHUM
paboThI aBTODA.

J 3aKJIFOUUTEIIbHBINA ATan paboThl ¢ TEKCTOM COCTOUT B OCMBICIICHHH PaHEE OTMEUYEHHBIX MECT U
UX KpaTKOW TMOCIIEIOBATEIIbHOM 3aITUCH.

. IIpU KOHCTIEKTUPOBAHUH HY>KHO CTPEMUTHCS 6bIPA3UNIL MbICTIb A6MOPA CEOUMU COAMU, ITO
nomMoraet 0oJjiee TITy0OOKOMY YCBOCHHUIO TEKCTA.

o B paMKax paOoThl HaJ TEPBOUCTOYHMKOM BaXXEH YMENbIH oméop uumam. HeobGxomumo

YUUTHIBaTh, HACKOJIBKO SPKO, OPUTHHAIBHO, CKATO U3JI0KEHA MBICHb. LluTHpoBaTh HEOOXOANMMO
T€ CYXICHHS, HA KOTOPHIE BIIOCIECACTBUU BO3MOXKHA CCHUIKA KaK Ha aBTOPUTETHOE H3JI0KCHHE
MHEHUS, BBIBOJIA 110 TOMY WJIM HHOMY BOIIPOCY.

KoHcrekTrpoBaTh IejIecoo0pa3HO HEe Ha OTIEIBHOM JIUCTe, a B OOINEH TeTpaad Ha OJHOM
crpanuiie Jmcta. OOOpOTHas CTOpPOHA JIMCTa MOXET OBITh HCHONB30BaHA JJS JOTMOJHEHHH,
HE00XO/IMMOCTh KOTOPBIX BBUICHUTCS B JaibHelmeM. [Ipy KOHCIEKTHpPOBaHMM JUTEPATyphbl CIEIyeT
OCTaBUTh LIMPOKHUE MOJISA, YTOOBI 3aIMcaTh HA HUX IJIaH KOHCMEKTa. [1ons MOryT ObITh MCIONB30BaHbBI
TaKKe JJIs 3alMCH CBOMX 3aMEYaHul, JTIONOJIHEHUH, BOIIPOCOB. 1Ipy BBICTYIIJIEHUN HA CEMUHAPE CTYACHT
MO>KET TOJb30BAaThCsS CBOMM KOHCIIEKTOM Ui IIMTUPOBAHHs TEpBOMCTOYHUKA. Bce oOydarommecs
BHUMATCJIbHO CIYHIAOT BBICTYIUICHHUA OJHOIPYIITHUKOB, OTMEYAIOT CIIOPHBIC WU OIIMOOYHEIE
MOJIOKEHHSI B HUX, BHOCST TMOMPABKU, MPEACTABISIOT CBOM pPelIeHHS U OOOCHOBaHHS 0OCYKIaeMbIX
npoOsiieM. B KoHIle cemuHapa, Korja MpernoiaBaTeiib MOJIBOJUT UTOTH 3aHSTHS, CTYJCHTHI C YYETOM
PEKOMEHIallui MpEenoAaBaTessi U BBICTYIUIEHUHM COKYPCHHUKOB JAOIOJHSIOT WM HCHPABISIOT CBOU
KOHCIICKTHEI.

Oco0eHHOCTH M3YUYeHHS JUCHUILIMHBI CTYAeHTAMH 32049HOii (popm 00yueHus:

Crynentsl 3a04HOM (opM 0OyueHHMs H3ydalOT OTJENbHble Haubojee 3HAuYUMble TEMBI
JUCIUIUIMHBL, COIJIACHO OTBEJIECHHBIM 10 Y4eOHOMY ILJIaHy YacaM, Mol pyKOBOJICTBOM IpernojaBaTesns
B XOJI€ ayIUTOPHBIX 3aHATHI. OcTaabHbIe TEMbI JUCUUILIMHBI CTYIEHTHl U3yUYalOT CaMOCTOSTENBHO. B
XOJIE CAaMOCTOSITENIbHOM padOThI CTYJEHTHI MUUIYT KOHTPOJIbHYIO paboTy MO OAHON U3 MPEAIOKEHHBIX
npenojaBaTesieM TeM. B XoJe 3a4eTHO-3K3aMEHAIMOHHOM CECCHM CTYAEHThl IPEACTaBISAIOT
KOHTPOJIbHYIO paloTy Juisl olleHKH. Hannuue mosioXuTeabHOW OLIEHKH SIBJSIETCS JOMYyCKOM K chade
3aueTa 10 AUCLHUIIINHE.

[TpakTiueckue (CeMUHApCKUE) 3aHSTHSI BKIIOYAIOT B ce0sl M CIENMAIbHO MOJATOTOBIIEHHBIE
pedepatbl, BEICTYIUIEHUS 110 KaKOW-TMOO0 CII0KHOM MM 0000 aKTyallbHOM mpobieme, pelieHue 3a1ad.
Ha npakTtrueckom (ceMUHAapCKOM) 3aHATUU CTYJIEHT MPOSIBIISIET CBOE 3HAHUE MPEAMETa, KOPPEKTUPYET
uHpOpMaIMIO, TOJYYEHHYI0 B IIpolecce JEKIHOHHBIX M MPaKTHUECKUX 3aHATUH, (QopMupyeT
onpeseNieHHbI 00pa3 B Tja3ax MpenojaBaTelisi, IMOJIydaeT HaBBIKM IPAKTUYECKOM paboThl Ha
KOMIIBIOTEPE, HaBBIKU IIPAKTHUECKOTO PELIEHUS 3a1a4.
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IIpn mnpoBenacHUM 3aHATUM CIEAyeT YJIEIATh BHUMAHUE TEOPETUYECKUM BOIPOCAM,
OCOOCHHO IO CIOXHBIM TeMaM. TeopeTHueckue BOIPOCHI  paccMaTpUBAIOTCS OO
CaMOCTOSITENIbHO, OO B CBSI3M C PELICHHEM KOHKPETHBIX 3a1ad. OOCyXIeHHE TeOpPETHUYECKUX
BOIIPOCOB 3aCTaBUT CTYJCHTOB HE TOJILKO TOTOBUTH PEIICHHE 33/1a4, HO U TOTOBUTH TEMY B IIEJIOM.
TeopernueckuM BompocaMm IenecoodpasHo yaensath a0 15-20 munyrt. Ilpu HeoOxommmocTu
TEOPETUYECKUM BOIIPOCAM MOKET ObITh MOCBSIIECHA OOJbIIAs YaCTh 3aHATHUS.

3amaBaeMble CTyJCHTaM 33Ja4d W TEOPETHUYECKHE BOMPOCHI JUIsi OOCYXICHHUS Ha
MPAKTUYECKUX 3aHATUSAX JOJDKHBI TIIATENBHO IPOJYMBIBATBCA, C TEM, YTOOBI OXBAaTUTH IO
BO3MOXXHOCTH BCE€ Ba)KHBIE acleKThl TeMbl. KolnuecTBO 3aiaBaeMbIX 3a/iad 3aBUCUT OT TEMBI U
CJIO)KHOCTH PEIICHHSI, HO OOBIYHO COCTaBIISIET HE MeHee 3-4.

PexoMeHganuu 1o nmoAroToBKe K MPOMeKYTOYHOM aTTeCTALINH

K cnave 3auera 1o JUCHMILTMHE AOMYCKAIOTCS CTYJIEHTHI, IOJIy4YHUBIINE HE MeHbIIe 60 6amioB
npu TeKymep"I aTTeCcTalunuy. HpI/I MOATOTOBKC K 3a4€Ty CTYACHT BHHMATCIIBHO IIPOCMATPUBACT
BOIIPOCHL, MPEAYCMOTPEHHbIE B paboueil mporpaMme, M NOPOAOKAET 3HAKOMUTBHCS C
PEKOMEHJIOBaHHOM JuTepaTypoil. OCHOBOM HJisi cllayd 3adeTra CTYJCHTOM SIBJISICTCS H3y4EHUE
KOHCIIEKTOB OO30pHBIX JIEKIUH, MPOCIYIIAaHHBIX B TEYEHHE ceMecTpa, MH(GOpMalUu MOJy4YEeHHOW B
pe3ysibTaTe caMOCTOSITENIbHONW pabOThl M MOJyYE€HUE MPAKTUUYECKUX HABBIKOB IPU PEIICHUU 33/1a4 B
TEYCHHE CEMECTpa.

OyHIaMEHT JTI000r0 y4eOHOTrO Kypca 3akiaJbIBacTcs Ha JICKIMOHHBIX W IMPAKTUYCCKUX
3aHATUSX, @ TaKXkKe MPU MOArOTOBKE K HUM. HeoOXxoaumo BbIpabOTaTh CEpPhe3HOE OTHOILIECHHE K
KOHCIIEKTY JICKI[UH, KOTOPBIA JOJDKEH B IOJIHOM O0BEME OTpaKaTh COJACPKAHHE JICKIWH. 3armcu
JOJKHBI OBITh aKKypaTHBIMU. JKenaTenbHO 0c000 BBIACIUTE BCE OMPENEICHHs U KII0YeBbIe MOMEHTHI
nekur. Oco0o ciieyeT OTMETUTh, YTO, HECMOTPSI Ha MPAKTUYECKYIO HAMPaBICHHOCTh CEMHUHAPOB U
BBHITIOJTHEHUE BCEX 33/JIaHUI HAa KOMIBIOTEpE, CTYACHTaM HEOOXOJUMO CaMOCTOSITENIbHO 3aIUCHIBATH
KIIFOUE€BBIE MOMCHTBI BaILaHI/Iﬁ B KOHCIICKT, JOITOJIHAA JICKIIUU. B CJIyda€ HECAOIMOHUMAaHUA HCKOTOPBIX
MOMEHTOB HE00X0JUMO 00s13aTeNIbHO 00paIaThCsl K MPEIo1aBaTeNio 32 KOHCYIbTaI[UEH.

Jlns Gonee ycHEmIHOIO OCBOEHHMSI MaTepuajga HeoOXOJUMO HMCIOJIb30BaTh JOMOJHUTEIBHYIO
TUTepaTypy. YUeOHUK HY>KHO HE MPOCTO YUTaTh, @ U3y4aTh; OCHOBOW 3alIOMUHAHUS SIBISIETCS] TOJIBKO
IIOHUMAaHHUEC IMPOYUTAHHOTIO. HGO6XOI[I/IMO BI)Ipa6OTaTI> IMPUBBIYKY CHUCTEMAaTHYECKOU
CaMOCTOSITENTFHON paboThl, «HATACKMBAaHUE» K dK3aMEHY WJIM 3a4eTy JaeT ClaOblii U MOBEPXHOCTHBIN
pe3yJbTar.

Jns ycnemHo#l ciaum 3adeTa CTYACHT JOJDKEH 3HaTh M MOHUMATh JOCTATOYHO COJIMIHBIN
o0beM Marepuana. He oTknaapiBaiiTe mpoliecc 3ayyuBaHUS HA IOCIEIHUE JIHU TEpes 3a4ETOM.
[ToaroroBka J0JI’)KHA BECTUCH C MEPBBIX JIEKIIUI.

7. YueOHas quTepaTypa u pecypcbl HH(POPMALMOHHO-TEJIeKOMMYHUKAIIMOHHOH ceTH UHTepHeT

7.1. OcHoBHAas1 IUTEpaTypa
1. Mamok, A.A. Beenenue B HHpOpMamoHHy0 06e30nacHOCTh: yueOHoe mocodue. ["opsyast TuHuU-
Tenexkom. 2021. Pexxum mpoctyma: http://www.iprbookshop.ru/11979 .- 55C «IPRbooks»
2. Kanusen E.K. UHpopMmaliMoHHbIE TEXHOIOTUU B MPOGECCHOHATBHON AEATEIbHOCTU [DJIEeKTPOH-
HBI pecypc]: kypc nekuuil. OpenOypr: OpeHOyprckuii rocyaapcTBeHHbIH yHuBepcurer, DbC
ACB. 2022. Pexxum nocryna: http://www.iprbookshop.ru/54115 . — 3BC «IPRbooks,
OBC Jlans http:/lib.ranepa.ru/base/abs-izdatelstva--lan-.html#
9BC IPRbooks http://lib.ranepa.ru/base/abs-iprbooks.html
DIEKTPOHHOE U3/IaTEIHCTBO «FOPAMT» http://www.biblio-online.ru

oA~ w

7.2. JlonmosiHMTEIbHAS JIUTEpPaTypa.
1. KomsutoB B.A. NHbopMmanmonHoe mpaBo: Bompockl Teopuu u mnpaktuku / B.A.KombuioB. — M.:
KOpucts, 2016. — 623c.
2. KysuenoB W.H. busnec-6e30macHOCTh [DNeKTpOHHBIN pecypc]: yuebHoe mocodue. M.: JlamkoB u
K. 2012. Pexxum pocryna: http://www.iprbookshop.ru/10906.— 3bC «IPRbooks»
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12.

OBC Jlans http://lib.ranepa.ru/base/abs-izdatelstva--lan-.html#

OBC IPRbooks http://lib.ranepa.ru/base/abs-iprbooks.html

DnektponHOe H31aTenbeTBO «FOPAMT» http://www.biblio-online.ru

JokTpuna uHpopmarronHon 6ezonacHocta PO (yTB. [Ipesunentom PO 09.09.2000).

3akoH P® “O rocynapcrsennoi taitne” Ne 5485-1 ot 21.07.1993 r.

3akoH P® “O6 undopmaruu, nHGOPMAITMOHHBIX TEXHOJIOTHAX U 0 3amuTe nHpopmammu” Ne 149-
@3 ot 27.07.2006

3akoH PO “O kommepueckoit Taiine” Ne 98-D3 ot 29.07.2004 .

. bk V. UHTEepHET: TpoTOKOJBI Oe30macHocTr: Yuebnsiid kypce. CII6.: [Turep-nipecc, 2012.
11.

3uma B.M., Monnossu A.A., Moanossua H.A. be3omacHocTh TI00AIBHEBIX CETEBBIX TEXHOIOTHH.
CII6: BXB-IlerepOypr, 2014.
KomnbrotepHas mnpectynHocTs M MHpOpManuonHass Oe3zomacHocts /Ilog o6m. pex. A. IL
Jleonosa. Mu.: APNJI, 2014.

7.3. HopmaTuBHbI€ IPABOBbIE JOKYMEHTHI M HHASI NPaBOBasi MH(GOpMALU

Koncrutynus Poccuniickoit @enepauuu ot 12.12.1993 ( ¢ mocii. nonpaBkamu )

2. @enepainbHblil 3akoH oT 27 utonst 2006 roga Ne 149-03 «O6 unpopmanuu, nHGOPMAITUOHHBIX

TEXHOJIOTHUSX U O 3aIIUTe HH)OPMAIII»;

®enepanbublii 3akoH OT 27 utoiisg 2006 roga Ne 152-03 «O nepcoHAIbHBIX TAHHBIX);

4. Tlonoxenue o0 oOecrieueHUH OE30MACHOCTH NEPCOHAIBHBIX JaHHBIX MIPU UX 00pabOTKE B MH-
(opMalMOHHBIX CHCTEMAax MEPCOHAIbHBIX JAHHBIX, YTBEPXKJIEHHOE NocTaHoBieHueM [IpaBu-
tenbcTBa Poccuiickoit denepatuu ot 17 Hos1Ops 2007 roma Ne 781;

5. Tlopsinok mpoBeneHHs Kiaccu(UKaUuu HHOOPMAIMOHHBIX CHUCTEM IEPCOHAIBHBIX JAaHHBIX,
yrBepkaeHHbii nmpukazoM @CTIOK Poceun, ®CB Poccun u Munundopmeszu Poccun ot 13
despana 2008 roma Ne 55/86/20 (3apeructpupoan Muntoctom Poccun 3 ampens 2008 roga,
peructpauroHHbId Ne 11462);

6. ba3oBas Mojenb yrpo3 0€30MacHOCTH MEPCOHAIBHBIX JAHHBIX MIPU UX 00paboTKe B MHPOpMa-
LIMOHHBIX CUCTEMAaX MEPCOHANBHBIX NaHHBIX (YTBepxkaeHa 3amecturenem aupekropa GCTIK
Poccun 15 despains 2008r.);

7. Metoauka onpeaeneHns akTyalbHbIX YIpo3 0€30MaCHOCTH NEPCOHANBHBIX TaHHBIX MPH UX 00-

paboTke B MHPOPMAIIMOHHBIX CHCTEMaX MEePCOHANbHBIX JaHHBIX (YTBepkJIeHa 3aMecTHTEIeM

nupekropa DCTIK Poccun 14 despans 2008r.).

3akoH P® «O rocynapcrenHoi taitHe» Ne 5485-1 ot 21.07.1993 .

3akoH P® «O xommepueckoii TaitHe» Ne 98-D3 ot 29.07.2004 r.

=

w

©

7.4. UHTEpHET-peCcypChl, CHPABOYHBIE CHCTEMBI

http://base.garant.ru/ - cnpaBo4Ho-monckoBas cucrema «IapanT»
http://www.consultant.ru/ - cipaBouHo-norckoBas cucrema «KoncynpranT [Trocy
http://www.pfrf.ru/ - obunmansusrii caiit [lencuonsoro gonga PO
http://www.kremlin.ru/ - obunmanersiii caiit [pe3unenta PO

http://www.cbr.ru/ - obpunmanshsrii caiit llenrpansHoro 6anka PO

OdunmansHelii caiit ['ocynapcrBenHoi Jymbr PO - duma.gov.ru

Odunmanshelii cait [IpaBurenscTBa Bonrorpaackoit odnactu - volganet.ru
Odummanpusiii caidt [IpaButenscta PO - mpaBuTenbcTBO.pd

Odurmanshbiii caiit CoBera @eneparmu - council.gov.ru

wCoNoOR~WNE

7.5. UHble HCTOYHHUKH
Her

8. MarepnanbHo-TexHu4eckasi  0a3a, HMHQOPMALMOHHbIC  TEXHOJIOIMH,
NporpaMMHoe odecrnedyeHue U HH(POPMALMOHHbIE CIIPABOYHbIE CHCTEMBbI
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MarepuanpHo-TeXHHUECKOe obecneueHne aucuuiimHbl  «IIpaBoBas  mHdopmaTHkay
BKJIIOYAET B ceO0sl:

- JIEKUMOHHBIE AayAUTOPUH, OOOPYIAOBaHHBIC BHICONPOCKIIMOHHBIM O000pYyIOBaHUEM IS
Mpe3eHTAalHi, CPEeICTBAMU 3BYKOBOCIIPOU3BEICHUS, SKPAHOM;

- TIOMEIIEHUS JUIs TPOBEICHHUA CEMUHAPCKUX U IMPAKTHMYECKHX 3aHATUH, 000pYyIOBaHHBIC
y4eOHOU MeOeIbIo;

- KOMIIBIOTEPHBIE KJIACChl, OCHAIIEHHBIE COBPEMEHHBIMM KOMIIBIOTEpAMHU C BBIXOJIOM B
WHTepHeT M YCTAaHOBJIEHHBIMH B CETH CIELUUAIbHBIMU IAKeTaMU MPOrpaMM, OOecreYHBAOIIMMHU
yueOnbiii iporecc, Bkiatodas CIIC Koncynprant [lmroc u ["apanT.

JucuumivHa  JO/DKHA — OBITh  MOAJEPXKAaHA  COOTBETCTBYIOUIMMHU  JIMICH3MOHHBIMHU
nporpaMMHbIMU Tipoayktamu: Microsoft Windows 7 Prof, Microsoft Office 2010, Kaspersky 8.2,
CIIC I'apanr, CIIC KoHcynbTaHT.

[TporpamMmHbIe cpencTBa obecriedeHust yueOHOro mnpoiecca BKI0YaroT:

— omeparmonHblie cucteMbl cemeiictBa Windows (10): Microsoft WINHOME 10 RUS OLP NL
AcdmcLegalizationGetGenuine,MicrosoftWinPro 10 RUSUpgrdOLPNLAcdmc;

— naket oucHoro [10 - Microsoft OfficeStd 2019 RUS OLP NL Acdmc;

- IPOTrPAMMBI-apXHUBATOPHI;

- aHTHBHUPYCHBIC TIPOTPAMMBI;

- IPOTrPaMMBbI PE3EHTAMOHHON TpaduKH;

- TEKCTOBBIE PEIAKTOPBL;

- rpaduueckue peJaKkTophI;

- DJICKTPOHHAs Ta0IHIIa;

- 0a3a JaHHBIX;

- CIIC Koncyasbtanrt [lmtoc;

- CIIC I'apanT Aspo;

- DJICKTPOHHAs OUOIMOTEKA;

- IPOrpaMMa AIEKTPOHHOT'O TECTUPOBAHHUSI.

By3 obecrieunBaeT Kaxaoro oOydaromierocs pabOYMM MECTOM B KOMITBIOTEPHOM Kjlacce B
COOTBETCTBUH C 00bEMOM H3y4aeMbIX JUCLHUILINH, 00€CIIeUNBaCT BBIXOA B CeTh VIHTEpHET U 10CTYI K
CIIC Koncynbrant [Tntoc u CIIC I'apanr.

MarepuanbHO-TEXHHUECKOE 0OecreueHre AUCHUIUINHBI Il 00Y4aromuXcs ¢ OrpaHUYeHHBIMU
BO3MO>KHOCTSIMU 3/I0POBbSI U HHBAJIUI0B BKIIIOUAET B ce€0s ClieyIolIee:

- y4eOHbIE ayJUTOPHM OCHAILEHBI CIEIHUATbHBIM 000pYy/lIOBaHMEM U Y4YEOHBIMH MECTaMHU C
TEXHUYECKUMH CpPEJICTBAaMU OOy4YeHHUsS [ OOy4arolmMXCcs C Ppa3Iu4YHbIMU BHJAAMU OTpPaHUYEHUI
3/10pOBbBS;

- yueOHasl ayIuTOpusi, B KOTOPO 0OydaroTcs CTYAECHTHI C HapylIEHUEM ciayxa o0opyJoBaHa
KOMIIBIOTEPHON TEXHUKOM, ayAMOTEeXHUKON (aKyCTUUYECKUH YCHIIUTENb U KOJOHKH), BUICOTEXHUKOMN
(MyIbTUMEIUUHBIM MPOEKTOp), MyJIbTUMEIUNHONW cucTeMOW. [ oOydeHus Jul ¢ HapyLIeHUSIMU
cllyXa HCHOJb3YIOTCS MYJbTUMEIUMHbBIE CpelCcTBAa U JApPYrMe TEXHMUYECKHE CPEACTB Ui IMpHeMa-
nepenayu yueOHoM nH(pOpMaLMK B JOCTYIHBIX opmax;

- s c1a0OBUIAMIMX OOYYAIOMIMXCS B JIEKLIMOHHBIX U YYEOHBIX ayJUTOPUAX MPETyCMOTPEH
MIPOCMOTP yAAJICHHBIX OOBEKTOB (HampuUMep, TEKCTa Ha JOCKE WM ClIaijila Ha dKpaHe) MpU TMTOMOIITH
BUJICOYBEIMUNTENEH ISl YAAIIEHHOTO IPOCMOTPA;

- JUIsl O0y4aromuxcs ¢ HapyIICHHWSMU OMOPHO-IABUIATEIbHOTO arapara B JIEKIUOHHBIX U
yueOHBIX ayAUTOPUAX MIPETYCMOTPEHBI CIIEIMabHO 000pYyI0BaHble paboune MecTa;

- IS KOHTAaKTHOW M CaMOCTOSITENIbHON pabOThl MCIONb3YeTCs MYJIbTUMEIUNHBIE KOMILJIEKCHI,
JJIEKTPOHHBIE Y4YeOHUKH U Yy4yeOHble MOCOOWs, aJanTHPOBAHHBIE K OTrPAaHUYEHHSIM 3/10pOBbs
oOydJaronuxcs.

OOyuaromiecss ¢ OrpaHMYEHHBIMH BO3MOKHOCTSIMH 3/I0pPOBbSl U WHBAJIUABI, B OTIHYHE OT
OCTAJIbHBIX, MMEIOT CBOM CHENU(UUECKHe OCOOCHHOCTH BOCIPHUATHSA, MEpepadOTKU Marepuala,
BBITOJIHEHUS] IPOMEKYTOUHBIX U UTOTOBBIX ()OPM KOHTPOJIS 3HaHUI. OHM oOecrieueHbl MeYaTHBIMU U
ANIEKTPOHHBIMU  00pa30BaTeIbHBIMU pecypcaMu (IIPOrpaMMbl, Yy4eOHHKH, YydeOHble mocoous,
MaTepHalbl A1l CAMOCTOSTEIBLHON paboThl U T. 1.) B (OpPMax, aAanTUPOBAHHBIX K OTPAHUYEHUSIM HUX
3/I0pOBbS U BOCTIPUATHUS HHPOPMAIIH:
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Jnist U1 ¢ HapyIIEHUSIMH 3pSHHS:

- B me4aTtHo (hopMe yYBeIIMUEHHBIM MpU(TOM,

- B (hopMe IIEKTPOHHOTO JJOKYMEHTA,

JUJist U1 ¢ HapyIICHUSIME CITyXa, C HApyIICHUSIMH OTIOPHO-/IBUTATEIBHOTO amiapara:

- B IIe4aTHO# opme,

- B (hopMe IIEKTPOHHOTO TJOKYMEHTA.

By3 obecrieunBaer Kaxaoro oOydaromierocs pabO4MM MECTOM B KOMITBIOTEPHOM Kjacce B
COOTBETCTBHH C 00BEMOM M3Y4aeMbIX TUCIHILINH, 00CCIIEYMBACT BHIXO B CE€Th MIHTEPHET.

[ToMenieHust Ui CaMOCTOSTENBHON pPabOThI OOYYAIONIMXCS BKJIIOYAIOT  CIETYIONIYIO
OCHAIIIEHHOCTh: CTOJIbl ayUTOPHBIE, CTYJbs, JOCKH ayAUTOPHBIC, KOMIBIOTEPH! C MOAKIIOUYCHHEM K
JIOKAaJIbHOW CETH MHCTUTYTA (BKIFOYAsi IPABOBBIC CHCTEMbI) U VIHTEpHET.

Jnis u3ydeHus: yueOHOM AMCHUIUIMHBI MCHOJNB3YIOTCS aBTOMATU3WPOBaHHAs OuOIMOTedHas
MHPOPMAIIMOHHASI CUCTEMA M 3JICKTPOHHBIC OMOIMOTEUHBIC CUCTEMBI: «Y HUBEPCUTETCKasi OMOImnoTeKa
ONLINE», «Dnekrponno-6mbnanoreunass cucrema wu3garensctBa JIAHby»,  «DnektpoHHO-
oubnuoTevHas cucrema mzaarenberBa «FOpaiT», «InekTpoHHO-OubaMoTeunas cuctema IPRbooksy,
«Hayunast snekrponnas oubnuorexka eLIBRARY» u np.
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denepajbHOE TOCYyIaPpCTBEHHOE 0K0I2KeTHOE 00pa3oBaTeibHOe
yupe:KIeHue BhICIIEro 00pa3oBaHus
«POCCHMICKASI AKAJJTEMHSI HAPOJTHOI'O XO3SIICTBA
U TOCYJAPCTBEHHOM CJIYKBbI
IPU NPE3UJIEHTE POCCUHUCKOM ®EJEPALIUN»

Bonrorpanckuit unctutyT ynpasienus - punuan PAHXul'C
DKOHOMHYECKHUH (aKyJIbTET
Kadenpa nuapopMaImioHHBIX CUCTEM U MATEMATHYECKOTO MOJICITUPOBAHHS

YTBEPXX/JIEHA

Y4EHBIM COBETOM

Bosrorpaackoro HHCTUTYTa yIpaBICHUS —
¢umana PAHXul'C

[Ipotokon Ne 2 ot 23.09.2021 r.

INPOI'PAMMA CIIEHUAJIMTETA

""IKOHOMMKO-TIPABOBOE o0ecneYeHrne IKOHOMUYecKoi 0e3omacHocTu"

(HaumeHoBaHUE 0OPA3068AMENLHON NPOSPAMMbL)

®OH/IbI OLIEHOYHBIX CPEJCTB MPOMEKYTOUYHOMN ATTECTALINA
MO JUCHUTIJINHE

b1.B.1B.09.01 ITIPABOBAS NH®OPMATHUKA

(KOO U HauMeHOo8aHUe OUCYUNIUHBL)

38.05.01 DxonoMHuueckas 0e30MaACHOCTDL

(K00, HaUMEHOBAHUe HANPAGIEHUSL NOO2OMOBKU /CReyUaIbHOCIUL)

Ounasi, 3a04Has

(popma (popmsl) 0byuenus)

I'oxg mabopa — 2022 1.

Bonrorpan, 2021 r.
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DoH/1 OLICHOYHBIX CPEACTB IPOMEKYTOYHOM aTTECTALMHU
no qucuuniuue b1.B./1B.09.01 «IIpaBoBasi undopmaTnka

IIpomexxyTounast arrecramusa no aucuumivae b1.B.J1B.09.01 «IIpaBoBasi mH(popMaTHKa)»
MIPOBOJIUTCS B COOTBETCTBUU C YUEOHBIM IUIAHOM JJIsi O4YHOU (popmbl oOyueHus: 6 I cemecmpe — 6
gude 3auema ¢ OYeHKOll.

Bomnpocskl K 3a4eTy ¢ OLEHKOM MO JUCIHHUIIINHE
«IIpaBoBast uH(pOpMATHKA»

1. Belgenuts 3amaud  OpaBOBOIO  XapakTepa, IocTaBieHHble B  Crpareruu  pa3BUTHSA
uHpopManroHHOTO 061ecTBa Poccum.

2. CdopmynupoBaTh OCHOBHBIC TPUHITUIIBI OOECTICUCHHS MH(POPMAITMOHHONW O€30MaCHOCTH.

3. Yro Takoe npaBoBas nHpopmaTuzanus’?

4. Oxapakrepu3yiTe OCHOBHBIE HallpaBJIEHUs IPaBOBOI MH(OpMaTH3ALUH.

5. KaxkoBa poib cOBpeMEHHBIX HH(POPMALMOHHBIX TEXHOJIOTUI B IIPABOTBOPUYECKOM EATEIHHOCTHU?
6. IlpuBenaure mpuMepbl HHGOPMALMOHHBIX CHUCTEM, MCIIOJIB3YEMBIX B IPABOTBOPUYECKOM
JeSTeTbHOCTH.

7. KakoBbl BO3MOXXHOCTH COBPEMEHHBIX MH(OPMAIMOHHBIX CHUCTEM IIPU CHUCTEMATU3ALUU
3aKOHOJATEIbCTBA?

8. IlpuBeaurte mpruMepbl aBTOMATU3UPOBAHHBIX MH(POPMALMOHHBIX CUCTEM, (PYHKIMOHUPYIOIIUX B
opraHax BHYTPEHHUX JIe]l.

9. Oxapakrepusyiite ['ocymapcTBEHHYIO aBTOMAaTU3MPOBAHHYIO cucteMy «BbiOopel», Lenu ee
CO3JIaHMSI U CO3/IaBaeMbIe C TOMOIIBIO Hee HH(OPMAIIMOHHBIE PECYPCHI.

10. OxapakTepu3yiiTe OCHOBHBIE HEIroCyJapCTBEHHble HMH(OPMAIIMOHHO-CIIPABOUHBIE CHUCTEMBI
«Koncynerant [lmocy, «Koaekey, «["apant», APM «tOpucty.

11. Packpoiite copepkaHue MOHATUS «UH(POPMALIMOHHAsE O€30aCHOCTbY

12. ChopmynupyiiTe >KU3HEHHO BaKHBIE HHTEPECHI IMYHOCTH, OOIIECTBA U TOCY1apCTBA B
nHGpOPMaLMOHHOM cdepe.

13. KakoBbI OCHOBHBIC 33]1a4d B 00J1aCTH 00ecIieueHus] HHPOPMAIIMOHHOW 0€30TTacCHOCTH?

14. Kak cooTHOCATCS MOHATHS «0€30IaCHOCTh MH(POPMALIUU» U «3aluTa HHPOpMaum»?

15. Yto Takoe HHPOPMATMOHHOE OpYKHUE?

16. Kaxue cymiecTByIOT BU/1bl HH(OPMAILIMOHHOTO OPYXKHs?

17. Kak cormacHo 3akoHy «OO0 wuHpOpManuy, HHPOPMAIMOHHBIX TEXHOJOTUSAX U O 3alUTe
uHpOpMaLHUN ONpeIeTeHbl OCHOBHBIE 1IEH 3alllUThl HH(popMaruu?

18. B 4em 3akimrovaeTcsi CACTEMHBIN TIOJIXO/] K 3aIuTe HHHOpMaIum?

19. B uem oTnmune 3I€KTPOHHOTO IOKYyMEHTO000pOTa OT 3JIEKTPOHHOI0 0OMEHa TaHHBIMU?

20. Packpoiite comepikaHue MOHATHS «JIEKTPOHHBIA JOKYMEHT).

21. B ueM oTJIMYME 3JIEKTPOHHOIO JOKYMEHTA OT TPaJUIMOHHOI'0 OyMa)KHOTO JJOKyMeHTa?

22. Yo TaKoe AJICKTPOHHAS MTOIHCH?

23. Jlaiite ompeneneHusl yCUJICHHOM KBalM(PUUUPOBAHHOW 3JIEKTPOHHOW MOANUCH U YCHICHHOM
HEKBaJIM(PUIUPOBAHHOMN 3JIEKTPOHHOM MOANHNCH.

24. B ueM 3aKiIiouaeTcs TeXHUYEeCKoe obecreueHne IeKTPOHHON onucu?

25. Packpoiite cyTh mporiecca cepTU(UKAINA HICKTPOHHON TIOJIITUCH.

26. Yto Takoe yI0CTOBEPSIONINi IEHTP?

27. Kakue TpeOOBaHHS MPEIBSBISIOTCS K YIOCTOBEPSIFOIINAM IIEHTpaM?

28. OxapakTepu3yiiTe Ha3HaYeHUE U OCHOBHBIE BO3MOKHOCTH CIPABOYHBIX ITPABOBBIX CUCTEM.

29. Ilpoananm3upyiite u knaccupuiupyire Buabl morcka B CIIC.

30. Kak cormacHo 3akoHy «O0 wuHpOpManuu, HHMOPMAIMOHHBIX TEXHOJOTHSIX W O 3alluTe
nHGOPMAIIIN OTIPEIETICHBI OCHOBHBIC TSN 3aIIUTHl HHPOpPMAITIH?

31. B uem 3akirouaeTcs CUCTEMHBIN MOJXO0/ K 3amuTe uHopmaruun?

32. B uem oTiIn4He 3IIEKTPOHHOTO JJOKYMEHTO000pOTa OT AJIEKTPOHHOTO OOMEHa TaHHBIMU?

33. Packpoiite cofepkanue MOHATHS «3JIEKTPOHHBIM JOKYMEHT.

34. TlonsTre 3ammThl HHGOpMAHKA U HHOOPMAITMOHHON 0€30MacHOCTH.
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35. OCHOBHBIE COCTABISIONINE HHPOPMALIMOHHON OE30MaCHOCTH.

36. 3akoHOAATENIbHBIA YPOBEHh HH(POPMAIIMOHHON 0€30TTaCHOCTH.

37. KoMIibloTepHbIE IPECTYIIIICHUS.

38. Ilonarue araku Ha HHGHOPMAIIMOHHYIO CHCTEMY.

39. Knmaccuduxarnms atax.

40. Byl MpOTUBHUKOB WM “HapyIIATENEH’, UX KIacCH(pUKAIIHS.

41. Kanainsl yTeukd HHOOPMAIIH.

42. TlonsiTHE Yyrpo3bl.

43. VICTOYHUKH YyTpo3 M UX KiaccuuKarus.

44. Mopaens yrpos.

45. Ananu3 BO3MOXHBIX CITOCOOOB HapYIIEHUH HHPOPMAITMOHHON CHCTEMBI.
46. [Tonutrka 6€30MaCHOCTH H €€ peaTn3aliusl.

47. OCHOBHBIE MMOHATHSI KpUNITOrpaduu.

48. JIBa OCHOBHBIX HAIPABJICHUS B COBPEMEHHON KpHnTorpaduu.

49. Knaccuueckue KpUIToCUCTeMbI U uX kinaccupukanus. [Ipumepsr.

50. Kpunroananus MHOTOAI(aBUTHBIX CUCTEM.

51. Kpuntocucrema: “OnHopa3oBblii OJ0KHOT .

52. Crannmaptel mu(pOBaHUS TaHHBIX.

53. Cucremsl mudpoBaHus, He TpeOYIOIIUE Mepeaadn KitoJa.

54. Kpunrorpadust ¢ OTKPBITHIM KIIOYOM.

55. DneKTpoHHas MOAMUCH U IPUHIUIIBI €€ TPUMEHEHHUS.

56. PykoBomsmme nokymMeHTsI ['ocrexxkomuccun Poccun.

57. Uuctpykuusa CTP-K. Pekomenganuu mo 3amure KoHGUICHINATEHON HH(OpMALIUH.
58. PazpemmrenbHas cucreMa JIOmycKa.

59. ¥Yrpo3sl nHGOpMALIMOHHON 6€30MacCHOCTH MPU padoTe ¢ IHTepHeT.

60. ApxuTeKTypa TUIIOBOIM CUCTEMBI 3aIIUTHl OT HECAHKIIMOHUPOBAHHOTO JIOCTYTIA.

HpaKanecmle 3alaHUA K 32a4Y€Ty

Tema 1. 3amumra opUCHBIX TOKYMEHTOB.

PaccmaTprBaeMble BONIPOCHI:

3ammra 1okyMeHToB Microsoft Word oT HeCaHKITMOHUPOBAHHOTO JIOCTYTIA.

3ammra fokyMeHToB Microsoft Word oT HeCaHKIIMOHUPOBAaHHOT'O U3MEHEHUS.

3amuTa 1okymMmeHToB Microsoft Excel oT HecCaHKIIMOHMPOBAaHHOT'O U3MEHEHUSI.

3ammra fokyMeHToB Microsoft Excel oT HeCaHKIIMOHUPOBAHHOT'O JIOCTYTIA.

3anaHus 4J11 CaMOCTOSITENIbHOTO BBITTOHEHHUS:

3ammra fokymentoB Word.

1. Coznaiite Ha qucke D: B manke Baiiel rpynmnsl nanky 3amura oduca.

2. Habepure B pegaktope Word nmpou3BOJIbHBII TEKCT M COXpAHUTE €ro B manke 3amuTa opuca
noJ umeHeM documentl.

3. BeiGepute meHto CepBHC — Y CTaHOBUTD 3aLIUTY.

4. 3anperuTte M00bIe N3MEHEHUS KpOME 3alMCH UCIIPaBIIEHUH U 3aaiiTe naposb 12345.

5. IlonpoOyiiTe OTpenakTUPOBaTh CBOW TEKCT. YAaauTe HEKOTOPHIE CIOBA U JOMUIIUTE HOBBIE.
[TonpoOyiite mnpunsaTh Bce wucnpasieHuss (Cepsuc — MHWcempaBinenus — I[IpuHATH/OTKIOHUTH
ucnpasienus). OOpatuTe BHUMAaHHE, 4YTO BCE HU3MEHEHHMS B JOKyMEHTE (DUKCHUPYIOTCS, HO
MPUHSTH/OTKIIOHUTh UX HEBO3MOXKHO.

6. 3aKpoONTE TOKyMEHT, COXPAHUB €TO.

7. OTKpoiiTe JOKYMEHT U MONpOOYyHTE NPUHSATH UCTIPABICHUS.

8. CHumuTe 3auTy AO0KyMeHTa. Boioepure meHto CepBuc — CHATH 3alIUTY U BBEIUTE MAPOJIb.

9. IlonpoOyiiTe MPUHATH BCE UCIIPABICHUS. Y OEIUTECH, YTO UCIIPABIICHUS IPUHSITHI.

10. 3aHOBO 3aIIUTUTE TOKYMEHT, KpPOME 3allMCH UCIIPABIEHUI U 3aKPOHTE €r0, COXPaHUB.

11. HaGepute HOBBI JOKYMEHT (OTJIMYHBIM OT MEPBOr0) U COXpaHUTE ero (Mmoj HMEHEM
document?) B manke 3amura oduca.

48



12. YcTtaHoBUTE 3alIMTy 3TOTO JOKyMEHTa, BhIOpaB MeHIO CepBUC — YCTaHOBUTH 3alllUTy H
3aMpeTUB JIFOObIC N3MEHEHHST KpOME BCTABKU NPUMEUaHui. 3aaaite maponb 12345.

13. [lonpoOyiiTe OTpeaaKTHPOBATH JOKYMEHT.

14. BcraBbTe ABa mpuMedaHus K Tr00bIM PpparmenTaMm. MeHto BeraBka — [Ipumeuanue.

15. IlonpoOyiiTe U3MEHUTH OJJHO IPUMEUYAHHE U YIATUTH IPYToe.

16. 3akpoiiTe TOKyMEHT, COXpPAaHUB €TO0.

17. Co3naiite Tpetuit nokymeHt B Word, coxpanuTe ero B manke 3amura oduca moJ WMEHEM
document3. YcraHoBHUTE HAa HETO 3aIUTY, 3alIPETUB JIFOObIE U3MEHEHUs, KpOME BBOJA JaHHBIX B MOJIS
dbopwm. 3amaiiTe mapons 12345.

18. IlonpoOyiiTe oTpesakTUpOBaTh JAOKYMEHT. IIpocMOTpHUTE MyHKTHI MEHIO, YTOOBI BBICHUTDH
Baim Bo3MOKHOCTH 11O peJaKTUPOBAHUIO JIOKYMEHTA.

19. CHumuTe 3a1UTy C JOKyMEHTA.

20. Paz0eiiTe Balr JOKYMEHT Ha JiBa pazzeina. (Y CTaHOBUTE Kypcop B MECTO pa3phiBa U BhIOSPUTE
Memnto BeraBka — Pa3psiB — HoBbI pa3zen Ha TeKyliel CTpaHuIle).

21. YcraHoBUTE 3alUTy Ha JOKYMEHT, 3allpeTUB JIIOObIE M3MEHEHHs, KpOME BBOJA JAHHBIX B
nonst ¢popm. Mcmonb3yst kHONIKY Pa3gensl, ycTaHOBUTE 3ampeT TOJNBKO Ha BTOpoi pasnein. [laposb
12345.

22. TlonpoOyiiTe OTpeaKTHPOBATh NIEPBBIA U BTOPOIl pa3aeibl JOKyMEHTA.

23. 3akpoilTe T0KYMEHT, COXPaHUB €rO.

24. CoznaiiTe 4eTBEpTHIN JOKYMEHT B penakrope Word u coxpaHHuTe ero B nake 3ammura oduca
nox uMmeHeM document4.

25. Bribepute mento Cepsuc — [lapamerpsi, 3aTem Bkiaaky CoxpaHeHHe.

(Ecnu Bol pabotaere B Word2t3 unu XP, To Hago BeiOpath BKiIanky bezonmacuocts. [locmoTtpure
BO3MOKHOCTH 3TOH BKJIagku. OOparuTe BHUMaHuE Ha (IIaxoK « Y AajsTh JUYHBIC CBEACHUS U3 (aiina
IIPH €TO0 COXPAHECHUI).

26. 3anaiite mapons 7777 Ha OTKphITHE (aiina.

27. 3akpoite (aiin, COXpaHHB e€ro, 3aTreM MOMpoOyiTe OTKpbITh. llompoOyiiTe BBeCTH
HENPABWIbHBIN 11apoJjib, a 3aT€M OTKPONTE TOKYMEHT C IPAaBUIILHBIM [1apPOJIEM.

28. Co3naiite nmAThI TOKyMEHT B penakrope Word u coxpaHuTe ero B nake 3ammra oduca mnoa
nMmenem documents.

29. Beibepure mento Cepsuc — I[lapamerpsl, 3aTeM Bkiajky be3zomacHocts (CoxpaHeHue ais
Word2000) u 3anaiite mapoiib paszperieHus 3amucu 9999.

30. 3akpoiiTe JOKyMEHT, COXpPaHUB €ro U MonpolyiiTe CHOBa OTKPBITh. BbIOEpUTE peKUM TOIBKO
yreHus. OTpelakTupyiTe JOKYMEHT U onpoOyiite ero coxpanuTh. Coxpanure kak documentS 1.

31. [lonpoGyiite oTKpHITH (haiin documentS 1.
32. 3akpoiite Bce (ailyibl U TOKKUTE PE3YJIbTAT MPEINO aBaTEINIO.
3ammra fokymeHToB Excel.
1. 3anyctute Excel u co3gaiite cienyronyro Tabauiy
DdUO Oxutan [Tpemus Hroro

2. 3anoaHUTE ee I IPOU3BOJIBHBIX TPEX YEIO0BEK, BBOJIS IPOU3BOJIbHBIC UHCIA U CYMMUPYS UX B
rpage Uroro.
3. [TocTpoiite kpyroByro auarpammy mo crosodiy Hroro.
. CoxpanuTe (aiin B manke 3amura opuca 1o MMeHeM probal.
. CoxpanuTe 3TOT ke ¢aitn B manke 3ammura oduca emre pa3 moa UMeHeM proba?2.
. 3akpoiite Qaiin proba2 u otkpoiite ¢aiin probal.
. BeiGepute mento Ceppuc — 3ammra — 3aUTUTD JTUCT U 3aaiTe mapoas 1111,
. [TonmpoOyiiTe oTpenaktupoBath auct. [leperiqute Ha JInct2 u monpoOyiiTe BBECTH JTaHHBIE.
9. YcTaHoBHTE 3allIUTY BTOPOTO JIMCTA C mapojeM 2222.
10. Caumure 3amury c Jlucral. Mcnons3yiite mento Cepuc — 3amunra — CHITH 3alLUTY JIUCTA.
11. YcranoBute 3amuty Jlucral, orMeTHB TONMBKO (priaykok 3ammuTa JUcTa B OTHOIIEHUH 0OBEKTOB
u 3a1aB napousib 1111.
12. TlonpoOyiiTe n3MEeHUTH AaHHbIE B siuelikax. [lonpoOyiiTe N3MEHUTh AUarpaMmy.

03N DN K
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13. 3akpoiite (haiin, coXpaHHUB €ro.

14. Otkpoiite ¢aiin probal u monpoOyiiTe BHECTH H3MEHEHHUSI Ha TIEPBHIH JIMCT, 3aTEM Ha BTOPOIA.

15. 3akpoiite ¢aitn probal u oTkpoiite aiin proba2.

16. Breibeputre menro CepBuc — 3amura — 3amuTuTh KHUTY. OCTaBbT€ OTMEYCHHBIM TOJIBKO
bnaxoxk CTpykTypy W 3amaiite mapoib kniga (mpoBepbTe, 4TOOBI ObUIa BKIIFOUEHA AHTIIMICKAs
packiagka)..

17. TlonpoOyiiTe N3MEHUTH JaHHBIE HA TUCTE. Y OCTUTECH, YTO U3MEHEHUS BO3ZMOYKHBI.

18. [TonpoOyiiTe yaanuTh NEpBbINA JUCT (MP. KHOMKA MBIIITN Ha SPJIBIKE JTUCTA BHU3Y CTPAHUIIBI).

19. 3akpoiite daiin, coxpaHUB H3MEHEHHUSI, U 3aHOBO OTKPOWTE ero (proba2).

20. Caumute 3amuty ¢ kauru. Mento Cepsuc — 3aniura — CHATh 3alIUTY KHUTH.

21. YcraHoBuUTE 3alIUTY KHUTH, OTMETUB 00a (priakka v yCTaHOBUB Mapoib kniga?2.

22. TTonpoOyiiTe N3MEHUTH TaHHBIC HA JIHUCTE.

23. Beibepute meHt0 OkHO — CKPBITh U BBEAMTE I1APOJIb.

24. 3akpoiite (aiis, COXpaHUB U3MECHCHUS.

25. Otkpoiite (aiin proba2. Yoenurech, 4To OKHO HE OTOOpakaeTcs U JAaHHBIC HE BUHBI.

26. Beibepute meHto OxHO — OTOOpa3uTh U BBEIUTE MMAPOJIh.

27. CKpoWTe OKHO U 3aKpoiTe (haiisl, COXpaHUB U3MCHEHHUSI.

28. [lokaxxute pe3ynbTaT MpernogaBaTeio.

29. CHUMHUTE 3alIUTy CO BCeX Bamux (aitnos.

Jlureparypa:

www.microfoft.com

JlekumoHHBIN MaTepHail.

Tewma 2. [locTpoenne Mmoaenu yrpos.

PaccmaTpurBaemblie BONIPOCHI:

Knaccudukanus atax.

Kanansl yreuku nnpopmanuu.

[TonsTHE yrpo3sl.

HcTounuku yrpo3 u ux kiaccupuKarms.

[TocTpoenue monenu yrpos.

3agaHus 411 CaMOCTOSITENIbHOTO BBIMIOJTHEHUS:

[TocTpoiiTe Monens yrpo3 Juisi HEKOTOPOW OpraHU3allud, 3allOJIHUB MPUaraeMylo TaOIHIly Tak,
9TOOBI B siUelike crosuia «1», ecnu yrposa, yKkazaHHas B JIaHHOM CTpOKe MpUMEHUMaA sl 00beKTa,

Ka3aHHOT'O B JJAHHOM CTOJIOIE.

Mar
HUT
Komm Cpexnct
Pl |Cer pen
OBaJIb Ba
e| s
Mo |Cuc|kna|Ilp| Ho- noxap
Hoc|ane|Ten| .
I HUT| T [BHAHHTMHOXH| Krpledpo HOU U
epedyeHb HCTOYHHKOB
Oyt H3alUU op |6so|Typ| ep | TenpH OXpaHH|
yrpos yTH peamman P YP| P mu Jorm bt | P8
Bl [k | a [ b1 | BIC oM
WH [TaH
anmap O- | us CHUTHaJ
aTbl M3anuy
H
u
112 (3|4 5 61718 9

AHTPONOTeHHbIe HCTOYHUKH YIPO3

MHTepec HlYTqua 3a CYET arcHTOB
[IPEAHAMEPEHHBIC NEUCTBUA|By3yanpHas U POTO pa3Benka
KPUMHHAIBHBIX CTPYKTYp H

[IPECTYIHBIX TPYIIIHPOBOK;
1 peety PYHIHP Moandukanus nHpopManuu

biokupoBaHue HHPOPMALIH

Y HIuTOXKEeHNE HH(OpMAIIH

[IpuMeHeHue 3aKi1agoK

PeFI/ICTpaIII/IfI HaBOIOK
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[IpenHaMepeHHble NeHCTBUAY TeuKa HHPOpMAIIH

(BCIIOMOT'aTCJIBHOTO BusyanbHas 1 POTO pa3Benka
[epcoHana (yOopmkw,

2 |oxpana)

biokupoBanue HHGOPMALH

Monaundukanus nHpopManuu

Y HIUTOXKCHNE HHpOPMAINU

HpI/IMeHeHI/Ie 3aKJIag0K

Owmnbky rnonb3oBatenell  [bnokuposanue nadopmanuu

3 Momndukanns HHGOpMAITII

YHnuToxeHue nHGopmManuu

Owmrbku mporpamMmucToB  [brokuposanue nudopmanuu

4 Momndukanns HHGOpMAITII

YHnuToxenue nHGopmManuu

TexXHOreHHbIe UHCTOYHHUKH yrpos

COou B KaHanax nepenaun HlbaokupoBanue nHPOPMAIUN
5 |cpeacTBax cBs3H;

Y HIUTOXKECHNE HHpOPMAINU

Cbon B cpeactax|bioknpoBanue HHPOPMALIH
6 pnexrponuranus

Y HUUTOXKEeHNE HHpOPMaNU

Bo3moxxHocTh  aBapuil  B|biiokMpoBaHue HHPOPMAIUU

I/IH)KCHepHLIX
7 (BomocHaOXeHMs,
KaHATH3aLMH) ulY HH4TOMXKEHHE HHDOpManUU
KOMMYHHUKAITHOHHBIX CETIX
BHenHue CTUXMITHbIE HCTOYHUKH
8 [B03MOXKHOCTB yparaHos YHnutoxenue nHGopManuu

brokupoBaHue HHPOPMAITIH

[Bo3M0KHOCTB aBapuu|Y HIUTOXEeHUE HHDOpMAIHH
g [Onusnexamux
[TPOMBITIICHHBIX 00BEKTOB

biokupoBaHue HHGOPMALIH

10 |BO3MOKHOCTB MOKapoB Y HUUTOXKEHNE HHpOPMaNU

Jluteparypa:

12. JlexuuMOHHBIN MaTepHal.

13. OcHoBbI HHGOPMAITMOHHOM 0€30M1aCHOCTH X03SIICTBEHHOM 1€ATEIbHOCTH: YyueOHOe
noco6ue / N.I1. Muxues; BO ®I'BOY BIIO «Poccuiickas akageMus HApOJHOTO
XO035ICTBA U FOCYAAPCTBEHHOM Ci1yxk0b1». — Bonrorpan: M3a-so BO ®I'bOY BIIO
PAHXul'C, 2013. - 144 c.

14. [Tnaronos B. B. IIporpammHo-anmnapaTHble CpeICTBA 3alIUTHl HHPOPMAIUH: YUEOHHUK. /
M.: U3n. uentp "Axkagemus". 2014.

Tema 3. Knnaccuueckue KpunToCHCTEMBI.
Paccmampusaemvie onpocuwi:

15.  Knaccuueckas kpunrorpadus.

16.  Kpunrocucrema Lle3aps.

17.  Kpunrocucrema Buxenepa.

18. [IpakTrHueckas peanuzanus cucTeMsl Bukenepa.

19.  TlousTHe MHOTOAI(PaBUTHOW KPUITOCUCTEMBI.

20.  Kpunroananu3 MHOT0aI(paBUTHON KPUTITOCHCTEMBI.
21.  Kpunroananus cuctemsl Bukenepa.

22. Kpunroananus cucrembl «OTHOPA30BbIi OJIOKHOTY.

3aoanus 0na camocmosmenbHO20 GbINONHEHUL:
1. Otkpoiite ¢aitn CRYPTOL1.XLS u nocMoTpuTe Kak peann3oBaHa cucteMa Bimkerepa.
2. Coznaiite B Excel cienyrontyto Tabmuiy
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OTKpBITHIH TEKCT
ITaposb

Kox OykB Tekcra
Ko 6ykB napouis
Cymma Ko10B OYKB
CyMmMma 1o MoayJito
Kpunrorekct

3. BBeauTe B MepBYIO CTPOKY MPOU3BOJIBHBINA TEKCT MO OJHOM OYKBE B KaXIYIO SUCHKY.

4. BBenuTte BO BTOPYIO CTPOKY TaOJMIIBI MMPOU3BOJBHBIA MAapoJib MO OAHOH OyKBE B KaXAyIO
syeiiky. Eciam 1ymHa maposis MeHbIIE JUIMHBI OTKPBITOTO TEKCTa, TO HAYHUTE HAOOp MapoJsl Jaliblie,
MOKa HE 3aKOHYUTCS OTKPBITHIN TEKCT.

5. Ucnonwzys ¢ynknumro KOJACHMB, 3amonHuTe 4eTBEPTYIO W MATYIO CTPOKM TaOIUIBI JUIA
oTpeieNieHUs] KOJI0B KaX/10i OYKBBI OTKPBITOrO TEKCTa U MapoJisl.

6. B 11AT0i1 CTpOKE CI0KUTE TPETHIO U YETBEPTYIO CTPOKH.

7. Ecniu B mATOM CTpOKE CyMMa MpeBBIIIAeT 255, TO B IMIECTOW CTPOKE HEOOXOUMO OTHATH 255 OT
qrciia B msATol ctpoke. Mcnons3yiite pynkmuro ECJIN.

8. B ceapmoii cTpoke monyuute OYKBBI 3alIU(POBAHHOTO TEKCTa, HCIHONIB3YS (QYHKIUIO
CUMBOJL

9. CamocCTOsTeNbHO, UCMOJb3yS OMHCAHHBIE BbINIEe (QYHKIHH, pacmupyiiTe NOTyYECHHBINH
KPUNTOTEKCT. J{J1s1 3TOr0 co3/aiiTe HUKe epBOi TaOIHUIIBI BTOPYIO TaOJIHILy.
10. Pacuudpyiite TeKcT:

KCArz sl UHKOO6XDbr UbAbrdrxYlLIA'

UCIOJNB3Ys napob «umdp». [Ipu Habope TekcTa mpomycTuTe npodesbl Mex 1y OyKBaMu.
11. Pacu¢pyiite Tekcr:
EBIAxI[Co boYox lx VYbIzIMIdPd MHag o0 3263 Pmuak3
HE 3Hast MapoJIs, HO 3Has, YTO B 3aIIU(POBAHHOM TEKCTE €CTh CIIOBO «UCTHHY.
Jlumepamypa:
4. JIeKIIMOHHBIA MaTepHal.

5. OcHoBbI HTHPOPMAITMOHHOMN 0€30MaCHOCTH X03SIICTBEHHON 1eATENbHOCTH: YueOHoe nocodue /
N.I1. Muxnes; BO ®I'BOY BIIO «Poccuiickas akageMus HApOJIHOIO X0351UCTBA U FOCYJapCTBEHHOM
ciyk0b1». — Bonrorpaa: U3n-so BO ®I'6OY BIIO PAHXul'C, 2013. - 144 c.

6. Ilnatonos B. B. IlporpamMMHo-anmnapatHble cpecTBa 3alIUThl HHGOpMAIMU: yueOHHUK. / M.
W3n. uentp "Axagemus". 2014.

Tema 4. Kpunrorpadgusi ¢ 0OTKPBITBIM KJIIOY0M.
Paccmampusaemvie sonpocwi:

8. Kpunrorpadust ¢ OTKpBITBIM KIFOYOM.

9. ['eneparus kinroueBoii napsl B mporpamMme PGP.

10.  OpraHmzanus oOMeHa KIF0YaMu.

11.  Hludposanue nanusix B PGP.

12. [TonsiTHE PIEKTPOHHOMN TIOIITHUCH.

13. 3amuTa TOKyMEHTOB AJIEKTPOHHON MOMUCKHIO B iporpamme PGP.
14. Iudpoanre u >MEKTPOHHAS TOMHCH JOKyMEeHTOB B PGP.

3aoanus 0na camocmoamenbHo20 BbINOTHEHUSA!
1. 3anyctute PGPtools (ITyck — [Tporpammer — PGP — PGPtools)
[MosiBuTCS Manenb

2 PGPtools

NEEEEEE

2. BriOepute J€BYIO KHOIKY C IBYMs KiIto4aMu. 3amycTtutcs Moayinb PGPKeys co crmckom Beex
KiIroueit Ha Bamem kommbrotepe. B mone Description yka3aHno, Kakoil 3TO KJIFOY: TOJIBKO OTKPBITBIN
(public key) unu kimroueBas mapa, T.€. OTKPBITBIN U CEKpETHBIN KiTrou B kKoMIuiekte (key pair).
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=
(V3 -
3. Co3pgaiiTe HOBYIO KIIIOYEBYIO Iapy, Ha)KaB Ha KHOIKY \2 Y BBIIIOJIHUB BCE IIard Macrepa
CO3JaHUs KIIOYEH.
4. Cozpaiite Ha nucke D: nanky ¢ Ha3BaHueM Baiueil rpynmnsl.

5. DKCOpTUPYHTE CBOM OTKPBITBHIN KJIIOUY B ATy MamKy, Ha)kKaB Ha KHONIKY —— M YKa3aB MyTh J10
Bameit manku. B kauectBe Ha3Banus (aiiyia ¢ KIIFOUOM yKakuTe Bamry dhamunmro.

6. Cxonmpyiite Bamr ¢aiin Ha cepsep (Server606) B manky PublicKey.

7. Umnoptupyiite U3 3TOM NManku 4bU-IUO0 IPYrue OTKPBIThIC KIHOYHU. st 3TOr0 HaXXMUTE HA

T

KHOIIKY = BBIOEpUTE MyTh U Ha3BaHUE (aiina.

8. Bakpoiite okHo PGPkeys.

9. 3ammyctute Word u Habepute MUCbMO KOMY-JIM00, Yeil Kito4 Bbl UMIIOpTUpOoBaiu. CoxpaHuTe
3TOT TEKCT B Ballleil Mamnke.

10. 3ammudpyiite 3TOT (aili OTKPBITHIM KIOYOM STOTO TOJb30BaTens. st 3TOro HaxMmuTe
KHOTIKY Ha naHenn PGPtools, ykaxurte myTh W Ha3BaHue Barero aiina, a 3areM KIOY B
nosiBuBLIeMcst okHe. Coxpanute 3amu@poBanHblid (aitn B Bameil nanke noj gamunueil Toro, Komy
BsI nucanm.

11. Cxonmpyiite aToT (haiin Ha cepsep (Server600) B manky TextPGP.

12. CxonmpyiiTe u3 3T0# nanku B Bamry nanky Ha aucke D: ¢aiin, angpecoBanusiii Bam.
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13. Pactmmdpyiite 3T0T daiin, HakaB KHOIKY B
3areM BbIOpaB Bar K104 B CITUCKE KITFOYCH.

14. Co3pnaiite emie oaun 10KyMeHT B peaakrope Word, coxpanus ero B Bamieii nanke Ha aucke D:

N
B
15. TlognumunTe 3T0T (aiin Bamei 31eKTPOHHOW NOANUCKHI0. J{JIs 3TOro HaXXMHUTE KHOIKY
Ha nanenu PGPtools, ykaxwure myTh U HazBanue Barero daiina, a 3arem Baiin Kit04 B MOSBUBIIEMCS
OKHE.
16. O6parute BHUMaHue Ha (aiia MOAMKUCH B Balien mamnke. OTKpOUTE ero IBOMHBIM IIEITYKOM.
17. OtkpoiiTe noanucaHHblii Bamu ¢aiin 1 n3aMeHuTe ero, COXpaHuB U3MEHEHHUS Ha JTUCKE.
18. Ortkpoiite ¢aitn moanmuMcH JBOMHBIM IMIEIYKOM e€Ile pa3. YOeauTech, YTO MOMANHUCH HE
JNEUCTBUTEIIbHA.
19. Co3naiite HOBBIN HokyMeHT B Word. HaGepuTe HeOombIOE MPEIOKEHHE U CKOIUPYHTE €ro B
oydep obmeHa.

WJIN ABAKAbI HICIIKHYB I1I0 HEMY MBIMKOﬁ, a

20. IleaKkHUTE MBILIKOM MO KHOMKE E Ha MaHeNn 33/1a4 B IPaBOM HMKHEM YTIIy.

21. B nosiBuBmiemcs Mento Beioepute Encrypt Clipboard u ykakute Bamn kittod.

22. Ha uucrom Mmecte Bamiero nokymeHTa BcTaBbTe TeKCT U3 Oydepa obomena (IIpaBka —
Bcrasuts). [losBuiics 3ammgpoBaHHbIN TEKCT.

23. Cxonupyiite ero B 0ydep oOMeHa 1 10 aHaJIOTHH ¢ MK(pOBaHUEM paciudpyiiTe ero, BbIOpas
nyukt Decrypt&Verify Clipboard.

24. BeraBbTe pacinpoBaHHbIN TeKCT U3 Oydepa oOMeHa.

Jlumepamypa:
6. JlexunoHHBIN MaTepua.

7. OcHOBbI HH()OPMAITMOHHON 0€30MaCHOCTH XO3SHCTBEHHON NEesTEIbHOCTH: yueOHOoe ocodue /
N.II. Muxnes; B® ®I'BOY BIIO «Poccuiickas akanemMuss HApOJHOTO XO3SIMCTBA H
rocyJIapcTBEHHON ciaykOb». — Bonrorpaa: Uzn-so BO ®I'bOY BIIO PAHXul'C, 2013. —
144 c.

8. IlmaronoB B. B. IlporpamMmmHo-anmapaTHble CpeCcTBa 3alUThl HHPOpMauu: yuyeOHuK. / M.:
N3p. nentp "Axanemus". 2014.

9. Bsenenue B kpunrorpaduto/ I[lox obm. pea. B.B. fAmenko. — M.: MITHMO “YePo”, 2013.

10. http://pgp2all.org.ru
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Tema 5. 3amura 6a3 gannsix Microsoft Access.
Paccmampusaemvie sonpocwi:
[Toctpoenue 6a3bl nanHbIX B Microsoft Access.
3amuTa 0a3bl JaHHBIX OT OTKPBITHSI.
[Tonb30BaTeIN U TPYIIIBL
[TaponbHast 3amuTa.
10.  Pasrpanudenwue mpas J0CTyIa.
3adanus ona camocmosamenbHo20 8blNOIHEHUSA:

1. Co3pnaiite Ha nucke D: B manke Bareit rpynmsl 6a3y gaHHbIX Cekpet

2. Co3paiite Tabiuily B peKMME KOHCTPYKTOpa (IOJIe MOMEUEHHOE * SIBIISETCS KIIOYEBBIM) U
COXPaHHUTE €€ 10 UMEHEM AHKeTa.

©o~N>

Hmsa noas Tun gaHHBIX
Kopn CueT4yuk

dUO TexcToBwIi
Anpec TexcToBBIN
Tenedon TekcToBbIf

3. Beaure B Ta0IUIy TPU 3aIHCH.

4. YcraHOBHTE NApOJIbHYIO 3aUTY Ha 3Ty 0a3y JaHHBIX (maposib 1234)

5. Co3paiite Ha aucke D: B mamke Bameit rpynmsl 6a3y nanasix JocTym.

6. Cozpmaiite [uist 3TOM 06a3bl JaAHHBIX IPYIIIBI MoJb30Bateneit Student u Others

7. Co3naiite B rpymme Student mosp3oBaresist Mo CBoek Gamuirei u monb3oBatess Studentl.

8. B rpymmnie Others co3naiite monb3oBarens Friends u monb3oBatens Guest.

9. YcranoBuTe napoiib agMuHUcTpaTopy (2dmin) 6a3bl aHHBIX (00s3aTebHO 7777).

10. YcraHoBuTe maponu IS CO3/aHHBIX BaMH MOJb30BaTeNed (Mapoiid COBMAJAOT C MMEHEM
MTOJIb30BATEIs).

11. YcranoBure mpaBa HocTyna K 0ase MaHHBIX s rpynmsl Student Ha Bce meiicTBHs, Kpome
aMUHUCTPUPOBAHMUSL.

12. YcraHoBuTe mpaBa J0cTyna K 6a3e qaHHbIX i rpynisl Others Tonbko uTeHne u 1o0aBicHue
JTAHHBIX.

13. YcranoBute nms rpymmbl USErs mpaBa TOJbKO Ha YTEHHE JaHHBIX H MaKeTa.

14. TlokaxxuTte pe3yabTaT penoJaBaTelo.

15. CaumuTe napoiab aAMUHUCTpATOpa

Jlumepamypa:
3. JlekMoHHBIN MaTepuar.
4. www.microsoft.com

Tema 6. HpaKTuquKoe INPUMEHEHUE MEKCETEBBLIX OJKPAaHOB.
Paccmampu@aeMble 60npocovl.

4. [ToHsITHE MEKCETEBOTO AKpaHa.
5. [MpuHImns! padbotsl ¢ mporpammoii Firewall Outpost.
6. Hacrpoiika mporpaMMHBIX MOAYJIEH.

3adanus 0ns camocmosmenbHo20 6bINOJIHEHUSL:

Outpost Firewall

1. 3arpysure nporpammy Outpost Firewall.

2. Buibepute mynkt Cemesas akmusrnocms. OKHO CIIpaBa COJAEPKHUT WH(POPMAIIUIO O TEKYIIHX
COCIMHEHUSAX TMPUWIOKEHHH ¢ ceTbto. [lompoOyiite monyduth HHPOpPMALHIO TO KaKOMY-HHOYIb
MyHKTY.

3. Boibepure nyHKT Omxpvimosie nopmul. OKHO COAEPKUT HHPOPMALUIO O TOM, KaKUMH
mporeccaMy Ha KOMITBIOTEPE OTKPHITHI OTPE/IeTICHHBIE TTOPTHI.

4. TlpocMoTpuTe NYHKTHl Paspewennvlie W 3abrokupoeannvlie, KOTOPblE COJEpKaT OOILYyIO
CTaTUCTHKY TI0 COSAMHEHUSIM.

5. Beibepute mynkt DNS. KommpoBanue 3anpocoB (T.e. coxpaHeHHe OTBETOB B 0aze Outpost) k
DNS 1no3BosieT COKpaTUTh BpeMsi OTKPBHITHS CTPAHUI, KOTOPBIE OBLIH ITOCEIEHBI paHee 3a CUYET TOTO,
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YTO KOMIBIOTEPY HEe HYXHO OyneT mepes oTKpeiTHeM obpamarbes kK DNS cepBepy i ornpenesneHus
IP agpeca oTKpbIBa€MOM CTpaHUIIBI.

6. IIpocmotpute JKypnai.

7. llenkHuTe npaBoi KHOMKOW MBILIM 110 Ha3BaHUIO MoayJsii DNS B 1eBOM OKHE Iporpammsl U
BEIOCpUTE [lapamempui.

8. Orpannubte k311 DNS Ha 50 3anmceit u yctaHoBuTE Cpok xpaHeHus 10 qHei.

9. Bribepure mnyHKT /Jlemexkmop amax, KOTOPBIA XpaHUT OOIIyr0 HH(OpMAIMIO O 3aluTe
KOMIIbIOTEpA OT aTaK, CKAHUPOBAHUS U JAPYTUX THIIOB 3aIPEIIEHHBIX COCINHEHUH.

10. IIpocmoTpuTe xypHai. [llenkHuTe MpaBoil KHOMKOM MBIILIN IO Ha3BaHUIO MOAYJIS /[emexmop
amax B JIEBOM OKHE MPOrpaMMbl U BeiOepute [lapamempul. B OKHE HaCTPOEK NMPU MOMOIIH TOI3YHKA
MO’KHO BbIOpaTh OJJMH U3 TPEX YPOBHEW TPEBOTU:

Maxkcumanvueiii — QaiipBoit OyJeT Mpenynpexaarb O MOIBITKE MOAKIIOYECHUS daKe Ha OJUH
HOPT.

Obbiunbili — TpeaynpexaeHue OyAeT BBLIAHO TOJNBKO INPH CKAaHMPOBAHUM C OJIHOTO ajpeca
HECKOJIbKUX [TOPTOB WJIN OIIPECIIEHHBIX IOPTOB, KOTOPbIE IPEJCTABIAIOT ONPEAEICHHbII HHTEepeC.

bespaznuuneiii —paiipBout OyeT CUTHATM3UPOBATh JIUIIL O pEalbHOW aTake Ha KOMITBIOTEp, a He
O HOTBITKE UCIIOJIHUTH TaKyIO aTaKy WM MPOCKAHUPOBATH IOPTHI.

11. Haxxmure xkHOTIKY Boiopame ¢punsmp. IIpocMOTpHTE €€ BOZMOKHOCTH.

12. BeiGepute nyHKT Mnmepaxmusnvie s1emenmul. 311€Cb MOYXKHO 3a0J0KMPOBAThH BCILJIBIBAIOLINE
OKHa, IIEpeX0bl 110 PEKJIAMHBIM caliTaM B MIHTEpHET.

13. IlpocMoTpuTe apamMeTpbl HACTPOMKH AJIsi JAaHHOTO IMyHKTa (IIpaBasi KHoOIKa MbIn). Ha Tpex
BKJIaJIKaX pa3MEILIEHbl HACTPOWKH OJIOKUPOBKHM BCEX AJIEMEHTOB, KOTOPbIE MOTYT HAaXOJIWUTbCA Ha
MIOCEIIaeMbIX BeO—CTpaHMLIAX WIM B MOYTe. BOJIBIIMHCTBO HACTpPOEK HMMEIOT TpPU HACTPOMKU:
Paspeweno, 3anpoc n 3anpeweno. Tlpu HacTpolke HYKHO YYHTHIBATH TOT (aKT, YTO HA MHOTHUX
CTpaHMLIAX CKPUITHI WM (I MOTYT MCIOJIB30BATHCA Ui CO3AAHUS MEHIO M €CIIM UX IOJHOCTBIO
OTKJIIOYNTh, TO HaBUramus IO caility Oyner HeBo3MokHa. llodToMy, ONTHUMalbHBIM CTAaHET
UCNOJb30BaHUE HAcTpoiiku 3anpoc. Jlns oco0oil HACTpPOMKM HEKOTOPbIX CaHTOB B MOjyJie
«HMumepakmugnvle dnemeHmul) CIYyXUT BKIaaka «HMcknovenua». C ee NOMOUIbIO MOXHO
c(OpMHpOBATH CIUCOK CAaHTOB M HACTPOMUTH S KaKIOrO M3 HUX OJIOKHUPOBKY OIpPEIEIeHHBIX
AJIEMEHTOB. DTOT CHMCOK UMEET O0siee BHICOKUN MPUOPUTET, YEM O0IIHME HACTPOUKH OJIOKUPOBKH JJIst
BCEX CAUTOB.

14. IlpocMoTpuTEe BKJIAJKU [apaMeTPOB, 3alIPETUTE BCIUIBIBAIOLINE OKHA M HACTPOMTE OCTaIbHOE
10 CBOEMY YCMOTPEHHUIO.

15. Beibepute nyHKT Pexnama. Outpost yMeeT 0TCeKaTh peKiiaMmy o pa3Mepy U IO COJIEPKUMOMY
CCBUIKH, YTO SKOHOMUT Tpa(UK U YBEIHMUUBACT CKOPOCTh 3arpy3KH CTPAHULI.

16. Bpi3oBuTe mapaMerpsl AJs JaHHOTO MyHKTa (IIpaBasi KHONKA MBIIIM). YCTaHOBUTE (IakoK
Ilokazame Kopsumy Ons pexknamel. Eciu B CTaHAApTHOM CIIUCKE OTCYTCTBYET ONHMCAHUE JUIS
olpesiefIeHHOro OaHHepa, W OH 3arpyXaercs MpH IOCELIEHUH CTPaHUIIbl, TO, OTKPBIB KOP3UHY,
JOCTaTOYHO MBIIIBIO MEPETAIlUTh B Hee OaHHEp, U OH Oojbllle HUKOrJa He OyneT 3arpykarbcs.
Bxnanka Obwue no3Bosser BbIOPATh TO, UeM OYIyT 3aMEHSTHCS] BBIPE3aHHBIE CO CTPAHUI] PEKJIAMHBIE
OaHHepbl. 3/1eCh K€ MOXHO CO3JaTh CIIMCOK CalTOB, C KOTOPBIX HE OyjAeT BbIpe3aTbcs rpaduka u
pekiama.

17. IlpocmoTpuTe BCE BKJIAJKU ITaPAMETPOB.

18. Boibepute nmyHKT Codepowcumoe. B HacTpoHKax 3TOT0 MOIYJS MOXHO 33/1aTh CIIMCOK CJIOB,
KOTOpbIE MOTYT BCTpEYaThCs Ha CTpPaHULE WM B agpece CTPaHMUIbI U KOTOpble OyIyT CIIy>KUTh
Outpost—y curHaxom Toro, 4To CTPaHUILy OTOOpaKaTh 3aMperIeHo.

19. IlpocMoTpHUTE BO3MOXKHOCTH JAHHOTO IYHKTA.

20. Beibepurte myHKT Qurbmpayusi noumossix 1oxceHull. B HaCTpolkax 3TOr0 MOIYJISI MOKHO
3a]aTh CIIMCOK TUIOB (DalIOB, KOTOpPBHIE MOAJIEKAT MEPEMMEHOBAHMIO, 4 TaK K€ BKIIOYHTH BBIBOJ
MH(OPMALIMOHHOTO COOOIIeHHsI O MOJIy4YeHHH ¢ailioB ompeneneHHoro tumna. daiin, THO KOTOPOro
yKa3aH B HACTPOMKax 3TOr0 MOAYJS, NPU IMOJYYEHHH €r0 MOYTOBBIM KIMEHTOM, IMOJYYUT BTOPOE
pacmmpenne «.safe». 9To Mo3BONHUT M30€kKaTh aBTOMAaTUYECKOTO BBIMOJHEHUS TTOYTOBBIM KIMEHTOM
KOJIa, YTO MOJKET SBJIATHCS IPUUMHOMN 3apak€HUsI KOMIIBIOTEPA BUPYCAMHU.

21. I[IpocmoTpuTe napameTpsl JAHHOTO MMYHKTAa U €70 BO3MOXKHOCTH.

55



22. Jloctyn K oOUIMM HAcTPOHKaM MPOTpaMMbl MOKHO IOJyYUTHb NPH MOMOIIM MYyHKTa MEHIO
Ilapamempur — Obuyue N3 TIABHOTO MEHIO MPOTPaMMbl WJIM Ha)KaTUEM COOTBETCTBYIOUIEH KHONKU Ha
naHenu. BbI30BUTE OKHO HACTPOIKHM MapaMeTpoB U MPOCMOTpHTE BKIAIKy Obwue.

23. Bxmanka «/Ipunoswcenus» TIO3BOJIIET YNPAaBIATH IMpaBUJIaMU TIOBEACHHS (aiipBoiia mpu
IIONBITKE JOCTyIla B CETh ONPEINCICHHBIX IpWIokeHud. Ha 3ToM BKIIAJKE NEpEeYUCICHBl BCE
MIPUIIOKEHHUS, KOTOpble OOHapykeHbl Ha KoMibiorepe Outpost—om mpu ycrtanoBke. Cpasy mocie
MHCTAJISIUU 3TU IPUIOKEHUS HaXOAATCsl B rpyniie «/lonv3osamensckuil yposenvy. Jlid HUX CO31aHO
OJIHO WJIM HECKOJIbKO TpaBWJI, YKa3bIBAIOIIUX, KAaKUM 00pa3oM NPUIIOKEHUE MOXKET OOMEHUBATHCS
JaHHBIMU C CeThbI0. [IpaBUIO MOXKHO MPOCMOTPETh WM U3MEHUTH MPU MOMOIIM JBOHHOTO KJIHMKA IO
MMEHU €T0 HCIIONHIeMOTo ¢aiina.

24. IlpocMmoTtpute npaBuia sl HEKOTOPBIX MPUIOKEHUM.

25. IlpunoxkeHus U3 rpynnsl 3anpeujernvie npulodiCeHuyss HAKOTrla He I0JIydaT JOCTyla B CeTb,
BCA HMX CeTeBas aKTUBHOCTh OyneT mpecedeHa QaiipBoiioM. HeKOTOpPhIM MHPUTIOKEHUSM MOXKHO
IIOJIHOCTBIO OTKPBITH JOCTYIl B CEThb, NIEPEMECTUB UX B Ipynny «/[osepennvie npunodicenus». Vx
JOCTYI B CETb HE OTPaHUYMBAETCA HUYEM, HUKAKUMH MpaBuiamu. [lepemernienue mpuioxkeHud U3
Ipynn B Ipynily, paBHO KaK U M3MEHEHUE INPaBWJI, CO3JaHHBIX JJIs NIPUJIOKEHUHN, BBIIOIHAETCS IpU
MOMOIIN KHOMKHU M3menums. Ilpu momouiy KHONKHU /{oOasums MOXHO BHECTH B CIIMCOK HOBOE
MIPUJIOXKEHUE U 3aTEM CO3J1aTh JJIsl HErO MPaBUJIO OOIIEHUS C CEThIO.

26. Ilepemectute npuinoxenue Excel B rpymny 3anpewennsie npunosicenus.

27. IlpocMOTpHUTE OCTABIIMECS BKJIAJKA HACTPOEK IPOIPaMMBI.

28. IlonpoOyiiTe yepe3 ceTeBoe OKPY>KEHUE BHIUTH HAa KOMITBIOTEP COCEeIa.

29. TIpoBepbTe peakuuio (aiipBoIa Ha MOMBITKY cOocea 00pPATUTHCS K BallleMy KOMITBIOTEPY.

30. Ilepeiiaute B HACTPOIKU OOIIMX MAPAMETPOB MPOTPAMMBI.

31. Beibepure Brmanky Cucmemmuvie. YOepure ¢umakoxk NetBIOS. Tenepp Bamr kommbroTep
HEOCTYTICH IO CETH.

32. JloxauTech, KOT/Ia Balll COCE]T BBITTOJHUT MPEIbIAYIICe 3aJaHUe U TIONPOOYHTE Yepe3 CETeBOe
OKpYKEHHE 00paTUTHCS K €T0 KOMITBIOTEPY.

33. Bxutounte duaxok NetBIOS na cBoem kommbroTepe.

34. Be130oBUTE KypHaJl, HA)KaB COOTBETCTBYIOLIYIO KHOIIKY Ha MaHEIU UHCTPYMEHTOB.

35. IlpocMmoTpuTe XypHa.

Jlumepamypa:

5. JlekimoHHBINM MaTepua.

6.  Jlokymenrauus mo padote ¢ mporpammoii Firewall Outpost.

7. OcHoBbl HH(OpPMALMOHHONW O€30IaCHOCTH XO3MCTBEHHON JAEATEeIbHOCTU: ydeOHOe
nocobue / M.II. Muxues; BO ®I'bOY BIIO «Poccuiickas akaneMus HapOAHOTO XO3SHCTBa U
rocyaapcTBeHHOMU ciryk0b». — Bonrorpaza: M3a-so BO ®I'EOY BIIO PAHXuI'C, 2013. — 144 c.

8.  IImaronos B. B. [IporpamMmmHo-amnmapatHbie CpeACcTBa 3alIUThl HHGOPMAIUH: YUYeOHUK. /
M.: U3n. uentp "Axkanemus". 2014.

Tema 7. 3amura ungopmanun B UnTepHer.
Paccmampusaemvle 6onpochwi:

4. [TpuHIMIIBI pabOTHI MEKCETEBBIX 3KpaHOB IpU padoTe ¢ HTEpHET.
5. Hacrpoiika mporpaMMHbIX MOAysel pu padote ¢ HTepHeT.
6. brnokupoBanue HEHYKHOTO TpapuKa U peKJIaMbl.

3aoanus 01 camocmosmenbHO20 BbINOTHEHUS!

1. 3arpy3ute nporpammy Outpost Firewall.

2. Otkpoiite B Internet Explorer crpanuiy www.yandex.ru

3. Bribepure mnynkr Cemesas axmuenocms. IlpocMoTpuTe HHGOPMALUIO O TEKYLIHUX
COCIIMHEHHUSX C CETHIO.

4. Beioepurte myHKT Omxpoimosie nopmul. [lonydnre HHGOPMALIUIO O TOM, KAKUMH IIPOLIECCaMH Ha
KOMITBIOTEPE OTKPBITHI OMPE/ICTICHHBIC TOPTHI.

5. IlpocMmotpute NyHKTHl Paspewennvie M 3abn0okuposannvle, KOTOPBIE COIACPKAT OOIIYyIO
CTaTHCTHUKY TI0 COSTUHECHUSIM.
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6. Boibepure nmynkr DNS u B mapamerpax orpanuubte K31 DNS Ha 50 3ammceit u ycraHoBuTe
cpok xpaHeHus 10 qHeu.

7. BeiOepute nyHKT /[lemexmop amak U B mapaMeTpax 3anaiite Obwvlunblil ypOBEHb TPEBOTH.

8. BwiOepute nyHkT HMumepaxmuenvle snemenmsl. [IpocMOTpHUTEe TapaMeTpbl HACTPOWKH JIS
JaHHOro nyHkTa. Ha Tpex Bkilajgkax pa3MelleHbl HAaCTPONMKHU OJIOKMPOBKHU BCEX 3JIEMEHTOB, KOTOPBIE
MOTYT HaXOJUThCS Ha TMOCEIIaeMblX BeO—CcTpaHUIaX WK B nouTe. HacTpoiiTe mapameTpsl o cBoemy
YCMOTPEHUIO (PEKOMEHIYETCs Yallle UCII0Ib30BaTh HACTPOUKY 3anpoc).

9. Otkpotite B Internet Explorer crpanuiyy www.mail.ru, mepeiigure mo Kakoi-HHOYIb CCBIIKE
HOBOCTEH.

10. TIpocmotputre B Outpost Firewall cratuctuky mo coenMHEeHHSM, a TaKXe CTATHCTUKY
JIETeKTOpa aTak.

11. Beibepute nyHKT Pexiama. Bei3oBUTE mapaMeTpsl sl JaHHOTO MYHKTa. Y CTAHOBUTE (hIIaXKOK
Ilokazams Kop3uHy OJisl peKaambl.

12. OtkpoiiTe cTapTOBYH CcTpaHuily WWW.mail.ru u Meimbio neperaumts B Kopsuny oOns
peKiambl peKIIaMHble OaHHEPHI C 3TOM CTPAHUIIBI.

13. 3akpoiiTe cTpaHHWIly W TONPOOYWTE 3aHOBO €€ OTKpPbITh. [IpoBephTe, UTO MPOUCXOAUT C
peKIaMHBIMU OaHHEpaMH.

14. IlpocmoTpuTe BCe OCTABILIMECS BKIIAAKU IapaMeTPOB.

15. Beibepute nyHkT Coodeporcumoe. B HacCTpoiikax 3TOro MOAYJS MOKHO 3a/laTh CIIUCOK CJIOB,
KOTOpBIE MOTYT BCTpEUYaThCs HA CTPAHMIE HIM B aapece CTPAHHWIBI U KOTOpbIE OYyIyT CIIy>KUTh
Outpost—y curaaaom TOro, 4YTo CTPAHUILy OTOOPaKaTh 3aMPEIIEHO.

16. HactpoiiTe mporpamMmmy Tak, yToObl Outpost GJIOKHpOBaAJI BCE CTPAHHUIIBI, B aapece KOTOPHIX
OpUCYTCTBYET ¢10BO chat. [TonpoOyiiTe OTKPBITH CTpaHUIly WWW.chat.ru.

17. Beibepute nyHkT Quivmpayus noumoeulx 610xcenuli. B HaCTpoilkax 3TOro MOIYJIsSE MOXKHO
3a/laTh CHUCOK THUIOB (DaiiyioB, KOTOpbIE MOMAJEKAT MEPEMMEHOBAHUIO, a TaK K€ BKJIIOYUTH BBIBOJ
MH(POPMAIMOHHOTO COOOIIEHHSI O TMOTy4YeHUH (DAiIOB ONpe e IEHHOTO THIIA.

18. 3amaiite BBIBOJ HH()OPMAIMOHHOTO COOOIICHHS I BeeX (ailyioB ¢ paciiupeHueM .Zip u
nepeuMeHoBaHue (HaiIoB C pacIIMpEeHHEM .eXE.

19. Ilokaxxure pe3yabTaT NPENnoJaBaTeIo.

20. OTMeHHTe Bce CBOM HACTPOUKH U 3aKPOMTE BCE OTKPHIThIE TPUIIOKEHUS.

Jlumepamypa:
4, JleknmoHHBIN MaTepuail.

5. OcHoBbl MH(pOPMALMOHHON OE30MAaCHOCTH XO3SICTBEHHOW AESTENBHOCTU: yueOHOe
nocobue / NL.I1. Muxnes; BdO ®I'BOY BIIO «Poccuiickast akagemMusi HApOJHOTO X03gHCTBa
Y TOCyZapCTBEHHOU ¢ty k0b1». — Bonrorpan: U3a-so BO ®I'BOY BITIO PAHXuI'C, 2013. —
144 c.

6. Ilmaronos B. B. [IporpamMHo-anmapaTHBIE CpeICTBA 3AIIUTHl HHPOPMALIUHU: YICOHUK.
/ M.: U3n. uentp "Akanemus". 2014.

Tema 8. TunoBasi crpykrypa 3amurthl ot HCJI. YnpaBienue qoctymnom.

Paccmampueaemvie sonpocwi:
Tunosast cTpyktypa 3amuTsl nHGopmanuu or HCJI.
IToacucrema yrpaBieHUs JOCTYIIOM.
ITocTpoeHne MaTpulbl 10CTyMA.
JlokymeHTanus otaena odecneyeHns nHPOPMaIMOHHOMN 0€301MacHOCTH.
3a0anus 0ns camocmosamenbHo20 6bINOIHEHUSA.:

NGO

1. PaccmoTpuTe TUIIOBYIO CTPYKTYpY 3aiiuThl nHpopmanuu or HCJI.
2. Ilpomymaiite crpykrypy 3amutel uHpopmamuun ot HCJ[ mis  npousBOIbHOM
(BBIMBIIIJIEHHOW) OpraHU3al|H.

57


http://www.mail.ru/
http://www.mail.ru/
http://www.chat.ru/

3. PaccmoTpuTe noacucTeMy ynpaBlIeHUs JOCTYIIOM AJIs ATOW OpraHU3aliHy.
4. CocraBbTe NiepeyeHb 3alUIIAeMbIX HHPOPMAIIMOHHBIX PECYPCOB OpraHU3aIiH.
5. IlocTporite MaTpully 1OCTyNa s JAHHOW OPraHU3alUu.
6. CocTtaBbTe JOKYMEHT, ONPEIECISAIOIIMN IMpaBUiia JOCTyIa IOJb30BaTElIC K pecypcaMm IpH
MOMOIIY JINYHBIX UACHTH(PHUKATOPOB U NAPOJIEH, TpaBUiIa COCTABICHHUS, CMEHBI U XPaHEHUS TTapOJIeH.
7. CoxpaHuTe BCE JOKYMEHTHI B CBOCH JTUYHOM IMarKe (M Ha CBOCH JUCKETE).

Jlumepamypa:

3. JleknmoHHbBIA MaTepual.

4. OcHOBBl HMH(OPMAITMOHHOW OE€30MAaCHOCTH XO3SHCTBEHHOW JEATENHOCTH: ydeOHOe
nocobue / N.I1. Muxue; BO ®I'bOY BIIO «Poccuiickas akageMuss HapOJIHOTO XO3SMCTBA
¥ TOCYIapCTBEHHOM Ciryk0b1». — Bonrorpan: M3a-so BO ®I'BOY BIIO PAHXuI'C, 2013. —
144 c.

CamocrosiTeqbHasi paﬁoTa M0 MBYYCHUI0 TEM NTUCHUIIJIUHDI

3afaHus A CaMOCTOSITEIbHOM paboThl BKIIOYAIOT B c€0s1 KOMIUIEKC aHAJMTUYECKUX 3a/1aHuil U
AJIEKTPOHHBIX TECTOB BBINOJHEHUE, KOTOPBIX, IMPEANOIAraeT TIIATEIbHOE H3YYEHHE HAy4YHOH U
yueOHOM JuTeparypbl, NEpPUOJMYECKUX W3/IaHUI, a TaKKe 3aKOHOJATEJIbHBIX W HOPMATHUBHBIX
JOKYMEHTOB TIpeajaraeMpix B 1.9 «Y4eOHO-MeTOAHYEeCKOe W HH(POPMAIMOHHOE OOecreyeHue
JUCLUIUIMHBI». 3aJaHusl MPEJOCTaBIIAIOTCA HA IPOBEPKY B UIEKTPOHHOM BHJE WM Ha OyMakHOM
HOCUTEJIE.

3agaHus 1J151 CAMOCTOSITEIbHON padoThI:

Tema 1. 3ammra 0(hUCHBIX JOKYMEHTOB.

PaccmaTprBaeMble BONIPOCHI:

3ammra 1okyMmeHToB Microsoft Word oT HeCaHKITMOHUPOBAHHOTO JIOCTYTIA.

3ammra fokyMeHToB Microsoft Word oT HeCaHKIIMOHUPOBAaHHOT'O U3MEHEHU .

3amuTa 1okymMmeHToB Microsoft Excel oT HecaHKIIMOHMPOBAaHHOT'O U3MEHEHUSI.

3ammra fokyMeHToB Microsoft Excel oT HeCaHKIIMOHUPOBAHHOT'O JIOCTYTIA.

3anaHus 4J11 CaMOCTOSITEIbHOTO BBITTOTHEHHUS:

3ammra fokymentoB Word.

1. Coznaiite Ha qucke D: B manke Baliel rpyninsl Hanky 3amura opuca.

2. Habepure B pegaktope Word nmpou3BOJIbHBII TEKCT M COXpAHUTE €ro B manke 3amuTa opuca
noJ umeHeM documentl.

3. BeiGepute meHio CepBHC — Y CTaHOBUTD 3aLIUTY.

4. 3anperuTte M00bIe N3MEHEHUS KPOME 3alllCH UCIIPABIEHUN U 3a/1aiiTe naposp 12345.

5. IlonpoOyiiTe OTpenakTUPOBaTh CBOM TEKCT. Y IalIUTE HEKOTOpPbIE CIIOBA M JOMHILIUTE HOBBIE.
[TonpoOyiite mnpunsaTh Bce wucnpasieHuss (Cepsuc — MHWcmpaBinenus — I[IpuHATH/OTKIOHUTH
ucnpasienus). OOpatuTe BHHUMAaHHE, 4YTO BCE U3MEHEHHS B JOKYMEHTE (UKCUPYIOTCS, HO
MPUHSTH/OTKIIOHUTh X HEBO3MOXKHO.

6. 3aKpoONTE TOKyMEHT, COXPAHUB €TO.

7. OTKpoiiTe JOKYMEHT U MONpOoOYyHTE NPUHATH UCTPABICHUS.

8. CHumuTe 3a1uTy AO0KyMeHTa. Boioepure meHto CepBuc — CHATH 3allUTY U BBEIUTE MAPOIIb.

9. IlonpoOyiiTe MPUHATH BCE UCIIPABICHUA. Y OETUTECH, YTO UCIIPABIICHUS IPUHSTHI.

10. 3aHOBO 3aIIUTUTE JOKYMEHT, KPOME 3alMCH HCIIPABICHUH U 3aKPOHTE €ro, COXpaHUB.

11. HaGepute HOBBIH JOKYMEHT (OTJIMYHBIM OT MEPBOr0) U COXpaHUTE ero (MmoJ HMEHEM
document?) B mamnke 3amura oduca.

12. YcraHoBuTe 3allUTy 3TOro JIOKyMeHTa, BbIOpaB MeHIO CepBHC — YCTaHOBUTH 3aIIUTy U
3aIrpeTuB JT00ble N3MEHEHUsI KpOME BCTaBKM MpUMedaHuil. 3agaiite napons 12345.

13. ITonpoOyiiTe OTpeaaKTUPOBAThH JOKYMEHT.
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14. BecraBbTe 1Ba mpuMeyaHus K J00bIM Gparmentam. Mento Beraska — [Ipumedanue.

15. ITonpoOyiiTe M3MEHUTH OHO MPUMEUYAHUE U YIATUTh APYTOe.

16. 3akpoiiTe JOKYMEHT, COXpPAHUB €TO.

17. Coznaiite Tpetuii mokymeHT B Word, coxpaHuTte ero B mamnke 3ammrta oduca moj UMEHEM
document3. YcTaHOBUTE Ha HETO 3alINUTY, 3aPETUB JIIOObIE N3MEHEHHS, KPOME BBOJIA JTAHHBIX B TOJIS
dbopwm. 3amaiiTe mapons 12345.

18. IlonpoOyiiTe oTpeaakTUpOBaTh AOKYMEHT. IIpocMOTpHUTE MyHKTHI MEHIO, YTOOBI BBIACHUTDH
Baiu BoO3MOXXKHOCTH 10 peAaKTUPOBAHUIO JJOKYMEHTA.

19. CHUMUTE 3aIIUTY C TOKYMEHTA.

20. Pa30eiiTe Baml TOKyMEHT Ha JiBa pazzena. (YCTaHOBUTE Kypcop B MECTO Pa3pbiBa U BHIOEPHUTE
Menro BeraBka — Pa3psiB — HoBblIi pa3aenn Ha TeKylel CTpaHuIle).

21. YcraHOBUTE 3aIUTy Ha JIOKYMEHT, 3alpeTHB JIOObIC M3MEHEHUS, KpOME BBOJA JaHHBIX B
nosis gopm. Mcnons3ys kHOomKy Pasznenbl, ycTaHOBHTE 3ampeT TOJbKO Ha BTOpoil paszaen. Ilapoinb
12345.

22. IlonmpoOyiiTe OTpeaKTUPOBATh NIEPBBIM M BTOPOM pa3aeiibl JOKYMEHTA.

23. 3aKkpoiiTe TOKyMEHT, COXPAHUB €TO.

24. CoznaiiTe yeTBepThIi JOKyMEHT B penaktope Word u coxpaHute ero B nake 3amura oduca
o umeHeM document4.

25. Beibepute mento Cepauc — [lapameTpsl, 3aTem Biaaky CoxpaHeHHe.

(Ecmu Bet pabortaere B8 Word2t3 nnu XP, To Hano BeIOpath BKIanky bezomacHocts. [TocmoTpute
BO3MOXXHOCTH 3TOH BKiIagku. OOpatuTe BHUMaHUE Ha (praxok «YJanarh TUYHbIE CBeACHUS U3 (aiina
IIPU €T0 COXPAHEHUW).

26. 3anaiite naponb 7777 Ha OTKpbITUE (aiina.

27. 3akpoite ailn, COXpaHHB €ro, 3areM NomnpoOyWTe OTKpBITh. llompoOyiite BBecTH
HEMPaBUIbHBIN MMapoJib, a 3aTeM OTKPONTE TOKYMEHT C MPaBUIBHBIM MapOJIEM.

28. CoznaiiTe mATHI TOKyMEHT B pempakTope Word u coXpaHUTE ero B Make 3ammura oduca moj
umeHeMm documents.

29. Bribepure mento CepBuc — [lapamerpsi, 3ateM BkIanky beszomacHocts (CoxpaneHue mjist
Word2000) u 3apaiiTe napospb pasperieHus 3anucu 9999.

30. 3akpoiiTe TOKYMEHT, COXpaHUB €ro 1 NonpoOyiiTe CHOBAa OTKPBITh. BbIOepUTE pEeKUM TOJIBKO
yreHus. OTpeJakTUpyHTe TOKYMEHT U onpoOyiiTe ero coxpanutb. Coxpanute kak document5 1.

31. IlonpoGyiite oTKpbITH (Paitn documentS 1.
32. 3akpoiite Bce (paiiiabl U MOKAKUTE pe3yabTaT MPEro1aBaTelIto.
3ammra nokymentoB Excel.
1. 3anyctute Excel 1 co3aaiite cienyromyro Tabiuiy
DdUO Oxknan [Ipemus Htoro

2. 3anonHuUTE €€ I MPOU3BOJIBHBIX TPEX YEIOBEK, BBOJIS IPOU3BOJIBHBIEC YHCIIA U CYMMUPYS UX B
rpade Utoro.
3. IlocTpoiite KpyroByto quarpamMmy 1o cronaouy KMroro.
. CoxpanwuTe ¢aiin B manke 3ammuTa odrca mojg umeHem probal.
. CoxpanuTe 3T0T ke (aiin B manke 3anura oduca emie pa3 nog uMeHem proba2.
. 3akpoiite ¢aiin proba2 u otkpoiTe (aiin probal.
. Beibepute mento Cepuc — 3amuTa — 3alluTUTh JUCT U 3a1aiite naposs 1111.
. [TormpoOyiiTe oTpenaktupoBaTh JHCT. [leperiaute Ha JIncT2 M monpoOyiiTe BBECTH JTaHHBIC.
9. Ycra"oBuTe 3aUTy BTOPOTO JIUCTA C Mapojem 2222.
10. Caumure 3ammty ¢ Jlucral. Ucnonb3yiite Mento CepBuc — 3anurta — CHATh 3alIUTY JIKCTA.
11. YcranoBute 3anmry Jlucral, oTMeTHB TONBKO (u1aXKoK 3alUTa JIUCTa B OTHOIIEHUH 0OBEKTOB
v 3a7aB mapois 1111.
12. TlonpoOyiiTe U3MEHUTH aHHbIE B stueiikax. [lonpoOyiiTe n3MeHUTh Auarpammy.
13. 3akpoiite Qaitn, COXpaHUB €TO.
14. Otkpotiite daiin probal u nomnpoOyiiTe BHECTH W3MEHEHHSI Ha MEPBBIi JIUCT, 3aTEM Ha BTOPOH.
15. 3akpoiite daitn probal u oTkpoiiTe daiin probal.

03N L K~
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16. Beibepure meHio CepBuc — 3ammurta — 3amuTUTh KHUTY. OCTaBbTE OTMEYEHHBIM TOJIBKO
¢bnaxok CTpykTypy W 3amaiiTe maposib kniga (mpoBepbTe, uTOOBI ObLIa BKJIIOYCHA AaHTIUHCKAs
packiagka)..

17. ITonpoOyiiTe M3MEHUTD JITAHHBIE Ha JIUCTE. Y OCAUTECH, YTO M3MEHECHHSI BO3MOJKHBI.

18. TlonpoOyiiTe ynamuTh MEepBbIid TUCT (IIP. KHOIKA MBIIITU HA SPJIBIKE JUCTa BHU3Y CTPAHUIIBI).

19. 3akpoiite daiin, coxpaHUB H3MEHEHHUSI, U 3aHOBO OTKpOTE ero (proba2).

20. CanMmute 3amuty ¢ kHuru. Mento Cepsuc — 3aniura — CHATh 3alIUTY KHUTH.

21. YcraHoBuTE 3alIUTY KHUTH, OTMETUB 00a (priakka v yCTaHOBUB mapoib kniga?2.

22. I[TonpoOyiiTe N3MEHHUTH JIaHHBIE Ha JINCTE.

23. Boibepute meHto OkHO — CKpBITh ¥ BBEIUTE MAPOJIb.

24. 3akpoiite ¢aiii, COXpaHUB U3MCHCHHS.

25. Otkpotite ¢aiin proba2. Yoeaurech, 4T0 OKHO HE OTOOpaKkaeTcsi U TaHHbIC HE BUIHBIL.

26. Brioepute meHto OkHO — OTOOpa3UTh M BBEUTE MApOJIh.

27. CkpoiiTe OKHO U 3aKpoiiTe (aiisl, COXpaHUB N3MEHEHHUSI.

28. TlokaxxuTe pe3yiabTarT MpernogaBaTelto.

29. CHEUMHTE 3aIIUTY CO BCEX BamuXx (haisios.

Jlureparypa:

www.microfoft.com

JIeKIIMOHHBIN MaTepHuall.

Tema 2. [TocTpoeHue MoJIeu yrpos.

PaccmarpuBaemblie BOIIPOCHI:

Krnaccudukanus atax.

Kanane! yreuku nHpopManuu.

[TonsTHE yrpo3sl.

Hcrounnku yrpo3 u ux Kiaccupukarms.

[TocTpoenue Mmoaenu yrpos.

3agaHus A1 CaMOCTOSITEIbHOTO BBITIOJTHEHUS:

[Toctpoiite Moaenb yrpo3 Aisi HEKOTOPOUM OpraHM3alliy, 3alOJHUB MPUJIaraeMyro TaOIHIly Tak,
9TOOBI B siUeiiKe cTosuia «l», ecnu yrposa, ykazaHHas B JaHHOM CTpOKE MPUMEHHUMA JUIsi O0BEKTa,

Ka3aHHOTO B JAHHOM CTOJIOIIE.

Mar

HUT
Komn CpencT
Pl |Cer p
OBaJb Ba
e|n
Mo |Cuc|kna|Ilp| =HO- noxap
Hoc|ame|ten| .
n HUT| T |BUA|UHTMHOXUY] ure|krp e(bo HOHU U
epevYeHb HCTOYHNKOB
P IyTu peanusanum op |6mo|ryp| ep | TenbH OXpaHH|
yrpo3 JIH |oTIH| HbI o
bl | K1 a bl bIC ou
HH |TaH
anmap - | ns CHUTHAJT
aThbl n3aluny,
vyt

AHTpOl’lOl"eHHble HCTOYHUKHU YIpo3

MHTepec n[YTeyka 3a CUET areHTOB
[IPEAHAMEPCHHLIC NCUCTBHAIBy3yanpHas 1 (OTO pa3BeaKa
KPHIMHUHAIBHBIX CTPYKTYpP H

PECTYIHBIX TPYIITUPOBOK;
1 peety py p Mo nupurkanus nHHOpMAITUN

brokupoBanue nHpOpManuu

YHnuToXEeHHe HHOopMaLK

HpI/IMGHCHI/Ie 3aKJIaJI0K

Peructpanus HaBOJIOK

[TpennamepeHHble neiicTBUs|Y Teuka HHPOPMALMN

2 [BCIOMOraTeIbHOro BusyanbHast 1 GpoTo pasBenka
repcoHana (yOopmmwmkw,

brokupoBanue nHpOpManuu
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oxpaHa)

Mo nudrkanus nHGOpMAITHN

Y HIUTOXKCeHNE HH(DOpMAIIH

HpI/IMeHCHI/Ie 3aKJ1ag0K

Ommbku monmp3oBarenel  |brokupoBanme nHPOPMAINH

3 Momndukanus HHGOpMAITII
VHIYTOXCHUE HHDOPMAIIH

Ommbku mporpaMmucToB  |brokupoBanue nHbOpMAIAN

4 Momndukanus HHGOpMAITII

YHnuToxenue nHGopmManuu

TexHOreHHbIe HCTOYHMKH YIPo3

COou B kaHasax nepenaun ulbnokuposanue naopmanuu
5 [cpencTBax cBs3M;

Y HIUITOXKEHNE HHpOPMAINU

Coon

6 DJICKTPOIMUTAHUA

B cpeacrBax|biokupoBanue HHPOPMALTIH

Y HIUITOXKEHNE HHpOpMAINU

BosmoxxHocTh  aBapuil  B|biiokupoBaHue HHPOPMAUU

MHXEHEPHBIX
7 (BomocHaOXeHMs,
KaHaTH3aIH) ulY HH4TOMXKEHHE HHDOpMaUU
KOMMYHHUKAIIMOHHBIX CETSX
BHenmHue CTUXHITHBIE HCTOYHUKH
8 [Bo3MOXHOCTh yparaHoB VHIuTOXKEeHUE HHDOPMAIHH

brokupoBaHue HHPOPMAITIH

[Bo3MoKHOCTH aBapuu|Y HIUTOXEeHUE HHDOpMAIIH
g [Omu3nexanux
[IPOMBIIIIICHHBIX 00BEKTOB

biokupoBaHue HHGOPMALIH

10 [BosmoxnOCTE IOKApPOB Y HIUTOXKCHIE HH(DOpMATIH
JIureparypa:

23.  JleKIMOHHBIM MaTepHal.

24.  OcHOBbI HH(OPMAIIMOHHOHN 0€30MaCHOCTH XO3SHCTBEHHON AEATENbHOCTU: yueOHOe
nocobue / N.I1. Muxues; BO ®I'bOY BIIO «Poccwuiickast akagemMusi HApOIHOTO
XO03sICTBA M FOCYJapCTBEHHOH ci1yxk0b1». — Bonrorpan: U3a-s0 BO ®I'BOY BIIO
PAHXuI'C, 2013. — 144 c.

25.  IInaronos B. B. IIporpamMHo-anmnapaTHbIE cpeJICTBA 3allUThl HH(QOpMaIuu: yueOHHUK. /

M.: U3a. uentp "Axanemus". 2014.

Tema 3. Knnaccuueckune KpunToCHCTEMBI.
Paccmampusaemvre 6onpochwi:

26.
27.
28.
29.
30.
31.
32.
33.

Knaccuueckas kpunrorpadus.
Kpunrocucrema Lesaps.
Kpunrocucrema Buxenepa.
[IpakTrHueckas peanuzanus cuctTeMsl BukeHnepa.
[TonsiTue MHOTOANI(AaBUTHON KPUITOCHUCTEMBI.
Kpunroananu3 MHOroanpaBUTHON KPUIITOCUCTEMBI.
Kpunroananus cucrems! Buxenepa.
Kpunroananus cucremb! «OTHOPa30BbIi OJIOKHOTY.
3aoanus 0na camocmosamenbHO20 GbINONIHEHUL:

1. Otkpoiite ¢aitn CRYPTOL1.XLS u mocMoTpuTe Kak peann3oBaHa cuctemMa Bikernepa.
2. Cozpnaiite B EXxcel crenyrontyto Tadbmuiy

OTKpBITHIN TEKCT

ITaposb

Koj O6ykB Tekcta

61



Kox 6ykB maposs
CyMMma K0JI0B OYKB
CyMMa 1o MozyJio
Kpunrorekct

3. BBeauTe B MepBYIO CTPOKY IMPOU3BOJIBHBINA TEKCT MO OJHOM OYKBE B KaXIYIO SUCHKY.

4. BBenuTte BO BTOPYIO CTPOKY TaOJMIIBI MPOU3BOJIBHBIM Maposib MO OAHOW OyKBE B KaXKIYIO
syeiiky. Eciam 1umHa maposis MeHbIIE JUIMHBI OTKPBITOTO TEKCTa, TO HAYHUTE HaOOp MapoJis Jaliblie,
[I0OKA HE 3aKOHYMTCS OTKPBITBIM TEKCT.

5. Ucnonw3ys ¢ynkmuro KOJACHMB, 3amomHUTE YETBEPTYIO U MATYIO CTPOKH TaOIUIBI IS
oTpeieNIeHUs! KOJI0B KaXK10i OYKBBI OTKPBITOIO TEKCTa U MapoJsl.

6. B 111011 CTpOKE CI0KUTE TPETHIO U YETBEPTYIO CTPOKH.

7. Ecniu B mATOM CTpOKE CyMMa MpeBbIIIAeT 255, TO B IMIECTONW CTPOKE HEOOXOUMO OTHATH 255 OT
grcia B nsaToi ctpoke. Mcnons3yiite dpynkuuro ECJIN.

8. B ceapmoii cTpoke monyuute OYKBBI 3alIM(POBAHHOTO TEKCTa, MCMIONb3Ys (QYHKIHUIO
CUMBOJL

9. CamocTosTeNbHO, UCHOJb3yS OMHCAHHBIE BbIMIE (QYHKIUH, pacmupyiiTe NOTyYEeHHBIN
KPUNTOTEKCT. J{J1s1 3TOr0 co3/aiiTe HUKe IepBOM TaOIHIIBI BTOPYIO TaOIHUITy.
10. Pacuudpyiite TeKcT:

KCArz sl YHKOO6Xbr UbAbrprxYHIIA'

UCIONB3Ys napoib «umdp». [Ipu Habope TekcTa mpomycTuTe mpodesbl Mex 1y OyKBaMu.
11. Pacu¢pyiite Tekcr:
EBIAxI[Co boYOox lx VYVbIzIMOdPd MHlag O3n 22962 PmMuak3
HE 3Has NapoJisl, HO 3Hasl, YTO B 3alIM()POBAHHOM TEKCTE €CTh CIIOBO «UCTUHY.
Jlumepamypa:
7. JleKIIMOHHBIN MaTepHal.

8. OcHOBBI HHPOPMALTMOHHOW OE30MACHOCTH XO3IHCTBEHHOH JIEATENFHOCTH: yaeOHOe mocooue /
N.I1. Muxnes; BO ®I'bOY BIIO «Poccuiickas akageMus HApOJIHOIO X0351UCTBA U FOCYJapCTBEHHOMN
ciyk0b1». — Boirorpaa: U3n-so BO ®I'6OY BIIO PAHXul'C, 2013. - 144 c.

9. Ilnatonos B. B. IlporpamMMHo-anmnapaTHble cpeCcTBa 3alIUThl HHGOpMAIMK: yueOHHUK. / M.
W3a. uentp "Axagemus". 2014.

Tema 4. Kpunrorpadgusi ¢ 0OTKPBITBIM KJIKY0M.
Paccmampusaemvie sonpocwi:

15. Kpunrorpadus ¢ OTKPBITHIM KJIIOUOM.

16.  D'enepanus xitoueBoit mapsl B mporpamme PGP.

17. Opranuzanys oOMeHa KIYaMH.

18.  Hludposanue nanusix B PGP.

19. [ToHsATHE 27EKTPOHHON MOAIIHMCH.

20. 3aimuTa T0KyMEHTOB AJIEKTPOHHON MOAMUCKIO B iporpamme PGP.
21.  IudpoBaHue U IEKTPOHHAS TOINHCH JOKyMeHTOB B PGP.

3aoanus Ona camocmoamenbHo20 6bINOIHEHUSA!
1. 3anyctute PGPtools (ITyck — [Tporpammer — PGP — PGPtools)

IlosBuTCS manens
= PGPtools o)X
& » | 2 | =5 ;
9 8| 22 2| e8| 7|4
2. Boibepute JIeBYIO KHOIKY C IBYMs KiIto4aMu. 3amycTutcst Moayinb PGPKeys co cruckom Beex
KiIroueil Ha Bamem kxommbrotepe. B mome Description ykasaHo, Kakoi 3TO KJIFOY: TOJBKO OTKPBITHIN
(public key) nnu kiroueBas mapa, T.€. OTKPBITHIN M CEKPETHBIN KIt04 B KomiutiekTe (Key pair).
o
3. Co3paiiTe HOBYIO KJIIOYEBYIO Mapy, HaXKaB HA KHOIKY k——— W BBINOJIHUB BCE IlIard MacTepa
CO3/IaHHUS KIIFOUYEH.

4. Cozpaiite Ha nucke D: nanky ¢ Ha3BaHueM Baiueil rpynmnsl.
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5. DKCOpTUPYHTE CBOM OTKPBITBHIN KJIIOY B ATy MamkKy, Ha)kKaB Ha KHONIKY —— M YKa3aB MyTh J10
Bammeii nanku. B kauectBe Ha3BaHus (aiina ¢ kimouoM ykaxkute Bamry damuuio.

6. Cxonmpyiite Bamr ¢aiin Ha cepsep (Server606) B manky PublicKey.

7. Umnoptupyiite U3 3TOM NManku 4bU-IUO0 IPYrue OTKPBIThIC KItOUYW. IJIst 3TOro Ha)XXMuTe Ha

T

KHOIIKY = BHIOEpUTE MyTh U Ha3BaHUE (aiina.

8. Bakpoiite okHo PGPkeys.

9. 3ammyctute Word u Habepute MUCbMO KOMY-JIM00, Yeil Kito4 Bbl UMIIOpTUpOoBaiu. CoxpaHuTe
3TOT TEKCT B Balllei Mamke.

10. 3ammdpyiite 3TOT (Qaill OTKPBITBIM KIOYOM STOTO TOJb30BaTeNs. st 3TOro HaxMmuTe
KHOIIKY Ha naHenn PGPtools, ykaxurte myTh W Ha3BaHue Barero aiina, a 3areM KIOY B
nosiBuBIeMcs: okHe. Coxpanute 3amudpoBaHHbli daiin B Bamreir manke moa ¢paMuiaueit Toro, KoMy
Br1 nucanu.

11. Cxommpyiite 10T (haiia Ha cepsep (Server600) B manky TextPGP.

12. CxonmpyiiTe u3 3T0# nanku B Bamry nanky Ha aucke D: ¢aiin, angpecoBanusiii Bam.
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13. Pactmmmdpyiite 3T0T daiin, HakaB KHOIKY B
3aTreM BbIOpaB Bar K104 B CITUCKE KITFOYCH.

14. Co3pnaiite emie oaun 10KyMeHT B peaakrope Word, coxpanus ero B Bamieii nanke Ha aucke D:

3
B
15. TlognumuTe 3T0T (haiin Bamei 31eKTPOHHOW NOANUCKHIO. [l 3TOro HaXXMHUTE KHOIKY
Ha nanenu PGPtools, ykaxwure myTh u Ha3Banue Barero daiina, a 3arem Baiin k1104 B MOSBUBIIIEMCS
OKHE.
16. O6parute BHUMaHUE Ha (aiiy MOANKUCH B Baliel manke. OTKpONTE ero ABOMHBIM HIEITUYKOM.
17. OtkpoiiTe noanucanueiii Bamu Qaiin u usMeHHUTE €ro, COXpaHWB U3MEHEHUS Ha JIMCKE.
18. Otkpoiite (aiia TOANMUCH IBOWHBIM IIEIYKOM eIie pa3. YOemuTech, YTO MOINKHCH HE
JCHCTBUTEIIbHA.
19. Co3naiite HOBBIN HokyMeHT B Word. HaGepuTe HeOombIOE MPEIOKEHHE U CKOIUPYITE €ro B
oydep obmeHa.

WJIN ABAKAbI HICIIKHYB I10 HEMY MBIMKOﬁ, a

20. IleaKkHUTE MBILIKOM MO KHOMKE E Ha MaHeNu 33/1a4 B IPaBOM HMKHEM YTIIy.

21. B nosiBuBmemcs Mento Beioepute Encrypt Clipboard u ykakure Bamn kittod.

22. Ha uucrom Mmecte Bamiero nokymeHTa BcTaBbTe TeKCT u3 Oydepa obmena (IIpaBka —
Bcrasuts). [losBuiics 3ammgpoBaHHbIN TEKCT.

23. Cxonupyiite ero B 0ydep oOMeHa 1 10 aHAJIOTHH ¢ MU(pOBaHUEM pacliudpyiite ero, BbIOpas
nyukt Decrypt&Verify Clipboard.

24. BeraBbTe pacinpoBaHHbIN TeKCT U3 Oydepa oOMeHa.

Jlumepamypa:
11. JIekuMOHHBIN MaTepUa.

12. OcHoBbI HH(DOPMAIIMOHHON OE€30MACHOCTH XO35ICTBEHHOH AEATENbHOCTU: yueOHoe mocodue /
N.II. Muxnes; B® ®I'BOY BIIO «Poccuiickas akanemuss HApOJHOTO XO3SIMCTBA H
rocyJIapCcTBEHHOM ciykOb». — Bonrorpaa: Uzn-so BO ®I'bOY BIIO PAHXul'C, 2013. —
144 c.

13. Ilnatonos B. B. IIporpammHo-anmapatHble CpeAcTBa 3alIUThl MHGOpMaIK: yueOHuK. / M.:
N3p. nentp "Axanemus". 2014.

14. Beenenue B kpunrorpaduto/ I[Tox obmr. pea. B.B. Amenko. — M.: MITHMO “YePo”, 2013.

15. http://pgp2all.org.ru

Tewma 5. 3ammra 6a3 ganubix Microsoft Access.
Paccmampusaemvle éonpocwi:
11.  Tloctpoenue 6a3bl nanubix B Microsoft Access.
12. 3amuTa 6a3bl JaHHBIX OT OTKPBITHSI.
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13.  Tlonp3o0Barenu u rpymnimsl.
14, [TaponbHas 3ammra.
15.  PasrpanudeHue mmpas g0cCTyna.
3a0anus ona camocmosmenbHO20 6bINOIHEHUSA:
1. Co3paiite Ha aucke D: B mamnke Bamieid rpymnmsl 6a3y ganHbIx Cexper
2. Cozpaiite Tabauily B peXUME KOHCTPYKTOpa (I0J€ MOMEUYEHHOE * SBISETCS KIIOYEBBIM) U
COXPAHHUTE €€ 110 UMEHEM AHKETA.

Hmsa noas Tun gaHHBIX
Kopn CueT4yuk

dUO TexcToBbIi
Anpec TexcToBbIH
Tenedon TekcToBbIf

3. Beenute B TaOIUIy TpH 3aIHCH.

4. YCcTaHOBHTE MapOJIbHYIO 3alIUTy Ha ATy 0a3y maHHBIX (mapois 1234)

5. Co3paiite Ha aucke D: B mamke Baeit rpynmsl 6a3y nanasix JlocTym.

6. Cozpmaiite [ist 3TOM 0a3bl JaAHHBIX IPYIIIBI MoJb30Bateneit Student u Others

7. Co3naiite B rpymme Student moabp3oBaresist Mo CBoel Gpamuiinei u moip3oBatesns Studentl.

8. B rpymmie Others co3naiite monb3oBarens Friends u monb3oBatens Guest.

9. YcranoBuTe napoiib agMuHucTpaTopy (admin) 6a3bl aHHBIX (00s3aTeabHO 7777).

10. YcraHoBuTe maposu sl CO3/IaHHBIX BaMHU IOJIb30BaTeNeil (Mapoiid COBMANAIOT C UMEHEM
MTOJIb30BATE]Is).

11. YcranoBure mpaBa HocTyna K 0ase MaHHBIX s rpynmsl Student Ha Bce meilicTBHs, Kpome
aMUHUCTPUPOBAHMUSL.

12. YcraHoBuTe mpaBa J0cTyna K 6a3e qaHHbIX i rpynisl Others Tonbko uTeHne u 1o0aBicHue
JTAHHBIX.

13. YcranoBute st rpynmsl USers mpaBa TOIbKO Ha YTEHHUE JAHHBIX U MaKeTa.

14. IlokaxxuTe pe3yabTaT penojaBaTelto.

15. CHumuTE Maposb AIMUHUCTPATOPA

Jlumepamypa:
5. JlekMoHHBIN MaTepuar.
6. www.microsoft.com

Tema 6. HpaKTuquKoe NPUMEHEHUE MEKCETEBBIX JKPAHOB.
Paccmampu@aeMble 60npocsvl.

7. [ToHsITHE MEKCETEBOTO PKpaHa.
8. [MpuHImns! padbotsl ¢ mporpammoii Firewall Outpost.
9. Hactpoiika mporpaMMHBIX MOIYJIEH.

3adanus 011 camocmoamenbHo20 6bINOIHEHUs.!

Outpost Firewall

1. 3arpy3sute nporpammy Outpost Firewall.

2. Buibepute nynkr Cemesas akmusrocms. OKHO crpaBa COAEPKHUT WH(DOPMAIIHNIO O TEKYIIHX
COEMHEHUSAX MpUIOKEeHUH ¢ cerbto. [lompoOyiiTe MOMydYuTh MHPOPMALUIO MO KakoMy-HHOYIb
MyHKTY.

3. Boibepure nyHKT Omxpvimosie nopmul. OKHO COAEPKUT HHPOPMALUIO O TOM, KaKUMH
nporeccaMy Ha KOMITBIOTEPE OTKPBITHI OTPE/IeTICHHBIE TTOPTHI.

4. TlpocMoTpuTe NYHKTHl Paspewennvie W 3abrokupoeannvlie, KOTOpblE COJEpKaT OO0
CTaTUCTHKY TI0 COSAMHEHUSIM.

5. Beibepute nmynkt DNS. KsmupoBanue 3ampocos (T.e. coxpaHeHue oTBeToB B 6aze Outpost) k
DNS 1no3BoJsieT COKpaTUTh BpeMsT OTKPBITHSI CTPAHUI], KOTOPBIE OBUIH MTOCEIICHBI paHee 3a CUeT TOro,
YTO KOMIBIOTEPY He HYXKHO OyneT mepej oTKpbiTHeM obpamarbes K DNS cepBepy s ornpeneneHus
IP agpeca oTKppIBa€MOM CTPAHMIIBI.

6. IIpocmotpute JKypnai.
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7. llenkHuTe MpaBOi KHOMKOW MBIIIH 10 Ha3BaHUIO Moaysisi DNS B 1eBOM OKHE mporpamMmbl U
BbIOEpUTE [lapamempui.

8. Orpannubte k311 DNS Ha 50 3anuceit u ycranoBute cpok xpanenust 10 gueit.

9. BriGepure nyHKT /[lemexkmop amak, KOTOPBIM XpaHUT OOIIYI0 HHPOpPMALMIO O 3alIUTe
KOMIIBIOTEpA OT aTaK, CKAHUPOBAHUS U IPYIMX TUIIOB 3alPEIICHHBIX COEINHEHUM.

10. IIpocmoTpuTe xypHai. [llenkHuTe MpaBoil KHOMKOM MBIIIK IO Ha3BaHUIO MO /[emexmop
amax B JIEBOM OKHE MPOrpaMMbl U BeiOepute [lapamempul. B OKHE HaCTPOEK MpPU IMOMOIIH TOI3YHKA
MO>KHO BBIOpATh OJIMH U3 TPEX YPOBHEH TPEBOTH:

Maxkcumanvuoii — dadipBoiul OyAeT NpeaynpekaaTb O MONBITKE MOJKIIOYECHUS Jaxe Ha OJUH
OpT.

Obvlunbiti — mpenynpexaeHue OyAeT BBIJAHO TOJbKO IMPH CKAaHMPOBAHWU C OJHOTO ajpeca
HECKOJIBKUX [TOPTOB WJIN OIIPEAEICHHBIX IOPTOB, KOTOPBIE IPEACTABIISIOT ONIPEIEICHHBIN HHTEPEC.

bespaznuuneiii —paiipBosut OyAeT CUTHAIU3UPOBATH JIMILb O PEaIbHOM aTake Ha KOMITBIOTEp, a HE
O IONBITKE UCIOJHUTH TAKYIO0 aTaKy WM IPOCKAHUPOBATh ITOPTHI.

11. Haxxmute KHOTIKY Boiopame ¢hunemp. IIpocMoTpUTe €€ BO3MOKHOCTH.

12. Beibepure nmyHKT MHmepakmugeHvle d1emenmyl. 31€Ch MOKHO 3a0JIOKUPOBATh BCIUIBIBAIOIINE
OKHa, Iepexo/bl [0 pEeKJIaMHbIM caiiTaM B MIHTepHeT.

13. IIpocMoTpuTe MapaMeTpbl HACTPONKHU JJIsl TaHHOTO MYHKTA (TpaBasi KHomKa MbIn). Ha tpex
BKJIaJIKaX pa3MeIleHbl HACTPOUKH OJOKHUPOBKH BCEX AIIEMEHTOB, KOTOPbIE MOTYT HAaXOJWUTHCA Ha
[IOCELIAEMbIX BEO—CTpPAHMIIAX WJIM B IO4YTE. DBONBIIMHCTBO HACTPOEK HMMEIOT TPU HACTPOMKHU:
Paspeweno, 3anpoc n 3anpeweno. 1lpu HacTpolike HYXHO YYHTHIBATh TOT (PakT, YTO HA MHOTUX
CTpaHULAX CKPUITHI WM (UIBLI MOTYT MCIOJIb30BAThCS AJI CO3JaHUSI MEHIO U €CIIM HUX MOJHOCTBHIO
OTKJIIOUUTh, TO HaBHramusi IO calty OyaeT HeBo3MoxkHA. I[losToMy, ONTHMAanbHBIM CTaHET
WCIIOIb30BaHUE HACTPOWKH 3anpoc. Jns 0cob0i HACTPOWKH HEKOTOPHIX CaWTOB B MOIYyJie
«HMnmepakmusHnvie d1emenmsly CIYXKUT BKIagka «Hckaouenus». C €€ TNOMOIIBIO MOYKHO
cOpMHPOBATH CIIMCOK CAaWTOB M HACTPOHUTH /IS KWKIOTO M3 HUX OJIOKHPOBKY OIPEIEICHHBIX
AJIEMEHTOB. DTOT CIUCOK UMEET Oojiee BRICOKUN MPUOPUTET, YeM OOIIHNe HACTPOUKHU OJIOKUPOBKU IS
BCEX CalTOB.

14. TIpocMoTpuTe BKJIAJKH NapaMeTPOB, 3alIPETUTE BCIUIBIBAIOLINE OKHA M HACTPOMTE OCTaIbHOE
10 CBOEMY YCMOTPEHHUIO.

15. Bribepute myHKT Pexnama. Outpost yMeeT oTceKaTh peKiIaMy 1o pa3Mepy U Mo COJEPKUMOMY
CCBUIKH, YTO SKOHOMHT TpapuK U YBEIUUUBAET CKOPOCTh 3arpy3KH CTPAHMII.

16. Bei3oBuTe mapaMeTpsl A AaHHOTO MyHKTa (MpaBas KHOMKA MBIIIH). YCTaHOBHUTE (DIaKOK
llokazams kop3uny Onsi pexiamel. Eciu B CTaHZapTHOM CIIHCKE OTCYTCTBYET ONUCAHHE JUIsS
OIpeJIelIEeHHOr0 OaHHepa, W OH 3arpy’kaercst MpHU TOCEIIEHUWH CTPAHUIIbl, TO, OTKPBIB KOP3UHY,
JIOCTaTOYHO MBIIIBIO IEPETAIUTh B Hee OaHHEp, U OH OOJblle HUKOIZa He OyJeT 3arpykarbCs.
Bxunaaka O6wue no3BonseT BEIOpaTh TO, 4eM OyIyT 3aMEHSATHCS BBIPE3aHHBIE CO CTPAHUL] PEKJIaMHbIE
OaHHEpHl. 371eCh K€ MOXHO CO3/7aTh CIIMCOK CAaWTOB, C KOTOPHIX HE OyJeT BbIpe3aThCs Ipaduka u
peknama.

17. IIpocMOTpHUTE BCE BKIIAJIKU IIAPAMETPOB.

18. Bribepute nmyHKT Coodeporcumoe. B HacTpoiikax 3TOro MOIYJsl MOXKHO 33JaTh CIIUCOK CIIOB,
KOTOpbIE€ MOTYT BCTpeYaThCsl Ha CTpaHHIE WM B aJpece CTPAaHUIBI U KOTOpble OyAyT CIYKUThb
Outpost—y curnanom Toro, 4To CTpaHUIYy 0TOOpaXKaTh 3arperieHo.

19. IIpocMOTpUTE BO3MOKHOCTH TAHHOTO MyHKTA.

20. Beibepute myHKT Quibmpayus noumossix 10dceHutl. B HaCTpOHKax 3TOro MOIYJS MOKHO
3aJlaTh CHUCOK THUIOB (ailJioB, KOTOpbIE MOMAJIEKAT MEPEHMMEHOBAHUIO, a TaK K€ BKJIIOYHMTH BBIBOJ
MH(POPMALIMOHHOTO COOOIIEHUsI O MOJIy4YeHUH (ailnoB ompeneneHHoro tumna. Paiin, TUII KOTOPOTro
yKa3aH B HAcCTpOHKax 3TOro MOAYJsS, IPU MOITYYEHHH €r0 MOYTOBBIM KIMEHTOM, IMOIYYHT BTOPOE
pacupenue «.safe». 9To Mo3BOIUT M30€kKaTh ABTOMAaTHUECKOTO BBIIOJHEHHS MMOYTOBBIM KIMEHTOM
KOJIa, YTO MOKET SIBJISATHCS MPUUMHOMN 3apa’keHUsl KOMIIBIOTEPA BUPYCAMHU.

21. IlpocmoTpuTe apamMeTphl JAHHOTO ITYHKTA U €r0 BO3MOKHOCTH.

22. JlocTyn K OOIIMM HAcTpoiKaM MporpaMMbl MOKHO MOJYYHUTh MPU MOMOIIM IMYHKTa MEHIO
Ilapamempor — Obwue N3 TIIABHOTO MEHIO IPOrpaMMbl WM Ha)KaTHEM COOTBETCTBYIOLIEH KHOIKH Ha
naHesnu. Be13oBuTe OKHO HACTPOMKH MapaMEeTPOB M MPOCMOTPUTE BKiIaaKy Obduyue.
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23. Bxnanka «/Ipunoswcenusy TO3BONSET YMPaBIATh MpaBWIAMHU TOBeAeHUs (aiipBoiia mpu
MOMBITKE JOCTyHa B CETh ONpEIENIEHHbIX MpuiiokeHud. Ha oToil BKIaake mepedyucieHbl Bce
NPUIIOKEHHUS, KOTOpble OOHapyXeHbl Ha KommbioTepe Outpost—-om mpu ycraHoBke. Cpasy mocie
MHCTAJUISIUY 3TU MPUIIOKEHUS HaXOATCs B rpyiie «/lonv3o6amensckutl yposenvy. Jlid HUX CO31aHO
OJTHO WJIM HECKOJIBKO TPaBHJI, YKa3bIBAIOIIMX, KAKUM 00pa3oM IMPHIOKEHHE MOXXET OOMEHHBATHCS
JaHHBIMU C CeThI0. [IpaBUI0O MOXHO MPOCMOTPETh WM U3MEHUTH MPU MOMOIIM JIBOHHOTO KJIHMKA IO
MMEHU €T0 HCIIOHSIEeMOTo ¢aiina.

24. IlpocMmoTtpute npaBuia sl HEKOTOPBIX MPUIOKEHUM.

25. IlpunoxkeHus U3 Tpynnbl 3anpeujerHvie NPpulodiCeHuss HUKOTla He MOoJIydaT JOCTyIa B CETh,
BCS MX CeTeBas aKTHBHOCTH OyjaeT mpecedeHa (aiipBouioM. HEKOTOpHIM MPHIOKEHHUSIM MOXKHO
MOJIHOCTBbIO OTKPBITH JOCTYIl B CETh, MEPEMECTUB UX B Ipynny «/[osepenHvie npunodiceHusn». Ux
JOCTYIl B CETh HE OTPaHUYMBAETCS HUYEM, HUKAKMMM INpaBuiamu. [lepemelieHue npuiokeHui u3
rpynn B IPymily, paBHO KaKk U W3MEHEHHE IMPaBWJI, CO3JaHHBIX JJIsl MPHUJIOKEHUHN, BBITOIHIETCS HpU
MOMOIIM KHOTKH M3menums. Ilpu momomu KHONKH /[0Oasums MOXHO BHECTH B CIHCOK HOBOE
MIPUJIOXKEHUE U 3aTEM CO3J1aTh JAJIsl HErO MPaBUiIo OOILIEHHS C CEThHIO.

26. [lepemecture npunoxenue Excel B rpynny 3anpewennvie npunodicenus.

27. IlpocMOTpHUTE OCTABIIMECS BKJIAKA HACTPOEK MPOrPaMMBI.

28. TTonpoOyiiTe yepe3 ceTeBoe OKPYKEHHUE BBINTH Ha KOMIIBIOTEP COCE/Ia.

29. IlpoBepbTe peakiuio (haiipBoiia Ha MOMBITKY COcela 0OpaTUTHCS K BallleMy KOMIBIOTEPY.

30. [epefiauTe B HACTPOIKHU OOIIMX ApaMETPOB MTPOTPAMMBEI.

31. Boibeputre Brnanky Cucmemmusie. YOepute ¢naxxoxk NetBIOS. Temepp Bam kommbroTep
HEOCTYIIEH I10 CETH.

32. JloxauTteck, KOT/Ia Balll COCEJl BHIMIOJIHUT MPEbIAyIIee 3aJaHue U MOMpoOyHTe Yyepe3 CeTeBoe
OKpY’KEHHE 00pPaTUTHCS K €70 KOMITBIOTEPY.

33. Brmrounte daxkok NetBIOS Ha cBoem KoMmmbroTEpe.

34. BeIi30BUTE KypHAaJl, HA)KaB COOTBETCTBYIOLIYIO KHOIIKY Ha MaHEIU UHCTPYMEHTOB.

35. IIpocmoTpuTe KypHai.

Jlumepamypa:

9. JIekumMoHHBIN MaTepuail.

10. JokymeHnraius o padbote ¢ mporpammoii Firewall Outpost.

11. OcHoBbl HH(OPMAIIMOHHONW OE30MACHOCTH XO3SIMCTBEHHON MAEATENbHOCTU: yueOHOe
nocobue / V.II. Muxues; BO ®I'BOY BIIO «Poccuiickas akaneMuss HapOAHOIO XO3sICTBa U
rocyaapcTBeHHOHU ciyk0b». — Bonrorpaa: M3a-so BO ®I'BOY BIIO PAHXuI'C, 2013. — 144 c.

12. TlmaronoB B. B. IIporpammHo-amnmapatHbeie cpeACcTBa 3alIUTH HHPOPMAIUH: YUYeOHHK. /
M.: U3a. uentp "Axanemus". 2014.

Tema 7. 3amura ungopmanuu B UHTEpHET.
Paccmampusaemvie sonpocwi:

7. [TpuHIMIB pabOTHI MEKCETEBBIX YKPaHOB IpH padote ¢ HTepHeT.
8. Hactpoiika mporpaMMHbIX Monysiel ipu padbote ¢ HTepHeT.
9. brokupoBanue HeHYKHOTO TpaduKa U pEeKIaMBbl.

3aoanus 0na camocmosamenbHO20 GbINONIHEHUL:

1. 3arpysuTte mporpammy Outpost Firewall.

2. Otkpotite B Internet Explorer crpanuiy www.yandex.ru

3. BeiGepure mnyHkr Cemesas axmuenocms. IlpocmMoTpute uHGOPMALMI0O O TEKYIIUX
COEIUHEHMSX C CETHIO.

4. Bribepure nyHKT Omxpoimsie nopmesi. Iloyuante nuHpOpMauio o TOM, KAKUMHU ITpoLieccaMu Ha
KOMIIBIOTEPE OTKPBITHI OIIPEIEIICHHBIE TIOPTHI.

5. Tlpocmotpure nyHKTHl Paszpewennvie u 3abnrokuposanHvle, KOTOpPbIE COJEPXKAT OOIIYIO
CTaTUCTUKY I10 COEITUHEHUSIM.

6. Beibepure mynkr DNS u B mapamerpax orpanmubte K31 DNS Ha 50 3ammceii u ycraHOBUTE
cpok xpaHeHus 10 qHei.

7. BeiOepute yHKT /Jemexkmop amak U B mapaMmeTpax 3amaiite OOviuHblll yPOBEHb TPEBOTH.
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8. BriOepute nmyHKT Mumepaxmuguvie s1emenmul. IIpocMOTpHTE HapaMeTpbl HAaCTPOWKH IS
JnaHHOrO MyHKTa. Ha Tpex BkJlajgkax pa3MelleHbl HAaCTPOHKHU OJIOKMPOBKHU BCEX 3JEMEHTOB, KOTOpHIE
MOTYT HAaXOJHUThCS Ha MOCEIIAaeMbIX BeO—CTpaHUIax Ui B moure. HacTpoiite mapameTpsl o CBOEMY
YCMOTPEHHIO (PEKOMEHIyETCs Yallle UCIO0Ib30BaTh HACTPOUKY 3anpoc).

9. Otkpoiite B Internet Explorer crpanumy www.mail.ru, nepeianTte mo Kakoi-HHOYb CChLIKE
HOBOCTEH.

10. TIpocmotputre B Outpost Firewall cratuctuky mo coenMHEHHSM, a TaKKe CTATHCTUKY
JIETEKTOpa aTak.

11. Beibepute nyHKT Pexiama. Bei30oBUTE mapaMeTphl AJis IaHHOTO IMyHKTa. Y CTAHOBHUTE (IakKOK
Ilokazame Kop3uHy 0151 peK1ambl.

12. OtkpoiiTe CTapTOBYIO CTpaHHIly WWW.Mail.ru u Mblmbi0 mneperamuts B Kopsuny 0is
peKamsl peKiiaMHble OaHHEPHI C 3TOM CTPaHUIIBI.

13. 3akpoiiTe CTpaHHWIly W TOMPOOYWTE 3aHOBO €€ OTKpHITh. [IpoBephTe, YTO MPOMCXOIUT C
peKIaMHBIMU OaHHEpaMH.

14. TIpocMoTpuTE BCE OCTABIIMECS BKJIAJAKH MapamMeTPOB.

15. Boibepute nyHkT Codeporcumoe. B HacTpoHKax 3TOro MOIYJIl MOXHO 3a/1aTh CIIMCOK CJIOB,
KOTOpbIE MOTYT BCTpEYaThCs Ha CTpaHUIC WM B aJpece CTPAaHUIBI U KOTOpble OyAyT CIyKUTb
Outpost—y curnaisom Toro, 4To CTpaHUILy OTOOPaKATh 3arpereHo.

16. Hactpoiite nporpammy Tak, 4To0bsl Outpost GIOKHpOBall BCE CTPAHUIIBI, B aJApece KOTOPBIX
npUcyTCTBYET cioBo chat. [TonpolyiiTe OTKpHITH cTpaHuily WWW.chat.ru.

17. Beibepute nyHKT Quibmpayus noumosvix e1odxceHuli. B HaCTpoikax 3TOro MOAYJSI MOYKHO
3a7aTh CIIMCOK TUIOB (DalIOB, KOTOPHIE MOMJIEKAT NMEPEMMEHOBAHHIO, & TaK )K€ BKIIIOYUTH BBIBOJ
MH(OPMALIMOHHOTO COOOIIEHHUS O MOTyYeHHH (DaiIoB ONPEEICHHOTO THIIA.

18. 3anaiite BBIBOJ MH(POPMAIIMOHHOTO COOOMICHHs Ui BceX (ailyioB ¢ paciiupeHueM .Zip u
neperuMeHoBaHue GailyioB ¢ pacHIMPEHUEM .EXE.

19. [lokaxkute pe3ynbTaT MpernogaBaTeio.

20. OTMeHHTe BCe CBOM HACTPOWKH U 3aKPOITE BCe OTKPHIThIC MTPUIOKEHUS.

Jlumepamypa:
7.  JleKimoOHHBIN MaTepua.

8.  OcHOBBI MH(OPMALMOHHOW OE30MaCHOCTH XO3AWCTBEHHOH NESATETbHOCTH: yueOHOe
nocobue / N.I1. Muxues; BO ®I'bOY BIIO «Poccuiickas akameMusi HApOIHOTO XO3sIMCTBA
U TOCYAapCTBEHHOM ci1ykO0bl». — Bonrorpan: M3a-so BO ®I'BOY BITIO PAHXul'C, 2013. —
144 c.

9. Ilnaronos B. B. [IporpamMHo-annapaTHbIe cpe/ICTBa 3aIUTHl HHPOPMALUHU: YIEOHUK.
/ M.: U3x. uentp "Axanemus". 2014.

Tema 8. TunoBas crpykrypa 3amutsl or HCJI. Ynpasienune gocrynom.

Paccmampueaem ble 60npocsl.

9. Tunosast ctpykrypa 3amuTsl nHGopmanuu ot HCJI.

10.  Tloxcucrema ympaBieHHUs TOCTYTIOM.

11.  IlocTpoeHue MaTpHIbI JOCTYTIA.

12.  JlokymeHTanus otena odecrnedeHust HHPOPMAIMOHHOW 0€30TTaCHOCTH.

3adanus 0ns camocmosmenbHo20 6bINOJIHEHUSL:

1. PaccMoTpuTe TUIIOBYIO CTPYKTYPY 3amuThl nHGopMaimu ot HCJI.
2. Ilpomymaiite cTpykTypy 3ammuthl wuHpopManuu oT HCJ[ ama mnpou3BOIBHOM
(BBIMBIIIIJIEHHOW) OPTaHU3AIIHH.
3. PaccMoTpuTe NoaCHCTEMY YIIPABICHUS JOCTYIIOM ISl TOM OpraHUu3allii.
4. CocraBbTe TIepeUYeHb 3alIUIIAeMbIX HH(POPMAIIMOHHBIX PECYPCOB OPTaHU3AIHH.
5. IlocTpoiiTe MaTpuIly AOCTYIA JIJIsi JAHHOW OpraHu3aluu.
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6. CocTtaBbTe OOKYMEHT, ONPENECISIONIMNA IMpaBUiia JOCTyIa IOJb30BaTelIe K pecypcaMm Ipu
MTOMOIIIH JTUYHBIX UACHTU(PUKATOPOB M MAPOJICH, MpaBUiia COCTABJICHUS, CMEHBI U XPaHCHUS TTapoJIcii.
7. CoxpaHuTe BCe JOKYMEHTHI B CBOEH JTMYHOM Marke (U Ha CBOEH JUCKETE).

Jlumepamypa:
5. JleknmoHHbBIA MaTepuail.
6. OcHoBBl HMH(OPMAITMOHHONW OE€30MAaCHOCTH XO3SHCTBEHHOW JEATENLHOCTH: ydeOHOe
nocobue / N.I1. Muxue; BO ®I'BOY BIIO «Poccuiickas akageMuss HapOJIHOTO XO3SMCTBA
U TOCYAapCTBEHHOM ciyk0b1». — Bonrorpan: M3a-so BO ®I'6OY BITO PAHXul'C, 2013. —
144 c.

UTOI'OBbIN SJIEKTPOHHBINA TECT IO KYPCY
b1.B./1B.09.01 IlpaBoBast uH(popMaTHKA»

1. IIpaBoBast uH(popMaTHKA — ITO...

A) oOmecTBeHHas Hayka, M3ydamolasg IpoOieMbl cOopa, BOCIPUSTUS, PErUCTPALMM, XpPaHEHUs,
00pabOTKM ¥ WCIOJB30BaHUS HHPOpMANWH, HWH(GOPMAIMOHHBIE TIPOLECCHl M TEXHOJOTHH C
UCIIOJIb30BAHUEM COBPEMEHHBIX CPE/ICTB M METOJIOB €€ aBTOMATH3UPOBAaHHOM 00pabOTKH U Mepeiaun.

B) oOmecTBeHHass Hayka, HW3ydaromias oOTpacib WHPOPMALMOHHOTO TIpaBa M HCIOJIH30BAHUE
MH(POPMALIMOHHBIX TEXHOJIOTUH.

C) Hayka, W3ydaromias COBOKYITHOCTb IIPAaBOBBIX HOPM U DETYJIHpyeMble HMH OOIIECTBEHHBIE
OTHOILICHMS, BO3HHMKAIOIIME B Hpolecchl cOopa, oOpabOTKM, HAKOMJIEHUS, XPAHEHUs, MOUCKA U
pacrpocTpaHeHus HH(POPMAIIHH.

D) npuxiagHas Hayka, u3yvaromas HOpoOiembl cOOpa, BOCHPUATHS, PEruCTpalUM, XpaHEHUs,
00pabOTKU ¥ UCIOIH30BAHMUS TPABOBON MH(POPMAITUT

E) mpuxnagHas Hayka, u3yvatromas mpoOineMbl cOopa, BOCHPHATHSA, PETUCTPALMM, XpaHEHUs,
00pabOTKM ¥ WCIOJNB30BaHUS COLMAIBHO-TIPABOBON WMH(pOpManuy, WHOPMAIMOHHBIE MPOIECCH U
TEXHOJIOTUU B MPABOBOW CHCTEME OOIIECTBa C MPUMEHEHHUEM COBPEMEHHBIX CPEJICTB U METOJAOB €€
aBTOMATU3HPOBAHHON 00pPaOOTKH U MepeayH.

2. lIpu4nHbI NOSABJICHUS IPABOBOI HH(POPMATHKH. ..

A) He00X0MMOCTh ONTHMH3ALNY HH)OPMAIIMOHHBIX TOTOKOB B Chepe MPaBOBOTO PEryIUPOBAHMSL.

B) nosiBnenne 9BM, pacnpocTpaneHne HHPOPMAIMOHHO-KOMMYHUKAIIMOHHBIX TEXHOJIOTUH.

C) ycioxHeHHs MpaBOBOTO pPETYJIUPOBaHUSA OOIIECTBEHHBIX MPOIECCOB U  HEOOXOJIUMOCTh
MOBBIIEHUS YPPEKTUBHOCTU NEATEIBHOCTH IOPUCTOB.

D) Heo6xoaMMOCTh aBTOMATU3aIUN 00pabOTKH CTaTUCTUYECKOM HH(pOpMAIIHH.

E) HeoOxoauMocTh pa3pabOTKH METO/IOB U CPEACTB OOPbOBI ¢ KOMIIBIOTEPHON MPECTYTHOCTHIO.

3. K 0CHOBHBIM HANIPaBJIEHUSAM Pa3BUTHA NIPABOBOii HH(POPMATHKH OTHOCUTCS
A) pa3zpaboTka aBTOMaTH3UPOBAHHBIX CUCTEM JIJIsl TOCYIapCTBEHHBIX OPraHOB

B) opranuzanus yueta HOpMaTUBHBIX aKTOB

C) cucremaruzaiusi poCCUHCKOro 3aKOHOATEIbCTBA

D) aBromaruzanus 06paboTKH MpaBoBOi MH(pOpMaLIUU

E) npuMeHeHne BEIYNCIUTENBHON TEXHUKU B IIOATOTOBKE FOPUIMYECKUX KaJPOB

4. Uupopmannonnas cepa noapasaesisiercss Ha cJaeAyoUIue MpeAMeTHbIe 00J1aCTH
A) co3nmanue U pacpoCcTpaHEHUE UCXOTHOM M MPOU3BOIHON MHGOpMAITUH

B) hbopmupoBanme nHGOPMALMOHHBIX PECYPCOB

C) peanu3zarus nmpaBa Ha TOUCK, ITOTyYeHHE, Tiepeaady U moTpedieHne nHPpopMaIuu

D) coznanue u npumeHeHne HHPOPMAIIMOHHBIX CUCTEM M TEXHOJIOTHil

E) co3nanue u npuMeHeHne CpeicTB U MEXaHW3MOB HH()OPMALIMOHHON O€301acHOCTH

5. U3 4ero cocTouT eANHOE HH(POPMALMOHHOE IPOCTPAHCTBO

68



A) cpencTBa HHPOPMAITMOHHOTO B3aUMOICUCTBUS TPAXKIaH U OPTaHU3AIHIA

B) undopmanmonHbie pecypchl, coaep)Kaiiue JTaHHbIC, CBEACHHUS W 3HaHUS, 3a(pUKCHpPOBaHHBIC Ha
COOTBETCTBYIOIINX HOCUTEISIX HHPOPMAITHH

C) cpencra nHGOPMAIIMOHHONW O€301TaCHOCTH

D) opranuzanmoHHbie CTPYKTYpBI, 00ecrieunBaronye GyHKIIMOHUPOBAHUE TPOCTPAHCTBA

E) cucrema mpaBoBoii 3anuThl HHGOpMaIIUK

6. B undgopmaruzannio o01mecTBeHHOi cepbl BXOAUT:

A) 3amura cpeACcTB MacCOBOM MHGOPMAITIT

B) dopmupoBanre nHPOPMALMOHHBIX PECYPCOB B HETOCYIaPCTBEHHOM CEKTOPE
C) ctuMynupoBaHue EATEILHOCTH MOTpeOUTENeH nHpopMauu

D) undopmarmonnas nmoaaepxka npearnpuHIMaTeIbCTBa

E) dynkumonnpoBanue UuTepHeT

7. UndopmanmoHHoOe MPaBo — 3T0...

A) oTpaciib pOCCUICKOTO MpaBa, OTHOCSINIAsACA K HH(OpMarmu

B) coBOKYMHOCTB MPaBOBBIX HOPM, PETYIHPYIOIIMX BOMPOCH HHGOpMAIIUU

C) oTpacip poccHiicKoro mpasa, peryarpyromas HHPOpPMauOHHBIE TIPOLECCH M TEXHOJIOTUU

D) coBokynmHOCTH IPaBOBBIX HOPM, PETYIHUPYIOMIMX OOIIECTBEHHBIE OTHOIICHUS, BO3HUKAIOIIUE B
nporeccel coopa, 0OpabOTKM, HAKOIUICHHs, XPaHEHWs, MOWCKA W PaCHpOCTpaHEHUs HHGOpMAIHH,
Korza uHpopManus SBISETCS] KOHEYHOU LEIbI0 MPAaBOOTHOIICHUN

E) COBOKYMHOCTH TPaBOBBIX HOPM, PETYIHPYIOMIUX IMpoIecChl cOopa, 0O0paOOTKU, HAKOIUICHUS,
XpaHeHus, IOMCKA U paclpocTpaHeHus nHpopMaluu

8. Uto cocTaBisier npeaMeT HHGOPMALMOHHOTO NPaBa

A) COBOKYITHOCTH ITPABOBBIX HOPM, PETYJIMPYIOIIUX BOPOCH HH(OPMALIUH
B) undopmarnus

C) undopmarmoHHbIe pecypchl

D) obmiecTBeHHble OTHOLIEHHS B cepe oOpalieHus HHPopMaLuu

E) 3ammra nndopmanun

9. OTaeabHbIE JOKYMEHTBI 1 MACCHBBI JOKYMEHTOB B HH()OPMAIMOHHBIX CHCTEMAX 3TO:
A) 6a3bl TaHHBIX

B) nundopmanrionHpie MacCUBBI

C) aneKkTpoHHbIE TOKYMEHTHI

D) undopmarinoHuslie pecypcsl

E) cucrema nokymeHTanuu

10. Caeayromue MHCTUTYTBI BXOAAT B CHCTEMY HH(OPMAILIMOHHOTIO NIpaBa
A) Ynpasnenue B cepe nHpopManuu 1 nHGopMaTU3auu

B) Undopmannonnsie pecypcesl. [lonbp3oBanne HHGOpMAIIMOHHBIMU pecypcaMu
C) JoxymenTrpoBaHue HH)OpMAIIH

D) Cpenctea maccoBoii nHpopManuu

E) Pexnama

11. Kpunrorpagus 370...

A) Hayka 0 MeTojax NpeoOpa3oBaHMs JAHHBIX, HAMPABJIEHHBIX HA TO, YTOOBI CAENaTh ATHU JaHHBIC
Oecroe3HbIMU AJI1 HECAaHKIIMOHUPOBAHHBIX JIUI]

B) nayka o metoax u coco0ax pacKpbITHs UPPOB

C) COBOKYHMHOCTh METOJIOB, CKpbIBAIOUIMX (DaKT Mepenadd CEeKpeTHOW MH(OpMaluu 3a OTKPHITON
uHpopmanuei

D) coBOKYITHOCTH METOJI0B, 00ECTIEUNBAIOIINX a0COTIOTHYIO HAJACKHOCTh KaHaja TMepefadn JTaHHBIX
OT IepexBara

E) Hayka o MeToniax cozganusi UG poBoil moanucu
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12. Kakas u3 cjieqyomux KPpUNTOAHAJIMTHYECKUX aTaK CYMTaeTCsl HauboJiee onacHoi?

A) IpH HAJTMYUH TOJIBKO OJHOTO 3alIM(ppPOBAHHOTO (pparmMeHTa

B) npu Hanuaum Gosbiroro Habopa 3amu(poBaHHBIX PparMEeHTOB

C) npu HanuunK pparmMeHTa OTKPHITOTO TEKCTA U COOTBETCTBYIOIIETO €My KPUIITOTEKCTa

D) npu n3BecTHOM MeTojie U(POBaHUS

E) npu Bo3MOXXHOCTH BBIOOpa JIOOOTO OTKPHITOTO TEKCTa W IOJYYEHUH COOTBETCTBYIOIIETO €My
KPHUITOTEKCTA

13. Ckoabko PA3JIHYHBIX KJYeld B CHCTEMe I_[e3apﬂ Ipu MCIOJb30BAHUHU IOJJIHOTO0 PYCCKOI0

andasura?

A) 16 D) 256
B) 33 E) 1024
C) 66

14. YTo siBJsieTCs1 KIIOYOM B Kpunrocucreme Bu:kenepa?

A) nmro6oe 1poOHOE YHCIIO

B) BenmmunHa cBUTa NCXOAHOTO adaBuTa

C) nepecTaBieHHBIH andaBUT

D) ciyuaiinasi mociie10BaTeIbHOCTh OyKB, paBHAasl JUIMHE COOOIIECHUS
E) moboe cnoBo

15. Kakasi n3 nepeync/JIeHHbIX KPUINITOCUCTEM SIBJISIETCS CHCTEMOM € OTKPBITHIM KJIKYOM?

A) DES D) I'OCT 28147
B) RSA E) Le3aps
C) Daurma

16. Moxuo au B mnporpamMme PGP Bocmosib30BaThbesi 4yKHM OTKPBITBIM KJIIOYOM LIS
pacmmgpoBanusa HH(POPMALHU.

A) na

B) Her

C) na, ecn U3BECTEH TOT MAPOITh

D) na, eciiu nosip30BaTenpb AACT MpaBa Ha pacu(poBKy ero HHGOPMAIMK U COOOIIUT CBOM MapoJb

E) na, ecniu mepeGpath Bce KITtoun

17. Kak packpbIBalOTCSi KPUNITOCHUCTEMbI 01HOAI(ABUTHOMH 3aMeHbI?
A) Takue CUCTEMBI PACKPBITh HENb35

B) nonnbIif nepedop kitoueit

C) ananu3 4yacTOT BCTpeYaeMbIX OyKB

D) nepebop coobiennmii

E) nepecranoBku OyKB KpUNITOTEKCTA

18. Kpunroananus 3to

A) Hayka 0 MeToJax MpeoOpa3oBaHUs JaHHBIX, HAIPABJIEHHBIX HAa TO, YTOOBI cleiaTh 3TU JIaHHBIE
0ecroJIe3HbIMU JUIsl HECAaHKIIMOHUPOBAHHBIX JIUI]

B) nayka o meTozax u croco6ax pacKkpbITus HIM(PPOB

C) COBOKYIHOCTh METOJOB, CKPBIBAIOIIMX (DAaKT mepemayd CeKpeTHOM MHGpopMaluu 3a OTKPHITOH
uHpopmanuen

D) coBOKYNHOCTh METOJIOB, 0OECHeunBarOIIUX aOCOMIOTHYIO HAJeKHOCTh KaHala Mepeadd JaHHBIX
OT IepexBara

E) nayka o MeTozax co3anus uupoBoil moamucu

19. Yro siBasieTcst K1104oM B kKpunrocucreme Lesapsa?
A) nmro60oe coBO
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B) nro6oe uncio

C) BenmnumHa cABUTA UCXOAHOTO ayipaBuTa

D) nepecraBneHHbIl anpaBuT

E) ciayuaitHas mocie10BaTeIbHOCTh CHMBOJIOB

20. KakoBa aimHa kiao4a B crangapre mudposanus 'OCT 28147?

A) 256 6ut D) 1024 our
B) 64 our E) 2048 6ut
C) 56 6ut

21. Ha cJIO:KHOCTH peleHrsl KAaKOM MaTeMaTH4YeCKOi 3a/1a4u OCHOBaHa cuctemMa RSA?
A) KOJIbI HCTIPABJISIONINE OMIHOKH

B) nuckpetHnslii norapudpm

C) 3amauya “o prok3ake”

D) paznosxeHre OOJbIINX YHACET Ha IPOCThIC MHOKUTEIH

E) cnoxxenue no MofyJito J1Ba

22. Kpunrorpaguveckuii IpoTOKOJ 3TO

A) meton mudpoBaHUS TaHHBIX

B) meron kpunroananmusa JaHHBIX

C) metop nmepexBara JaHHBIX

D) anroput™m oOmena mH(poOpMaIeld MeXIy pa3IMYHbIMH yYaCTHUKAMHU TPU CEKPTEHOW Iepenaue
JTAHHBIX

E) ocobas kpuntocucrema

23. Kpunrocucrema «OaHopa3oBblii 0JIOKHOT» 3TO:
A) nepecTaHOBOYHAsI CUCTEMA

B) onnoandaBuTHas cuctema mpocToi 3aMeHbI

C) mHOrOandaBUTHAs cUcTEMa

D) cucremMa ¢ OTKPBITBIM KIHOYOM

E) Ttakoii cuctemsl He CyIIeCTBYET

24. Kakoii maposb Haubos1ee HaleKeH?

A) damunms noab3oBaTeNs

B) ®pa3a u3 kauru

C) cny4aiinasi mocine0BaTeIbHOCTh LUGP

D) ciyuaiinas mocieoBaTelIbHOCTh OYKB

E) ciayuaiinas nocienoBaTelIbHOCTh MPOU3BOJIBHBIX CUMBOJIOB

25. KakoBa quinHa kjioua B cucreme mudposanust DES?

A) 256 6ur D) 1024 6ut
B) 64 6ut E) 512 6ur
C) 2048 6ur

26. Kpunrorekcr 310

A) TEKCT UCXOTHOTO COOOIIEHUS

B) Tekct 3amm@poBaHHOr0 COOOLICHUS

C) maponb

D) TekcT, mosyueHHbIH PH KpUITOAHATTU3E
E) ximrou

27. Taiinonucek (creranorpagus) 3To
A) Hayka 0 MeTojax MpeoOpa3oBaHMs JAHHBIX, HAMPABJICHHBIX Ha TO, YTOOBI CIENaTh 3TH JAHHBIE
OecToIe3HBIMHU 17151 HECAHKIIMOHUPOBAHHBIX JIUIT
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B) nayka o MeTonax u crioco0ax pacKpbITHs IUPPOB

C) COBOKYITHOCTh METOJOB, CKPBIBAIOIIMX (aKT Tepesaddl CEKpeTHOH HH(OpMamuu 3a OTKPHITOH
uHpopmanuei

D) coBOKyNHOCTh METOJ0B, 00ECICUMBAONINX A0COTIOTHYIO HAJeKHOCTh KaHalla Mepeladn JaHHBIX
OT TiepexBara

E) nayka o Metozmax coznanus mudpoBoii OAIUCH

28. Uto nmo3BoJisieT onpeneaursb MetTo Kasuckn npu kpunroanaiause cucreMbl Bukenepa?
A) mapoin

B) oTKpbITHIN TEKCT

C) merona mudpoBaHus

D) nnuny naposst

E) nnunHy oTKpBITOrO TEKCTa

29. Kakas kpunrocucreMa odecnedyuBaeT adCOTIOTHYI0 HAIEKHOCTD 3aIIUTHI IPH NPABUJILHOM
ee UCIoJL30BaAHNu?

A) DES D) OnnopasoBblii 0JI0KHOT

B) RSA E) Bmwxkenepa

C)T'OCT 28147

30. O6ecneunBaeT JiM NApoJib Ha BX0o B Windows HajesKHYI0 3alIUTY KoMnbloTepa?
A) na

B) mer

C) pu anmmHe napodist 6osee 10 cHMBOJIOB
D) npu ciyuaiiHom napoiie
E) npu perynspHoit cMeHe naposis

18 19 20 | 21 | 22 23 | 24 | 25 | 26 | 27 | 28 29 30
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