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1. Ilepeyensb MJIAHUPYEMBIX Pe3y/IbTATOB 00y4eHH s MO AUCHUILIIUHE, COOTHECEHHBIX €
IVIAHMPYEMbIMH pe3yJIbTaTaMH 0CBOEHUsI 00pa30BaTeIbHOM MPOrpaMMbI

1.1. OcBauBaemMbie KOMIIETEHIIMH

Hucuumnuna b1.B.JIB.14.02 IIpaBoBasi unopmaTnka obecneymsaeT oBnageHve caesyowmmm

KomMmneTeHUuMAMU:
Kon
Kon HanmenoBanue HanmenoBanue 3Tana
JTana OCBOECHMS
KOMIIETEHIUH KOMIIETEHIMH OCBOEHUS KOMIIETEHIIH
KOMIIETEHIIHH
CrocoOHOCTh cO3/1aBaTh U
MOIICPIKUBATH OE30IIaCHBIC
YCIIOBHS JKHU3HEICATEIBHOCTH, Peanu3aiiust OCHOBHBIX MPUHITUIIOB U MOJIOXKCHHIA
YK OC-8 B TOM YHCIIE TIPH YK OC-8.3 MH()OPMaIMOHHOH 0€30MaCHOCTH XO3SHCTBEHHOM
BO3HUKHOBEHUH JIESITEILHOCTH.
Ype3BbIYAHHBIX CUTYallUN U
BOCHHBIX KOH(JIMKTOB
CriocobeH TeMOHCTPUPOBATh U
OpPMHUPOBATh HETEPIIUMOE Peanusanus oCHOBHBIX MMPUHIIMIIOB U Mmoyoxkenuii b
vKoc-10 | Popwp P YK OC-10.3 H DU

OTHOULICHHE K
KOPPYIILIMOHHOMY IIOBEJICHUIO

XO03AMCTBEHHOM EATEIHHOCTH.

1.2. Pe3yabTaThl 00y4eHust

B pesyabTaTe OCBOEHMA AUCUMMAUHBI Y CTYAEHTOB LOKHbI 6bITb CHOPMUPOBAHDI:

OTD/TP Kon 3Trana
(npu Hamuuu npodceraHaapTa) TPYIOBbIe WIH OCBOEHHSI Pe3yabraThl 00y4enust
npogeccuoHaIbHbIE TeilicTBUS KOMIeTEeHI NI

Ha YpOBHE 3HAHMM:
— Hcnonp3yer MeTompl W cIocoObl  oOecredeHus
HHPOPMATMOHHON 0e30macHOCTH B
npodeccuonanbHoi aestensHocTH. UT B cucreme
Mep 3alMThl HHHOPMAILHH.
- HOpMaTI/IBHI:Ie JOKYMCHTbI 1o 3aluTe
nHpopMaMK W OpraHM3alys COOTBETCTBYIOIIMX
OTJIEJIOB B OpTaHU3AIIX.

YK OC-8.3 |Ha ypoBHE YMEHHIA:

— CoBpeMeHHbIE METOIBI 3aIMUTH HH(QOpMAlWHu OT
HECaHKI[MOHUPOBAHHOTO JIOCTYIIA.

— Tlpumensier HOBBIE nH(OpPMAIMOHHbIE u
TEIEKOMMYHHUKAIMOHHBIC ~TEXHOJOTHH; OCHOBHBIC
METOJIOB KpHITorpaduu;

HA YPOBHE HABBIKOB!

— TpOrpaMMHBIE CPEACTBA 3alIUTHl MH(OPMAINH;
MPOTOKOJIBI 3aIUTHI HH(GOPMAILIUH.




Ha YpOBHE 3HaHMM:

— Camoo00ydeHHEe B COBPEMEHHBIX KOMITBIOTEPHBIX
cpemax;  BBUIBISIET  ONMAcCHOCTH U YIPO3bI
nHpopManMOHHOK  0Oe30macHOCTH;  NpPUMEHEHHE
OCHOBHBIX ~ METOJIOB M  TIPOrpaMM  3aIlIWTHI
nH(pOpMaINK; HCHONB30BaHUE METOAOB M CHOCOOOB
obOecrieueHnss HMHMDOPMAIIMOHHON 0€30MacHOCTH ¢
LEeNbI0  TPENOTBPAIEHHs HECAaHKIIMOHUPOBAHHOTO
JOCTYMa, 3JOYMBIILICHHOW  MOAM(DHUKALKNU WK
yTpaTel chmykeOHOW WHpOpMauu;, paboTaer ¢
COBPEMECHHBIMH METOJAaMH{ 3alIUThl HH(OOPMAILMH OT
HECaHKIIMOHUPOBAHHOTO JIOCTYTIA.

Ha ypOBHE YMEHHH:

— CaMocTosITENbHO —pellaeT 3aja4yd  [peAMETHOU
o0Jy1acTu Ha NMepCOHATBHOM KOMITBIOTEPE C TIOMOILBIO
YK OC-10.3 | HoBbIx UHGPOPMAIUOHHBIX TEXHOJIOT Ui u
COBPEMEHHBIX HH(OPMAIIMOHHBIX CUCTEM; paboTaeT ¢
MIPOTrPaMMHBIMH CPEACTBAMH 3alUThHI HH()OPMAIIHH.
Ha yPOBHE HaBBIKOB:

— Buageer Kpunrorpaduaeckoit u
cTeraHorpaduIecKon 3aIUTOoM WHPOPMALINY;
OCHOBHBIMM METOJaMH M CPEACTBAMH  3aIlUTHI
nHdopmanuu. Paboraer ¢ coBpeMEHHBIMU METOJaMHU
3allUThI I/IH(I)OpMaLII/II/I OT HECAHKIHUOHUPOBAHHOI'O
jgoctyma.  CaMOCTOATENBHO  pemraeT  3agadu
MPEeAMETHON 00JIaCTH Ha NMEPCOHAILHOM KOMIIBIOTEPE
C MOMOIIIBIO HOBBIX I/IH(I)OpMaHI/IOHHBIX TEXHOJIOTUH U
COBPEMEHHBIX MH(OPMAIIMOHHBIX CHCTEM; OCHOBHBIX
MeTOAOB KpunTorpadun. Paboraer ¢ mporpaMMHBIMI
cpeacTBaMu  3amuThl  uHGpopManuu. Paboraer ¢
IIPOTOKOJIAMHM 3aIIUTHI HHpOpMaLnH.

3anonnsiomes monvko me pe3yibmanmul 00yYenus, KOMopble NIAHUPYEemcst CHOPpMUPo8ams 8 pamKax OUCYUNIUHbL
(mooyns). OmoenvHble yposHu, He popmupyemvle 6 OUCYUNIUHE (MOOYIEe), MOZYM He YKA3bIBAMbC AL

2. O0beM U MecTO TUCHUILINHBI B cTpyKTYype OIl BO

VYyeobnas qucuumiiaa b1.B./1B.14.02 «IIpaBoBasi uHGOpMAaTHKA» OTHOCUTCS K TUCIUTIIIHHAM
no BbIOOpPY BapuaTHBHOM dacTH ydeOHOro IutaHa (4actb, (GopMupyemas y4aCTHHKAMU
o0pa3oBaTenbHbIX OTHOLIEHHH). Juctumnuna obumm oobemMom 108 yac n3ydaercs B TEUEHHUE OJHOTO
cemectpa. Ha ouHoll popme oOyueHus AuCUMIUIMHA U3ydaercs B 4 cemectpe. O01mas Tpy10eMKOCTb
JTUCITUTIIMHBI B 3a4eTHBIX equHuIax cocrasiser 3 3E (108 yac).

Jlns ycrienmHoro OBJAACHMS AUCHMIIIMHONW CTYAEHTY HEOOXOJIMMO HCIOJIb30BaTh 3HAHUS U
HaBBIKU, MOJyYEeHHbIE UM MPU W3YYCHUU TaKUX TUCIUIUIMH, Kak MaTemaruka, ¢usuka, b1.B./[B.1.2
Jloruka, b1.b.6.1 Maremaruka, bl.b.9 Drxonomuueckas teopus, bl.b.36 Hanumonanbuas
0€301acHOCTb.

3HaHUSA, TIOJIYYCHHBIC B XOJC W3yYeHUS JUCHHUIUIUHBI «OCHOBBI HMH(OPMAIMOHHON
0€30MacHOCTH XO3SIICTBEHHON JIEATEIbHOCTH» MOTYT OBITh TMOJNE3HBl NpPU HW3YYEHHH TaKHUX
npodeccroHaIbHbIX AUCHUINH, Kak b1.5.21 «byxranrepckuii yuer u ananms», b1.5.30 «OcHOBBI
(UHAHCOBBIX BHIYUCICHUII.

[To ouHO¥ hopMe 0OYUCHHSI KOTHUECTBO aKaJCMHUSCKUX YacOB, BBIJCIICHHBIX Ha KOHTAKTHYIO
paboTy c mpemnojaaBareneM (1o BUAAM y4YeOHBIX 3aHATHUH) — 52 yac W Ha CAMOCTOSATEIbHYIO pPadoTy
oOyuaromuxcs — 56 4acoB. B cooTBeTcTBUU ¢ yueOHBIM ITaHOM (POPMOI TPOMEKYTOUHOM aTTECTAIIN
SBIISIETCS 3a4ET C OIICHKOM.



3. Conep:xanue U CTPYKTYpa JMCHHUILIHHbI

3.1. CTpyKTypa ANCLUNANHDI

n/n

HaumeHnoBaHue TeM
(pa3nesioB)

O0beM AUCHUIIMHBI, YacC.

Bcero

KonTakTHas padoTa
odyuarommxcsi ¢
npenoaaBaTeJieM 10 BUIAAM
Y4eOHBIX
3aHATHI

JP/ | M3/
20, | 20, | KCP
JOT* | 1OT*

J/90,
JIOT*

CPC

®opma
TeKyIero
KOHTPOJIsI
ycneBaemocTn®,
NPOMEKYTOYHOM
aTTecTalMM

Ounasn hopma odyuenusn

4 cemecmp

Tema 1

[ousTe wuHpOpMaLUK, 3aMIUTHI
nHpOpMauu W HHPOPMAIMOHHOMN
6e30macHOCTH. OcHoBHBIE
COCTaBJISIOLIHE.

12

Tema 2

3aKoHOIaTEIbHbII YPOBEHb
WH(POPMALIMOHHOW  0€30MacHOCTH.
Kommbrorepusie MIPECTYIJICHUSL.
OTBETCTBEHHOCTh 3a COBEpLICHUE
KOMITBIOTEPHBIX ITPECTYILICHHUH.

12

Tema 3

Knaccudukamuss arak. Ilonstue
YIpO3Bl. Mopnens yIrpos.
PexoMenmammn 1o 00ecCIeUeHUIO
MH(POPMaNMOHHOH 6e30MacHOCTH.

12

Tema 4

OCHOBHBIE TIOHSITHS KPUNTOTpaduu.
HBa COBPCMCHHBIX HaIlpaBJICHUSA B
Kpurnrorpaduu. Krnaccugeckue
KPHUITOCHUCTEMBI.

12

Tema 5

Kpunrrorpadus c OTKPBITBIM
kimrouoM. Cucremsl mmdpoBanus,
He TpeOylomue Mepenadn KIoda.
OJeKTpOHHasl MOAIUCH.

16

Tema 6

OCHOBHBIE TEXHOJIOTUU MTOCTPOCHUS
samumeHnelx  MC.  MexkceTeBble
SKpaHBI.

12

Tema 7

Texnonorust VPN-cerei.

12

Tema 8

3amura nHpOpManuu B MHTEpHET.
WNnudopmannonHas 6e30MacHOCTh B
yCHOBUSIX (DYHKIMOHHPOBAHHS B
Poccun r1106anbHBIX CeTeH.

10

Tema 9

TunoBass CTpyKTypa 3allUThl OT
HCJI. YopaBnenue 10CTyIOM.

10

oT

[IpomexyTouHas aTTeCTaIus

3a4. ¢ OIEHKOMI

Bcero:

108

20 32

56

33E

3aounasn ¢o

pma ooyuenusn

Tema 1

WndopmanmonHoe oO0mecTso u
npaBo. IlpenmmMer u  MeTonbl
npaBoBoit mHpopMaTuku. [lonarue
nHpopmanny, 3aIIUTHI
nHpOpMaIMH ¥ HH()OPMAIOHHOM
0e30macHOCTH.

6,25

0,25 - -

Tema 2

I'ocynapcTBenHas

nHpopMaLMOHHAs MIOJIUTHUKA.
3aKoHOaTeIbHBIH YpOBEHb
WHPOPMAIMOHHOW  OE30MaCHOCTH.
KoMmmbloTepHBIE  NIPECTYIUICHHUS.
OTBETCTBEHHOCTh 33 COBEpLICHHE

7,25

0,25 - 1




KOMIIBIOTEPHBIX PECTYIIIICHUM.

Tema 3

TexHonorus paboTHl B CIIPaBOYHO-
MPaBOBBIX CHCTEMaX.
Krnaccudukanms arak. Ilonsarue
YIPO3BL. Monens yrpos.
Pexomenganmu 1o oOecre4eHHIo
nH(pOpMaMOHHOH 6€30IaCHOCTH.

7,25

0,25 - 1 6 0

Tema 4

Wndopmannonnas 6e300aCHOCTb.
OCHOBHBIE MTOHATHUS
kpunrorpaduu. J[Ba coBpeMEHHBIX
HampaBlCHUsT B  KPHUITOrpaduu.
Kiaccuyeckne KpUnToCUCTEMBI.

7,25

0,25 - 1 6 0)

Tema 5

DJIEKTPOHHBIN JIOKYMEHTOO00POT 1
3NIEKTPOHHAsS TIOJINTUCH.
Kpunrorpadus c OTKPBITBIM
kmogoM. CHcTeMbl IU(ppPOBaHUSA,
He TpeOyrome nepefadn KIroda.
DJeKTpOHHAsI MOJIHUCH.

12,25

0,25 - 4 8 o

Tema 6

Wntepner B IOpUANYECKOI
CATCILHOCTH. OCHOBHEBIE
TEXHOJIOTUN MIOCTPOCHHUS
sammieHaelx  MC. MexcereBole
JKpaHbI.

7,25

0,25 - 1 6 o

Tema 7

Texnonorus VPN-ceren.

Tema 8

3amuTa nHbOpManuu B HTEpHET.
HNudopmanmonHas 0e30mMacHOCTh B
yCIOBUSIX  (YHKIMOHHPOBAHUS B
Poccuu rinobanpHBIX ceTel.

8,25

0,25 - - 8 0)

Tema 9

TunoBast CTpyKTypa 3alllUThl OT
HCJI. YrpaBieH#e TOCTYIIOM.

6,25

0,25 - - 6 orT

HpOMC)KyTO‘IHaSI aTTCCTalMA

4

4 3a

Bcero:

72

2 8 4 58 23E

Ipumeuanue: 4 — ghopmel mexywezo konmpons ycneeaemocmu. onpoc (O), mecmupoganue (T), konmponvnas

paboma (KP), xonnoxeuym (K), scce (3), pepepam (P), oucnym (), 3a0anus (3) u op.

CamocrositensHas padora (CP) mo W3y4eHHIO TUCIMILTMHBI OCyIecTBisieTcss ¢ npumenenuem JIOT.

Hoctyn x JIOT ocymiecTBiseTcsl KaKIpIM 00yYaIOMIMMCS CaMOCTOSTENBHO C JIFOOOT0 yCTPOWCTBA HA TIOPTAJIe:
https://Ims.ranepa.ru. Ilaponb W JOrMH K JTHYHOMY KaOMHETY/MPOQHIIO/YYETHONW 3allCH IPEJOCTABIIETCS

oOyJaromiemMycs IeKaHaTOM.

3.2 Conepxxanue TMCUUILTAHBI (MOTYJIs1)

Ne HaumeHnoBanue Tem
Conep:xanue Tem (pa3jesioB)
n/n (pa3nesioB)
[Monsitne HHpOpMaNny, 3aIUTHI uHpOopMaIUU "
nHbOpMaMOHHOW Oe3omacHocTH. HasHaueHue u 3amadyd B
HNudopmanmonHoe 0OOIIECTBO W IIPaBO. .
. | chepe obecreyeHuss WHGOPMAIMOHHONW O€30MaCHOCTH Ha
Ipeamer u METOJIBI IIPaBOBOM
YpOBHE TOCYAapCTBa, HAa YPOBHE pErHoHa U Ha JIOKAIBHOM
Tema 1 nndopmaruku. Ilonatne wnHpoOpManny,

3aIUTHI nHdopmanuu
nH(popMaLMOHHOI 6€30I1acHOCTH.

u

ypoBHe. OCHOBHBIE IIOJIOKCHHS TEOPHH WH(GOPMAIIMOHHOM
0e30macHOCTH WHPOPMALMOHHBIX  CHCTEM. OCHOBHBIC
coCTaBIAONINE o0ecTIedeHNsT HH)OPMAIIMOHHON 0e30MacHOCTH
XO3MCTBEHHOM JIESITEIIBHOCTH.



https://lms.ranepa.ru/

n/n

HaunmenoBanue TeMm
(pa3neioB)

Conep:xanue TeM (pa3jesioB)

Tema 2

TocynapcrBeHHas nH(opManOHHAS
TIOJINTUKA. 3aKOHOJAATENBHBIA  yPOBEHb
nH(pOpMaLMOHHOM 0e30IacHOCTH.
KoMmmproTepHbIe MPECTYIICHHS.
OTBETCTBEHHOCTb 3a COBEPIICHUE
KOMTIIBIOTEPHBIX TIPECTYIICHHUIA.

BaXHOCTh ~ 3aKOHOJATENLHOTO  yPOBHS  MH(OpMALMOHHOM
6ezomacHoctu. O030p POCCHHCKOTO 3aKOHOJATENIbCTBA B
obmactu  obecrieueHUss HMHGDOPMAIIMOHHON  OE30MACHOCTH.
Hoktpuna mHpopmanuoHHoW Oe3omacHocTH P®, 3akoHB «O
rOCyJapCTBEHHOM TaitHey, «006 uHpopmanuu,
HHPOPMAIMOHHBIX TEXHOJIOTHSIX M O 3alluTe WH(QOpMAaIium».
Jpyrue 3akoHbl U 3aKOHOJATeNbHbIC aKkTbl. KOHIeHs
nHpopMannonHoii Oe3onmacHocTH. OCHOBHBIE HOpMaTHBHBIE
PYKOBOASANINE JOKYMEHTBI, KACAlOUIMECs] TOCyIapCTBEHHOM
TaifHBI M KOHQHICHIHMAJIBHOW WH(POPMAIMK, HOPMAaTHBHO-
CIpaBOYHBIE JTOKYMEHTbl. HopMaTHBHBIE aKThl aJIMHHUCTPALUH
Bounrorpana B o6sactet HHGOPMALMOHHOM O€30MACHOCTH.
KommnbrotepHsie NIPECTYIUICHHUS. OTBETCTBEHHOCTH 3a
COBEpIICHHE KOMIBIOTEPHBIX TMPECTYIUICHUH. YTOJOBHAs W
aJIMHHUCTPATHUBHAS OTBETCTBEHHOCTb.

Tema 3

Texnomoruss paboTel B CIIPABOYHO-
MpaBOBBIX cucreMax. Kmaccuduxanus
atak. [lonatue yrposel. Monenb yrpos.
Pexomenmanumn 110 00€eCIIeUeHNTO
nH(pOpMaMOHHOH 6€30IacHOCTH.

ITonsiTne aTaku Ha nH()OPMALMOHHYIO CHCTEMY.
Knaccudukarms aTax. Bunst MIPOTHBHUKOB WA
“gapymurenei’, wuxX Kiraccupukanusa. KaHamel  yTedkH
nHpOpMALNH: BU3YaJIbHO-ONTUYECKUH, AKyCTHUYECKHH,
9IEKTPOMAarHUTHBIM U MaTepuanbHO-BellecTBeHHbIH. [lonsaTHe
yrpo3sl. Mcrounnkn yrpo3 u ux kmaccuguxanus. [locrpoenue
Mozaenu yrpo3 opranusanuu. Ilpumepel. PykoBoxsdmue
nokymeHTHI ['octexkomuccnu Poccun (Denepanbias ciryx0a mo
TEXHHYECKOMY M OKCIIOPTHOMY KOHTPONIO) MO 3alIUTe OT
HECAHKIMOHUPOBAHHOIO JlocTyma K uHpopmanum.
CneumanbHble TpeOOBaHUS W pEeKOMEHManuu. HMHCTpyKums
CTP-K. PexomeHpmammu 1o 3amuTe KOH(OHICHIIHAIBEHON
nHpOpMann. Knaccet 3alUIIEHHOCTU CpencTB
BBIYHMCIIATENIbHON TEXHUKH W aBTOMAaTU3UPOBAHHBIX CHCTEM IO
pykoBomsamMM  gokymeHtam — ['ocrexxomuccun — Poccuwm.
[Mokazarenu 3ammmennoct. Crcrema 3aIuThl HHGOpManuu ot
HECaHKIIMOHWPOBAHHOTO JOCTyNa. PekoMeHayeMble Mephl 110
o0ecrieueH o 3alUThl MHPOPMAIIMHU B IIPOIIECCE IKCILTyaTalluu
nHpOpManMOHHON  cucTeMbl.  PaszpemmrenbHas — cucrema
Jnomycka. PekoMeHmammm 1O IDIaHy JOpa0OTKH  OOBEKTOB
nH(OpPMATH3aIMN Ha COOTBETCTBHE TPEOOBAHUSIM PYKOBOISIINX
nokymeHnToB ['octexxomuccun Poccun.

Tema 4

WudpopmannonHas 0e30MacHOCTb.
OcHoBHBIE NOHATHS KpunTorpadun. Ja
COBPEMEHHBIX HarpaBJIeHUs B
KkpunTorpaduu. Knaccuueckue
KPHUITOCHCTEMBI.

Ucropuyeckas cnpaBka. Bo3Mo)kHblE HanpaBlIEHUS PELICHUS
3ajayn  obecreyeHusl IepeJadd CEKpeTHOH WHQopManu.
Creranorpaguss u kpunrorpadus. BaxrocTs kpunrorpadun
Npu  pelieHnd  3ajad  oOecrieyeHHs  WH(QOPMAaLMOHHOM
0€30MacHOCT! XO3SHCTBEHHOW JESTENbHOCTH M COXPaHCHHUs
koHuaeHManpHo  wHPOpMaruu.  OCHOBHBIE  TTOHSTHS
kpunitorpaduu. [ToHsTHE KPUNITOCHCTEMBI, KiTfoua. Bo3MOXKHBIE
aTakl Ha  KPHUIITOCHCTEMBI, TOHATHE  KPHUITOAHAIN3A.
HanexxHocTh KpunTocucTeMbl. J[Ba OCHOBHBIX HAaIlpaBICHUS B
coBpeMeHHOW Kkpunrorpadun. Kiaccuyeckue KpUNTOCHCTEMBI.
OpnoandaBUTHBIE W MHOTOAI(AaBUTHBIE KPUIITOCHCTEMBI.
Cuctemsr lle3aps u Bmkenepa. BosmoxHOCTH KpuITOaHaIN3a
MHOToaJ(aBUTHBIX cHcTeM. PackpbiTHe cucTeMbl Brmkenepa.

Hanexuocts MHOT0aI()aBUTHBIX CHCTEM.
DJIeKTpOMEXaHUYECKUE MU(PPOBATBLHBIC MAIIHHBL. AOCOIOTHO
HaIeXHasS KPHUIITOCHCTEMA: “OnHOpa30BHIi OJIOKHOT .

B03MOXXHOCTh HCHOIB30BaHMS TaKHX CHCTEM Ha IPAKTHKE.
Crangaptel  mmdpoBanust paHHbIX. Kpunrocucrema DES.
Poccuiickuit  cranmapr mmdposanms ['OCT  28147-89.
IIpobnema BbIOOpa HANCIKHOW KPHUIITOCHCTEMBI JUIS 3alUTHI
CBOMX JaHHBIX. [lepcleKTUBBI pa3BUTUA KpPUITOAHAH3A.
ITpo6iema mostHOTO TIepebopa BceX KITIOYEH.




n/n

HaunmenoBanue TeMm
(pa3neioB)

Conep:xanue TeM (pa3jesioB)

Tema 5

OJEeKTPOHHBI  JOKYMEHTOOOOPOT H
aNeKTpoHHas moxnuck. Kpunrorpadus c
OTKPBITBIM KIIFOYOM. Cucremsl
mmpoBanus, He TPeOYIOIIMe Tepeaadn
KITt04Ya. DJIEKTPOHHAS TTOATHKCH.

Cucrempl mmdpoBaHus, He TpeOymomme mepenaddl KI0Ya.
[MpoGnembl  ucrONB30BaHMS  TakuX  cucTeM. [Iporokon
ucronbp3oBaHus  cucreMbl  «OJHOPa3oBBI  OJOKHOT», HE
TpeOyIoMil epBOHAYATILHOTO O0OMEHa CEKPETHBIMH KITFOYaMH.
Kpunrorpadust ¢ oTKpbIThIM Kit04OM. [IOHSITHE OTKpBITOrO H
cekpeTHOro ximoda. [IpaBuna mx wmcnone3oBaHus. [IpHHIHITEL
MIOCTPOEHUS KPUITOCHCTEM C OTKPBHITBIM KITO4YOM. 3BecTHbIE
KPHUIITOCHCTEMBI C OTKPBITBIM KIIOYOM M MX aITOPUTMBL.
Cucrema RSA. Jlnuna ximroya B KpUOTOTPaUH C OTKPBHITHIM
kiarouoM.  OnmHOCTOpOHHSISI — (yHKIHMS, BO3MOXHOCTH €€
UCIIONIb30BaHMs. OJIEKTPOHHAsT MOANUCH W INPHHLMIIBL €
TIPUMECHCHUA.

Tema 6

Hurepner B OPUINYECKON
nesarenbHOCTH. OCHOBHBIE TEXHOJIOIHH
IIOCTPOEHHUS 3aIUIIEHHBIX ncC.
MexceTeBble SKpaHbl.

OCHOBHBIC TEXHOJOTHH TIOCTpOeHHs 3ammmieHHbx HC.
[onsartne wexcereBoro »dKkpaHa. IlpaBmma ¢QuIbTpauun u
MPUHIUIEL X mpuMeHenus. [laketHeie QuibTpel. [lonmuThka
cereBoil OezomacHoctH. [lommTHka peanu3anny MEXKCETEBBIX
9KkpaHOB. DyHKIMOHANbHBIE TPEOOBAHUS K MEKCETEBBIM
9KpaHaM W uX KomroHeHThl. IIlmo3bl  ceaHcoBoro
npukiaaaHoro yposHsa. Hosrele dyakmmu Opanamays3poB. CxeMsl
OpraHu3alliid MEXCETEBBIX dKpaHOB. OCOOEHHOCTH PA3IMUHBIX
CXeM peanu3alid, WX IPEHMYyIIecTBA ¥  HEIOCTaTKH.
[Ipobnembl, cBA3aHHBIE C MEKCETEBBIMU dKpaHamu. TpeboBaHus
K MECETEBBIM KpaHaM

Tema 7

Texnonorus VPN-ceTei.

TexHomornss OOBEIUHEHUS JIOKAIBHBIX CETEH M OTAEIBHBIX
KOMIIBIOTEPOB 4€pe3 OTKPBITYI0 BHEIIHIOI CpeAy Iepenadu
JaHHBIX B EAMHYI0 BHUPTYAJIbHYIO CETh, OOECIIEUMBAIOIIYIO
3aUTy WHGOPMAIMOHHBIX IOTOKOB WM TexHojorusi VPN-
cereil. Ocodennoctu VPN. Tynnens VPN. TyHnHenupoBanue u
ero ocobenHoctu. OcHOBHbIE pazHOBUAHOCTH VPN-ycTpoiicTs
10 TexHU4eckoi peanusanuu. Ponmu VPN-ycrpolicTs. BapuaHnTtel
IIOCTPOCHMsI 3alUILEHHbIX KaHaioB VPN. Vrpossl mns VPN.
BapmanTs! 3anmimeHHbIx coenmaenuil. Kmaccudukamus VPN-
cereir. CoBmemienne VPN-TeXHOIOTHI 1 MEXCETEBOTO dKpaHa.
Henocrarku VPN.

Tema 8

Bammra uHpOpManuu B MHTEpHET.
WNudopmanmonnass  0e30macHOCT B
ycnoBusax (yHKunoHHpoBaHHs B Poccuun
rI00aNbHbIX CeTeH.

IIpobnema obecrieueHuss HHGOPMAIMOHHON 0€30MaCHOCTH MPH
pabore c rmobampHON ceThio MHTepHeT. MH(DOpMarmoHHas
06e30macHOCTh B YCIOBHSX (yHKIMOHMpoBaHUS B Poccun
ro0anbHEIX ceTe. Yka3 mpesupeHta PO «O wmepax 1o
obecrnieueHn0 HWH(POPMANMOHHON Oe3omacHocTH Poccuiickoit
Oeneparin B chepe  MEKIYHAPOIHOTO HHPOPMAIUOHHOTO
oOMeHa». YTpo3bl HH(OPMAIIMOHHON 0€301acHOCTH NpH padoTe
¢ HntepHer. Bupychl, HCIIOJHsAEMbIE MOJYJIH, BCIUIBIBAIOLIUE
OKHa U pekinama. Mcrnonap30BaHuEe aHTUBUPYCHBIX IIPOrpaMM U
Me)KCETEeBBIX 3KpaHOB mpu padote ¢ MuTepHeT. [Iporpammubie
cpencTaa MIPOBEPKH Tpaduka u 60pBOBI c
HECaHKIIMOHNPOBAHHBIM UCIIOJIb30BaHUEM pecypcoB
NH()OPMAMOHHOI CHCTEMBI.




Ne HaumeHnoBanue Tem
Conep:xanue TeM (pa3jesioB)

n/n (pa3neioB)
TunoBast crpykrypa 3amutel or HCJI. | Apxurekrypa TUIIOBOI CUCTEMBI 3ALLUTBI oT
VYpaBiaeHUe JOCTYTIOM. HECaHKIIMOHMPOBaHHOTO  jgoctyna.  MpeHtnpuxamuss  u

ayrentudukanms. [laponmbHas ayrtentudukanms. I[IpaBuia
npuMeHennss maposieidi.  OmHopasoBeie  maponu.  Cepsep
ayrentudukaimu. Ilojcucrema  ynpaBlieHHs — JOCTYIIOM,
MOJICHCTEMA pPETHCTpalMyi H ydeTa. [IpuHOHOBI KOHTPOJISA
Joctyna. MaTtpuua gocTyna u cnucku nocryna. [IpousBosibHoe
U TPUHYAWTEIBHOE yNpaBieHHe 10cTynoM. OrpaHHYHBaIOIINA
unrepdeiic. PoneBoe ynpasienne nocrynom. Cratndeckoe H
Tema 9 JTUHAMHUYECKOe pacnpeseneHue pouieit. [Toacucrema
oOecrieueHust 11eII0CTHOCTH. Kpunrorpaduyeckas moacucrema.
[IporpamMMHoO-anmapaTHble CPEACTBAa 3aIUTHl MHOOPMAIMU OT
HCJH. YcrpoiictBa BBOJAAa HICHTH()UKAIMOHHBIX IPH3HAKOB.
Knaccudukamms  ycTpoWcTB BBOAA  HMIACHTH()MKAIIMOHHBIX
MIPU3HAKOB. Bbuomerpuueckue yCTpoiicTBa BBOJA
UACHTH(UKAIMOHHBIX TPHU3HAKOB M WX  KJIACCHU(HKAIHSL.
IMpeumymectBa W HENOCTaTKM WX  HCIOJIB30BAHUSL.
KoMmOnHMpoBaHHBIE yCTPOWCTBA. DIEKTPOHHBIE 3aMKH.

Ha camocrostensHyto paboty crynentoB mno guctuiuimHe b1.B.JIB.14.02 «IIpaBoBasi
HHG(OPMATUKA» BEIHOCSTCS CJIEIYIOIIUE TEMBI:

Ounas 3aounas

Ne n/m Tema Bonpocsl, BoiHocuMbie Ha CPC
¢opma ¢opma
1 2 3 4 5
1. Wudopmanronnoe [Moustve wHbopManuy, 3amuTel HHGOPMAMKA U
0011IecTBO n mpaBo. | nHpOpMaMoHHOH Oe3omacHocTH. HasHaueHwe w
ITpeamer u MeTonbl | 3amaud B cdepe obecrieueHuss HHPOPMAHOHHON
npaBoBod  MH(pOPMAaTHKH. | 6E30MACHOCTH Ha YpPOBHE TOCYNapCTBa, Ha ypOBHE 0 0
[onstue nHpOPMALINH, | pETHOHA W Ha JIOKAIbHOM YypoBHe. (OCHOBHEBIE
3alMThl  MHGOPMAIMKM U | TOJIOKEHUsS] TeopuH HH(OPMAIMOHHOH 06e30MacHOCTH
WH(POPMATMOHHOM WH(POPMAIIMOHHBIX CHCTEM.
0e30MaCHOCTH.
2. 0O030p POCCHIICKOTO 3aKOHOJATEIbCTBA B 00JACTH
T'ocynapcTBennas o
obecriedeHUsT  UHPOPMAITUOHHOU 0e30macHOCTH.
nH(pOpPMAOHHAS o
(bopman Hoxtpuna wuHpopManmoHHoii Oe3onacHocTn P,
gOHHTHKa' . 3akoHBl  «O  rocymapcTBeHHOM — TaiiHe», «OO0
AKOHOJATEITbHBIN BEHb
OHOZIaTE uypose nHpopManny, HH(POPMAIIMOHHBIX TEXHOJIOTHSX H O
WH(POPMAIIMOHHOM
5 (bopmarnonHo 3amuTe wWHpopManun». OCHOBHBIE HOpPMaTHBHBIC
MTACHOCTH.
C30MACHOC PYKOBOSIIHE JTIOKYMEHTEI, Kacaromnmecs 0] 0
KomnsrotepHsie . . .
TOCYJapCTBCHHOM TaWHBI ¥  KOH(UACHIIMATBEHON
TpCCTYTLICHIA. nHpopmauny. HopmaTuBHBIE aKThl aJMHUHHCTPALMN
OTBETCTBEHHOCTH 3a o
Bounrorpazna B obnactu nH(pOpManOHHOH
COBCPILICHHE 0€30I11acHOCTH.
KOMIIBIOTEPHBIX
MIPeCTYMICHUN.
3. Texnonoruss  pabotel B | [loHsaTne araku Ha HWHPOPMAIIMOHHYIO CHCTEMY.
CIIPaBOYHO-TIPABOBBIX Knaccudukanus arak. Bungsl TPOTHBHUKOB — WIIM

cucremax. Kiaccudukanus | “HapymmTeneid”, ux kmaccuduxanus. KaHams! yreuku
arak. [loHstue  yrpossl. | HHpOPMALKU: BU3YaTbHO-ONTHYECKUH, aKyCTUUECKHH,

Mogaens YIpo3. | 2JIEKTPOMAarHUTHBIH U MaTepUabHO-BEIIECTBEHHBIN.
Pexomennanuu no | Ilonarue  yrpospl. HMcrouHuku yrpo3 M HX
obecreyeHno knaccuukamusa.  Iloctpoenme  momenwm  yrpo3 0 0
“H(POPMAITMOHHOM opranm3aryn. [Ipumepsl. CrienmaabHBIE TPeOOBaHHS 1
0E30MacCHOCTH. pexomenaanuu. [TokazaTenu 3amumeHHocTH. CHCTeMa

3amuThl  MHGOPMAlMd OT HECAHKIMOHMPOBAHHOI'O
Jgocrtyna. PexoMmeHmyemble Mepbl HO 00eCHedeHHUI0
3amuThl MH(pOpManuMK B Tpolecce DKCIUTyaTaluu
nHPOPMaLMOHHOMN CHUCTEMBI. PaspemmrensHas
cucTeMa JIOIyCKa.
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Hudopmanmonnas

Creranorpaduss u  kpunrorpadus.  BaxnocTb

Oe3omacHOCTh.  OCHOBHBIE | KpUOTOTpauu TpPU pEHICHHH 3a1ad  0OeCIeUeHUs
TTOHATHUS kpunrorpaduu. | mHQOPMAIIMOHHOH  0E30IaCHOCTH  XO3AHCTBEHHOU
Ba COBPEMEHHBIX | AEATEIBHOCTH ¥ COXpaHEHUS KOH(UIACHINAIBHOM
HaInpaBJleHUS B | nHGopMarmu. OCHOBHBIE TOHATHA KPHITOTPA(HUH.
Kkpunrorpaduu. [onsiTre KpunTOoCcUCTEMBI, Kiltoua. Bo3aMoKHBIE aTaku
Knaccuueckne Ha  KPHUITOCHCTEMBI, IIOHSITHE  KPHIITOAHAIN3A.
KPUIITOCUCTEMBI. Hal[e)KHOCTB KPUINITOCUCTEMBI. ZIBa OCHOBHBIX
HAIpaBJICHUS B  COBPEMEHHOW  KpuUOTOrpadum.
OpHoangaBUTHEIE u MHOTOaT(aBUTHBIC
kpunrocuctemsl. Cucremsl llesaps u Bmxerepa.
Bo3moxxHoCcTH  KpHNTOaHanmM3a MHOTOan(paBUTHBIX
cucreM. Packpritie cucrems! Brokenepa. HanexxnocTs
MHOTOAJT()aBUTHBIX CHUCTEM. AOCOJIIOTHO HaJeKHAs
KPUIITOCUCTEMA! “OnHopa3oBbIil 0JIOKHOT”.
Kpunrocucrema DES.
ONEeKTPOHHBIN Cucrempl mudpoBaHui, He TpeOylomue mepenadn
JOKyMEHTO000pOT n | xmoda.  [IpoTokom ~ WCIONB30BaHMS  CHCTEMBI
JJIEKTPOHHAS noauck. | «OmHOPa30BBIH OJIOKHOTY, HE TpeOyroIuii
Kpunrorpadust ¢ OTKpBITBEIM | TIEpBOHAYANEHOTO OOMEHAa CEKPETHBIMH — KIIFOYaMH.
KIIFOYOM. Cucrtems! | Kpuntorpadust ¢ OTKpbITBIM — KirouoM. [loHsiTue
mmppoBaHus, HE | OTKPBITOTO M  CEKPETHOro  Kitoda. [IpuHIUIBI
TpeOyromue Nepeaddl | MOCTPOCHHUSI KPHUNTOCHCTEM C OTKPBITBIM KIIFOUOM.
KJIro4a. SHCKTpOHHaSI WsBecTHBIE KPUIITOCUCTEMBI C OTKPBITBIM KJIHOYOM H
MHOIIUCE. nx amroputmbel. Cucrema RSA. [limHa kimoda B

KpHnTorpaduu ¢ OTKPHITHIM KIo4oM. OZHOCTOPOHHSS
(GyHKIMS,  BO3MOXHOCTH €€  HCIOJIBb30BaHUS.
ONEeKTpOHHAs MOANUCH U IPUHIIMIIEI €€ IPUMEHEHHSL.

WHuTepHeT B OpUIMYECKOH

nesrenpHoctd. OCHOBHBIE
TEXHOJIOTHHU MOCTPOCHHS
3aIIUIIEHHBIX ncC.

MexcereBrie 9KpaHbI.

OCHOBHI)IG TEXHOJIOTUU TIOCTPOCHHA 3alllUIICHHBIX
HUC. Tlonstue wmexcereBoro okpana. IIpaBuna
(¢UIbTpanny W MPUHIUIB X TpuMeHeHus. [lakeTHbie
¢unpTpel.  [lomuTMka  cereBoit  ©€30MACHOCTH.
[Momutrka  peamu3alii  MEXKCETEBBIX  J3KPAaHOB.
OyHKIIMOHANEHEIE  TpPeOOBaHUS K  MEXKCETCBBIM
9KpaHaM M WX KOMIOHEHTHL I[ILm03bI ceaHCOBOTO U
MIPUKIIATHOTO YpOBHSL. Hosrie GyHKIIN
OpanaMayspoB. CXeMbl OpraHU3aIlMd MEKCETEBBIX
9KpaHoB. TpeOOBaHUs K MEKCETEBBIM IKpaHAM

Texnonorus VPN-ceTeii.

Texuomornst o0OBEIMHEHUS JIOKAJIBHBIX CETEN U
OTJIENbHBIX KOMIIBIOTEPOB UEPE3 OTKPHITYIO BHELIHIOIO
cpelly Mepelayd JaHHBIX B EAMHYI0 BUPTYaJIbHYIO
CeTh, O00ECICUNBAIIYI0 3aIIUTy HH(POPMAITUOHHBIX
MOTOKOB My TexHomorus VPN-cereii. OcobeHHOCTH
VPN. TyHHenupoBaHHe U €ro  OCOOCHHOCTH.
OcHoBHBIE  pasHOBUAHOCTH  VPN-ycTpoiictB 1o
TexHuyeckon peannzauuud. Pomu VPN-yctpoiicTs.
BapuanTel mocTpoeHus 3allMIIEHHBIX KaHaioB VPN.
VYrpo3sr s VPN. Knaccudpukamms VPN-cereid.
CoBMmemenue VPN-TeXHOIIOTHH H = MEXKCETEBOIO
skpaHa. Henocratku VPN.

3ammra uHpOpManuu B
HuTtepuer.
HNudopmanmonnas
0e30MacHOCTh B YCIIOBHAX
(YHKIIMOHHPOBAaHUS B

Poccun rmobanpHBIX ceTe.

[TpoGnema obecrieueHus nH(pOpPMaLMOHHOMN
0e30MacHOCTH MpH paboTe ¢ TI00ATBLHOW CEThIO
Wureprer. Wudopmannonnas  6e30mMacHOCTh B
ycinoBusSxX (HYHKIIMOHUPOBaHHUS B Poccuu riio0anbHBIX
cereii. VYka3 mpesmmeHtra PD «O wmepax mo
obecriedeHn0O  MH(POPMAIIMOHHONH  0e301MacHOCTH
Poccuiickoit ®enepanmu B chepe MexTyHAPOIHOTO
MHPOPMAMOHHOTO oOMeHay. VYrpo3st
nHQOpMALMOHHON Oe30omacHOCTH TpU  padore ¢
Wnrepuner.  Bupychl,  uCHonHsIEeMblE  MOJIYJH,
BCIUIBIBAIOIME OKHAa WU pekiaMa. lcmomp3oBaHue
AHTUBUPYCHBIX ITPOrpaMM U MEKCETEBBIX OKPAaHOB IIPpH
pabore ¢ HMureprer. IIporpaMmuble  cpeacTsa
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MIPOBEPKH Tpaduka u 00pBOBI c
HECAaHKI[MOHUPOBAHHBIM HCIOJB30BAHUEM PECYpPCOB
HHOOPMAITMOHHON CHUCTEMBI.

9 TunoBast cTpyKTypa 3alUThl | APDXUTEKTypa  THUIOBOM  CHCTEMBI  3aIUTBl  OT
or HCJl. VYmnpaBneHue | HECAaHKIIMOHHPOBAHHOTO nocTyna. Mnentudukamus n
JIOCTYIIOM. ayrentudukanmsa.  [laponpHas  ayTeHTH(UKaLUS.

IIpaBuna mpumeHeHus mapoiseil.  OmHOpa3zoBBIE
napond. IlpuHuMnel KoHTpons nocryna. Matpuua
JOCTya W CIUCKH JocTymna. [Ipou3BojbHOE U
TIPUHYAUTEIBHOE yIpaBieHne JIOCTYTIOM.
OrpannunBaromuii uaTEpdeiic. PomeBoe ympasienne
JOCTYTIOM. Kpunrorpaduueckas MOJICHCTEMA.
[IporpammHo-anmapaTHbIe cpezacTBa 3aIIUTHI
nndopmanuu ot HC. YcrpoiictBa BBoIa HACHTH(D-

HCII0JIb30BaHMs. 3J’IeKTpOHHBIe 3aMKH.

HbIX TPU3HAKOB. HpeI/IMyHIeCTBa H HCOOCTAaTKU HX

4. MaTepuaJjibl TEKYIIero KOHTPOJIsSI YCIIeBA€eMOCTH 00y4aloIIUXCsl

4.1. @opmMbl 1 MeTOABI TEKYLIEr0 KOHTPOJISI YCIIeBA€MOCTH U MPOMEKYTOYHOM aTTecTANMU

B

xone peammzaumu  guctumuinHel - B1.B.J1B.14.02  «IIpaBoBas  uHpoOpMaTHKa»

HCITOJIB3YIOTCA CICAYIOIKWE MCTOAbI TCKYIIETO KOHTPOJIA YCIIEBACMOCTHU O6yanOIIII/IXCSII

Ne HaumeHoBanue Tem MeToab! TeKyIEro
n/n (pa3neJioB) KOHTPOJIsl YCTIEBAEMOCTH
Ounas ¢popma
MudopmannonHoe obmecTBo u mpaBo. IlpeaMer W MeTombl NpPaBOBOH VerHbi

Tema 1 [mHpOpMaruku. [lomstme  uwHbopmanuu, 3ammrTel  uHQOpManuMK U
nH(pOpMaMOHHOM 0€30IacHOCTH. onpoc
["ocynapcTBeHHass MH(OpPMALMOHHAS MOJUTHKA. 3aKOHOJATENbHBIN YPOBEHH| N

Tema 2  |[uHGOPMALIMOHHOM 06e30macHOCTH. KommerotepHsie MPECTYIICHHUS.

OTBETCTBEHHOCTH 33 COBEPIICHHE KOMIBIOTEPHBIX NPECTYIUICHUH. onpoc
TexHomorus paboTsl B CIPAaBOYHO-TIPABOBBIX cHcTeMax. Kimaccudukamnms aTak. VerHbi

Tema 3 ([[lomstue yrpo3sl. Mogens yrpo3. Pexomenmammu 1o o0ecreueHHIO
nH(pOpMaMOHHOH 6€30acHOCTH. onpoc

Tema 4 Wudopmanmonnas 6e3onacHoctb. OCHOBHBIE TOHSTHS Kpunrorpaduu. J[Ba Ycerubii
COBpPEMEHHBIX HarpasjeHus B kpuntorpadun. Kilaccnueckne KpunTOCHCTEMBI. orpoc
DIEKTPOHHBIA JTOKYMEHTOOOOPOT W 3JIEKTpOHHAs moanuchk. Kpumrorpadus c o

Tema 5  |oTKpbITEIM KiF09oM. CrcTeMbl N pOBaHMS, HE TpeOyIOIIie mepeJadn KiroJa. onpoc
DJIeKTpOHHASI OMHUCH.

Teva 6 MHTepHeT B I0puandecKon aesTeabHocTH. OCHOBHBIE TEXHOJIOTHU TIOCTPOCHUS YcrHblit
zamuiieHHbIX MC. MexceTeBble IKpaHBbl. OIIpoC
Texnonorus VPN-cerei. VYerHbii

Tema 7

0IIpocC

Tena 8 3ammra wHbopMmanuu B HWHTepHer. MHOpMammoHHas 0€30macHOCTH B YcTHBIH
YCTIOBUSIX yHKIMOHUpOBaHHS B Poccuu rio0anbHBIX ceTel. orpoc

Tema 9 Tunosas cTpykTypa 3amurtsl oT HC/l. Ynpasienue noctynom. VYcTHbIif

OIIPOC, TECTUPOBAHUE
3aounas popma
NupopmannonHoe o0mectBo W mpaBo. [IpemMer W MeTOABl TIPaBOBOM o

Tema | |[maQOpMartuku. Ilomatme  wHoOpMammm, 3ammThl  HHQOpMAIMH |
nH(pOpMaMOHHOH 6€30acHOCTH. onpoc
locynapcTBeHHass WH(QOPMAIMOHHAS IOJMTHKA. 3aKOHOAATEIBHBIH YPOBEHB VerHbit

Tema 2  |[uHMOPMAIMOHHOM 6e30macHOCTH. KommerotepHsie MPECTYIICHHUS.

OTBETCTBEHHOCTH 33 COBEPIICHHE KOMIBIOTEPHBIX PECTYIUICHHH. onpoc
TexHomorusa paboTsl B CIPAaBOYHO-NIPABOBBIX cHcTeMax. Kinaccudukamnms aTak. Ve THbI

Tema 3 ([[lomsatue yrpo3el. Mogens yrpo3. Pekxomenmamum 1o o0ecrnedeHuIo ompoc
MHGOPMAIMOHHON 0€30MaCHOCTH.

Tena 4 MudopmannonHas Ge3onacHocTb. OCHOBHBIE MOHATHS KpunTorpaduu. [Ba VYcTHbIi
COBpPEMEHHBIX HarpasjeHus B kpuntorpadun. Kilaccnueckie KpunTOCHCTEMBI. orpoc

Tema 5  [DNeKTpOHHBIH JTIOKYMEHTOOOOPOT M 3JIeKTpoHHasi nmoanuck. Kpunrorpadus c YcTHbIH
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OTKPBITBIM Ki1t04oM. CHcTembl mudpoBaHus, He TPEOYIOIINE Mepeiadn KIova.
DJIEKTPOHHAS TIOJIITUCH. orpoc
Tema 6 HTEpHET B IOPHINIECKON NesATeTbHOCTH. OCHOBHBIE TEXHOIOTHH TIOCTPOCHHUS VYcerHbiit
samuiieHHbx C. MexcereBble SKpaHbl. onpoc
Texnonorust VPN-cereit. VYerabiit
Tema 7
orpoc
T ] Samura wuHbopMmanuu B HWuTepHer. MH(opmaimonHas 0€300acHOCTh B YcTHbIN
eva YCITOBHSIX (DYHKITMOHUpPOBaHUsS B Poccuy Ti1o0aIbHBIX CETEH. orpoc
Tumosas crpykrypa 3amutsl o HC/l. Ynpasienne noctymom. VYerHbiit
Tema 9 ompoc,
TECTUPOBAHUE

IIpu npoBeneHUN 3aHATUH JIEKLIMOHHOTO TUIIA: YCTHBIH OIPOC;
[IPY NIPOBEJICHUU 3aHATUI CEMUHAPCKOTO THUIIA: HHAMBUAYAIBHBIC 3aJaHUs Ul BBIIIOJHEHHUS HA KOMIIBIOTEPE;
IPY KOHTPOJIE PE3YIITATOB CAMOCTOATENBHOM PaOOTHI CTYAECHTOB: 3JIEKTPOHHBIC TECTHI.

[IpomexxyTouHast aTTecTalusi MPOBOAMTCS B (opmMe 3adera METOJOM YCTHOTO oOmpoca H
BBITIOJIHEHMSI 3aJjaHuil Ha KoMmmbioTepe. K chaue 3adera 1o AMCHMILUIMHE JIOMYCKAKOTCS CTYIEHTHI,
MOJIyYMBITHE HE MeHbIe 60 0ayuioB mpu Tekymed arrectanuu. [IpM moaroTroBke K 3a4eTy CTYACHT
BHHUMATEIIBHO TIPOCMATPUBAET BOMPOCHI, IPEIyCMOTPEHHbIE paboueil mporpaMMoid, U 3HAKOMHUTHCS C
PEKOMEHJIOBAHHOW OCHOBHOW JMTeparypoll. OCHOBOM [JIsi CHAud 3a4eTa CTYACHTOM SIBJISIETCS
W3yYCHHE KOHCIIEKTOB OO30PHBIX JICKIMA, MPOCIYIIaHHBIX B TEYEHHE CeMecTpa, WHQopMaIwus,
MOJIydeHHas B PE3yJIbTaTe CaMOCTOSTEIHLHOW DPAOOThI, W TMPAKTHYCCKHE HABBIKHM, OCBOCHHBIC MU
PELIEHNUH 3a]1a4 B TEUCHHUE CEMECTPA.

4.2. TunoBble MaTepHAJIbI TEKYIIET0 KOHTPOJIS yCIIeBAEMOCTH 00YYAOIINXCS

3amanust 11T KOHTAKTHOM W CaMOCTOSITEIBHOW paOOThl BKITIOYAIOT B CEOSl KOMILIEKC 3aaHUi
BBHITIOJTHEHHE, KOTOPBIX, MpernojaraeT TIIATEIbHOE W3Y4YCHHE HAyYHOW W y4eOHOW JHTepaTyphl,
MEePUOINYECKUX M3aHUM, a TAaK)Ke 3aKOHOAATEIIbHBIX 1 HOPMAaTHUBHBIX TOKYMEHTOB, MPEIaraéMbIX B
n.6 «YueOHas nureparypa U pecypchl MHPOPMAIMOHHO-TEICKOMMYHUKAIIMOHHOW ceTn WHTepHer,
y4eOHO-METOIMUECKOe 00ECTICUCHUE CAMOCTOSTEIHFHOM pabOThl 00YJAIOIITUXCSI TIO TUCITUTIITHE .

3aaHusi MPEAOCTABISIOTCS HA MPOBEPKY B AJIIEKTPOHHOM BHJIE WU HAa OyMaKHOM HOCHTEJE.
[IpemnoxenHbie 3aaHus BBIMOTHSAIOTCS B (JOPME YCTHOTO ONpOca, MyIbTUMEANIHOTO JOKIaia, pere-
HUSA 33/1a4 HAa KOMITBIOTEPE, SJIEKTPOHHOT'O TECTA U T.II.

Tema 1
HNudpopmanuonnoe odmectso u mpaso. Ilpeamer m mMeroabl nMpaBoBoil MHGOPMATHKH.
ITonsitue uHpopmanum, 3aIMTHI HHPOPMaU U MHPOPMALMOHHOI 0e30MaACHOCTH.

Bonpocs! ycTHOro onpoca:

1. TlonsTue wHGOPMAITHUH, 3AITUTH HHHOPMAINH 1 HHHOPMAITMOHHON 0€301TaCHOCTH.

2. HasnaueHnue u 3agaun B cepe obecrieueHust HHPOPMALMOHHON 6€30I1aCHOCTH Ha YPOBHE rOCYJapcTBa,
Ha YpOBHE PErvoHa 1 Ha JIOKaJbHOM ypPOBHE.

3. OcHoBHBIC TIOJIOKCHHSI TEOPUH HH(POPMAITMOHHOHN 0€301MacCHOCTH HH(POPMAITMOHHBIX CHCTEM.

4. OcCHOBHBIE COCTaBISIIOIIME oOOecredyeHUss HH(POPMAIMOHHOW  OE30MacCHOCTH  XO3SHWCTBEHHOU
JeATEIILHOCTH.

Tema 2
I'ocynapcrBennasi  MHPOPMALNMOHHAA  NOJUTHKA.  3aKOHOAATEJbHbII  YpPOBEHb
nHpopmannoHHoii Oe3zomacHocTH. Kommnbrorepnbie mnpecrymieHuss. OTBeTCTBEHHOCTH 3a
COBepLICHHE KOMIIBIOTEPHBIX NMPECTYIVICHUH.
Bonpocs! ycTHOro0 onpoca:
1. BaXHOCTh 3aKOHOJATENBHOTO YPOBHS HHPOPMAIIMOHHOH 0€30IaCHOCTH.
2. O030p poccUICKOTO 3aKOHOATENBCTBA B 00macT obecriedeHus: HHPOPMAITUOHHON 0€30MacHOCTH.
3. Joktpuna wunpopmanuonHoit OezonmacHocT P®d, 3akonbl «O rTOCymapcTBeHHOW TaiiHe», «O0
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uHpOopMaIK, UHPOPMAIIMOHHBIX TEXHOJIOTUAX U O 3aIUTE WH(HOPMAITII.

Jpyrue 3akoHBI ¥ 3aKOHOAATENbHBIE akThl. KoHIenus nHhopMaoHHONH 0€30MacHOCTH.

OCHOBHBIC HOPMAaTHBHBIC PYKOBOMAIINE JOKYMEHTHI, KAacCalOIIHECs TOCYJAApCTBCHHON TalHBI |
KoH(uIeHIIaTpHOW wWH(POPMAIINK, HOPMATHBHO-CIIPABOYHBIC JOKYMEHTHL. HoOpMaTWBHEIE aKTHI
aaMuHUCTpanuu Bonrorpana B o6mactu nHGOpPMAaIMOHHON 0€30MMaCHOCTH.

KomnbroTepHblie npectymieHus. OTBETCTBEHHOCTh 33 COBEPLIECHUE KOMIBIOTEPHBIX NPECTYIUICHUM.
YromoBHas U aIMHHUCTPATUBHAS OTBETCTBEHHOCTb.

Tema 3
Texnonorust padoTsl B cipaBOYHO-NIPABOBBIX cucTteMax. Kiuaccudukanus arak. [lonsitue

yrposbl. Mozeiab yrpo3s. Pekomenaaunum no odecnedeHnio HH(GpopM. 6e30aCHOCTH.

%

10

Bonpocs! ycTHOro onpoca:

ITonsTre aTaku Ha MHPOPMALTMOHHYIO CUCTEMY.

Knaccudukanus arak. Buisl npoTHBHIKOB WK “HapymuTesen”, uX KiaccupuKamus.

Kananer yreukn uwHQOpPMaLUH: BU3YalbHO-ONTUYECKUH, aKyCTUYECKUH, SIEKTPOMAarHUTHBIA U
MaTepHAIbHO-BEIECTBEHHBII.

ITonsTre yrpo3sl. ICTOYHUKHN YIpo3 U UX KJIacCH(UKAIHA.

IlocTpoenue Moaenu yrpo3 opranusauu. Ilpumepsr.

PyxoBonsmue nokymentsl ['octexkomuccuu Poccum (DenmepanbHas ciayxk0a Mo TEXHHYECKOMY H
SKCIOPTHOMY KOHTPOJIIO) IO 3allUTe€ OT HECAaHKIMOHMPOBAHHOTO JOCTyna K HWH(GOpMAIIH.
Crnenmanbabie TpeOoBanus u pekomerpanun. Uuactpykmus CTP-K.

Pexomenganun mo 3amuTe KOHQUIACHUMANbHOH wuHGpopMmauuu. Kiaccsl 3allMIIEHHOCTH CPEICTB
BBIUMCIIMTENBHON TEXHHMKM W aBTOMAaTH3HUPOBAaHHBIX CUCTEM IO PYKOBOIALIMM JOKYMEHTaM
I'ocrexxomuccuu Poccnn.

[Mokazarenu 3amuieHHOCTH. CHcTeMa 3aIUThHl HHYOPMALMU OT HECAHKITMOHUPOBAHHOTO JIOCTYTIA.
Pexomenayemble Mepbl O OOECIEUYEHHIO 3aIUThl HMH(OPMAaLUMU B MpOLEcce 3KCIUTyaTaluu
MH()OPMAITMOHHOH CHCTEMEL.

PazpemmrensHas cucrema gomycka. PekomeHnaanuu mo miany 1opaboTku 00beKTOB MH(pOpMaTH3auK
Ha COOTBETCTBHE TPEOOBaHUSAM PYKOBOISAIINX JOKYMEHTOB [ ocTexxomuccun Poccun.

Tema 4
Nudopmanuonnas  O6e3onmacHoctb. OcHOBHbIe TOHATHA  Kpunrorpaguu. JIBa

COBPEMCHHBLIX HAIIpaBJICHUS B KpI/IHTOFpad)I/II/I. Kaaccuueckue KPUHIITOCUCTEMDI.

9]

10.

Bomnpocsl ycTHOro onpoca:

Hctopuueckass cnpaBka. Bo3MoXHBIE HalpaBleHUS pelIeHdsl 3agadd  oOecledeHus Mepeaadyu
CEKPETHOH MHpOPMAIHH.

Creranorpadusi n kpunrtorpadusa. Baxnocts kpunrorpaduu Tpu pemieHHH 3agad oOecTedeHHs
HHGOPMAIIMOHHONW 0€30IaCHOCTH XO3SWCTBEHHOW IEATEIIBHOCTH M COXPaHEHMS KOH(HUICHIIHAIBHOM
MH(POPMALHH.

OcHoBHble moHATUS Kpunrtorpaduu. IloHsTHe KpunTOCHCTEMBI, Kioya. Bo3MOXHBIE aTakd Ha
KPUITOCUCTEMBI, TOHATHE KPUNITOAHATIH3A.

Hanexxnocts kpunrocuctembl. J[Ba OCHOBHBIX HalpaBICHUsT B COBPEMEHHOH KpUNTOrpaduu.
Kaccuueckne KpUNTOCHCTEMBI.

OmHoandaBUTHBIE 1 MHOTOAJI(DABUTHBIE KPUIITOCHCTEMEL.

Cuctemsr Lle3zaps u Biskenepa. BoaMoKHOCTH KpunToaHann3a MHOTOAI()aBUTHBIX CHUCTeM. PackpbiTue
cucTteMsl Bikenepa.

Hapexnocts MHOTOAI(aBUTHBIX CUCTEM. DJIEKTPOMEXaHHUECKHE MN(POBAIbHBIC MAIINHBIL.
AOCONIOTHO HanexHas KpunrtocucreMa: “OmHOpa3oBbId OJOKHOT'. B03MOXHOCTH HCITONB30BAHUS
TaKUX CHCTeM Ha npaktuke. CTaHaapThl H(QPOBAaHUS JAHHBIX.

Kpunrocucrema DES. Poccuiickuii cranmapt mudposanus ['OCT 28147-89. Ilpobnema BbIOOpa
HAJAEKHOW KPUIITOCUCTEMBI JUIS 3alIUTHl CBOMX JaHHBIX.

[MepcniekTrBBI pa3BUTHS KpuNToaHanusa. [Ipobiema noiaHoro nepedopa Bcex KIoveH.

Tema 5
DJIeKTPOHHBIN JOKYMEHTO00OPOT U 3JIeKTPOHHasi noanuchk. Kpunrorpadus ¢ oTKphITHIM

KJIH4Y0oM. Cucrembl HIU(PPOBaAHUS. JJIEKTPOHHAS MOANUCH.

1.

Bonpocsl ycTHOro onpoca:
CucteMsl mudpoBaHus, He TPEOYIOIIUE Mepeaadn KIrUa.
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[IpoGmeMbl KCHONB30BAHUS TAaKMX CHUCTeM. [IpOTOKON HCIIONB30BaHUS CUCTeMbl «OIHOpPA30BHIi
0JIOKHOT», HEe TpeOyrIui MepBOHAYALHOIO OOMEHa CeKpeTHhiMH Kirouamu. Kpunrorpadus c
OTKPBITHIM KITFOYOM.

IToHsITHE OTKPBITOrO U CEKPETHOTO Kitoya. [IpaBuia UX UCIIOJIb30BaHHUS.

[IpuHIUIBI TOCTPOEHUSI KPUNTOCUCTEM C OTKPBITHIM KIIFOUOM.

W3BecTHBIE KPUIITOCUCTEMBI C OTKPBITHIM KIIIOUOM U UX anroputMsl. Cuctema RSA.

JlHa KiTroYa B KPUNTOTPaQUK ¢ OTKPBITHIM KITIOYOM.

OnHOCTOPOHHSS (DYHKIIHSI, BO3MOXKHOCTh €€ UCIIOIb30BaHMUSI.

DJIEKTpOHHAs NOJNUCH U IPUHIUIIBI €€ TPUMEHEHHUSI.

Tema 6
HNHTepHeT B WOpUANYECKOH JeATeJbHOCTH. OCHOBHbIE TEXHOJOTHH TMOCTPOEHUs!

3ammeHHbIX UC. MexcereBble JKpaHbI.

Bonpocsl ycTHOT0 onpoca:

OCHOBHbIE TEXHOJIOTHH TOCTpoeHUs 3amuieHHsix 1C.

[lonsatne mexcereBoro skpaHa. [lpaBuna QuiusTpalliu W TPUHIUNB WX NpUMeHeHus. llakeTHbie
¢buaeTpel. [loauTHKa CeTeBOM 0€30MTaCHOCTH.

[MonuTnka peaau3aluy MEKCETEBBIX IKpaHOB. OyHKIMOHATBHBIE TPEOOBAHUS K MEKCETEBBIM SKpaHam
U UX KOMIIOHEHTHI.

1110361 CEaHCOBOTO ¥ MPUKIIAAHOTO YpoBHS. HoBbIe yHKITNHM OpaHaAMay pOB.

CxemBl OpraHM3allid MEXKCETEeBBIX JKpaHOB. OCOOEHHOCTH PAa3NUYHBIX CXEM peaju3alid, HX
MPEUMYIIECTBA H HEAOCTATKH.

[TpoGemsl, CBSI3aHHBIE C MEKCETEBBIMHU SKPAHAMH.

TpeboBaHus K MEKCETEBBIM SKpaHaM

Tema 7

Texnouorus VPN-cereid.

Bomnpocs! ycTHOro onpoca:

TexHonorust 00beAMHEHUS JTOKAIBHBIX CETEH U OTICIBHBIX KOMITBIOTEPOB Uepe3 OTKPHITYI0 BHEUTHIOKO
Cpemy Tmepenadn JaHHBIX B €UHYIO0 BUPTYaIbHYIO C€Th, 00ECTIEUNBAIONIYIO 3AIIUTY HHPOPMAIMOHHBIX
MIOTOKOB MJu TexHosnorust VPN-cereil.

Oco6ennoct VPN. Tynnens VPN. TyHHenupoBaHue 1 ero 0COOEHHOCTH.

OcHoBHbIe pa3HOBUAHOCTH VPN-ycTpoHcTB mo TexHudeckoil peanusanuu. Pomu VPN-ycrpoiicTs.
BapuanTsl noctpoeHust 3auiuiieHHbIX kaHanoB VPN,

VYrpo3s! asist VPN. BapuaHThl 3a1IUIIIEHHBIX COETMHEHUM.

Knaccuduramms VPN-cereii. CoBmenienne VPN-TexHONMOrnid M MexceTeBOro skpaHa. Hemoctatku
VPN.

Tema 8
3ammura uHpopmanuun B HWurepHer. HHpopmaumonHass 0e30MaCHOCTb B YCJIOBHAX

¢pynkuuonnpoBanus B Poccun riiodajbHbIX ceTei.

Bomnpocsl ycTHOro onpoca:

IIpoGnema obecnieueHns: HHPOPMAILIMOHHON 0€30IaCHOCTH MU paboTe ¢ rnodanbHON ceThio MIHTepHeT.
NudopmarronHas 6e301mMacHOCTb B yCIOBHAX (DYHKIIMOHUPOBaHMS B Poccuu r100abHBIX ceTel.

VYka3 mpesugenrta PO «O mepax mo obOecredeHuro nHOpManuoHHOW Oe3omacHOCcTH Poccuiickoit
Oenepani B cepe MEXITyHAPOIHOTO HHPOPMAMOHHOTO OOMeHa». YTpo3bl HH(OPMAIMOHHOM
Oe3omacHocTH TIpu padote ¢ HTepHeT.

Bupycsl, ncrnomHsiemble MOJyNHM, BCIUIBIBAIONIME OKHA M pekiaaMa. Mcroip3oBaHme aHTUBHPYCHBIX
NpOrpaMM M MEKCETEBBIX SKPaHOB IpH padboTe ¢ MHTepHeT.

[TporpaMmHBIe cpencTBa MpoBepKH Tpadurka u OOpHOBI ¢ HECAHKIMOHHUPOBAHHBIM HCIIOIB30BAHUEM
pecypcoB HH()OPMAITHOHHON CUCTEMBI.

Tema 9

Tunosasi crpykrypa 3amutsl or HCJ/l. Ynpasiaenue gocrynom.

Bonpocs! ycTHOro onpoca:

ApXUTEKTypa THIIOBOW CHCTEMBI 3alIUTHl OT HECAHKIIMOHHPOBAHHOTO aocTymna. Wnentndukanus u
ayTeHTU(UKALIHS.
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2. TlaponbHas ayrenTudukanus. [IpaBuia npuMeHeHNs TapoIeH.

3. OgpnopazoBsie naponu. CepBep ayrentudukanuu. [loncucrema ymnpaBieHHS OOCTYIOM, HOACHUCTEMA
perucTpanuu 1 y4era.

4. TlpuHOHITEI KOHTPOJIA JOCTyIA. MaTpua A0CTyIa U CITUCKHU TOCTYyTA.

5. Ilpowm3BonbHOE M NPUHYAUTENILHOE YIpaBieHue JocTynoM. OrpaHnduBaoini HHTepgeiic.

6. Ponesoe ympasienue goctynoMm. CtaTHueckoe M AMHaAMU4YecKoe pacnpenenenue porneil. Ilogcucrema
obecnieuenus nenocTHocT. Kpunrorpaduueckas noacucrema.

7. TIlporpammHo-ammapaTHble cpeiactBa 3amuTel  uHpopmamun ot HCJl.  VYcrpoiictBa BBOza
UACHTU(PUKALIMOHHBIX PU3HAKOB. Knaccudpukauuss ycTpoWcTB BBOAAa HACHTH()UKALIMOHHBIX
IpU3HAaKoB. buomerpuueckue ycCTpoWcTBa BBOJA MICHTU(GHMKALMOHHBIX MNPU3HAKOB M HX
KJaccupuKanus.

8. IlpeumymiecTBa M HEIOCTaTKM HX HCIMONB30BaHUS. KOMOMHUpOBAaHHBIE YCTPOWCTBA. DIEKTPOHHBIE
3aMKH.

UTOI'OBBIN TECT IO KYPCY
«IIpaBoBas uHopmMaTuKa»

ONEeKTPOHHBIN TECT MPEeACTaBIsAET cCOOOM 3a1aHus ¢ BBIOOPOM TOJIBKO OJHOTO IPAaBUJILHOTO OTBETA U3
npeioxkeHHbIX. PesynbTar nporpamma Unitest BHIBOAUT B IPOIEHTAX.

1. IlpaBoBasi uH(popMaTHKa — ITO...

A) oOmecTBeHHass Hayka, M3ydamolasg MpoOiemMbl cOopa, BOCHPUSTHS, PETHCTpalldM, XpaHEHMUs,
00pa0OTKM ® WCMONBb30BaHUS HMHGOpPMAIMK, WHPOPMAMOHHBIE TPOLECCHl W TEXHOJOTHH C
UCIIOIb30BAHUEM COBPEMEHHBIX CPEJICTB M METOJIOB €€ aBTOMATH3UPOBAHHOIN 00pabOTKH U Mepeiayuu.

B) oOmecTBeHHass Hayka, HW3ydaromias oOTpacib HWH(POPMAIMOHHOTO TIIpaBa W HCIOJIb30BaHUE
MH(POPMALMOHHBIX TEXHOIOTUH.

C) Hayka, W3ydalolias COBOKYITHOCTb NPAaBOBBIX HOPM U pEryJlupyeMble HMH OOIIECTBEHHBIC
OTHOILICHMS, BO3HHUKAIOIIME B Ipolecchl cOopa, 0OpabOTKH, HAKOIUICHHs, XpAaHEHMs, IOUCKA U
pacripocTpaHeHHus HHPOPMAIINH.

D) npuknagHas Hayka, u3ydaromias MnpoOsieMbl cOopa, BOCHPUATHS, PErMCTpallud, XpaHEHUs,
00pabOTKU U MCIIOIB30BaHUS IPABOBOW HHPOPMALIUU

E) npuknagHas Hayka, wu3ydaromjas npoOjeMbl cOOpa, BOCHPUSATHSA, PETUCTPALlMM, XPAaHEHUs,
00pabOTKM ¥ HCIIOJNIb30BaHUs COLMAIBHO-TIPABOBOM MH(OpPMAaLUH, WHPOPMALMOHHBIE MPOLECCH H
TEXHOJIOTUM B MPABOBOM CHUCTEME OOILECTBa C NMPUMEHEHHEM COBPEMEHHBIX CPEJCTB U METOJIOB €€
aBTOMAaTU3HPOBAHHON 00pabOTKHU U TIepeiayu.

2. lIpuunHbI NOSABJIEHHUA IPABOBOI HH(POPMATHKH. ..

A) HE0OXOAUMOCTb ONTUMU3ALMY UH(POPMAIMOHHBIX IOTOKOB B c(hepe MpaBOBOrO PETyINPOBAHMSL.

B) nosiBnenne DBM, pacripocTpaHeHre HHPOPMAMOHHO-KOMMYHHUKAITHOHHBIX TEXHOJIOTHIA.

C) ycnoXHEHHs TPaBOBOTO pPEryJUpOBaHMUsA OOIIECTBEHHBIX MPOLECCOB M  HEOOXOIUMOCTh
NOBBIIIEHUS () (HEKTUBHOCTH JIETETLHOCTH FOPUCTOB.

D) HeoOX0IMMOCTh aBTOMATH3AIIMH 00PAOOTKH CTATUCTHYECKON HH(POPMAIIHH.

E) HeoOxomumMocTs pazpaboTKH METOJIOB U CPEICTB OOPHOBI C KOMIIBIOTEPHON MPECTYITHOCTHIO.

3. K 0CHOBHBIM HANpaBJICHUSIM Pa3BUTHS NPABOBOH HH(POPMATHKH OTHOCUTCS
A) pa3paboTka aBTOMaTHU3HMPOBAHHBIX CUCTEM JUIsSl TOCYJapPCTBEHHBIX OPIaHOB

B) opranuzanus ygaera HOpMaTUBHBIX aKTOB

C) cucremaruzaiusi poCCUHCKOTO 3aKOHOIATEIbCTBA

D) aBromaru3aiiusi 00paboTKu MpaBoBOi WH(pOpMAIUU

E) npuMeHeHre BBIYMCIUTEIBHON TEXHUKH B IOJATOTOBKE IOPUINYECKUX KaJIPOB

4. Undopmanuonnas cgepa noapasaeisiercsi Ha cjaeayllIne nNpeaAMeTHbIE 00J1aCcTH
A) co3aHue U pactpoCTpaHEeHUE UCXOHOM M MPOU3BOIHON HH(DOpMAIHH
B) dopmupoBanme nHGOpMAIIMOHHBIX PECyPCOB
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C) peanu3zanus npasa Ha IOUCK, [TOJIyYE€HUE, TIepeaady U noTpediieHne nHpopMaun
D) coznanue u npuMeHeHne HHHOPMAIIMOHHBIX CUCTEM U TEXHOJIOTUI
E) co3nanme u npuMeHEeHHE CPEICTB M MEXaHW3MOB HH(OPMAITMOHHON 6€30acHOCTH

5. 3 4ero cocTouT eAMHOE HH(POPMALMOHHOE MPOCTPAHCTBO

A) cpenctBa MH(OPMAIIMOHHOTO B3aUMOJICHCTBUS TPaKAaH U OpraHu3alui

B) mHpOpMannoHHBIE pecypchl, CoAepKallue TaHHbIe, CBEICHHUS WM 3HAHUS, 3a()MKCHPOBAHHBIC Ha
COOTBETCTBYIOLMX HOCUTENSX HHPOPMALIUU

C) cpencTBa HHPOPMAITMOHHOM O6€30MTaCHOCTH

D) opranuzanmoHHble CTPYKTYpbI, oOecnieunBaroye (yHKIMOHUPOBAHUE POCTPAHCTBA

E) cucrema npaBoBoii 3a1iuThl HH(OpPMALIUN

6. B undopmaruzanuio od1ecTBeHHoi cepbl BXOAUT:

A) 3ammuTa cpecTB MacCoBOi HH(pOpMAIUU

B) popmupoBanue nHHOPMAIIMOHHBIX PECYPCOB B HETOCYAaPCTBEHHOM CEKTOPE
C) cTuMyTMpOBaHKE JACATEIBHOCTH TIOTpeOuTENel HHPOPMALIUU

D) undopmanronHas noaep:xka npeanpuHIMAaTeIbCTBA

E) dynkunonupoBanue MuatepHet

7. AudopmanuoHHOE MPaBO — 3TO...

A) oTpaciib POCCUICKOTO MpaBa, OTHOCSINASCS K HH(DOpMAITUN

B) cOBOKYITHOCTB MPaBOBBIX HOPM, PETYJIHUPYIOIINX BOMPOCH HHPOPMAIHH

C) oTpaciib pOCCHHCKOTO TpaBa, peryaupyromas HHPOPMAITHOHHBIC MPOIIECCHl H TEXHOIOTHH

D) COBOKYNMHOCTH MPaBOBBIX HOPM, PETYIUPYIOLUIMX OOIIECTBEHHBIE OTHOIICHMS, BO3HUKAIOIINE B
nporeccel coopa, 0OpabOTKH, HAKOIJICHWS, XpPAaHEHHs, MOHWCKAa M PaclpOCTpaHeHHs WHQPOpPMAIUH,
Korza uHpopMaIus SBISETCS] KOHEYHOU 1ENbI0 MPAaBOOTHOIICHUH

E) COBOKYNMHOCTH MpPaBOBBIX HOPM, PETYJIHMPYIOIIMX MPOIECCh cOOpa, 0O0pabdOTKH, HAKOIUICHUS,
XpaHEeHus1, TIOUCKA U PaCIpOCTpaHeHUs HH(OpMaLIUN

8. Uto cocTraBJsieT npeaMeT HHGOPMALMOHHOIO NMPaBa

A) COBOKYITHOCTH IMPABOBBIX HOPM, PETYIHPYIONIUX BOMPOCH HHPOPMALIUU
B) undopmanus

C) uaopMaIioHHBIE PeCypChI

D) oOmiecTBeHHBIE OTHOIIIEHUS B cpepe oOpamieHus naopmauu

E) 3amuTa nnpopmanumn

9. OTAeabHbIE JOKYMEHTBI H MACCHBBI JOKYMEHTOB B HH()OPMAIMOHHBIX CHCTEMAX 3TO:
A) 6a3bl TaHHBIX

B) undopMarimoHHbie MacCHBBI

C) 2JIEKTPOHHBIC JIOKYMCHTBI

D) undopmaroHHbIe pecypehl

E) cucrema nokymeHTanuu

10. Caenyronue MHCTUTYThI BXOASAT B CHCTeMY HHGOPMALIMOHHOIO NMPaBa
A) Yupasnenue B chepe urGopmarmu u nHHOpMaTH3AINN

B) Uudopmarmonnsie pecypcbl. [Tob30Banue HHPOPMAIIMOHHBIME PECYpCaMU
C) lokymeHTHpOBaHNE UHPOPMALH

D) Cpencta MmaccoBoit nHMOpMaIUu

E) Pexnama

11. Kpunrorpadus 3ro...

A) Hayka 0 MeTOAax MpeoOpa3oBaHUs JIaHHBIX, HAMPABJICHHBIX HA TO, YTOOBI C/IENATh 3TH JTAHHBIC
0ecrosIe3HBIMU TSl HECAHKITMOHMPOBAHHBIX JIUI]

B) Hayka 0 MeToax u cnoco0ax pacKpbITHs MG POB
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C) COBOKYITHOCTh METOJIOB, CKPBIBAIOMIMX (DaKT mepemadn CEeKpeTHOW WH(POPMALUU 32 OTKPBITOM
uHdopmarmen

D) COBOKYITHOCTH METO/OB, 00ECIEUMBAIOLINX a0COMIOTHYIO HAJEKHOCTh KaHalla Mepefadn JaHHBIX
OT TepexBara

E) nayka o MeTonax cozganus uppoBoii NOAIHCH

12. Kakast u3 cjiey0IuX KPUNTOAHAJIUTHYECKUX aTaK cCUUTaeTCsl Haubosee onacHou?

A) pH HATUYMK TOJIBKO OJHOTO 3alIM(PPOBAHHOTO (pparmeHTa

B) npu Hanmuuu 6ombinoro Habopa 3ammdpoBaHHBIX (pparMeHTOB

C) npu HannuuK (pparmMeHTa OTKPHITOrO TEKCTa U COOTBETCTBYIOLIETO €My KPUITOTEKCTa

D) npu u3BeCTHOM MeTo/ie U POBAHUS

E) npu Bo3MOXHOCTH BBIOOpa JHOOOT0 OTKPBITOTO TEKCTa W IOJYyYEHHUH COOTBETCTBYIOILETO €My
KPUITOTEKCTa

13. CkobKk0 pa3ian4HbIX KJI04Yel B cucreme Lle3aps mpu mcnob30BaHMM MOJHOTO PYyCCKOro
andasura?

A) 16 D) 256
B) 33 E) 1024
C) 66

14. Yro siBasieTcs KJIKOYOM B Kpunrocucreme Bu:kenepa?

A) moboe 1poOHOE YK CIIO

B) BenmmunHa ciBura ucxonHoro angasura

C) nepecTaBiaeHHBIN andaBuT

D) ciyuaiinas mocienoBaTebHOCTh OyKB, paBHasl IIIMHE COOOIICHUS
E) mo6oe cioBo

15. Kakasi u3 nepe4ncjieHHbIX KPUIITOCUCTEM SIBJISIETCSI CHCTEMOM ¢ OTKPBITHIM KJII04Y0M?

A) DES D) I'OCT 28147
B) RSA E) Le3aps
C) OHurma

16. Moxuno au B mnporpamme PGP Bocmosib30BaThbCsi 4y»KHM OTKPBITBIM KJIIOYOM ISl
pacuunppoBanus MHPOPMAIIUN.

A) na

B) Her

C) na, ecnu U3BECTEH TOT MApOJIb

D) na, ecnu monp30BaTeNb JACT MpaBa Ha pacmu@poBKy ero HH(popMaluu U COOOIIUT CBOM Mapoib

E) na, ecnu nepeOparth Bce KITtoun

17. Kak packpbIBalOTCsl KPUIITOCHCTEMbI 0IHOAJI(ABUTHOI 3aMeHbI?
A) Takue cUCTEMBbI PaCKPBITh HENIb3s

B) nonublii epedop kirouei

C) ananu3 4acTOT BCTpeyaeMbIX OyKB

D) nepebop coobiienuii

E) nepecranoBku OyKB KPUITOTEKCTA

18. Kpunroananus 310

A) Hayka 0 MeTOAax MpeoOpa3oBaHMs JAHHBIX, HAMPABJICHHBIX HA TO, YTOOBI CAENATh 3TU JAaHHBIC
0ecroJIe3HBIMU ISl HECAHKITHOHHUPOBAHHBIX JIUI]

B) Hayka o MeTogax u crioco6ax pacKpeIThs MHPPOB

C) COBOKYITHOCTh METOJIOB, CKPBIBAIOMIMX (DAaKT mepemadn CEKPeTHOW WH(POPMAIUU 32 OTKPBITOM
uHpOpManuei
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D) COBOKYITHOCTH METO/OB, 00ECIEUMBAIOLINX a0COMIOTHYIO HAJEKHOCTh KaHalla Mepefadn JaHHBIX
OT TepexBara
E) nayka o MmeTonax cozganus udppoBoii NOAIHCH

19. YUto sBasieTcst KI1040M B kpunrtocucreme Llesapsi?
A) mroboe ctoBo

B) nro6oe uncno

C) BenuunHa CIBUra UCXOJHOTO andaBuTa

D) nepecraBiieHHbIH anpaBUT

E) cnyuaiinas mocienoBaTensHOCTh CHMBOJIOB

20. KakoBa qiiuHa kiao4a B cranaapre mudposanus 'OCT 28147?

A) 256 6ut D) 1024 our
B) 64 6ut E) 2048 6ut
C) 56 6ur

21. Ha c/105)kHOCTH peleHusl KAaKoi MaTeMaTH4eCcKoil 3a1auM 0OcCHOBaHa cuctema RSA?
A) KOJIbI HCTIPABIISIOIINE ONTHOKN

B) auckpetnslii norapudm

C) 3amaua “o prok3ake”

D) paznosxeHue OONbIINX YUCEN HA POCTHIE MHOXKHUTEIN

E) cnoxxenue no Mmoayto 1Ba

22. Kpunrorpaguyeckuii npoTOKOJI 3TO

A) meton mmppoBaHUs JaHHBIX

B) meTon kpunroaHanusa JaHHBIX

C) MeTop nepexBara JaHHBIX

D) anroputm oOMeHa mHpoOpMalueln Mexay pa3lIMYyHbIMU YYaCTHHKAMM TPU CEKPTEHOW Iepenaye
JAHHBIX

E) ocobas kxpuntocucrema

23. Kpunrocucrema «OaHopa3oBblid 0JJOKHOT» 3TO:
A) nepecTaHOBOYHAsI cUCTEMA

B) onnoandaButHas cuctema rnpocToit 3aMeHbl

C) mHOTrOan(aBUTHAs CUCTEMA

D) cucremMa ¢ OTKPBITHIM KIIIOUOM

E) Takoii cuctemsl He CyIIeCTBYET

24. Kaxkoii napoJb Hau0oJiee Hajie:xKeH?

A) ®aMunus mosk30BaTeNs

B) ®paza u3 kauru

C) ciydaitHas OCIIeI0BaTENILHOCTD IU(P

D) ciyuaitnasi mocienoBaTeIbHOCTh OYKB

E) cnyyaiinast mocienoBaTeIbHOCTh IPOU3BOIBHBIX CHMBOJIOB

25. KakoBa qiiuHa kiao4a B cucreme mmngposanusa DES?

A) 256 6ut D) 1024 6ur
B) 64 6ut E) 512 6ur
C) 2048 our

26. Kpunrorekcr 310

A) TEKCT HCXOHOTO COOOIICHHUS

B) TekcT 3ammdpoBaHHOTO COOOICHHUS
C) mapob
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D) tekct, nosy4eHHBIH PU KPUIITOAHATIU3E
E) xmrou

27. TaiiHonuch (cTeranorpadus) 3To

A) Hayka 0 MeTOAax NMpeoOpa3oBaHMs JAHHBIX, HAMPABJICHHBIX HA TO, YTOOBI C/AEIATh 3TU JAaHHBIE
OecroJIe3HBIMU ISl HECAHKITHOHHUPOBAHHBIX JIUI]

B) Hayka o MeTogax u cioco6ax pacKpeIThs MHPPOB

C) COBOKYITHOCTh METOJIOB, CKPBIBAIOMIMX (DAaKT mepemadn CEKPeTHOW WH(POPMAIUU 32 OTKPBITOM
uHpOpManuei

D) COBOKYITHOCTh METOIOB, OOSCIICYMBAIOIINX A0COIIOTHYIO HA/ICKHOCTh KaHaja TepeIadn JTaHHBIX
OT TiepexBara

E) nayka o MeTonax cozmaHus uppoBOi MOIHCH

28. UTo mo3BoJisieT onpeneautsb MeTo Kasucku npu kpunroanaause cucreMbl Buxkenepa?
A) mapoib

B) OoTKpBITHIH TEKCT

C) meton mudpoBaHus

D) nnuny napost

E) nnuny oTKpBITOrO TEKCTA

29. Kakasi kpunrocucreMa odecneynBaeT adCOMIOTHYI0 HAMEKHOCTD 3aIUTHI MPU NMPABUJILHOM
ee UCMoJIb30BaHumn?

A) DES D) OnHopa3oBbIii 0JI0KHOT

B) RSA E) Buxenepa

C)T'OCT 28147

30. O6ecnneunBaer Jim napoJib HA BXoad B Windows HaJe:KHYIO 3alIUTY KOMIIbIOTepa?
A) na

B) et

C) npu ymue napods 6onee 10 cuMBOIOB
D) npu ciydaitHoM naposie
E) npu perynspHoii cMeHe naposist

[IIxana oueHuBaHuA
YcTHbli onpoc

YpoBeHb 3HaHM, YMEHHUI U HABBIKOB 00YYAIOIIErocs MPU YCTHOM OTBETE BO BPEMsI TEKYIIETO
KOHTpOJsl ~ ompexaensiercs  oueHkamu  «OtmmuHo»/  «Xopomo»/  «YIOBIETBOPUTEIHHOY/
«HeynoBneTBOpUTENBEHOY.

B Bonrorpanckom nnctutyTe ynpasienus — punuane PAHXul C npunsita cinenyromas mkana
COOTBETCTBUS PEUTHHTOBBIX OIICHOK MATHOAIIILHBIM OIICHKaM:

- 90 — 100% — «oTauano» (5);

=75 — 89% — «xoporio» (4);

- 60 — 74 — «ynoBieTBOPUTENBHOY (3);

- MeHee 60% — «HeyIOBJIETBOPUTEILHOY (2).

YpoBeHb 3HAHWH, YMEHMH W HaBBIKOB OOy4Yalollerocs IpH YCTHOM OTBETE BO BpeMs
MPOBEJCHHUS TEKYIIEro KOHTPOJs ompexaensercs Oamnamu B auanazone 0-100 %. Kpurepusimu
OLICHMBAHUS TIPH MPOBEACHUU YCTHOTO OIpOCa SBISETCS JEMOHCTpPALUsl OCHOBHBIX TEOPETHUYECKUX
MOJIOKEHUHM, B paMKaxX OCBAMBAae€MONl KOMIIETEHLIUH, YMEHHE NPUMEHSATHh IOJyYCHHbIC 3HAaHUS Ha
IIPAKTHKE, OBJIA/ICHNE HAaBbIKaMU aHAJIM3a U CUCTEMaTU3alui HHPOpMaIUy.

[Tpy oeHMBaHUU PE3yJIBTATOB YCTHOIO ONPOCA MCIOJB3YETCs CIEAYIONIAs MIKaIa OLEHOK:
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Oransl KOMIIETECHIINH, IIPENYCMOTPECHHBIE o0pa3zoBaTeTbHON
nporpaMMmoii, c@opMHupoBaHbl Ha BBICOKOM ypoBHe. CBoOoOnIHOE
BJIAICHUEC MAaTCPHUAJIOM, BBISIBJICHUEC MCKITPEAMCTHBIX CBSI3EH. YBepeHHoe
BJaJIeHUEe MOHATUMHBIM ammapaToM JucCHMIUIMHBL — [IpakTuueckue
HaBBIKH MPOGECCHOHANBHON JAEATENHHOCTH CHOPMUPOBAHBI HA BHICOKOM
ypoBHe. CIOCOOHOCTh K CaMOCTOSITEIbHOMY HECTaHIAPTHOMY PELICHUIO
MPAKTUYCCKUX 3aaa4d

100% - 90%
(oTIM4HO)

Orarnbl KOMIIETEHIINY, peayCMOTPEHHBIE o0pa3oBaTenbHON
IIPOrpamMmmon, c(hOopMHUPOBAHBI JIOCTATOYHO. HeranbHOE
89% - 75% BOCIIpOU3BeeHUE yuyeOHOoro Matepuana. [IpakTuyeckue HaBBIKH
(xopor110) npodeccuoHanbHOM JeSITeNIbHOCTU B 3HAYUTENIbHOMN Mepe
copmupoBanbl. [IpHCyTCTBYIOT HAaBBIKM CaMOCTOSTENIBHOTO PEIICHUS
MPAaKTUYECKHX 33/1a4 C OTACITHHBIMHU 2JIEMEHTAMH TBOPYECTBA.

Oransl KOMIIETEHIINH, IIPEyCMOTPEHHBIE o0pa3zoBaTenbHON
nmporpamMmoii, chopmupoBaHsl Ha MHMHHUMajJbHOM ypoBHe. Hamuune

74% - 60% MUHHMMAJIBHO JIOyCTHUMOTO YPOBHS B YCBOCHMH Y4eOHOrO MaTepHaia, B
(YIOBIIETBOPUTENBHO) | T.4. B CAMOCTOATEIBHOM PEIICHUHU MpakTHUecKux 3angad. [Ipaktuueckue
HaBBIKH NMPO(HECCHOHAIBHON IeSATEIbHOCTH C(POPMUPOBAHBI HE B MOJHON

Mepe.

Oransl KOMIIETEHIINH, IIPEyCMOTPEHHBIE o0pa3zoBaTeNbHON

nporpammoii, He chopmupoBaHbl. HemocTarouHslii ypoBeHb YCBOCHUS
MeHee 60% NOHATHUIHOTO ammapara W Hauuuue (parMeHTapHbIX 3HAHUM TI0

(HeyOBNETBOPUTENBbHO) | AucuuIuinHe. OTCyTCTBHE MUHUMAIBHO JOMYCTUMOIO YPOBHS B
CaMOCTOSATEJIbHOM ~ PEIIEHUH TNpPAKTUYEeCKUX 3aaad. lIpaktuueckue
HAaBbIKU PO ecCHOHATbHON AESITEIbHOCTU HE CHOPMUPOBAHBI.

TecrupoBanue
YpoBeHb 3HAHWN, YMEHHH W HaABBIKOB OOYyYaromlerocss IpU YCTHOM OTBETE€ BO BpeMs
MPOBEJCHUS TEKYIIEro KOHTpOJsl ompeaensiercss Oamramu B jaumanazone 0-100 %. Kpurepuem
OLICHUBAHUA TPU MPOBEICHUM TECTHUPOBAHUS, SBISETCS KOJMYECTBO BEPHBIX OTBETOB, KOTOPHIE Aaj
CTYACHT Ha BOIpOCHl Tecta. [Ipu pacdere KoiamyecTBa OAIOB, MOJYYEHHBIX CTYACHTOM IO UTOTaM
TECTHUPOBAHUS, UCIIOJIb3YETCs cienyomas popmya:

5=5100%,
)

rne
b — xonmuecTBO 6ayIOB, OTYYEHHBIX CTYJJCHTOM 110 HTOTaM TECTHPOBAHHMS;
B — xonmyecTBO BEPHBIX OTBETOB, TAHHBIX CTYJEHTOM Ha BOIIPOCHI TECTA;

O — ofm1ee KOIMYECTBO BOIIPOCOB B TECTE.

IIpoBepka pedepara
VYpoBeHb 3HAHWH, YMEHHMH W HaBBIKOB OOydYarollerocsi mpu NpoBepke pedepara Bo Bpems
MIPOBEJCHUS TEKYIIEro KOHTpoJis ompenensercs Oamtamu B auamasone 0-100 %. Kpurepusmu
OLICHUBAHMA TIpH TPOBEpKe pedepara SBIAETCS JEMOHCTPAIUSl OCHOBHBIX TEOPETUYECKUX

MOJIOKEHUH, B paMKax OCBaWBa€MOM KOMIETEHIINH.

[Tpu onieHNBaHUM PE3yJITATOB YCTHOTO OMPOCA MCITIONIB3YETCs CIIEIyIoIIas mIKaia OEHOK:

anmnﬁcsl JACMOHCTPUPYCT COBCPHICHHOC 3HAHNE OCHOBHBIX TCOPCTUYCCKUX HOHOXCHHﬁ, B paMKax

100% - 90% o
0CBaNBAEMOI KOMIIETEHIIIH.

Yyanuiicss JeMOHCTPHPYET 3HaHHe OOJBIIEH YacTH OCHOBHBIX TEOPETUIECKUX TTOJIOKEHHH, B paMKax

89% - 75% N
OCBaNBAEMOH KOMIIETCHIIHH.
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Yyamuiics I€MOHCTPUPYET NOCTATOYHOE 3HAHHE OCHOBHBIX TEOPETHYECKHUX MOJ0XKEHHWH, B paMKax

; 4 /() - 60 /() o
OCBanBACMOHN KOMIICTCHIINH.

y‘IaH_lI/II‘/IICSI JAEMOHCTPUPYET OTCYTCTBHUE 3HAHHUA OCHOBHBIX TCOPETHUCCKUX HOHO)KCHHﬁ, B paMKax

menee 60% 9
0CBanBAEMOI KOMIIETEHIMH.

IIpoBepka keiica
YpoBeHb 3HAHWMN, YMEHUH UM HaBBIKOB OOydalollerocs IpH IPOBEpKe Keiica BO BpeMs
MPOBEJICHUS TEKYIIETo KOHTpoOIs ompenensercss Oammamu B auamasone 0-100 %. Kpurepusmu
OILICHMBAHHUS IPH MPOBEPKE Kelica ABISETCS IEMOHCTpAIMsl OCHOBHBIX TEOPETUUYECKUX IMOJIOKEHUH, B
pamMKax OCBauBae€MOU KOMIIETEHIIUH.
Mpv OLLEHNBAHWUWN PE3YNIbTATOB PELUEHUA KENCa UCNOJ/Ib3YeTCs CeAytoLasn WKana OLEHOK:

100% - 90% |Yuammiica [OEMOHCTpUPYET COBEPUIEHHOE 3HAHWE OCHOBHBIX TEOPETHUYECKUX IOJIOKEHUH,
MPaKTUYECKUX U aHATUTUYECKUX HABBIKOB B PAMKaX OCBaMBAaeMOU KOMIIETCHIIUN.

899% - 75% |Yuaumiics neMOHCTpUpYeT 3HaHHME OOJBIIEH YacTH OCHOBHBIX TECOPETHUECKUX ITOJOXKEHUH,
MPAaKTUYECKHUX U aHATMTUYECKHX HABBIKOB B PAMKAX OCBAMBAEMON KOMIIETEHIINN.

74% - 60% |Yuamuiics AEMOHCTpPUPYET JOCTATOYHOE 3HAHWE OCHOBHBIX TEOPETUYECKUX MOJOXKEHUH,
MPaKTUYECKUX U aHATUTUYECKUX HABBIKOB B PAMKaX OCBAMBAaeMON KOMIIETCHIIUN.

meHee 60% |Yuammiics AEMOHCTpHpYET OTCYTCTBHE 3HAHMS OCHOBHBIX TEOPETHUECKHX  IIOJIOKCHHH,
MPaKTHYECKUX M aHAJTMTHYECKUX HAaBBIKOB B pAMKaX OCBAaHBAEMON KOMIICTCHIIMH.

Pemenne 3ana4
YpoBeHb 3HaHMI, YMEHHH M HaBBIKOB OOYYaroIIerocss MpW pEIIeHUHU 33aJa4 BO BpeMs
MPOBEACHUS TEKYIIETOo KOHTpOJs ompenensieTrcs Oamwramu B nuanazone 0-100 %. Kpurepuem
OLICHMBAaHUSA TpPHU PEIICHUM 3aJay, SIBJIAECTCA KOJIMYECTBO BEPHO pelIEHHBbIX 3anad. [Ipu pacuere
KOJIMYECTBa OAJIJIOB, MOJYYEHHBIX CTYACHTOM [0 UTOTAM PEIICHHS 3a7ad, UCIOIb3YETCs CIeAyIoImast

bopmyna:
5=2100%,
O

rac b- KOJINYECTBO 63,J'IJ'IOB, HOJ'IyT-ICHHBIX CTYJICHTOM II0 UTOram peHIeHI/Iﬂ 3aJ1a4,
B — KonM4ecTBO BEpHO PEIICHHBIX 33134,
O — 00111€€ KOJIMYECTBO 3a7a4.

Pemienue cutyaniMoHHOI 3a1a4u
YpoBeHb 3HaHWM, YMEHMI W HaBBIKOB OOYYaOIIErocs MpPHU BBHIMOJHEHUH CUTYallMOHHON
3alayd BO BpeMs MPOBEIEHHUS TEKYIIETO KOHTPOJs omnpexaensercs Oamnamu B nuarnazone 0-100 %.
KputepusimMu ouenuBanus siBisiercs coop U 00001meHne HeobxoauMoil mHbopMaluy, MpaBUIbHOE
BBITIOJIHEHHE HEOOXOIUMBIX PACYETOB, TOCTOBEPHOCTh U 00OCHOBAHHOCTH BHIBOJIOB.
MpY OUEHMBAHWM PE3y/NbTATOB PEeLleHUs CUTYaLMOHHOM 334a4M WCMO/b3YeTcs CAedylowasn LWKana
OLLeHOK:

Vyaiuiicss J€eMOHCTPUPYET COBEPIICHHOE 3HAHME OCHOBHBIX TEOPETHYECKHMX IOJIOKEHUH, yMeeT
100% - 90% |cobupate u 00006IIaTE HEOOXOIUMYIO HWH(DOPMAIINIO, TPABHUIBHO OCYIIECTBISIET PACUETHI, IENAcT
000CHOBAHHbIE BHIBOIBI

Yyamuiics 1eMOHCTpUpPYET 3HaHWE OOJIbIICH YacTH OCHOBHBIX TEOPETHUECKHUX IMOJOKEHHH, MOXKET
89% - 75% |cobparb Gospliyio 4acTh HEOOXOOMMOM MH(OPMAIMH, PACCUMTHIBAET HEOOXOAMMbIE I1OKA3aTelu,
JIeTIaeT BBIBOABIL, JIOIYCKasl IIPH 3TOM HE3HAUNTeIIbHbIC OMIMOKH

VYyamuiics A€eMOHCTpUPYET 3HAHWE HEKOTOPOW YaCTH OCHOBHBIX TEOPETUUYECKHUX IMOJIOKEHUN, MOXKET
T74% - 60% |cobpars HEKOTOPYIO YacTh HEOOXOAMMOM WH(MOPMAIHH, PACCUMTHIBAET HEOOXOIMMBIC MOKA3aTEIH,
JICTIACT BBIBOJIBI, JIOIYCKasl IPH 9TOM OLIHOKH

anmnﬁcsl JACMOHCTPUPYCT OTCYTCTBUC 3HAHHUA OCHOBHBIX TCOPCTHYUCCKUX HOHO)KCHHﬁ, yMeHI/Iﬁ n

menee 60% o
HAaBBIKOB B paMKax OCBAUBACMOH KOMIICTCHIIUN.
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5. OneHo4nblie MaTepuaJibl l'lpOMe)KyTO‘lHOﬁ arreCcTanMm nmo JMCUMIVIMHE

5.1. Metoasl npoBeieHUsI 3a4eTa ¢ OLEHKOMH

3ayer mMpoBOAMTCS C NMPUMEHEHHEM CJIeAYIOIIMX MEeTO/A0B:

BOIIPOCAaM M3 MEPEUHsI IPUMEPHBIX BOIPOCOB U3 I1. 5.2.

5.2. OueHOoYHble MaTepmasibl NPOMEKYTOYHOM aTTecTalmm

MCTOJ YCTHOI'O OIIpoCa IIO

Kommnonent IIpoMeskyTOUHBI / KJIH0OYeBOl HHAUKATOP Kpurepnii onennBanus
KOMIIeTeHI[UH OIleHUBAHUS
— Hcnmonesyer Metomsl U crocobbl  obecmedends |— JIEMOHCTPUPYET 3HAHUH OCHOBHBIX
MH(DOPMALMOHHOM (E30MaCHOCTH B NPO(ECCHOHANBHON | TEOPETHYECKHUX MOJIOXKCHUN B [IOJHOM
nestenbHocTH. MUT B cucteme Mep 3ammthl uHdopMa- |00beMe
. HopMaTHBHBIE JOKYMEHTBI 110 3aliuTe MH(pOpMa-
VK OC-8 MU ¥ OPTaHM3AINs COOTBETCTBYIOIINX OT/AEIOB B Opra-
Croco6HOCTE Hu3amsix. CoBpeMEHHBIE METONBI 3alIuThl WH(pOpMa-
CO31aBATE H LMY OT HECAaHKIIMOHUPOBAHHOIO AOCTYIIA.
HOAAEPIKUBATH
Ge30nacHEIe — TIlpumensier HOBble HMH(POPMALMOHHbIE W Teye- |— IIpUMEHAET 3HAHMA HA MPAKTUKE B
KOMMYHHMKAallHOHHBIE TEXHOJIOTHH; OCHOBHBIE METOIIOB MIOJIHOH Mepe
YCI0BHUS ’
Kpunrorpaguu; TMpOrpaMMHBIE CPEICTBA  3aIIUTHI
YKU3HEEATEIIbHOCTH, }
MH(OpPMAaLNH; TPOTOKOJIBI 3aIIUTH HH(POPMAIIHH.
B TOM 4YHCIIE IPU
BO3HUKHOBCHHH — CamooOyueHHEe B COBpPEMEHHBIX KOMIIBIOTEPHBIX |— Brajeer HaBBIKAMHU aHAW3a U CH-
Ype3BbIYAitHBIX Cpelax; BBISABIIET OMTACHOCTH M YTPO3bI MHPOPMAIIMOH- | CTEMAaTH3aIlly B BRIOpaHHOI chepe
CHTYaIHii 1 HOH 0e30MacHOCTH; MPUMEHEHHE OCHOBHBIX METOJ0B U
MporpamMM 3aluThl WHPOPMALNH; HCIOIb30BaHUE Me-
BOCHHBIX ’ N
TOJIOB M CIIOCO0OB 0OeceueHUs] HHQOPMAIIMOHHOH 0e3-
KOH(IMKTOB OINAaCHOCTH C LIENBIO MPEAOTBPAIEHUs] HECAaHKIIMOHUPO-
BaHHOTO JTOCTYTIA, 3JIOYMBIIIICHHOW MOAN(DUKAIIUH W
yTpaTel  CIyxeOHOW  uHpopMmanuu; paboraer ¢
COBPEMEHHBIMHU METOJaMH 3aIIUTH HH(POPMAIIIH OT He-
CaHKIIMOHHPOBAHHOTO JIOCTYTIA.
— CaMOCTOATENLHO — pellaeT  3amaud  npeaMeTHoi |— JIeMOHCTpUpYeT 3HaHWH OCHOBHBIX
00J1aCTH Ha IIEPCOHAIBHOM KOMIIBIOTEPE C MOMOLIBID | TEOPETUYECKHUX IMOJIOKEHUN B MOJHOM
HOBBIX MH(OPMAITMOHHBIX TEXHOJOTHA M COBPEMEHHBIX o0beme
HH()OPMAIMOHHBIX CUCTEM; pabOTaeT ¢ MPOrPaMMHBIMH
VK OC-8.1 CpeACcTBaMH 3aIUTH HH()OPMAIIHH.
Peanusanus — Bunaneer kpuntorpapuueckoii u creranorpaduue- |— IIpMMeHsSET 3HaHUS HA MPAKTUKE B
OCHOBHEIX CKOM 3aIIuTON WHGOPMAIMH; OCHOBHBIMH METOIAMH U MOJTHOH Mepe
cpencTBaMu  3amuThl  MHpopManmu. Paboraer ¢
MPUHLATIOB U
OILOSKCHILH COBpPEMEHHBIMH METOJIaMH 3aIIUTH HH(POPMAITIH OT He-
[IOJIOKEHU I
. CaHKIIMOHUPOBAHHOTO JOCTYTIA.
MHQOPMAIIMOHHOH
0e30macHOCTH -
XO3SCTBEHHOMN — CaMOCTOSTENBHO —peIlacT 3aJayd  MpeIMETHOM |— BrajgeeT HaBhIKamMu aHaIM3a v CHU-
eATEbHOCTH 00JIaCTH Ha TIEPCOHANBHOM KOMITBIOTEPE C TIOMOIIBI0 | CTEMATH3AllMK B BRIOpaHHOH cdepe
HOBBIX I/IH(I)OpMaHI/IOHHI)IX TEXHOJIOTUH U COBPEMCHHBIX
WH(POPMANMOHHBIX CHCTEM; OCHOBHBIX METOHOB KPHII-
torpa¢uu. PaboTtaer ¢ mporpaMMHBIMU CPEICTBAMH 3a-
muTH nHpopManuu. PaboTtaer ¢ MpoTOKOIaMH 3aIIUTHI
nH(bOpMAIIUH.
YK OC-10 — MHcnome3zyer MeTomsl M CcmocoObl  obecreueHus |— JEMOHCTpUpYET 3HaHMM OCHOBHBIX
CrocobeH UHPOPMAIIMOHHOM Oe30MaCHOCTH B IPO(YECCHOHANLHON | TEOPETHYECKUX TOJIOKEHUH B MOJHOM
JIEMOHCTPHUPOBATh U nestenbHocTd. UT B cuctemMe Mep 3aIlMThl I/IH(bopMa- o0beMe
dopMupoBaTh nuu. HopMaTuBHBIE TOKYMEHTHI IO 3aIlliTe WH(pOpMa-
HETEPIIIMOE LMY U OpraHM3alusl COOTBETCTBYIOIIUX OTAEIOB B Opra-

OTHOIICHHEC K

HU3alusax. COBpeMeHHBIe MCETOAbI 3alIUTHI HH(bOpMa-
KU OT HCCAHKIIMOHUPOBAHHOT'O IOCTYIIA.
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— Ilpumenser HOBble WHGOPMAIMOHHBIE W TEJe-
KOMMYHUKAIIIOHHBIE TEXHOJOIMU; OCHOBHBIE METOAOB
Kpunrorpaguy; NMpPOrpaMMHBIE  CPEACTBA  3aIIUTHI
MH(OpPMAINK; TPOTOKOJIBI 3aIIUTH HH(POPMAIIHH.

— IlpumeHseT 3HaHUS HA TPAKTHKE B
MOJHOM Mepe

KOPPYILUOHHOMY
IIOBEJECHUIO

— CamooOyyeHHEe B COBPEMEHHBIX KOMIIBIOTEPHBIX
cpenax; BBISIBISIET OMIACHOCTH W yrpo3bl HH(POPMALIMOH-
HOU 0€30MacHOCTH; MPUMEHEHHE OCHOBHBIX METOJ0B U
MpOrpamMM 3aluThl WHPOPMAILIUH; HCIOIb30BAHUE Me-
TOJIOB M CIIOCOOOB 0OecreueHus] HHQOPMAIIMOHHOH 0e3-
OMACHOCTH C 1IENbI0 PEIOTBPAILCHUS HECAHKIIMOHHPO-
BaHHOTO JIOCTYIIA, 3JI0YMBIIIJICHHON MOAU(UKALIUN WITH
yTpatel  CIyxeOHOH uHpopMmauuu; paboraer ¢
COBPEMEHHBIMH METOJIAMHU 3aIlUThI HHPOPMALIUHU OT He-
CaHKIMOHMPOBAHHOTO JIOCTYIA.

— Bnageer HaBbIKAMU aHANU3a U CH-
cTeMaTH3alui B BEIOpaHHOH cdepe

— CaMOCTOSITEIPHO ~ pemaeT  3ajaddl  IpeIMETHOH
00JIaCTH Ha MEpPCOHAJIBHOM KOMIBIOTEPE C MOMOIIBIO
HOBBIX MH(QOPMAIMOHHBIX TEXHOJOTHI U COBPEMEHHBIX
UH(OPMALMOHHBIX cHCTeM; paboTaeT ¢ MPOrpaMMHBIMU
CpeICTBaMH 3aIlUTHI HHPOPMAIHH.

— JIeMOHCTpUpYET 3HAHHH OCHOBHBIX
TEOPETHYECKUX TMOJIOKEHHUH B MMOJTHOM
o0BeMe

YK OC-10.1

Peammzanms
OCHOBHBIX
NPUHIUIIOB U
nonoxxennit b

— Bnageer kpunrorpaduueckoit m creraHorpaduue-
CKOM 3aIliMTOi MH(pOPMAaIMK; OCHOBHBIMH METOAAMH H
cpencTBaMHM  3amMThl  MHpopMaimu. Paboraer ¢
COBPEMEHHBIMH METOJIaMHU 3aIIUThI HHPOPMALIUU OT He-
CaHKIIMOHUPOBAHHOTO JOCTYTA.

— IlpumeHseT 3HaHUS HA TPAKTHKE B
MIOJIHOM Mepe

XO03AHCTBEHHOU
NESITEIbHOCTH.

— CaMOCTOSITeNBHO — peIIaeT 33Jadd  IpeIMETHON
00JIaCTH Ha MEpPCOHAJIBHOM KOMIBIOTEPE C MOMOIIBIO
HOBBIX I/IH(bOpMaHI/IOHHLIX TEXHOJIOTUHN U COBPEMCHHBIX
UH(OPMALMOHHBIX CHCTEM; OCHOBHBIX METOJOB KpHII-
torpa¢uu. PaboTtaer ¢ mporpaMMHBIMH CpPEICTBAMH 3a-
omTH HHpopMarun. PaboTaeT ¢ mpoTOKOIaMHU 3aIIUTHI
nHpOpMaNUH.

— Braageer HaBbIKAMU aHAU3a U CH-
CTeMAaTHU3aIiK B BEIOpaHHOU cdepe

[ToJIHBIM KOMIUIEKT
ITpunoxxenun 1 PII/I.

1. Brigenurtsb

3aa4u

OLCHOYHBIX MATCPHUAJIOB JJIA HpOMeX(YTOHHOﬁ aTTeCTalMuu IIPCIACTAaBJIICH B

THUnoBbIe OLIEHOYHbIE cpeacrea l'lpOMC)KyTO‘lHOﬁ aTTeCTallumn

BOHPOCBI K 3a4€Ty 10 JUCHUIIJIHHE

«IIpaBoBast uHpopmaTHKa)

MPaBOBOTO  XapakTepa,

uHpopmanmonHoro odmecrsa Poccun.

IIOCTAaBJICHHBIC B

Crtpareruun  pa3BUTHS

2. CdopmynupoBaTh OCHOBHBIEC IPUHIIMITBI 0OecTieueHus: HHPOPMAITMOHHOM 0€3011aCHOCTH.

3. Yo Takoe mpaBoBas nHGoOpMaTH3ALUS?

4. OxapakTepHu3yiiTe OCHOBHbIC HAIIPaBJICHUS MTPaBOBOW HH(GOPMaTU3AIUH.

5. KakoBa poib COBpeMEHHBIX HH()OPMAIIMOHHBIX TEXHOJIOTHH B TIPABOTBOPUYCCKOM JIEATEIIEHOCTH?
6. IlpuBenute mnpumepbl HHYOPMALMOHHBIX CHCTEM, MHCIIOJIB3YEMbIX B MPABOTBOPUYECKOU
JIESATEIbHOCTH.

7. KakoBbl BO3MOXXHOCTH COBPEMEHHBIX HWH(GOPMAIMOHHBIX CHCTEM TIpU CHUCTEMAaTHU3AlNH
3aKOHO/IaTeNbCTBA?

8. IlpuBeaurte nmpumepbl aBTOMATU3HPOBAHHBIX WH(GOPMAIMOHHBIX CHCTEM, (DYHKIMOHUPYIONIUX B
OopraHax BHyTPEHHUX JEJl.
9. Oxapakrtepusyiite ['ocymapcTBEeHHYI0 aBTOMAaTH3UPOBaHHYIO cHucTeMy «BbIOopel», 1enu ee
CO3JIaHMsI U CO3/1aBaeMble C IMOMOIIBIO0 Hee HH(OPMAIIMOHHEBIE PECYPCHI.
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10. OxapakTepu3yiiTe OCHOBHBIE HErOCYJapCTBEHHBbIE HH(POPMAIIMOHHO-CIIPABOYHBIE CHUCTEMBI
«Koncynperant [Intocy, «Koaekey, «['apant», APM «tOpucty.

11. PackpoiiTe coaepkaHue NOHATUS «MH(pOpMalMoHHasi 0€3011acCHOCTb)»

12. Chopmynupyiite KHU3HEHHO BaKHbIE HHTEPECHl TUYHOCTH, OOIIIECTBA U TOCYAapCTBA B
MH(OPMALIMOHHOM cdepe.

13. KakoBbI OCHOBHBIE 3a71a4M B 001aCTH oOecrieueHus nHpopMannoHHou 6e3omacHocTr?

14. Kak cooTHOCATCA MOHATHS «0€301MaCHOCTh MH(POPMALIMU» U «3alIUTa HHDOpMALIUN»?

15. Yto Takoe uHpopMalmoHHOe opyxue?

16. Kakue cymecTByroT BUIbl HHPOPMALIMOHHOTO OPYXKHs?

17. Kak cornacHo 3akoHy «OO0 wuHpopmanmu, HHQOPMAIMOHHBIX TEXHOJOTHSIX M O 3alluTe
UH(POPMALIUKY OTIPE/IeTICHbl OCHOBHBIE IIEITH 3aIUTHl HH(opMarmn?

18. B ueM 3akroyaeTcsi CHCTEMHBIN TOIX0/T K 3aIUTe HHPOPMAITHH?

19. B ueM oTimuMe 31EKTPOHHOIO JJOKYMEHTOO00POTa OT AIEKTPOHHOIO 0OMEHa JaHHBIMU?
20. PackpoiiTe copepkaHue MOHATHS «IJICKTPOHHBIA TOKYMEHTY.

21. B uem oTan4me 3JIEKTPOHHOTO TOKYMEHTa OT TPAIUIIMOHHOTO OYMa)KHOTO JJOKyMEHTa?

22. Yto Takoe 3JIeKTPOHHAs MOIUCH?

23. JlaiiTe ompeneneHus] yCUICHHOW KBaTM(DUIMPOBAHHON SIIEKTPOHHON IOAMUCH M YCHUIICHHOW
HEKBaNU(UIIUPOBAHHON JEKTPOHHON MOIHUCH.

24. B yem 3akito4aeTcs TEXHUYECKOE 00ecrieueHre 3JeKTPOHHOM moanucu?

25. Packpoiite cyTh npoliecca cepTu(UKALNUN HIEKTPOHHOMN MOIHICH.

26. Uto Takoe y10CTOBEPSIONIUN LIEHTP?

27. Kakue TpeOGoBaHuUs MPEIBIBISIOTCS K YIOCTOBEPSIIONINM LIEHTpaM?

28. OxapakTepu3yiTe Ha3HAYEHHE U OCHOBHBIE BO3MOKHOCTH CIIPABOYHBIX MTPABOBBIX CHCTEM.
29. Ilpoananu3upyiite u Knaccuduiupyite Buabl morcka B CIIC.

30. Kak cormacao 3akony «O0 wuHpopMaruu, WHPOPMAIMOHHBIX TEXHOJOTHUSX W O 3alIUTe
uHGOpPMaIMN) ONpPEIeIeHbl OCHOBHBIE II€JIN 3alIUThl HHPOpMAIUH?

31. B uem 3akimrogaeTcss CHCTEMHBIN TTOJIXO/T K 3auTe HHMOpMaIuu?

32. B yem oTiinuue 3J€KTPOHHOTO TOKYMEHTO000pOTa OT 3JIEKTPOHHOTO OOMEHa TaHHBIMU?
33. Packpoiite conepkaHne NOHATUS «3JIEKTPOHHBIN TOKyMEHT».

34. [lonstue 3amuThl HHGOPMALIMK U HHPOPMAIIMOHHOM 0€30IacHOCTH.

35. OcHOBHBIE COCTaBISIONINE HHPOPMAIIMOHHOW 0€30TTaCHOCTH.

36. 3akoHOAATEIBHBIN YPOBEHh HH(POPMAIIMOHHON O€30TTaCHOCTH.

37. KoMmnploTepHbl€ IPECTYIIICHUS.

38. [lonsaTue ataku Ha HTHPOPMAITMOHHYIO CUCTEMY .

39. Knaccudukarus atax.

40. Byl MPOTUBHUKOB MJTH “HAPYIIUTENCH ’, MX KiIacCU(PHUKAIHS.

41. Kanans! yTe4kd HH()OPMAITHH.

42. ITonsTHE YyrpoO3HI.

43. VcTouyHUKH yTpo3 U UX KJIacCU(DUKAIIHSL.

44. Mopenb yrpos.

45. AHanu3 BO3MOXKHBIX CIIOCOOOB HapyIIeHHH WHPOPMAIIMOHHON CUCTEMBI.

46. [TonuTuka 6€30MACHOCTH U €€ peaan3arusl.

47. OCHOBHBIE TIOHATHS KPUITOTPA(HH.

48. JIBa OCHOBHBIX HAINpPaBJICHUS B COBPEMEHHOI KpuUnrorpapuu.

49. Kiraccuueckue KpUIITOCUCTEMBI U X Kiaccudukarys. [Ipumepsr.

50. Kpunroananusz MHOToaa(haBUTHBIX CHCTEM.

51. Kpunrocuctema: “OnHopa3oBblil OJOKHOT .

52. Cranmaptel mmdpoBaHus TaHHBIX.

53. Cucremsbl mmdpoBanus, He TpEOYIOIIKE TTepeiayn KITF0Ya.

54. Kpunrorpadus ¢ OTKPBITHIM KIIOYOM.

55. DnexTpoHHas NOJNUCH U MPUHLMIIBI €€ IPUMEHEHMUS.

56. PyxoBonsmue nokymeHTsl ['ocrexkomuccun Poccun.

57. Unctpykuust CTP-K. Pexomenaanuu no 3amuTe KOHQUACHIMATEHOW HHPOPMALIUH.

58. Pa3pemurenbHas cucreMa J0MmycKa.
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59. Yrpo3s!l nHPOPMALIMOHHOM Oe30macHOCTH MpH pabote ¢ HTepHeT.
60. ApXUTEKTypa THIIOBOH CUCTEMBI 3alIUTHl OT HECAHKIIMOHUPOBAHHOTO JIOCTYTIA.

IIpakTHyeckue KOHTPOJIbHBIE 3aIaHUS

Tewma 1. 3ammTa 0pUCHBIX JOKYMEHTOB.

PaccmaTtpuBaemble BOIPOCHI:

3amuTa 1oKyMeHToB Microsoft Word oT HeCaHKITMOHUPOBAHHOTO AOCTYTIA.

3ammra 1oKkymMeHToB Microsoft Word oT HeCaHKIITHOHMPOBAHHOTO U3MEHEHHS.

3amuTa 1oKkymMeHToB Microsoft Excel oT HeCaHKIIMOHUPOBAHHOTO U3MEHEHUSI.

3ammra 1oKkymMeHToB Microsoft Excel oT HeCaHKIIMOHMPOBAHHOTO JTOCTYTIA.

3amaHus A CaMOCTOSITENTLHOTO BBIITOJIHEHUSI:

3amura qokymentoB Word.

1. Co3pmaiite Ha mucke D: B mamke Bamiei rpymbl manky 3ammra oduca.

2. Habepure B pegakrope Word nmpou3BOIBHBIA TEKCT M COXpAaHUTE €ro B marke 3ammra oduca
non umeHeMm documentl.

3. BriGepute mento CepBuc — Y CTaHOBUTD 3aIlIUTY.

4. 3anpeTuTe JIIOOBIC N3MEHEHUS KPOME 3alUCH UCTIPABIICHUH 1 3a/1aliTe mapoiib 12345.

5. IonpoOyiiTe OoTpeaakTUPOBaTh CBOM TEKCT. Y AaJIUTE HEKOTOPHIE CIOBA U JIOMHUIIUTE HOBHIC.
[TonpoOyiite mpunsTh Bce wucnpasieHus (CepBuc — UWcnpaBnenuss — IIpuUHATH/OTKIOHUTH
ucnpasienus). OOpaTuTe BHHMaHHE, YTO BCE HM3MEHEHHS B JOKyMEHTE (PHUKCHPYIOTCS, HO
MPUHATH/OTKJIOHUTH UX HEBO3MOXKHO.

6. 3akpoiiTe TIOKYMEHT, COXpaHUB €ro.

7. OTKpOHTE JOKYMEHT U MOMPOOYITE MPUHATH UCTIPABICHHUS.

8. CHumuTe 3amuTy AoKymMeHTa. Breioepure menro CepBuc — CHATH 3alUTy ¥ BBEIUTE ApOJIIb.

9. [NonpoOyiiTe MPUHATH BCE UCIIPABICHUA. Y O€IUTECH, YTO UCIIPABICHUS IPUHSATHI.

10. 3aHOBO 3aIUTUTE TOKYMEHT, KPOME 3alUCH UCIPABIECHUIN U 3aKPOHTE €ro, COXPaHUB.

11. HabGepute HOBBII AOKYMEHT (OTIMYHBIA OT TEpPBOr0) M COXpaHUTE ero (TMoJ HMEHeM
document?) B manke 3amura oduca.

12. YcraHoBHTE 3allUTy 3TOrO0 JOKYMEHTa, BhIOpaB MeHI0 CepBUC — YCTaHOBUTH 3alIUTY U
3anpeTuB J100ble U3MEHEHHSI KpOME BCTaBKU puMeuyaHuil. 3aiaiite napospb 12345.

13. TTonpoOyiiTe OTpenaKTUPOBATH TOKYMEHT.

14. BcraBbTe 1Ba mpuMedaHus K J00bIM GparmenTam. Mento Beraka — [Ipumeuanue.

15. TlompoOyiiTe U3MEHUTH OJTHO MIPUMEUAHUE U YAAIUTh APYTOE.

16. 3akpoiiTe TOKYMEHT, COXpaHUB €rO.

17. Coznaiite Tpetnii qokymMeHT B Word, coxpaHuTe ero B mamke 3amura oduca 1moJi UMEHEM
document3. YcTaHOBUTE Ha HETO 3alINTY, 3APETHUB JIFOOBIE N3MEHEHHUs, KPOME BBOJA JTAHHBIX B TIOJIS
dbopwm. 3anaiite mapons 12345.

18. ITompoOyiiTe OTpenakTUpoBaTh JOKyMEHT. [IpOCMOTpHUTE MyHKTHI MEHIO, YTOOBI BBISCHUTH
Baim BoO3MOXKHOCTH 1O peAaKTHPOBAHHUIO JOKYMEHTA.

19. CHumuTE 3aUUTY C JOKYMEHTA.

20. Pa30eiiTe Balr JOKYMEHT Ha JiBa pasfeina. (YCTaHOBUTE Kypcop B MECTO pa3pbiBa U BhIOEpUTE
Memnto BeraBka — Pa3psiB — HoBbIil paszjien Ha TekyIeil CTpaHuiie).

21. YcraHOBUTE 3alUTy Ha JAOKYMEHT, 3alPETUB JIIOObIe M3MEHEHHS, KpOME BBOJA JaHHBIX B
nonst ¢popm. Vcnonp3ys kHomnky Pasnenbl, ycTaHoBHTE 3ampeT TOJIBKO Ha BTopod pasnen. Ilaposs
12345.

22. IlonpoOyiiTe oTpeaakTUpOBaTh NEPBHIN U BTOPOW pa3/ieibl JOKYMEHTA.

23. 3aKkpoiTe TOKYMEHT, COXpPAHUB €TO0.

24. CoznaiiTe 4yeTBepTHIi TOKyMEHT B pefaktope Word u coxpaHuTe ero B make 3ammuTa oduca
nos umeHeMm document4.

25. Beibepute mento Cepauc — [TapameTpsl, 3areM Bkitagky CoxpaHeHuUe.

(Eciiu Ber pabotaere B Word2t3 nnu XP, To Hago BeiOpaTh BKIaAKy bezonmacHocts. [TocmoTpuTe
BO3MOXKHOCTH 3TOH BKJIagKu. OOpaTtuTe BHUMaHUE Ha (IIaoOK «Y IalsTh JUYHBIE CBEACHUS U3 (paiia
IIPU €70 COXPAHEHUNY).
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26. 3anaiite mapons 7777 Ha OTKpBITHE (aiiia.

27. 3akpoiTe aitn, coxpaHUB €ro, 3areM MonpoOyiTe OTKphITh. IlompoOyiite BBeCcTH
HETpaBUWJILHBIN MapoJib, a 3aT€M OTKPOUTE JOKYMEHT C MPABHIILHBIM MapOJIEM.

28. Coznaiite mATHIA JOKYMEHT B penakTope Word u cOXpaHHTe ero B make 3ammra oduca mos
umeneM documents.

29. Boibepute Mmenio Cepsuc — Ilapamerpsl, 3atem Bknanky besomacHocts (CoxpaHeHue jst
Word2000) u 3apaiite nmapoiib paszperieHus 3amucu 9999.

30. 3akpoiiTe TOKYMEHT, COXpaHHB €ro U MOoNpo0yiTe CHOBa OTKPHITh. BriOepuTe pekuM TOIBKO
yreHus. OTpeaKkTHpyHTe JOKYMEHT H onpoOyiTe ero coxpanutb. Coxpanute kak document5 1.
31. IlompoGyiite oTKpbITH (aitn document5 1.
32. 3akpoiite Bce (aitiibl U MOKAXKUTE PE3yJIbTAT MPEINOIaBaTeNo.
3amuTa nokymeHtoB Excel.
1. 3anyctute Excel u co3maiite cieayromnyro Tadiuiry

0150 Oxian [Ipemus Hroro

2. 3anoaHUTE €e JJis IPOU3BOJIbHBIX TPEX YEJIOBEK, BBOJSA MPOU3BOJIBHBIE UNCIIA U CYMMHpPYS UX B
rpade HUroro.

3. IMocTpoiite kpyroByro auarpammy mo crosodiy Hroro.

4. CoxpanuTe (haiin B mamnke 3amuTa oduca moj umeHeM probal.

5. Coxpanute 3T0T ke (aiin B manke 3anmra ouca eie pas 1moj UMeHeM proba?2.

6. 3akpoiite ¢aitn proba2 u oTkpoiiTe daiin probal.

7. Beibepute mento CepBuc — 3amura — 3alllUTUT JUCT U 3aaiTe napoasb 1111.

8. [TonpoOyiiTe oTpemakTupoBath JucT. [lepeiiaute Ha JIncT2 u monpoOyiTe BBECTH JIaHHBIE.

9. YcraHoBuTe 3allUTy BTOPOTO JIUCTA C apoiem 2222,

10. Caumure 3amury ¢ Jlucral. Ucnone3yiite MmeHto CepBuc — 3amuTa — CHITh 3aIIUTY JIUCTA.

11. YcranoBute 3amury Jlucral, oTMETUB TOJIBKO (UIayKOK 3alUTa JIUCTa B OTHOLIEHUH 0OBbEKTOB
v 3a7aB napoias 1111.

12. IlonpoOyiiTe N3MEHNTH JaHHbIE B siuelikax. [lonmpoOyiiTe N3MEHNTh AUarpaMmy.

13. 3akpotite (aiis, coxpaHUB €ro.

14. Otkpotite daiin probal u nompoOyiiTe BHECTH U3MEHEHHS Ha MEPBBIN JIUCT, 3aTEM Ha BTOPOU.

15. 3akpoiite daitn probal u oTkpoiiTe daiin probal.

16. Beibepure mento CepBuc — 3ammra — 3ammTuTh KHUTY. OCTaBbT€ OTMEUEHHBIM TOJBKO
¢bnaxxoxk CTpykTypy W 3aaaiite maponb kniga (mpoBepbTe, uTOOBI OblIa BKIIOYEHA AaHTJIMKCKAS
packiaaka)..

17. TlompoOyiiTe N3MEHUTH aHHbIE Ha JIHCTE. Y OeUTECh, YTO U3MEHEHHS BO3MOKHBI.

18. IlonpoOyiiTe ynaauTh NepBbIi JTUCT (IIP. KHOIIKA MBI Ha SPJbIKE JUCTa BHU3Y CTPAHULIBI).

19. 3akpoiite daitsr, coxpaHUB U3MEHEHHs, U 3aHOBO OTKpoiTe ero (proba2).

20. Caumute 3amuty ¢ kHuru. Menro Cepsuc — 3amura — CHATh 3alIUTY KHUTH.

21. YcraHoBuUTE 3alIUTy KHUTH, OTMETUB 00a (1a’kka U yCTaHOBUB Maposib kniga?2.

22. IlonpoOyiiTe N3MEHNUTH JaHHbIE HA JIUCTE.

23. Beibepute MmeHr0 OkHO — CKpBITh U BBEJIUTE TIAPOJIb.

24. 3akpoiite daiis, COXpaHUB U3MECHEHUSI.

25. Otkpoiite ¢aiin proba2. Yoenurech, 4T0 OKHO HE OTOOpaKaeTCs U IAaHHBIC HE BUIHBI.

26. Bridepute meHto OxHO — OTOOpa3UTh U BBEAUTE MApPOIIb.

27. CKpoiiTe OKHO M 3aKpoiTe (haii, COXpaHUB U3MCHCHHS.

28. [lokaxxute pe3ynbTaT NpernogaBaTeio.

29. CHUMHTE 3alTUTy CO BCeX Bamux (aitios.

Jlureparypa:

www.microfoft.com

JleKmoHHBIN MaTepHall.

Tewma 2. [TocTpoenne Moienu yrpos.
PaccmaTtpuBaemblie BOTIPOCHI:
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http://www.microfoft.com/

Knaccudukanus atax.

Kanansl yreuku nndopmaiuu.

[TonsATHE YTpO3BIL.

HIcTOYHUKY yTpo3 U UX KiaccupuKaius.

[Toctpoenue monenu yrpos.

3aiaHus 111 CaMOCTOSITENIBHOTO BBITTOJTHEHUS:

[TocTpoiite MoaeNb Yyrpo3 st HEKOTOPOW OpPTraHM3AIHMH, 3aTOJHUB MPUIATaeMyI0 TaOIUITy Tak,
4yTOOBI B siUeiike crosia «1», ecinu yrposa, ykazaHHas B JaHHOM CTpOKe MpUMEHHMMa Uil 0OBEeKTa,

Ka3aHHOT'O B JAHHOM CTOJIOLIE.

Mar
Komm . Cpenct
Plan|Cer] p
OBAJIBH| Ba
HbIE| b
Cuc|kna o- [105KapH
MOH| IIp Hoc|onme|Ten| .
T [Bua MHOXH| ol u
IlepeyeHb HCTOYHMKOB UTO UH ute[krpleo
IlyTn peanusanun 6mo(typ TeJIbH OXpaHH
yrpos pBl epHl JIH [orim| HBI o
Ki| a 1S oi
UH [TaH
armnapa) O- | ns CHUTHal
THI H3aIix
188507
1]12]3]4 5 61718 9

AHTPONOreHHbIEe HCTOYHUKH YIPO3

[TaTepec v1|Y TEYKa 34 CYET ArceHTOB
[Mpe/IHaMepeHHbIe ICHCTBUsBusyanbaas i (OTO pasBeaKa
[KPUMHUHAJIBHBIX CTPYKTYP I’I|BJ1OKI/IpOBaHI/Ie nHdpopManum
] [IPECTYMHBIX IPYTITUPOBOK; |\ {0y dhykarms HEGOpPMALHHT
YHUuTOXKEHNE nHOpMaIK
[[prMeHEeHNE 3aKIIaT0K
Pervcrpaiys HaBOJOK

[IpenaMepennble nedcTBHAY TeUKka HHOOPMAITIH

BCIIOMOTaTeIbHOTO BusyanbHas u ¢oto pazBenka
5 [ICpCOHAJIa (Y60PmHKH-Bn0KHp0BaHI/Ie uHpOpMAIUU
OXpaHa) Mo muukarnus naopmanun

YHUuTOXKEHNE NHOpMaIK
[[prMeHeHue 3aKIan0K

Omuoky mosp3oBareneil  [biaokupoBanue nHGOpMaLK
3 Mo mduxaryst nHpopmanun
YHuuTOXKEeHNE nHOpMaLUK

OmmOKku mporpaMMucToB  [biokupoBaHue HHOOPMAITUN
4 Mo audukarus nadopmarmu
VHauutoxenue undopmaruu

[TexHOreHHbIE HCTOYHUKH YIPO3

(CGou B KaHAax nepenady WbIOKHPOBaHHE HH(POPMALHH
5 [cpencTBax CBsI3W;

YHnuTOXKEeHNEe nHpOpMaLuH

COou B cpeacrBax|brokupoBanne HHPOPMALN

6
PIICKTPOIIMTaHNA Y HUuYTOXKEeHUE MH(bOpMAIUU

BosmoxkHoCTs  aBapuii  BbiokupoBaHue HHGOpMALIH
MHKEHEPHBIX

7 BOJIOCHAOKEHUS,
aHAITU3aIIH) u
EOMMyHI/IKaHI/IOHHBIX CceTsIxX

Y HMuTOXKEeHNE NHpOpMaIH

BHelHue CTUXUHHBIE HCTOYHUKH

B03MO>XHOCTh yparaHon Y HIYTOXKEHNE MHDOPMAITIH
briokupoBanne HHPpOpPMAITUH

9 Y HMYTOXREHNE MHDOpMAIIH
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B03MO0XHOCTB aBapI/II/IIBJ'[OKI/IpOBaHI/Ie nHpOpMaLIUU
0 TH3IIEXKAIIX
[IPOMBIIIIIEHHBIX OOBEKTOB

10 B03MOXHOCTD IMoXKapoB Y HUUTOXKEHUE I/IH(l)OpMaHI/II/I

Jlureparypa:

1. JIeKuMoHHBIN MaTepHal.

2. OcHoBbI HHGOPMAIIMOHHON 0€30MaCHOCTH XO3SIMCTBEHHOM IESITEILHOCTH: yueOHOe
nocobue / N.I1. Muxues; BO ®I'BOY BIIO «Poccwuiickas akagemMust HApOHOTO
X035IUCTBA U TOCYAPCTBEHHOM CITy)0b1». — Bonrorpan: U3a-so BO ®I'EOY BITO
PAHXuI'C, 2013. — 144 c.

3. [TnaTtonos B. B. IIporpammHuo-anmapatHbie cpencTBa 3amuThl HHGOpMaIuu: y4eOHUK. /
M.: U3n. uentp "Axanemus". 2014.

Tema 3. Knaccuyeckue KpUNTOCHCTEMBI.
Paccmampueaemvle eonpocul:

4. Knaccudeckast kpunrorpadus.
Kpunrtocucrema Lle3aps.
Kpunrocucrema Buxenepa.
[IpakTryeckas peanuzaius cucteMbl Brokenepa.
[Tonatue MHOTOANI(aBUTHON KPUITOCHUCTEMBI.
. Kpunroananus MHOroanhaBUTHOW KPUIITOCUCTEMBI.
0.  Kpunroananus cucrems! Buxenepa.
1. Kpunroananus cucrembl «OIHOPa30BbIi OJOKHOTY.

3aoanus onsa camocmosamenbHO20 6bINOIHEHUSA:

1. Otkpoiite daitn CRYPTO1.XLS u mocmoTpute Kak peanm3oBaHa cucteMa Brokenepa.

2. Cozpnaiite B Excel cnenyronnyto Tabmuiry
OTKpBITBIN TEKCT
[Taponb
Ko OykB TekcTa
Kop OykB nmaposst
Cymma k0/10B OYKB
Cymma 1o MOyJIro
Kpunrorekcr

3. BBenute B epBYIO CTPOKY MPOM3BOJIBHBIN TEKCT MO OJHON OYKBE B KOXKIYIO STUEHKY.

4. Benute BO BTOPYIO CTPOKY TaOJHMIBI NMPOWU3BOJIBHBIA MAapoib MO OJHOW OyKBE B KaXIYIO
aueiiky. Ecnu uiHa maposis MeHbIIe UIMHBI OTKPBITOTO TEKCTa, TO HAYHUTE HaOOp maposisl Janblile,
MIOKA HE 3aKOHYUTCS OTKPBITHII TEKCT.

5. HUcnonp3ys ¢yaknuo KOACHUMB, 3amoiHUTE YETBEPTYIO M TATYIO CTPOKH TAaOJIUIBI IS
OTIpeIeNIeHUs KOJIOB Ka)KI0H OyKBBI OTKPBITOTO TEKCTA U TAapOJIsl.

6. B maTOM CTpOKE CIOXKUTE TPETHIO U YETBEPTYIO CTPOKHU.

7. Ecnu B mATOM CTpOKE cyMMa TpeBHIIIaeT 255, TO B MIECTON CTPOKE HEOOXOUMO OTHATH 255 OT
yucia B mATor crpoke. Mcnonp3yitte pynkmuto ECJIN.

8. B cempmoii cTpoke mody4yuTe OYKBBI 3almIM(POBAHHOTO TEKCTa, HCIONB3YS (DYHKIHIO
CHUMBOIJL

9. CaMOCTOSITENTbHO, HCIIONB3Ysl OMHMCAaHHBIE BhINIE (YHKINUH, pacmdpyidTe MOTYYESHHBINA
KpUNTOTEKCT. J[J151 3TOr0 co3naite HIKe MEpBOM TaOIUIIBI BTOPYIO TaOIHILY.

10. Pacmudpyiite Tekcr:

KCArz sl UHKOO6XDbr HbADbrdrxYLUA'

UCTIONB3Ys Tapoib «mmdpy». [Ipu Habope TeKcTa MpomycTUTe MPoodesl MeXAy OyKBaMH.

11. Pactmudpyiite TeKCT:

EbIAxI[Co boYOx HUlx VYbIzIIOdDd Uag O3n D060 Pmuak3

HE 3Has MapoJisd, HO 3Hasl, YTO B 3alIM(PPOBAHHOM TEKCTE €CTh CIIOBO KUCTHHYY.

~ = 0o N v
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Jlumepamypa:
1. JlekimoHHBIN MaTepHall.

2. OcHOBBI HHPOPMALMOHHOM 0€30MAaCHOCTH XO35ICTBEHHOM EATEILHOCTH: YueOHOe nocodue /
N.I1. Muxnes; BO ®I'bOY BIIO «Poccwuiickas akagemMusi HApOIHOTO X035HCTBA U TOCYapPCTBEHHOM
ciyx0b1». — Bonrorpaa: U3n-so BO ®I'bOY BIIO PAHXuI'C, 2013. — 144 c.

3. [Inatonos B. B. IIporpammHo-annapaTHble CpeicTBa 3alIUThl HHGOpMauu: yuyeOHuK. / M.:
W3n. uentp "Axagemus". 2014.

Tema 4. Kpunrorpagusi ¢ 0OTKPBITBIM KJIKY0M.

Paccmampueaemvie sonpocoi:
Kpunrorpadus ¢ OTKpBITHIM KITIOUOM.
['enepanus kinroueBoit napsl B mporpamme PGP.
Opranuzanus oOMeHa KIr4aMu.
udposanue nanusix B PGP.
IToHsATHE 1EKTPOHHOM MOAIKCH.
3amuTa J0KyMEHTOB IEKTPOHHON MOANUCKIO B Iiporpamme PGP.
[udpoBanue u 3IEKTPOHHAS NOANHUCH TOKyMeHTOB B PGP.

3adanus 01 camocmoamenbHo20 8bINOIHEHU.!

1. 3anmyctute PGPtools (Ilyck — ITporpammsr — PGP — PGPtools)
[TosiBuTCS MaHenb

NN W =

= PGPtools

=]
87 BAEE
2. BriGepuTte neBy10 KHOMKY ¢ AByMs KiatouaMu. 3amyctutcs Mmoayib PGPkeys co cnuckom Beex

Krouell Ha Bamem kommbrotepe. B mone Description yka3zaHo, Kakoil 3TO KJIIOY: TOJIBKO OTKPBITHIH
(public key) wm kiroueBas mapa, T.. OTKPBITBIN M CEKPETHBIN KIF0Y B KoMmIuiekTe (key pair).

=
(V3 -
3. Co3paiiTe HOBYIO KIIIOUEBYIO Mapy, HaXKaB Ha KHOIKY \= Y BBHITNIOJIHMB BCE IIarM Macrepa
CO3JJaHUS KITIOYEH.
4. Cozpnaiite Ha nucke D: manky ¢ Ha3BaHueM Baiueil rpynmnsl.

5. DKCOPTUPYHTE CBOM OTKPBITHIM KJIIOU B ATY IMANKy, Ha)kaB Ha KHOMKY —— M yKa3aB MyTh 110
Bameii manku. B kauecTBe Ha3zBaHus (aiiia ¢ KII04YoM yKaxuTte Bamry damunutio.

6. Cxonupyiite Bamr daiin na cepsep (Server606) B manky PublicKey.

7. ImmopTupyiite u3 3TOW MAanKh YbH-THOO APYyTrHUe OTKPBIThIC KIIOYH. J[Is1 3TOr0 Ha)KMUTE Ha

'}

KHOIIKY = BbIOEpHUTE IyTh U Ha3BaHME (aiina.

8. 3akpoiite okHo PGPkeys.

9. 3anycture Word u Habepure NHCbMO KOMY-THO00, Y€l Kitou Bbl UMIIOpTUpoBasin. CoxpaHHUTe
3TOT TEKCT B BallICH ITAIKE.

10. 3ammdpyiite 3TOT (Paili OTKPHITBIM KIIOYOM JTOTO MOJb3oBarens. st 3TOro HaKMUTE
KHOIIKY Ha maHenu PGPtools, ykaxure myTe M Ha3BaHue Bamero ¢aiina, a 3atem KiIo4 B
nosiBuBIIeMcst okHe. CoxpanuTe 3amm@poBaHHbid (aiin B Bameil manke noj ¢amunuei Toro, KoMy
Bel nucanu.

11. Cxommmpyiite 3TOT (haiin Ha ceprep (Server600) B manky TextPGP.

12. Cxonupyiite u3 3T0i nanku B Bamry manky Ha nucke D: ¢aiin, anpecoBanHbIil Bam.

¥
[
13. Pactmdpyiite 3TOT (haiii, HakaB KHOIKY Es
3aTeM BbIOpaB Bain k1104 B CIIUCKE KITIOUEH.

14. Coznaiite ere oJMH JOKyMEHT B penaktope Word, coxpanus ero B Bamieli manke Ha aucke D:

HJIN ABAXKABI MICJIKHYB 10 HEMY MBIMKOﬁ, a
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15. IoanuiuTe 3TOT (haiin Baliei MeKTPOHHON MOANHUCHIO. [IJist 3TOr0 HAXKMUTE KHOTKY
Ha na”enu PGPtools, ykaxxure myTh u HazBanue Bamiero ¢aiina, a 3arem Bam kitou B nmosiBUBIIIEMCS
OKHE.

16. O6patute BHUMaHue Ha (aiiy moAnucH B Bamiei nanke. OTKpONTE ero ABOMHBIM IIETYKOM.

17. OTkpoiiTe moanvucanHbii Bamu ¢aiin u u3MEeHUTE €ro, COXpaHUB U3MEHEHUS Ha JTUCKE.

18. Ortkpoiite (aiin MOANMMCH NBOWHBIM IIEIYKOM emie pa3. YOemuTech, YTO TOINKNCH HE
NEUCTBUTENLHA.

19. Coznaiite HoBBII okyMeHT B Word. HaGepuTe HebobII0e MpeasioxKeHHE U CKOITUPYITE €ro B
oydep oomeHa.

20. IllenKHUTE MBIIIKOM MO KHOTIKE E Ha MMaHEeJH 3aJ1a4y B PABOM HUYKHEM YTIIy.

21. B nosBuBmemcs mento Beibepute Encrypt Clipboard u ykaxkute Bam kiou.

22. Ha umcrom Mectre Bamero moxkymeHTa BcTaBbTe TeKcT u3 Oydepa oOmena (IIpaBka —
Bcrasuts). [TosiBuiics 3ammdpoBaHHbINA TEKCT.

23. Cxonupyiite ero B Oydep oOMeHa U 10 aHAJIOTHH C MU pOBaHUEM pacmudpyiTe ero, BEIOpaB
nyHKT Decrypt& Verify Clipboard.

24. BeraBbTe pacmdpoBaHHbBIN TEKCT U3 Oydepa oOMeHa.

Jlumepamypa:
1. JlexunoHHBIN MaTepual.

2. OcHoBbI HHPOPMAITMOHHOM 6€30MaCHOCTH XO3IUCTBEHHO! JIeATENBHOCTH: yueOHOe mocodue /
WN.II. MuxneB; B® ®OI'BOY BIIO «Poccuiickas akageMuss HapOJHOTO XO3SMCTBAa U
rocyJapCcTBEHHOUM ciyk0b1». — Bonrorpan: U3n-so BO ®I'bOY BIIO PAHXwuI'C, 2013. —
144 c.

3. IImaronoB B. B. IlporpamMmHo-amnmapaTHbie CpeCTBa 3alIUThl HHPoOpMauu: yueOHUK. / M.:

W3a. uentp "Axagemus'". 2014.

Brenenue B kpunrorpaduro/ I[lox obm. pea. B.B. Smenko. — M.: MITHMO “YePo”, 2013.

http://pgp2all.org.ru

s

Tema 5. 3ammra 6a3 nanubix Microsoft Access.
Paccmampuesaemvie sonpocoi:
[Toctpoenue 6a3pl nanHBIX B Microsoft Access.
3amuTa 0a3bl JaHHBIX OT OTKPBITHSL.
ITonp30Bareny U rpymnsl.
[TaponpHas 3ammura.
Pasrpannuenue npas gocryrma.
3adanus 0ns camocmoamenbHO20 8bINOIHEHU.!
1. Coznaiite Ha qucke D: B manke Bamiel rpynmsl 6a3y qaHHbIX Cekper
2. Co3paiiTe TabnmuIy B peKMME KOHCTpyKTopa (mojie MOMEUYeHHOe * sBISeTCS KIIOYEBBIM) U
COXpAaHUTE €€ N0 UMEHEM AHKETa.

i

Nmsa moas THun jaHHBIX
* Koz CueTuynk

OO TexkcToBbIi

Anpec TekcTOBBIN

Tenedon TekcToBBIN

3. Beenute B TaOIMILy TpU 3aMUCH.

4. YcTaHOBHUTE MAPOJIBHYIO 3aIIUTY Ha 3Ty 0a3y JaHHBIX (mapois 1234)

5. Coznaiite Ha aucke D: B mamnke Bameit rpymnmnsl 6a3y gaHHbix Jloctym.

6. Coznaiire uist 3TOM 0a3bl TaHHBIX TPYIIIHI MoIb3oBateneit Student u Others

7. Cozmaiite B rpynme Student mosib3oBaTelst moj cBoek dhamuiueii u monab3oBatens Studentl.
8. B rpynme Others co3naiite nmons3oBatens Friends u monb3oBatens Guest.

9. YcraHoBute mapoiib aiMuHUCTpaTopy (admin) 6a3el JaHHBIX (00s13aTEALHO 7777).
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10. YcranoBuTe mapoiM Jjs CO3/IaHHBIX BaMM I0JIb30BaTesieil (Mapojii COBHANalOT C UMEHEM
MTOJIB30BATEIS ).

11. YcranoBure mpaBa noctyna K 0aze maHHBIX i rpynnbsl Student Ha Bce neicTBHSA, Kpome
aJIMUHUCTPUPOBAHUS.

12. YcranoBute npaBa AocTyna K 6aze maHHbIX s rpynmsl Others TONBKO YTEeHHE U J0OaBICHUE
JTAHHBIX.

13. YcranoBute nis rpynisl Users npaBa TOJIbKO Ha YTEHHE JaHHBIX MU MaKeTa.

14. IlokaxxuTe pe3yabTaT NpenogaBaTesto.

15. CaumuTe napoiab aAMUHUCTpATOpa

Jlumepamypa:
1. JleKumoHHBINA MaTepHall.
2. www.microsoft.com

Tema 6. IIpakTHyeckoe NpUMeHEHHEe MeKCETEBbIX IKPAHOB.
Paccmampusaemvie sonpocuwi:

1. [ToHsITHE MEXKCETEBOTO HKpaHAa.
2. [Tpuntumne! paboTsl ¢ nporpammoit Firewall Outpost.
3. HacTtpoiika nporpaMMHBIX MOTyJIEH.

3a0anus 01 camocmosamenbHo20 6bINOJIHEHUA:

Outpost Firewall

1. 3arpy3ure nporpammy Outpost Firewall.

2. Boeibepute nyHKT Cemegas akmusnocms. OKHO CIpaBa COACPKHUT WHPOPMAITUIO O TEKYITUX
COCIMHEHUSX TMPWIOKEHHH c cerbto. [lompoOyiiTe momyunth HHPOpPMALMIO MO KaKOMY-HUOYIb
MyHKTY.

3. BeiOepure nyHKT Omkpsimovle nopmsi. OKHO COIAEPKUT HH(OPMALHUIO O TOM, KaKUMHU
npoIeccaMy Ha KOMITBIOTEPE OTKPBITHI OTIPE/ICTICHHBIEC TTOPTHI.

4. TlpocMoTpuTe NYHKTHI Paspeuienuvie M 3abroxkuposanuvie, KOTOPBIE cOAepkKaT OOILIYIO
CTaTUCTHKY IO COCMHEHUSIM.

5. Beibepute nmynkt DNS. KsmmpoBanue 3anpocoB (T.e. coxpaHeHHe OTBeTOB B 6a3e Outpost) k
DNS no3BossieT COKpaTHTh BpeMsi OTKPBITHS CTPAHHMII, KOTOPBIE ObLUTH MOCEIIEHBI paHee 3a CYET TOTO,
4YTO KOMITBIOTEPY HE HYKHO OyAeT mepes; OTKpbITHEM obOpamiatbes kK DNS cepBepy amns onpeneneHus
IP agpeca oTKppIBa€MOM CTPAaHHULIBI.

6. IIlpocmotpure Kypnai.

7. lllenxkHuTe MpaBoii KHONKOM MBIIIM IO Ha3BaHMIO Moaysss DNS B 1eBoM OKHE ImporpaMmsl U
BBIOCpUTE [lapamempul.

8. Orpannuste k311 DNS na 50 3anuceit u yctaHoBuTe cpok XxpaHeHus 10 nHel.

9. BwiGepure mnyHKT /[lemexkmop amak, KOTOPBIM XpaHHUT OOIIyl0 HH(OpMalMIO O 3almTe
KOMITBIOTEpA OT aTaK, CKAHUPOBAHMS U APYTHX THIIOB 3aMPEIIEHHBIX COCTUHEHUH.

10. IIpocmoTpuTte *kypHai. lllenkaure mpaBoil KHONMKOI MBIIIN 110 HA3BaHUIO MOAYJS [emexkmop
amax B JIEBOM OKHE NPOTrpaMMbl U BeIOepHUTe [lapamempul. B 0KHE HACTPOEK MPHU MOMOIIH MOJI3YHKA
MO>KHO BBIOPATh OJIMH U3 TPEX YPOBHEH TPEBOTH:

Maxcumanvroiti — daiipBoi1 OyAeT NpeaynpekIaTh O MOMBITKE MOAKIIOYEHUS J1ake Ha OJUH
MOPT.

Obbiunvll — TmpenaynpexaeHue OyAeT BBIJAHO TOJIBKO TMPH CKAaHUPOBAHHHM C OJIHOTO ajapeca
HECKOJIbKMX MOPTOB WJIU OIPEIETICHHBIX MOPTOB, KOTOPbIE MPECTABIAIOT ONPEICICHHBIN HHTEpEC.

bBespaznuuneiii —aiipBosut OyneT CUrHATU3UpPOBATh JIMIIb O PeaJbHON aTake Ha KOMITBIOTED, a HE
0 MOMBITKE UCTIOIHUTH TAKYIO aTaKy WM MPOCKAHUPOBATDH MOPTHI.

11. Haxxmure xkHOTIKY Boiopame ¢punvmp. IIpocMoTpHTe €€ BOZMOKHOCTH.

12. Boibepute nyHKT MumepaxmusHuvle 21emermul. 31€Ch MOKHO 3a0J0KHPOBATh BCILIBIBAIOIINE
OKHA, IIepeXO0/bl 110 PEKIaMHBIM caiiTaMm B MIHTEpHET.

13. I[IpocMoTpuTE MapamMeTpbl HACTPOUKH ISl JAHHOTO IMyHKTa (MIpaBasi KHOMKa MbIN). Ha Tpex
BKJIQJIKAX pPa3MEIICHbl HACTPOWKH OJOKHPOBKH BCEX 3JIEMEHTOB, KOTOPbIE MOTYT HAaXOAMTHCS Ha
MOCeIIaeMbIX BeO—CTpaHMIIAX MM B TMOYTE. DBONBIIMHCTBO HACTPOEK HMMEIOT TPU HACTPOUKH:
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Paspeweno, 3anpoc n 3anpeweno. Tlpu HACTpOiiKe HYKHO yYWUTBHIBATh TOT (DaKT, 4TO HA MHOTHX
CTpaHMILIAX CKPUIITHI WM (IJIBII MOTYT MCHOJIB30BATHCA Ul CO3AAHUS MEHIO U €CIIM UX IMOJIHOCTBIO
OTKJIIOYNTh, TO HaBUramus IO caility Oyaer HeBo3MokHa. IloaTomy, oNTHMaiabHBIM CTaHET
WCIIOJIb30BaHUE HAacTpolku 3anpoc. JIns ocoboii HACTPONMKM HEKOTOPHIX CaWTOB B MOIYJIE
«HMumepaxkmusnvle s1emeHmul» CIYyXUT BKIaaka «HMckmouenua». C ee MOMOLIBIO MOXHO
chopMHpOBaTh CIHUCOK CAaWTOB M HACTPOUTH ISl KAXKAOIO M3 HUX OJOKMPOBKY OIpEesICHHBIX
AIIEMEHTOB. JTOT CITUCOK MMEET OoJiee BHICOKUN MPHOPUTET, YeM OOIINE HACTPOUKU OJIOKUPOBKU IS
BCEX CalTOB.

14. TIpocMoTpUTEe BKJIAJKH MapaMETPOB, 3alIPETUTE BCIUIBIBAIOLINE OKHA U HACTPOWTE OCTalbHOE
110 CBOEMY YCMOTPEHHUIO.

15. Beibepure nyHKT Pexnama. Outpost yMeeT OTceKaTh peKiiaMy 10 pasMepy U 10 COAEPKUMOMY
CCBUIKH, YTO SKOHOMUT Tpa(hUK U yBEITHMUUBAECT CKOPOCTh 3arpy3KH CTPAHHULL.

16. Be13oBuTe mapaMeTpbl Ui JAaHHOTO MyHKTa (IpaBas KHOIMKA MBIIMHN). YCTaHOBUTE (Draskok
Ilokazame xopsuny Ons pexnamvi. Ecim B CTaHJApTHOM CHHMCKE OTCYTCTBYET ONHUCaHHME IS
onpezeNieHHOro OaHHepa, M OH 3arpyXaeTrcs IpH IOCELIEHUH CTPaHMIbI, TO, OTKPHIB KOpP3HHY,
JIOCTaTOYHO MBIIIBIO MEpeTaliuTh B Hee OaHHep, W OH OoJbllle HMKOIZA He OyAeT 3arpyXkarbcs.
Bxnanka O6wue no3BosiseT BBIOpATh TO, YeM OYyT 3aMEHSITHCSI BBIPE3aHHBIE CO CTPAHULL pEKIIaMHbIE
OaHHephl. 371eCh K€ MOXKHO CO3JaTh CHHCOK CaiiTOB, ¢ KOTOpbIX He OyneT BbIpe3aTbesi rpaduka H
pekiama.

17. IIpocMoTpuTe BCE BKIJIAAKH [TapaMETPOB.

18. Beibepute nyHKT Codeporcumoe. B HaCTporKax 3TOTO MOJIYJSl MOXHO 33aJaTh CIIUCOK CIIOB,
KOTOpblE MOTYT BCTpEYaTbCs Ha CTPAHUIE WM B agpece CTPAHUIBI U KOTOpble OYIyT CIIyKUTb
Outpost—y CUTHAJIOM TOTO0, YTO CTPAHUILY OTOOpaKaTh 3arperieHo.

19. I[IpocMoTpUTE BO3MOKHOCTH JAHHOTO MYHKTA.

20. Beibepute nmyHKT Quavbmpayus noumosgvlx 1oxcenuil. B HacTpoiikax 3TOro MOAYJsl MOXHO
3a7laTh CIHUCOK TUIOB (haiilloB, KOTOpBIE MOJUIEkKAT NMEPEHMEHOBAHUIO, a TaK K€ BKJIIOUUTH BBIBOJ
MH(POPMALMOHHOTO COOOIIEHUS O mojyuyeHnH (ainoB ompeneneHHoro tuma. MDaily, THII KOTOPOTO
yKa3aH B HAcTpOMKax 3TOT0 MOIYJs, NMPH IOJYYEHHH €ro MOYTOBBIM KJIMEHTOM, HMOJIYYHT BTOpPOE
pacmmpenue «.safe». ITo MO3BOJIUT M30€KaTh aBTOMATHUECKOTO BBITIOJHEHUS MOYTOBBIM KIMEHTOM
KO/1a, YTO MOJKET SABJIATHCS MPUUMHOMN 3apakeHUsI KOMITBIOTEPA BUPYCAMHU.

21. IlpocmoTpuTe MapamMeTpsl JaAHHOTO ITyHKTa ¥ €r0 BO3MOXKHOCTH.

22. Jloctyn K oOImIMM HacTpoHKaM MpOrpaMMbl MOKHO HOJIYYHMTh HPU MOMOIIM IyHKTa MEHIO
Ilapamempui — Obwue N3 TIIABHOTO MEHIO IPOTPAMMBbI WJIM HaXXKaTHEM COOTBETCTBYIOIIEH KHOIKH Ha
naHesnu. BbI3oBUTE OKHO HACTPOMKH MapaMeTpoB M IPOCMOTpPUTE BKIAAKy Obwue.

23. Bxnanka «/lpunodsxcenus» TO3BOJSET YNPaBIATh IpaBWIaMU TOBeAeHHUsS (ailipBosa Ipu
HOMBITKE JOCTyHa B CeTh ONpEAENCHHbIX NpuiokeHuil. Ha 3Toil Bkiajke mepedyuciIeHbl Bce
MIPWIOKEHUS, KOTOpPhIe OOHapykeHbl Ha KommbioTepe Outpost—om mpu yctaHoBke. Cpa3y mocie
MHCTAJUISLIUM 3TH NPHIOKEHUs HAaXOAATCA B Ipynne «/lonv3osamensvekuil yposersy. [l HUX CO3aHO
OJTHO WJIM HECKOJBKO TPaBWJI, YKa3bIBAIOMIUX, KAKMM 00pa3oM MPHIOXKEHHE MOXXET OOMEHUBATHCS
JAHHBIMU € ceTblo. [IpaBUIO MOKHO NMPOCMOTPETh WM U3MEHHUTh IPU MOMOIIYU JABOHHOIO KJIMKa I10
UMEHH €T0 HCIIOJIHIEMOTO (aiina.

24. IIpocmoTpuTe NpaBUiia A1l HEKOTOPBIX MPUIOKEHUH.

25. llpunoxxeHus U3 Tpynnsl 3anpeujernvie npuloicenuss HUIKOTJa He MOoJydyaT JOCTyINa B CETb,
BCS HX CeTeBas AaKTUBHOCTb OyneT mpecedeHa (aipBosioM. HeKkoTOpbIM MPHIIOKEHUSIM MOKHO
MIOJIHOCTBIO OTKPBITH JIOCTYIl B CETh, MEPEMECTHB MX B rpynny «/losepennvie npunodxcenus». Vx
JIOCTYIl B CeTh HE OrpaHMYMBAETCS HUYEM, HUKAKMMHU IpaBuiaMu. IlepemelieHne NmpuiokKeHUH M3
rpynn B IPyMIly, paBHO KaK U U3MEHEHHUE IPAaBWJI, CO3/IaHHBIX JUISl PUIOKEHHUM, BBIIIOJIHSAETCS MPU
MOMOIIM KHONKHU HM3menums. Ilpu momomu KHoONKH /J[oOaéums MOXKHO BHECTH B CIHCOK HOBOE
IIPUJIOKEHUE U 3aTEM CO3/aTh JUUIsl HETO MPaBUIIO OOIIEHHUS C CEThIO.

26. [lepemectute npunoxenue Excel B rpynny 3anpewennvie npunosicerusi.

27. IlpocMOTpUTE OCTaBIIMECS BKJIAJKA HACTPOEK POrPaMMBI.

28. [TonpoOyiiTe uepe3 ceTeBoe OKPYKEHHUE BHINTH HAa KOMITBIOTED coceia.

29. IIpoBepsTe peakuuio (aiipBoia Ha MOMBITKY cocea 00pPaTUTHCS K BallleMy KOMITBIOTEDY.

30. [lepeiiauTe B HACTPOHKH OOIIHMX MapaMETPOB MPOTPAMMBI.
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31. Beibepure Brmanky Cucmemmuvie. YOepure ¢umaxxok NetBIOS. Temeps Bamr KOMIBIOTED
HEJIOCTYIICH IO CETH.

32. loxxaurech, KOTIa Balll COCEJT BRIMIOIHUT MPEABIIYIIee 3aJaHue U TONPOOYyHTE uepe3 CETEBOE
OKpYKEHHE 00pAaTUTHCS K €T0 KOMITBIOTEPY.

33. Bxurounte duaxok NetBIOS Ha cBoeM kommbIoTEpE.

34. BI30BHUTE )KypHAaJI, HA)KaB COOTBETCTBYIOIIYIO KHOIIKY Ha MMAaHEIN HHCTPYMEHTOB.

35. [IpocMoTpuTe XypHAa.

Jlumepamypa:

1.  JlekuMOHHBIN MaTepHAll.

2.  JlokymeHranus mo padote ¢ nmporpammoit Firewall Outpost.

3. OcHOBBI HH(POPMAIMOHHOW OE30MACHOCTH XO3SUCTBEHHOW JEATEIILHOCTH: Yy4ueOHOE
nocobue / N.II. Muxues; BO ®I'BOY BIIO «Poccuiickas akajgeMusi HapOJHOTO XO3SHCTBA M
rocyaapcTBeHHOMU cityk0b». — Bonrorpaa: Msa-so BO ®I'EOY BIIO PAHXuI'C, 2013. — 144 c.

4. IlnatonoB B. B. [IporpamMMHo-anmapatHbie CpeCTBa 3alIUTh HHPOPMAIUH: YUYCOHUK. /
M.: U3x. uentp "Axagemus". 2014.

Tema 7. 3ammura ungopmanuu B UnTepHer.
Paccmampuesaemvie sonpocoi:

1. [TpuHUIMIIBI paOOTHI MEKCETEBBIX 3KPaHOB IpU paboTe ¢ HTEepHeT.
2. Hactpolika nporpaMMHBIX MoAyJiel nipu padote ¢ HTEpHeT.
3. brnoxupoBaHue HEHYHOTO TpapuKa U peKJIaMbl.

3adanus 0ns camocmoamenbHo2o 8bINOIHEHU.!

1. 3arpy3ure nporpammy Outpost Firewall.

2. Otkpoiite B Internet Explorer crpanniyy www.yandex.ru

3. BeiGepure mnyHkr Cemesas axmugenocms. llpocMoTputre UHGOPMAIMIO O TEKYIIUX
COEJIMHEHUSIX C CEThIO.

4. Boibepure nyHKT Omxpuimosie nopmel. [lonyunre nabopMaIuio o TOM, KaKUMHU MTpoLieccaMu Ha
KOMITBIOTEPE OTKPBITHI ONPEACTICHHBIEC TOPTHI.

5. Ilpocmotpure nyHKTBHl Paszpeuwennvie U 3abiokuposanHvle, KOTOPBIE COJEPKAT OOIIYIO
CTaTUCTHKY IO COCIMHEHUSIM.

6. Beibepute mynkr DNS u B mapamerpax orpanmubte ko1 DNS Ha 50 3amuceild © ycTaHOBUTE
cpok xpanenus 10 nHew.

7. Beibepute nyHKT /Jemexmop amak W B IapaMeTpax 3agaiire Obviunblil ypOBEHb TPEBOTH.

8. Boibepute myHKT Mumepaxkmugnvle 21emenmsli. IIpocMOTpuTe mapaMeTpbl HAaCTPOMKH ISt
JaHHOTO MyHKTa. Ha Tpex BKJIagkax pa3MelleHbl HACTPOHKU OJIOKUPOBKHU BCEX 3JIEMEHTOB, KOTOpHIE
MOTYT HaXOIMTHCS Ha TMOCENaeMbIX BeO—CTpaHMIIaX WK B route. HacTpoiiTe mapamMeTpsl o0 cBOeEMy
YCMOTPEHHIO (PEKOMEH IyeTCs Yallle UCIONIb30BaTh HACTPOUKY 3anpoc).

9. Otkpoiite B Internet Explorer cTtpanuily www.mail.ru, mepeidiuTe mo KakoW-HUOYAb CCBLIKE
HOBOCTEH.

10. TIpocmotpute B Outpost Firewall craTUCTHKYy TO COSIMHEHUSM, a TaKKe CTATHCTHKY
JETeKTOopa aTak.

11. Beibepute nmyHKT Pexiama. BeI30BUTE mMapaMeTphl A7 JaHHOTO MYHKTA. Y CTAHOBUTE (hIIaXKOK
Tlokazams Kop3uHy O/ peKiambl.

12. OtkpoiiTe CTapTOBYIO CTpPaHMIly WWW.Mmail.ru ¥ MBIIIBIO TMepeTamuTts B Kop3uny 07
peKiamul peKiiaMHble OaHHEPBI C TOW CTPAHUIIBL.

13. 3akpoiiTe cTpaHHWIly U MOMPOOYHTE 3aHOBO €€ OTKPHITh. [IpoBepbTe, YTO TPOUCXOJHUT C
pEeKIaMHBIMU OaHHEpaMH.

14. IlpocmoTpuTe BCE OCTABIIMECS BKIJIAIKU TapaMeTPOB.

15. Beibepute nyHkT Coodeporcumoe. B HacTpoiikax 3TOro MOAYJs MOXKHO 3aJaTh CIUCOK CJIOB,
KOTOpbIE MOTYT BCTPEYAaTbCsS Ha CTPAHUIE WIM B aapece CTPAHUIBI U KOTOpPhIE OYIyT CIy>KUThH
Outpost—y CUTHAJIOM TOT0, YTO CTPAHUILy OTOOPa)KaTh 3alPelIeHO.

16. Hacrpoiite mporpamMmy Tak, yTo0bl Outpost OJIOKHpOBaNl BCE CTPAHUIIBI, B aJpece KOTOPBIX
npucyTcTBYeT cioBo chat. [lonpoOyiiTe OTKpBITH cTpaHuIly www.chat.ru.
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17. Beibepute nyHkT Quivmpayus noumosgvlx 610xcenuil. B HacTpoikax 3TOro MOAYJSE MOXHO
3aaTh CHHCOK THUIOB (DaiiyioB, KOTOpbIE MOJUIekKAT MEPEMMEHOBAHHIO, a TaK K€ BKJIIOYHUTH BBIBOJ
UH(POPMALMOHHOTO COOOIIEHHS O MOJTyueHHH (HaiIOB ONPEIeICHHOTO THIIA.

18. 3amaiite BBIBOA WH(DOPMAITMOHHOTO COOOIIEHUsS NJis BCeX (haljioB C paCHIUPEHHEM .Zip U
nepeuMeHoBaHue (HaiiIoB ¢ pacIIMpPEeHUEM .eXe.

19. TlokaxkuTe pe3ynbTar MpernoaaBaTesio.

20. OT™MeHuTE Bce CBOM HACTPOMKH U 3aKPOMTE BCE OTKPHITHIE MPUIIOKEHUS.

Jlumepamypa:
1. JleknmoHHbBIN MaTepuail.

2. OcHOBbl MH(OPMALMOHHONW 0€30IAaCHOCTU XO3AHCTBEHHOM MIEATeNbHOCTU: yuyeOHOe
noco6ue / N.I1. Muxues; BO ®I'bOY BIIO «Poccuiickas akaneMuss HAQpOJIHOTO X03siicTBa
U TOCYJIapCTBEHHOM ciyk0bD». — Bonrorpan: U3n-so BO ®I'bOY BIIO PAHXul'C, 2013. -
144 c.

3.  Ilnatonos B. B. IIporpamMHo-annapaTHble cpecTBa 3allUThl HHPOPMaLUK: YUeOHHK.
/ M.: N3xa. nuentp "Axagemus'". 2014.

Tema 8. Tunosas crpykrypa 3amurtsl or HCJ/I. Ynpasienune gocrynom.

N W N =

Paccmampueaemvie sonpocoi:
Tunosas cTpykrypa 3amuTsl nHbGopManuu ot HC/I.
[Toxcucrema ynpaBieHUs JOCTYIIOM.
[TocTpoenue maTpuipl 10CTYyIIA.
JlokyMeHnTanus otaena odecnedeHrs nHHOPMaIMOHHON O€30MaCHOCTH.
3aoanus ons camocmosamenbHo20 6bINOAHCHUS:

1. PaccmoTpuTe TUIIOBYIO CTPYKTYPY 3amuThl nHGopManuu ot HC/I.

2.

[Iponymaiite crpyktypy 3amutsel uHpopmamuu ot HCI ans  npousBoJbHOU

(BBIMBIIIJIEHHON ) OpraHu3alyu.
3. PaccmoTpuTe noAcUcTEMY yIPABIEHUS AOCTYIIOM JJIsl 3TOM OpraHU3alLUu.
4. CocTaBbTe NIEPEUCHB 3ATUIIAEMBIX HHHOPMAIIMOHHBIX PECYPCOB OPTaHHU3AIUH.
5. IlocTpoiiTe MaTpuLly 1OCTyIA Uil JAHHOW OpPraHU3aL|u.
6. CocTtaBbTe NOKYMEHT, ONPEICNSIOIMN IMpaBWiia JOCTyNa IOJb30BaTeNell K pecypcaMm IpHU
MOMOIIY JINYHBIX UIEHTU()UKATOPOB U NapoJieil, MpaBuUiIa COCTABICHUS, CMEHbI U XpaHEHUs apoJieH.
7. CoxpaHuTe BCe JOKYMEHTbI B CBOEH JIMYHOM Marnke (1 Ha CBOEH JIUCKETe).

1.
2.

Jlumepamypa:
JlekmoHHBIM MaTepuall.
OcHOBBl MH(MOPMALIMOHHON OE30MACHOCTH  XO3AWCTBEHHOM JI€ATENbHOCTH: yueOHOe
nocobue / NL.I1. Muxnes; BO ®I'bOY BIIO «Poccuiickasi akagemusi HApOJHOTO X031CTBa
U TOCYIapCTBEHHOM ci1yk0b1». — Bonrorpan: U3a-so BO ®I'EOY BIIO PAHXuI'C, 2013. —
144 c.

IxaJja oneHUBaHUA

YpoBeHb 3HAaHMI, yMEHHM M HaBBHIKOB OOYydalolIerocs MpH YCTHOM OTBET€ BO BpeMs
MIPOMEKYTOUYHON AaTTECTAlMM OMNPENEISETCS OICHKAMU «3a4TCHO» WIIU «HE 3a4TeHO». Kpurepusmu
OLICHUBAHUS Ha 3auere SIBJISETCS JEMOHCTPALMS OCHOBHBIX TEOPETHUECKUX IOJIOKEHHWI, B paMKax
OCBaMBaE€MOW KOMIIETCHIINH, YMEHHUE MPUMEHATD IMOJyUYEHHbIE 3HAHUS HA MPAKTHKE.

Jnst muctumiuH, GopMO UTOTOBOTO OTYETa KOTOPBIX SBISETCS 3a4eT, MPUHATHI CIEAYIOIINE
COOTBETCTBUS:

60% - 100% - «3auTeHOY;
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menee 60% - «He 3a4TEHOY.
Y CTaHOBJICHBI CIIEIYIOIINE KPUTSPUN OLICHOK:

VYyamuiicsi IEMOHCTPUPYET COBEPLIEHHOE 3HAHUE OCHOBHBIX TEOPETUYECKUX TOJIOKEHUN,
B paMKax OCBaMBaeMON KOMIIETEHIINH, YMEEeT NPHUMEHSTh IIONlydeHHbIE 3HAaHWA Ha
MPaKTHKE, BIIAJCET HABHIKAMH aHAlM3a U CUCTeMaTh3aluu (PMHAHCOBOM MH(OpPMAIUU B
00JacTu paBoBOW HHGOPMATHKH

100% - 90%

Yuammiicsi JEMOHCTPUPYET 3HAHWE OOJNBINEH YacTH OCHOBHBIX TEOPETHUECKUX
HOHO)KCHI/II‘/’I, B paMKax OCBanMBaeMou KOMIICTCHINHU, YMCECT NPUMEHATH ITOJTYYCHHBIC
89% - 75% |3HaHUS HaA MPaKTHUKE B OTACIBHBIX cepax NMpodhecCHOHATBHOW AEATENbHOCTH, BIaaceT
OCHOBHBIMU HaBBIKAMH aHAJIM3a M CHCTeMaTH3alny (PMHAHCOBON MH(OpPMAIMK B 00JIACTH
npaBoBOi HHMOPMATUKU

VYyamuiicss JeMOHCTPUPYET JOCTATOYHOE 3HAHWE OCHOBHBIX TEOPETUYECKHX IOJI0KECHUH,
B paMKax OCBAaMBa€MOW KOMIICTEHIIMH, YMEET HCIOJIb30BaTh IOJyYCHHbIC 3HAHUS AJIS
74% - 60%  |pemieHUss OCHOBHBIX INPAKTUYECKUX 3aJad B OTAENBHBIX cdepax mnpodeccHoHaIbHOMI
JIESITeIbHOCTH, YaCTUYHO BIIAZICE€T OCHOBHBIMH HABBIKAMH aHAJNM3a M CHUCTEMaTH3alluU
(uHaHCOBOM MHPOpMaIHH B 00JIaCTH IPAaBOBOH HHPOPMATHKH

Vuamuiicss AeMOHCTPUPYET OTCYTCTBUE 3HAHUSI OCHOBHBIX TEOPETUYECKUX MOJIIOKEHHH, B
paMKax OCBaMBAacMOW KOMIICTCHIMH, HE yMEET NPHMEHSTh IOJyuYCHHbIC 3HAHUS Ha
NpaKTUKe, He BIAJCeT HABBIKAMHU aHAIM3a U CUCTeMaTH3alu (puHaHCOBON MH(OpMaIK
B 00JIaCTH NPaBOBOI HHPOPMATHKH

menee 60%

6. MeToguueckne MaTepuaJibl M0 0OCBOCHUIO TUCHUIIJINHDI

MeToau4yeckue peKOMeH1alHMH 110 HATHCAHUIO pedepaToB
Pedepar sBisiercst nHAMBUAYAIbHON CAMOCTOATENBHO BBINOJIHEHHOM padoToil ctynenrta. Temy
pedepara CTyIeHT BbIOMpPAaeT U3 MEPEYHs TEeM, PEKOMEHIYEMBIX IpernojaBareieM, BeayIIUM
COOTBETCTBYIOILIYIO AUCHUIUINHY. Pedepar nomkeH conepikarh CIEAYIOIIUE CTPYKTYpPHBIE JI€MEHTHI:
Turynenbiii uct Copnepyxkanue Baenenne OcHoBHasg uacTe 3axiroueHue CIUCOK JIMTEpaTyphl
[Tpunoxenus (npu Heo6xoaumoctn). TpeboBanus k opopmiieHuto pedeparos: wWpudT — 14, mosus — no
2 cMm, unTepBai — 1, o0bem — He menee 10 cTp.

Metoauyeckue yKkazaHus AJ1s1 00y4al0IHMXCsl 10 OCBOCHHIO M CIHIIIHHBI

[Ipu pabore ¢ HacTOSAMMM Y4eOHO-METOJAMYECKUM KOMIUIEKCOM 0CO0O€ BHHMAHHE CJIENYET
o0OpaTuTh Ha 3HAHME TEOPETUUYECKUX BOIPOCOB HHGPOPMATUKH, HMMETh BBICOKHH YpOBEHb
MH(GOPMALIMOHHON KYJIbTYpbl, 3HaTh YCTPOMCTBO COBPEMEHHOTO MEPCOHAIBHOIO KOMIIBIOTEPA, UMETh
riyOOKHMe HaBbIKM paboOThl C COBPEMEHHBIMH ONEPAlMOHHBIMH CHCTEMaMHU U O(UCHBIMHU
NPUKIAJHBIMUA MakeTamu. llepes BbIOTHEHHMEM MPAKTHUECKUX 3a/laHuil 00s13aTENIbHO JOJIKEH ObITh
nopoOHO pa300paH U U3y4eH TEOPETUUECKUN MaTepual 1o Kaxkaoi TeMe Kypca.

B mpouecce u3ydeHus Kypca CTYIEHT JOJDKEH BbIpaOOTaTh HABBIKM M IPUEMBbI BIIAJCHUS
COBPEMEHHBIMU TEXHOJOTHSIMH 00pabOTKH, XpaHEHMs, epeAayd U MpHeMa MacCUBOB IOPHIUYECKOM
uHGOpMallMU B PAa3IMYHBIX 00JACTSIX NEATEIbHOCTH MPAKTHKA-IOPUCTAa U YMETh UX HCIOJB30BaTh B
COBPEMEHHOM PBIHOYHOM MUDE.

Jlis Gonee yriayOJIEHHOTO M3Y4YEHHs! TUCLUIUIMHBI, CaMOCTOSITENIbHOM pa3paboTKe 10K1Ia/loB,
COOOLIEHUH B T.Y. C UCHOJb30BAHUEM MYJIBTUMEIUIHBIX CPEICTB, MO0 BBHINOIHEHUU MPAKTHUECKOM
paboThl CTyZlE€HTaM HEOOXOIMMO TIOJb30BaThCS PEKOMEHJOBaHHOM B paboueil mporpamme
aureparypoi. IIpu camMocToATENbHOM U3y4EHUHM Kypca PEKOMEHAYETCS I0JIb30BAThCS UCTOYHUKAMU,
YKa3aHHBIMH B CIIUCKE OCHOBHOM JINTEPATYPHI.

CprKTypa BpEMEHH, He00X0AMMOr0 HA H3YyYCHUEC TUCHUIIIUHBI

®opMa n3ydeHus: JUCHUIIINHBI Bpewms1, 3aTpaunBaemMoe Ha N3y4yeHue
JMCLMITINHEL, %0
N3ydenue nurepaTypbl, pPEKOMEHJI0BAaHHOM B 40
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y4eOHOIl mporpamme

Pelenue 3aay, NpakTUYECKUX YIIPAXKHEHUN U 40
CUTYAIIMOHHBIX IPUMEPOB

N3ydeHue teM, BBIHOCUMBIX HA 20
CaMOCTOSITETIbHOE PACCMOTPEHHUE

Uroro 100

PexomeHganum no noAroToBKe K NPaAaKTHYeCKOMY (CEMHHAPCKOMY) 3aHATHIO

[TpakTuyeckoe (CeMUHAPCKOE) 3aHATHE - OJJHA M3 OCHOBHBIX ()OpPM OpraHu3alMu y4eOHOro
npolecca, INPEACTaBIAoNmas Co00i KOJUIEKTUBHOE OOCYXKICHHE CTYIEHTAMU TEOPETUYECKUX U
IPAaKTUYECKUX BOIPOCOB, pEIIEHHE IPAKTUYECKUX 3a/Jad 0]l PYKOBOACTBOM IIPEojaBaTelis.
OCHOBHOI 1IEJIbIO MTPAKTUYECKOTO (CEMHHAPCKOT0) 3aHATHS SBJISIETCS IPOBEPKa TITyOHMHBI TOHUMAaHUS
CTYACHTOM HM3y4aeMO#l TeMbl, y4eOHOr0 Marepuana U yMEHHs U3JI0XKUTh €ro COJepKaHHue SICHBIM U
YETKUM $3bIKOM, Pa3BUTHE CAMOCTOSATEIBHOIO MBILUIEHUSI U TBOPUYECKOM aKTUBHOCTH y cTyJeHTa. Ha
NPAaKTUYECKUX (CEMHMHApPCKHMX) 3aHATUAX MpPEIronaraercs paccMaTpuBaTh Haubojiee BaXKHBbIE,
CYILLIECTBEHHBIE, CII0XHBIE BOIIPOCHI, KOTOpblE HanOoJIee TPYJHO yCBauBarTcs cryaeHTaMu. [Ipu atom
TOTOBUTBCSL K IPAKTUYECKOMY (CEMHHApPCKOMY) 3aHATHIO Bcerjga HyxHO 3apaHee. IloaroroBka k
IPaKTHYECKOMY (CEMHHApCKOMY) 3aHITHUIO BKJIIOYAET B ce0s cleryromiee:

- 00s3aTesIbHOE O3HAKOMIJIGHHWE C IUIAHOM 3aHATHs, B KOTOPOM COJEp’KaTcs OCHOBHbBIE
BOIIPOCHI, BBIHOCHMBIE Ha 00CYKJICHHE;

- U3yYeHHe KOHCIIEKTOB JICKIIMH, COOTBETCTBYIOIINX pa3esioB yueOHMKaA, yuyeOHOro mocoous,
COJIepKaHUs PEKOMEHIOBAaHHBIX HOPMATUBHBIX NTPABOBBIX aKTOB;

- paboTa ¢ OCHOBHBIMHM TEPMHHAMHU (PEKOMEHYETCSl UX BBIYUUTH);

- U3YUCHUC HOHOHHHTGHBHOﬁ JIATCPATYPHI IO TEME 3aHATHA, A€Iad IMPU 3TOM HGO6XOI[I/IMI)IC
BBIITMCKHU, KOTOPBIC HOHaI[O6${TC$I pu O6CY)KI[€HI/II/I Ha CEMHHAPE;

- (opMyIHpOBaHHE CBOETO MHEHHUS 10 KaXKIOMY BOMNPOCY M apryMEHTHPOBAHHOE €T0
000CHOBaHUE,;

- 3aIUCh BO3HHUKIIUX BO BpEMS CaMOCTOSITEIbHOM paboThl C ydyeOHWKAMH M Hay4dHOUH
JUTEpaTyphl BOMIPOCOB, YTOOBI 3aT€M Ha CEMHUHApE TIOTYYUTh Ha HUX OTBETHI;

- oOpailieHre 3a KOHCYJIbTallel K MpernoaBaTeio.

[TpakTrueckue (CeMHHApCKUE) 3aHATHA BKIIOYAIOT B ceOsl BHINONHEHHE 3aJaHUil Ha
KOMITBIOTEPE 10 KAKOW-THOO CIIOKHON WM 0co00 aKTyalbHOH TNpoOiieme, pemieHue 3amad. Ha
MPAKTHYECKOM (CEMHHApPCKOM) 3aHATUU CTYJEHT MPOSIBISIET CBOE 3HAHHE IMPEIMETa, KOPPEKTHPYET
WH(POPMAITHIO, TOJYYCHHYIO B TIPOIECCE JICKIIMOHHBIX W BHEAYAWTOPHBIX 3aHATHH, (OpMHUpPYET
ompeeNieHHbId 00pa3 B TWa3ax [MpemnojaBaTels, IMOJy4aeT BHICOKHE HAaBBIKM OCBOCHUS
WHPOPMAITMOHHBIX ~ TEXHOJIOTMA  TPUMEHUTEIIBHO B  mpodeccnoHambHOW  cdepe, HaBBIKU
MPAKTHYECKOTO PEIIeHHs 3a7a4 Ha KOMITbIOTepe.

MeToanuyeckue peKOMEeHAAIMH 110 HAMIMCAHUIO CEMECTPOBOIl KOHTPOJILHOI PadoThI

KonTponbHasg pabora sBIsS€TCS WHAMBHUIYaJIbHON CaMOCTOSITEILHO BBINOJIHEHHON paboToit
CTyAeHTa. BapuaHT KOHTpOJIbHOW paOOThl CTyZIEHT BBIOMpAeT M3 MepeuHs pabdoT, PeKOMEHIYEMBbIX
npenojaBaTeseM, BeIyIMM JaHHYI AucuuIuMHy. KoHTponbpHas paboTa, Kak MpaBUiIO, JIOJDKHA
COJIEpIKaTh CIIEIYIOIINE CTPYKTYpHBIE d5ieMeHThl: TuTynpHbIl aucT Conepxanue Beenenne OcHoBHas
yacTh 3akmouenne Crucok gurepaTypsl [punoskenus (mpu HEOOXOIUMOCTH).

TpeboBanust k oobemy: He Oonee 15 crpanun. Odopmnenue: Upudgt TimesNewRoman, 12
mpudr, 1,5 uarepsaina, 1,5 cm ab3anubiii otcTyn. OpUruHaNbHOCTH 10 cucteMe AHTumiarnar.BY3 —
He MeHee 60 MpOoIeHTOB.

PeKOMeH}:[aI[I/II/I Mo M3YYCHUI0 METOAUYIECCKUX MaTCPHATIOB
MGTOI[I/I‘IGCKI/IG MaTcepuaibl 10 AJUCHUIIIMHE ITO3BOJIAIOT CTYACHTY OITUMAJIbHBIM O6p330M
OpTraHHU30BaTh NPOUECC U3YUCHUA I[aHHOﬁ JUCIHHUITIUHBI. MCTOI[I/ILIGCKI/Ie MaTepHraJibl 110 JUCHUIIIINHE
MNpu3BaHbl IOMOYb CTYACHTY IIOHATH CHCHI/I(bI/IKy n3yd4aeMoro matrepuajia, a B KOHCYHOM HTOIC —
MaKCHUMaJIbHO MOJHO M KAa4e€CTBEHHO €ro OCBOUTH. B NEepBYyr0 Oo4Uepelb CTYACHT OOJIKCH OCO3HAThb
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IIPEHA3HAYEHUE METOANYECKUX MAaTEPHUAIIOB: CTPYKTYPY, LUEJIH U 3a1a4u. [[1s 5TOro OH 3HAKOMHUTCS C
npeaMOyIoil, OrjaBlIeHHEM METOJUYECKHX MaTepHalioB, TOBOPS MHAue, OCYIIECTBISET MEPBUUYHOE
3HAKOMCTBO C HHMM. B paszgene, NHOCBAIIEHHOM METOAMYECKUM DPEKOMEHAALMAM II0 H3YUYEHUIO
JTUCIUIUTAHBL, IPUBOJIATCS COBETHI MO MJIAHUPOBAHUIO W OpraHU3aIl[Mi HEOOXOAMMOTO JUIS U3Y4YEHUS
JUCHUIUIMHBl BPEMEHH, ONMCAaHUE IOCJIEAOBATEIBHOCTU IEHCTBUM CTyAEeHTa («CLIEHapUil H3ydeHus
TUCIUIUTMHBDY), PEKOMEHJAINK M0 paboTe ¢ JIUTepaTypoil, COBETHI MO MOJArOTOBKE K IK3aMEHY W
pa3bsACHEHUS 10 MTOBOLy pabOThI ¢ TECTOBOM cUCTEMOM Kypca M HaJ IOMalllHUMU 3aJjaHusMu. B nenom
JaHHBIE METOJUYECKHE PEKOMEHJIAIMU CIIOCOOHBI OOJIETYUTh M3YUYEHHE CTYJCHTaMU JAUCUUIUIMHBI U
NOMOYb YCIIEUIHO CJaTh 3K3aMeH. B pasnene, comepxameMm y4eOHO-METOAMYECKHE MaTepUaltbl
JUCHUIUIMHBI, COAEPKAHUE MPAKTUYECKUX 3aHATHU MO IHUCLUUILIMHE, CIOBapb OCHOBHBIX TEPMHHOB
JUCLUTIIINHBL.

HeotwemieMbIM 351eMeHTOM y4eOHOTO Tpoliecca SBIISETCS CaMOCTOsITeNIbHAs paboTa CTyAeHTa.
[Ipu camocrosiTenpHOM paboTe JOCTUraeTcsi KOHKPETHOE YCBOEHME YyueOHOro Mmarepuaia,
pa3BUBAIOTCSI TEOPETUYECKHE CIIOCOOHOCTH, CTOJIb Ba)KHbIE JJII COBPEMEHHOW MOJATOTOBKU
cnenuanuctoB. MDOpMBI  CaMOCTOSTENTBHONH pabOTHl CTYJEHTOB 10 AMCUUIUIMHE: HalHMCaHUe
KOHCIIEKTOB, TIOJTOTOBKAa OTBETOB K BOIIpOocaM, HamucaHue pedepaToB, pelieHue 3ajad,
uCclieIoBaTeIbCKas paboTa, BEIMOIHEHHE KOHTPOJIBHON paboTHI.

PexomeHnganum mo caMocTosiTeJIbHOM padoTe CTyeHTOB
Ha camocrostenbayto paboty cryneHtoB mno aucuuiuinie b1.B.J1B.14.02 «IIpaBoBasi
HHG(OPMATUKA» BEIHOCITCS CJIEIYIONIUE TEMBI:

Ne n/m Tema Bonpocsl, BbiHOCcHMBIe HA CPC Ornast 3aounan
¢opma ¢opma
1 2 3 4 5
1. WudopmannonHoe [onsitue wHbopmanuu, 3amuTel HHOOPMALMU U
0011eCTBO n mpaBo. | nHpoOpMaMoHHOH Oe3omacHocTH. HasHauenwe w
ITpeamer u MeTonbl | 3amaud B cdepe obecrieueHus HHOOPMAHOHHON
npaBoBod  MH(pOPMAaTHKH. | 6E€30MACHOCTH Ha YPOBHE TOCYNapCTBa, Ha YpOBHE 0 0
[onsTre nHpopManuy, | peTHOHA ¥ HAa JIOKWIBHOM ypoBHe. (OCHOBHBIC
3aUTBl  MHPOPMAIMK ¥ | TIOJIOKEHUSI TEOPUU WH(GOPMAIMOHHONH O0e30MacHOCTH
MHPOPMAIMOHHON MH()OPMAMOHHBIX CHCTEM.
0C30MaCHOCTH.
2. 0O030p POCCHIICKOTO 3aKOHOJATEIhCTBA B 00JACTH
Tocy napcreennas obecrieyeHUss ~ WH(POPMALMOHHOW  OE30MACHOCTH.
uHGOpMALHOHHAS JoktpuHa wuHpOpManuoHHOW Oe3omacHocTH PD,
TOJMTHKA. . 3akoHbl  «O  rocyJgapcTBeHHOW — TaitHe», «O0
3aK0HOHaTem’HH? YPOBCHP nHpopManny, WHPOPMAIIMOHHBIX TEXHOJIOTHSX H O
UHGOPMALHOHHOT 3ammre wHpopManum». OCHOBHBIE HOPMAaTHBHBIE
6€30MacHOCTH.
PYKOBOASIINE JIOKyMEHTEI, Kacarouuecst 10 0
KommnerotepHsie o . .
TOCYAAapCTBEHHOH TalHBI ¥ KOH(HICHIMAIbHON
TIpECTYTLICHHA. nHpopmanny. HopmaTuBHBIE aKThl aJMHUHHCTPALMN
OrReTCTREHHOCTE 32| Bonrorpana B obnactu nH(pOpMaLMOHHOMH
COBCPIICHHE 6€30MacHOCTH.
KOMITBIOTEPHBIX
IpeCTyIUIeHU.
3. Texnomorus  paborsr B | [loHsTHE arakm Ha WH(POPMAIMOHHYIO CHCTEMY.
CIPaBOYHO-TIPABOBBIX Knaccudukanms arak. Bunsl TPOTHBHUKOB — WIIM
cucremax. Kiaccudukanus | “HapymmTeneid”, ux kinaccuduxanus. KaHains! yreuku
atak. llomsTe  yrpossl. | HH(bOpPMANMU: BU3yaTbHO-ONTHYECKUN, aKyCTHUCCKHH,
Mogaens YIpo3. | 2JIEKTPOMAarHUTHBIH U MaTepUabHO-BEIIECTBEHHBIN.
Pexomennauu no | Ilonarue  yrposel. HMcrouHuknm yrpo3 H  HX
obecrieyeHnIo kmaccuukamusa.  [loctpoeHme  Momenw  yrpo3 0 0
MHPOPMAIMOHHON oprannzanuu. [Ipumepsl. CrienanbHbie TpeOOBaHUS 1
6e3omacHoCTH. pexomenaanuu. [lokasarenu 3ammnieHHocTH. Cucrema
3amuThl  MHGOPMAIMd OT HECAHKIMOHMPOBAHHOI'O
Jocryna. PexkoMmeHnmyemble Mepbl IO 00€CIEYEHHIO
3amuThl  MH(pOpManuMK B Tpollecce DKCIUTyaTaluu
UH)OPMAIMOHHOMN CHUCTEMBI. PaspemmrensHas
CHCTEMA JIOITyCKa.
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Hudopmanmonnas

Creranorpaduss u  kpunrorpadus.  BaxnocTb

Oe3omacHOCTh.  OCHOBHBIE | KpUOTOTpauu TpPU pEHICHHH 3a1ad  0OeCIeUeHUs
TTOHATHUS kpunrorpaduu. | mHQOPMAIIMOHHOH  0E30IaCHOCTH  XO3AHCTBEHHOU
Ba COBPEMEHHBIX | AEATEIBHOCTH ¥ COXpaHEHUS KOH(UIACHINAIBHOM
HaInpaBJleHUS B | nHGopMarmu. OCHOBHBIE TOHATHA KPHITOTPA(HUH.
Kkpunrorpaduu. [onsiTre KpunTOoCcUCTEMBI, Kiltoua. Bo3aMoKHBIE aTaku
Knaccuueckne Ha  KPHUITOCHCTEMBI, IIOHSITHE  KPHIITOAHAIN3A.
KPUIITOCUCTEMBI. Hal[e)KHOCTB KPUINITOCUCTEMBI. ZIBa OCHOBHBIX
HAIpaBJICHUS B  COBPEMEHHOW  KpuUOTOrpadum.
OpHoangaBUTHEIE u MHOTOaT(aBUTHBIC
kpunrocuctemsl. Cucremsl llesaps u Bmxerepa.
Bo3moxxHoCcTH  KpHNTOaHanmM3a MHOTOan(paBUTHBIX
cucreM. Packpritie cucrems! Brokenepa. HanexxnocTs
MHOTOAJT()aBUTHBIX CHUCTEM. AOCOJIIOTHO HaJeKHAs
KPUIITOCUCTEMA! “OnHopa3oBbIil 0JIOKHOT”.
Kpunrocucrema DES.
ONEeKTPOHHBIN Cucrempl mudpoBaHui, He TpeOylomue mepenadn
JOKyMEHTO000pOT n | xmoda.  [IpoTokom ~ WCIONB30BaHMS  CHCTEMBI
JJIEKTPOHHAS noauck. | «OmHOPa30BBIH OJIOKHOTY, HE TpeOyroIuii
Kpunrorpadust ¢ OTKpBITBEIM | TIEpBOHAYANEHOTO OOMEHAa CEKPETHBIMH — KIIFOYaMH.
KIIFOYOM. Cucrtems! | Kpuntorpadust ¢ OTKpbITBIM — KirouoM. [loHsiTue
mmppoBaHus, HE | OTKPBITOTO M  CEKPETHOro  Kitoda. [IpuHIUIBI
TpeOyromue Nepeaddl | MOCTPOCHHUSI KPHUNTOCHCTEM C OTKPBITBIM KIIFOUOM.
KJIro4a. SHCKTpOHHaSI WsBecTHBIE KPUIITOCUCTEMBI C OTKPBITBIM KJIHOYOM H
MHOIIUCE. nx amroputmbel. Cucrema RSA. [limHa kimoda B

KpHnTorpaduu ¢ OTKPHITHIM KIo4oM. OZHOCTOPOHHSS
(GyHKIMS,  BO3MOXHOCTH €€  HCIOJIBb30BaHUS.
ONEeKTpOHHAs MOANUCH U IPUHIIMIIEI €€ IPUMEHEHHSL.

WHuTepHeT B OpUIMYECKOH

nesrenpHoctd. OCHOBHBIE
TEXHOJIOTHHU MOCTPOCHHS
3aIIUIIEHHBIX ncC.

MexcereBrie 9KpaHbI.

OCHOBHI)IG TEXHOJIOTUU TIOCTPOCHHA 3alllUIICHHBIX
HUC. Tlonstue wmexcereBoro okpana. IIpaBuna
(¢UIbTpanny W MPUHIUIB X TpuMeHeHus. [lakeTHbie
¢unpTpel.  [lomuTMka  cereBoit  ©€30MACHOCTH.
[Momutrka  peamu3alii  MEXKCETEBBIX  J3KPAaHOB.
OyHKIIMOHANEHEIE  TpPeOOBaHUS K  MEXKCETCBBIM
9KpaHaM M WX KOMIOHEHTHL I[ILm03bI ceaHCOBOTO U
MIPUKIIATHOTO YpOBHSL. Hosrie GyHKIIN
OpanaMayspoB. CXeMbl OpraHU3aIlMd MEKCETEBBIX
9KpaHoB. TpeOOBaHUs K MEKCETEBBIM IKpaHAM

Texnonorus VPN-ceTeii.

Texuomornst o0OBEIMHEHUS JIOKAJIBHBIX CETEN U
OTJIENbHBIX KOMIIBIOTEPOB UEPE3 OTKPHITYIO BHELIHIOIO
cpelly Mepelayd JaHHBIX B EAMHYI0 BUPTYaJIbHYIO
CeTh, O00ECICUNBAIIYI0 3aIIUTy HH(POPMAITUOHHBIX
MOTOKOB My TexHomorus VPN-cereii. OcobeHHOCTH
VPN. TyHHenupoBaHHe U €ro  OCOOCHHOCTH.
OcHoBHBIE  pasHOBUAHOCTH  VPN-ycTpoiictB 1o
TexHuyeckon peannzauuud. Pomu VPN-yctpoiicTs.
BapuanTel mocTpoeHus 3allMIIEHHBIX KaHaioB VPN.
VYrpo3sr s VPN. Knaccudpukamms VPN-cereid.
CoBMmemenue VPN-TeXHOIIOTHH H = MEXKCETEBOIO
skpaHa. Henocratku VPN.

3ammra uHpOpManuu B
HuTtepuer.
HNudopmanmonnas
0e30MacHOCTh B YCIIOBHAX
(YHKIIMOHHPOBAaHUS B

Poccun rmobanpHBIX ceTe.

[TpoGnema obecrieueHus nH(pOpPMaLMOHHOMN
0e30MacHOCTH MpH paboTe ¢ TI00ATBLHOW CEThIO
Wureprer. Wudopmannonnas  6e30mMacHOCTh B
ycinoBusSxX (HYHKIIMOHUPOBaHHUS B Poccuu riio0anbHBIX
cereii. VYka3 mpesmmeHtra PD «O wmepax mo
obecriedeHn0O  MH(POPMAIIMOHHONH  0e301MacHOCTH
Poccuiickoit ®enepanmu B chepe MexTyHAPOIHOTO
MHPOPMAMOHHOTO oOMeHay. VYrpo3st
nHQOpMALMOHHON Oe30omacHOCTH TpU  padore ¢
Wnrepuner.  Bupychl,  uCHonHsIEeMblE  MOJIYJH,
BCIUIBIBAIOIME OKHAa WU pekiaMa. lcmomp3oBaHue
AHTUBUPYCHBIX ITPOrpaMM U MEKCETEBBIX OKPAaHOB IIPpH
pabore ¢ HMureprer. IIporpaMmuble  cpeacTsa

39




MIPOBEPKH Tpaduka u 00pBOBI c
HECAaHKI[MOHUPOBAHHBIM HCIOJB30BAHUEM PECYpPCOB
HHOOPMAITMOHHON CHUCTEMBI.

9 TunoBast CTpyKTypa 3alUThl | APXUTEKTypa  THUIOBOM  CHCTEMBl  3aIIUTBl  OT
or HCJl. VYmnpaBneHue | HECAaHKIIMOHHPOBAHHOTO nocTyna. Mnentudukamus n
JIOCTYIIOM. ayrentudukanmsa.  [laponpHas  ayTeHTH(UKaLUS.

IIpaBuna mpumeHeHus mapoiseil.  OmHOpa3zoBBIE
napond. IlpuHuMnel KoHTpons nocryna. Matpuua
JOCTya W CIUCKH JocTymna. [Ipou3BojbHOE U
TIPUHYAUTEIBHOE yIpaBieHne JIOCTYTIOM. oT oT
OrpannunBaromuii uaTEpdeiic. PomeBoe ympasienne
JOCTYTIOM. Kpunrorpaduueckas MOJICHCTEMA.
[IporpammHo-anmapaTHbIe cpezacTBa 3aIIUTHI
nndopmanuu ot HC. YcrpoiictBa BBoIa HACHTH(D-
HBIX TpU3HaKoB. [lpenMymiecTBa W HEZOCTATKH MX
HCIIOJIb30BAHMS. DIIEKTPOHHbIE 3aMKH.

HeoTbeMeMbIM 31€eMEHTOM Y4eOHOTO TIpoliecca SBISIETCS CaMOCTOsITebHAsI padoTa CTyIeHTA.
[Ipu camocrosiTensHOM paboTe JOCTHraeTcsi KOHKPETHOE YCBOEHHE YyueOHOro Mmarepuala,
pa3BUBAIOTCSI TEOPETUYECKHE CIIOCOOHOCTH, CTOJIb BaXKHBIE JJii COBPEMEHHOW MOATOTOBKU
CIIEIUaJIMCTOB. (DOpMI)I CaMOCTOSITETbHOH pa6OTBI CTYACHTOB II0 OUCHHUILUIMHE: HaIllMCaHHueC
KOHCIICKTOB, TIOJTOTOBKAa OTBETOB K BOIpocaM, HamucaHwe pedepaToB, pelleHue 3ajaad,
HcclieIoBaTenbcKas padboTa, BHITOJHEHNE KOHTPOJIBLHOU paboThl.

3amanus ISl CaMOCTOSITENIbHON pabOThl BKITFOYAIOT B c€0s1 KOMITJICKC aHATUTHUYECKUX 3aJIaHUM
BBITNIOJTHEHHE, KOTOPBIX, MpEenojaraeT TIIATeNIbHOE H3Y4YeHHE HAyyHOW M y4eOHOW JHTeparyphl,
MEePUOJIMYECKUX M3/IaHUM, a TAKK€ 3aKOHOJATEIbHBIX U HOPMATHUBHBIX JOKYMEHTOB IMPEJIaraéMbIX B
n.7.4 «YdeObHass mauTeparypa W pecypchl  HMH(DOPMAIMOHHO-TEICKOMMYHHUKAIMOHHOW  CETH
«HTEepHET», Y4eOHO-METOAMUYECKOe OOECIeUeHUE CaMOCTOATENbHONW paboThl OOydYaromuXxcs Mo
JTUCIUTITNHEY. 3aaHusl IPEAOCTaBIISIOTCS HA TIPOBEPKY B IMIEUYATHOM BHUJIE.

Pexomenganum no padore c urepaTypoii

[lpy wm3yyeHMn Kypca Yy4eOHOH IUCHMIUIMHBI 0CO0O€ BHHMAaHHE CIEAyeT OOpaTWTh Ha
PEKOMEH/1yeMYIO0 OCHOBHYIO U JIOTIOJIHUTEIBHYIO JIUTEPATYPY.

BaXHBIM 3J€MEHTOM TOJTOTOBKM K CEMHHApy SBISIETCS TIyOOKOe HM3Y4YeHHE OCHOBHOH H
JIOTIOJTHUTENBHOM JTUTEpaTyphl, PEKOMEHIOBAaHHOM 1O TeMe 3aHATHS, a TaK)Ke NepBOMCTOUYHHUKOB. [Ipn
ATOM TIOJIE3HO TMPOYHUTAHHYIO JINTEPATYpPy 3aKOHCIEKTUPOBaTh. KOHCIEKT MOIDKEH OTBEYATh TPEM
TpeOOBaHUAM: OBITH COJIEPKATEIBHBIM, IO BO3MOXXHOCTH KPAaTKUM U MPAaBUIBHO 0(OPMIICHHBIM.

ConepxaTenbHBIM €T0 CIEAyeT CYMTaTh B TOM CiIy4ae, €CIM OH MepeaaeT BCe OCHOBHBIE
MBICJIM aBTOPOB B IIEJIOCTHOM BHjE. M3JI0KUTH TEKCT KPAaTKO — 3TO 3HAYMUT Mepe/aTh COAEp)KaHue
KHUTH, CTaTbU B 3HAYUTEIHLHON Mepe CBOMMH cJIOBaMU. [Ipu 3TOM clieyeT MpuaepKuBaThCs TpaBuIIa
- 3aMMChIBaTh MBIC/Ib aBTOpa pabOoThI JIMIIb TOCJE TOT0, KaK OHAa XOpOILIO MoHATa. B TakoMm ciydae
MocTaBlieHHasl 1ieiab OynaeT nocturryrta. LluTupoBaTh aBTOpPOB H3ydaeMbIX paboT (¢ o0s3aTenbHON
CCBUIKOM Ha UCTOYHUK) CIEAYeT B TeX CIyyasX, €CJHM HaJ0 3alMChIBaTh OYCHb BAXXHOE OMNpeeTICHHE
WJIH TI0JIOJKEHHE, 0000IIarOmMi BEIBO/,

BaxHo u BHemHee oopmieHne KOHCIEKTa. B ero Havasie Hajo yka3aTb TeMy CEMHUHapa,
JaTy HANWCaHWs, Ha3BaHUS JIMTEPATYPHBIX HCTOYHUKOB, KOTOpBIE OYIYyT 3aKOHCIIEKTHPOBAHBI.
I'mybGokass camocTosiTennbHas paboTa HaJ HUMHU OOECIEUYHUT YCIEIIHOE YCBOCHHE H3ydyaeMoi
JVCTIATUTAHBIL.

OpHuM W3 BaXHEHIIMX  CPEACTB  CEPbE3HOTO0  OBJIAJACHHUS  TEOpHe  sBiseTCA
KOHCReKmuposanue nepeoucnoYHuKos.

Jns cocTaBieHUs] KOHCIIEKTAa PEKOMEHIYETCsl CHadala IMpPOYUTaTh paboTy IEIMKOM, YTOOBI
YSICHUTH € OOIIMI CMBICT M cojepkaHue. [Ipr 3TOM MOXHO cZenaTh MOMETKH O €€ CTPYKType, 00
OCHOBHBIX IMOJIOXKEHUSX, BBIBO/IAX, HAZ0 CTApaThCsl OTIMYATh B TEKCTE OCHOBHOE OT BTOPOCTEIIEHHOTO,
BBIBOJIBI OT apTyMEHTOB U JIOKA3aTeNbCTB. ECIIN €CcTh HEMOHATHBIE CIIOBA, HAZO B DHIIUKIONEIHIECKOM
CJIOBape HaWTH, YTO 3TO CIOBO 0003HaYaeT. 3aKOHUMB uTeHHe (maparpada, riaBbl, CTaTbH) HAO0 33/1aTh
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ce0e BOMpoCk Takoro pona: B uem riaBHast Mpicib? KakoBbI OCHOBHBIE 3BeHbsI JOKa3aTenbeTBa ee? Uro
BBITEKAET U3 yTBepxkaeHui aBTopa? Kak 3To cormacyercst ¢ TeM, 4TO yK€ 3HaeTe O MPOYUTAHHOM W3
JPYTUX UCTOYHUKOB?

SIcHOCTh M OTYETIMBOCTH BOCHIPHUSTHS TEKCTa 3aBUCUT OT MHOTOTO: OT COCPEIOTOYEHHOCTH
CTyJ€HTa, OT TEXHHUKH YTEHHS, OT HACTOHYMBOCTH, OT SAPKOCTH BOOOpaKE€HHUS, OT TEXHUKHU
(buKCHpPOBaHUSA MPOYUTAHHOTO, HAKOHEI, OT 3PYIUIUU — OOIIeH W B KOHKPETHO paccMaTpuUBaeMOii
npobiieme.

Pe3synbpTaroM mnepBOHAUaIbHOTO YTEHHUS JOJDKEH OBITh MPOCTON nIaH meKkcma u yemkoe
npeocmasienue 0 HesACHbIX Mecmax, OTMEUEHHBIX B KHuUre. Ilocie npeaBapuTeabHOro 03HaKOMIIEHUS,
IpU TOBTOPHOM UTEHUU CJIEAYET 6bl0eIUmMb OCHOBHble MbICIU aA8mopa W WX pPa3BUTHE B
NPOM3BEICHUH, 0OpaTUTh BHUMAaHNE Ha 0OOCHOBAHHME OT/EIBHBIX TOJIOKEHHUH, HA METOIBI U (HOPMBI
J0Ka3aTeNbCcTBa, Hauboyiee sipkue MpuMepbl. B Xxome »3Toi paboThl OKOHYATENBHO OTOHpaeTCs
MaTepua s 3alUCH U ONPENEIIAETCS €€ BUA: NIAH, Me3UChbl, KOHCNEeKM.

[Inan 5TO KpaTKui, MOCIENOBATEeIbHBI TMEepEeYeHb OCHOBHBIX MBICIIEH aBTOpa. 3amuch
IIPOYUTAHHOTO B BUJE TE3UCOB — 3TO BBHISBJICHHUE U 3allUCh ONOPHBIX MbICIIEH TekcTa. PasHuIa Mexty
TUTAHOM U T€3HCAMHM 3aKJII0YaeTCs B CIEIYIOIIEM: B IJIaHE MBICJIb Ha3bIBaeTCs (CTaBb BCETAa BOIIPOC: O
94eM rOBOPHUTCS?), B Te3ucCaX — POPMYITUPYETCs — (4TO UMEHHO 00 TOM TOBOPHUTCS?). 3alUCh OTIOPHBIX
MBICIIEH TEKCTa BayKHA, HO TMOJHOTO MPEACTaBICHHS O MPOYUTAHHOM Ha OCHOBAaHUM MOI00HOI 3amucu
HE COCTaBUIb. BakHO OCMBICIIUTB, KaK aBTOP JOKA3bIBAET CBOIO MBICIIb, KaK YOEKIaeT B UCTUHHOCTH
CBOMX BBIBOZIOB. Tak BO3HUKaeT KOHCHEKT. PopMa 3ammcu, Kak MbI YK€ OTMETHIIH, YCIOXKHSAETCS B
3aBHCUMOCTH OT LieJiel paboThI: TIaH — 0 YeM?; TE3UCHl — O YeM? YTO UMEHHO?; KOHCIIEKT — O 4eM?
YTO UMEHHO? Kak?

KoHcnekT — 370 kpaTkoe Mocie10BaTeIbHOE U3JI0XKEHHE coaepkaHus. OCHOBY €ro COCTaBIISET
IUTaH, TE3UChl M BBIMUCKU. HemocTaTkum KOHCIEKTHPOBAHMS: MHOTOCIOBHE, LUTHPOBAHUE HE
OCHOBHBIX, a CBS3YIOLIUX MBICIEH, CTPEMJICHHE COXPAHUTh CTHJIMCTHUYECKYIO CBA3aHHOCTb TEKCTa B
yiiep6 ero morudeckor crpoHocTH. IIpHucTynmath K KOHCIIEKTMPOBAHHIO HEOOXOIMMO TOTAa, KOTJa
CJIOHJINCh HABBIKU COCTaBJIEHUS 3allMCH B BUJIE Pa3BEPHYTOIO MOAPOOHOTO MJIaHa.

dopma 3alMUCU TpPU KOHCIEKTHUPOBAHMHM TpeOyeT 0co0O0ro BHHUMAHMS: BaXXHO, YTOOBI
COOCTBEHHBIE YTBEPXKACHUS, DPA3MBILUICHUS HAJ MPOYUTAHHBIM, YETKO OTAEISUINCH IPHU 3aIlHCH.
Pa3zymMHee BBIHOCHMTH CBOM TOMETKHM Ha UIMPOKWE IOJIS, 3alUChIBaTh HA HHUX JOMOJHUTEIbHbBIE
CIpaBOYHBIC JIaHHBIE, MOMOTAIOIINE YCBOCHHIO TEKCTa (JaTra COOBITHSA, YIMOMSHYTOTO aBTOPaMH;
CBEJICHHSI O JIMIIe, HA3BaHHOM B KHHUT€; TOUYHOE COJIep>KaHue TepMHHA). Eciu KOHCIEKTUPYeTCsl TeKCT
BHYIIUTEIHHOTO 00BbEMa, HEOOXOAMMO YyKa3blBaTh CTPAHHIIBI KHUTH, KOTOPBIE OXBAaTBHIBACT Ta HIIU
MHAas 4acTh KOHCIEKTa.

Jlns ynoOcTBa 10JIb30BaHNS CBOMMM 3aIIUCSIMU Ba)KHO O3arjaBUTh KPYIHBIE YaCTHU KOHCIIEKTA,
nox4yepkuBas 3aconoexu. Cienyer OMHUTh O Ha3HAUYEHUU KPACHOM CTPOKH, CTPEMHUTHCS K UETKOM
rpaduke 3ampcedl — yCTynmamH, KOJIOHKamH. M3jaraTh TJIaBHBIE MBICIH aBTOpa W UX CHUCTEMY
apryMEeHTOB HE0OXOJUMO MPEUMYIIECTBEHHO CBOMMH CJIOBaMH, IepepadarbiBasi TakuM 00pazom
UHPOPMALIMIO,— TaK MPOXOAUT YSICHEHHE €€ CyTH. MBICib, (pas3bl, MOHAThIE B KOHTEKCTE, MOTYT
npuobpectu Oosiee MPOCTpaHHOE H3IIOKEHHWE B 3amucu. HOo TEKCT opuruHama cBepThIBAeTCS, U
CTYACHT, OTpabaThiBast JIOTHYECKOE MBINUICHUE, YUUTCS BBIJICNATH ITABHOE U 00001IaTh OTHOTUITHBIE
CY>XKIeHHsI, oJHOpoHbIe (akThl. Kpome TOro, Aenas 3amucu CBOMMH CJIOBaMH, 00001asi, CTYJIEHT
YUUTCSI TUCBMEHHON PEyHu.

3HaHue oOmIe CTpaTeruu YTeHMs, TEXHWKH COCTABIIEHHE IJIaHA M TE3UCOB OMpeleiseT U
TEXHOJIOTHIO KOHCTIEKTUPOBAHMUSI:

° BHUMATCJIIbHO YHUTATb TCKCT, MOIYTHO OTMCYAsA HCIIOHATHBIC MCCTA, HC3HAKOMBIC TCPMHUHBI U
NOHSITUS. Boinucams na nonsa 3Ha4yeHNE OTMEUYCHHBIX TOHITUH.

o NPU TIEPBOM YTEHHHM TEKCTa HEOOXOIUMO COCTaBHTH €r0 MPOCHON NIAAH, TIOCIICAOBATESIbHBIN
NepevYeHb OCHOBHBIX MBICIICH aBTOPA.

o IPYA TTOBTOPHOM YTEHHWW TEKCTA BBIICISTH CUCHEMY O0O0KA3ameiabCme OCHOBHBIX TOJOXCHUN
paboTHI aBTODA.

o 3aKJIFOYUTENBHBIN 3Tal pabOThI ¢ TEKCTOM COCTOMT B OCMBICIICHUH PaHEe OTMEUEHHBIX MECT U

UX KpaTKOH MOCJe10BaTEIbHOM 3alHCH.

41



o IIPU KOHCIIEKTUPOBAHUU HYXKHO CTPEMMTBLCS GbIPA3UMb MbICIb AGIMOPA CEOUMU CTIOBAMU, ITO
rmomMoraet 0oJiee TIIyOOKOMY YCBOSHHUIO TEKCTa.

. B paMkax paOOTbl HaJx TEPBOMCTOYHHKOM Ba)XCH YMENbld oméop uumam. Heobxommmo
YUHUTBHIBaTh, HACKOJBKO SPKO, OPUTMHAIBHO, CKATO U3JI0KEHA MbICHb. L{uTHpoBaTh HEOOX0AUMO
TE€ CYXJIEHHsI, Ha KOTOpbIe BIIOCIEJICTBUM BO3MOXKHA CChUIKA KaK HAa aBTOPUTETHOE M3JI0XKEHUE
MHEHHUS, BBIBOJIA 110 TOMY MJIM HHOMY BOIIPOCY.

KoHcnekTupoBath 1ie71€c000pa3HO HE Ha OTAEJIBHOM JIMCTE, a B OOIIeH TeTpaju Ha OIHOU
crpanune Jsmcta. OOOpOTHas CTOpPOHA JIMCTa MOXET OBITh WCIOJBb30BaHA JJIsl JIOTIOJIHEHHUH,
HEOOXOAMMOCTh KOTOPBIX BBIACHUTCS B JaibHeWIIeM. [Ipy KOHCHEKTHPOBaHUU JIUTEPATYphbl CIEeTyeT
OCTaBHTH IIUPOKHE TIOJISA, YTOOBI 3aMMcaTh HA HUX IUIaH KOHCTEKTa. [10J1st MOTyT OBITh MCTOJIB30BAHBI
TaKOKe /71 3alIUCH CBOMX 3aMeYaHuH, JOMOJIHEHHH, BOpocoB. [Ipy BRICTYIIICHNN Ha CEeMUHApE CTYAECHT
MO’KET TOJb30BAThCS CBOMM KOHCIIEKTOM JJIsi LUMTHPOBAHUS INEPBOUCTOYHMKA. Bce oOyuwarommecs
BHUMATENIbHO CIYIIAIOT BBICTYIUIEHHS OJHOTPYIITHUKOB, OTMEYAlOT CIIOPHbIE WM OIIMOOYHBIE
MIOJIOKEHHUS. B HUX, BHOCST IONPAaBKH, MPEACTABISIIOT CBOM PELIEHUS U OOOCHOBAaHHUS OOCYKIaeMbIX
npoOieM. B koHIIe ceMuHapa, Korja npernojaBaTellb MMOJBOAUT UTOTH 3aHATHUS, CTYACHTHI C y4eTOM
pPEKOMEHIallMil MperoiaBaTeiass U BBICTYIJICHMM COKYPCHUKOB JOIOJIHAIOT WM HCIPABIISIIOT CBOU
KOHCIIEKTHI.

Oco0eHHOoCTH U3YYeHH s JUCUUIIIMHBI CTYJIeHTAMHU 32049HO0i hopm 00yueHust

CrynenTtsl 3a04HOM (opM 0OyuYeHHUsT HU3Yy4alOT OTHEJbHbIE Hauboiee 3HAYUMBIC TEMBbI
JTUCIUIUTAHBL, COTJIACHO OTBEJECHHBIM 10 y4eOHOMY IJIaHy yacaMm, MoJi pyKOBOJCTBOM IperoaaBaTess
B XOJI¢ ayIUTOPHBIX 3aHITHNA. OCTaTbHBIE TEMBI TUCIUIUIMHBI CTYJACHTHI U3YYal0T CAMOCTOSTEIRHO. B
X0/JIe CAMOCTOSITENIbHOM pabOThI CTYJEHTHI MUIIYT KOHTPOJIBbHYIO pabOTy MO OJHOM U3 MPEA0KEHHBIX
npernojaBaTeieM TeM. B Xoae 3aueTHO-3K3aMEHAIlMOHHOW CECCHM CTYACHTBHI MPEJCTaBISIOT
KOHTPOJIBHYIO paboTy Uisl OlleHKH. Hanuuue monoXxuTeabHOW OLEHKU SIBJISETCS JOMYyCKOM K caaye
3a4yeTa Mo AUCUUILINHE.

[TpakTrueckue (CeMUHApPCKUE) 3aHATHS BKIIOYAIOT B ceOS M CIEIUAIBHO IMOATOTOBJICHHBIE
pedepatsl, BRICTYIUICHHS 110 KaKOH-JIM00 CI0XHOU WIIH 0CO00 aKTyaJIbHOH mpobiemMe, pelieHre 3a1ad.
Ha npaktuueckom (ceMUHApPCKOM) 3aHATUU CTYJEHT MPOSIBIISIET CBOE 3HAHUE MPEAMETa, KOPPEKTUPYET
WH(POPMAITUIO, TOJYYCHHYIO B TIPOIECCEe JICKIIMOHHBIX M TMPAKTUYCCKUX 3aHATUH, (opMUpyeT
ompezeNieHHbId 00pa3 B TJla3ax MpenojaBares, IOJy4aeT HaBBIKM MPAKTUYECKOW paboThl Ha
KOMIIBIOTEPE, HABBIKK NIPAKTHYECKOTO PEIICHHUS 3a/1a4.

[Ipn npoBeaeHHM 3aHATHI clieqyeT YAENsATh BHUMaHUE TEOPETHUECKUM BOIIPOCAM,
0COOEHHO TIO CJIOXHBIM TeMaM. TeopeTHdYecKHe BONPOCH  PAacCMATPUBAIOTCA  JHOO
CaMOCTOSITENTbHO, JIMOO B CBSI3U C PEIIEHUEM KOHKPETHBIX 3aaad. OOCyXKIeHHE TeOpPeTHYECKUX
BOIIPOCOB 3aCTaBUT CTYJICHTOB HE TOJILKO TOTOBUTH PEIICHUE 3a/1a4, HO ¥ TOTOBUTH TEMY B IEJIOM.
TeopeTrueckuM BompocaMm I1eiaecoodpazHo yzaensats a0 15-20 munyt. Ilpu HeobxoaummocTu
TEOPETUIECKUM BOIIPOCAM MOKET OBITh IMOCBAIICHA OOJIBIIAs YaCcTh 3aHSATHS.

3amaBaeMble CTyJEHTaM 3aJjaud W TEOPETHUYECKHE BOMPOCHl Ui OOCYXKIEHUS Ha
MPAKTHYECKUX 3aHATHSAX JOJDKHBI THIATENLHO IPOIYMBIBATHCSA, C TEM, YTOOBI OXBAaTUTh II0
BO3MOXXHOCTH BCE Ba)KHBIE acNeKThl TeMbl. Koln4ecTBO 3a/laBaeMbIX 3ajad 3aBUCUT OT TEMbI U
CJIO)KHOCTH PEIICHHUS, HO OOBIYHO COCTaBIsIET HE MeHee 3-4.

PexoMeHngaumuu mo noAroToBKe K NPOMeKYTOYHOM aTTeCTAlINH

K cnaue 3adera Mo AMCHMILIMHE AOMYCKAOTCS CTYICHTHI, MOMyUYnBIINEe HE MeHbIe 60 0atioB
npu TeKymei/’I aTrTeCTalnu. HpI/I MNOATOTOBKEC K 3a4CTy CTYACHT BHUMATCJIBHO IMPOCMATPUBACT
BONPOCHI, MpEAYCMOTpEHHBbIe B pabodeil mporpamMme, U TPOAOIDKAET 3HAKOMHUTBCA  C
pPEKOMEHJIOBaHHOM JnuTeparypoil. OCHOBOM Juisi caauM 3adeTa CTYIACHTOM SIBIIACTCS HW3Y4YCHUE
KOHCIIEKTOB OO30pHBIX JIEKIIHM, MPOCITYIIAHHBIX B TEUEHHE CEMecTpa, MH(pOpMaIMK MOTy4YeHHOU B
pe3yJIbTaTe CaMOCTOSITENIbHON pabOThl M MOJYyYEHHE MPAKTUUECKUX HABBIKOB IPH PELLIEHUU 3a]ad B
TEYEHHE CEMECTpa.

dyHaaMeHT JT000r0 y4eOHOro Kypca 3aKJIaJbIBaeTCs Ha JEKIIMOHHBIX W TPAKTHYECKUX
3aHATUAX, & TaKKe MPU MOJArOTOBKEe K HUM. HeoOXxoaumo BbIpabOTaTh Cepbhe3HOE OTHOLICHHE K
KOHCIIEKTY JIEKIWN, KOTOPBIM JIOJDKEH B TOJHOM O0BEME OTpaXkaTh COJEp)KaHUE JCKUUU. 3arnucu
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JIOJIKHBI OBITh aKKypaTHBIMU. JKenaTelIbHO 0c000 BBIAECIUThH BCE ONPEIEICHNS U KI0YEBbIE MOMEHTBI
aekiuu. Ocobo creayeT OTMETUTb, YTO, HECMOTPSl Ha MPAKTHUYECKYI0 HAIpPaBICHHOCTh CEMHHAPOB U
BBITNIOJTHEHME BCEX 3a/laHUN Ha KOMIIBIOTEpE, CTyJIEHTaM HEOOXOJAMMO CAMOCTOATEIbHO 3aIlHChIBATh
KJIIOYEBBIE MOMEHTHI 33a/JaHUN B KOHCIEKT, JOMOIHIS JEKIMU. B ciydyae HeAONIOHMMAaHNU HEKOTOPBIX
MOMEHTOB HEOOXO0AMMO 00s13aTeIbHO 00paIIaThCs K MPENo1aBaTelto 3a KOHCYIbTAlUEH.

Jlns Gojee yCHENIHOrO OCBOEHHUS MaTepHaja HeoOXOIMMO MCIOb30BaTh JIOMOJIHUTEIbHYIO
auTeparypy. Y4eOHUK HY>KHO HE MPOCTO YUTATh, & U3y4aTh; OCHOBOW 3alIOMHHAHUS SIBISIETCS TOJIBKO
NOHMMAHHE  TPOYUTAHHOTIO. HeoGxonuMo  BbIpaboTaTh ~ NPUBBIUKY  CHCTEMAaTHYECKOMH
CaMOCTOSITENIbHOW pabOThl, «HATACKUBAHUE» K SK3aMEHY WJIM 3a4eTy JaeT cialblii M MOBEPXHOCTHBIN
pe3yJIbTar.

Jlng ycremHoOW cnayM 3auera CTYAEHT JOJDKEH 3HaThb M IOHUMAaTh JOCTATOYHO COJIMIHBIN
o0beM Marepuana. He oTknagsiBaiiTe mporecc 3aydyMBaHUS Ha IIOCIEIHUE IHHU TEpel 3aueToM.
[TonroroBka JOMKHA BECTUCH C MEPBBIX JIEKIHUH.

7. YueOHasi iuTepaTypa U pecypchbl HH(POPMANUMOHHO-TEJIEKOMMYHUKAIIMOHHOM ceTu UHTepHeT

7.1. OcHoBHAas1 UTEpaTypa

1. TaspwioB O.A. Kypc mpaBoBoii mHpopMatuku: YueOHuk misi By30oB / O.A.l'aBpwiio; UH-T
rocynapctBa u nnpaBa PAH; Akan. npaBoBoit yHT. — M.: Hopma, 2015. — 419 c.: ni.

2. OcHoBbl MH(MOPMAIIMOHHON O€30MacCHOCTH XO3SIMCTBEHHOW NEATENBHOCTH: ydeOHoe mocodue /
N.II. Muxne; B® ®I'BOY BIIO «Poccuiickas akaaemMus HapOJHOTO XO3SMCTBa U
rocyaapcTBeHHOMU cityk0b». — Bonrorpaa: MUsa-so BO ®I'EOY BIIO PAHXuI'C, 2013. — 144 c.

3. Mamok, A.A. Beeaenne B nHQOpMaIMOHHYIO 0€30MacHOCTh: yueOHoe nocodue. ['opsiuas nuHus-
Temexkom.2011. Pesxxum nocryma: http://www.iprbookshop.ru/11979.- 5bC «IPRbooks»

4. Tpodumon, B. B. Mapopmanmonnbsie TexHoaorud B 2 T. ToM 1 : yueOHUK JJIs aKaJIeMHUECKOTO

OakamaBpuata / B. B. Tpodumos ; otB. pen. B. B. Tpopumos. — 238 ¢. — M. : U3gaTenscTBO

FOpaiit, 2016.

OBC Jlans http:/lib.ranepa.ru/base/abs-izdatelstva--lan-.html#

OBC IPRbooks http://lib.ranepa.ru/base/abs-iprbooks.html

7. DnextponHoe u3gatenbctBo «FOPAWTy http://www.biblio-online.ru

9]

S-"\

7.2. lonoJiHUTE/IbHAS JIUTEpaTypa.
1. KombutoB B.A. UubopmarnimonHoe npaBo: BONpockl Teopuu U mnpakTuku / B.A.KonbsutoB. — M.:
IOpucts, 2016. — 623c.
Kysnenos U.H. busnec-6e30macHOCTh [DIeKTpOHHBIN pecypc]: yuebHoe mocooue. M.: JlamkoB u
K. 2012. Pexum nmoctyna: http://www.iprbookshop.ru/10906.— DBC «IPRbooks»
OBbC Jlans http:/lib.ranepa.ru/base/abs-izdatelstva--lan-.html#
3BC IPRbooks http://lib.ranepa.ru/base/abs-iprbooks.html
DIIEKTPOHHOE M3aTEIIBCTBO «IOPAUTY» http://www.biblio-online.ru
Jokrpuna napopmarmonHoi 6ezonacHoctu PO (yTB. [Ipesunentom PD 09.09.2000).
3akoH PO “O rocynapcrBennoi taitHe” Ne 5485-1 ot 21.07.1993 1.
3akoH P® “O06 nndpopmannu, nHOOPMAIIMOHHBIX TEXHOJIOTHIX U 0 3amuTe nHopMmarmn” Ne 149-
@3 ot 27.07.2006
9. 3axon PO “O xommepueckoit Taitne” Ne 98-D3 ot 29.07.2004 1.
10. bmk Y. MHTEpHET: TPOTOKOIBI Oe30macHOCTH: YueOHbIi kypc. CII6.: [Tutep-mpecc, 2012.
11. 3uma B.M., Mongossu A.A., Monnossa H.A. be3onmacHOCTb T100anbHBIX CETEBBIX TEXHOJIOTHH.
CII6: BXB-IletepOypr, 2014.
12. KomnbroTepHast TpecTymHOCT, M HHpOpManuoHHas Oe3omacHocTh /Ilox o6m. pex. A. II.
JleonoBa. Mu.: APUJI, 2014.

D
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7.3. HopmaTuBHbI€e IPABOBbIE JOKYMEHTHI M HHAsI MPaBoBasi HHGOpMAaus
1. Koucrutymus Poccuiickoit @enepanuu ot 12.12.1993 ( ¢ mocin. nonpaBkam )
2. ®enepanbHblit 3aK0H 0T 27 utoisg 2006 roma Ne 149-D3 «O6 undpopmanuu, HHPOPMAITHOHHBIX
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http://www.biblio-online.ru/
http://lib.ranepa.ru/base/abs-iprbooks.html
http://lib.ranepa.ru/base/abs-izdatelstva--lan-.html
http://www.biblio-online.ru/
http://lib.ranepa.ru/base/abs-iprbooks.html
http://lib.ranepa.ru/base/abs-izdatelstva--lan-.html

TEXHOJIOTHSX U O 3aIIUTE HHYOPMAIIH»;

®denepanbHbiil 3aKk0H 0T 27 urons 2006 roga Ne 152-D3 «O nepcoHaIbHBIX JaHHBIX);

4. IlonoxxeHue 06 obecrnieueHUM O€30IIACHOCTH NEPCOHAJIBHBIX JAHHBIX IPHU UX 00pabOTKE B
MHGOPMAIMOHHBIX CHUCTEMax IMEPCOHANbHBIX JaHHBIX, YTBEP)KIEHHOE MocTaHoBleHueM [lIpa-
BurenbcTBa Poccuiickoit deneparuu ot 17 Hosa0pst 2007 roma Ne 781;

5. Tlopsmox mpoBeneHus kinaccudukanuu HHOOPMALMOHHBIX CHCTEM MEPCOHANBHBIX JAHHBIX,
yrBepkaeHHbI npukazom @CTIK Poccun, @CB Poccun u Munnnadopmcesszu Poccun ot 13
deBpans 2008 romga Ne 55/86/20 (3apeructpupoBan Munroctom Poccum 3 ampenst 2008 rona,
peructpanroHHbIi Ne 11462);

6. bazoBas mojenp yrpo3 6€30MacHOCTH MEPCOHANBHBIX JAHHBIX IPU UX 00padoTke B MH(pOpMa-
IIMOHHBIX CUCTEMaX MepPCOHANBbHBIX NaHHBIX (YTBepxkaeHa 3amectutenem nupekropa DCTIK
Poccun 15 despans 2008r.);

7. Meronuka ornpeneneHus akTyaabHbIX yrpo3 0€3011aCHOCTH MEPCOHANBHBIX JaHHBIX MPU X 00-

paboTke B MHPOPMAIIMOHHBIX CUCTEMaX MEPCOHANBHBIX AaHHBIX (YTBEpXKIAeHAa 3aMeCTUTEIEeM

mupexkropa @CTOK Poccun 14 pespans 2008r.).

3akoH PO «O rocynapctBenHoit Taiine» Ne 5485-1 ot 21.07.1993 r.

9. 3akoH PO «O kxommepueckoit TaitHe» Ne 98-D3 ot 29.07.2004 r.

98]

*

7.4. UHTEpHET-pecypcChl, CIPABOYHBIE CHCTEMbI

http://base.garant.ru/ - cipaBouHO-1IOMCKOBas cucTeMa «l apaHT»
http://www.consultant.ru/ - cnpaBouHo-mouckoBas cucrema «Koncymnprant [Tnrocy
http://www.pfrf.ru/ - obunmanensiii caiit Ilencnonnoro dponmga PO
http://www.kremlin.ru/ - opunmaneusiii caiit [Ipesunenra PO

http://www.cbr.ru/ - opurnmaneaeiii cait LleaTpansHoro 6anka PD

Odwunmansuerii caiit ['ocynapcrsennoit Jlymer PO - duma.gov.ru

Odunmansueiit caiit [IpaButenscTBa Bonrorpaackoit o6mactu - volganet.ru
Odunmanpuerii caiit [IpaButenscta PO - mpaBuTenscTBO.pdh

Odummanpueiii caiit CoBera deneparuu - council.gov.ru

A e Al o

7.5. UHBI€ HCTOYHUKH
Her

8. MarepunanbHo-TexHnueckass  06aza, uHGOPMALMOHHbIE  TEXHOJIOTHH,
NporpaMMHoe odecrneyeHue U HH(POPMALMOHHBIE CIIPABOYHbIE CUCTEMBbI

MarepuanbHo-TexHHUeckoe obecrnieueHne aucuuiuiiHel  «[IpaBoBasi  mHpopMaTHKa»
BKITIOYAET B ceOs:

- JIEKIMOHHBIC AyAUTOPHH, OOOPYAOBAaHHBIE BHUACONPOCKIIMOHHBIM 00OpYIOBaHUEM IS
NPEe3CHTAIN, CPEICTBAMH 3BYKOBOCIIPOU3BEICHHS, DKPAHOM;

- TIOMEIIEHMs Ui TPOBEJCHUS CEMHUHAPCKUX W MPAKTUYECKUX 3aHATHH, 000pYIOBaHHBIC
y4eOHOI MeOebIo;

- KOMIIBIOTEPHBIE KJIACCHl, OCHAIICHHbIE COBPEMEHHBIMH KOMIBIOTEpAMH C BBIXOJOM B
WHTEepHET M YCTaHOBIICHHBIMH B CETH CIICIIUAIBLHBIMU TAKETaMH IPOrpaMM, O00CCIICYHBAIOIIIMHU
yueOHbIi mporuecc, Bkiatodast CIIC Koncynprant [Imtoc u I'apanr.

JucuuiuivHa ~ JODKHA — OBITH  MOJJCP)KaHA  COOTBETCTBYIOIIMMH  JTUIICH3HMOHHBIMH
nporpaMMHBIMU Tipoayktamu: Microsoft Windows 7 Prof, Microsoft Office 2010, Kaspersky 8.2,
CIIC I'apant, CIIC KoHCybTaHT.

[TporpammMHBbIe cpencTBa oOecieyeHns yueOHOTo MpoLecca BKIIOYAIOT:

— omepainonHsie cucteMbl cemerictBa Windows (10): Microsoft WINHOME 10 RUS OLP NL
AcdmcLegalizationGetGenuine,MicrosoftWinPro 10 RUSUpgrdOLPNLAcdmc;

— nakeT o¢pucHoro [1O - Microsoft OfficeStd 2019 RUS OLP NL Acdmc;

- IPOTPAMMEBI-apXUBATOPHL;

- aHTHBHUPYCHBIC TIPOTPAMMBI;
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- IPOrpaMMBbI MPE3ECHTAMOHHON TpaduKy;

- TEKCTOBBIE PEAAKTOPBHI;

- TpadUUECKUe pPeIaKTOPHI;

- DIIEKTPOHHAsI Ta0JINIIa;

- 0a3a JaHHBIX;

- CIIC Koncynbrant [lmtoc;

- CIIC TI'apant Aspo;

- DIIEKTPOHHAsI OMOINOTEKA;

- IPOrpaMMa IEKTPOHHOI'O TECTUPOBAHMSL.

By3 oOecneunBaer kaxaoro oOyuwaromierocsi pabo4MM MeCTOM B KOMIIBIOTEPHOM Kiacce B
COOTBETCTBUH C 00BEMOM M3Yy4YaeMbIX AUCLUIUIMH, 00ECIIEYMBAET BBIXO B CeTh MIHTEpHET U TOCTyN K
CIIC Koncynawtant [Lmtoc u CIIC I'apanr.

MarepuaibHO-TEXHUYECKOE 00ECTICUCHHE TUCIUTUIMHBI JJI1 OOYYArOIINXCS ¢ OTPaHUYEHHBIMU
BO3MOXXHOCTSIMH 37I0POBbsI 1 MHBAJIMIOB BKIIIOUAET B ce0sl Clieqyrolee:

- yueOHbIE ayJAUTOPUU OCHAIEHBI CIEHUAIBHBIM 00OpPYJOBaHMEM U Y4€OHBIMH MECTAMHU C
TEXHUYECKUMHU CPEJICTBAMHU OOY4YeHHs ISl OOyYarolIMXCs C pa3IMYyHBIMM BHUJAMH OTpaHHUYCHUN
3/10pOBbS;

- yueOHas ayJIuTOpHs, B KOTOPOH OOYyYaroTCsl CTYJEHThI C HapyIIeHHEM cllyXa o0opy/oBaHa
KOMIIBIOTEPHON TEXHUKOM, ayJUOTEXHUKON (aKyCTUYECKUH YCWINTENb M KOJOHKH), BUIEOTEXHUKON
(MyIbTUMEIUNHBIA TPOEKTOP), MYJIbTUMEIUIHON cucTeMoil. I oOydeHus JUIl C HapyUICHUSMH
CllyXa HCHOJb3YIOTCS MYJbTUMEAUMHBIE CPEJICTBA U JIPYyIME€ TEXHUYECKHE CPEICTB Ul MpUeMa-
nepenaun yueOHoi nHdopmanuu B JOCTYMHBIX (opmax;

- s c1abOBHUIAIINX OO0yYarOMUXCs B JIEKIMOHHBIX M YYEOHBIX ayAMTOPHUSIX MPETyCMOTPEH
MIPOCMOTP yJIaJeHHBIX OOBEKTOB (HAMpHUMeEp, TEKCTa Ha JIOCKE WM cllaiiia Ha SKpaHe) MPU MOMOIIH
BUJICOYBEIMUUTEINIEN I yIaJIE€HHOTO IPOCMOTPA;

- JUIsi O0ydYaromMxcsi ¢ HapyIIEHUSIMU OIOPHO-ABUTaTENILHOTO ammapaTa B JIGKIIMOHHBIX U
y4eOHBIX ayJJUTOPHUSX MPETYCMOTPEHBI CIIEIIUAIbEHO 000PY/I0BaHbIE pabOUYNe MECTa;

- JUTsl KOHTAaKTHOM M CaMOCTOSITEIbHOU pabOThl UCMONB3YETCS MYJIbTUMEIUNHBIE KOMILJIEKCHI,
AJIEKTPOHHbIE YUYE€OHUKHM U ydeOHble MOCOOHuS, aJalTHPOBAHHBIE K OIPAaHUYEHUSM 370POBbS
oOyyJaronuxcs.

OOyuatonyecs ¢ OrpaHMYEHHBIMH BO3MO>KHOCTSIMH 370POBbsi U HMHBAJIU/bI, B OTJIINYUE OT
OCTaJIbHBIX, HMMEIOT CBOM crenupudeckue OcCOoOEHHOCTH BOCHPUATHUS, MEepepadOTKH MarepHana,
BBITIOJTHCHHSI TTPOMEKYTOUYHBIX M UTOTOBBIX (hOpM KOHTpOJIs 3HaHUH. OHU 00€CIeYeHBI EYaTHBIMU H
AIIEKTPOHHBIMU  00pa30BaTENbHBIMU pecypcamu  (IporpaMMbl, Y4YeOHUKH, Y4yeOHbIE MOCOOus,
MaTepHajbl Il CAMOCTOSITETIbHON paboThl U T. 1.) B OpMax, aJanTUPOBAHHBIX K OTPAaHUYEHUSIM HUX
3I0POBBS U BOCTIPUATHS HHPOPMAIIH:

Jlis i ¢ HapyIIeHUSIMU 3pEHUS:

- B [Ie4aTHOU (hopMe YBETMUECHHBIM IIPUPTOM,

- B (hopme 31eKTpOHHOTO TOKYMEHTA,

s un ¢ HapyLeHUsAMH CITyXa, ¢ HapyIIEHUMH OIOPHO-BUTaTEIBHOTO anmnapara:

- B meyatHoi ¢opme,

- B (hopme 31eKTPOHHOTO TOKYMEHTA.

By3 obecrieunBaer Kaxaoro odOydaromierocs pabOYrMM MECTOM B KOMITBIOTEPHOM Kiacce B
COOTBETCTBUH C 00bEMOM H3y4aeMbIX JUCHUIUIMH, 00eCreunBaeT BhIXO B ceTh MIHTepHeT.

[TomemeHuss I8 CaMOCTOSATENBHOW paboOThl  O0y4YalOMMXCS BKIIOYAIOT — CIEAYIOUIYIO
OCHAIIIEHHOCTb: CTOJIBI ayJUTOPHBIE, CTYJbs, JOCKU AyJUTOPHBIE, KOMIBIOTEPHI C MOIAKIIOUEHUEM K
JIOKAJIbHOM CeTH MHCTUTYyTa (BKJIIOYas IpaBoBblE CUCTEMbI) U IHTEpHET.

Jns u3yueHus: y4eOHOM NHUCUMIUIMHBI HCHONB3YIOTCS aBTOMAaTH3MpPOBaHHAs OWOIMOTeUHas
MH(POPMALIMOHHAS CHCTEMa M SJIEKTPOHHBIE OMOIMOTEYHBIE CHCTEMBI: « Y HUBEPCUTETCKAsE OMOIHOTEeKa
ONLINE», «3nekrtpoHHO-OMOMMoTeuHass cucreMa wm3gatenbctBa JIAHb»,  «DnekrponHo-
Ooubnmoreunas cucrema u3narenbeTBa «HOpaiTy, «InekrponHo-0nbOmMoTeyHas cucrema [IPRbooksy,
«Hayunas snextponnas 6ubmmorexka eLIBRARY» u ap.
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DoH/1 OLIEHOYHBIX CPEACTB MPOMEKYTOUHOM aTTeCTAlMI
no qucuuniaune b1.B./[B.14.02 «IIpaBoBasi unopmaTnka

[IpomexxyTounas arrecranust o aucuuiinae b1.B./1B.14.02 «IIpaBoBasi mHpopmaTuka»
MPOBOJUTCS B COOTBETCTBUHM C YUEOHBIM IUIAHOM JUIsl OYHOH (hopMBI OOyUeHus: ¢ I cemecmpe — 6
8ude 3ayema ¢ OYeHKOll.

Bonpocsl K 3a4eTy ¢ OLEHKOH 10 TUCHUIINHE
«IIpaBoBas uHpopmaTuka»

1. Bpizenuth 3agauum IpaBOBOIO  XapakTepa, IHocTaBieHHble B CTpaTeruu  pa3BUTHSA
uHpopMalnmoHHoro odmiectsa Poccum.

2. CdopmynupoBaTb OCHOBHBIE IPUHIIMIIBI OOECTIeueHUsI MHPOPMAILIMOHHON 0€3011aCHOCTH.

3. Uro Ttakoe mpaBoBas uHhopmaTuzanus?

4. OxapakTepHu3yiiTe OCHOBHbIE HAIIpaBJICHUs [IPaBOBOW MH(POpMaTU3aLUH.

5. KakoBa posib cOBpeMeHHbIX HH()OPMAIIMOHHBIX TEXHOJIOTUH B IPABOTBOPUYECKOU NIEATEIBHOCTH?
6. IlpuBenute mnpuMepbl WHPOPMALMOHHBIX CHUCTEM, HCIOIB3yEMbIX B MPaBOTBOPUYECKON
JESITEIIbHOCTH.

7. KakoBbl BO3MOXXHOCTH COBPEMEHHBIX HWH(MOPMALMOHHBIX CHUCTEM TIpU CUCTEMATHU3ALMH
3aKOHO/IaTeNbCcTBA?

8. IlpuBenure nmpuMepbl aBTOMATH3UPOBAHHBIX WH(POPMAIMOHHBIX CHCTEM, (DYHKIIMOHHPYIONINX B
OopraHax BHyTPEHHUX JeJl.

9. Oxapakrepusyiite ['ocymapcTBEeHHYI0 aBTOMAaTH3MPOBAaHHYIO cHUCTeMy «BwiOOpb», 1enu ee
CO3/IaHUA U CO3/1aBaeMbl€ C MIOMOIIBI0 Hee HH(POPMAIIHOHHBIE PECYPCHI.

10. OxapakTepu3yiiTe OCHOBHBIE HErOCYJapCTBEHHBbIE HH(POPMAIMOHHO-CIIPABOYHBIE CHUCTEMBI
«Koncynperant [Intocy, «Koaekey, «['apant», APM «tOpucty.

11. PackpoiiTe coaepkaHue NOHATUS «MH(pOpMalMoHHasi 0€3011acCHOCTb)»

12. Chopmynupyiite KHU3HEHHO BaKHbIE HHTEPECHl TUYHOCTH, OOIIIECTBA U TOCYAapCTBA B
MH(POPMALIMOHHOM cdepe.

13. KakoBbI OCHOBHBIE 3a71a4H B 001aCTH oOecrieueHus nHpopMannoHHo# 6e3omacHocTr?

14. Kak cooTHOCATCA MOHATHS «0€301MaCHOCTh MH(POPMALIMU» U «3alIUTa HHDOpMALIUN»?

15. Yto Takoe uHpopMaloHHOE opyxue?

16. Kakue cymecTByroT BUIbl HHPOPMALIMOHHOTO OPYXKHs?

17. Kak cornacHo 3akonHy «OO0 wuHpopmanuu, HHPOPMAIMOHHBIX TEXHOJOTHSIX M O 3alluTe
UH(POPMALIUNY OTIPE/IeTICHBl OCHOBHBIE 1€ 3aIUTHl HH(popMarmn?

18. B ueM 3akroyaeTcsi CHCTEMHBIN TOIX0/T K 3aIUTe HHPOPMAITHH?

19. B ueM oTimuMe 31EKTPOHHOIO JJOKYMEHTOO00POTa OT AIEKTPOHHOIO 0OMEHa JaHHBIMU?

20. PackpoiiTe coepkaHre MOHATHS «AJICKTPOHHBIA TOKYMEHTY.

21. B uem oTinume 3J€KTPOHHOTO TOKYMEHTa OT TPAIUIIMOHHOTO OYMa>KHOTO JJOKyMEHTa?

22. Yto Takoe 3JIeKTPOHHAs MOIUCH?

23. JlaiiTe ompeneneHus] yCUICHHOW KBaTH(DPUIMPOBAHHON SIIEKTPOHHON IOAMUCH M YCHUIICHHOU
HEKBaNU(UIIUPOBAHHON JEKTPOHHON MOIHUCH.

24. B yem 3akito4aeTcs TEXHUYECKOE 00ecrieueHNe 3JEeKTPOHHON rmoanucu?

25. Packpoiite cyTh npoliecca cepTu(UKaLNUN HIEKTPOHHON MOIHUCH.

26. Uto Takoe y0CTOBEPSIOMIUN IEHTP?

27. Kakue TpeGoBaHuUs MPEIBIBISIOTCS K YIOCTOBEPSIIOIINM LIEHTpam?

28. OxapakTepu3yiTe Ha3HAYEHHE U OCHOBHBIE BO3MOKHOCTH CIIPABOYHBIX MTPABOBBIX CUCTEM.

29. Tlpoananu3upyiite u Knaccuduiupyite Buabl morcka B CIIC.

30. Kak cormacao 3akony «O0 wuHpopManuu, WHPOPMAIMOHHBIX TEXHOJOTHUSX W O 3alIUTe
uHGOpMaIUN) ONpPEeIeIeHbl OCHOBHBIE II€JIN 3alIUThl HHPOpMAIUH?

31. B uem 3akirogaeTcst CHCTEMHBIN TTOJIXO/T K 3auTe HHHOpMAaIiu?

32. B yem oTiinuue 3J€KTPOHHOTO TOKYMEHTO000pOTa OT 3JIEKTPOHHOTO OOMEHa TaHHBIMU?

33. Packpoiite conepkaHne NOHATUS «3JIEKTPOHHBIN TOKyMEHT».

34. [lonstue 3amuThl HHGOPMALIMK U HHPOPMAIIMOHHOM 0€30IacHOCTH.
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35. OcHOBHBIE COCTaBISIONINE HHPOPMAIIMOHHOW 0€30TTaCHOCTH.

36. 3akoHOAATENBHBIN YPOBEHh HH(POPMAIIMOHHON O€30TTaCHOCTH.

37. KoMnprloTepHbI€ IPECTYIIICHUS.

38. [lonsTue ataku Ha HTHPOPMAITMOHHYIO CUCTEMY .

39. Knaccudukarus aTax.

40. Buapl MPOTUBHUKOB MJTH “HAPYIIUTENCH ’, MX KiIacCU(PHUKAIHS.

41. Kanans! yTe4kd HH()OPMAITHH.

42. [TonsTHE YyrpoO3HI.

43. VicTouyHUKH yTpo3 U UX KJIacCU(DUKAIIHSL.

44. Mopenb yrpos.

45. AHanu3 BO3MOXKHBIX CIIOCOOOB HapyIIEHUH WH(POPMAIIMOHHON CHCTEMBI.
46. [TonuTuka 6€30MACHOCTH U €€ peaau3arusl.

47. OCHOBHBIE TIOHATHS KPUITOTPA(HH.

48. JIBa OCHOBHBIX HAINpaBJICHUS B COBPEMEHHOI KpuUnrorpapuu.

49. Kiraccuueckne KpUIITOCUCTEMBI U UX Kiaccudukarys. [Ipumepsr.

50. Kpunroananu3 MHOToaa(haBUTHBIX CHCTEM.

51. Kpunrocuctema: “OnHOpa3oBblil OJOKHOT .

52. Cranmaptel mmdpoBaHus TaHHBIX.

53. Cucremsbl mmdpoBanus, He TpeOYIOIMIKE TIepeiayn KITFoya.

54. Kpunrorpadus ¢ OTKPBITHIM KIIOYOM.

55. DnexTpoHHas NOJNUCH U IPUHLIMIIBI €€ IPUMEHEHMUS.

56. PyxoBonsmue nokymeHTsl ['ocrexkomuccun Poccun.

57. Unctpykuust CTP-K. Pexomenaanuu no 3amuTe KOHQUACHIMATEHOW HHPOPMALIUH.
58. Pa3pemurenbHas cucreMa J0MmycKa.

59. Yrpo3s! nHPOpPMALIMOHHOM Oe30macHOCTH MpH padote ¢ HTepHeT.

60. ApxuTeKTypa THUIIOBOI CHCTEMBI 3aIlIUTHl OT HECAHKIIMOHUPOBAHHOTO JIOCTYTIA.

IIpakTHYecKue 3aJaHUsI K 3a4eTy

Tema 1. 3amura 0pUCHBIX TOKyMEHTOB.

PaccmaTtpuBaemble BOIPOCHI:

3ammra foKkymMeHToB Microsoft Word oT HeCaHKIIMOHMPOBAHHOTO JTOCTYTIA.

3amura 1oKkymMeHToB Microsoft Word oT HeCaHKIIMOHMPOBAHHOTO U3MEHEHMSL.

3ammra fokymeHToB Microsoft Excel oT HecaHKIIMOHUPOBAaHHOTO H3MEHEHHUSL.

3ammra 1oKkymMeHToB Microsoft Excel oT HecaHKIIMOHMPOBAHHOT'O JOCTYTIA.

3aaHus AJi CaMOCTOSITENILHOTO BBIITOJIHEHUS:

3ammra gokymenToB Word.

1. Cozpnaiite Ha qucke D: B manke Bamiel rpynnsl Danky 3amura opuca.

2. HaGepure B pepakrope Word npou3BOJIbHBIA TEKCT U COXpAaHHUTE €ro B mamke 3amura opuca
nox nmenem documentl.

3. BeiGepute meHto CepBHC — Y CTaHOBUTD 3aIIUTY.

4. 3anperuTte M00bIC N3MEHEHUS KPOME 3aIFCH UCIIPABJICHUH U 3a1aiiTe mapoib 12345,

5. IlonpoOyiiTe OTpeaKTUPOBATh CBOM TEKCT. Y JaJIUTe HEKOTOpbIE CJIOBAa MU JIONMUIINTE HOBBIE.
[TorrpoOyiite mnpuusATh Bce wucnpasieHus (Cepsuc — HWcmpaBnenuss — [IpuHATH/OTKIOHUTH
ucnpasienus). OOpaTuTe BHHMMaHHE, UYTO BCE M3MEHEHHs B JOKyMeHTe (UKCUPYIOTCS, HO
NPUHSATH/OTKIOHUTH UX HEBO3MOXKHO.

6. 3akpoiTe TOKYMEHT, COXPaHUB €rO.

7. OTKpoiiTe JOKyMEHT ¥ MONPOOYHTE MPUHATH UCTIPABIICHHSL.

8. CHumure 3amuTy AoKyMeHTa. Boeioepure meHio CepBuc — CHATB 3alUTy U BBEIUTE NapOJIb.

9. IMonpoOy¥iTe TPUHSITH BCE UCTIPaBICHUS. Y 0eIUTECh, YTO UCTIPABIICHUS IPUHSATHI.

10. 3aHOBO 3aIUTUTE JOKYMEHT, KPOME 3aIllMCU UCIPABICHUN U 3aKPOITE €ro, COXPaHUB.

11. HaGepute HOBBIH JOKYMEHT (OTIIMYHBIM OT NEPBOr0) M COXpAaHUTE €ro (IoJ HMEHEM
document?) B manke 3ammTa oduca.
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12. YcTaHoOBUTE 3alIMTy 3TOTO JIOKYMEHTa, BhIOpaB MeHIO CepBUC — YCTaHOBUTH 3alIUTy U
3anpeTuB J0ObIE 3BMEHEHHS KpOME BCTaBKH MpUMEYaHui. 3aaaite maponb 12345.

13. [lonmpoOyiiTe OTpeaaKTUPOBATh JOKYMEHT.

14. BcraBpTe 1Ba MpuMeuyaHus K 1r00bM ¢pparmenTam. Mento BeraBka — [Ipumeuanue.

15. IlonpoOyiiTe N3MEHNUTH OJIHO MPUMEYAHNE U YJAINUTh JPYTO€.

16. 3akpoiiTe TOKYMEHT, COXpaHUB €rO0.

17. Co3maiite Tpetuii mokymeHT B Word, coxpaHute ero B manke 3amurta oduca 1moj] UMEHEM
document3. YcraHoBHUTe Ha HETO 3alIUTY, 3alIPETUB JTIOObIE N3MEHEHUS, KPOME BBOJA TaHHBIX B MO
dbopwm. 3anaiite maponn 12345.

18. IlompoOyiiTe oTpenakTupoBaTh MOKYMEHT. [IpocMOTpuTE MyHKTHI MEHIO, YTOOBI BBISICHUTH
Baim Bo3MOXKHOCTH 1O peAAKTUPOBAHUIO JOKYMEHTA.

19. CHuMHTE 3aIIUTY C TOKYMEHTA.

20. Pa30eiiTe Bamn JOKyMEHT Ha JiBa paszena. (Y CTaHOBUTE Kypcop B MECTO pa3pbiBa U BHIOEPHTE
Mento BeraBka — Pa3psiB — HoBBI pasjien Ha TEKyIICH CTpaHHUIIE).

21. YcraHoBUTE 3alIUTY Ha JOKYMEHT, 3allpeTUB JIIOOble M3MEHEHMs, KpOME BBOJA JIaHHBIX B
nonist popm. Mcnonb3ysa kHomky Paszmenbl, ycTaHOBUTE 3alpeT TOJNBKO Ha BTOpo paszgen. Ilaponb
12345.

22. [TonpoOyiiTe OTpeTaKTUPOBATH MEPBBIA U BTOPOU pa3/ieibl JOKyMEHTA.

23. 3aKkpoiiTe TOKyMEHT, COXPaHUB €rO.

24. Co3maiiTe 4eTBEpTHIM JOKYMEHT B penakrope Word ¥ cOXpaHHWTE ero B Iake 3amura oduca
noj nMeHeM document4.

25. Beibepute mento CepBuc — [Tapamerpsl, 3atem Bkiaaky CoxpaHeHue.

(Ecmu Ber pabortaere B8 Word2t3 unu XP, To Hamo BeIOpaTh Biaaky besomacHocts. [TocMoTpuTe
BO3MOXXHOCTH 3TOH BKJIajgku. OOpaTtuTe BHUMaHue Ha (BIakok «YJalaTh TUYHbIE CBeAeHUs U3 (aiina
IIPU €0 COXPAHEHUNY).

26. 3amaiite maposib 7777 Ha OTKpBITHE (Daiia.

27. 3akpoite ailn, coxpaHHB ero, 3areM THonpoOyiite OTKpbITh. [lompoOyiiTe BBecTH
HENPaBWIBHBIN MapOoJib, a 3aT€M OTKPONTE TOKYMEHT C MPaBUIbHBIM MApOJIEM.

28. Cosznaiite maThlii TOKyMeHT B penakrope Word u coxpaHuTe ero B make 3ammuTa oduca 1o
umeHeMm documents.

29. Bribepure menio CepBuc — Ilapametpsl, 3atem Bkiaaky besomacHocts (Coxpanenue s
Word2000) u 3amaiite maposib paszperieHus 3amucu 9999.

30. 3akpoiiTe JOKYMEHT, COXpaHUB €ro U MOMpoOYyHTEe CHOBA OTKPBITh. BHIOEpUTE PEXXUM TOIBKO
yrenus. OTpenakTupyiTe JOKYMEHT U onpooyiiTe ero coxpanutb. Coxpanute kak documentS 1.

31. [HonpoOyiite OTKpHITH (paiin documentS 1.
32. 3akpoiite Bce (aiabl U MOKAKUTE PE3yJIBTAT MPEIOIaBaTEIIo.
3amuTa nokymeHToB Excel.
1. 3anyctute Excel u co3gaiiTe ciieayrontyro Tabauiry
5(0) Oxnan ITpemus Hroro

2. 3anoiHMUTE ee AJIs MPOU3BOJIBHBIX TPEX YENIOBEK, BBOS MPOU3BOJILHBIC UNCIIA U CYMMHPYS HX B
rpace HUtoro.

3. [Toctpoiite kpyroByro nuarpammy 1o ctoiodiy Mroro.

4. Coxpanurte aiin B nanke 3amura opuca 1o MMeHem probal.

5. Coxpanute 3TOT ke (aitn B manke 3amura oduca emie pa3 mo 1 iMeHeM proba?2.

6. 3akpoiite aiin proba2 u otkpoiite Qaiin probal.

7. Beioepute meHto CepBuc — 3amura — 3alUTATE JTUCT | 3adaiTe mapons 1111.

8. ITompoOyiite oTpenakTupoBath JucT. [lepeiinure Ha JInct2 u monpoOyiHTe BBECTH JIaHHBIC.

9. YcTaHoBHTE 3allIUTYy BTOPOTO JIMCTA C mapojeM 2222,

10. Caumure 3amury c Jlucral. Mcnons3yiite mento Cepsuc — 3amura — CHATB 3alUTY JIKCTA.

11. Ycranosure 3amuty Jlucral, oTMeTHB TOJIBKO (priaXkok 3amurTa JUcTa B OTHOIIEHUH O0BEKTOB
v 3a7aB napoab 1111.

12. TTonpoOyiiTe N3MEHUTH JaHHBIC B siueiikaX. [lonmpoOyiTe N3MEHHUTh TUarpamMmy.

50



13. 3akpoiite (aiin, coxpaHHB €ro.

14. Otkpoiite ¢aiin probal u monpoOyiiTe BHECTH U3MEHEHUS Ha TIEPBBIH JIUCT, 3aTEM Ha BTOPOM.

15. 3akpoiite ¢aiin probal u oTkpoiite aiin proba2.

16. Beioepure mMenro CepBuc — 3anmura — 3amMTHTh KHUTY. OCTaBbTE OTMEUEHHBIM TOJBKO
¢naxoxk CTpykTypy W 3amaiite maponb kniga (mpoBepbTe, uTOOBI ObLIa BKIIOYCHA AHTIIMKACKAS
packiaaka)..

17. TlonpoOyiiTe N3MEHUTH JaHHBIC HA TUCTE. Y OCIUTECh, YTO U3MEHEHU ST BOZMOYKHEI.

18. TlompoOyiiTe y1anuTh MepBbli JUCT (TIP. KHOTKA MBIIIN Ha SPJIBIKE JIUCTA BHU3Y CTPAHUIIBI).

19. 3akpoiite (aitn, coxpaHUB U3MEHEHHS, U 3aHOBO OTKpoOiiTe ero (proba2).

20. CaumuTe 3amuty ¢ KHUru. Mento CepBuc — 3amura — CHATH 3alIUTY KHUTH.

21. YcTaHOBUTE 3alIUTY KHUTH, OTMETHUB 00a (hl1akka ¥ YCTAaHOBUB Mapoib kniga?2.

22. ITonpoOyiiTe M3MEHUTH JIAHHBIC HA JIUCTE.

23. Beibepute MeHI0 OKHO — CKpBITh U BBEJUTE MAPOJIb.

24. 3akpoiite (aityr, CoOXxpaHUB U3MEHEHUS.

25. Otkpotite ¢aiin proba2. Yoeaurech, 4To0 OKHO HE OTOOpakaeTcsl U IaHHbIC HE BUTHBI.

26. Beioepute meHro OkHO — OTOOpa3uTh U BBEAUTE MAPOIIh.

27. CkpoiiTe OKHO U 3aKpoiiTe (aiisl, COXpaHUB N3MEHEHHUSI.

28. TlokaxkuTe pe3yibTarT MpernogaBaTelto.

29. CHEUMHTE 3aIIUTY CO BCEX BamuX (Hailyios.

Jlutepatypa:

www.microfoft.com

JIeKIIMOHHBII MaTepHall.

Tema 2. [locTpoeHue MoJIenu yrpos.

PaccmarpuBaeMbie BONIPOCHI:

Knaccudukanus atax.

Kananer yreukn nadopmamu.

[TonsiTHE YTpO3BI.

Hcrounuku yrpo3 u ux KiaccuuKarms.

[TocTpoenue Moaenu yrpos.

3amanust 111 CAaMOCTOSITEIIBHOTO BBITTOJTHEHUSI:

[Toctpoiite Moens yrpo3 JUisi HEKOTOPOW OpraHu3alliy, 3alOoJHUB MPUJIAraeMylo TaOJHIly Tak,
4TOOBI B sUCHKe cTosuta «1», ecnm yrposa, ykazaHHas B JIAHHOW CTPOKE MPUMEHHMA I OOBEKTa,

Ka3aHHOTO B JAHHOM CTOJIOIIE.

Mar
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IlyTn peanuzanun 6mo|Typ TENbH OXpaHH
yrpos pHI epH] M [orm| HEI o
Ki | a bIC oM
WH [TaH
armapal o- | s CHUTHaj
THI W3alnu

1805051

AHTpOHOFeHHbIe HCTOYHUKHU YIpo3

[THTepec y]IY TE€YKa 32 CYET areHTOB
(IPETHAMCPCHHBIC HeﬁCTBI/IﬂIBI/ByaJILHaﬂ u (HOTO pa3BeKa
[KPMMHUHAIBHBIX CTPYKTYD HIEJ]OKI/IpOBaHI/Ie nH(popManun
| [IPCCTYIHBIX IPYIIMPOBOK; N6 1ydukauus nHdOpMALUH
Y HUuTOXREeHNE MHOpMaIH
[ IpruMeHeHue 3aK1a10K
Pervcrpanys HaBOJOK

2 Y Teuka napopmarmu
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[ IpenHamepeHHbIE neﬁCTBHﬂleyaanaﬂ u (oto pazBeska

BCTIOMOTaTENLHOIO BiiokupoBanue HHGpOpMaLUK
[ICpCOHAJIA (Y60PLHHKH-M0m/I(1)I/IKaL{I/I;{ nHbOpMAIIIN
OXpaHa) Vumuroxenue naGopmarmn

HpI/IMeHeHI/IG 3aKJIaJOK

OmuoOku mosp3oBarennell  [brokupoBanue HHPOPMAITUH
3 Mommdurkarus nadhopmaru
Y HruTOXEeHHE HH(OPMAIIUT

OmmOku mporpaMMuCcTOB  [biokupoBaHwe HHPOPMAITHI
4 Mo mmdukarys nHpopmanum
Y HMuTOXKEeHNE MHpOpMaIIH

[TeXHOreHHble HCTOYHUKH yrpos

CGon B KaHAax epenady WbIOKHPOBaHIE HH(POPMALHH
5 [cpeacTBax cBS3W;

YHUuTOXKEHNE NHpOpMaLUH

Coon B cpeactBax|brokupoBanye HHPOPMAIUU

6
PJICKTPOIIMTAHHUA YaruTOXeHHe HH(bOopMaun

Bo3MoxHOCTE  aBapuii  BbiokupoBaHHe HHPOPMAITUH
MHOKCHEPHBIX

7 BOJIOCHAOXKCHMUS,
aHATM3aIAH ) "
EOMMyHHKauHOHHLIX CeTAX

YanuTOXeHHe HH(bOopMaUN

BHelHUe CTUXUHHBIE HCTOYHUKH

B03MO0XHOCTh yparaHon Y angaTOXEeHHE HHbOpMaHH
briokupoBanue HHpOpPMaALN

B03M0XKHOCTB aBapuHY HUYTOKEHUE HHPOPMALIUU
9 [onHM3IeKAIIIX
[POMBIIIIIIEHHBIX OOBEKTOB

briokupoBanne HHpOpPMAIUN

10 [Bo3aMoxkHOCTB MOXKapoB Y HUUTOXREHNE NHpOpMALIH

JIureparypa:

12. JlekimoHHBIN MaTepuall.

13.  OcHoBbI HH(OPMAIIMOHHOM 0€30MaCHOCTH XO3SHCTBEHHOW AEATEIBHOCTU: yueOHOe
nocobue / N.I1. Muxues; B® ®I'BOY BIIO «Poccwuiickas akajgemMusi HApOIHOTO
XO03siICTBa U rocy1apCTBEHHOM Cityk0b». — Bonrorpaa: M3a-so BO ®I'OY BIIO
PAHXwuI'C, 2013. - 144 c.

14.  IInmaronoB B. B. [IporpamMHuo-anmnapaTHbIe CpeICTBa 3aUTH HHQOpMaIK: y9eOHHUK. /
M.: Uzna. uentp "Akagemusa". 2014.

Tema 3. Kinaccuyeckue KpunTocucTeMbl.
Paccmampueaemvie sonpocul:

15. Kitaccuueckas kpunrorpadus.

16.  Kpunrocucrema Lle3aps.

17. Kpunrocucrema Buxenepa.

18.  Ilpakrtuueckas peanuzauusi cucteMsl Bukenepa.

19. [TonsTe MHOTOAI()aBUTHOW KPUITTOCUCTEMBI.

20.  Kpunroananu3 MHOTOan(aBUTHON KPUITOCHCTEMBI.
21. Kpunroananus cuctemsl Buxenepa.

22. Kpunroananus cuctembl «OIHOPa30BBINA OJIOKHOTY.

3aoanus 0 camocmoamenbHo20 bINOJIHEHUS.:
1. Otkpoiite daiin CRYPTO1.XLS u mocMoTpuTe Kak peann3oBaHa cucteMa Bukenepa.
2. Co3paiite B Excel cienyromntyro Tabmauiry

OTKpBITBIHA TEKCT

[Taposb
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Kox OykB Tekcra
Kop OykB maposst
Cymma k0/10B OYKB
CyMMma 1o MoayJto
Kpunrorekct

3. BBeauTe B EPBYIO CTPOKY MPOU3BOJIBHBINA TEKCT MO OJHOW OYKBE B KaXKIYIO STUCHKY.

4. Beaute BO BTOPYIO CTPOKY TaOJIMIBI NMPOU3BOJIBHBIA Mapoib MO OJHOW OyKBE B KaXAylO
aueiiky. Ecnu juinHa nmaposis MeHblIe JUIMHBI OTKPBITOTO TEKCTa, TO HAaYHWUTE HaOOp maposist Janblie,
MIOKA HE 3aKOHYUTCS] OTKPBITBIM TEKCT.

5. Ucnonw3ys ¢yskuuto KOACHMB, 3anonHuATE YETBEPTYIO M ISITYIO CTPOKH TaOIUIBI JUIS
OTpeIeNIEHUs KOJIOB KaXKA0H OyKBBbI OTKPBITOTO TEKCTA U MapoJIsl.

6. B nsATOM CTPOKE CIOXKUTE TPETHIO U YETBEPTYIO CTPOKHU.

7. Ecnu B mATON CTpOKE CyMMa IMPEBBIIIAET 255, TO B MIECTON CTPOKE HEOOXOAMMO OTHATH 255 OT
yucla B msaToi ctpoke. Mcnonsayiite pynkuuto ECJIN.

8. B cenpmoit cTpoke modyuyuTe OYKBBI 3alIM(DPPOBAHHOIO TEKCTa, HCMOJIB3YS (DYHKIHIO
CUMBOJL

9. CaMOCTOSTENbHO, HCHONB3Yysl OMNMCAHHbIE BbIIE (YHKIMH, pacmUdpyiTe MOTyYEHHBINH
KPHUNTOTEKCT. J[JIst 3TOTrO co3naiite HIbKe epBOM TaOIHIIBI BTOPYIO TaOIHILY.
10. Pacuudpyiite TeKCT:

KCArz sl YHKO6XDbr UbAbrprxYLUI A’

UCTIOJIB3Ys Hapoib «mudp». [Ipu Habope TekcTa MpomycTUuTe Npodessl Mexay OyKBaMH.
11. Pacimmdpyiite Tekcr:
EbIAxI[Co baoYOoag Hlx VYVbI3II®dDd HUlang On D262 PmMuak3
HE 3Has MapoJisi, HO 3Has, YTO B 3aIIM(PPOBAHHOM TEKCTE €CTh CIIOBO KUCTHHY.
Jlumepamypa:
4. JIeKuMOHHBIN MaTepHall.

5. OcHoBbI HHGOPMALIMOHHOMN 0€30M1aCHOCTH XO35IIICTBEHHOM AESITEIbHOCTU: yueOHOoe mocooue /
N.I1. Muxnes; BO ®I'bOY BIIO «Poccuiickas akagemMusi HApOJIHOTO X035MCTBA U FOCYJapCTBEHHOM
ciryx0b». — Bonrorpaa: M3a-so BO ®I'EOY BIIO PAHXuI'C, 2013. — 144 c.

6. IlnaTonos B. B. IIporpamMHo-anmnapaTHble CpeCcTBa 3alUThl HHQOpMAIMK: yueOHUK. / M.
W3n. nuentp "Axagemus'. 2014.

Tema 4. Kpunrorpagusi ¢ 0OTKPBITBIM KJIKY0M.
Paccmampueaemvie sonpocui:

8. Kpunrorpadust ¢ OTKpbITBIM KIIFOUOM.

9. I'enepanus kinroueBoii napsl B nporpamme PGP.

10.  Opranuzanus oOMeHa KIIF0UYaMH.

11.  Iudpoanue nanusix B PGP.

12. [ToHsATHE PEKTPOHHOM MTOATIMCH.

13.  3ammra JOKYMEHTOB 3JIEKTPOHHOM NMOANUCHIO B porpamme PGP.

14. udpoBanue u 371€KTPOHHAS MOANKCH JOKyMeHTOB B PGP.
3aoanus ons camocmosamenbHO20 6bINOIHEHUSA:
1. 3anyctute PGPtools (ITyck — [Iporpammer — PGP — PGPtools)
[losBuTCS Manens

25 PGPtools

Al

2. BeiOepuTe JeByI0 KHOIKY ¢ AByMs Kitoyamu. 3amycturcs moayib PGPkeys co cnmckom Becex
Kkiouel Ha Bamem kommbrorepe. B mone Description yka3zaHo, KaKoW 3TO KJIFOY: TOJBKO OTKPBITBIN
(public key) umu kimtouyeBast mapa, T.€. OTKPBITBIN U CEKPETHBIN Kitou B KoMIuiekTe (key pair).

0]
w o
3. Co3paiiTe HOBYIO KJIHOYEBYIO Iapy, HakaB HA KHOIIKY \2 Y BBITIOJIHUB BCE IIIard Mactepa
CO3JIaHUA KITFOUEN.
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4. Cozpnaiite Ha nucke D: manky ¢ Ha3BaHueM Baiueil rpynmnsl.

5. DKCNOPTUPYHTE CBOM OTKPBITHIM KJIIOU B ATY MANKy, Ha)kKaB Ha KHOMKY —— M yKa3aB MyTh J10
Bareii nanku. B kauectBe Ha3BaHuA (aiina ¢ kiroyoM ykaxkute Bamry damunuto.

6. Cxonupyiite Bamr daiin Ha cepsep (Server606) B manky PublicKey.

7. UmnopTupyiiTe M3 3TON MaNKH YbU-JIMOO JPyrue OTKPBIThIE KIFOYM. [ 3TOro Haxxmure Ha

'}

KHOIIKY = BbIOEpHTE MyTh U Ha3BaHUE (haiina.

8. 3akpoiite okHo PGPkeys.

9. 3anmyctute Word u HabepuTte mUCbMO KOMY-THO00, Yeil Kitou Bbl uMnoptupoBanu. CoxpaHure
9TOT TEKCT B BalllEH NaIKe.

10. 3ammdpyite 3TOT (aili OTKPBITBIM KIHOYOM O3TOTO IOJb30Bareis. [[ins 3Toro HaxmuTe
KHOIIKY Ha maHenu PGPtools, ykaxure myTe M Ha3BaHue Bamero ¢aiina, a 3atem KiIo4 B
nosiBuBIIeMcst okHe. CoxpanuTe 3amm@poBaHHbid (aiin B Bameil manke noj ¢amunueir Toro, KoMy
Bl nucanu.

11. Cxommmpyiite 3TOT (haiin Ha ceprep (Server600) B manky TextPGP.

12. Cxomnupyiite u3 3Toil nanku B Bamry nanky Ha aucke D: ¢aiin, agpecoBanHblit Bam.

N
L
13. Pacmmpyiite 3TOT Qaiin, HakaB KHOIKY B
3aTeM BeIOpaB Bair Ki1ro4 B CIHCKE KITFOYEH.

14. Co3znaiite eme oquH JOKyMeHT B pefaktope Word, coxpanus ero B Bameii nanke Ha aucke D:

8
E
15. loanuiuTe 3TOT (haitn Baulei MeKTPOHHON MOANUCHIO. /1Sl 3TOro HAXKMHUTE KHOMKY
Ha na”enu PGPtools, ykaxure myTh 1 Ha3BaHue Bamero Qaiina, a 3aTem Bam xiitou B mosiBUBLIEMCS
OKHE.
16. O6paTure BHUMaHue Ha (ailsl moanucy B Baiei namnke. OTKpoiTe ero JBOWHBIM MIETUYKOM.
17. OtkpoiiTe noanucanHelii Bamu Qaiin u u3mMmeHUTe €ro, COXpaHUB U3MEHEHUS Ha JHCKE.
18. OrtkpoiiTe Qaiin MoANUCH IBOMHBIM IIETYKOM eIlle pa3. YOeauTech, 4TO MOJAMUCH HE
JNEUCTBUTEIIHLHA.
19. Coznaiite HOBBIM JokymMeHT B Word. HabGepute HeOobIIOE NpeIiIoKEHNE U CKOITMPYHTE €ro B
oydep obmena.

WJIY JABAX/bI LIEJIKHYB 10 HEMY MBILIKOMW, a

20. IlenxHUTE MBIIIKON IO KHOTIKE E Ha MaHeNy 33/1a4 B IPAaBOM HIDKHEM YTIIy.

21. B nosiBuBiemcs mento BeiOepute Encrypt Clipboard n ykaxkure Bam kirou.

22. Ha uymcrom Mmecre Bammero mokymeHTa BCTaBbTe TeKcT U3 Oydepa obmena (IIpaBka —
BcraButs). [TosBumncs 3ammdpoBaHHBINA TEKCT.

23. Cxomupyiite ero B Oydep oOMeHa U 10 aHaJIOTuu ¢ IU(poBaHueM pacmmdpyiTe ero, BRIOpaB
nyHKT Decrypt& Verify Clipboard.

24. BeraBbTe pacmgpoBaHHbIN TeKCT U3 Oydepa oOMeHa.

Jlumepamypa:
6. JlexunoHHBIN MaTepua.

7. OcHoBBI HH(DOPMAITMOHHON 0€30MMaCHOCTH XO3IMCTBEHHOW ACATEIPHOCTU: yueOHOE TTocodue /
N.II. MuxneB; B® OI'BOY BIIO «Poccuiickas akageMuss HapOJHOTO XO3SMCTBAa U
rocyaapcTBeHHOU cityk0bl». — Bonrorpaa: Usn-so BO ®I'BOY BIIO PAHXul'C, 2013. —
144 c.

8. IlnatonoB B. B. IIporpammHo-anmnapaTHble cpeicTBa 3aluThl HHGOpManuu: yueOHuK. / M.:
W3a. uentp "Axagemus". 2014.

9. Bgenenwue B kpunrtorpaduto/ [lox obm. pen. B.B. Amenko. — M.: MITHMO “YePo”, 2013.

10. http://pgp2all.org.ru

Tema 5. 3ammra 0a3 nanabix Microsoft Access.
Paccmampuseaemvie gonpocuwl:
6. [Toctpoenue 6a3bl nanHBIX B Microsoft Access.
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3amuTa 6a3bl JAHHBIX OT OTKPBITHSL.
[Tonb30BaTeny v rpynIbL.
[TaposibHas 3amura.
0. Pasrpanunuenue npas gocTyma.
3adanus 0ns camocmoamenbHo2o 8bINOIHEHU.!

1. Co3nmaiite Ha mucke D: B mamke Bariei rpymmbl 6a3y maHHbIX Cekper

2. Co3paiite TaOIMIly B PeKUME KOHCTPYKTOpa (IOJIe MOMEUEHHOE * SBIISETCS KIIOYCBBIM) U
COXpaHHTE €€ M0 UMEHEM AHKETa.

=0 %0 =

Hmsa mous THun JaHHBIX
g Kox Cuerunk

dUO TexcToBBIN

Anpec TexcToBBIN

Tenedon TekcToBbIN

3. Beeaure B Ta0NIUIy TPH 3aIHCH.

4. YCTaHOBHTE MApOJIBHYIO 3aUTY Ha ATy 0a3y maHHBIX (mapois 1234)

5. Cozpnaiite Ha aucke D: B manke Baiei rpynmnsl 0a3y gaHHbIX Jloctym.

6. Co3maiite 1151 3TOM 0a3bl JaHHBIX TPYMIBI Mojab3oBatenei Student u Others

7. Coznaiite B rpymme Student monb3oBaTens o cBoer pamunueit u monp3oBarens Studentl.

8. B rpymme Others co3naiite nmonp3oBarens Friends u mons3oBarens Guest.

9. YcranoBure naposib aqMuHECTpaTOpy (admin) 6a3bl naHHBIX (00s3aTebLHO 7777).

10. YcraHoBuTe mapoyiu sl CO3JaHHBIX BaMHU IOJIb30BaTesei (Mapojy COBMAJAIOT ¢ MMEHEM
MOJIH30BATES ).

11. YcranoBure mpaBa JqocTyna K 0a3ze AaHHBIX A Tpymmbl Student Ha Bce AEWCTBUSA, KpoMe
aIMUHUCTPUPOBAHMUSI.

12. YcranoBuTe mpaBa A0CTyMa K 6a3e maHHbIX i rpymnmbl Others TOIbKO YTeHUE U J00aBICHHE
JTAHHBIX.

13. Ycranosure uis rpynmnsl Users npaBa TOJIbKO HAa YTEHHE JaHHBIX U MaKeTa.

14. Ilokaxxure pe3yabTar MpenogaBaTelto.

15. CHuMHTE TIApOJIb AIMUHUCTPATOPA

Jlumepamypa:
3. JlexkuuoHHBIN MaTepual.
4. www.microsoft.com

Tema 6. HpaRaneckoe NMPUMEHEHHUE MEKCETEBLIX JKPAaHOB.
PGCCMClmpMSLZeMble 6onpocol.

4, [ToHsiTHE ME)KCETEBOTO IKpaHa.
5. [Tpuntumner padoTsl ¢ mporpammoit Firewall Outpost.
6. Hactpoiika nporpaMMHBIX MOJTyJIEH.

3aoanus ona camocmoamenbHo20 8bINOAHEHUSA.:

Outpost Firewall

1. 3arpy3ure nporpammy Outpost Firewall.

2. Beibepute nyHkt Cemesas akmugnocms. OKHO CIIpaBa COIEPKUT MHPOPMAIHIO O TEKYIIMX
COCIIMHEHUSX TPWIOKEHUH C ceTbio. [lompoOyiiTe monyunth WHGOpPMAIHMIO TO KAaKOMY-HUOYIb
MYHKTY.

3. Bwibepure nyHKT Omkpwimvle nopmei. OKHO COJEPKUT HHDOPMAIMIO O TOM, KaKUMHU
MpoIecCaMH Ha KOMITBIOTEPE OTKPBITHI OMPEIEICHHBIE TOPTHI.

4. TlpocMoTpuTe NYHKTHl Paspeuwiennvle W 3abrokupoeanHvle, KOTOPbIE COIEpKAT OOIIYIO
CTaTHCTUKY IO COETUHEHUSIM.

5. Beibepute mynkr DNS. KammpoBanue 3anmpocoB (T.e. coXxpaHeHHE OTBETOB B 0a3e Outpost) K
DNS no3BosieT COKpaTUTh BpeMsl OTKPBITHUS CTPAHUII, KOTOPbIE OBLIM MOCEIICHBI paHee 3a CYET TOTO,
YTO KOMIIBIOTEPY HE HYXKHO OYJET mepe]l OTKpeITHeM oOpamathest K DNS cepBepy Ui onpenencHus
IP anpeca oTKpbIBaeMOil CTpaHHIIbI.

6. [Ipocmotpute Kypnai.
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7. lllenxkHuTe MpaBoii KHONKOM MBIIIM IO Ha3BaHMIO Moaysss DNS B jeBoM OKHE ImporpaMmsl U
BeIOCpHTE [lapamempul.

8. Orpanmnubte k311 DNS na 50 3anuceit u yctaHoBuTe cpok xpaHeHus 10 gHen.

9. Beibepure nyHKT /Jlemexmop amax, KOTOPBIA XpaHUT OOLIyI0 HMH(MOPMAIMIO O 3alUTe
KOMIIBIOTEPA OT aTaK, CKAHUPOBAHMS U JPYTUX TUIIOB 3alIPEIIEHHBIX COCTUHEHU.

10. ITpocmoTtpute xypHai. LllenkHuTe npaBoif KHOMKOW MBI [0 Ha3BaHUIO MOIYJs [emexmop
amax B JIEBOM OKHE IPOrpaMMbl U BbIOepuTe [lapamempsi. B 0OkHEe HaCTpOEK MPHU MOMOIIN MOJI3yHKA
MOYKHO BBIOpATh OJIMH U3 TPEX YPOBHEN TPEBOTH:

Maxcumanvroiti — daipBoi1 OyAeT NpeaynpekaaTh O MOMBITKE MOAKIIOYEHUS J1ake Ha OJUH
HOPT.

Obbiunvil — TmpeaynpexiaeHue OyAeT BBIJAHO TOJIBKO TMPH CKAaHUPOBAHHHM C OJIHOTO ajpeca
HECKOJIbKUX MOPTOB WJIM OIPEEICHHBIX IOPTOB, KOTOPBIE MPEACTABISAIOT ONpPEAETICHHbIH HHTEpEC.

Bespaznuuneiii —aiipBosut OyneT CUrHaTU3UpPOBATh JIMIIb O PeabHON aTake Ha KOMITBIOTED, a HE
O IOMBITKE UCHIOJIHUTH TAKYIO aTaKy WJIN MPOCKAHUPOBATH MOPTHI.

11. Haxxmure xkHOTIKY Boiopame ¢punvmp. IIpocMoTpHTe €€ BOZMOKHOCTH.

12. BeiGepute nyHKT MnmepakmusHule s1emenmuyl. 31€Cbh MOKHO 3a0JJOKMPOBATh BCILIBIBAIOIINE
OKHA, IIepeX0bl 110 PEKIaMHBIM caiitaMm B MIHTEpHET.

13. IlpocMoTpuTe mapameTpbl HACTPOWKHM 7Sl JAHHOTO IMyHKTa (IpaBas KHomnka Meln). Ha tpex
BKJIAJIKaX pa3MEILIEHbl HACTPOMKH OJOKHMPOBKHM BCEX 3JIEMEHTOB, KOTOPHIE MOTYT HaxXOJIUThCS Ha
MOCEIIaeMbIX BEO—CTpaHUIAX WJIM B HOYTE. DBOJBIIMHCTBO HACTPOEK HMEIT TPU HACTPOUKH:
Paspeweno, 3anpoc n 3anpeweno. Tlpu HACTpoOiiKe HYKHO yYHUTBHIBATh TOT (DaKT, YTO HA MHOTHX
CTpaHMIIAX CKPUIITHI WM (IJI3II MOTYT MCHOJIB30BATHCA Ul CO3JAAHUS MEHIO U €CIIM UX IMOJIHOCTBIO
OTKJIIOYNTh, TO HaBHramus IO caility Oyaer HeBo3Mo)kHa. IloaTomy, oNTHMaIbHBIM CTaHET
WCIIOJIb30BaHUE HacTpoiku 3anpoc. JIns ocoboii HACTPONMKM HEKOTOPHIX CaWTOB B MOIYJE
«HMumepaxkmusnvle s1emeHmul» CIYXUT BKIaaka «HMckmouenua». C ee MOMOUIBIO MOXHO
chopMHpOBaTh CIHUCOK CAaWTOB M HACTPOUTH JJISI KAXKAOIO M3 HUX OJOKMPOBKY OIpEesICHHBIX
AIIEMEHTOB. DTOT CITUCOK MMEET OoJiee BHICOKUN MPHOPUTET, YeM OOIINE HACTPOUKU OJIOKUPOBKU IS
BCEX CalTOB.

14. TIpocMoTpUTEe BKJIAJKH MapaMETPOB, 3alIPETUTE BCIUIBIBAIOLINE OKHA U HACTPOWTE OCTalbHOE
110 CBOEMY YCMOTPEHHUIO.

15. Beibepure nyHKT Pexnama. Outpost yMeeT OTCeKaTh peKiiaMy 10 pasMepy U 10 COJAEPKUMOMY
CCBUIKH, YTO SKOHOMUT Tpa(hUK U YBEITHMUUBAECT CKOPOCTh 3arpy3KH CTPAHHULL.

16. Be13oBuTe mapaMeTpbl U JAaHHOTO MyHKTa (IpaBas KHOMKA MBIIMHN). YCTaHOBUTE (DIaskok
Ilokazame xopsuny Ons pexnamvi. Ecim B CTaHJApTHOM CHHMCKE OTCYTCTBYET ONHUCaHHME IS
onpezeNeHHOro OaHHepa, M OH 3arpyXaercs IpH IOCELIEHUH CTPaHMIbI, TO, OTKPHIB KOpP3HHY,
JIOCTAaTOYHO MBIIIBIO MEpeTaliuTh B Hee OaHHep, W OH OoJbllle HMKOIZA He OyAeT 3arpyarbcs.
Bxianka O6wue no3BosiseT BEIOpATh TO, YeM OYyT 3aMEHSIThCSI BBIPE3aHHBIE CO CTPAHULL pEKIIaMHbIE
OaHHephl. 371eCh K€ MOXKHO CO37aTh CHHCOK CaiiTOB, ¢ KOTOpbIX HE OyneT BbIpe3aTbes rpaduka H
pexsama.

17. IIpocMoTpuTE BCE BKIIAAKH [TaPaMETPOB.

18. Beibepute nyHKT Codeporcumoe. B HaCTporKax 3TOTO MOJIYJSl MOXHO 33JaTh CIIUCOK CIIOB,
KOTOpbIE MOTYT BCTpEYaTbCs Ha CTPAHUIE WIM B agpece CTPAHUIBI U KOTOpble OYIyT CIyKUTb
Outpost—y CUTHAJIOM TOTO0, YTO CTPAHUILY OTOOpaKaTh 3arpereHo.

19. I[IpocMoOTpUTE BO3MOKHOCTH JAHHOTO MYHKTA.

20. Beibepute nmyHKT Quabmpayusi noumosvlx 1oxcenuil. B HacTpoiikax 3TOro MOAYJsl MOXHO
3a7laTh CIUCOK TUIOB (haiilloB, KOTOpBIE IMOJUIEkKAT NMEPEHMEHOBAHUIO, a TaK K€ BKJIIOUUTh BBIBOJ
MH(POPMALMOHHOTO COOOIIEHUS O TMoiyuyeHnH (painoB ompeneneHHoro tuma. MDaily, THII KOTOPOTO
yKa3zaH B HAcTpOMKax 3TOT0 MOIYJs, NMPH IOJYYEHHH €ro MOYTOBBIM KJIMEHTOM, MOJIYYHT BTOpPOE
pacmmpenue «.safe». ITo MO3BOJIUT M30€KaTh aBTOMATHUECKOTO BBITIOJHEHUS MOYTOBBIM KIMEHTOM
KO/1a, YTO MOJKET SABJIATHCS MPUUMHOMN 3apakeHUsI KOMITBIOTEPA BUPYCAMHU.

21. IlpocmoTpuTe MapamMeTpsl JAHHOTO ITyHKTa ¥ €r0 BO3MOXKHOCTH.

22. Jloctyn K OOImIMM HacTpoHKaM MpOrpaMMbl MOKHO HOJIYYHMTh HPU HMOMOIIM IyHKTa MEHIO
Ilapamempui — Obwue N3 TIIABHOTO MEHIO IPOTPAMMBbI WJIM HaXXaTHEM COOTBETCTBYIOIIEH KHOIKH Ha
naHesu. BbI3oBUTE OKHO HACTPOMKH MapaMeTpoB M IPOCMOTpPUTE BKIAAKy Obwue.
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23. Bxnanka «/lpunosxcenus» TO3BOJSET YNPaBIATh IpaBWIaMU TOBeJAeHUsS (ailipBosia Ipu
MOTBITKE JOCTYNa B CETh OMNpeAeNieHHBbIX NpuioxkeHHil. Ha »Tol BKiIagke NEpeyrclieHbl Bce
MIPWIOKEHUS, KOTOpPhIe OOHapykeHbl Ha KommbioTepe Outpost—om mpu ycraHoBke. Cpa3y mocie
WHCTAJUTSIIINY 3TU MPUIIOKEHUST HAXOAATCs B rpyIie «/lonvzosamenvckuil ypogenvy. g HUX CO3aHO
OJTHO WJIM HECKOJBKO TPaBHJI, YKa3bIBAIOMIUX, KAKMM 00pa3oM IMPHIOXKEHHE MOXXET OOMEHHBATHCS
JaHHBIMU C ceThl0. [IpaBUIO MOXHO MPOCMOTPETh WM MU3MEHHUTH MPU MOMOIIM JIBOMHOTO KJIMKA T10
UMEHH €T0 HCIIOJIHIEMOTO (aiina.

24. IlpocMmoTpuTe MpaBUiIa i HEKOTOPBIX MPUITOKEHHIH.

25. llpunoxxeHus U3 Tpynnsl 3anpeujernvie npulodicenuss HIKOTJa He MOoJydyaT JOCTyINa B CETb,
BCA HMX CeTeBas aKTUBHOCTb OyJeT mpeceueHa (aiipBoisioM. HeKOTOphIM MPHIOKEHUSIM MOKHO
MIOJIHOCTBIO OTKPBITH JIOCTYIl B CETh, MEPEMECTHB MX B rpynny «/losepennvie npunodxcenus». Vx
JOCTYI B CETh HE OTPaHMYMBAETCS HUYEM, HUKAKUMH MpaBuiamu. [lepemernienue mpuiokeHUN U3
TpyNI B TPYyNIy, paBHO KaK M U3MEHEHUE MPABWII, CO3/IaHHBIX I MPUIIOKEHHUM, BBHIMOIHSACTCS MPHU
MOMOIIN KHONKU M3menums. [lpu momomu KHOMKH /{oO6asums MOXHO BHECTH B CIIMCOK HOBOE
IIPUJIOKEHUE U 3aTEM CO3/aTh JUUIsl HETO MPaBUIIO OOIIEHHUS C CEThIO.

26. [lepemectute npunoxenue Excel B rpynny 3anpewennvie npunosicerusi.

27. IIpocMOTpHUTE OCTaBIIMECS BKJIAJKA HACTPOEK IPOrPaMMBI.

28. [TonpoOyiiTe uepe3 ceTeBoe OKPYKEHHUE BHINTH HAa KOMITBIOTEDP coce/ia.

29. IIpoBepwTe peakuuio (aiipBoia Ha MOMBITKY cocea 00pPaTUTHCS K BallleMy KOMITBIOTEDY.

30. [lepeiiauTe B HACTPOHKH OOIIHMX MapaMETPOB MPOTPAMMBI.

31. Beibepure Brmanky Cucmemmuvie. YOepure ¢uaxxok NetBIOS. Temeps Bamr KOMIBIOTED
HEJIOCTYIICH IO CETH.

32. loxxaurech, KOTIa Balll COCEJT BRIMIOIHUT MPEABIIYIINEe 3aJaHue U TIONPOOYHTE uepe3 CETEBOE
OKpYKEHHE 0OPATUTHCS K €T0 KOMITBIOTEPY.

33. Bxurounte duaxok NetBIOS Ha cBoeM kommbIOTEpE.

34. BI30BHUTE KypHAaJI, HA)KaB COOTBETCTBYIOIIYIO KHOIIKY Ha MMaHEIN HHCTPYMEHTOB.

35. [IpocMoTpuTe XypHAa.

Jlumepamypa:

5.  JlekuuoHHBINA MaTepua.

6. JloxymeHnranus mo padote ¢ nmporpammoit Firewall Outpost.

7.  OcHoBBI HMH(DOPMANMOHHOW OE30MAaCHOCTH XO3SIMICTBEHHON JCSITENBHOCTU: Y4eOHOE
nocobue / N.II. Muxues; BO ®I'BOY BIIO «Poccuiickas akajgeMus HapOJHOTO XO3SHCTBA M
rocyaapcTBeHHOMU cityk0b». — Bonrorpaa: Usa-so BO ®I'EOY BIIO PAHXuI'C, 2013. — 144 c.

8. IInaronos B. B. IIporpammHo-anmnapatHble cpeAcTBa 3alIUThl MHPOpMAIMK: YIeOHUK. /
M.: U3n. uentp "Axagemus". 2014.

Tema 7. 3ammurTa unopmanuu B UntepHer.
Paccmampueaemvie sonpocoi:

4. [TpuHUIMIIBI paOOTHI MEKCETEBBIX 3KPaHOB IpU padoTe ¢ HTEepHeT.
5. Hactpolika nporpaMMHbIX MoAyJiel nipu padote ¢ HTepHeT.
6. brnokupoBaHue HEHYHOTO TpapuKa U peKJIaMbl.

3adanus 01 camocmoamenbHo2o 8bINOIHEHU.!

1. 3arpy3ure nporpammy Outpost Firewall.

2. Otkpoiite B Internet Explorer crpanniyy www.yandex.ru

3. BeiGepure mnyHkr Cemesas axmugenocms. llpocMoTputre UHGOPMAIMIO O TEKYIIUX
COCTMHEHUSIX C CEThIO.

4. Bribepure nyHKT Omxpuimosie nopmei. [lonyunre nHboOpMaIuio o TOM, KaKUMHU MTpoLieccaMu Ha
KOMIIBIOTEPE OTKPBITHI OTIPE/ICIICHHBIC TOPTHI.

5. Ilpocmotpute nyHKTBl Paszpewennvie u 3abnrokuposanHvle, KOTOPBIE COJEPKAT OOIIYIO
CTaTHCTUKY TIO COCTUHEHUSIM.

6. Beibepute mynkr DNS u B mapamerpax orpanuubte Kom DNS Ha 50 3amuceid u ycTaHOBUTE
cpok xpanenus 10 nHew.

7. Beibepute nyHKT /Jemexmop amak W B IapaMeTpax 3afaiire Obviunblil ypOBEHb TPEBOTH.
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8. Boibepute myHKT Mumepakmugnvle 21emenmsl. IIpocMOTpuTe mapaMeTpbl HAaCTPOMKH st
JaHHOTO MyHKTa. Ha Tpex BKJIagkax pa3MelleHbl HACTPOHKU OJIOKUPOBKH BCEX 3JIEMEHTOB, KOTOpHIE
MOTYT HaXOJUThCS Ha MOCEIIaeMbIX BeO—CcTpaHMLax Ui B noure. HacTpoliTe mapameTpsl 1o cBoemMy
YCMOTPEHHIO (PEKOMEH]TyeTCs Yallle UCIOIb30BaTh HACTPOUNKY 3anpoc).

9. OTtkpoiite B Internet Explorer ctpanuiyy www.mail.ru, mepedguTe mo KakoW-HUOYAb CCBLIKE
HOBOCTEH.

10. TIpocmotpute B Outpost Firewall craTUCTHKYy TO COSIMHEHHUSM, a TaKXKe CTATHCTHKY
JETeKTOopa aTak.

11. Beibepute nmyHKT Pexiama. BeI30BUTE mMapaMeTphl AJs JaHHOTO MYHKTA. Y CTAaHOBUTE (hIIaXKOK
Ilokazams Kop3uHy 0/ peKiambl.

12. OtkpoiiTe CTapTOBYIO CTpPaHMIy WWW.Mmail.ru ¥ MBIIIBIO TMepetamuTts B Kop3uny 07
peKiamyl peKiiaMHble OaHHEPbI C TOW CTPAHUIIBL.

13. 3akpoiiTe cTpaHHWIly U MOMPOOYHTE 3aHOBO €€ OTKPHITh. [IpoBepbTe, YTO TPOUCXOIHUT C
pEeKIaMHBIMU OaHHEpaMH.

14. IlpocmoTpuTe BCe OCTABIIMECS BKIIAIKU TapaMeTPOB.

15. Beibepute nyHkT Coodeporcumoe. B HacTpoiikax 3TOro MOAYJS MOXKHO 33JaTh CIUCOK CJIOB,
KOTOpBbIE MOTYT BCTpEYaThCsl HAa CTpPaHMIIE WM B aJpEce CTPaHUIbl U KOTOpbIe OYyIyT CIyKUTh
Outpost—y CUTHAJIOM TOT0, YTO CTPAHUILy OTOOPa)KaTh 3aIlPeIIeHO.

16. Hacrpoiite mporpamMmmy Tak, yToObl Outpost OJIOKHpPOBaNl BCE CTPAHUIIBI, B aJpece KOTOPBIX
npucyTcTBYeT cioBo chat. [lonpoOyiiTe OTKpBITH cTpaHuIly www.chat.ru.

17. Beibepute nyHkt Quivmpayus noumosgvlx 610xcenuill. B HacTpoikax 3TOro MOAYJSE MOXHO
3aaTh CHHCOK THUIOB (DaiiyioB, KOTOpbIE MOJUIekKAT MEPEMMEHOBAHHIO, a TaK K€ BKJIIOYUTH BBIBOJ
MH(POPMALMOHHOTO COOOIIEHHS O MOJTyuYeHHH (HaiIIOB ONPEIeICHHOTO THIIA.

18. 3amaiite BBIBOA WH(MDOPMAITMOHHOTO COOOIIEHHUsS NJis BCeX (haljioB C pacCHIUpEHHEM .ZIp U
nepeuMeHoBaHue (HaIIOB ¢ pacIIMpPEHUEM .eXe.

19. TlokaxkuTe pe3ynbTar MpernoaaBaTesio.

20. OT™MeHuTe Bce CBOM HACTPOUKH U 3aKPOMTE BCE OTKPBITHIE MPUIIOKEHUS.

Jlumepamypa:
4. JleknmoHHbBINA MaTepuall.

5. OcHoBbl MH(OPMAITMOHHONH 0€30MaCHOCTH XO3SHCTBEHHOW AEATeNbHOCTU: y4yeOHOe
noco6ue / N.I1. Muxues; BO ®I'bOY BIIO «Poccuiickas akaneMuss HApOJIHOTO X03siicTBa
U TOCYJIapCTBEHHOM ciyk0b1». — Bonrorpan: U3n-so BO ®I'bOY BIIO PAHXul'C, 2013. -
144 c.

6. Ilnmaronos B. B. IIporpaMmHo-anmnapatHble CpeCTBA 3aLIUThl UHYOPMALMU: YUEOHUK.
/ M.: M3a. nuentp "Axagemus". 2014.

Tema 8. Tunosas crpykrypa 3amurtsl or HCJ/I. Ynpasiienune gocrynom.

Paccmampuesaemvie sonpocoi:
Tunosas cTpykrypa 3amuTsl nHbopManuu ot HC/I.
[Toxcucrema yrnpaBieHUs JOCTYIIOM.
[Toctpoenne maTpuibl 10CTYyIIA.
JlokyMeHnTanus otaena odecnedeHrs nHHOPMaIlMOHHON O€30MaCHOCTH.
3aoanus ons camocmosamenbHo20 6bINOAHEHUS.:

%o N oL

1. PaccmoTpuTe TUIIOBYIO CTPYKTYPY 3amuThl nHGopManuu ot HC/I.
2. Ilpomymaiite ctpykrypy 3amuthl wuHpopmamuu ot HCJ s npousBosibHOM
(BBIMBIIIIJIEHHON ) OpraHu3alyu.
3. PaccmoTpuTe noacucTEMyY yIpaBlI€HUs JOCTYIIOM JJIsl 3TOM OpraHU3aluu.
4. CocraBbTe NiepeyeHb 3allUuIaeMblX HHPOPMALIMOHHBIX PECYPCOB OPraHU3ALIHH.
5. IlocTpoiiTe MaTpuLly 1OCTyIA Ui JAHHOW OpPraHU3aL|u.
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6. CocraBpTe NOKYMEHT, ONpEIEIIONIUI MpaBuia JOCTyNa IOJb30BaTeIed K pecypcaMm Ipu
MOMOIIY JINYHBIX UIEHTU(PUKATOPOB U MapoJieil, MpaBUiIa COCTABICHUS, CMEHbI U XpAHEHUs apoJIei.
7. CoxpaHuTe BCE JOKYMEHTbI B CBOEH JIMYHOM IaIke (M Ha CBOEH JIUCKETE).

Jlumepamypa:
3. JleknmoHHBINA MaTepHall.
4. OcHOBBl WH(POPMAITMOHHON O€30MAaCHOCTH XO3SUCTBEHHOW JEATCIBHOCTH: Yy4ueOHOE
nocobue / N.I1. Muxues; BO® ®I'BOY BIIO «Poccuiickas akageMuss HapOIHOTO XO3SMCTBa
Y TOCYJJapCTBEHHOM cityk0bl». — Bonrorpan: U3n-so BO ®I'bOY BIIO PAHXul'C, 2013. -
144 c.

CamocrosTebHas paﬁoTa MO0 U3YyYCHHUI0 TEM JUCHUILIMHBI

3agaHus A1 CaMOCTOSITEIbHON paboThl BKIIOYAIOT B c€0sl KOMIUIEKC aHAJUTUYECKUX 3a/aHuil 1
AJIEKTPOHHBIX TECTOB BBINOJHEHHE, KOTOPBIX, IPEAINOJIaraeT TIIATEJIbHOE HW3yYE€HHE HAay4yHOU u
y4eOHOIl JnuTepaTypbl, NEPUOANYECKMX H3AAHUH, a TaKXkKe 3aKOHOJATEIbHBIX M HOPMATHUBHBIX
JOKYMEHTOB TIpe/ylaraéMbix B 1.9 «YueOHO-MeToquuecKkoe W HWH(POPMALMOHHOE o0ecreyeHne
JUCLUIUIMHBDY. 3aJaHusl MPEJOCTaBIIAIOTCS Ha MPOBEPKY B AJIEKTPOHHOM BHUAE WIM HAa OyMaKHOM
HOCUTEIIE.

3aganus 118 cCaMOCTOSITeIbHOI padoThI:

Tema 1. 3amura 0pUCHBIX TOKYMEHTOB.

PaccmaTtpuBaembie BOTIPOCHI:

3ammra foKkymMeHToB Microsoft Word oT HeCaHKIITHOHMPOBAHHOTO JTOCTYTIA.

3amuTa n1oKymMeHToB Microsoft Word oT HeCaHKIITHOHUPOBAHHOTO N3MEHEHHUSI.

3ammra fokymeHToB Microsoft Excel oT HecCaHKIIMOHUPOBAaHHOTO M3MEHEHHUS.

3amuTa 1oKkymMeHToB Microsoft Excel oT HeCaHKIIMOHUPOBAHHOTO AOCTYTIA.

3aiaHus AJ CaMOCTOSITEILHOTO BBIITOJIHEHUS:

3amuTa nokymeHToB Word.

1. Co3pmaiite Ha aucke D: B mamke Balieil rpynisl manky 3amura opuca.

2. Habepute B penakrope Word mpou3BOIbHBIA TEKCT U COXpAaHUTE €ro B Mamke 3ammra oduca
noj nmeHeMm documentl .

3. Beibepute mento CepBHuC — Y CTaHOBUTH 3aIIUTY.

4. 3anperuTte M00bIC U3MEHECHUS KPOME 3alFCH UCIIPABJICHUH U 3a1aiiTe mapoib 12345,

5. IlonmpoOyiiTe OTpenaKkTUPOBaTh CBOW TEKCT. Y IalWTe HEKOTOpHIE CIOBAa M JOIUIINTE HOBBIE.
[ToripoOyiite mnpuHsATh Bce wucnpasieHus (Cepsuc — HWcmpasnenuss — [IpuHSATH/OTKIOHUTH
ucnpapneHusi). OOpaTuTe BHUMaHUE, 4YTO BCE U3MEHEHUS B JOKyYMEHTe (DUKCHPYIOTCS, HO
NPUHATH/OTKIOHUTH UX HEBO3MOXKHO.

6. 3aKpoiTe TOKYMEHT, COXpPAHUB €TO0.

7. OTKpoiiTe JOKyMEHT H MONPOOYHTE MPUHATH UCTIPABIICHHUS.

8. CHuMuTe 3amuTy nokymeHTa. Boeioepute mento CepBuc — CHATh 3alIUTY U BBEAUTE MApOIIb.

9. lMonpoOy¥iTe NPUHSATH BCE UCTIPaBICHUS. Y OeIUTECh, YTO UCTIPABIICHUS IPUHSATHI.

10. 3aHOBO 3alIMTUTE JOKYMEHT, KPOME 3aMMCHU UCTIPABJICHUHN U 3aKpONTE €ro, COXPaHUB.

11. HaGepute HOBBIH JOKYMEHT (OTJIMYHBIM OT NEPBOrO) M COXpPaHHUTE €ro (Mo HMEHEM
document2) B mamnke 3amnuTa oduca.

12. YcTaHOBUTE 3alIMTy 3TOTO JIOKYMEHTa, BhIOpaB MeHIO CepBUC — YCTaHOBUTH 3alIUTy U
3anpeTuB JI0ObIE U3MEHEHHS KpOME BCTaBKH MpUMEYaHui. 3aaaite maponb 12345.

13. [lonmpoOyiiTe OTpeaaKTUPOBATh JOKYMEHT.

14. BcraBpTe 1Ba MpuMeuyaHus K 1r00bM ¢pparmenTam. Mento BeraBka — [Ipumeuanue.

15. IlonpoOyiiTe N3MEHNUTH OJIHO MPUMEYAHNE U YJAINUTH JPYToe.

16. 3akpoiiTe TOKYMEHT, COXpaHUB €rO0.

59



17. Co3maiite Tpetuii mokymeHT B Word, coxpaHute ero B manke 3amura oduca 1moj] UMEHEM
document3. YcraHoBHUTe Ha HETO 3alIUTY, 3alIPETUB JTIOObIE N3MEHEHUS, KpOME BBOJIA TaHHBIX B MO
dopm. 3anaiite mapons 12345.

18. IlompoOyiiTe oTpenakTupoBaTh MOKYMEHT. [IpocMOTpuTE MyHKTHI MEHIO, YTOOBI BBISICHUTH
Baim Bo3MOKHOCTH 1O pEAAKTUPOBAHUIO JOKYMEHTA.

19. CHuMHTE 3aIIUTY C TOKYMEHTA.

20. Pa30eiiTe Bamn JOKyMEHT Ha JiBa paszena. (Y CTaHOBUTE Kypcop B MECTO pa3pbiBa U BHIOEPHTE
Mento BeraBka — Pa3psiB — HoBBIi pa3ien Ha TEKyIIei CTpaHHUIIe).

21. YcraHoBuTE 3alIUTy Ha JOKYMEHT, 3alpEeTHB JIOObIE M3MEHEHMs, KpOME BBOJA JaHHBIX B
nonist popm. Mcnonb3ysa kHomky Paszmenbl, ycTaHOBUTE 3alpeT TOJNBKO Ha BTOpoi paszgen. Ilaponsb
12345.

22. ITonpoOyiiTe OTpeTaKTUPOBATH MEPBBIA U BTOPOU pa3/ieibl JOKyMEHTA.

23. 3akpoiiTe TOKyMEHT, COXPaHUB €rO.

24. Co3maiiTe 4eTBEpTHIM JOKYMEHT B penakrope Word ¥ cOXpaHHWTE ero B Iake 3amura oduca
noj nMeHeM document4.

25. Beibepure mento Cepsuc — [lapamerpsl, 3atem Bkiaaky CoxpaHeHue.

(Ecmu Ber pabortaere B8 Word2t3 unu XP, To Hamo BeIOpaTh BiIanky besomacHocts. [TocMoTpuTe
BO3MOXXHOCTH 3TOH BKJIagku. OOpaTtuTe BHUMaHue Ha (Brakok «YJalaTh TUYHbIE CBeAeHUs U3 (aiina
IIPU €0 COXPAHEHUNY).

26. 3amaiite maposib 7777 Ha OTKpBITHE (Daiina.

27. 3akpoiite aiin, coxpaHHB ero, 3areM THompoOyiite OTKpbITh. [lompoOyiiTe BBecTH
HENPaBWIBHBIN MapOJib, a 3aT€M OTKPONTE TOKYMEHT C MPaBUIbHBIM MapOJIeM.

28. Cosznaiite maThlii TOKyMeHT B penakrope Word u coxpaHuTe ero B make 3ammuTa oduca 1o
umeHem documents.

29. Bribepure mento CepBuc — Ilapametpsl, 3atem Bkiaaky besomacHocts (Coxpanenue s
Word2000) u 3amaiite maposib paszperieHus 3amucu 9999.

30. 3akpoiiTe JOKyMEHT, COXpaHUB €ro U MOMpoOyHWTEe CHOBA OTKPHITh. BHIOEpUTE PEXXUM TOIBKO
yrenus. OTpenakTupyiTe JOKYMEHT U onpooyiite ero coxpanutb. Coxpanute kak documentS 1.

31. [HonpoOyiite OTKpHITH (paiin documentS 1.
32. 3akpoiite Bce (aiiabl U MOKAKUTE PE3yJIBTAT MPEIOIaBaTEIIO.
3amuTa nokymeHToB Excel.
1. 3anyctute Excel u co3gaiiTe ciieayrontyro Tabauiry
5(0) Oxnan ITpemus Hroro

2. 3anoiHMUTE ee AJis MPOU3BOJIBHBIX TPEX YENIOBEK, BBOS MPOU3BOJILHBIC UNCIA U CYMMHPYS HX B
rpade HUtoro.

3. Iloctpoiite kpyroByro nuarpammy 1o ctoidiy Mroro.

4. Coxpanurte aiin B nanke 3amura opuca 1o MMeHem probal.

5. Coxpanute 3TOT ke (aitn B manke 3amura oduca emie pa3 mo 1 iMeHeM proba?2.

6. 3akpoiite aiin proba2 u otkpoiite Qaiin probal.

7. Beioepute meHto CepBuc — 3amura — 3alUTATE JTUCT | 3adaiTe mapons 1111.

8. [TompoOyiite oTpenakTupoBath JucT. [lepeiiaure Ha JInct2 u monpoOyiHTe BBECTH JIaHHBIC.

9. YcTaHoBUTE 3allIUTYy BTOPOTO JIMCTA C mapojeM 2222,

10. Caumure 3amury c Jlucral. Mcnons3yiite mento Cepsuc — 3amura — CHATB 3alUTY JIKCTA.

11. Ycranosure 3amuty Jlucral, oTMeTHB TOJIBKO (priaXkok 3amurTa JUcTa B OTHOIIEHUH O0BEKTOB
v 3a7aB napoap 1111.

12. TTonpoOyiiTe U3MEHUTH JaHHBIC B siueiikaX. [lonmpoOyiTe N3MEHHUTh TUarpamMmy.

13. 3akpoiite (aiin, coxpaHHB €ro.

14. Otkpoiite ¢aiin probal u monpoOyiiTe BHECTH U3MEHEHUS Ha TIEPBBIH JIUCT, 3aTEM Ha BTOPOM.

15. 3akpoiite ¢aiin probal u oTkpoiite aiin proba2.

16. Beioepure Menro CepBuc — 3anmura — 3amMTHTh KHUTY. OCTaBbTE OTMEUEHHBIM TOJBKO
¢naxoxk CTpykTypy W 3amaiite maponb kniga (mpoBepbTe, uTOOBI ObLIa BKIIOYCHA AHTIIMKACKAS
packiaaka)..
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17. TlonpoOyiiTe N3MEHUTH JaHHBIC HA TUCTE. Y OCIUTECh, YTO U3MEHEHU ST BOZMOYKHEI.

18. TlompoOyiiTe y1anuTh MepBbli JUCT (TIP. KHOTKA MBIIIN HA SPJIBIKE JIUCTA BHU3Y CTPAHUIIBI).
19. 3akpoiite (aiin, coxpaHUB U3MEHEHHS, U 3aHOBO OTKpOiiTe ero (proba2).

20. Caumute 3amuty ¢ KHUru. Mento CepBuc — 3amura — CHATH 3alIUTY KHUTH.

21. YcTaHOBUTE 3alIUTy KHUTH, OTMETUB 00a (hliakka ¥ YCTAaHOBUB Mapoib kniga?.

22. ITonpoOyiiTe M3MEHUTH JIAHHBIC HA JIUCTE.

23. Beibepute MeHI0 OKHO — CKpBITh U BBEUTE MAPOJIb.

24. 3akpoiite (aityr, CoOXxpaHUB U3MEHEHUS.

25. Otkpotite ¢aiin proba2. Yoeaurech, 4To0 OKHO HE OTOOpaKkaeTcsl U IaHHbIC HE BUTHBI.
26. Beioepute meHro OkHO — OTOOpa3uTh U BBEAUTE MApPOIIh.

27. CkpoiiTe OKHO U 3aKpoiiTe (aiisl, COXpaHUB N3MEHEHHUS.

28. IlokaxkuTe pe3yibTarT MpernogaBaTelto.

29. CHEUMHTE 3aIIUTY CO BCEX BaIuX (hailyios.

Jlutepatypa:

www.microfoft.com

JIeKIIMOHHBII MaTepHall.

Tema 2. [locTpoeHue MoJienu yrpos.

PaccmarpuBaeMbie BOIIPOCHI:

Knaccudukanus atax.

Kanane! yreukn nadopmamu.

[TonsiTHE YTrpO3BI.

Hcrounuku yrpo3 u ux KiaccuuKarms.

[TocTpoenue Moaenu yrpos.

3amanust 111 CAaMOCTOSITEIIBHOTO BBITTOJTHEHUSI:

[Toctpoiite Mozens yrpo3 JUisi HEKOTOPOW OpraHu3alliy, 3alOoJHHUB MPHUJIAraeMylo TaOJHIly Tak,
4TOOBI B sUCHKe cTosuia «1», ecnm yrposa, ykazaHHas B JJAHHOW CTPOKE MPUMEHHMA JUII OOBEKTa,

Ka3aHHOTO B JJAHHOM CTOJIOIIE.
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AHTpOHOFeHHbIe HCTOYHUKHU YIpo3

[THTepec y]IY TE€YKa 32 CYET areHTOB
(IPETHAMCPCHHBIC HeﬁCTBI/IﬂIBI/ByaJILHaﬂ u (HOTO pa3BeKa
[KPMMHUHAIBHBIX CTPYKTYD HIEJ]OKI/IpOBaHI/Ie nH(popManun
| [IPCCTYIHBIX IPYIIMPOBOK; N6 1ydukauus nHdOpMALUH
Y HUuTOXREeHNE MHOpMaIH
[ IpruMeHeHue 3aK1a10K
Pervcrpanys HaBOJOK

[Ipennamepennbie AeicTBUSY TeuKka HHOOPMAITUU

BCIIOMOTaTENBHOTO Busyansaas u GoTo passenka
5 [ICpcoHaIa (yOopmmKu I yoxupoBanme HHpOpMALHH
OXpaHa) Moupukarms uHpoOpMaIHn

Y HUuTOXKEeHNE MHOpMaIH
[ TpyMeHeHue 3aK1a0K

OmmOku mosk3oBareneid  [biokupoBanue HHOOPMAITUN
Mo audukarus nadopmarmu
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http://www.microfoft.com/

YHuuTOXKEHNE nHOpMaIUK

OmmOku mporpaMMuCcTOB  [biokupoBaHwe HHPOPMAITHI
4 Mo mudukarys nHpopmanum
Y HMuTOXKEeHNE MHpOpMaIIH

[TeXHOreHHble HCTOYHUKH yrpos

CGon B KaHANaX epenady WbIOKHPOBaHIE HH(YOPMALHH
5 [cpeacTBax cBS3W;

YHUuTOXKEHNE NHpOpMaLUH

Coon B cpeacrBax|brokupoBanye HHPOPMAIUU

6
PJICKTPOIIMTAHHUA YaruTOXeHHe HH(bOopMaun

Bo3MoxxHOCTE  aBapuii  BbiokupoBaHHe HHPOPMAITUH
MHOKCHEPHBIX

7 BOJIOCHAOXKCHMUS,
aHATM3aIAH ) "
EOMMyHHKauHOHHLIX CeTAX

YanuTOXEeHHe HHbOpMaUN

BHelHUe CTUXUHHBIE HCTOYHUKH

B03MO0XHOCTh yparaHon Y angaTOXEeHHE HHbOpMaHn
briokupoBanne HHpOpMaALN

B03MO0XHOCTB aBapuHY HUYTOKEHUE HHPOPMALIUU
9 [oIHM3IeKAIIIX
[TPOMBIIIITIEHHBIX OOBEKTOB

briokupoBanne HHpOpPMAIUN

10 [Bo3aMoxHOCTB MOXKapoB Y HUUTOXREHNE HHpOpMALIH

Jlureparypa:

23. JlekimoHHBIN MaTepuall.

24.  OcHoBbI HH(OPMAIIMOHHOH 0€30MaCHOCTH XO3SHCTBEHHOW AEATEIbHOCTU: yueOHOe
nocobue / N.I1. Muxues; B® ®I'BOY BIIO «Poccwuiickas akajaemMusi HApOIHOTO
XO03siICTBa U rocy1apCTBEHHOM ity k0b». — Bonrorpaa: M3a-so BO ®I'OY BIIO
PAHXwuI'C, 2013. — 144 c.

25.  IInaronom B. B. [IporpamMmHo-anmapaTHbIE CpeICTBA 3aIUTH HH)OpMaIK: YIeOHUK. /
M.: Uzna. uentp "Akagemusa". 2014.

Tema 3. Kitaccuyeckue KpunTocucTeMbl.
Paccmampueaemvie sonpocul:

26. Kitaccnueckas kpunrorpadus.

27.  Kpunrocucrtema Lle3aps.

28. Kpunrtocucrema Buxenepa.

29.  llpaxktuueckas peanusanus cuctemMsl Bukenepa.
30. [TonsTe MHOTOAI()aBUTHOW KPUIITOCHCTEMBI.

31.  Kpunroananus3 MHOroan(paBUTHON KPUITOCHCTEMBI.
32. Kpunroananus cuctemsl Buxenepa.

33.  Kpunroananus cuctemsl «OIHOPA30BbIA OJIOKHOTY.

3aoanus 08 camocmoamenbHo20 6bINOJIHEHUS.:
1. Otkpoiite daiin CRYPTO1.XLS u mocMoTpuTe Kak peann3oBaHa cucteMa Bukenepa.
2. Cospaiite B Excel cienyromntyro Tabmauiry

OTKpBITBINA TEKCT

[Taposb

Kox OykB Tekcra

Kop OykB maposst

CyMMma K0J10B OyKB

CymMmma 1o MOyJIIO

Kpunrorekct

3. BBenute B IepBYIO CTPOKY MPOU3BOJIBHBIN TEKCT IO OJHON OYKBE B KQXKIYIO STUCHKY.
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4. Benute BO BTOPYIO CTPOKY TaOJMIBI NMPOWU3BOJIBHBIA MAapoib MO OJHOW OyKBE B KaXIYIO
a4eliky. Ecnu anmmHa maposisi MeHblIe JUIMHBI OTKPBITOIO TEKCTa, TO HAUHUTE HAOOp Mmaposisi Jajiblie,
MIOKA HE 3aKOHYUTCS] OTKPBITHII TEKCT.

5. Ucnons3ys ¢ynkuuto KOJCHUMB, 3amonHuTe 4eTBEpPTYIO U MATYH0 CTPOKH TaOJHUIBI IS
OTIpeIeNIeHUs KOJIOB Ka)KI0H OyKBBI OTKPBITOTO TEKCTA U TApOJIsl.

6. B ATOM CTPOKE CIOKUTE TPETHIO M YETBEPTYIO CTPOKH.

7. Ecnu B mATON CTpOKE cymMMa TpeBhIIIaeT 255, TO B MIECTON CTPOKE HEOOXOUMO OTHATH 255 OT
ymcna B nsaToi ctpoke. Mcnonpayiite pynkuuto ECJIN.

8. B cempmoii cTpoke modyduTe OYKBBI 3alIM(POBAHHOTO TEKCTa, HCIONIB3YS (DYHKIHIO
CUMBOJL

9. CaMOCTOSITENTbHO, HCIONB3Ysl ONHMCAaHHBIE BhINIE (YHKINUH, pacmAdpyidTe MOTYYESHHBINA
KPUNTOTEKCT. J[i1st 3TOr0 co3naiite H»ke nepBoi TaOIUIbl BTOPYIO TAaOJHILy.

10. Pacmudpyiite Tekcr:

KCArz sl UHKOO6XDbr HbAbrdrxYLUIA'

UCTIONB3Ys Tapoib «mmdpy». [Ipu Habope TeKcTa MpomycTUTe MPodeIsl MeXTy OyKBaMH.

11. Pacumudpyiite TeKCT:

EbIAxI[Co boYOx Ulx VYbIzIIOdDd Hag O3n D062 Pmuak3

He 3Has apoJis, HO 3Hasl, 4TO B 3alIM(PPOBAHHOM TEKCTE €CTh CJIOBO «UCTHHYY.

Jlumepamypa:

7. JIeKuMOHHBIA MaTepual.

8. OcHoBBI HHPOPMALIMOHHON 6€30MACHOCTH XO35IMCTBEHHOM IEATEILHOCTH: YueOHOe nocodue /
N.I1. Muxnes; BO ®I'bOY BIIO «Poccwuiickas akagemMusi HApOIHOTO X035HCTBA U TOCYapPCTBEHHOM
ciyx0b1». — Bonrorpaa: W3n-so BO ®I'bOY BIIO PAHXuI'C, 2013. — 144 c.

9. [Tnaronos B. B. IIporpammHo-annapaTHbie CpeICTBA 3alIUThl HHPOpMauK: yueOHuK. / M.:
W3n. uentp "Axagemus". 2014.

Tema 4. Kpunrorpagusi ¢ 0OTKPBITBIM KJIKY0M.
Paccmampusaemvie gonpocwi:

15.  Kpunrorpadus ¢ OTKPBITHIM KIIOUOM.

16.  T'enepanus kiroueBoii napsl B mporpamme PGP.

17. Opranuszaius oOMeHa KII0YaMH.

18. [udposanne nanuvix B PGP.

19.  IloHsATHE 3JIEKTPOHHON MOAMHCH.

20.  3ammTa TOKYMEHTOB 3JIEKTPOHHOH MoAmnuchio B mporpamme PGP.
21.  ludpoBanue u 31EKTPOHHAS MOIIUCH JOKYMEHTOB B PGP.

3a0anus 01 camocmosamenbHo20 6bINOJIHEHUA:
1. 3anmyctute PGPtools (Ilyck — ITporpammsr — PGP — PGPtools)
TlosBuTCA MaHeIn

= PGPtools

I8 2 2| el 7|2
2. BriGepuTte neByr0 KHOMKY ¢ AByMs KitouaMu. 3amyctutcs Mmoayib PGPkeys co cnuckom Beex

Krouell Ha Bamem kommbrotepe. B mone Description ykazaHo, Kakoil 3TO KJIIOY: TOJIBKO OTKPBITHIH
(public key) wm kiroueBas mapa, T.. OTKPBITBIN M CEKPETHBIN KIF0Y B KomIuiekTe (key pair).

=
(V3 -
3. Co3paiiTe HOBYIO KIIIOUEBYIO Mapy, HaXkaB Ha KHOIKY \= Y BBHITNIOJIHMB BCE IIarM Macrepa
CO3JJaHUS KITIOYEH.
4. Cozpnaiite Ha nucke D: manky ¢ Ha3BaHueM Baiueil rpynmnsl.

5. DKCOPTUPYHTE CBOM OTKPBITHIM KJIIOU B ATY MAaNKy, HaXkKaB Ha KHOMKY —— M yKa3aB MyTh 110
Bameii manku. B kauecTBe Ha3zBaHus (aiiia ¢ KII04oM yKaxute Bamry damunutio.
6. Cxonmupyiite Bamr daiin na cepsep (Server606) B manky PublicKey.
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7. UmniopTupyiiTe U3 3TOW MANKU YbH-IMOO APYrve OTKPHITHIE KIOYH. J[JIg 3TOr0 HaXKMUTE Ha

'}

KHOTIKY = BbIOEpHUTE MyTh U Ha3BaHME (aiina.

8. 3akpoiite okHo PGPkeys.

9. 3anyctute Word u HabepuTe NHMCbMO KOMY-THO00, Y€l KiIto4y Bbl UMNOpTUpoBasin. CoxpaHuTe
9TOT TEKCT B BalllE NAIKe.

10. 3ammugpyiite 3T0T (hailn OTKPHITBIM KJIIOUOM 3TOrO MOJib30oBaTensd. (s 3Toro Haxmwure
KHOIIKY Ha manemu PGPtools, ykaxure myTe M Ha3Banue Bamero ¢aiina, a 3atem KiIo4 B
nosiBuBIIeMcsi okHe. Coxpanute 3amudpoBaHHblid ¢aiin B Bamiel manke moa ¢pamMuianeit Toro, kKomy
Bsl nucanu.

11. CxommpyiiTe 3TOT (haiin Ha ceprep (Server600) B manky TextPGP.

12. CxonmpyiiTe u3 3To# nanku B Bamry nmanky Ha aucke D: ¢aiin, agpecoBanubiii Bam.

N
[
13. Pacmudpyiite 3ToT (haiin, HakaB KHOIIKY Es
3aTeM BBIOpaB Bai kirou B criMcke KiTroueH.

14. Co3paiite emie oauH JOKYMEHT B penakrope Word, coxpanus ero B Bamieit manke Ha qucke D:

3
A

15. TloamummuTte 3TOT ¢aiia BalIe IEKTPOHHON MOAMUCHIO. J[JIs 3TOr0 HaXXMUTE KHOIKY E
Ha manenu PGPtools, ykaxute myTh u Ha3Banue Bamero (aiina, a 3areM Bamn kiitou B IOSIBUBIIEMCS
OKHE.

16. ObpaTute BHIMaHUE Ha (ailyl MOAMUCH B Bamiel nanke. OTKPOUTE ero TBOWHBIM IIEITIKOM.

17. OTkpoiiTe moanvucanHbiii Bamu ¢aiin u u3sMeHUTE €ro, COXpaHUB U3MEHEHUS Ha JTUCKE.

18. Ortkpoiite (aiin MOANMMCH IBOWHBIM IIEIYKOM e€mie pa3. YOemuTech, YTO TMOANKNCH HE
NEUCTBUTENLHA.

19. Coznaiite HoBbIi okyMeHT B Word. HaGepuTe HebombII0€ IpeAioxKEeHHE U CKOITUPYITE €ro B
Ooydep oomeHa.

HJIN ABAXKABI HICIIKHYB IO HEMY MI)IIHKOI>'I, a

20. IllenKHUTE MBIIIKOM MO KHOTIKE E HA MAHEIIN 33/1a4 B MPABOM HUKHEM YTIIY.

21. B nosiBuBmemcs mento BeiOepute Encrypt Clipboard u ykaxkute Bam kirou.

22. Ha umcrom Mecte Bamrero moxkymenTa BcTaBbTe TeKCT u3 Oydepa oOmena (IIpaBka —
Bcerasuts). [losiBuiics 3ammdpoBaHHbIN TEKCT.

23. CkonupyiiTe ero B Oydep oOMeHa 1 10 aHAJIOTHH ¢ IIU(PPOBAHUEM pacUIUPpyiiTe ero, BEIOpaB
nyHKT Decrypt& Verify Clipboard.

24. BecraBbTe pacmn@poBaHHBINA TEKCT U3 Oydepa oOmeHa.

Jlumepamypa:
11. JIekurOHHBIN MaTepual.

12. OcHoOBBI HHPOPMAIIMOHHON 0€30MTACHOCTH XO035HUCTBEHHOU JIEATEILHOCTH: yueOHOe mocooue /
N.II. MuxneB; BD® OI'BOY BIIO «Poccuiickas akaaeMuss HapOJHOTO XO3SHMCTBAa U
rocyJIapcTBeHHOM ciyx0b1». — Bonrorpan: U3a-so BO ®I'bOY BIIO PAHXwuI'C, 2013. —
144 c.

13. IlnaronoB B. B. IlporpammHuo-anmapaTHbeie CpeacTBa 3aliuThl HHGOpMAIMK: y4eOHUK. / M.:
W3a. uentp "Axagemus". 2014.

14. Beenenue B kpunrorpaduto/ [Tox oomr. pen. B.B. SAmenko. — M.: MITHMO “YePo”, 2013.

15. http://pgp2all.org.ru

Tema 5. 3amuTa 0a3 1anabIx Microsoft Access.
Paccmampusaemvie onpocol:

11.  Tloctpoenue 6a3bl nanHbIX B Microsoft Access.
12. 3ammTa 0a3bl JAHHBIX OT OTKPBITHSI.

13.  Ilonp3oBaTenu U rpyIIibI.

14. [TaponbHas 3amura.

15. Pazrpanuuenue mpaB gocryna.
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3adanus 01 camocmoamenbHo20o 8bINOIHEHU.!
1. Co3nmaiite Ha mucke D: B mamke Bariei rpymmbl 6a3y maHHbIX Cekper
2. Co3paiite TaOJIMIly B PeKUME KOHCTPYKTOpa (IOJIe MOMEUEHHOE * SBISETCS KIIOYCBBIM) U
COXpaHHTE €€ M0 UMeHEM AHKETa.

Hmsa mous THun JaHHBIX
g Kox Cuerunk

[()%(0) TexcToBBIN

Anpec TexcToBBIN

Tenedon TekcToBbIN

3. Beeaure B Ta0NIUIy TPH 3aIHCH.

4. YCTaHOBHTE MapOJIBHYIO 3aUTY Ha ATy 0a3y maHHBIX (mapois 1234)

5. Cozpnaiite Ha aucke D: B mamnke Baiel rpynmsl 0a3y gaHHbIX Jloctym.

6. Co3maiite 1151 3TOM 0a3bl JAaHHBIX TPYNIBI Mojab30oBarenei Student u Others

7. Coznaiite B rpyme Student monp3oBaTens o1 cBoer pamunueit u monb3oBarens Studentl.

8. B rpymme Others co3naiite nmonp3oBarens Friends u monms3oBarens Guest.

9. YcranoBure naposib aqMuHECTpaTOpy (admin) 6a3bl naHHBIX (00sA3aTebHO 7777).

10. YcraHoBuTe mapoyu sl CO3JIaHHBIX BaMHU IOJIb30BaTesei (Mapojy COBMAJAIOT ¢ MMEHEM
MOJIH30BATES ).

11. YcranoBure mpaBa JqocTyna K 0a3ze AaHHBIX A Tpymmbl Student Ha Bce AEWCTBUSA, KpoMe
aIMUHUCTPUPOBAHMUSI.

12. YcranoBuTe mpaBa A0CTYyIa K 6a3e maHHbIX it rpymmbl Others TOIbKO YTeHUE U J00aBICHHE
JTAHHBIX.

13. Ycranosure s rpynmnsl Users npaBa TOJIbKO HAa YTEHHE JaHHBIX U MaKeTa.

14. Ilokaxxure pe3yabTar MpenogaBaTelto.

15. CHuMHTE TTApOJIb AIMUHUCTPATOPA

Jlumepamypa:
5. JlexkuMoHHBIN MaTepual.
6. www.microsoft.com

Tewma 6. HpaRaneckoe NMPUMEHEHHUE MEKCETEBLIX JKPAaHOB.
PGCCMClmpMSLZeMble e6onpocol.

7. [ToHsiTHE ME)KCETEBOTO IKpaHa.
8. [Tpuntumne! padoTsl ¢ mporpammoit Firewall Outpost.
9. Hactpoiika nporpaMMHBIX MOJTyJIEH.

3aoanua ona camocmoamenbHo20 8bINOAHEHUSA.:

Outpost Firewall

1. 3arpy3ure nporpammy Outpost Firewall.

2. Beibepure nyHkt Cemesas akmugnocms. OKHO CIIpaBa COAEPKUT MHPOPMAIMIO O TEKYIIMX
COCIIMHEHUSX TPUIOKECHUH C ceTbio. [lompoOyiiTe monyunth WHGOpPMANHMIO TO KAaKOMY-HUOYIb
MYHKTY.

3. Bwibepure nyHKT Omkpsimvle nopmei. OKHO COJEPKUT HHMDOPMAIMUIO O TOM, KaKUMHU
MpoIeCCaMH Ha KOMITBIOTEPE OTKPBITHI OMPEIEICHHBIE TTOPTHI.

4. TlpocMoTpuTe NYHKTHI Paspeuwiennvle W 3abrokupoeanHvle, KOTOPbIE COIEpKaT OOIIYIO
CTaTHCTUKY IO COETUHEHUSIM.

5. Beibepute mynkr DNS. KammpoBaHnue 3anmpocoB (T.e. coxXxpaHeHHE OTBETOB B Oa3e Outpost) k
DNS no3BosieT COKpaTUTh BpeMsl OTKPBITHUS CTPAHUII, KOTOPbIE OBLIM MOCEIICHBI paHee 3a CYET TOTO,
YTO KOMIIBIOTEPY HE HYXKHO OYJET mepe]l OTKpeITHeM oOpamathest K DNS cepBepy Ui onpeneneHus
IP anpeca oTKpbIBaeMOil CTpaHHIIbI.

6. [Ipocmotpute Kypnai.

7. lllenkHuTEe MpaBOi KHOMKOM MBIIIM MO Ha3BaHUIO MOAyJss DNS B neBoM OkHe MporpamMmbl U
BEIOCpUTE [lapamempoi.

8. OrpannubTte K311 DNS Ha 50 3anmuceit U ycTaHOBUTE CPOK XpaHeHus 10 gHen.
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9. Bribepure mnyHKT /Jlemexkmop amax, KOTOPBIA XpaHUT OOLIyI0 HH(MOPMAIMIO O 3alUTe
KOMITbIOTEpA OT aTaK, CKAHUPOBAHMS U APYTUX TUIIOB 3alpEIEeHHbIX COCTUHEHUH.

10. I[IpocmoTtpute )xypHain. lllenkHure npaBoii KHONKOIM MBIIIN 110 Ha3BaHUIO MOAYJs [lemexkmop
amax B JIEBOM OKHE IporpamMmsl U BeiOepute [lapamempeol. B 0KkHE HACTpOeK MPHU MOMOILM MOJI3yHKA
MO>KHO BBIOPATh OJIMH U3 TPEX YPOBHEU TPEBOTH:

Maxkcumanvueiii — (aipBomt OyAeT Mpeaynpekaarb O MONBITKE MOJKIIOUEHHs JaXe Ha OJUH
HOpT.

Obviunbili — npeaynpexaeHue OyAeT BbIIAHO TOJNBKO IPH CKaHMPOBAHUHM C OJHOTO ajpeca
HECKOJIBKMX MTOPTOB WJIM OIPEIEICHHBIX IOPTOB, KOTOPbIE IPECTABIIAIOT OIPEACICHHBIN HHTEPEC.

bespaznuuneiii —paiipBosut Oy1eT CUTHAIU3UPOBATh JIMIIb O PeaJbHON aTake Ha KOMIIBIOTED, a He
0 MONBITKE UCIOJHUTH TAKYIO aTaKy WM IPOCKAHUPOBATDH MOPTHI.

11. Haxxmute kHOTIKY Boiopams ¢unvmp. [IpocMoTpuTE €€ BOZMOXHOCTH.

12. Boibepure myHKT Mnmepakmusenvie 21emenmyl. 3J€Cb MOKHO 3a0JJOKMPOBATh BCIUIBIBAIOIINE
OKHa, TIepeX0/ibl 110 PEKJIaMHBIM caiitaM B MIHTepHeT.

13. IIpocMoTpuTe MapamMeTpbl HACTPOMKY JUIsl JAHHOTO IMyHKTa (IIpaBasi KHONKa MbIH). Ha Tpex
BKJIQ/IKAX pa3MeEIIEeHbl HAaCTPOMKH OJOKHPOBKHM BCEX 3JIEMEHTOB, KOTOPbIE MOTYT HAaXOAWUThCS Ha
MOCEIIAaeMbIX BEO—CTpaHMLIAX WM B I0YTE. DBOJNBIIMHCTBO HACTPOEK MMEIOT TPU HACTPOUKH:
Paspeweno, 3anpoc n 3anpeweno. Ilpu HacTpoiike HyXXHO YUYUTHIBaTb TOT (aKkT, YTO HAa MHOI'MX
CTpaHMIIAX CKPHIITHl WIH (JIBII MOTYT MCIOJIB30BATHCS JUIS CO3AAHUS MEHIO U €CIIM UX TOJHOCTHIO
OTKJIIOYUTh, TO HaBUranus Mo caity Oyner HeBo3MokHa. [lo3ToMy, ONTHMaiabHBIM CTaHET
UCIIOJIb30BaHUE HACTpouku 3anpoc. [Jns ocoOoi HACTpONMKH HEKOTOPHIX CaWTOB B MOYJE
«HMumepakmugnvie 21emeHmul» CIYXUT BkIaaka «Mckmovenus». C ee TOMOIIBIO MOXHO
chopMHpOBaTh CIHCOK CAaWTOB M HACTPOUTH ISl KAXKAOTO M3 HUX OJOKHPOBKY OIpEaesIeHHBIX
3JIEMEHTOB. DTOT CIIUCOK MMeeT OoJiee BHICOKUIN MPUOPUTET, YeM OOIINe HACTPOUKU OJOKHUPOBKU JUIS
BCEX CalTOB.

14. IlpocMoTpuTe BKIAJKU IapaMETPOB, 3alPETUTE BCIUIBIBAIOIINE OKHA U HACTPOMTE OCTaIbHOE
10 CBOEMY YCMOTPEHHIO.

15. Boibepure nyHKT Pexnama. Outpost yMeeT OTceKaTh pekjiaMy Mo pa3Mepy U MO COAECPKUMOMY
CCBIJIKH, YTO 3KOHOMUT Tpa(uK U YBEIUUUBAET CKOPOCTh 3arpy3KH CTPAHHIIL.

16. Bei3oBute mapaMeTpsl Ui JAHHOTO MyHKTa (TMpaBasi KHOINKA MBIIIH). YCTaHOBUTE (HIaXKOK
llokazams xop3uny Ons pekiamvi. Ecii B CTaHZApTHOM CIIMCKE OTCYTCTBYET ONMCAaHUE JUIf
OIpe/IeIEeHHOro0 OaHHepa, W OH 3arpy’kaeTcsl MpHU TMOCEIIEHHHM CTPaHMIbl, TO, OTKPHIB KOP3HHY,
JIOCTaTOYHO MBIIIBIO TMEpPETAllUTh B Hee OaHHEp, U OH OoJbllle HUKOIZa He OyAeT 3arpyKarbes.
Bxknanka O6wue no3BosiseT BBIOpaTh TO, 4eM OYYT 3aMEHSATHCS BBIPE3aHHBIE CO CTPAHUI] PEKJIAMHbIE
OaHHephl. 311eCh K€ MOXKHO CO37aTh CIHCOK CAiTOB, ¢ KOTOPBIX HE OyIeT BbIpe3aThesi rpaduka H
pexsiama.

17. IlpocmoTpuTE BCE BKJIAKN TapaMETPOB.

18. Bribepute myHKT Cooeporcumoe. B HacTpoiikax 3TOro MOAYJS MOXKHO 33JaTh CIHUCOK CIIOB,
KOTOpBbIE MOTYT BCTpEYaThCsl HAa CTpPaHMIIE WM B aJpEce CTPAHUIbl U KOTOpbIe OYyIyT CIyKUTh
Outpost—y CUTHAJIOM TOT0, YTO CTPAHHUILY OTOOpaKaTh 3alpereHo.

19. [IpocMoTpuTE BO3MOXKHOCTH JIAaHHOTO MTyHKTA.

20. Beibepute nyHKT Quivmpayus noumosuvlx 610dcenuii. B HacTpoKkax 3TOro MOAYJS MOXHO
3aaTh CIIMCOK THUIOB (haiijIoB, KOTOpPbIE IMOAJEKAT MEPEHMEHOBAHUIO, @ TaK K€ BKIOYHUTH BBIBOJ
MH(QOPMALIMOHHOTO COOOIIEHUsT O MojydyeHUH (pailnoB ompeneneHHoro tuma. daily, T KOTOPOTro
yKa3aH B HACTPOMKax 3TOr0 MOAYJs, NPHU IMOJYYEHUH €ro MOYTOBBIM KIMEHTOM, MOJYyYUT BTOPOE
pacumpenue «.safe». 9To MO3BOIMT M30€XaTh aBTOMAaTHYECKOTO BBIIOJIHEHUS MOYTOBBIM KIMEHTOM
KOZIa, YTO MOJKET SIBJISITHCSI IPUUYUHOM 3apaKeHUs] KOMIIbIOTEPA BUPYCaMHU.

21. [IpocmoTpuTe MapaMeTpbl JaHHOTO IIYHKTa U €r0 BO3MOXKHOCTH.

22. JlocTyn K OOIIMM HAcTpoOilKaM HpOrpaMMbl MOXHO IOJYYHUTh IPU MOMOLIM ITYHKTa MEHIO
Iapamempur — Obwue N3 TIIABHOTO MEHIO POTPaMMBbl WJIM HaXKaTHEM COOTBETCTBYIOIIEH KHOIKHU Ha
naHeny. BbI130BUTE OKHO HACTPOMKH MapaMeTpoB M MPOCMOTPUTE BKIAIKy Obwue.

23. Bknanka «/Ipunodwcenus» TO3BOJSET yNpaBIATh INpaBUJIaMHM TOBeAeHUs (aipBomia mpu
IIONBITKE JOCTylla B CETh OIpPEACIICHHbIX NpWIOKEeHWM. Ha 3ToN BKIaake IEepeduCIICeHbl BCe
NPUIOXKEHUs, KOTOpble OOHapykeHbl Ha KommbioTepe Outpost—oM mpu ycraHoBke. Cpasy mocie
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MHCTAJUTSILIUM 3TU IPUJIOKEHUS HAXOATCs B rpynie «/lonvzosamensckuil ypogenvy. [l HUX cO31aHO
OJIHO WJIM HECKOJIbKO TpaBWJI, YKa3bIBAIOIIUX, KAaKUM 00pa3oM MPUIOKEHHE MOXKET OOMEHHBATHCS
JAaHHBIMU C ceThbl0. [IpaBUI0O MOXKHO MPOCMOTPETh WM MU3MEHMUTH MPU MOMOIIM JIBOMHOTO KJIMKA I10
MMEHH €T0 UCIIOJIHAEMOTO daiina.

24. [IpocmoTpuTe TpaBuiIa IJs HEKOTOPHIX MPUITOKEHUM.

25. IlpunosxeHusi U3 TPyNIbl 3anpeujerHvle npuioxcenuss HIKOTa HE TOTydyaT JAOCTYyINa B CETh,
BCS WX CeTeBas aKTUBHOCTh OyneT mpecedeHa (aipBoisioM. HeKOoTOphIM TPHIIOKEHUSM MOKHO
MOJTHOCTBIO OTKPBITH JIOCTYI B CETh, NMEPEMECTHB HUX B Ipymnmny «/losepennvie npunodcenus». VX
JIOCTYIl B CEThb HE OTPaHUYMBAETCS HUYEM, HUKAKUMH NpaBuiamu. [lepemerieHne nmpuiioKeHUN U3
rpynn B TPYMIly, PaBHO KaK U U3MEHEHHUE MPaBUJI, CO3IaHHBIX JUISI MPUIOKEHHH, BBITOIHSACTCS MPH
MIOMOIIIM KHOTIKH M3menums. Ilpu momomu KHOUKU /[oOagums MOXHO BHECTH B CIHCOK HOBOE
MPUIIO’KEHHUE U 3aTeM CO3/aTh JIJIsl HETO MPaBUIIO OOIIEHUS C CEThHIO.

26. ITepemecture npunoxenue Excel B rpynmy 3anpewenusie npunoscenus.

27. IlpocMOTpHTE OCTABIINECS BKIAIKU HACTPOEK MPOTPaAMMBI.

28. IlonpoOyiiTe yepe3 ceTeBoe OKPYKEHUE BBIMTH HA KOMIIBIOTEP COCEA.

29. IlpoBepbTe peakiuio daiipBoia Ha MOMBITKY cocela 0OpaTUTHCS K BallleMy KOMIBIOTEPY.

30. Ilepeiiaute B HACTPOIKK OOLIMX MApaMETPOB MIPOTPAMMBI.

31. Buibepure Bkimanky Cucmemmuvie. Yoepute dnaxok NetBIOS. Teneps Bam KOMITBIOTED
HEJIOCTYIIEH IO CETH.

32. loxauTtech, KOT/Ia Balll COCEJl BHIMOJHUT MPEAbAyIIee 3aJaHue U MOMpo0yiTe uepes ceTeBoe
OKpY’KE€HHE 00pPaTUTHCS K €T0 KOMITBIOTEPY.

33. Brmrounte duaxkok NetBIOS Ha cBoem KoMmmbroTEpE.

34. BpI30BUTE *KypHaJl, HA)KaB COOTBETCTBYIOLIYIO KHOIIKY Ha MAHEIN UHCTPYMEHTOB.

35. IlpocMmoTpuTe KypHa.

Jlumepamypa:

9. JlekimoHHBIN MaTepuall.

10. Jloxymenranus mmo padote ¢ nmporpammoii Firewall Outpost.

11. OcHoBbl HMH(POPMAIMOHHOW OE30MACHOCTH XO3SHUCTBEHHON EATEIBHOCTH: ydeOHOe
nocobue / WN.II. Muxue; BO® ®I'BOY BIIO «Poccuiickas akajeMusi HApOJHOTO XO3SAHCTBA U
roCyJIapCTBEHHOM ity )0b». — Bonrorpan: M3a-so BO ®I'EOY BITO PAHXul'C, 2013. — 144 c.

12. IInaronor B. B. IIporpamMmmHo-anmapatHsie CpeCTBa 3alIUThl HHQOpMAIHH: YIeOHUK. /
M.: Uzn. uentp "Akagemus". 2014.

Tema 7. 3ammura nunpopmaunu B UHTEpHET.
Paccmampusaemvie sonpocuwi:

7. [TpuHIMTBL pabOTHI MEKCETEBBIX SKPaHOB Npu pabote ¢ MHTEpHET.
8. Hactpoiika nporpaMMHBIX MOAyJel nipu padote ¢ HTEpHeT.
9. brokupoBanue HEHYKHOTO TpaduKa U peKIIaMBbl.

3adanus 01 camocmoamenbHO20 8bINOIHEHU.!

1. 3arpy3ure nporpammy Outpost Firewall.

2. Otkpotite B Internet Explorer ctpanniy www.yandex.ru

3. Broibepure nyHkr Cemegas axmusHocmy. IlpocmoTpure uWHGOPMAIMIO O TEKYIIUX
COEJIMHEHUSIX C CEThIO.

4. Bribepure nyHKT Omxpuimsie nopmei. [lonyunre nHpopMaluio o ToM, KAKUMHU ITpoLieccaMu Ha
KOMIIBIOTEPE OTKPBITHI OMPE/ICIIEHHBIE MTOPTHI.

5. Tlpocmotpure myHKTB Paspewennvie M 3abnroxuposanHvie, KOTOPBIE COAEPKAT OOIIYIO
CTaTHCTUKY IO COETUHEHUSIM.

6. Beioepute mynkr DNS u B mapamerpax orpanndste K311 DNS Ha 50 3ammceil © yCTaHOBUTE
cpok xpaHeHus 10 qHen.

7. BeiOepute NyHKT /Jemexkmop amak U B mapaMmeTpax 3anaite O6viuHblll YPOBEHb TPEBOTH.

8. Bribepute myHkT MumepaxkmugHvle 21emenmsl. [IpocMOTpuTe MapaMeTpbl HACTPOMKH st
JTAHHOTO MyHKTa. Ha Tpex BKIankax pa3MelieHbl HAaCTPOUWKH OJIOKMPOBKHU BCEX IIIEMEHTOB, KOTOPHIE
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MOTYT HaXOJUThCS Ha MOCEIIaeMbIX BeO—CcTpaHMLax Ui B noure. HacTpoliTe mapameTpsl 1o cBoemy
YCMOTPEHHIO (PEKOMEH IyeTCs Yallle UCIOIb30BaTh HACTPOUKY 3anpoc).

9. Otkpoiite B Internet Explorer ctpanuily www.mail.ru, mepeidiuTe mo KakoW-HUOYAb CCBLIKE
HOBOCTEH.

10. TIpocmotpute B Outpost Firewall craTUCTHKYy TO COSIMHEHHUSM, a TaKXKe CTAaTHCTHKY
JETeKTOopa aTak.

11. Beibepute nmyHKT Pexiama. BeI30BUTE mMapaMeTphl AJs JaHHOTO MYHKTA. Y CTAHOBUTE (IIaXKOK
Ilokazams Kop3uHy 0/ peKiamvl.

12. OtkpoiiTe CTapTOBYIO CTpPaHMIy WWW.Mmail.ru ¥ MBIIIBI0 TMepeTamuTts B Kop3uny 07
peKiamyl peKiiaMHble OaHHEPBI C TOW CTPAHUIIBL.

13. 3akpoiiTe cTpaHHWIly U MOMPOOYHTE 3aHOBO €€ OTKPBITh. [IpoBepbTe, YTO TPOUCXOJHUT C
peKIaMHBIMU OaHHEpaMH.

14. IlpocmoTpuTe BCE OCTABIIMECS BKJIAIKU ITapaMeTPOB.

15. Beibepute nyHkT Coodeporcumoe. B HacTpoiikax 3TOro MOAYJS MOXKHO 33JaTh CIUCOK CJIOB,
KOTOpBIE MOTYT BCTpEYaThCsl HAa CTpPaHMIIE WM B aJpEce CTPaHUIbl U KOTOpbIe OYyIyT CIyKUTh
Outpost—y CUTHAJIOM TOT0, YTO CTPAHUILy OTOOPa)KaTh 3aMPEIIeHO.

16. Hacrpoiite mporpamMmmy Tak, yToObl Outpost OJIOKHpOBANl BCE CTPAHUIIBI, B aJpece KOTOPBIX
npucyTcTBYeT cioBo chat. [lonpoOyiiTe OTKpBITH cTpaHuIly www.chat.ru.

17. Beibepute nyHkt Quivmpayus noumosgvlx 610xcenuil. B HacTpoikax 3TOro MOAYJSE MOXHO
3aJaTh CHHCOK THUIOB (DaiiyioB, KOTOpbIE MOJUIekKAT MEPEMMEHOBAHHIO, a TaK K€ BKJIIOYHUTH BBIBOJ
UH(POPMALMOHHOTO COOOIIEHHS O MOJTyuYeHHH (HaiIIOB ONPEIeICHHOTO THIIA.

18. 3amaiite BBIBOA WH(DOPMAITMOHHOTO COOOIIEHUsS JIs BCeX (haljioB C pacCHIUpEHHEM .Zip U
nepeuMeHoBaHue (HaJIoB ¢ pacIIMpPEHUEM .eXe.

19. TlokaxkuTe pe3ynbTar MpernoaaBaTesio.

20. OT™MeHHTe Bce CBOM HACTPOUKH U 3aKPOITE BCE OTKPBITHIE MPHUIIOKEHUS.

Jlumepamypa:
7. JleknmoHHbBINA MaTepuall.

8.  OcHoBbl MHPOPMALMOHHONW 0€30IAaCHOCTU XO3AHCTBEHHOM IEATENbHOCTU: yuyeOHOe
noco6ue / N.I1. Muxues; BO ®I'bBOY BIIO «Poccuiickas akaneMuss HApOIHOTO X03siiicTBa
U TOCYJIapCTBEHHOM ciy:k0bD». — Bonrorpan: U3n-so BO ®I'bOY BIIO PAHXul'C, 2013. —
144 c.

9. Ilnatonos B. B. IIporpamMHo-annapaTHble cpeicTBa 3allUThl HHPOpPMaLUK: YUeOHHK.
/ M.: M3xa. nentp "Axagemus". 2014.

Tema 8. Tunosas crpykrypa 3amurtsl or HCJ/I. Ynpasiienune gocrynom.

Paccmampu@aeMble 680Nnpocsl.

9. Tunosas cTpykrypa 3amuThl nHGopManuu ot HC/I.

10.  Iloacucrema ynpaBieHHUs TOCTYIIOM.

1. [TocTpoenne maTpuibl 10CTYyIIA.

12. JlokyMeHTa1us oTena odecrneyeHus HHPOPMALMOHHOM 0€301MacHOCTH.

3a0anus 01 camocmosamenbHo20 6bINOJIHEHUA:

1. PaccmoTpuTe TUIIOBYIO CTPYKTYPY 3amuThl nHGopManuu ot HC/I.
2. Ilpomymaiite crpykrypy 3amuthl wuHbopmanmuu ot HCJ s npousBosibHOM
(BBIMBIIIJIEHHON ) OpraHu3alyu.
3. PaccmoTpuTe noacucTEMY yIpPaBIEHUS AJOCTYIIOM JJIsl 3TOM OpraHU3aluu.
4. CocTaBbTe NIEPEUCHb 3ATUIIAEMBIX HHHOPMAIIMOHHBIX PECYPCOB OPTaHU3AIUH.
5. IlocTpoiiTe MaTpuLly 1OCTyIA I JAHHOW OpPraHU3aL|u.
6. CocTtaBbTe NOKYMEHT, ONPEICISIOMMN IMpaBWiia JOCTyNa IOJb30BaTelell K pecypcaMm IpU
MOMOIIY JINYHBIX UIEHTU()UKATOPOB U NapoJieil, MpaBuUiIa COCTABICHUS, CMEHbI U XpaHEHUs apoJieH.
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7. CoxpaHuTe BCE JOKYMEHTBI B CBOEH JIMYHOM MaIKe (M Ha CBOEH JIUCKETE).

Jlumepamypa:
5. JlexkuuoHHBIN MaTepual.
6. OcHOBbI HWH(POpPMAIMOHHOW 0E30MacCHOCTH  XO3SICTBEHHOH JCSITENBHOCTH: y4eOHOE
nocobue / N.I1. Muxues; Bd® ®I'BOY BIIO «Poccuiickas akageMuss HapoOIHOTO XO3SMCTBa
Y TOCYJJapCTBEHHOM cityk0b1». — Bonrorpan: U3n-so BO ®I'bOY BIIO PAHXul'C, 2013. -
144 c.

UTOI'OBBIM DJIEKTPOHHBINA TECT IO KYPCY
b1.B./1B.14.02 IIpaBoBasi uHpopMaTHKA)»

1. [IpaBoBasi unpopmaTuka — 3710...

A) oOmecTBeHHass Hayka, H3ydamomias MpoOieMbl cOopa, BOCHPUSTHS, PETHCTpAlUH, XpaHEHHS,
00pa0OTKM M HUCMOJb30BaHUS HMHGOpPMAIMM, WHPOPMALMOHHbIE MPOLECCHl M TEXHOJOTHMH €
UCIIOJIb30BaHUEM COBPEMEHHBIX CPEJICTB M METOJIOB €€ aBTOMATH3UPOBAHHON 00pabOTKH U Mepeiayun.

B) ofmecTtBeHHas Hayka, u3yyaromias oOTpacib HH()OPMALMOHHOIO IIpaBa U HCIOJIb30BaHUE
MH(POPMALMOHHBIX TEXHOJIOTHH.

C) Hayka, u3yuaromias COBOKYIHOCTb IIPAaBOBBIX HOPM U peryjlupyeMble MMH OOILECTBEHHBIE
OTHOIICHHS, BO3HHUKAIOIIME B TMpoIecchl cOopa, oOpabOTKH, HAKOIUJICHHS, XpaHEHHs, IOWUCKA W
pacrpocTpaHeHHs HHPOpMaIUH.

D) mnpuknagHas Hayka, HW3ydaromias MmpoOsieMbl cOopa, BOCHPUATHS, PErHCTPAllUH, XpaHEHUs,
00pabOTKHU W UCTIOJIb30BAHUS MTPaBOBOI MHGOPMAITIH

E) npuxmagHas Hayka, u3yvarouias npoOieMbl cOopa, BOCHPHSITHS, PErHUCTpaliH, XpaHEHUs,
00pabOTKM M HCIMOJIb30BAaHUS COLMAIBHO-IIPABOBOM MH(pOpMaLU, MHPOPMALMOHHBIE MPOLECCH U
TEXHOJIOTUHM B TPABOBOM CHCTEME OOINECTBa C NMPUMEHEHHEM COBPEMEHHBIX CPEJCTB U METOJIOB €€
aBTOMAaTH3MPOBAHHOM 00pabOTKM U MeperadH.

2. [Ipu4yuHbBI NOSIBJIEHHSI TPABOBOH HH(POPMATHKHM. ..

A) HEOOXOAUMOCTh ONTUMH3AIMY HH(POPMAIIMOHHBIX TIOTOKOB B c(hepe MpaBOBOrO PETYIMPOBAHHSL.

B) nosiBnenne DBM, pacnpoctpanenne HHHOPMAMOHHO-KOMMYHHKAIIMOHHBIX TEXHOJIOTHH.

C) yclOXHEHHs TPaBOBOTO pPETyIUPOBaHHS OOIIECTBEHHBIX MPOIECCOB M  HEOOXOIUMOCTh
HOBBIIIECHUS () PEKTUBHOCTH JEITEIILHOCTH IOPHUCTOB.

D) Heo0X0oAUMOCTh aBTOMATH3ALMU 00paOOTKH CTAaTHCTUYECKON HH(OPMAITHH.

E) HEeoOxoanmMocTh pa3paboTKN METOJIOB M CPEACTB OOPHOBI C KOMITBIOTEPHON MPECTYITHOCTHIO.

3. K 0CHOBHBIM HaNpaBJIeHUsIM Pa3BUTHS NMPaABOBOl HHPOPMATHKH OTHOCUTCS
A) pa3paboTka aBTOMaTU3UPOBAHHBIX CUCTEM JUIsSl TOCYAAPCTBEHHBIX OPTaHOB

B) opranuzanus yuera HOpMaTUBHBIX aKTOB

C) cucreMartuzaiusi pOCCUMCKOTO 3aKOHOIaTEIHCTBA

D) aBromaTuzanmsi 00paboTku MpaBoBOW WH(OpMAIUN

E) npumeHeHne BEIYUCTUTEIILHON TEXHUKH B TIOJITOTOBKE IOPUINYCCKUX KaJIPOB

4. Undopmannonnas chepa noapasaesisiercs: Ha cielyolue NpeaMeTHbIe 00,1aCTH
A) co3aHue u pacpoCTpaHeHUE NCXOTHON U PON3BOTHON HH(POPMAITIH

B) popmupoBanue nHhOpMaIMOHHBIX PECYPCOB

C) peanuzanus mpaBa Ha TOUCK, NOIyYeHHE, Iepeaady 1 NoTpedIeHne nHPOpMaIu

D) co3nanue u npuMeHeHne HHPOPMAITMOHHBIX CUCTEM U TEXHOJIOTUH

E) coznanue n npuMeHeHne cpeCTB U MEXaHM3MOB HH(OPMALIMOHHOM 6€30MacHOCTH

5. U3 yero cocTouT eaqnHOe HH(POPMAUOHHOE MPOCTPAHCTBO
A) cpencrtBa HHPOPMAIIMOHHOTO B3aUMOJICHCTBUS TPaXK/IaH U OpraHu3alnui
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B) mHpOpMannoHHBIE pecypchl, COAep)Kallue TaHHbIe, CBECHHUS WM 3HAHUS, 3a()MKCUPOBAHHBIE Ha
COOTBETCTBYIOIIUX HOCUTEISIX HHPOPMALIUU

C) cpencTBa HHPOPMAITMOHHOM 06€30MTaCHOCTH

D) opraHu3anmoHHbIe CTPYKTYPBI, oOecrieunBaronme (yHKIIMOHUPOBAHUE MPOCTPAHCTBA

E) cucrema npaBoBoii 3a1iuThl HH(OpPMALIUN

6. B undopmaruzanuio od1ecTBeHHoi chepbl BXOAUT:

A) 3ammTa cpeacTB MacCoBOi HH(pOpMAIUU

B) ¢popmupoBanue nHHOPMAIIMOHHBIX PECYPCOB B HETOCYAAPCTBEHHOM CEKTOPE
C) cTuMyMpOBaHKE JACATEIBHOCTH TIOTpeOuTENel HHPOPMALIUU

D) undopmanronHas noaepxka npeanpuHIMAaTeIbCTBA

E) dynkunonupoanue MuaTepHet

7. AudopmanuoHHOE MPaBo — 3T0...

A) oTpaciib pOCCUICKOTO MpaBa, OTHOCSINASCS K HH(DOpMAIUN

B) cOBOKYITHOCTB MPaBOBBIX HOPM, PETYJIHUPYIOIINX BOMPOCH HHPOpMAIHH

C) oTpaciib pOCCHHCKOTO TIpaBa, peryIupyromas HHPOPMAITHOHHBIC MPOIIECCHl H TEXHOJIOTHH

D) COBOKYMHOCTH MPaBOBBIX HOPM, PETYIUPYIOLUIMX OOIIECTBEHHbIE OTHOIICHMS, BO3HUKAIOIINE B
nporeccel coopa, 00pabOTKH, HAKOIJICHWS, XPAaHEHHs, MOHWCKAa M PaclpOCTpaHeHHs WHQPOpPMAIUH,
Korza uHpopMaIus SBISETCS] KOHEYHOU 1ENbI0 MPAaBOOTHOIICHUH

E) COBOKYMHOCTH MpPaBOBBIX HOPM, PETYJIHMPYIOIIMX MPOIECCh cOOpa, 0O0pabdOTKM, HAKOIUICHUS,
XpaHEeHus1, IOUCKA U PACIPOCTpaHeHUs HH(OpMAaLIUN

8. Uto cocraBJsieT npeaMeT HHGOPMALMOHHOIO NMPaBa

A) COBOKYITHOCTH MPABOBBIX HOPM, PETYIHPYIONIUX BOPOCH HHPOPMALIUU
B) undopmanus

C) unopMaIioHHBIE PeCypChI

D) oOmiecTBeHHBIE OTHOIIIEHUS B cpepe oOpamieHus naopmauu

E) 3amuTa napopmanumn

9. OTaeabHbIE JOKYMEHTBI 1 MACCHBBI JOKYMEHTOB B HH()OPMAINMOHHBIX CHCTEMAaX 3TO:
A) 6a3bl TaHHBIX

B) undopMarimoHHbIe MacCHBBI

C) 2JIEKTPOHHBIC JIOKYMCHTBI

D) undopmaroHHbIe pecypehl

E) cucrema nokymeHTanuu

10. Caenyronue MHCTUTYThI BXOASAT B CHCTeMY HHGOPMALIMOHHOIO NMPaBa
A) Yupasnenue B chepe naGopmarmu u nHHOpMAaTH3ANN

B) Uudopmarmonnsie pecypcbl. [Tob30Banue HHPOPMAIIMOHHBIME PECYpCaMU
C) lokymeHTHpOBaHNE UHPOPMALH

D) Cpencta MmaccoBoit nHMOpMaIUu

E) Pexnama

11. Kpunrorpadus 3ro...

A) Hayka 0 MeToJax MpeoOpa3oBaHMs NAHHBIX, HAIIPABICHHBIX Ha TO, YTOOBI CIENaTh 3TH JAaHHBIC
0ecrosIe3HBIMU TSl HECAHKITMOHMPOBAHHBIX JIUI]

B) Hayka 0 MeToax u cnoco0ax pacKpbITHs UG POB

C) COBOKYITHOCTh METOJIOB, CKPBIBAIOMIMX (DaKT mepemadn CEeKpeTHOW WH(POPMALUU 32 OTKPBITOM
nHdopmarmen

D) COBOKYITHOCTH METO/OB, 00ECIEUMBAIOLINX a0COMIOTHYIO HAJEKHOCTh KaHalla Mepefadn JaHHBIX
OT TepexBara

E) nayka o MeTonax cozganus udpoBoii NOIIHCH
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12. Kakast u3 cjiey0IuX KPUNTOAHAJIUTHYECKUX aTaK cCUUTaeTCsl Haubosee onacHou?

A) pH HATUYMK TOJIBKO OJHOTO 3aIM(PPOBAHHOTO (pparmeHTa

B) npu Hanmunu 6osbinoro Hadbopa 3ammdpoBaHHBIX (pparMeHTOB

C) npu HannuuK pparmMeHTa OTKPHITOrO TEKCTa U COOTBETCTBYIOLIETO €My KPUITOTEKCTa

D) mpu u3BeCTHOM MeToie MU POBAHUS

E) npu Bo3MOXHOCTH BBIOOpa JHOOOT0 OTKPBITOTO TEKCTa W IOJYYEHHUH COOTBETCTBYIOILETO €My
KPUITOTEKCTa

13. CkobKk0 pa3iau4HbIX KJI04Yel B cucreme Lle3aps mpu mcnoib30BaHMM MOJHOTO PYyCCKOro
andasura?

A) 16 D) 256
B) 33 E) 1024
C) 66

14. Yro siBasieTcs KJIKOYOM B Kpunrocucreme Bu:kenepa?

A) moboe 1poOHOE YHCIIO

B) BenmmunHa ciBura ucxonHoro angasura

C) nepecTaBiaeHHBIN andaBuT

D) ciyuaiinas mociaenoBaTebHOCTh OyKB, paBHasl IIIMHE COOOIICHUS
E) mo6oe cioBo

15. Kakasi u3 nepe4ncjieHHbIX KPUNITOCUCTEM SIBJISIETCSI CHCTEMOM ¢ OTKPBITHIM KJIK04Y0M?

A) DES D) I'OCT 28147
B) RSA E) Le3aps
C) OHurma

16. Moxuno au B mnporpamme PGP Bocnosib30BaThbesi 4Yy»KHM OTKPBITBIM KJIOYOM ISl
pacuunppoBanus HHPOPMAIIUN.

A) na

B) et

C) na, ecnu U3BECTEH TOT MapOJIb

D) na, ecnu monp30BaTeNb JACT MpaBa Ha pacmu@poBKy ero HH(GpopMaluu U COOOIIUT CBOM Mapoib

E) na, ecnu nepeOpath Bce KItoun

17. Kak packpbIBalOTCsl KPUIITOCHCTEMbI 0IHOAJI(ABUTHOI 3aMeHbI?
A) Takue cUCTEeMBbI PaCKPBITh HENIb3s

B) nonublii epedop kirouei

C) ananu3 4acTOT BCTpeyaeMbIX OyKB

D) nepebop coobiienuii

E) nepecranoBku OyKB KPUITOTEKCTA

18. Kpunroananus 310

A) Hayka 0 MeTOAax MpeoOpa3oBaHMs JAHHBIX, HAMPABJICHHBIX HA TO, YTOOBI CAEIATh 3TU JAaHHBIE
0ecroJIe3HBIMU ISl HECAHKITHOHHUPOBAHHBIX JIUI]

B) Hayka o MeTogax u crioco6ax pacKpeIThs MHPPOB

C) COBOKYITHOCTh METOJIOB, CKPBIBAIOMIMX (DAaKT mepemadn CEKPeTHOW WH(POPMAIUU 32 OTKPBITOM
uHpOpManuei

D) COBOKYITHOCTh METOIOB, OOSCIICYMBAIOIINX A0COIIOTHYIO HAJICKHOCTh KaHaja Tepeladn JTaHHBIX
OT TiepexBara

E) nayka o MeTonax cozmaHus uppoBOi MOIHCH

19. Yo siBasieTcs KiI04Y0oM B kpunrocucreme Llesaps?
A) nroboe coBo
B) mo60e uncino
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C) BenmmuMHa CIBUTA UCXOIHOTO andaBura
D) nepecraBneHnblii andaBUT
E) cnyuaiiHast mocienoBaTeIbHOCTh CHUMBOJIOB

20. KakxoBa nquimna kiaoda B crangapre mudgposanus FOCT 28147?

A) 256 out D) 1024 6ut
B) 64 6ur E) 2048 out
C) 56 6ur

21. Ha cJI0:KHOCTH peleHrsi KAKOH MaTeMaTH4YeCKoi 3a1a4u OCHOBaHa cuctema RSA?
A) KO/1bI MCTIPABJISIIOIINE OIINOKU

B) nuckpetHsriit torapudm

C) 3amaua “o prok3axe”

D) paznosxenue OONBIIUX YUCEN HA MPOCTHIE MHOXKHUTEIU

E) cnoxxenue no Moyito 1Ba

22. Kpunrorpaguyeckuii IpoTOKO0.J 3TO

A) Meron mmdpoBaHUs TaHHBIX

B) meron kpunroananusa JaHHBIX

C) meTon nepexBaTa JaHHBIX

D) anroput™m oOmeHa mHpoOpManuell MEXIy pa3IMYHbBIMH YYaCTHHKaMH TIPH CEKPTEHOH mepenaye
JTAHHBIX

E) ocob6as kpuntocucrema

23. Kpunrocucrema «OaHopa3oBblii 0JJOKHOT» 3TO:
A) nepectaHOBOUYHAs cHUCTEMa

B) ognoandaBuTHas cucreMa mpocToii 3aMeHbI

C) MHOTOAI(haBUTHAS CUCTEMA

D) cucrema ¢ OTKPBITBIM KIIFOUOM

E) Takoii cucteMbl He CylIECTBYET

24. Kakoii napoJib HauboJiee HajJdeKeH?

A) ®amunus noab30BaTENs

B) ®pa3za u3 kaurn

C) cnyyaifHast mOCI€I0BATEIBHOCTD UMD

D) ciyuaiinas mocieaoBaTeIbHOCTh OyKB

E) cnyuaiiHast mocie1oBaTeIbHOCTh IPOU3BOJIBHBIX CUMBOJIOB

25. KakoBa quimHa kiao4a B cucreme mudposanus DES?

A) 256 out D) 1024 6ut
B) 64 6ur E) 512 our
C) 2048 our

26. Kpunrorekcr 310

A) TEKCT HCXOJTHOTO COOOIICHHUS

B) Tekct 3ammdpoBaHHOTO COOOIICHUS

C) mapoJib

D) TeKkcT, MOTyYeHHBIH TPH KPUIITOAHATH3E
E) xirou

27. Taitnonuchb (cTeranorpadgus) 31o

A) Hayka 0 MeToJax MpeoOpa3oBaHUs JaHHBIX, HAMPABIECHHBIX HAa TO, YTOOBI CleNaTh ATH JaHHbBIE
0€eCITOJIC3HBIMU JJTs1 HECAHKITUOHUPOBAHHBIX JTUT]

B) Hayka 0 MeToax u cnoco0ax pacKpbITHs MG POB
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C) COBOKYITHOCTh METOJIOB, CKPBIBAIOMIMX (DaKT mepemadn CEeKpeTHOW WH(POPMALUU 32 OTKPBITOM
uHdopmarmen

D) COBOKYITHOCTH METO/OB, 00ECIEUMBAIOLINX a0COMIOTHYIO HAJEKHOCTh KaHalla Mepefadn JaHHBIX
OT TepexBara

E) nayka o MeTonax cozganus uppoBoii NOAIHCH

28. Urto no3BoJisieT onpeneJuTh MeTo Ka3ucku npu kpunroanajiuse cucrembl Buxenepa?
A) mapoib

B) oTKpBITHIN TEKCT

C) meron mudpoBaHus

D) nnuny naposis

E) niuHy OTKpBITOTO TEKCTa

29. Kakas kpunrocucrema odecrnedyuBaeTr adCOMITHYIO HAIEXKHOCTh 3allIUTHI IPH MPABUWIbHOM
ee UCNnoJabL30BaHun?

A) DES D) OnHopa3oBeIii OJOKHOT

B) RSA E) Bmwxkenepa

C)T'OCT 28147

30. O6ecneunBaeT Jiu MapoJib HA BX0o B Windows HaJle:KHYI0 3alIlUTy KOMIIbIOTepa?
A) na

B) et

C) ipu anuHe napois 6onee 10 cuMBOJIOB
D) npwu ciydaiiHom napoiie
E) npu perymnspHoii cmeHe naposis

10 11 12 13 14 15 16 17
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